Column 3 


42477 

Qatar is deeply 

HBJ thanked the senators and said 

going very well. We have an issue in that | want to move 
(CENTCOM Forward) Headquarters from As Saliyah to Al Udeid. | 
warned the military before and after the Iraq war that As 
Saliyah is near an industrial area. We spent a lot of time 
searching there for a rocket. (Comment: HBJ was referring to 
an RPG fired onto the Qatari side of Camp As Saliyah in March 
2004 by unknown person(s).) It is an industrial area with a 

lot of trucks and lots of garbage. As the ambassador knows 
don 

moving the headquarters to Al Udeid. It is better for 

security. We bought all the farms around it. V" 


3. (C) Senator Dodd said he and his colleague would be 
traveling to Iraq the next day and sought HBJ\'s thoughts on 
the conflict there. HBJ said 

(headed by Amb. James Jeffrey) a few days ago (6 Oct). | told 
them | would not talk about the mistakes (made by the US). If 
you succeed in Iraq 

first to support the US. The constitution might pass 

But | am worried about the unity of Iraq. There are problems 
with a federal state. There are two kinds of Shia: Arab and 
Persian. The Kurds are a special category. V 


4. (C) \"The Foreign Minister of Iran was here (also 6 Oct) to 
discuss this issue. There is interference (in Iraq) from 

Iran. My fear is that the Persian is more clever than us. 
They always try to sneak around in a quiet way. The war in 
Iraq is in their favor. And if you are looking for a nuclear 
bomb 

and a little negotiation there 

Now we have to think about how to make a balance in Iraq. If 
you don 

hands on most of the oil. Bahrain is majority Shia. In 

Kuwait 

the oilfields of the Eastern Province of Saudi Arabia is 

Shia. The Iranians want to dominate the Persian Gulf 

they are willing to wait many years. That 

are clever: They are patient. 


5. (C) VMy fear is if the Sunnis are not on board with this 
(constitution) 

will pour into Iraq (from terrorist sources) 

Al Qaida there and in Afghanistan. | don 


Column 3 

Sunnis. What | care about is the stability of the region. 

That won\'t happen while Iran has the upper hand. You also 
have to use the Arab Shia in Iraq. They are a very important 
element. They won 


6. (C) Senator Dodd asked HBJ if the general impression in 
the region is that the US favors the Shia. HBJ said yes; that 
is certainly the view being propounded by Zarqawi and AI 
Qaida. V'It is a problem. | am sure that is not your strategy. 
The Shia have a majority. Your people have dialogued more 
with the Shia 


7. (C) Senator Dodd asked what HBJ thinks of the proposed 
Iraqi constitution. He replied: V'How you spread the wealth is 
important. You have to give more seats to the Sunnis in 
parliament. It is very important that Iraq be part of the 

Arab nations. If it is with Iran 

it will get lost. " When Senator Dodd expressed surprise that 
Iraq would not naturally be part of the Arab League 

that the Kurdish and Shia elements would not care if Iraq has 
a larger Arab identity. 


8. (C) Senator Reed asked HBJ when Qatar might hold 
parliamentary elections. HBJ replied that these must wait 

till electoral district lines are drawn 

having many tribes. A special committee under the Ministry of 
the Interior has been working on the map and was supposed to 
have finished in June of this year. They asked to have 

another eight months to finish 

he expects them to conclude their work in February 2006. Once 
the lines are drawn and published 

doing the paperwork" of an election. And because this would 
be a first for Qatar 

Senator Reed said 

(Comment: Qatar has held municipal elections in Doha twice 

in 1999 and 2003 

nation 


9. (C) HBJ said 

year -- hopefully. Some are saying February 2007.\" When 
Ambassador asked whether Qatar would attempt to hold 
first-ever parliamentary elections at roughly the same time 
as the 2006 Asian Games 

considered the matter) 

2007 is better. V" 
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Al Jazeera 


10. (C) Senator Dodd said 

| didn 

are working with the Ambassador on this issue. We are a 
peaceful 

anyone. We are the main target for these people (terrorists). 
They fear Al Jazeera. We are working with the Ambassador to 
fix Al Jazeera without demolishing what we are trying to do 
with a free press. There definitely are mistakes with Al 
Jazeera 

to these problems.\" Senator Dodd said that more American 
policymakers should appear on Al Jazeera. HBJ said 

a good idea. You are welcome to appear.\" 


11. (C) HBJ closed the 45-minute-long discussion by inviting 
the senators to return for the annual Democracy & Free Trade 
conference in Doha in early 2006. Senator Dodd 
counter-invited HBJ and the Amir to meet with the Foreign 
Relations Committee whenever they are in Washington. HBJ 
suggested that the senators join the Qatar Congressional 
Caucus 

UNTERMEYER 
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distance from the PRC and relying on the U.S. to protect 
Taiwan. At the same time 

coalition 

Special Budget package when it was in power before 2000 
shifted to a very different world view that sees defense 
against the PRC\'s massive military build-up as futile and 
stresses cross-Strait confidence-building measures as the 
best guarantor of Taiwan security 

2005 Lien/Soong PRC visits. The opposing Green-Blue stances 
on the Defense Special Budget go beyond \"just politics V" in 
the run up to year-end elections; rather 

a perceptual and ideological divide between the two camps 
based on very different views of cross-Strait relations and 
visions of TaiwanVs future. End Summary. 


Legislative Mirage 


2. (C) The opposition of Pan-Blue parties 
Party (PFP) and Kuomintang Party (KMT) 
Procurement Special Budget (PAC-III missiles 
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surveillance aircraft 

continuously changed over the past year. Stated reasons for 
opposition shifted from economics (too expensive) 
mechanism (\"fiscally irresponsible\" special budgets) 

public opinion. In the Spring 2005 Legislative Yuan (LY) 
session 

allowing the regular defense budget to decline to 2.4 percent 
of GDP and demanded the regular defense budget be enhanced to 
cover large weapons procurement. When the Ministry of 
National Defense (MND) responded in early September by 
shifting the PAC-III missiles into the regular defense budget 
and reducing the Defense Special Budget from NTD 480 billion 
to NTD 340 billion 

with a new argument: PAC-III procurement is V'illegalV 
because a March 2004 island-wide referendum \"rejected\" 
(foujue) acquisition of more missile systems. Despite the 
government's insistence that the referendum did not cover 
PAC-III\'s 

decided 

PAC-III\'s 

(For a discussion of the defense referendum 


3. (C) In step with its shifting explanations for opposing 

the Defense Special Budget 

support also shifted further into the future. \"After the 
December 2004 LY elections\" shifted to the Spring 2005 LY 
session 

regular Fall 2005 LY session. Now 

the current session 

that following the December 2005 local elections 

might be right for considering (vice passing) the Defense 
Special Budget. 


Differing World Views 


4. (C) There are deeper issues at stake in the Green-Blue 
stand-off over the Defense Special Budget than just political 
jockeying for advantage in the year-end local elections. 
Rather 

cross-Strait relations and TaiwanVs future. Former 
(unsuccessful) KMT candidate for Taipei County Magistrate 
Spencer Yang (Tang-shun) told AIT that KMT legislators see 
the rise of China and its arms build-up as V'unstoppable.V In 
their view 

thus 

reality. At the same time 

legislators and activists believe the U.S. is "dumping" old 

or ineffective weapons on Taiwan; for example 

Patriot missiles have only a 30 percent success rate 

low to provide Taiwan with effective missile defense. Yang 
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who is a political scientist involved in KMT polling 

operations 

do not/not believe the U.S. will really help Taiwan in the 
event of a PRC attack. KMT legislator Su Chi separately told 
AIT that a retired U.S. admiral he met with on his last U.S. 
visit told him it would take \"at least 3 weeks" for the U.S. 

to get reinforcements to Taiwan in the event of a PRC attack 
\"too late to be of use 

Su concluded 


5. (C) On the other hand 

Yang (Jung-ming) -- Blue-leaning 

the government Mainland Affairs Council (MAC) -- told AIT 
that most Pan-Green supporters are convinced the U.S. will 
support 

Chen\'s reported statement during his recent Central American 
trip that he (Chen) believed the U.S. would come to the aid 
of Taiwan in the event of an attack. The main reason the 
Pan-Green parties 

strongly support the Defense Special Budget 

that they believe this will commit the U.S. to TaiwanVs 
defense. Atthe same time 

is working to limit and control relations with the PRC 
demonstrated by its effort to establish V'effective 
management 

discouraging investment in the PRC. Other than its sporadic 
and provocative efforts to push a separate Taiwanese 
identity 

dangerous policy is its focus on use of Hsiung-feng missiles 
to attack mainland targets in order to provide V'military 
deterrence 

the context of Mainland ChinaVs overwhelming military 
advantage. Taipei\'s flirtation with deterrence strategy 
Yang feared 

leaving Taiwan in a relatively weaker security situation. 


6. (C) Pan-Blue legislators and activists tell AIT that they 
believe passage of the Defense Special Budget would send a 
message to Beijing that cross-Strait relations are basically 
confrontational. KMT Spokeswoman Zheng Li-wen told AIT that 
Pan-Blue leaders see ChinaVs rise and development as 
inevitable and the two sides of the Taiwan Strait as 
increasingly interdependent. PFP legislator and Policy 
Director Vincent Chang (Hsien-yao) told AIT that while the 

PFP recognizes the PRC military threat 

are on the decline 

Soong trips and the resulting cross-Strait progress 

(duty-free fruit 

passenger and cargo charter flights 

Taiwan students and business people living in Mainland 
China). Most Blue supporters are convinced that China has no 
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intention of attacking Taiwan 

the DPP government makes any movements toward independence or 
raises cross-Strait tensions. Many Blues 

see the Special Budget peace-through-strength approach as 
atavistic Cold War mentality\" that could provoke conflict. 
Pan-Blue leaders especially oppose Taiwan\'s procurement of 
submarines 

potential 

deployment would take ten years and Taiwan would have no part 
in the manufacture. While the Pan-Blue accepted the need for 
P3c\'s 

and PAC-III\'s out of the question 

voters \"vetoed\" (sic 

in March 2004 referendum. 


KMT Appeals for U.S. Understanding 


7. (C) Su Chi told AIT that the KMT \"really resents\" being 
painted by some U.S. academics and think tanks as pro-China 
pro-unification 

he argued 

Blue position. It is in part Pan-BlueVs own fault 

acknowledged 

or objectives but rather had focused wholly on domestic 
politics. U.S. critics 

the KMT\'s carefully nuanced strategy for creating real 
long-term security for Taiwan. Beijing 

cooperating in this prudent game and 

refrained from even mentioning \"one China\" or unification 
during Lien\'s visit to China. (On the other hand 

Lien gave explicit orders that there must be no criticism of 
President Chen Shui-bian while the Lien delegation was in the 
PRC.) The KMT 

anti-independence and supports the status quo. 

8. (C) Blue legislators 

government\'s support of the Defense Special Budget as \"buying 
insurance 

This sense of security will 

government and pro-independence elements to promote Taiwan 
separateness. The September 25 \"Defend Taiwan\" march in 
support of the Defense Special Budget sponsored by 
\"deep-Green\" pro-independence organizations (Refs B 

noted 

pro-independence sentiments in the mind of Blue supporters. 


Comment: Different Politics 


9. (C) The Special Budget is not the only legislation 
deadlocked in the LY. Very little legislation 
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passed the gridlocked 2004-2005 LY 

portends to be equally constipated. Pan-Blue legislatorsV 
suspicions of the Defense Special Budget and of U.S. motives 
are difficult to counter with explanations and information. 

AIT notes that some of the Pan-Blue legislators spouting 
inaccurate information about the Defense Special Budget 
weapons systems 

provided with accurate 

ignore the information for political purposes 

Green camps seek issues to gain advantage in the December 3 
local and future elections. 


10. (C) Beyond politics 

fundamentally different perceptions of cross-Strait relations 
and visions of TaiwanVs future. The DPP government and 
Pan-Green leaders now strongly support the Defense Special 
Budget (though they did little to promote it until criticism 

from the U.S. sharpened). The Pan-Blue camp 

hand 

2005 Lien-Soong visits to Mainland China. Five months after 
the two visits 

impact on cross-Strait relations and on Pan-Blue thinking. 
Beijing\'s fruit 

past Summer came straight from the pages of the Joint 
Statements of the two visits. A Niandai (pro-Blue) series of 
monthly public opinion polls of voter satisfaction showed a 
quick five-point bump in KMT and PFP support and parallel 
drop in ruling DPP support in mid May just after the 
Lien-Soong visits. This bump/drop has held steady for four 
months down to the most recent poll last week 

likely fuel Pan-Blue determination to continue the Lien-Soong 
approach and to oppose the Defense Special Budget in all its 
reconfigurations. 

PAAL 
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Beijing.\" “Тһе Secretary of the Treasury\'s visit will be an 
opportunity to increase the pressure on China 

Snow asking that China re-evaluate the Yuan.\" Left-of-center 
Liberation leads with the latest arrest in the \"Oil for Food\" 
scandal in France 

Merimee. The editorial suggests that ultimately 
\"responsibility lies at the highest level of the State.\" (See 
Part C) 


Right-of-center Le Figaro devotes an editorial to \"Earthquake 
Diplomacy\" in the wake of the earthquake in Kashmir. (See Part 
C) France 2 Television announced this morning that Secretary 
Rice would be stopping in Islamabad after visiting 

Afghanistan. In an article on President Chirac\'s return to 
diplomacy after his recent health problems 
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that he will be meeting with Secretary Rice on Friday. 


Popular right-of-center France Soir devotes a full-page report 
to a recent article in Newsweek 

Rice was responsible for thwarting a Washington plan to invade 
Syria. Thomas de Rochechouart quotes Secretary Rice in 
Kyrghizstan: V'Do not believe everything you read. V 


The nomination of Harriet Miers to the Supreme Court elicits 
two opposing commentaries. In Liberation 

of the Institute for International and Strategic Relations 
writes: V'Her nomination raises once more the question of 
Supreme Court Justices who are designated more because of 
their political affiliation than their experience. More than 

ever the question of impartiality is becoming an issue. The 
credibility of the American justice system is becoming a key 
element in the structural debates in the U.S.\" But Catholic La 
Croix carries an opinion piece by Pierre de Charentenay 
editor in chief of the magazine "Etudes 

Supreme Court.V (See Part C) 


Right-of-center les Echos carries an op-ed by Stephan Richter 
of V'The Globalist\" titled: American Royalism.\" V'Faced with 
incredible challenges 

declaration after another. But behind the words 

realizes that nothing concrete follows. One example is 
America\'s African aid policy. America\'s new political strategy 
could in fact be renamed the "execution of a Presidential 
policy through press releases.V The advantage is that there is 
always an official text one can refer to. But abroad 

attitude is perceived as being regressive. and becoming 
counter-productive: it undermines the American desire to serve 
as a democratic model.\" 


Ironically 

President Chirac\'s own \"Diplomatic Monarchy\" by Alain Duhamel: 
\"France is hostile to Turkey\'s EU membership. But the 

President is in favor. When it comes to diplomacy 

cooperation 

policy 

this regard 

both shocking and dangerous." 


(C) SUPPORTING TEXT/BLOCK QUOTES: 

Oil for Food Scandal 

\"The Big Heist\" 

Patrick Sabatier in left-of-center Liberation (10/12): \"The 


blood-stained chaos that reigns in Iraq could lead one to put 
in perspective the fallout from the ‘oil for food\' affair that 
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seems outdated. But that would be a mistake. First 

France 

line of fire of the investigation into wrongdoings in the "Oil 
for Food\' scandal. The amounts of money embezzled make it the 
biggest heist ever! All those who participated in this heist 
worked hand in hand with a dictator who will soon be on trial 
for his crimes. The arrest of French diplomats who have 
influenced France\'s foreign policy 

Arab policy 

responsibility lies at the highest level of the State 

the truth was necessarily known.\" 


Earthquake in Kashmir - Geopolitical Considerations 


\"Earthquake Diplomacy\" 

Pierre Rousselin in right-of-center Le Figaro (10/12): \"As 
opposed to other recent natural disasters 

Kashmir is centered exactly where the world\'s geo-political 
equilibrium is most threatened. The geo-political consequences 
of the disaster will depend on how the post-crisis management 
is handled. The fact that Pakistan has accepted India\'s offer 

of assistance is an encouraging sign. A rapprochement between 
Greece and Turkey had followed the 1999 earthquake. Let us 
hope that India and Pakistan 

towards their re-conciliation 

Kashmir 

political considerations. If rescue efforts are successful 

they can reduce the influence of Islamic radicals. Conversely 

if they are not 

and the extremists will regain new power. These stakes are 
well understood by all: in Islamabad as well as Washington. 
This is why the U.S. is mobilizing all its means available in 

the region.\" 


Harriet Miers Nomination 


V The New Supreme Court" 

Pierre de Charentenay in Catholic La Croix (10/12): VThe two 
new judges to the U.S. Supreme Court are indeed Republicans 
but they are far less conservative than initially feared. The 
equilibrium of the Supreme Court is overall preserved. The 
American press has noted that President Bush has shown a 
certain degree of caution in making these nominations. He 
wants to avoid an ideological war as well as costly political 
adventures at a time when he is greatly weakened politically 
including within his own party. The negative effects of the 

war in Iraq have cost the U.S. President much support. 
Arrogance and haughtiness have disappeared from a White House 
which is no longer taking any risks.\" STAPLETON 
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patriotism\" agenda 

shortcomings in the French approach to protecting firms from 
foreign investment. Separately 

Carayon 

to implement reforms needed to protect national security. 

We met with Carayon to voice our concerns about 
protectionist trends 

plan to assist him as he undertakes his new mission. END 
SUMMARY. 


Conference Highlights 

2. (SBU) Bernard Carayon (UMP) organized a conference 
October 10 at the National Assembly (the lower chamber of 
Congress) to discuss foreign investment and national 
security. Carayon is a leading protagonist of French 
economic intelligence 

Veconomic patriotism\" that Prime Minister Villepin has been 
pushing as part of his economic and security agenda. 
Carayon prepared a report in 2003 with a number of 
recommendations for the GOF. 


3. (SBU) Before the conference 

to meet with Carayon to advocate the USG view of economic 
patriotism (e.g. 

paid dividends at the conference. Although the conference 
examined US practices in depth 

economic patriotism does not translate into protectionism. 
In his opening remarks at the conference 

recent failed Chinese bid for UNOCAL 

Boeing-Airbus trade dispute 

learned would be applied in the fight by countries that 
share the same values against the new threats to collective 
security 


4. (U) French Minister of Defense Michele Alliot-Marie 
opened the conference in a speech assailing protectionism. 
She noted protectionism is counter-productive 

defense matters 

argued that France should control its spending 

its strategic interests carefully. She argued against 
creating any new bureaucracy to screen foreign investments 
and urged creating a European industrial strategy. She 
emphasized that France needs research and technology 
she was pursuing in defense. Econ M/C followed with an 
explanation of US investment policy and national security 
review mechanisms 

efficiency. 


5. (U) The conference had three thematic panels 
balancing interests 
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one on practical considerations. 


6. (U) At the first panel 

Assembly 

protectionist than the EU 

Sales Corporation (FSC) hinder liberal trade principles 

the dollar is undervalued 

more protectionist. Clara Gaymard 

Agency for Investment promotion (ΑΓΙ) 

to argue that France needs to do a better job in 
communication. She said it has become hard to sell the 
image of France as a country that has implemented reforms 
when every investor asks about the Pepsi-Danone flap (where 
the PM spoke out against a possible acquisition). The Econ 
MC commented that in the US 

Jean-Louis Gergorin 

patriotism 

it would have moved labor out of France long ago. He noted 
that export controls are a bigger problem than investment 
controls 

long. He added Boeing would not have been able to launch 
its fleet without billions in Pentagon R&D funds 

the GOF should promote European pension funds. A venture 
capitalist 

economic model is protectionism in disguise 

not need to subsidize its firms any more 

more on R&D and facilitate private investment in profitable 
firms. 


7. (U) At the second panel 

spoke of the procedures of the Committee on Foreign 
Investment (CFIUS) 

investment climate. Vincent Guitton 

Ministry of Economy and Finance 

legislation 

objectives of impending regulations modifying the French 
investment regime. (The draft decree reportedly will shield 
ten sectors France considers strategic: defense 
biotechnology 

casinos 

Frederic Puaux 

intelligence in the Ministry of Defense (an office created 

in response to the Carayon report) 

not allow for mitigation 

the US system allows for mitigation 

Presidential determination). The US system cannot be 
transposed to France because of EU rulings requiring precise 
definition of national security. No other state has a more 
precise definition than France. (NOTE: The positive 
portrayal of the US non-definition of \"national security\" 
reflected French congressional concerns that the GOF was 
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going to make the French investment regime too restrictive 
which in their view would be counterproductive. END NOTE.) 


8. (U) The Ambassador closed the conference with a speech 
vigorously defending the open investment climate in the US 
expounding on the virtues of an open investment policy 
warning against protectionist trends. 


Man on a Mission 

9. (SBU) On October 3 

legislative mission to not only explore implementing 
controls on foreign investment 

creation of rules and the greater involvement of the private 
sector in international negotiations 

Europe. We spoke with Carayon about this new mission 
offered assistance in arranging a possible visit to USG 
officials. 


Comment 

10. (SBU) We greatly appreciate the assistance from the 
Department and the participation of Treasury official Sills 

in this conference. The debate easily could have swung to 
bashing the USG (at least one major French firm 

had a bruising experience with CFIUS) 

advocacy forestalled that result. Nevertheless 

struck by the pessimism expressed across the board by how 
the French are protecting their national security. We 
accordingly will remain engaged 

sentiments in France continue to be stoked by sluggish 
economic growth and persistently high unemployment rates. 
STAPLETON 
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the (Halki) seminary overnight\" if it were up to him. 
Bartholomew acknowledged the MinisterVs having uttered 
similar phrases in the past. He considered his remarks more 
significant this time 

October 3 and Istanbul\'s recent hosting of a conference on 
the Armenian question (ref a) and its earlier photo exhibit 
re-examining the anti-Greek riots of 1955 (ref b). 
Bartholomew averred that V'Turkey is entering a new phase 
positive changes are taking place and suggested that the 
Ministers remarks were being floated to test public opinion 
prior to taking any big steps. Nonetheless 

Patriarch acknowledged he had been engaged in no private 
discussions with the GOT to resolve any of the outstanding 
issues 

reopening on his terms. 
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2. (C) Comment: Celik has implied on several previous 
occasions that if left to his own devices he would resolve 

the long-standing Halki issue 

doing so. The last time the Patriarchate evinced any 
optimism regarding Halki was last June (ref c) 

up to the NATO Summit and POTUS visit to Istanbul. At that 
time 

suggested that Halki would more appropriately be supervised 
by the Ministry of Education than by YOK -- a sentiment the 
Patriarch shares -- but press reports said legislative 

reforms would be necessary for that to happen. More than a 
year later 

anything else to warrant the Patriarch\'s current guarded 
optimism. End comment. 

JONES 
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IN KATRINA AFTERMATH 


1. SUMMARY. The United States received a huge vote of 
sympathy when Mozambique\'s most popular television 
entertainment program 

special to celebrating the spirit of New Orleans in the 
aftermath of Hurricanes Katrina and Rita. The September 26 
live broadcast 

with PAS 

Orleans 

by the U.S. Ambassador. It reached an audience of about 
500 

empathy that Mozambicans feel towards the American victims 
of the hurricanes 

disastrous floods in 2000. PAS has sent a DVD copy of the 
show to AF/PD END SUMMARY. 


THE MUSIC IS THE MESSAGE 

2. At 1730 on Monday 

popular entertainment series 

in Portuguese) Show 

the victims of Hurricanes Katrina and Rita. Repeated on 
October 4 

of storm damage and victims 

master of ceremonies. Next STV CEO Daniel David and 
Ambassador Helen La Lime made brief statements. David 
emphasized the program as a statement of solidarity on the 
part of Mozambicans. Ambassador La Lime noted that 
Mozambicans had suffered from floods in 2000 

exactly what this kind of natural disaster meant. She 
averred that it was especially appropriate that Mozambican 
sympathy be expressed in music 

is the birthplace of jazz. 


Column 3 


3. The rest of the program featured a series of songs about 
New Orleans 

\"America\" - written for the occasion. The music included: 
We Are the World 

Rising Sun 

Meaning 

Shall Overcome 

Marching In 


CONCEIVING THE PROGRAM CONCEPT 

4. Soico TV (STV) CEO Daniel David came up with the original 
idea. He explained that he had reacted just the way as other 
Mozambicans to the powerful footage of Americans of 
predominantly of African descent caught up in the storm 
damage. The U.S. and the world reacted boldly five years ago 
to help Mozambicans; he was inspired to find a way to convey 
the empathy felt by Mozambicans 

helping hand in any way possible. 


PAS IN ON THE TAKEOFF 

5. David and PAS already had established an excellent 
relationship. It seemed only natural to run the concept by 
PAS 

American participation. With PAS on board 

took off with wings that would set it apart from the regular 
Friday night program. The time would be crucial. He chose 
the 1730 time slot on a Monday holiday because an unusually 
high number of middle-class families -- notably teenagers 

the target audience -- would be at home. 


6. One important difference was the decision to jettison the 
usual competitive aspects of the show 

judges. Singers who had already performed on Fama and thus 
were well known agreed to participate. STV and PAS together 
produced a video montage of post-hurricane images to open 
the show. In addition to arranging the Ambassador\'s on- 
camera appearance 

who volunteered to sing "Тһе House of the Rising Sun. V 


SOICO TV: THE PREFERRED ALTERNATIVE TO STATE MEDIA 
6. Soico TV is one of two private alternatives to official 

TV Mozambique (the other is the church-affiliate TV 
Miramar). Broadcasting in Maputo 

Beira 

Funded entirely by Mozambican investors 

can happen when the airwaves open up to private enterprise 
a formula for marketing success similar to that used by 
networks elsewhere: Low-brow entertainment in the form of 
Brazilian soap operas and Fama 

sensationalist news. 
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7. The Fama Show special married STV\'s mass entertainment 
and public affairs strengths. By attaching the brand name 
“Ғата Show! to the broadcast 

mass audience. By dedicating it to the victims of the 

hurricanes and invoking a legacy of great music 

morphed into a public affairs show. Because the initiative 
came from the top (the CEO) 

the involvement of PAS and the Ambassador 

not have happened at all. Our role was essential 

symbolically as an expression of the American people. 


THE ULTIMATE TARGET OF OPPORTUNITY 

8. COMMENT: PAS could not have chosen a more effective 
public diplomacy vehicle 

with a huge built-in youth audience. We were ready to seize 
the moment because of a strong pre-existing relationship 
with STV; all we had to do was to say yes to the core 
concept 

STV covered all expenses. PAS simply helped a local 
institution to do what it wanted to do anyway 

accomplish the job with a credibility that the USG never 
could have had on its own. Consequently and perhaps 
paradoxically 

hurricanes have had the effect of softening the image of the 
U.S. among Mozambicans by humanizing us. 

Dudley 
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into an active partner in the fight against terrorism. 
(Note: Since 2002 

establish 


3. (U) Governor Shuabi credited the YCG for improving 
maritime security and helping make Aden port attractive to 
investors. He expressed confidence in the ports economic 
future 

premium placed on ships following the 2000 attack on the USS 
Cole. Shuabi was also confident that Dubai Ports 

International (DPI) 

to operate and develop Aden Port and Aden 

Container Terminal (reftel) 

capacity and fuel economic growth. 


4. (U) Shuabi hoped port improvements would attract more 
than just ships 
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from increased fees and customs. An improved business 
climate and more jobs is what the region really needs 
continued 

population that has doubled in the last ten years. Ambassador 
hoped that Parliament would soon pass a new law giving local 
governments the authority to collect revenue 

rely on payments from the Ministry of Finance. 


5. (C) MG Ghormley thanked MG Madhi Maqwala for the 
military\'s support in the GWOT and looked forward to 
increased cooperation on security issues 

the flow of small arms/light weapons. Maqwala acknowledged 
the important role the YCG plays in improving border 

security 

militaryVs efforts to achieve full control over the borders. 
Office of Military Cooperation (OMC) Chief commented that 
embassy officials were working with MOD staff to focus 
security assistance on shared priorities. 


6. (C) MG Ghormley thanked BGen Mohammed Ali Ibrahim for the 
Navy\'s commitment to combating terrorism and encouraged 
increased cooperation with YCG officials. “Тһе region 

needs Yemen to have a strong navy 

that the USG stood ready to support its development. 
Ambassador stressed that maritime security was essential to 
providing the conditions under which Yemen can achieve its 
development goals. 


7. (C) Ibrahim said the Navy wants to strengthen its 
relationship with the USG and see V'more tangible results V" 
from that relationship. \"We need money too 

commented 

commented that the USG provided $4 million over the last year 
to improve the Navy\'s maintenance capability. Ghormley 
introduced the new U.S. military maritime liaison officer for 
Yemen and looked forward to helping the Navy focus its 
funding priorities. 


8. (C) Comment: MOD forces frequently complain about USG 
assistance to the YCG 

Financing (FMF) program has provided millions of dollars to 
support the military 
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high 

program as effectively as their MOI and Coast Guard 
counterparts. The Navy remains the weakest of all the armed 
forces and is frequently unable to even move their ships out 
to sea due to poor maintenance. End Comment. 


Krajeski 


42486 
inflate ROYG expenditures for many years to come. 


5. (C) According to Saadaldin Taleb 

advisor to the National Democratic Institute 

parliamentarians appeared ready to reject the supplementary 
budget without sending it to committee. In their view 

budget is in violation of the Constitution and the Financial 

Law 

government body must apply to MOF for a spending increase 
which must be approved by Parliament. Such procedures were 
ignored in this case 

already committed the money without approval. Islahi MP 
Abdul Rahman Bafadel said Parliament was further outraged by 
what it calculates to be a fifty percent reduction in the 
investment budget. Taleb concurred 

in health and education spending 

expenditures on the military and road construction. 


6. (C) MOF admits to spending surplus funds without approval 
saying that YemenVs development needs require immediate 
action. Dr. Fadl al-Shoaiby 

Sector 

it was devalued by inflation. Shoaiby also contended that 
Parliament forced as much as seventy percent of the spending 
by opposing further reduction in fuel subsidies 

extensive wage increases 

general sales tax. (Ref B) Ibrahim al-Nahari 

External Relations 

the investment budget. According to Nahari 

simply halted new projects until those currently under 
construction are completed. In fact 

supplemental budget adds YR 112 billion to overall 
development spending (much of it for electricity). 


7. (C) Bafadal ridiculed this claim 
to allocate the full investment budget and then calls it 
savings. He continued his attack saying that MOF 
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intentionally underestimates the price of oil 

give the appearance of fiscal restraint when examined by the 
IMF. MOF then uses supplementary budgets to cover 
expenditures they don\'t want the public to see. Dr. Mohamed 
al-Mansoob 

many of these accusations 

are a number of hidden costs that indicate a lack of spending 
discipline. These include an estimated YR 70 billion spent 

on the May Unification Day celebration in Mokhallah. Another 
YR 70 billion is dedicated to military spending 

Mansoob 


8. (C) Sheikh Abdullah al-Ahmar 

defended the supplementary budget in the legislature and 
demanded that it be passed immediately 

The members responded with outrage 

the Speaker from the floor 

eventually retracted his position 

budget and opening the door for serious dissent. Bafadel and 
others argued that any extra oil income should be put ina 
special account 

Parliamentary consent. 


9. (C) Prime Minister Bajammal 

in the works 

Parliament. According to Taleb 

deal in a private session. The PM agreed to Parliament\'s 
demands to question a number of ministers on issues of 
corruption and in return 

Finance Committee. (Ref C) Committee Chairman Ali Anmed 
al-Imrani 

reformer 

By recommending the budget for approval 

the ROYG and remain loyal to his party 

ire of reform-minded parliamentarians. Alternatively 

could oppose the budget 

while bringing the full wrath of the ROYG down on himself. 


10. (C) By his own admission 

reasonable thing: he fled to his village in Abyan claiming 
his mother was ill. The Chairman did not return to Sanaa 
until after Parliament went to recess 

supplementary budget in limbo. Imrani is resentful that the 
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ROYG does not respect Parliament\'s role in the budgeting 
process 

the end of the fiscal year. When Parliament returns 

also have to consider the proposed 2006 budget and the final 
spending statement from 2004. Imrani pleaded with post to 
provide the Finance Committee with the training and technical 
assistance necessary to analyze and evaluate YemenVs budgets. 


11. (C) Imrani expressed his hope that Parliament would be 
able to compromise by approving only part of the budget 
admitted that this tested the previous limits of 

Parliamentary power. In the case of the annual budget 
Parliament is not permitted to amend the budget -- only to 
recommend changes. It is not clear at this time if MPs have 
broader powers over a supplementary budget. Without such a 
compromise 

rejection on the floor. V'There are too many signs of 
corruption in this budget 

resign as Chairman as soon as possible." 


12. (C) The supplementary budget offers clear indications of 
runaway spending at MOF. Despite higher than expected oil 
revenues 

Salami has been applying pressure on all Government 
ministries and agencies to contribute to the treasury. This 
has resulted in poor decisions on a recent telecommunications 
tender and near panic at the Customs Authority 

officials are attempting to enforce new import fees on 
automobiles. (Ref D) Nahari admitted that even with the 
supplementary budget 

last yearVs deficit level of 1.5 percent. The GPC-controlled 
Parliament is likely to approve the budget at the end of the 
day 

incredulity among MPs. \"This is a program of corruption 
reform 


13. (C) The core issue is lack of accountability in the 
budgeting process. Efforts by the World Bank to install 
budgeting software (AFMIS) at MOF and other agencies have run 
into delays and corruption -- the program is led by Minister 
SalamiVs nephew. The Central Organization for Control and 
Audit 

that it reports to the PresidentVs office and has no 

authority over military spending. Recognizing systemic 
problems at MOF 

group on public finance management reform 

rationalizing the budgeting process and opening it to public 
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scrutiny. (Ref E) As part of this effort 

parliamentary oversight of Government finance would help 
create a check on corruption and allow for broader input into 
the ROYG\'s investment priorities. 

Krajeski 


42487 

with President Bush (ref A and para 4 below). He confirmed 
that Bulgarian troops would not begin their pullout from Iraq 
until after the December Iraqi elections 

government would announce its decision on a follow-on mission 
before Purvanov leaves for Washington. Purvanov said the 
government is considering donating some of the Bulgarian 
battalion\'s equipment to the Iraqi security forces 

the army has not been very forthcoming He responded very 
positively to the Ambassadors suggestion that he add 
democracy promotion to his Washington agenda 

Bulgaria could use its experience to play an important role 
in the Balkans 

SUMMARY. 


2. (C) On Iraq 

Presidents to be able to highlight Bulgaria Vs continued 
participation. On the \"basing\" issue 

optimistic about the near-term prospects for an agreement on 
joint U.S.-Bulgarian military facilities. He said he had 

pushed the government to focus less on compensation and other 
V material issues and more on the strategic relationship. 
BulgariaWs only red line is the constitution 

saying it was important for legal experts to reach an 
agreement that expresses the political will of both sides to 
move forward. Purvanov also said he would meet with editors 
of Bulgarian news media to urge more responsible coverage of 
the issue. In a subsequent meeting 

Todor Churov told the DCM that FM Kalfin would ask the 
Secretary to take a \"more flexible" approach in the base 


SIPDIS 

negotiations 

more comprehensive agreement on security cooperation and 
addressing Bulgarian concerns about sovereignty and legal 
jurisdiction. 


3. (C) Purvanov asked for the PresidentVs support for 
Bulgaria\'s EU membership on January 1 

Presidents \"personal\" commitment to helping Bulgaria gain 
the release of the five nurses unjustly imprisoned and 
sentenced to death in Libya for allegedly spreading the HIV 
virus. Deputy Foreign Minister Gergana Grancharova told us 
October 12 that any positive statement by President Bush on 
Bulgaria\'s EU membership or the nurses would play extremely 
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well in the Bulgarian press 
Vstrategic partnership" between Bulgaria and the U.S. 


4. (SBU) Text of Purvanov\'s non paper follows: 


Bulgaria will remain a reliable 
in the fight against world terror and in the spread of the 
values of democracy. 


Bulgaria will continue to participate in the stabilization 
and restoration of Iraq and will have its commitments to the 
coalition beyond 01.01.2006. 


Bulgaria remains in Afghanistan and is making serious 
preparations for the protection of the Kabul International 
Airport in the second half of 2006. 


Bulgaria will accept US military installations on its 

territory. The political will for this was expressed in a 

position of the National Security Consultative Council and in 

a Declaration of the National Assembly. Negotiations of the 
specific terms are underway between the two governments and 
are to be finalized in the nearest future. 


The new government - a coalition that is unique for the 
Bulgarian transition period - has declared firmly continuity 
in pursuing the main strategic foreign policy goals and 
democratic values. Bulgaria continues to be a politically and 
economically stable ally in this region of Europe. 


Bulgaria 

guaranteeing regular supplies of energy at normal prices. The 
country\'s geographic and geostrategic location makes it an 
important factor in guaranteeing the security and the transit 
of supplies. This is why we have a keen interest in having 

the planned oil and gas pipelines running through our 
territory. We are also interested to develop our national 
nuclear energy production. There is an untapped potential for 
active involvement of American business in the modernization 
and development of the infrastructure of South East Europe. 


Bulgaria has succeeded in building its unique ethnic and 
political model 

radical Islam. By its stable and democratic development 
Bulgaria will guarantee the protection of this model and its 
promotion in other neighboring countries. Along with its 
involvement in NATO military missions 

to generate security and promote good neighborly relations in 
the region. 


In order to lock in the positive trends in the country 
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need to achieve membership in the EU in the agreed terms 
that is 

support. As a EU member Bulgaria will be even better placed 
to act as a stabilizing factor for security and democracy 
throughout the region. Bulgaria will fulfill strictly the EU 
requirements 

postponed due to internal EU problems. 


Bulgaria is a good place to do business. Political 

and economic stability 

climate 

investment and economic activity of US companies here. It is 
a good time for the excellent political relations and 

strategic partnership of the two countries to open the way 

for American business in Bulgaria. 


Bulgaria lies on the border zone with conflict regions and 

its role in the Euro-Atlantic security structures is growing. 
The tasks of safeguarding the borders of the Alliance 
guaranteeing freedom of movement and security call for a new 
quality of the systems for their solution. Bulgaria needs 
more active support from the USA for modernizing its armed 
forces. We would like to be involved in a more active and 
full-fledged manner in the current American programs to this 
effect and to accede to existing programs where we have no 
access yet. There is an untapped potential for cooperation in 
the military industrial complex and auxiliary industries. 


Bulgaria appreciates the US assistance in the case of the 
Bulgarian medics in Libya. This is a problem of vital 
political significance for Bulgaria and we expect the 
American side to continue its pressure on Libya for the 
earliest possible conclusion in a fair and satisfactory 
manner 
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Attah was stopped in his tracks by the PDP National Secretary 
when he tried to boot his second-in-command. End Comment.) 


Acts 


8. (U) The South-South remains tense but largely quiet. The 
detentions of regional leaders - Bayelsa State Governor 
Alamieyeseigha in Britain for money laundering 
Dokubo-AsariVs arrest for treason - instigated angry 
demonstrations by militants in the South and has much of the 
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population in a state of suspense. AsariVs Niger Delta 
PeopleVs Volunteer Force (NDPVF) has announced a ceasefire 
and other ljaw groups have been quiet 

further government action in AsariVs case. 


9. (C) On October 6 

President of the Movement for the Survival of the Ogoni 
People (MOSOP) 

issues relating to AsariVs activities. Mitee was later 
released for lack of evidence connecting him to Asari. 
AsariVs treason trial was scheduled to begin October 7. In 
Bayelsa 

brought up on charges before the EFCC. (Comment. 
Reportedly 

Governor Alamieyeseigha 

related to his reticence in initiating proceedings against 
his political mentor. End Comment.) 


SOUTH-EAST SNAPSHOT: MASSOB riots claim at least six lives; 
Abia Governor exchanges corruption charges with OBJ; 
Imo State PDP rips apart 


10. (U) The Igbo secessionist group Movement for the 
Actualization of the Sovereign State of Biafra (MASSOB) held 
protests in September in four southern states 

Cross River and Delta. The protests were organized in 
response to perceived police mistreatment of MASSOB leader 
Ralph Uwazurike 

clashed with police in Anambra State 

people were reported dead. Police arrested several of the 
protestors 

custody. 


11. (C) Abia State Governor Orji Kalu wrote a letter to 

President Obasanjo 

office. He categorized ObasanjoWs reform campaign as \"window 
dressing\" for a scheme to eliminate political rivals. 

Obasanjo responded by turning the letter over to the EFCC and 
demanding an investigation. Kalu refused the EFCC\'s summons 
request to provide evidence to corroborate the accusation 
asserting that the EFCC could not conduct an unbiased 
investigation since it reported directly to the President. 

Kalu called for a special prosecutor. At the same time 

Kalu\'s former Deputy Governor Eyinnaya Abaribe submitted a 
petition to the EFCC accusing the Governor of 

misappropriation of state funds and embezzlement. (Comment. 
This is the latest round in the President\'s long-standing 

battle with Kalu. In this particular round 

call the otherVs bluff. While nothing happened this time 
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can expect other encounters in the near future. End Comment.) 


12. (U) In a move to weaken pro-Atiku governor Udenwa 
National Working Council (NWC) of the PDP dissolved the Imo 
State chapter's Executive Committee 

irregularities in the party\'s local council primaries. The 
National Council then installed a \"caretaker\" committee to 
run the party in the state. The Imo PDP immediately split 

into two factions: one consisting of Abuja-based Imo 
politicians and supportive of the new committee; the other 
consisting of Governor Achike Udenwa\'s supporters. Udenwa 
persists in demanding the immediate dissolution of the 
\"caretaker\" committee 


13. (U) Politics in Southern Nigeria continue to steam as 
2007 elections approach. With the EFCC now on the scene 
arresting and questioning scores of officials throughout the 
South and with the impending trials of Asari and Governor 
Alamieyeseigha 

intense than the elections in 1999 or 2003. The stakes are 
higher. Now it appears to many that if one is on the losing 
side 

get a \"go-to-jail\" card. Thus 

hardball politics in Southern Nigeria. End Comment. 


14. This cable has been cleared by Embassy Abuja. 
BROWNE 
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liveliest and most comprehensive Arabic-language forum for 

political and social discourse in the country 

and personalities rarely addressed in the conventional media. 
While not totally free 

opinion 

window into the hot topics and unvarnished views of the day. 

This edition of Oman Online contains the following topics: 


-- Omani Democracy 

-- Irresponsibility In The Private Sector 

-- Appeal For Freedom Of Expression 

-- Approval For Private Television And Radio Stations 


End summary. 
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2. Representative government took center stage in al-Sablah when 
a member posed the question 

the Sultanate of Oman? The Majlis al-Shura (Consultative 
Council) has limited powers 

is merely a form of early retirement 

parties." Most respondents agreed with the tone of the topicVs 
author. \"The government prohibits opposition groups and 
political gatherings 

one observer. Another contributed 

ministers allow civil society to develop 

call for the ministers to be changed. One gloomy participant 
wrote 

Majlis Oman - so at the end of the day 

lose democracy 


3. This popular topic (3 

others to ask 

Oman?" The vast majority of respondents agreed that establishing 
a true PM would be a boon for the Omani government. However 
others lamented that \"We have been calling for such an official 

for years. do you see anybody in that position yet? V 


4. A new topic that generated 1 

on the perceived irresponsibility of young Omanis working in the 
private sector. V'Unfortunately 

not disciplined and always looking to get out of their duties 
complained the author. Many readers agreed: \"The productivity of 
these young Omanis is far less than the expatriate employees 
they do not work faithfully or honestly. They are always coming 

up with new justifications for taking leave. V" 


5. Some blamed the phenomenon on the government\'s \"Omanization\" 
policy of setting quotas for Omani employees in the private 

sector. \"Private sector institutions accept uneducated and 

unqualified people because they are obliged to satisfy the 

Omanization quotas from the Ministry of Manpower 

writer. Others sought out additional targets: V'The Ministry of 

Higher Education bears full responsibility for this predicament 

when it blocks the path of education for these youths 

not help them continue their studies." 


6. One of the al-Sablah message board supervisors penned a letter 
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of appeal to a number of royal family members 

increase the freedom of expression for Omani citizens. \"Your 
Excellencies 

of speech 

and mistreatment - including that of Taybah al-Ma\'wali - are 
evidence of the shameful state of freedom in the Sultanate 
will result in a retarded generation incapable of constructive 
criticism.\" Attracting 1 

received broad support from al-Sablah members. 


7. The news that the Ministry of Information approved 
applications on October 10 for a private television station and 

two private radio stations was greeted with a mixture of hope and 
suspicion among al-Sablah members. \"Maybe these new channels 
will mask the defects of our current stations 

serious intellectuals and innovators will play a greater role in 
these channels 

and 14 responses) expressed skepticism that the channels would 
offer anything new. One individual wrote 

radio stations broadcasts the Qu\'ran and Islamic lectures. We 
have gotten bored of the Sultanate\'s only radio station 

only plays music all day long.\" 
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blues to a wide range of Oman\'s citizens 

with a unique fusion of jazz and Omani traditional music. 
Complemented by strong media coverage 

powerful and positive cultural messages to citizens of the 
Sultanate. End summary. 


2. Vocalist Adrienne West 

Sebastiaan Kaptein 

audiences with their musical acumen during a three-day program in 
Muscat. The group gave two well-received performances: a small 
intimate event at the Ambassador\'s residence 

concert at a local hotel for nearly 300 guests. The public 

concert was particularly memorable 

Omani musicians were invited onstage to perform with American 
Voices 

jazz. 
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3. These performances doubled as cultural lessons for the 
audiences 

between her songs. As a result of her explanations 

emerged from the concerts with a greater understanding of the 
cross-pollination that exists in American music and in American 
culture more broadly. 


4. The group demonstrated their talents for outreach in two 

visits to local schools. At the Muscat Private School 

conducted a 90-minute workshop for over sixty Omani 
schoolchildren. The easy charm and good spirits of the American 
Voices members 

as the normally-reserved students peppered the musicians with 
questions about their instruments and their love of music. 

Several teenagers spontaneously jumped up onto the stage to dance 
to the groups infectious rhythms. 


5. At TAISM (The American International School in Muscat) 
quartet performed for an assembly of over 150 budding musicians 
highlighting the importance of practice 

joy of musical expression. The principal of TAISM\'s high school 
made a point of writing to thank the Embassy after the visit 

noting that 'American Voices was terrific... It was an 

entertaining and educational experience for the school. V" 


6. Oman\'s media took special note of the groups visit. The 
English-language dailies \"Times of Oman 

\"Oman Daily Observer\" all carried articles and photographs of the 
musicians. Indeed 

pieces to the jazz group in their September 26 and 27 editions. 
The Arabic-language daily \"al-Watan\" also featured an article and 
photograph of the public concert. Further extending their reach 

in Oman 

Sultanate of Oman\'s \"Weekly Jazz" program 

an estimated 50 


7. We highly recommend the Mike Del Ferro Trio (featuring 
Adrienne West) to any other mission seeking a talented 
and engaging musical group. 


Column 3 
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So 

Iraqvs first democratically elected president 
expecting a bit more interest than he received. 


3. (C) Members of the Iraqi Embassy privately expressed their 
disappointment with their perception that the Czech response 
to his visit was less than enthusiastic. Thamer al-Adhami 
Minister Counselor at the Czech Embassy in Prague said that 
the embassy felt that the Czech response was a bit cool. 
Adhami said that attendance was poor at the events and said 
that he did not feel that the press coverage was sufficient. 
Indeed 

newspaper Lidove Noviny 

front pages of Czech newspapers. Privately 

bristled at the comparison of Iraq\'s fight for democracy with 
the Czech \"Velvet Revolution." During an official luncheon 
sponsored by the Ministry of Foreign Affairs 

reportedly joked that democracy caused Czechoslovakia to 
split apart 

will bring unity. Czech Minster of Foreign Affairs Cyril 
Svoboda cooly answered that it was not democracy that split 
former Czechoslovakia 

causes. 


4. (SBU) As for substance of the meetings 

that he was satisfied 

visit. Talabani did not discuss any sensitive issues 

including the issue of Iraq\'s debt to Prague. The 26-member 
delegation instead met with government and business leaders 
to encourage Czech business participation in Iraq. Talabani 
noted that at a recent trade fair in Kurdistan 

companies attended 

Al-Adhami said that the Czech government has allocated funds 
for the reconstruction of Iraq 

that the Czechs had originally been involved with 

a tractor factory and oil refinery in Basra. However 
Al-Adhami said that biggest challenge has been to get the 
Iraqi side to make use of the allocations. 


5. (SBU) At a state dinner on October 3 

warmly of Czech support for coalition activity in Iraq 
including an explicit call for continued coalition engagement 
in Iraq. On the second day of his visit to the Czech 
Republic 

attend several events 

Prague 

expatriate community in Prague. Despite his illness 
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Talabani did take time for a private meeting in his hotel 

room with former Czech President Vaclav Havel on the evening 
of 4 October. Al-Adhami said that Talabani remains grateful 

for Havel\'s support for the opposition movement in Iraq 

during the reign of Saddam Hussain. 


6. (C) Several members of the delegation 

Military Advisor General Tawfiq Samaravi 

of Aero Vodochody 

aircraft. The delegation was given a tour of the plant and 

then given a demonstration of the L-159. Members of the 
delegation said the visit was very successful 

embassy would not say whether or not the GOI is interested in 
purchasing the aircraft (Comment: Embassy Prague has learned 
from Iraqi Embassy sources that Iraq is examining a possible 
purchase of L-159s for its air force. GOCR officials have 
previously sought USG support for L-159 purchase by the GOI.) 


7. (U) During a press conference at Radio Free Europe 
Talabani stressed the Kurds will remain in strong alliance 
with the Shiite and said that he did believe that the Kurds 
would ever have their own country. He also spoke in support 
of the controversial ruling by the National Assembly that 
would require that two-thirds of all registered voters 

just two-thirds of actual voters 

constitution in at least three governorates in order to 

reject the new constitution in next weekVs referendum. 
However 

Iraq's National Assembly contradicted TalabaniVs statement 
and voted to reverse this last-minute change 

United Nations had criticized it as unfair to Iraq\'s Sunni 

Arab minority. At one point during the press conference 
Talabani was asked in Persian about lraqvs relationship to 
Iran. Talabani answered that when he was with the 
opposition 

Iran. He said that he was convinced that Iraq today can keep 
its friendship with two opposite poles at the same time. 


8. (C) Pavel Mrazek 

of Foreign Affairs 

poorly-received joke during the Ministry\'s luncheon 

trip was uneventful 

future 

that he would visit Iraq in early 2006 

Also 

Ministry of Finance plan on meeting with their Iraqi 
counterparts in Amman 

debt to the Czech Republic. Mrazek predicted that the GOCR 
will adopt the recommendations of the Paris Club meeting and 
cancel 80 percent of Iraq\'s debt and restructure the 
remaining amount. The Czech MFA also expressed is intention 
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to open a commercial office in Irbil early next year. Mrazek 
said that the MFA plans on staffing the office with Iraqi 

local staff and having the commercial counselor from Czech 
Embassy in Baghdad regularly visit the office. Mrazek said 
the MFA assured the Iraqis that the Czech Republic would 
continue to provide training for Iraqis in numerous fields 
particularly law enforcement. (Note: The GOCR has proposed 
to extend the deployment by nearly 100 military police 
trainers through 2006 

approval.) 
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Mooring (SBM) 
Al-Ahmadi 

attack by small boats. 


2. (S) The GOK coordinates protection of its oil 

infrastructure through a Vital Installations Security Group 
headed by the Director General of Kuwait State Security and 
comprised of representatives from various GOK ministries and 
the oil sector. A disruption to Mina Al-Ahmadi refinery 

would stop approximately 440 

refined each day. An attack on the export facilities at Mina 
Al-Ahmadi would take approximately 2 million bpd of crude and 
refined product off the world market. Other vulnerable 
facilities include the other two refineries 

connecting the oilfields to the refineries and export 

terminals 

petrochemicals plants and desalination plants. 


3. (C) Comment: The proximity of oil infrastructure 

facilities to U.S. military facilities in Kuwait should 

remain an issue of concern and calls for increased vigilance 
over security plans by the GOK for its oil infrastructure. A 
number of accidents over the past few years have demonstrated 
that neglect is perhaps a bigger danger than attack 

real possibility of an attack on Kuwait\'s oil facilities 

remains. It is clear that the GOK has incident plans and has 
done vulnerability assessments 

how often these plans are tested 

be for a real incident 

recommendations of any assessment. End Summary and Comment. 


Vulnerability Assessments: An Inside View 


4. (C) Econ Officer met October 11 with Kuwait National 
Petroleum Company (KNPC) Manager for Safety 

Environment Mohammed Al-Ramadhan and KNPC Coordinator for 
Safety at the Mina Al-Ahmadi Refinery AbdulHameed Al-Awadi. 
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They explained that the GOK conducts vulnerability 
assessments on a regular basis 

include the Mina Al-Ahmadi refinery and export facilities. 
The assessments have been undertaken internally by KNPC 
the parent Kuwait Petroleum Corporation (KPC) 

consultants 

(http://www.gv-s.com) and AustroConsult 
(http://www.austroconsult.at). The challenge for Kuwait 
seems to remain in actually implementing any recommendations 
that follow such assessments. 


5. (C) Although the assessments are not publicly available 
the two KNPC employees did share the fact that all 
vulnerability assessments performed thus far agree that the 
point most vulnerable to attack is from the sea. The piers 

the refineries and the offshore loading platforms are all 

highly vulnerable to an attack by small boat. This 
assessment tracks with what we have consistently heard from 
other sources. 


6. (S) In July 2005 

from a contact at the British Embassy. The contact passed an 
assessment performed by a British security firm that had 
conducted a security survey for the Kuwait Oil Company in 
June 2005. The security company found that much of the KOC 
infrastructure - including the fields 

buildings - was either badly protected or not protected at 

all. The report assessed that KuwaitVs oil infrastructure 

was extremely vulnerable to terrorist attack. The specific 
physical security problems cited in the report included: 


-- Security Fences: varied greatly in quality and standard of 
maintenance. 

-- Buildings: Security of doors and windows is poor 

easy penetration. 

-- Access Control: Current access control systems are widely 
circumvented or abused. 

-- Intruder Detection: Lack of effective intruder detection 
systems. 

-- ID Cards: Current ID cards have no expiration date 
allowing former employees access to KOC premises. 

-- CCTV: Very few CCTV systems 

not work due to lack of maintenance. 

-- Guards: Only 14 of the 373 sites in a database of KOC 
sites had full-time guards. 

-- Pipelines: Much of the pipeline is totally unprotected. 
The North-South pipeline 

bpd 

lethal levels of hydrogen sulfide 


7. (S) The security firm report noted that there would be no 
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effective changes in the security posture of KOC until there 
was effective apportionment of responsibility between the 
Ministry of Energy 

and KOC. The report assessed KOC overall security to be 
Vextremely weak 

be mounted 

pipelines. It continued that a more organized and determined 
group might prefer to attack the Single Buoy Mooring (SBM) 
destroying or damaging not only the tankers and buoy 

also the under-sea pipeline. 


Preventive Actions Taken: Committees 
Zones 


8. (S) Preventive actions include the formation of a number 
of committees 

equipment 

formation of a new security services company under the KPC 
umbrella. Most preventive actions appear to be in response 
to risk assessments that have been conducted 

actions appear to be responding to attacks on oil company 
facilities in Saudi Arabia 

external factors. V'The budget is there 

told us 

will to implement the necessary changes and may not fully do 
so until after an attack or accident. 


9. (S) The GOK has established a Vital Installations 
Security Group (VISG) 

protection of all vital oil industry facilities. The Group 

is headed by Kuwait State Security Director General Othbi 
Fahd Al-Ahmad Al-Fahd Al-Sabah 

Energy. The VISG is part of an inter-ministerial committee 
which reports to the Council of Ministers on protection of 
the oil infrastructure. According to Al-Ramadhan of KNPC 
the VISG patrols some of the oil facilities. Within KPC 
explained 

security 

security 

the other subsidiaries are responsible for the security in 
the areas under their purview. Al-Ramadhan explained that 
there is an office at the parent KPC organization that tries 
to coordinate security among all the oil companies 

the security officers at each company get together for 
monthly meetings. A new security services subsidiary company 
of KPC would be formed before the end of the year 

and this company would take over all security functions of 
the entire GOK-owned oil sector. 


10. (S) Al-Awadi and Al-Ramadhan of KNPC said that a number 
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of recommendations from the AustroConsult security audit were 
being carried out now 

CCTVs are being installed around all the refineries 

explained 

monitored from a central control room. New road barriers and 
entrance barriers would be installed at critical entrances. 

The Ministry of Interior currently conducts background checks 
on new employees 

these background checks were only done on foreigners V'with 
Arab names.\" One of the security consultants 

Strategies 

additional security training for KNPC personnel. 


11. (S) According to Al-Ramadhan (and other sources) 
no-entry zone has been established in the port and offshore 
area 

and the Single Buoy Mooring. Al-Awadi showed Econ Officer a 
map of this zone 

fishing and commercial vessels that need to reach the nearby 
ports. They explained that the Kuwait Coast Guard currently 
patrols this zone and makes arrests when people violate the 
no-entry order. The Coast Guard currently uses boat-based 
radar 

in the no-entry zone in order to automatically detect 
intrusions. The KNPC officials said that fishermen and 
recreational boaters were aware of the no-entry zone and 

the most part 

team equipped with Zodiac boats is being set up in the nearby 
Mina Al-Abdullah area and that these boats would patrol the 
entire no-entry zone. 


Impact of a Disruption at Mina Al-Ahmadi 


12. (SBU) The Mina Al-Ahmadi facilities include a refinery 
the north and south loading piers 

platform 

facilities 

about 45 km south of Kuwait City. The refinery contains 
three crude oil distillation units with a total capacity of 

442 

smaller capacity for other uses 

sulfur elimination 

coefficient cracking 

production 

originally built in 1949 and was upgraded in the 1980\'s. Any 
attack or accident at Mina Al-Ahmadi would stop about 430 
bpd of crude being refined each day 

amount passing through the refinery over the past two years. 
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13. (SBU) The bigger impact would be a disruption in the 
export capabilities of Kuwait through the facilities at Mina 
Al-Ahmadi. Given the agreement that Kuwait is most 
vulnerable to an attack from the sea 

concern. The south pier at Mina Al-Ahmadi has eight berths 
varying in depth from 12 to 15 meters 

four berths with a depth of 18 meters. The Sea Island is a 
loading platform with six docking platforms with a 30 meter 
depth 

Sea Island. Industry contacts and other sources estimate 
that with these facilities 

million bpd. Al-Ramadhan and Al-Awadi of KNPC assured Econ 
Officer that Kuwait could find other means of export if these 
facilities were damaged 

(Comment: We remain skeptical.) 


14. (SBU) A network of pipelines transfers crude oil to the 
storage centers in Ahmadi and these pipelines are 

most part 

Ahmadi 

pipeline. The refinery has 3 reservoirs for temporary crude 
storage with a capacity of 600 

reservoirs with a capacity of 6 million barrels. 


Other Vulnerable Facilities 


15. (SBU) Besides the refinery at Mina Al-Ahmadi 

two other existing refineries in Kuwait - Mina Abdullah and 
Shuaiba Refinery. We doubt that either of these facilities 
has any additional protection beyond what is available at 
Mina A-Ahmadi. The pipelines running throughout the country 
remain highly vulnerable to attack 

centers and other facilities. The tank farms and other 
storage facilities are also vulnerable. Within Kuwait\'s 
growing petrochemical industry 

plant and associated facilities will be a point of concern 

as will be two new petrochemical plants scheduled to come 
online by 2008. 


16. (SBU) Recent incidents on KuwaitVs northern border with 
Iraq highlight the need for Kuwait to improve its security 
for the northern oilfields and its cooperation with Iraq 
security forces in securing the border. The desalination 
plants 

easily affected by any offshore oilspill and could seriously 
impact KuwaitVs supply of fresh water. Additionally 

is little protection to KPC and subsidiary company buildings 
throughout the country 

some of them without being stopped. We have seen some 
improvement in this area over the past year 
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to be done. 


17. (SBU) Finally 

between Kuwait and Saudi Arabia 

remain vulnerable to potential attacks 

sea. These facilities include the Wafra 

South Umm Gudair and Humma oilfields 

connecting these fields to the gathering center 

pipeline connecting Wafra to Mina Saud 

and the undersea pipeline and offshore loading platform. The 
divided zone oil facilities are run by a joint operation 

between the Kuwait Gulf Oil Company and Saudi Arabian Texaco 
Inc. (SAT) 

portion of the joint operation on behalf of the KSA. We have 
spoken numerous times with SAT officials about the security 
of their facilities 

housing about 40 American families. SAT utilizes radar to 
detect any vessels on the water in the area. /SAT has a good 
internal security program 

more to secure the area outside of the SAT compound. Thus 
far 

met with several officials at SAT and Chevron 

these vulnerabilities at length. Resource shortfalls and 

lack of committment to mitigate these risks plagues efforts 

to address these concerns. 


View from the IOCs 


18. (C) Econ Officer has spoken with numerous Kuwait-based 
executives of international oil companies (IOCs) concerning 
KuwaitVs preparedness for any natural disaster or attack 
involving its oil infrastructure. None of the executives 

found KuwaitVs preparation for any such event particularly 
impressive 

the IOCs for help in the aftermath of any incident. One 
contact declared that he and his company would definitely not 
rely on any plans developed by the GOK or KPC for the safety 
of himself and his colleagues 

plan ready. He also said that 

recommendations on safety and security procedures and provide 
such advice 

Kuwaitis. Other IOC executives have told us that some people 
within the GOK operate under the assumption that the U.S. 
Navy is protecting Kuwait\'s offshore oil facilities 


Kuwait Oilfield Maps 


19. (U) Numerous oilfield maps of Kuwait are available on 
Embassy KuwaitVs SIPRNet site: 
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(http://www.state.sgov.gov/p/nea/kuwait/). Please visit our 
site and in the V'Picture Galleries\" box on the left side of 
the page 
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Visit Embassy Kuwait\'s Classified Website: 
http://www.state.sgov.gov/p/nea/kuwait/ 


You can also access this site through the 
State DepartmentVs Classified SIPRNET website 
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OZGUR GUNDEM: Attorneys 

Association 

under detention 

officers at Mersin\'s Security Directorate as they were waiting 
for their client\'s arrival. 


OZGUR GUNDEM: Municipality workers staged a protest in front 
of Seyhan\'s Municipality in Adana. 12 workers 

cleaning services of the municipality were laid off 

on grounds that they were involved in unionist activities. 


ECONOMIC DEVELOPMENTS 


1. ZAMAN: Saban Bas 

Commerce 

with the EU 

facilities in the Haci Sabanci Organized Industrial Zone (OIZ) 
will render Cukurova region one of the \"shining stars of 
Turkey." OIZ is reportedly providing employment to 15 
workers. 


2.  HURRIYET (CUKUROVA): Agricultural issues were discussed 
in a meeting called V'Turkey's Agricultural Issues and the 

Cukurova RegionW held by ADSIAD (Adana Industrialists and 
Businessmen Association) in light of developments taking place 

in the EU and World Trade Organization. 


REID 
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long-standing lack of coordination between the MOC and the 
MOI. Al-Nazhan said the MOI is focused solely on optical 
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media piracy; while the MOC is mandated to inspect all types 
of products; and that the MOI does not always share with MOC 
its information about non-optical media piracy. Al-Nazhan 
expects that MOC Assistant U/S Abd Al-Aziz Mishaan Al-Khaldi 
will ultimately head this committee. 


6. (SBU) Al-Nazhan stated that the MOC now has around 400 
inspectors throughout Kuwait City 

12-18 based in each district. He stated that his inspectors 
seize goods only when found in small quantities. When 
inspectors discover large caches of goods they close the 

shop 

has the authority to seize and destroy the goods 

after a court order is issued 

raid. One point Al-Nazhan emphasized was that his inspectors 
meet periodically to map out their raids 

effort to inspect shops systematically 

areas and returning regularly to known violators. He stated 

he was confident that the raids were making a difference. 
Nevertheless 

products (mainly from China) is steadily increasing. 


7. (SBU) Al-Nazhan provided Econoff and LES a copy of a 
binder containing 72 reports of raids conducted during the 
first six months of 2005. The reports were thorough 

copy of each report is sent to the MOI for use in 

prosecution. Al-Nazhan said MOI claims to fine offenders 
approximately $220 to $7200 per violation depending on the 
volume of contraband involved. He said he could not confirm 
these MOI claims due to the lack of prosecution information. 
Econoff also saw forms provided by the Arabian Anti-Piracy 
Alliance (AAA) which Al-Nazhan\'s inspectors use to log raids. 
Al-Nazhan complained that the forms are long and overly 
complex and take too much time to complete. When asked if he 
would be willing to keep a log of his inspectorsV activity if 

the record keeping procedure were simplified 

agreed. Post will work with industry representatives in 
designing a more user-friendly reporting form. 


Looking Forward 


8. (SBU) Post has nominated five individuals to participate 
in USPTO training in December (two from the MOC 

MOI 

individuals 

training in the past 

effective IPR enforcers. Post will also work with newcomers 
to the IPR game in the GOK - a new Assistant U/S and new 
legal advisor at MOI - to press for copyright law change and 
IPR enforcement consistent with international standards. 
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minister" in the cabinet - and a personal confidante of 
Premier McGuinty 

campaign chair 

victory two years ago. His resignation is viewed as 
being in the British tradition of stepping down in the 

face of allegations that could reflect negatively upon 

the government. The investigation could take years to 
complete and 

court. John Tory 

Conservative leader who is neck-in-neck with McGuinty 
in the polls and New Democratic leader Howard Hampton 
had called for Sorbara\'s resignation earlier in the 

day. McGuinty will next face election on October 4 
2007; Ontarians have proved to have a short memory of 
their politicians failings. 


LECROY 
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5. (C) Lebedko stressed throughout the meeting that the 
international community should adopt a tougher position 

vis-a-vis Lukashenko and even encouraged the United States to 
pressure the EU to apply economic sanctions against the 
Lukashenko regime. The UCP leader noted that limiting or 

cutting off trade between the EU and Belarus would seriously 
affect the stability of LukashenkoVs regime 

acknowledged several EU member states would also be adversely 
affected by such a strategy. 


Lack of Access to Independent Information Key Impediment 


6. (C) All members of the Belarusian delegation noted that 
the regime\'s tight control over media access represented the 
most serious obstacle to democratic change in Belarus. 
Martsev reminded the congressional delegation that the 
Lukashenko regime has established absolute control over 
television and radio media 

eliminate independent print media. According to Martsev 
only six national and 20 regional independent newspapers 
currently exist in Belarus 

restrictions are forcing these remaining newspapers to shut 
down or reduce operations. Consequently 

possess little information about the opposition 

information they do possess has largely come from state media 
sources. 
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But Print Media 


7. (C) When asked about the possibility of broadcasting 
independent information about Belarus into the country from 
neighboring countries 

expressed serious doubt that such initiatives would be 
fruitful in the short term. Kalyakin 

Communist leader and likely campaign manager for 10 
coalition presidential candidate Alexander Milinkevich 
maintained that television and radio projects should be 
pursued only after the 2006 elections. He argued that 
external broadcasting requires huge sums of financial and 
technical resources and 

insufficient time for external broadcasting to have a real 
impact on the elections. 


8. (C) Kalyakin and others encouraged the congressmen to 
channel more resources to supporting independent print media. 
The communist leader emphasized increasing U.S. direct 
assistance to independent newspapers and providing the 
opposition with the resources to purchase printing machines 
and printing paper. The printing equipment would allow the 

10 coalition to print flyers and bulletins that would be 

used in the door-to-door voter outreach campaign. 


Rigged Elections to Serve As Catalyst for Change 


9. (C) Kolbe asked for an assessment of the possibility for 
transparent elections in Belarus and the prospects for a 
victory by an opposition candidate in the elections. 

Kalaykin and Lebedko noted it was highly unlikely the 
upcoming presidential elections would meet international 
standards. That said 

is on reaching out to the voters in a door-to-door campaign 
familiarizing the electorate with the opposition platform and 
convincing voters to vote for democratic change. Lebedko was 
optimistic the opposition could persuade voters to join their 
camp. He noted that recent opinion polls in Belarus indicate 
65 percent of the population is in favor of democratic change 
and 17 percent said they are \"ready to defend their vote\" in 
the event domestic and international observers detected mass 
fraud in the elections. 


10. (C) Karnienko 

coalition candidate Milinkevich 

data 

of democratic change are willing to vote for the opposition 
candidate. Karnienko believes the popular rejection of 
rigged presidential elections in 2006 will largely be a 
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function of the extent to which the opposition is successful 

in galvanizing popular resentment against Lukashenko prior to 
the elections. 


Comment 

11. (C) The Belarusian opposition leaders provided the U.S. 
congressmen a cautiously optimistic assessment of the 
prospects for democratic change in Belarus. The 
pro-democracy activists presented a clear message that unity 
of forces in the opposition camp 

continued U.S. and EU assistance are the necessary 
ingredients for Lukashenko\'s removal from power. The 
political and ideological diversity represented in the 
Belarusian delegation only served to reinforce that message. 


12. (U) Congressman Kolbe did not have an opportunity to 
clear on this cable. 
KELLY 
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- - Embassy officers will engage the judges of the Central 
Electoral Board with a view to encouraging better preparation 
for the May 

local non-governmental organizations evaluting the Board 
ability to register citizenship and to issue the national 

identity cards required for voting 

An overhaul of the civil registry is needed as approximately 
20 percent of Dominicans are without basic identification 
cards and therefore not able to register to vote. However 
progress on the civil registry is not expected before May 
2006. 

- - Embassy officers will remain alert to proposals to modify 
the electoral rules 

of each major political party and leaders in congress. 

- - The Ambassador and Deputy Chief of Mission will engage 
appropriate decision makers if issues are identified that 
threaten the transparency and competitiveness of elections. 
- - The Embassy will seek to persuade the Dominican 
authorities to make a request to the Organization of American 
States for observation of the campaign 

by international observers trained 

by the OAS. USAID will provide development assistance 
funding for this purpose and the Embassy will request an 
additional $200 

effort. 

- - The USG should arrange to deliver an &overview8 message 
on democracy in the Caribbean early in the congressional 
election campaign -- one possible date would be just before 
the February 27 national holiday commemorating the 
establishment of the Dominican Republic in 1844. 
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- - Through USAID the Embassy will continue to provide 
support and training through the non-governmental 
organization &Participacion Ciudadana in order to field 
Dominican observers across the country. 

- - Through USAID the Embassy will support initiatives by 
civil-society non-governmental organizations aimed at 
developing and implementing accountability mechanisms at the 
national and municipal levels of government 

declaration of congressional voting patterns and the outcomes 
of committee deliberations. 

- - Through USAID the Embassy will provide support for 
awareness raising activities within political parties. These 

will help increase efficiency 

accountability to citizens 

- - Through USAID the Embassy will provide limited technical 
assistance and training for elections administration. 

- - Through Public Affairs the Embassy will program speakers 
digital video conferences 

outreach to address this issue. 

4) Civil Service Career Tracks and Political Party Finances: 


- - The Ambassador and embassy officers will encourage 
passage and implementation of laws to establish a civil 
career system and to regularize political party finance. 
These are essential elements for good governance 

of public resources and control of corruption 

and state-capture concerns in the Dominican Republic. 


- - Through USAID the Embassy will provide support for civil 
Society non-governmental organizations advocating these 
issues. The reality is that little progress is likely before 

May 2006 

to re-election campaigns. 


C. Resources needed to implement strategy 


-- Embassy requests that Department seek to program an 
additional USD 200 

in ESF already allocated through USAID to providing 
international observers for the May 

municipal elections. 


-- Embassy requests the visit of a senior Department 
official in mid- to late February 2006 to deliver a speech on 
the theme of democracy in the Caribbean. 


-- Embassy requests that the Department and other 
Washington agencies arrange for the availability of senior 
USG officials to address these issues on the record in 
digital video conferences or telephone interviews. Embassy 
asks for one such event monthly in the first quarter of 
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calendar year 2006 
and the law 


-- Embassy requests an expansion of the number of 
International Visitor Program slots from 9 to 15 

six new slots to be used to sponsor a tailored group program 
for promising young leaders from the three major political 
parties. 


-- Embassy requests that INL return funding of Narcotics 
Assistance Section activities to levels of previous years. 


-- USAID will operate on its currently programmed funding 
and will request an increase of USD 1.3 million for programs 
of democracy promotion for the period FYO7 - FY10. 


D. Major impediments to accomplishing the outcomes: 


- - The country 

lack of social investment have left many Dominicans unable to 
appreciate the basic functions of government or to 
distinguish between the roles of government and political 
parties. This has resulted in lack of understanding 
tolerance of arbitrary or corrupt governance or indifference 
among Dominican citizens. 

- - Many law makers and public officials lack a commitment to 
public service. They consider their offices as transitory 
sources of personal gain and influence. This is due in part 
to the lack of a public sector career system. 

- - Despite formal commitments in the CAFTA-DR agreement and 
in the IMF standby program 

more work ahead to change the lack of transparency 
ineffective oversight and the absence of internal controls 
that allow for considerable discretion in decision-making. 

- - The inability to date of prosecutors and courts to 
convict and sanction major fraud and corruption prompts 
officials at all levels to consider malfeasance a high-gain 
low-risk strategy. The probability of detection or effective 
sanction is low. 

- - Political and economic elites and criminal elements 
frequently manipulate public institutions to suit their 
interests 

institutions identify very little with the mission of the 
institution or the ideal of public service. 

- -Ineffective 

inadequate resources 

ill-prepared staff fail to provide basic public goods and 
services and therefore lack credibility in the eyes of 
citizens. 

- - The recent economic downturn further increased 
disparities in economic opportunity 
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and wealth. Lower income groups have lost purchasing power 
and have accordingly less of a stake in civil society. 

- - Crime 

in the poorer neighborhood. The public perceives that drug 
traffickers have increased influence. 


E. Other countries 
influence on democracy outcomes 


Positive influences: 


International donors 

the Organization of American States 

International Monetary Fund 

Bank 

donors. The international community is aligned in its 

messages regarding the importance of strengthening governance 
and transparency in the Dominican Republic. 

Negative influences: 


(SBU) President Hugo Chvez of Venezuela is actively seeking 
to exert influence throughout the region through his 
Petrocaribe oil financing facility 

gratefully accepted this offer 

in real present-value terms for about a third of their 

imports by about 25 percent. Chvez and his government will 
probably periodically seek political quid-pro-quos in 
international fora. The Venezuelans probably do not 
represent a direct threat to Dominican democracy 

relatively limited ties to Dominican political parties and 

the absence at the national level of any credible radical 
populist groups. Even so 

for the rise of a charismatic ideologue in the face of 
discredited political parties. That example is motivating at 
least one retired Dominican security officer to contemplate a 
presidential bid for 2008. It is important for the USG to 
expose the flaws in the Venezuelan approach to democracy and 
to articulate the rationale for a vigorous adversarial 

political system with respect by all for the rules and for 
responsible conduct of government and political party 
internal affairs. 


(SBU) Fidel Castro of Cuba is regarded with warmth and 
nostalgia by many of the older members of the ruling PLD 
the Cuban economic and political models have no credibility 
in the Dominican Republic. The government accepts Cuba 
offers of social and medical assistance but views these as 
non-threatening. The Dominican Republic abstained on the 
2005 Cuba resolution at the UN Human Rights Commission 
decision that is unlikely to change in 2006. 
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F. Government policies and activities 
Pro-Democracy: 


- - The Dominican Republic has made progress on consolidation 
of democratic institutions 

of a growing network of credible civil society organizations 

and media that offer channels to air grievances. 


- - The transparent selection of Supreme Court Justices begun 
in 1997 has proven to be a significant step. At the highest 
levels the judiciary has demonstrated independence of the 
executive and the political parties. 


- - Regular free and fair elections since 1996 have featured 
increasing voter participation 

strengthening of electoral oversight both domestically and 
internationally. These have helped move the country away 
from the highly coercive state that dominated the country 

only 10 years ago. Direct election of mayors and members of 
congress has established the foundation for increased 
accountability of elected officials. 


- -The Fernandez government 

trade agreement 

agreement and its advocacy of governance reforms are elements 
which support the achievement of outcomes specified in 

section A. 


Counter to Democracy: 


- - Persistent under-funding of primary education renders 
many citizens unable to understand democratic procedures or 
participate effectively in democracy. In 2001 8296 of rural 
adults had not completed primary school and the quality of 
public education is so poor that most 4th grade graduates 
cannot read or write. Although the Fernandez administration 
professes its attachment to improving education 
administration has used the financial crisis and necessary 
government austerity as a pretext for not increasing 
investment in basic education. 

- - Political parties seeking patronage have persistently 
failed when in office to implement key reforms. The 
principal example is the civil service law passed in 1990 but 
not implemented. 

- - The administration and Congress have failed to elaborate 
adequate policies related to public procurement 

budget transparency 

for electoral board members and staff 

finance 
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administrative corruption. 

- - The electricity sector remains handicapped by 
mismanagement. This includes inadequately negotiated 
contractural commitments 

process 

firms 

sanctions for users who fail to pay. The results are 
extremely high electricity tarifs 

widespread sporadic blackouts and frustration of the 
citizenry. 

- - Officials in many key regulatory institutions are free to 
exercise political clientelism and patronage 
non-transparent decision-making that hinders development. 
These include 

securities markets 

General of the government 

environment ministry. 

H. Consequences of pursing a proactive reform agenda: 


- - There are significant benefits for the United States to 
encouraging a proactive reform agenda in the Dominican 
Republic. Good governance and democratic consolidation in 
the Dominican Republic encourage political and economic 
stability. These are important to U.S. national interest due 

to the country 

flows to the United States of legal and illegal migrants 

the threat to the U.S. population posed by narcotics and 
criminal elements in the Dominican Republic or transiting 
there. 


- - A vigorous democracy in the Dominican Republic will 
provide a counterweight to authoritarian 
failed regimes such as Cuba 


- - Economic recovery is underway in the Dominican Republic 
in large part thanks to the IMF standby program and to the 
promise of the CAFTA-DR free trade agreement. Economic 
improvement will complement and reinforce the move toward 
democracy 

available for increased investment in public goods such as 
education and infrastructure. 


- - Dominican success in countering corruption and enforcing 
laws would be a key factor in obtaining eligibility for U.S. 
assistance through the Millenium Challenge Corporation. MCC 
funding would open a large number of possibilities for 
improvements in infrastructure and provision of social goods 
basic to support for a democratic state. 


- - Improvements in governance and the assurance of stability 
in the Dominican Republic would directly affect the situation 
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in neighboring Haiti. Trade 

between the two countries would help provide Haiti and the 
rapidly growing population of Haitian economic refugees with 
essential services and economic opportunities. Better 
conditions in the Dominican Republic would reduce the 
potential for outbreaks of violence related to the deep 

ethnic and cultural grievances between Dominicans and 
Haitians. The U.S. needs the Dominican Republic as a stable 
partner in the region 


Given the current and historical ties to the United States 

the influence of the American Embassy is unrivaled in Santo 
Domingo. The Dominican economy is closely linked to the 
U.S. 

values for conflict. (Santo Domingo is the second largest 

visa issuer in the world and remittances from the U.S. total 

well above $US 2 billion 

reasons 

through diplomacy and development assistance at a level much 
higher than the actual resources would indicate. 
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Justice formally reaffirm [their] long standing request to 

the USA Government to begin as soon as possible negotiations 
on an updated extradition treaty. V 


3. (SBU) In our discussions with MFA last week 

requested an indication of GoB\'s position on a possible 
Mutual Legal Assistance Treaty (MLAT). The written response 
did not address this 

provided by email: \"We believe that updating the legal basis 
between our states will affect positively the mutual legal 
cooperation and legal assistance in the field of criminal 

law between Bulgaria and the U.S.\" In separate discussions 
last week 

asserted that an MLAT would not satisfy the MolVs need for a 
formal protocol on sharing operational information. He 
stated that 

be required to address Bulgarian law. 


4. (SBU) FBI 

updated extradition treaty as a high priority. The current 
treaty 

only for a list of enumerated offenses which do not include 
narcotics 

addition 

extradite its own nationals. An updated treaty would allow 
the U.S. to take advantage of Bulgaria s February 2005 
constitutional amendment allowing extradition of Bulgarian 
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nationals pursuant to international treaty. 


5. (SBU) COMMENT: GoB contacts at the Ministries of Foreign 
Affairs and Justice are aware of the significance of the 
upcoming meeting between Presidents Bush and Parvanov 
are willing to work with the USG on a possible announcement 
of negotiations in advance of this meeting. The GoB seems 
less prepared to move forward immediately on an MLAT. In 
addition 

exchange of operational information 

specific agreement on that topic is being requested. END 
COMMENT 


6. (SBU) Post requests the DepartmentVs guidance regarding 
possible announcement of the intention to begin negotiations 
on a new extradition treaty in light of the upcoming 
presidential visit. 
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1. (SBU) SUMMARY: Local outlets reacted strongly to the 
October 6 publication of Ambassador KrajeskiVs remarks that 
VYemenvs progress [towards greater democracy] has stalled.\" 
Official and GPC-funded newspapers charged the USG with 
interference in YemenV's internal affairs and accused the 
Ambassador of acting like а V'high commissioner." The Al- 
Ayyam interview sparked a discussion on Al-Jazeera\'s \"Behind 
the News\" program during which two Yemeni guests criticized 
the Ambassador\'s statement at length. End Summary. 


2. (U) On October 2 

based in Aden (circulation: 35 

Ambassador Krajeski. In the interview 

later 

concern in Washington that rather than continue along this 
... Very well-defined path toward greater democracy 
Yemen\'s progress has stalled." The Ambassador added that 
while \"Yemen has publicly chosen at the highest level to go 
down this road toward ... an expansion of freedoms 
journalists are harassed 

when newspapers are closed 

The interview was conducted in English and translated into 
Arabic. In publication 

\"stalled\" as V'tuwaqqaf 

rather than a temporary setback. 


3. (U) On October 8 
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with a statement that "democracy in Yemen is a matter for 
the people of Yemen alone 

reported comments \"interference in Yemen\'s domestic 
affairs 

similar to the one established by the coalition forces in 
Ігад?\" Government and independent media outlets carried 
SabaVs response. On October 9 

Thawra (circulation: 40 

entitled: V'Our democracy is our business;\" the editorial 
opined that the Ambassador\'s comments contradicted the views 
of the international community as a whole. A second opinion 
article in Al-Thawra stated: \"It is not wise for some U.S. 
ambassadors to turn into high commissioners 

\"This kind of approach will only bring more hatred and 
hostility to America\'s policies.\" Manbar Al-Shura (state- 
funded weekly) cited the Ambassador\'s remarks as 
confirmation of his suspicious links with the opposition 

Joint Meeting Party (JMP). 


4. (U) Also on October 9 

Ambassador Krajeski\'s comments. The program featured three 
Yemeni guests: Abdul Wali al-Shamiri 

Egypt; Abdul-Malik al-Mikhlafi 

Nasserist party; and Hassan Abu Talib 

academic and editor. Al-Shamiri and al-Mikhlafi followed Al- 
Thawravs lead in accusing the Ambassador of V'acting like a 
high commissioner. Al-Shamiri noted: \"Yemeni forces һауе 
never been involved in the murder of journalists the way 
American forces have been in Iraq." Al-Mikhlafi said that 
while opposition figures such as himself have many comments 
on YemenVs democratization process 

comments were intended to V'blackmail the regime and the 
opposition alike.\" Abu Talib 

the Ambassadors comments. 


5. (U) On October 10 

political spectrum described the Al-Jazeera program. Al- 

Thawra added a second editorial describing the Ambassadors 
remarks as \"unfortunate and provocative" and contrasting the 
remarks with other statements by USG officialsW praising 

YemenVs democracy. Al-Motamer Net (GPC-owned news website) 
described the remarks as \"irresponsible\" and 

\"disrespectful.\" 


6. (U) The English-language daily Yemen Observer 
(circulation: 5 

with Ambassador Krajeski late in the day on October 10 
noting the subtle difference in meaning between the English- 
language comment and the Arabic translation 

in the Al Ayyam. Faris Sanabani 

as publisher of the Yemen Observer and as Deputy Press 
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Secretary to President Saleh 


SIPDIS 

interview. On October 11 

clarification by the Ambassador: \"I did not say that Yemen 
has halted its progress toward democracy 

democracy in Yemen has slowed due to certain incidents 
involving the harassment and abuse of journalists.\" Al- 
Thawra further quoted the Ambassador as saying the USG 
Vholds up [Yemen] as a model in the region. V" 

7. (SBU) COMMENT: Had the Saba News Agency not flagged 
the Ambassador''s comments so prominently 

interview likely would have raised no furor. The ROYG 
appears to have realized this soon after issuing its rebuff 

and the conciliatory article by Sanabani\'s Yemen Observer on 
October 10 may reflect the regimeVs desire to put the hubbub 
surrounding the Ambassadors remarks to rest. This 
conclusion may be confirmed by the similar tenor of the 
October 11 Al-Thawra article. In view of President SalehVs 
scheduled visit to Washington 

interest in minimizing this sort of controversy. End 

comment. 
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process іп Iraq. These efforts are to V'ensure that the Iraqi 
Government does not fall under Iranian domination 
Charge. HbZ said it was clear to him that the present 
government in Iraq was more pro-lranian than pro-lraqi. To 
prove his point 

Foreign Minister Saud al-FaisalVs remarks about Iranian 
interference in Iraq came from lraqvs Interior Minister (a 
ShiVa) 

Iranian influence is a concern UAE officials have regularly 
expressed. 


2. (C) There were several other lraq-related items that came 
to the Embassy\'s attention in the run-up to the 
constitutional referendum on October 15: 


-- The Dubai-based Gulf Research Center 

by Saudi millionaire Dr. Abdulaziz Sager 

opinion poll on its web site that asks readers if they 
believe the Iraqi draft constitution will be approved by the 
majority of the Iraqi people. As of this writing 

results show 71.4% saying no 

The poll 

responses from approximately 100 readers 

of academics and research institutions 

Mustafa Alani told Pol Chief. Alani 
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Baghdad 

document that will have an impact not only on Iraq but on the 
region. He warned that federalism will divide -) and 
eventually destroy )- Iraq. V'Academics understand the 
constitution 

document 


-- Based on a ruling by the Iraqi Government 

50 

allowed to vote in the referendum. They will 

allowed to vote for 45 of the 275 seats in the parliament 
during the December 15 elections. 


-- The Iraqi Embassy in Abu Dhabi does not have an official 
copy of the draft constitution on its premises. Iraqi 
diplomats have been able to consult the draft online 


-- The Iraqi MFA does not inform the Iraqi Embassy in Abu 
Dhabi in advance of visits by prominent lragis 

parliament speaker al-Hassani 

Wadf leaders al-Samarrai and al-Dulaimi. \"We read about it 
in the newspaper after they have left town 

Counselor Mustafa Aboud 

Pol Chief October 12. (Note: When S/I Ambassador Jeffrey was 
in Abu Dhabi October 8 

about possible meetings with prominent visiting Iraqis. The 
Iraqi Embassy was not aware of the visits. End note.) 

Aboud 

captured") who joined the Iraqi foreign service 30 years ago 
said it was difficult to predict which way the constitutional 
referendum would go. He expressed the hope that the 
different Iraqi political groups would find a way to 

reconcile and bring back stability to the country. He said 

the U.S. could do two things to ameliorate the situation in 
Iraq: (1) urge influential Sunnis to dialogue with the Iraqi 
Government 

coalition to leave their civil service or military jobs after 

the fall of SaddamVs regime to return to gainful employment. 
These measures would V'close the gap\" between the ruling group 
and the Sunnis 

who has no place in Iraq. V" 

QUINN 
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mission. The Netherlands has also provided a military police 
officer to the European \"EUPOL\" mission that trains the 
Congolese police. In his letter to Parliament 

that this number will increase to two officers next year. The 
GONL is debating whether to expand its support of MONUC 
activities and/or SSR in Eastern Congo in particular. Various 
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deployment options and modalities are being considered. 


Burundi 


10. The Netherlands contributed one of the three western 
officers to the UN \"ONUB\" mission in Burundi. Kampvs letter 
to Parliament highlighted the fact that 

Dutch colonel and an MFA official participated for three 
months in a bilateral demobilization project in Burundi 
financed from the Stability Fund. As a gesture of 

appreciation for the progress of the peace process in Burundi 
and the orderly outcome of the first elections 

Minister Van Ardenne offered the new Burundi government to 
help set up a school for peace operations. Van Ardenne\'s 
offer came on condition that a comprehensive peace accord is 
first signed between the Burundi government and the FNL 

the GOB commit to maintain such a school in the long term. 
The MOD plans to contribute to this project. 


AFRICAN MILITARY PARTNERS 


10. Kamp\'s letter underscored the MOD\'s interest in engaging 
African countries 

military partners. The MOD donated 175 

transport assistance 

Rwandan AMIS troops in Darfur. The Dutch have also offered 
air transport to 750 South African troops scheduled to take 
part in an AMIS deployment. Moreover 

both of these countries in crisis management operations. An 
agreement on cooperation with South Africa was finalized 
during FM Bot\'s visit to South Africa October 10-11. The 
agreement underscores Dutch interest in promoting V'African 
ownership" of peacekeeping responsibilities and emphasizes 
South Africa\'s role as Van exporter of stability" in Africa. 

The Dutch are particularly interested in engaging the South 
Africans on SSR efforts in the DRC. Kamp recently signed an 
MOU with his counterpart in Kigali on bilateral military 
cooperation that focuses on assisting Rwandan armed forces to 
carry out crisis management operations in Africa. 


DUTCH MILITARY EXERCISES IN AFRICA 


11. The Dutch plan to generally expand their military 
exercise activities in Africa in order to remain prepared for 
deployment. In September 

Troops participated in the international \"Bright Star 2005\" 
exercise in Egypt. This fall 

the international \"Green Osprey 05\" exercise in Senegal. 
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AREAS FOR FUTURE COOPERATION 


12. Dutch military police have conducted Iraqi police 
training. While there are no plans to continue that program 
the force could be equally adept at training African 
peacekeepers and airport and sea-port police in post-crisis 
countries. 


13. Kamp\'s demonstrated enthusiasm for international 
cooperation in the field of DDR/SSR underscores the potential 
for joint U.S.- Dutch initiatives. Specifically 

could potentially complement our efforts to transform the 
Sudan PeoplesY Liberation Army (SPLA) into a conventional 
force with some of the elements that sanctions prohibit us 
from providing 

There may also be potential for Dutch participation with the 
ACOTA program and with HIV/AIDS initiatives in the DRC. 
Dutch interest іп womenVs issues makes them good potential 
counterparts for joint initiatives countering sexual violence 

in Africa 

BLAKEMAN 
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(&muwathafiin8) and that he would be taking a much closer 
high level interest on the UAE side. Although Sheikh Hamdan 
did not discuss detailed problem areas 

we know about include: telecommunications liberalization 
jurisdiction of the agreement 

that we were partners in this endeavor 

there were areas where legally we had little room to 
maneuver. End Summary. 


2. (SBU) Deputy Prime Minister/Minister of State for Foreign 

Affairs Sheikh Hamdan bin Zayed (HbZ) convoked Charge on 
October 11 at 8 p.m. to discuss his concerns about ongoing 

FTA negotiations. Hamdan was accompanied by MFA U/S Abdullah 
Rashid Al-Noaimi 

Abdul Jalil 

and HbZ\'s translator Zaki Al-Nusaiba. There were no 
representatives from either the Ministry of Finance or the 

Ministry of Economy (the co-leads on the FTA negotiations). 
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London Talks Went Badly 


3. (C) HbZ explained that he had been disturbed by reports 
about the October 7 meeting between lead FTA negotiators in 
London. He said that he was not happy with what he had heard 
about the performance of either side 

gotten the impression that both sides were trying to \"hector\" 

or score points 

goal of an FTA. Charge said that he understood the talks in 
London had been frank 

Al-Noaimi interjected that the whole discussion had been 
one-sided: focusing on necessary UAE concessions. When the 
UAE looked for concessions on the U.S. side 

always \"no.\" HbZ said that it appeared that the new head of 
the U.S. delegation was trying to get the UAE to make more 
concessions than his predecessor had 

to happen.\" 


It Can\'t Continue Like This 


4. (C) HbZ emphasized that 

the UAE had offered negotiation \"concessions\" without 
comparable movement on the U.S. side. He stressed that the 
FTA should be \"50-50\" with neither side getting everything it 
wanted. HbZ acknowledged that there would be areas on both 
sides that were not subject to negotiation because they were 
matters of sovereignty. He noted 

there was room to come to agreement on many issues. Charge 
told HbZ that we welcomed the partnership we have with the 
UAE in many areas 

partnership in our trade relations -- which will benefit both 
nations. He said that we viewed the negotiations as a 
partnership 

had very little flexibility 

to work with Congress to ratify any agreement. 


5. (C) HBZ said that the UAE also needed to work with its 
constituents in the public and private sector. The UAE 

said was \"determined to succeed" but if the U.S. presented 
unacceptable conditions 

UAEG to build consensus to support the agreement. He added 
that the government was already feeling pressure from 
constituents due to concessions it had made. HbZ said that 

if the negotiations continued the way they had gone 

sides would be V'unable to achieve agreement" within the 
expected timeframe. 


High Level Push Needed 
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6. (C) HbZ also stressed that he thought the negotiations 

were too important to be left in the hands of the \"working 

level employees\" on either side. The negotiating teams were 
representing the interests of their respective governments 

and needed to be \"instructed\" to work toward agreements \"at 
the mid-point.\" HbZ then explained that he would be paying 
attention to the negotiations at \"a high level.\" Subsequent 

to this meeting 

Zayed conveyed a similar message by phone to A/S Welch. 


Comment 


7. (C) The high level intervention by two influential 

Al-Nahyan brothers shows the seriousness with which they are 
taking the negotiations and their concern that things are not 
moving as quickly -- or as positively -- as hoped. Both HbZ 
and Sheikh Abdullah have previously committed themselves to 
the success of the negotiations. Although HbZ did not 
mention specifics during his conversation 

areas of concern for both sides. These include: 


-- Visas: The UAE has asked to include provisions for 
temporary entry 

precedent. USTR has clearly said that we do not have the 
authority to include visas in an FTA. 


-- Federal-Emirate Jurisdiction: The UAE has explained that 
an FTA can only bind the UAEG 

The problem with this position is that the UAEG makes up a 
very small part of the overall UAE economy. The Emirate of 
Abu Dhabi 

the UAEG. 


-- Telecommunications: The UAE refuses to open up its 
telecommunications sector for 10 years 
a second telecommunications company establish itself. 


-- Security of Assets: The Abu Dhabi Investment Authority has 
significant investments in the United States and wants a 
formal mechanism to review the potential freezing of UAEG or 
Abu Dhabi government assets under the Patriot Act or OFAC 
sanctions 


-- Agencies and Companies Laws: During the meeting with 
Charge 

example of how the UAE has made a concession on an issue of 
U.S. concern. 
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Comment (continued) 


8. (C) HbZ 

a step that could have negative repercussions 

elliptical allusion to the Arab League Boycott of Israel. 

UAEG officials have previously told us that UAE policy is to 
not implement the secondary and tertiary boycotts 

as members of the Arab League 

on the primary boycott. We understand from USTR that Sheikha 
Lubna (Minister of Economy) and Dr. Mohammad Khirbash 
(Minister of State for Finance and Industry) became irate 
over discussion of the primary boycott issue in London. End 
Comment. 
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reports from Brussels. Wexler called on the Turkish nation 
to consider the friendship between the two countries and the 
support provided by Washington with regard to Turkey\'s EU 
drive 

States. "Both the United States and Turkey need each 
other 

accession negotiations with Turkey kicked off October 3 
adding that the opening of talks had ended the debates 
whether Turkey is European or not. Wexler stressed that the 
negotiation process will bring full membership and advised 
Ankara not to make concessions on reforms 


Turkey Sends Aid to Pakistani Earthquake Victims: Prime 
Minister Tayyip Erdogan told the ruling AK Party group 
meeting yesterday that the Turkish Red Crescent (Kizilay) 
had been the first group to take international aid to 
Muzaffarabad 

stricken badly in the South Asian earthquake. Erdogan said 
that Turkey dispatched to Pakistan 93 rescue and health 
teams 

four cargo planes. The Turkish aid team also took to 
Muzaffarabad USD 250 

food and hygiene materials 

one ambulance 

will be sent tomorrow. "Our cooperation with Pakistani 
officials and humanitarian aid to Pakistan will continue 
Erdogan noted. Meanwhile 

doctors 

food on a cargo plane to Pakistan on Tuesday 


Avian Flu Threat in Turkey: On Tuesday 

Recep Akdag ruled out the risk of infection of humans in the 
current bird flu crisis in Turkey 

had prepared a national action program to cope with possible 
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crises. The Agriculture Ministry said the same day that 
some 7 

quarantined three-kilometer-square area around the town of 
Manyas near the Aegean Sea. However 

VeterinariansV Union said that the virus is likely to spread 

to other wetlands in Turkey via migrating birds. The EU 
Commission 

imports of poultry from Turkey following the first bird flu 
outbreak in the country. Meanwhile 

set to test the bird flu virus found in Turkey is to 

announce within days whether it is the highly dangerous H5N1 
strain 


Gul on Turkey/EU 

told journalists on his plane while en route to Kosovo that 
Turkish Cyprus will go its own way if a lasting solution 
under the supervision of the UN is not found in Cyprus. Gul 
said that the parliamentary ratification of the extension of 
Turkey\'s customs union to cover new EU member states 
including Cyprus was not an "urgent issueY on the TurksV 
agenda 

Seminary in Istanbul. On his trip to Kosovo 

there were more Kosovars living in Turkey than there are 
living in Kosovo. ΑΙ! the Balkans аге our relatives 

said: | hope that all this geography will be within the 
European Union and NATO in the future and the fighting will 
be buried in history.V 


Gul Visits Pristina 

with the Kosovar Prime Minister Bajram Kosumi and lawmakers 
in Pristina on Tuesday. Kosovar lawmakers praised the role 
of Turkish peacekeepers in the region and asked for TurkeyVs 
support of economic development in Kosovo. Gul said after 
meeting with PM Kosumi that Turkey favored peace 

and cooperation in the Balkans. Kosumi thanked Gul for 
Turkey\'s support in determining the final status of Kosovo 
voicing belief that Kosovo will be independent in June 2006. 
President Ibrahim Rugova said after receiving Gul that 
discussions on UNSG Annan\'s Kosovo report at the UN Security 
Council on October 24 will constitute a milestone on the way 
to the independence of Kosovo. Gul moved on to Belgrade 
later in the same day to be received by Serbian President 
Boris Tadic. Tadic said after meeting with Gul that Turkey 
always backed SerbiaVs efforts in “Euro-Atlantic 

integrations 

pointed to the danger of further divisions within the EU in 

case Kosovo went independent and called for a solution that 
will meet Serbian 

that relations among Serbia 

good and stressed the need to further encourage economic 
cooperation. On Wednesday 
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President of Serbia and Montenegro 

the Serbian PM 

ties and recent developments in the Balkans. Gul will also 
hold a meeting with FM Vuk Draskovic after which the two FMs 
will sign two new agreements 


Turkish-Israeli Companies to Build Power Plant in Israel: 
The Israeli Infrastructures Minister Benjamin Ben-Eliezer 
visited Energy Minister Hilmi Guler yesterday 

report. After the meeting 

Israel's Solbar Industries signed an agreement to build a 
USD 360 million power plant in Israel. The power plant will 
start operating in 12 months. Ben-Eliezer said that 
Israel\'s goal is to try and strengthen relations between 
Turkey and Israel. He recalled the Pakistani-Israeli 
meeting in Istanbul last month and said that Israel would 
like to see Turkey continue acting as a bridge 

with the Islamic and Arab countries. Guler said that Turkey 
wanted strong cooperation with Israel regarding water 
electricity 

received by PM Erdogan and conveyed to the PM 
congratulations from Ariel Sharon 

Barak over the opening of EU accession talks with Ankara 
say papers. 


EU to Release Progress Report on Turkey: The EU Commission 
progress report on Turkey to be released on November 9 
outlines shortcomings such as the lawsuits filed against the 
editor-in-chief of the Armenian weekly V'Agos 

and renowned novelist Orhan Pamuk; police brutality against 
women protestors; lynching attempts against leftist 
demonstrators; penalties given to political cartoonists; 
inhuman treatment of mental patients; deficiencies in the 

law on non-Muslim minorities; as well as the lawsuit against 
the Egitim-Sen labor union for defending the right to the 

use mother languages in education 

progress report lauds Turkish efforts to implement the 
Copenhagen Criteria 

moves to curb inflation and interest rates. The report says 
that despite progress in some areas 

some specific topics 


Schroeder Due in Istanbul: The outgoing German Chancellor 
Gerhard Schroeder is to arrive in Istanbul on Wednesday to 
meet with Prime Minister Erdogan 

is expected to discuss with Erdogan the new shape of EU- 
Turkey relations in the aftermath of opening entry talks 

with Ankara before leaving Turkey later in the day 

reports. 


Sezer to Attend BTC Ceremony in Georgia: President Ahmet 
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Necdet Sezer is to travel to Georgia on Thursday to attend 
the commissioning ceremony of the Georgian section of the 
Baku-Tbilisi-Ceyhan (BTC) oil pipeline. Sezer will be 
accompanied by the Energy Minister Hilmi Guler during the 
visit. Georgian and Azerbaijani Presidents Saakashvili and 
Aliyev will also join the inauguration. Oil pumping through 
the Georgian section of the pipeline began in early August 
this year. 


British Police Smash Human Smuggling Ring: The British 
police detained nine people suspected of bringing illegal 
immigrants 

a series of house raids on Tuesday 

said the operation 

significant action taken against a huge 

based criminal network. Reports say that the smuggling 
system was very 'sophisticated 

would have paid between 3 

Britain. The network\'s kingpins are Turkish Kurds who came 
to Britain from Turkey as asylum seekers. Sources said that 
the ring is estimated to have made tens of millions of 
pounds from the trafficking of "tens of thousands of 

peoplev. 


Turkey to Construct Three Nuclear Plants in 2007: Turkey is 
to kick off talks with France 

South Korea this week to construct three nuclear plants in 
2007 

Atomic Energy Institution (TAEK) and PM Erdogan are to 
decide on the location of the nuclear facilities 

report. 

Five Turkish Troops Killed in Fighting with the PKK: Five 
Turkish troops were killed and one other was injured in a 
clash with PKK terrorists near the Cirali village in the 
eastern province of Tunceli early on Wednesday 

services report. 


EDITORIAL OPINION: Pakistan; EU-Turkey; Syria 
VOpportunity Came with the Disaster" 

Sami Kohen wrote in the mass appeal \"Milliyet\" (10/12): One 
of the countries that immediately sent relief aid to 

Pakistan is India. India is considered an enemy of Pakistan 
due to the Kashmir problem. But the earthquake disaster 
brought the two sides together as Pakistan accepted India Vs 
offer of help. Let\'s remember that Pakistan and India were 
close to declaring war on each other in 2002 over Kashmir . 
The earthquake in 1999 brought Turkey and Greece closer 
together. Similarly 

agreement on Indonesia-Aceh. The disaster in Kashmir can be 
a tool to initiate a genuine peace process between India and 
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Pakistan. This seems to be a not-to-be-missed historical 
opportunity" 


\"Critical Issues for Turkey" 

Kamuran Ozbir commented in the nationalist \"Ortadogu\" 
(10/12): \"There is an interesting conflict in the EU: the 
ruling elite of the EU support Turkey\'s membership. For 
example 

the UK 

benefits that Turkey\'s membership would bring. On the other 
hand 

The politicians try to handle this conflict. If the 

politicians neglect Turkey 

will of their own ruling elite. If they accept Turkey as a 
result of the popular reaction 

will be damaged. Nevertheless 

a serious negotiator 

negotiations. \" 


\"The US Prepares for an Operation against Syria\" 

Erdal Guven wrote in the conservative/sensational \"Tercuman\" 
(10/12): \"There is no need to be a diviner or a strategy 

expert to see that the US is getting ready for a military 

operation against Syria. It was recently reported that 

Secretary Rice prevented a US intervention against Syria. 


SIPDIS 

This tells us that the US is preparing the psychological 
ground for a military operation against Syria. The US 
applied the same tactics before the Iraq operation. First 
the possibility of an operation against Syria will be openly 
debated in the media. Next 

be prepared. Then 

will launch the operation.\" 
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FTAs 

between the U.S. and Mozambique until after the U.S. FTA with 
the Southern African Customs Union was completed. End note.) 
Sitoe also asked USTR to consider providing technical 
assistance to the GRM in trade negotiation 

the GRM did not have experience negotiating in key areas such 
as services and government procurement. 


6. (U) Comment: This USTR-led interagency visit reinforced 
the positive and supportive USG stance towards Mozambique. 
In her meetings AUSTR Liser repeatedly expressed her 
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satisfaction with recent progress on strengthening the 
U.S.-Mozambique trade and investment relationship 
evidenced by Mozambique 

Investment Treaty (BIT) and signing of the TIFA. The visit 
also provided a valuable opportunity for Liser to stress 
first-hand to senior GRM officials and the private sector the 
important work that is still to be done in making Mozambique 
a more competitive business environment and a higher profile 
destination for foreign investment. End Comment. 


7. (U) This message was cleared by USTR. 
DUDLEY 
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Sensitive But Unclassified - Please Protect 
Accordingly. 


1. (U) This message is one in a series reviewing the 
Canadian financial services sector from a cross-border 
North American integration perspective. In September 
2005 the Toronto Financial Services Alliance sponsored 
roundtables for ConGen Toronto with industry sector 
experts in venture capital (septel) 

securities (septel) 


2. (SBU) SUMMARY: American banks that operate 
wholesale banking branches in Canada say that the 
Canadian and U.S. withholding taxes on income paid to 
non-residents impedes the development of a secondary 
loan market in Canada. U.S. banking interests in 
Canada are the major victims but Canada and North 
America as a whole are losing out when Canada\'s 
secondary loan market remains relatively illiquid. The 
Foreign BanksV Executive Committee (FBEC) at the 
Canadian Bankers Association (CBA) has mobilized the 
major domestic Canadian banks to lobby senior Finance 
Department officials in Ottawa to deal with this issue 
during upcoming bi-lateral Tax Treaty negotiations with 
the United States. U.S. bank representatives located 

in Toronto ask that the USG encourage Canada to remove 
the withholding tax on income paid to non-residents. 
END SUMMARY. 


U.S. Bankers Complain about Withholding Tax 


3. (SBU) In late September 
representative of Bank of America (Canada) 
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(Canada) 

Consul General privately to complain bitterly about the 
Canada-U.S. withholding tax on income paid to non- 
residents. At issue is paragraph 212 (1) (b) of the 
Canadian Income Tax Act (ITA) 

withholding tax on interest paid to non-residents. The 
U.S. bankers said current bilateral withholding taxes 
on cross-border interest payments have a very 
detrimental effect on liquidity and 

correspondingly negative impact on the possibility of 
establishing a strong Canadian secondary loan market. 
They argued that they would be strong players in the 
Canadian secondary loan market 

become as dynamic as it is in the U.S. In practice 

the Canadian ITA keeps U.S. investors all but out of 
the secondary loan market 

interests 

and adversely affecting the strength and depth of North 
American integration in financial services. 


4. (SBU) Elimination of withholding tax (or 

an expansion of the available exemptions) is a major 
priority for the Foreign Banks\' Executive Committee 
(FBEC) at the Canadian Bankers Association (CBA). The 
FBEC has been successful in gaining the support of the 
domestic banks on this issue and is now working to gain 
the support of senior Finance Department officials in 

an attempt to change the ITA. Canadian Finance 
Department officials have been reluctant to address 

this issue because the projected cost of abolishing 

this withholding tax on interest and dividend earnings 

is worth C$2 billion per year in revenues. The U.S. 
banking community in Canada would welcome strong U.S. 
support for removing the withholding tax as part of the 
current bilateral tax treaty negotiations. 


Withholding Tax Can Lead to Double Taxation 


5. (SBU) Canada levies a 25 percent withholding tax on 
interest paid or credited to non-residents. This rate 

has been reduced to 10 percent under many of Canada\'s 
tax treaties 

States Income Tax Convention. Canadian withholding tax 
is applied to interest payments made to all non- 

resident non-arm\'s-length lenders (i.e. 

and to non-resident armVs-length (i.e. 

party) lenders. Both countries allow their residents 

to credit foreign withholding taxes against their 

domestic income tax liability to avoid double taxation. 
However 
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(applicable to earnings before expenses) can be larger 
than the domestic corporate tax liability (applicable 

to profits) 

effectively amounts to double taxation (reftel). 


Withholding Tax Impedes Secondary Loan Market 


6. (U) The withholding tax impedes the development of 
a dynamic secondary loan market in Canada by 
effectively shutting U.S. investors out. For example 
one of the deepest and most liquid markets in the U.S. 
is the Public and Conduit Asset Backed Securitization 
market. In 2002 this market represented approximately 
US$730 billion of liquidity in the U.S. By contrast 

the Canadian Securitization market was some US$60 
billion in 2002. According to the FBEC members of the 
CBA 

U.S. liquidity does not flow to Canada. 


7. (U) Credit cards 

backed securities are some of the most actively 
financed interest-bearing assets in this market. 
Currently 

boost its liquidity by selling a bundle of similarly 

priced and timed interest bearing assets in this market 
will find that U.S. banks 

liquidity 

interest earnings on Canadian assets will be too low to 
make the deal fly once the withholding tax on those 
interest earnings is factored in. 


Comment: Time to Ax this Tax 


8. (SBU) Both U.S. and Canadian banks believe that the 
withholding tax on income paid to non-residents should 
be axed and measures taken to encourage and develop a 
secondary loan market in Canada. Bankers argue that 
elimination of (or 

current withholding tax would have a widespread 

positive impact on both the banking and corporate 
marketplace with corresponding positive effects for 
investment and economic development in Canada and North 
America at large. They argue that the most viable 
method of amending the withholding tax provisions in 

the Income Tax Act is through changes to the bilateral 
Tax Treaty between the United States and Canada. 


LECROY 
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off" velocity during the 1990s with the technology 
bubble. Over 50 percent of Canada's venture capital 
industry is concentrated in Ontario. Major components 
of the industry focus on software and the life sciences 
in Toronto 

and biotech and information technology in the 'Golden 
Horseshoe technology triangle\" around Kitchener 
Waterloo 

market due in part to the province\'s dirigiste 

policies 

in Quebec must be invested locally. Western Canada\'s 
focus on resources 

to the development of a venture capital industry 
according to the CVCA; however 

industry is developing in Vancouver 

to the venture capital industry in Seattle. 


4. (U) In the 1990\'s 

us 

and early 2001 the descent was equally rapid. Capital 
was drained from the industry as venture capitalists 
fled the overwhelmingly tech-based venture industry. 
Currently 

C$50 billion in assets. This is about 1/20 of the size 
of the U.S. industry and 

GDP 

Cross-Border Integration 


5. (SBU) The CVCA has in recent years observed a trend 
towards cross-border integration of the venture capital 
industries in the U.S. and Canada. U.S. companies find 
certain aspects of the Canadian market attractive - 
competition is not as fierce 

significantly higher 

universities are good incubators of intriguing 
technologies. U.S. companies that have recently come 
to Canada include KKR 

Boston-based groups 

New York. Also 

have recently succeeded in raising funds from U.S. 
firms. Most prominently 

group 

which the industry here saw as a real breakthrough. 
Ventures West 

Capital 

recorded similar successes. The CVCA believes that the 
venture capital industry is in the process of becoming 
truly continental 

centers of gravity outside the main Toronto hub. 
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Digging out from the Tech Collapse 


6. (SBU) CVCA described the big picture challenge as 
digging out from the tech collapse. This has been a 
slow and arduous task 

best of times 

suffered in comparison to their U.S. counterparts from 
the relatively small pool of venture capital and the 

fact that Canadians tend to be more risk averse than 
Americans. The CVCA pointed to the following factors 
as slowing the recovery: 


--Increased regulatory burden: according to the CVCA 
the ultimate goal of any venture capitalist is to take 
fledgling private companies public and to cash in at 
the initial public offering (IPO). Following enactment 
in the U.S. of the Sarbanes-Oxley legislation and 
CanadaWs coordination with U.S. law (ref (A)) 

costs to companies of complying with beefed-up 
disclosure provisions are dissuading small and micro 
cap companies from going public (i.e. issuing an IPO). 
The CVCA said the industry has 

to some degree in recent years from taking public 
companies private again; 


--Loss of Canadian subsidies: The CVCA deplored the 
decision of the Ontario government to phase out a 30 
percent tax credit previously given to Ontario 

residents who invest up to C$5 

of venture capital; 


--Proximity and relative strength of the U.S. market: 
the CVCA confirmed that of Canadavs best ideas migrate 
to the U.S. where venture funding is more readily 
available. As a result 

situation that its publicly funded university system 
acts as a great incubator for innovative ideas that are 
then developed commercially south of the border (ref 
(B)). A good example is the University of Waterloo 
leading Canadian math and high-tech engineering 
university 

graduating classes to Microsoft Corp. (NOTE: Bill 
Gates has taken a personal interest in this university 
often slipping in quietly to meet with Waterloo 
students 


Canadian Tax Act Impedes Venture Capital Industry 


7. (SBU) The CVCA reserved its harshest criticism for 
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the federal government and has identified in a paper 
submitted to the federal Department of Finance eight 
structural barriers to investment in Canadian venture 
capital and private equity funds under the Canadian 
Income Tax Act. These problem areas include: 


--Impediments to the use of Qualified Limited 
Partnerships (QLP) 

content restrictions 

and private funds. 


- Passive investment as a limited foreign partner in a 
Canadian fund being subject to Canadian tax. 
Department of Finance letters of exclusion are not 
CVCA says 

capital investor; 


--Lack of tax treaty relief for U.S. LLC (\"Limited 
Liability Company") partners under the Canada-U.S. 
Income Tax Convention 

from investing in Canada. (NOTE: an LLC is a type of 
legal entity that combines the benefits of liability 
protection for the owners of the business with the 
potentially favorable tax benefits of flow through 
taxation. END NOTE); 


--Cumbersome use of \"parallel funds V" to protect 
Canadian investors from Canadian withholding tax rather 
than a look-through mechanism that would require 
withholding of taxes only to the proportionate extent 

of the non-Canadian interest in the partnership; 


--Delay in the issuance of Section 116 certificates 
following the completion of a corporate sale 
transaction 

the sale of their resulting shares in public markets. 
This has led to a growing perception that Canadian 
regulatory requirements do not accommodate market 
realities; 


- The Non-resident tax return requirement even when no 
tax is payable and the transaction has been reported to 
the Canada Revenue Agency (CRA); 


--Limits posed on V'Associated Companies!" eligibility 
for Scientific Research and Experimental Development 
(SR&ED) tax credits under current definitions that do 
not recognize genuinely independent associated 
companies; and 


--Cross border merger provisions that deny a roll-over 
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for shareholders of Canadian companies that receive 
shares of U.S. companies as a result of a merger 
transaction (NOTE: This single issue CVCA claims leads 
many experienced Canadian entrepreneurs to establish 
their new businesses as U.S. incorporated companies 
even though the business is initially being formed in 
Canada. END NOTE). 


8. (SBU) The CVCA emphasized that resolution of all 
eight impediments would not/not have any material 

fiscal impact on the Government of Canada. In each 
case 

represent requests for lower tax rates or increases in 
other tax benefits. The CVCA argued that many of these 
impediments take the form of misguided nationalistic 
rules 

scare away foreign investors. The CVCA also claimed 
that many of these eight structural impediments have 
been previously discussed with the federal Finance 
Ministry but 

addressed in legislative amendments. The CVCA hoped the 
federal government would eventually remove these eight 
impediments to investment in Canadian venture capital 
(NOTE: The CVCA Paper \"Summary of Tax Issues for 
Discussion with the Department of Finance\" has been 
sent to WHA/CAN and Embassy Ottawa. END NOTE). 


Planned Remedies 


9. (SBU) The CVCA believes that its overarching goal 
must be to grow the pool of venture capital in Canada. 
To do so 


--Campaigns to market itself better in Canada. Many 
small investors 

have a poor understanding of private equity funds. 
Roynat Capital 

roundtable discussion 

ads in the \"Financial Post\" (the business section of 
the National Post) 

success stories. 


--The CVCA hopes to prod large pension funds of large 
institutional investors in the NAFTA area to take a new 
look at venture capital and invest more money in the 
industry. Among the targets is the Ontario Teacher\'s 
Pension Fund 

mentioned the federal elimination of the 30% foreign 
property ceiling on Canadian pension funds in February 
2005 
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increasingly continental venture capital industry. In 
particular 

invest in venture capital pools 

to-foreign content ratio can fluctuate significantly. 


--The CVCA believes that Canada is currently incubating 
several technologies with homeland security 
applications that would be of interest to both the 
Canadian and U.S. governments. They noted that U.S. 
Department of Defense contract awards to Canadian 
companies are almost twice as large as the defense 
contracts going to U.K. companies. 


--The CVCA points to two favorable market trends that 
could lift the Canadian venture capital market. First 
recent quarterly data - which are notoriously volatile 

- show a 50% jump in investment in Canadian venture 
capital pools 

(mostly from the U.S.). This investment from foreign 
sources was at its highest level in two years. Second 
the federal government\'s September decision to all but 
freeze \"income trust conversion\" (a highly popular 
investment vehicle) is already increasing the flow of 
capital to the traditional IPO market. 


Positive Government Initiatives 


10. (SBU) In addition to these CVCA efforts 

industry hopes provincial and federal government 
initiatives will help the industry recover. For 

example 

which provide seed money to encourage commercialization 
of home-grown technologies in the areas of Energy 
Communications & Information Technology 
Infrastructure 

Photonics Research. Also 

governments have partnered in establishing a Medical 
And Related Sciences (MARs) hub in Toronto 

to turn medical research into commercially viable 
hospital applications. And on October 7 the Toronto 
Region Research Alliance (TRRA) was launched to 
implement a focused strategy to commercialize R&D in 
the Greater Toronto Area. Using San Diego as one model 
that has attracted a large number of venture capital 
firms 

formidable talents of its founders Dr John Evans 
president of MARs 

of Toronto and now Chair of the Board of Directors of 
the Canada Foundation for Innovation (CFI); Gordon 
Nixon President and CEO of RBC Financial Group 
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Canadavs largest bank; David Pecaut 

of the Boston Consulting Group of Canada; and Ross 
McGregor 

leading fund development consultancy. This group hopes 
to bring the U.S.-based Battelle Institute to partner 

with the University of Toronto to create a world-class 
bio-tech commercialization facility and to establish a 
National Research Council presence in southern Ontario. 


List of Attendees 


11. (U) The venture capital industry was represented 
Dr. Robin Louis 

Ventures West Management; Richard Remillard 
Executive Director; Bob Roy 

Capital; Rick Nathan 

Venture Capital; Mark MacDonald 

OTPP Private Equity; and Arlene OY Neil 

Gardiner Roberts LLP. The Toronto Financial Services 
Alliance was represented by its President 

(former Ontario Minister Finance); and Susan Viegas 
Economic Development 

represented by CG Jessica LeCroy; Consul for 
Economic/Political Affair Sherri Holliday; and Economic 
Specialist Colin White. 


Background: the CVCA and the TFSA 


12. (U) The CVCA - Canada\'s Venture Capital & Private 
Equity Association - was founded in 1974 to represent 
Canada's venture capital and private equity industry. 
Its over 1 

manage the majority of Canada\'s pools of capital 
designated to be committed to venture capital and 
private equity investments. The CVCA fosters 
professional development 

research and education within the venture capital and 
private equity sector and represents the industry in 
tax and regulatory matters. 


13. (U) The Toronto Financial Services Alliance (TFSA) 
is a joint public-private partnership created in 2002 

by the City of Toronto vs Economic Development Bureau 
and the Toronto-based financial services industry. The 
TFSA works closely with industry 

and government to enhance and promote the 
competitiveness of Toronto as a premier North American 
financial center. 
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LECROY 
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information was received from a press contact at the same 
newspaper 

action on October 10 (reftel). The article was highly 

critical of some government officials and resulted in a 

public show of support by the Amir for Prime Minister Shaykh 
Sabah Al-Ahmed Al-Jaber Al-Sabah. Post is working to verify 
the information of Shaykh Salem\'s resignation. 


2.(C) Comment: A resignation by the instigator of this 
unusually public internal family spat will continue to fuel 
speculation that the ruling family is having difficulty 
managing its internal affairs. Parliamentary and family 
support voiced for the Prime Minister has not put to rest 
concerns that the continued health problems of the Amir and 
Crown Prince have left a leadership vacuum. End Comment. 
LEBARON 
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traditional scientific system (refs A-D) 

Villepin announced on October 5 the long-awaited Research 
and Innovation Bill (RIB). Advocating a new approach to 
funding and orienting research based on projects 

will be debated in Parliament before the end of 2005. It 
also encourages partnerships between public research 
agencies and universities within the framework of poles of 
competitiveness. Cooperation between the public and private 
sector will be enhanced through the development of the 
\"campus de recherche\" (CDR 

system. Moreover 

Council for Science and Technology (HCST) to advise on 
research priorities. End summary. 


Painful (and Slow) Delivery. 


2. After 18 months of discussions and postponed decisions 
GOF released on October 5 the draft of the new Research and 
Innovation Bill (RIB) promised by President Chirac in early 
2004. The new legislation should be approved by the Council 
of Ministers in mid-November and discussed in Parliament 
before the end of 2005 for a final vote in early 2006. A 
number of measures and structures described in the Bill have 
already been rolled out 

(NRA 

Villepin as a \"real pact for research\" addresses two 
acknowledged weaknesses of France\'s research system: 
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insufficient technology transfer to the industrial sector 

and the opacity of a research system made up of many public 
research agencies 


Universities to gain under the proposed legislation 


3. According to a recently released study by the French GAO 
(Cour des Comptes) 

management tools in the higher education sector are \"far 
from being adapted to their role and responsibilities in the 
research sector." University \"poles\" are too small to be 
visible at the international level and to attract the best 
teachers-researchers and students. According to a recent 
evaluation of universities internationally 

university ranks 46th and only four universities in France 

are ranked among the first one hundred worldwide. To these 
Vorganizational problems 

Vstructural solutions.\" 


Five objectives - and as many structures 


4. The new RIB claims five main objectives: 


-- Reinforcing France\'s strategic orientation capacities: Under 
the direct supervision of the President 

responsible for making recommendations on France\'s research 
priorities. After the establishment of the NRA in 2005 

arrival of this new structure confirms the leading role the 

state intends to play in V'steering research. V 


-- Implementation of a \"more universal 

transparent" evaluation system: A new National Evaluation 
Agency will replace existing and scattered evaluation 
committees and evaluate all public research operators 
including the NRA. 


- Increasing the international competitiveness of research 
labs: Several measures have been taken to simplify the 
complex administration of public agencies. Cooperation 
between various public research actors will be favored by 

the creation of Research and Higher Education Poles (RHEP) 
and the development of V'more visible\" CDRs (see para 5). 


-- Restoring the prestige of scientific jobs/attracting junior 
researchers (ref E): besides the 3000 new permanent research 
positions to be created in 2006 

increase of PHD/postdoc research grants over the next two 
years. Incentives to encourage the industrial sector to hire 
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young researchers will also be significantly increased. New 
grants 

percent increase of basic salary 

number of researchers every year for a five-year period to 
encourage individual initiatives. Mandatory teaching hours 
for young teachers-researchers at university level will be 
reduced to provide more time for research. 


-- Reinforcing public/private partnerships: State aid 
including new fiscal mechanisms 

fertilization between public an private research notably in 
the framework of newly designated \"competitiveness 
clusters.\" (Note: Sixty-seven such clusters were selected 
in mid-2005 following a GOF\'s invitation to tender project 
proposals.) 


Poles and Centers 


5. The “Research and Higher Education PolesY (RHEP) аге 
designed to provide universities and public research 
establishments an opportunity to gather around common 
research themes at a regional level. “Campuses de (of) 
Research\' (CDR\'s) will be granted status as foundations. 
Their goal is to facilitate the gathering of experts ona 
specific research theme. After the release of the 2006 
research budget (ref E) 

additional 300 million euros to speed up the launch of these 
two types of entities. Between five and ten CDR\'s are 
reportedly in the pipes 

research) 

neurosciences). In certain cases 

to basic research - will be associated with competitiveness 
clusters. 


Funding: The Post-2007 Worrisome Variable 


6. The RIB confirms the GOF\'s commitment to increase the 
research budget by an additional one billion euros per annum 
during the period 2005-2007. If the bill is passed 

will also commit to increase the public effort in favor of 
research to 24 billion by 2010 (a 27 percent increase over 
2004). However 

after 2007 (the end of the current legislative term) will 

depend both on the then economic situation and priorities of 
the (post-2007) successor government and on the results of a 
progress report at the end of 2007. 


Can't Please Everyone. 
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7. A number of researchers have found the RIB a \"huge 
disappointment 

commitment to research. There are also those who continue 
to fear the transformation of the main public research 
establishments such as the National Center for Scientific 
Research (CNRS) into agencies of means responsible for 
Vproviding funding 

power." Researchers\' unions demand the dissolution of the 
NRA 

public research agencies. Others acknowledge the positive - 
jobs 

of young researchers - but also note that efforts to 

increase research grants (plus 16 percent over the next two 
years) and salaries remain insufficient to make scientific 
careers attractive compared with those in 

U.S. Some see the success of the new bill as a function of 
the ability of the various new structures - the HCSP 

ERA 

Industrial Innovation - to interact. It is unclear whether 
these new entities will replace 

current structures. Relative to the research sector 
universities appear more satisfied with the bill which will 
provide them with more autonomy to conduct research. 


8. Comment: The French have long realized they needed to take 
major steps to energize the traditional civil service- 

oriented research system. While the \"pact\" announced by de 
Villepin provides for significant changes 

revolutionary. For example 

enhances the role of the private sector in research 

not materially degrade the primacy of the public research 
establishment. Of note is the extent to which the U.S. 
scientific system has been held up in France as the model 

for change. The new National Research Agency (Agence 
Nationale de la Recherche) aspires to embody NSF 
characteristics. End Comment. 

STAPLETON 
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reinstate the Israeli Goods Boycott and reopen the boycott 
office. Foreign Minister Shaikh Khalid bin Ahmed AI Khalifa 
and Minister of Finance Shaikh Ahmed bin Mohammed AI Khalifa 
appeared before parliament in a session Shaikh Ahmed later 
described to the Ambassador as “а bit ugly.\" He reaffirmed 
that the government has no intention of drafting a law in 
response to the parliamentVs proposal 

governments position on this is clear. He said he hoped to 
manage the issue in committee and that the coming days will 
indicate how much staying power the political 
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outrage/opposition has. End Summary. 


2. (U) Foreign Minister Shaikh Khalid bin Ahmed AI Khalifa 

and Minister of Finance Shaikh Ahmed bin Mohammed AI Khalifa 
appeared before parliament October 11 following a demand 
issued by fifteen Members of parliament (MPs) for the 
government to explain the closure of the Israeli Boycott 

Office. 


3. (U) During the session 

legislation containing four recommendations for the Cabinet: 
First 

Boycott be withdrawn; second 

reopened; third 

Boycott Office be reactivated; and fourth 

government refrain from taking any such actions in the future 
without parliamentary consultation. All but one of the 

thirty MPs present during the session voted in favor of the 
proposal 

proposal does not have force of law; it is a proposal for the 
government to consider 

Congress\" resolution. (Note: Parliament cannot draft laws; 
only the government can do that. End Note.) 


4. (C) Shaikh Ahmed described the session to the Ambassador 
October 12 as \"a bit ugly\" The Gulf Daily News 

read English-language daily 

Hassan Bukhammas as shouting \"Death to America and Israel.\" 
Shaikh Ahmed was quoted as saying 

we need to compete. This will not be possible if we don\'t 

stick to the World Trade Organization agreements 

are a founding member.\" 


5. (C) Shaikh Khalid addressed widely-circulated rumors 
originating from the notion that the closure of the boycott 

office was expressly required by the FTA and that the GOB was 
moving to normalize ties with Israel. He pointed out that 

the FTA had been discussed and reviewed by the parliament and 
that the FTA did not contain any boycott provisions. He said 

the decision to lift the boycott did not entail any economic 

cultural 

National Democratic Institute (NDI) Director Fawzi Guleid 

told Poloff October 12 that this issue has sparked a climate 
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of mistrust between the government and parliamentarians. He 
said MPs feel tricked and that the government is hiding 

secret provisions of the FTA. End Note.) 


SIPDIS 


6. (C) Shaikh Ahmed told the Ambassador that the government 
has no intention of responding to the ParliamentVs resolution 
by drafting a law. He said he hoped to manage the issue in 
committee 

gradually subside. The coming days 

how strongly and lasting this opposition will be. (Note: 

Two small demonstrations were staged following Friday prayers 
October 7. Al Menbar Vice President Dr. Ali Ahmed said Al 
Menbar would continue to organize events against 
normalization with Israel. End Note.) 


7. (C) Bahrain Customs 

Eid Abdulla Yusuf called Econoff October 12 to say that 
despite the current activity in the parliament 

expect the Boycott Office to be reopened. V'ItVs like a gale 
with strong blustering winds at first 

and becomes quiet 

forceful objections voiced by MPs were merely designed to 
garner support from their constituencies ahead of upcoming 
elections. 


8. (С) While we don't anticipate any backsliding on the 
boycott decision 

the anger and backlash from the boycott decision 

among the politicians. The rhetoric was nasty and heated 

and has added a sour note to what had heretofore been a very 
positive attitude toward the FTA. The parliamentary backlash 
may also complicate government efforts to rush through 
required IPR implementing legislation for the FTA. 

MONROE 
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(Iraq 4 All News 
B. VSend a Blow to Terrorism and lts Supporters with a `Yes\' 
Vote\" (Watan 4 All 
C. \"Voting for the Constitution Is a Means to Achieving 
Independence\" (Al-Rafidayn 
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SELECTED COMMENTARIES 


A. \"Approving the Constitution Won\'t Solve Iraqi Crisis\" 
(From Al-Watan 
http://irag4all.org/viewnews.php?id=10312 ) 


\"Statements from senior White House officials over the last 
few days urge Iraqis to approve the constitution 
considering it a guarantee for their democratic future. 
These statements are coordinated with warnings from Iraqi 
leaders that rejecting the constitution will lead to chaos 
and the destruction of Iraq\'s future. The U.S. and Iraqi 
statements serve a joint purpose: the U.S. is waiting for 

its opportunity to pull out from the Iraqi swamp 

realizes this opportunity will not come until the Iraqi 
constitution is approved and Iraqi forces are prepared to 
take over security responsibility; the Iraqi side hopes that 
approving the draft will remove the threat of civil 

war...and division. 


VBut the question remains: If Iraqis were to fulfill the 
U.S. administration\'s desire and approve the draft 
constitution 

achieving political stability and security? The fact is that 
the current reality refutes this theory; a large section of 
Iraqis 

constitution and has announced intentions to reject it 
meaning that this constitution 

because it will fail to represent the unity and national 
reconciliation that are desired. 


\"Approving the constitution is one of the steps required to 
resolve the complicated problems in Iraq. Approving the 
draft is not the magic wand that would solve everything. 
Iraq first needs a set of procedures to provide security 
overcome the rift between opposing parties 

reconciliation 

essential. An attempt to achieve peace by relying on the 
hope that the constitution will be approved is nothing more 
than a dream.\" 


B. VSend a Blow to Terrorism and lts Supporters with a "^ YesV 
Vote\" 

(Editorial by Widad Fakher - Watan 4 All - \"Home 4 All\" - 
http://wattan4all.com/viewarticle.php?id=5777 &pg=articles ) 


\"Terrorism 
in and outside of Iraq 
Saturday 
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Federal Republic of Iraq. This vote will be an expression of 
faith in all the martyrs who were victimized by the party of 
fascists and murderers who arrived on the soil of 
Mesopotamia 

Islamic religion without reflecting on the justice and 
tolerance of true Islam. 


VWhen Iraqis stand courageously at the ballot boxes 
will be drawn over the faces of the victims of Halabja 
southern marshes 

under the injustice of a string of dictatorships starting on 
February 8 


V'Those refusing to vote in favor of the constitution are 

still hoping to restore the centralized dictatorship that 
manipulates the political scene and deprives people of their 
right to decide their economic and political affairs. Next 
Saturday will represent a new opening for a free and federal 
Iraq that refuses to entertain arbitrary and unjustified 
republican decrees or the behavior of some politicians. Only 
the new democratic Iraq will be present. V" 

C. V Voting for the Constitution Is a Means to Achieving 
Independence" 

(Editorial by Mohammed Aissa - Al-Rafidayn - 

http://www .alrafidayn.com/Story/News/N12_10_7 .html ) 


\"Sovereignty and independence for Iraq will not be achieved 
in the near future. In order to reach these goals we must 
pass several stages 

that will govern the country. This must be voted upon 

then elections must be held to establish a stable government 
that enjoys the authorities to do its duty and achieve 
sovereignty and independence. 


\"There is no doubt that the constitution the Iraqis wrote 
does not meet the aspirations of all spectrums of Iraqi 
people. But there also is no doubt that it is a thousand 
times better than the TAL 

state is run now. At least those who wrote the constitution 
are representatives of the Iraqi people 

wrote] the TAL 

`yesV means Iraq completes the Bremer phase-with all its 
disadvantages for Iraqis. It means entering a phase with a 
constitution written by Iraqi hands; parliamentarians will 
say what they want to the MNF 

method of their deployment. But voting 'no\' will bring us 
back to the Bremer phase and we might not get out of it. 
Things might get worse and lraq could be turned into a long- 
term project that could last ten to twenty years or more. In 
that case 

for rejection will achieve the opposite of what they claim. 
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V'These are not speculations; whoever wants to view the 
possibilities of rejection will see this result 

be even worse 

unnecessary mazes 

for terrorist operations 

general 


VWhoever says that federalism will divide Iraq will see that 
in reality 

an independent Kurdish state 

state 

disagreement were modified and what remains is not worth 
disagreeing upon. 


V Next Saturday is the day when the people say either "yes 
which is considered a step toward freedom and independence 
or ΠΟ 

would be much farther from our goal of achieving 
independence and freedom for our people 

and whose wounds are still bleeding.\" 


KHALILZAD 


42523 

B. "Democracy of the Constitution" (Al-Watan 

C. \"Yes to the Constitution\" (Baghdad 

D. \"The Homeland Comes First 

is in Our Interest\" (Al-Taakhi 

E. \"The Constitution. Instead of Rice in Our Share of 
Rations!\" (Al-Mashriq 

F. VFaithful Day" (Al-Adala 


A. VYes. No\" 
(Al-Mada 
Nazar Abdul Satar) 


\"The referendum is very crucial. If we examine our decision 
about voting " YesY or "NoY to the constitution 

reach an interesting conclusion which will show us that the 
Iraqi people have increasingly begun to believe in the 
political process. The dissenting political groups have 
started to believe in the legitimacy of the political 

process even though they reject it. Therefore 

indicates that there is a significant change towards 

stability and positive interaction. 
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V'The referendum can be interpreted as an agreement toward 
reconciliation and it is an admission of the legitimacy of 

the TALVs (Transitional Administrative Law) timetable. The 
referendum shows that democracy is progressing in Iraq--we 
will see voters who vote "YesY and at the same time we will 
see others vote VNoY to the constitution. 


\"In fact 

end with the announcement of the referendum\'s results but it 
will endure. The upcoming election is approaching and will 
be held after the referendum. At that time 

many chances available to crystallize opinions. The 
referendum has unified the Iraqi people to utter one word 
that will make a difference in Iraq. The Iraqi people will 

go to the ballot boxes and these boxes will determine their 
future. Participation in the referendum means that we accept 
and legitimize democracy. It also means that we trust one 
another and love our country. We all agreed to head to the 
ballot boxes because we believe in the future of the new 
Iraq.\" 


B. "Democracy of the Constitution" 
(Al-Watan 
by Dr. Hatem Mukhles) 


\"Iraqi politicians wrote a draft constitution for the 

country that has divided lraqi political groups--there are 
some politicians who rejected the draft and at the same time 
there are others who have accepted it; we see some people 
who are optimistic about this draft while we see others who 
have reservations about it. 


V'These conflicting attitudes have caused many constitutional 
committee members 

political parties to give their opinions on the 

constitution. Some of them said that disharmony over the 
draft constitution represents a healthy and democratic 
practice while others opined that the era of 99% votes in 
favor is over-that Iraq is now in the age of democracy 
federalism and pluralism and it is now possible for 
disagreement amongst Iraqis. On the other hand 

heard some say that this draft disengages lraq from its Arab 
and Islamic identity because it states that Iraq is a part 

of the Islamic world and its people are part of the Arab 
nation. Actually 

nation but it is the main part of the Arab nation. 


\"Nevertheless 

will Know whether this draft will be approved or rejected. 
On this day 

word about the draft constitution. They will prove to the 
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entire world that they are the benefactors of the first 
civilization and those who taught humanity how to write and 
enact laws. On October1 5th 

democracy for the first time in their lives because it is 

the democracy of the constitution. V" 


C. V'Yes to the Constitution" 

(Baghdad 

Accord) led by lyad Allawi published this page-two 
unattributed editorial) 


\"Iraq is a multicultural country comprised of many 
religions 

from the unjust aggression of dictatorial policies and 
wars-conflicts that have resulted in infants recognizing the 
smell of gunpowder before taking their first sips of milk. 
VIn the democratic environment following Saddam\'s downfall 
you can always find someone calling for the rights of this 
sect or that religion 

otherwise) from the Iraqi people in a way that is close to a 
dictatorial style and doing their best to stand in the 
limelight 

Although some Iraqis have suffered more than others all 
should enjoy rights because they have lived under 
oppression. 


VWe are in need of a common framework to structure our lives 
in adherence to the principles of justice and equality-which 
means a constitution. While it is true that our civilization 

was the first to establish democracy 

difference between those who memorize lessons and those who 
comprehend them completely. Democracy is an instrument we 
should implement in our dealings with each other 

mimicking what slogans proclaim. 


V'Therefore 

progress on Iraq. Voting "Yes! to the constitution is a 

great patriotic duty and we can discuss unresolved issues at 
a later date in order to ensure everyone's rights. Voting 
“Yes! to the constitution will clear the way for choosing a 
strong 

want in the constitution. Moreover 

constitution is best 

difficult and not even in the benefit of those who reject 

it. V 


D. \"Тһе Homeland Comes First 

is in Our Interest" 

(Al-Taakhi 

published this page-five editorial by Hussein Al-Jaff) 


Column 3 

\"The Iraqi tent is large and there is enough room for 
everyone in it; Iraqvs interest must come first. The 
peopleVs prosperity and development should be everyoneVs 
responsibility: officials 

prophet Mohammad said 

one is responsible for his group.Y Therefore 

is collective 

homeland needs us to stand with it in order to pass through 
the crisis; the international conspiracy against it 

Arab\'s ungratefulness 

regime\'s aggressions against our homeland. 


\"The homeland obliges us to vote "Yes! to its future on 
referendum day 

happiness in a free 

country in which everyone will be equal. Justice 

with everyone 

regime. 


VOn Saturday 
into the hearts of lraq\'s enemies and the enemies of its 
future." 


E. The Constitution. Instead of Rice in Our Share of 
Rations!\" 

(Al-Mashriq 

page-three editorial by Dr. Hameed Abdullah) 


VAII Iraqi families have received their copies of the draft 
constitution with their monthly food rations 

always missing several items such as sugar 

flour 


VOur deprived people wish the government would distribute 
the rice and sugar together with the copy of the 
constitution because the Iraqi people have suffered from a 
lack of sugar and rice during the oppressive embargo 
previously imposed upon lraq. In addition 

prevents vehicles that carry food supplies from reaching the 
warehouses of the Ministry of Trade. May God help the Iraqis 
who have suffered from the embargo and terrorism. 


VOur food rations are shrinking day by day and we can 
predict that one day the Iraqi family will receive a 
matchbox as the only item available through food rations. We 
are sure that the Ministry of Trade\'s employees will blame 
terrorism rather than corruption. Poor Iraqis wish the 
government would distribute the draft constitution with 
rice. In this way 

this draft. As it is now 

constitution but they do not have rice or sugar and for this 
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reason they will leave the copy on the shelf because they 
are not interested in reading it. Then 

the ballot boxes to have their say on the constitution and | 
am sure that they will feel that they are following their 
politiciansY desires--just like the old saying (people 
follow their king\'s religion). 


V'The word of yes or no on the constitution means nothing to 
Iraqis. The Iraqi people elected those who they thought were 
qualified and perfect to lead the political process but 

then 

changed 

security situation 

say a resounding ‘yes\' but they will say this for the rice 

tea 


F. VFaithful Day\" 
Al-Adala 
published this page-three editorial by Dr. Ali Khalif: 


VWith just 72 hours left 

the draft constitution in the upcoming referendum 
negotiations and ongoing talks among Iraqi political leaders 
are an attempt to add some amended articles to the 
constitution to gain Sunni support for the draft. This 
attempt reflects the patience of Iraqi national forces 
trying to respond to difficult Sunni demands and reach 
something that Sunnis can agree on to hold all Iraqis 
together for the coming decisive moments. 


VLast minute talks and dialogue among Iraqis political 
forces will continue until national forces guarantee that 
Sunnis are satisfied and have confidence that the draft 
constitution will represent their interests and that Iraqi 
national forces have a real desire to maintain their 
country\'s unity and to ensure the participation of all sects 
in the political process in Saturday's vote. Sunni demands 
have shown that they reject all kinds of changes and they 
are still sticking to the once-dominant Sunni minority idea 
that would reject the constitution. 


VRegardless what negotiations and meetings result in 
Iraqis are aware that the constitution represents unique 
guarantees to move Iraq to a better future and start lraq\'s 
rebuilding stage--voting `Үеѕ\' will open a new bright and 
secure life 


\"To begin with 

are reservations about some of constitution\'s articles but 
this is the best among the possibilities; especially since 
Iraq has just emerged from a dictatorial regime and suffered 
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for a long time. Now should be the time to determine a free 
and democratic future. 


\"Iraq\'s enemies are planning to make the constitution fail 
but Iraqis are aware that the draft constitution represents 
a bright future for Iraqis and that referendum day will be 
the faithful day for all our martyrs in the mass graves of 
Halabja 

lives for such a great day and for their faith and 
principles. V 
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(SAFE) 

of State\'s Bureau of Diplomatic Security that the employee 
has undergone equivalent security training. The contact 
for this training is Assistant Director for Training at 

(703) 205-2617. Country clearance will not be granted for 
any traveler with planned TDY in excess of 30 days if this 
information is not stated/certified. POC for additional 
information is RSO Wellington. 


b. (SBU) The U.S. Mission in New Zealand currently rates 
the threat from transnational and indigenous terrorism as 
low. There are no terrorist groups or support groups 
believed to be operating in New Zealand at this time. In 
light of the worldwide security alert all visitors should 
heighten their security awareness and report any unusual 
incidents to the Regional Security Officer. 


c. (SBU) Anonymous telephonic threats and obscure threat 
mail have occasionally targeted U.S. diplomatic missions 

in New Zealand. In response to U.S. policies and actions 
various groups in New Zealand have demonstrated 
occasionally at the Embassy in Wellington and at the 
Consulate in Auckland. These demonstrations are usually 
small and are peacefully conducted. During these 
demonstrations 

services normally provide adequate protection to the 
Embassy and Consulate. 


d. (SBU) New Zealand is considered a medium threat crime 
environment. As such 

experienced an increase in violent and petty crimes 

they are usually non-confrontational in nature. However 
home invasion robberies and assaults 

becoming more frequent. Burglaries and thefts occur 
countrywide but primarily in the large cities of Auckland 
Christchurch and Wellington 

especially aware that street crime 
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pickpockets 

Common sense precautions should be taken 
night 


e. (SBU) Generally 

significant role in the world drug situation; however 

evidence indicates that New Zealand has been utilized as a 
transit point for shipments of Ecstasy 

to Australia. The most abused drugs in New Zealand are 
locally produced methamphetamine and cannabis. There have 
been increased amounts of lab seizures and violent crime 
associated with groups attempting to control this market. 


f. (U) All forms of public transportation are generally 

safe at all times of the day; however 

should use common sense precautions so as not to become a 
target of opportunity. 


g. (U) The traffic situation in Auckland can be difficult 
with a moderate amount of congestion. Wellington and 
Christchurch traffic is significantly better; however 
during rush hour moderate delays can be expected. 
Visitors are advised that traffic drives on the left-hand 
side of the road. Visitors are advised that traffic 
accidents are common and that it is safe to pull over so 
that police may take an accident report. However 
visitors who experience hostility or anti-American 
sentiment should depart the scene immediately and notify 
the RSO. 


h. (SBU) Travelers intending to bring and use any USG 
provided electronic or photographic equipment must contact 
the RSO prior to introducing that equipment into the 
Chancery. Personal electronic or photographic equipment 
is not permitted in the Chancery. Only in severely 

limited cases will a notebook or laptop computer be 
permitted to be used in the Chancery. 


i. (U) Precautions should also be taken to not discuss 
sensitive or classified information outside secure 
environments or over unsecured and/or cellular telephones 
and to securely safeguard classified or sensitive 
information at the Chancery and not at hotels or 
residences. 


j. (U) Visitors should also be aware of the State 
DepartmentVs Consular Information sheet for New Zealand 
and the most recent Worldwide Caution Public 
Announcements 

http://travel.state.gov 
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k. (U) In essence 

appropriate caution and be alert to their surroundings 
with regard to their personal security. Suspicious 
incidents/activities should be reported to RSO Wellington 
(Telephone (64)(4)462-6000 


Burnett 
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we would bring a little bit of our home town- New Orleans- 

to the good people of Peru.\" With that simple but powerful 
statement 

audiences during a four-city concert tour of Peru Oct. 1-11 
2005. Appearing in Arequipa 

Tim Laughlin Quartet underscored the perseverance and 
vitality of the cultural contributions of New Orleans while 
thanking the government and people of Peru for their support 
to the victims of hurricane Katrina. 


2. Tim Laughlin 

Magli proved to be excellent representatives of New Orleans 
and the United States as well as consummate professional 
musicians. In master classes with music students 

with local contacts and interviews with the media 
members of the quartet were articulate 

gracious 

they met. Their energy 

and their city and willingness to share their expertise 
especially impressed music students during the master 
classes. 


3. PAS Lima arranged the Laughlin Quartet tour together 

with bi-national centers in Arequipa 

with the University of Lima and American Chamber of Commerce 
in Lima. A high point of the tour came on October 6 

the quartet played at the Ambassador\'s residence in Lima as 
the featured act for a fund-raiser for Katrina victims 

organized by the American Chamber of Commerce of Peru. Half 
of the proceeds of the fund-raiser went to victims of the 

recent earthquake in northern Peru. 


4. Program details: 


a. Arequipa- BNC Arequipa arranged a concert on October 1 

in the Municipal Theater of the city 

The enthusiastic 

and BNC contacts called the quartet back on stage for an 
encore and gave them a standing ovation. 

b. Cusco- BNC Cusco held a morning master-class and evening 
concert in their auditorium on October 3. The SRO concert 
audience of students 
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reached over 400. 

c. Lima- The quartet held four master classes 

international high-schools (both with a majority of Peruvian 
students) 

another with the National Youth Jazz Association. On 
October 6 and 7 

first being the AMCHAM-sponsored fund-raiser for Katrina and 
Peruvian earthquake victims at the Ambassador\'s residence. 
Over 250 top government and business leaders attended. On 
October 7 

auditorium free of charge for a concert that also included 

the youth jazz band of the Peruvian Association of New 
Music. Crowd again was full capacity and enthusiastic. 

d. Huancayo- The quartet traveled to the central Andean 

city of Huancayo for a concert on October 9 arranged with 

the local BNC. A capacity crowd of over 200 filled the 

BNC\'s new auditorium. 


5. Media coverage: Press coverage was ample. On October 
9 

magazine \"Somos\" (circulation 116 

article with photos of the quartet 

centrist daily Peru21 (circulation 54 

on Tim LaughlinVs views on the future of jazz in New Orleans 
and on the October 7 University of Lima concert. Cable TV 
Channel N carried the October 7 Lima concert live and 
repeated segments of the concert throughout the weekend of 
October 8-9 (Note that Channel N is carried on cable systems 
throughout Peru.) Provincial newspaper and television also 
covered the program in Arequipa 


6. Program Goals addressed: The Tim Laughlin Quartet 
provided the USG and mission with an outstanding vehicle 
through which to express our sincere thanks to the 
government and people of Peru for their help and expressions 
of concern following Hurricane Katrina. The program also 
reinforced the message that although New Orleans and the 
American south have suffered a grievous blow 

the region will persevere 

creativity evident in their most famous cultural 

contribution 


7. PAS Lima wishes to thank WHA/PD for including us in this 
tour 

excellent work arranging the administrative details of the 
program. 


STRUBLE 
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Orlando 
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ultimate discretion for consumers who do not want to leave 
tracks. The company promises clients absolute anonymity. 
E-Gold has been in business since 1996. The Russian website 
first went up in the beginning of August. According to 

tracking software used by Querol and Sarmiento 

already registered over one million hits. 


6. (C) Post has notified U.S. Customs about E-Gold and an 
investigation is underway. 


7. (U) Human Rights Officers in Latin America may wish to 
engage with Save the Children Switzerland\'s LAMP project 
encouraging its installation in their countries and/or 

getting Embassies involved in launch ceremonies. As LAMP 
goes on line in more places 

information of significant interest to relatives of missing 
persons 

STRUBLE 
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Prensa\" published an op-ed by Roger Martinez Miralda 

entitled V'Clash of Civilizations.V' V'The threat of terrorist 
attacks on the New York subway system last weekend 

real or not 

attacks that occurred on September 11 something has changed 
in the world. V 


\"Some authors have arrived at the conclusion that we are on 
the threshold 

conflict in which Muslim fundamentalism seeks to control as 
many countries as possible in the world 

doctrinal religious power 

the world practice Islam. V 


VI believe that under current circumstances 

possibility for the pure religious fanaticism of a couple 
thousand to cause the collapse of cultural models and 
military might not only of the West 

like China or Japan who have opted for political systems in 
which religious ideas are part of the private sphere of 
people 

There are other countries in which the majority of the 
population is Muslim 

which this same population prefers a nation in which each 
citizen can live according to the faith which suits their 
conscience best." 
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\"At any rate 

and progressive 

frequency women wearing the veil in Rome and in Madrid 
in even greater proportions in London or Paris.\" 


V'It is evident that this process of Islam-ization is the 
product of migration 

religious practice in Christian countries 

religious study 

philosophies 


\"The de-Christian-ization of our countries is not the result 

of Muslim propaganda (In Honduras few know the tenants of 
this religion) but the result of a process in which we have 
lost a sense of belonging in our Churches and the ongoing 
pursuit of pleasure 

individualism.\" 


Williard 
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2. (U) Participants took the message well and with interest. 

The CONACYT Regulatory Office Chief agreed that the EU proposal 
raised difficulties 

international Codex Alimentarius committee regarding parmesan 
cheese. The CNR representative added that the CNR was interested 
in raising awareness in the broader Salvadoran community about 

the issue and commented that a video was an effective vehicle to 
convey key points related to common marks. The Ministry of 
Economy intellectual property negotiator wrapped up the comment 
session by acknowledging the need to coordinate the issue within 

EI Salvador. No specific commitment was made regarding upcoming 
October meetings in Geneva. 


3. (U) Comment: Showing the video was an effective means of 
focusing the attention of officials from a number of agencies on 
a single issue and raising interest in possible follow up 
activities 

Salvadoran officials on the U.S. registry system. Post thanks 
Department for its efforts to support this important demarche. 
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have their agency certify to the Department of States 
Bureau of Diplomatic Security that the employee has 
undergone equivalent security training. The contact for 
this training is Assistant Director for Training at (703) 
205-2617. Country clearance will not be granted for any 
traveler with planned TDY in excess of 30 days if this 
information is not stated/certified. POC for additional 
information is RSO Wellington. 
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b. The U.S. Mission in New Zealand currently rates the 
threat from transnational and indigenous terrorism as 
low. There are no terrorist groups or support groups 
believed to be operating in New Zealand at this time. In 
light of the worldwide security alert all visitors should 
heighten their security awareness and report any unusual 
incidents to the Regional Security Officer. 


c. Anonymous telephonic threats and obscure threat mail 
have occasionally targeted U.S. diplomatic missions in 
New Zealand. In response to U.S. policies and actions 
various groups in New Zealand have demonstrated 
occasionally at the Embassy in Wellington and at the 
Consulate in Auckland. These demonstrations are usually 
small and are peacefully conducted. During these 
demonstrations 

services normally provide adequate protection to the 
Embassy and Consulate. 


d. New Zealand is considered a medium threat crime 
environment. As such 

experienced an increase in violent and petty crimes 
they are usually non-confrontational in nature. However 
home invasion robberies and assaults 

becoming more frequent. Burglaries and thefts occur 
countrywide but primarily in the large cities of 
Auckland 

should be especially aware that street crime 

scams and pickpockets is a daily occurrence in these 
cities. Common sense precautions should be taken 
especially at night 

opportunity. 


e. Generally 

role in the world drug situation; however 

indicates that New Zealand has been utilized as a transit 
point for shipments of Ecstasy 

Australia. The most abused drug in New Zealand is 
locally produced methamphetamine and cannabis. There 
have been increased amounts of lab seizures and violent 
crime associated with groups attempting to control this 
market. 


f. All forms of public transportation are generally safe 

at all times of the day; however 

should use common sense precautions so as to not become a 
target of opportunity. 


g. The traffic situation in Auckland can be difficult 
with a moderate amount of congestion. Wellington and 
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Christchurch traffic is significantly better; however 

during rush hour moderate delays can be expected. 
Visitors are advised that traffic drives on the left-hand 
side of the road. Visitors are advised that traffic 

accidents are common and that it is safe to pull over so 
that police may take an accident report. However 

visitors who experience hostility or anti-American 
sentiment should depart the scene immediately and notify 
the RSO. 


h. Precautions should also be taken to not discuss 
sensitive or classified information outside secure 
environments or over unsecured and/or cellular 
telephones 

sensitive information at the Chancery and not at hotels 
or residences. 


i. Visitors should also be aware of the State 

DepartmentVs Consular Information sheet for New Zealand 
and the most recent Worldwide Caution Public 
Announcements 

http://travel.state.gov 


j. In essence 

appropriate caution and be alert to their surroundings 
with regard to their personal security. Suspicious 
incidents/activities should be reported to RSO Wellington 
(Telephone (64)(4)462-6000 
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have their agency certify to the Department of State\'s 
Bureau of Diplomatic Security that the employee has 
undergone equivalent security training. The contact for 
this training is Assistant Director for Training at (703) 
205-2617. Country clearance will not be granted for any 
traveler with planned TDY in excess of 30 days if this 
information is not stated/certified. POC for additional 
information is RSO Wellington. 


b. The U.S. Mission in New Zealand currently rates the 
threat from transnational and indigenous terrorism as 
low. There are no terrorist groups or support groups 
believed to be operating in New Zealand at this time. In 
light of the worldwide security alert all visitors should 
heighten their security awareness and report any unusual 
incidents to the Regional Security Officer. 


c. Anonymous telephonic threats and obscure threat mail 
have occasionally targeted U.S. diplomatic missions in 
New Zealand. In response to U.S. policies and actions 
various groups in New Zealand have demonstrated 
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occasionally at the Embassy in Wellington and at the 
Consulate in Auckland. These demonstrations are usually 
small and are peacefully conducted. During these 
demonstrations 

services normally provide adequate protection to the 
Embassy and Consulate. 


d. New Zealand is considered a medium threat crime 
environment. As such 

experienced an increase in violent and petty crimes 
they are usually non-confrontational in nature. However 
home invasion robberies and assaults 

becoming more frequent. Burglaries and thefts occur 
countrywide but primarily in the large cities of 
Auckland 

should be especially aware that street crime 

scams and pickpockets is a daily occurrence in these 
cities. Common sense precautions should be taken 
especially at night 

opportunity. 


e. Generally 

role in the world drug situation; however 

indicates that New Zealand has been utilized as a transit 
point for shipments of Ecstasy 

Australia. The most abused drug in New Zealand is 
locally produced methamphetamine and cannabis. There 
have been increased amounts of lab seizures and violent 
crime associated with groups attempting to control this 
market. 


f. All forms of public transportation are generally safe 

at all times of the day; however 

should use common sense precautions so as to not become a 
target of opportunity. 


g. The traffic situation in Auckland can be difficult 

with a moderate amount of congestion. Wellington and 
Christchurch traffic is significantly better; however 
during rush hour moderate delays can be expected. 
Visitors are advised that traffic drives on the left-hand 
side of the road. Visitors are advised that traffic 
accidents are common and that it is safe to pull over so 
that police may take an accident report. However 
visitors who experience hostility or anti-American 
sentiment should depart the scene immediately and notify 
the RSO. 


h. Precautions should also be taken to not discuss 
sensitive or classified information outside secure 
environments or over unsecured and/or cellular 
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telephones 

sensitive information at the Chancery and not at hotels 
or residences. 


i. Visitors should also be aware of the State 

DepartmentVs Consular Information sheet for New Zealand 
and the most recent Worldwide Caution Public 
Announcements 

http://travel.state.gov 


j. In essence 

appropriate caution and be alert to their surroundings 
with regard to their personal security. Suspicious 
incidents/activities should be reported to RSO Wellington 
(Telephone (64)(4)462-6000 


42531 

have their agency certify to the Department of State\'s 
Bureau of Diplomatic Security that the employee has 
undergone equivalent security training. The contact for 
this training is Assistant Director for Training at (703) 
205-2617. Country clearance will not be granted for any 
traveler with planned TDY in excess of 30 days if this 
information is not stated/certified. POC for additional 
information is RSO Wellington. 


b. The U.S. Mission in New Zealand currently rates the 
threat from transnational and indigenous terrorism as 
low. There are no terrorist groups or support groups 
believed to be operating in New Zealand at this time. In 
light of the worldwide security alert all visitors should 
heighten their security awareness and report any unusual 
incidents to the Regional Security Officer. 


c. Anonymous telephonic threats and obscure threat mail 
have occasionally targeted U.S. diplomatic missions in 
New Zealand. In response to U.S. policies and actions 
various groups in New Zealand have demonstrated 
occasionally at the Embassy in Wellington and at the 
Consulate in Auckland. These demonstrations are usually 
small and are peacefully conducted. During these 
demonstrations 

services normally provide adequate protection to the 
Embassy and Consulate. 


d. New Zealand is considered a medium threat crime 
environment. As such 

experienced an increase in violent and petty crimes 
they are usually non-confrontational in nature. However 
home invasion robberies and assaults 

becoming more frequent. Burglaries and thefts occur 
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countrywide but primarily in the large cities of 
Auckland 

should be especially aware that street crime 

scams and pickpockets is a daily occurrence in these 
cities. Common sense precautions should be taken 
especially at night 

opportunity. 


e. Generally 

role in the world drug situation; however 

indicates that New Zealand has been utilized as a transit 
point for shipments of Ecstasy 

Australia. The most abused drug in New Zealand is 
locally produced methamphetamine and cannabis. There 
have been increased amounts of lab seizures and violent 
crime associated with groups attempting to control this 
market. 


f. All forms of public transportation are generally safe 

at all times of the day; however 

should use common sense precautions so as to not become a 
target of opportunity. 


g. The traffic situation in Auckland can be difficult 

with a moderate amount of congestion. Wellington and 
Christchurch traffic is significantly better; however 
during rush hour moderate delays can be expected. 
Visitors are advised that traffic drives on the left-hand 
side of the road. Visitors are advised that traffic 
accidents are common and that it is safe to pull over so 
that police may take an accident report. However 
visitors who experience hostility or anti-American 
sentiment should depart the scene immediately and notify 
the RSO. 


h. Precautions should also be taken to not discuss 
sensitive or classified information outside secure 
environments or over unsecured and/or cellular 
telephones 

sensitive information at the Chancery and not at hotels 
or residences. 


i. Visitors should also be aware of the State 

DepartmentVs Consular Information sheet for New Zealand 
and the most recent Worldwide Caution Public 
Announcements 

http://travel.state.gov 


j. In essence 
appropriate caution and be alert to their surroundings 
with regard to their personal security. Suspicious 
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incidents/activities should be reported to RSO Wellington 
(Telephone (64)(4)462-6000 
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have their agency certify to the Department of States 
Bureau of Diplomatic Security that the employee has 
undergone equivalent security training. The contact for 
this training is Assistant Director for Training at (703) 
205-2617. Country clearance will not be granted for any 
traveler with planned TDY in excess of 30 days if this 
information is not stated/certified. POC for additional 
information is RSO Wellington. 


b. The U.S. Mission in New Zealand currently rates the 
threat from transnational and indigenous terrorism as 
low. There are no terrorist groups or support groups 
believed to be operating in New Zealand at this time. In 
light of the worldwide security alert all visitors should 
heighten their security awareness and report any unusual 
incidents to the Regional Security Officer. 


c. Anonymous telephonic threats and obscure threat mail 
have occasionally targeted U.S. diplomatic missions in 
New Zealand. In response to U.S. policies and actions 
various groups in New Zealand have demonstrated 
occasionally at the Embassy in Wellington and at the 
Consulate in Auckland. These demonstrations are usually 
small and are peacefully conducted. During these 
demonstrations 

services normally provide adequate protection to the 
Embassy and Consulate. 


d. New Zealand is considered a medium threat crime 
environment. As such 

experienced an increase in violent and petty crimes 
they are usually non-confrontational in nature. However 
home invasion robberies and assaults 

becoming more frequent. Burglaries and thefts occur 
countrywide but primarily in the large cities of 
Auckland 

should be especially aware that street crime 

scams and pickpockets is a daily occurrence in these 
cities. Common sense precautions should be taken 
especially at night 

opportunity. 


e. Generally 

role in the world drug situation; however 

indicates that New Zealand has been utilized as a transit 
point for shipments of Ecstasy 

Australia. The most abused drug in New Zealand is 


Column 3 

locally produced methamphetamine and cannabis. There 
have been increased amounts of lab seizures and violent 
crime associated with groups attempting to control this 
market. 


f. All forms of public transportation are generally safe 

at all times of the day; however 

should use common sense precautions so as to not become a 
target of opportunity. 


g. The traffic situation in Auckland can be difficult 

with a moderate amount of congestion. Wellington and 
Christchurch traffic is significantly better; however 
during rush hour moderate delays can be expected. 
Visitors are advised that traffic drives on the left-hand 
side of the road. Visitors are advised that traffic 
accidents are common and that it is safe to pull over so 
that police may take an accident report. However 
visitors who experience hostility or anti-American 
sentiment should depart the scene immediately and notify 
the RSO. 


h. Precautions should also be taken to not discuss 
sensitive or classified information outside secure 
environments or over unsecured and/or cellular 
telephones 

sensitive information at the Chancery and not at hotels 
or residences. 


i. Visitors should also be aware of the State 

DepartmentVs Consular Information sheet for New Zealand 
and the most recent Worldwide Caution Public 
Announcements 

http://travel.state.gov 


j. In essence 

appropriate caution and be alert to their surroundings 
with regard to their personal security. Suspicious 
incidents/activities should be reported to RSO Wellington 
(Telephone (64)(4)462-6000 
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emergency use of its intellectual property. In case of a 
dispute over the amount of compensation 

Authority would determine the compensation. Taiwan\'s 
Intellectual Property Office confirmed to AIT/T the 

compulsory licensing provisions in its Law. To AIT/T\'s 
knowledge 

was to secure licensing rights under provision number 3 above 
in the information technology industry. 
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5. (C) Comment: We believe that Taiwan has been carefully 
planning how to increase its supply of oseltamavir and is 
prepared to invoke compulsory licensing provisions to achieve 
its goal of having sufficient stocks of the drug to treat 1096 

of its population. MOFA Vice Minister Kau Ying-mao assured 
the Director on October 12 that Taiwan is sensitive to this 
issue 

Comment. 

PAAL 
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for most of the rest with 29.7 percent of exports 

and 42.3 percent of imports. The decline in 

export volume may be due in large part to the 
transfer of TaiwanVs IT manufacturing to the PRC. 
The shipment from Taiwan of high-tech components 
used to assemble electronic consumer goods in the 
PRC was an important component of earlier growth 
in air cargo. However 

manufacturing from farther up the supply chain 
moves to the Mainland 

PRC shipped by air are likely to continue to 

decline. DHL Taiwan Director of Operations Nick 
Chen identified the movement of TaiwanVs entire 
notebook PC manufacturing industry to the PRC as 
the major cause of declining cargo volumes. He 
added that TFT-LCD panels produced in Taiwan would 
not reverse the decline as some had hoped. He 
speculated that the panels will increasingly be 
shipped by sea as the market supply stabilizes. 


PRC Market Dominance 


5. (U) MOTC air cargo statistics confirm the 
importance of the PRC market to Taiwan carriers 
but the exact volume is difficult to estimate 
because MOTO data includes the PRC in Vother Asia 
areas.V This category accounted for 20.8 percent 
of exports and 8.3 percent of imports. Trade with 
the United States 

most of the rest 

13.5 percent 

respectively 

10.3 percent of imports respectively. 


6. (C) MOTC does not release source or destination 
data on transit cargo. Nevertheless 

transit volumes suggest that much of it is cargo 
originally from the PRC in transit to the United 
States and elsewhere. EVA Air Deputy Senior Vice 
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President for Cargo Management J.J. Lin (Jyh-jong) 
told AIT/T that the Greater China market accounts 
for 40 percent of EVAVs total air cargo. 


Challenge: Getting PRC Cargo on Taiwan Planes 


7. (C) PRC carriers have had a shortage of air 
cargo capacity 

it. CAL and EVA rank fifth and seventh 
respectively among international air carriers in 
terms of cargo capacity 

expand capacity in the next few years despite 
discouraging trends in the Taiwan market. CAL 
President Philip Wei told AIT/T that CAL will take 
delivery of three more 747 freighters by 2007 and 
is in talks with Boeing to buy more. EVA plans to 
convert eight 747 passenger jets to freighters 
between 2007 and 2009. The challenge these 
carriers face is taking advantage of Chinas 
current capacity shortage despite being 
handicapped by the lack of direct air links. 


8. (C) CAL 

carriers have been resourceful at finding ways to 
tap the PRC\'s air cargo market. Reftel reported 
China Airlines purchase 

based shipping lines Wan Hai Lines and Yang Ming 
Marine Transport and Belgium\'s air cargo carrier 
CargoLux 

carrier Yangtze River Express. CALVs Wei told 
AIT/T that his firm has abandoned plans to invest 
in China Cargo Airlines 

cooperative arrangements with several PRC 
carriers that allow it to carry PRC cargo out of 

Hong Kong. He added that CAL even carries cargo 
from the PRC that is shipped by sea from Xiamen 
to Kaohsiung. 


9. (C) Not to be outdone 

joint venture agreement with Shanghai Airlines to 
form an air cargo firm on September 30. EVA\'s 
parent conglomerate 

million (about USD 25 million) for a 45 percent 
stake in the venture. EVA will hold 25 percent 
and other Evergreen units will hold the remaining 
20 percent. According to EVA\'s Lin 

had already arranged with Shanghai Airlines to 
purchase the entire capacity of five weekly cargo 
flights from Shanghai to Macau. This cargo is 
transferred to EVA aircraft in Macau. EVA also 
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uses Xiamen-Kaohsiung marine shipping to route 
PRC cargo onto EVA planes. 

10. (U) In addition 

is working on an alliance with Xiamen 

Shanghai Airlines to move cross-Strait transit 
cargo. EVA and CAL together partnered with Far 
Eastern Air Transport (FAT) and Taiwan Airport 
Service Company (TASC) 

Xiamen Air Cargo Warehouse Co (reftel). 


11. (C) At the same time 

are hoping and preparing for direct cross-Strait 

air links. EVA\'s Lin told us that his firm is 
prepared to take advantage of any breakthrough 
quickly 

breakthrough might occur. CALVs Wei also denied 
knowing how soon the two sides might reach an 
agreement on direct flights. However 

that he \"knew\" that they Taiwan and the PRC have 
agreed to implement cargo and passenger charters 
at the same time. 


Oil Prices - Not a Problem 


12. (C) Taiwan air carriers have been able to 
manage rising oil prices to date. CALVs Wei 

claims the firm earns USD 5 to 6 million per month 
hedging oil and can continue to do so until the 
middle of 2006. Cathay Pacific Taiwan General 
Manager told AIT/T that although passenger fuel 
surcharges do not make up the additional costs of 
higher prices 

Chen confessed with some embarrassment that DHL is 
actually making more money than previously thanks 
to fuel surcharges but predicted it wouldnt last. 


Comment - Even Taiwan Carriers will Bypass Taiwan 


13. (C) EVA and CAL have generally earned higher 
profits from cargo than passenger traffic. Their 
strategies in the face of declining volumes 

of direct links and higher oil prices show that 
these carriers are determined to stay competitive 
in the global air cargo market. If Taiwan air 
cargo exports and imports continue to fall 
appears likely 

more resources in PRC ventures. Some of these 
resources could be invested in Taiwan operations 
if the Chen Administration and the PRC were to 
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move more quickly on cross-Strait direct links. 
Unfortunately for Taiwan 

is unlikely to have much impact on the political 
calculations driving cross-Strait policy. End 
comment. 

PAAL 
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1. Program Description: In Support of MPP Goal 07-04 
Economic Growth and Development 

conference with Dr. Jing Huang 

Policy Studies at the Brookings Institution 

expert in Chinese policy and Asian security issues. 


2. Justification and Objective: We have been approached 
by the Asia New Zealand Foundation to provide a speaker 
for the launch of their second series of \"Outlook\" 

papers 

regionalism in the region" leading up to the East Asian 
Summit (first week of December) and which is generating 
considerable discussion in New Zealand. Jing 

in Chinese policy and Asian security issues 

associate professor of political science and co-director 

of the Asian Studies Program at Utah State University 
where he taught Chinese politics 

politics 

political economy. In 2002-2003 he was a Shorenstein 
Fellow at the Asia/Pacific Research Center at Stanford 
University and a Fulbright Professor in Hong Kong. He 
has taught at Harvard University and at Shandong 
University in China. 


It is widely accepted that New Zealand's future 

prosperity (and indeed the worldVs prosperity) is linked 

to China\'s growth and development. The next decades in 
China will be interesting to watch and will be of great 
importance not only to New Zealand 

Pacific region. 

Jing\'s credentials make him extremely well-placed to take 
part in this discussion. He is the author of \"China and 
Northeastern Asian Alliances: Approach 

Dilemma 

and “Тһе Increase in Regional Differences and Its Impact 
on China\'s Regional Stability." He has also written 
numerous articles and book chapters on the Chinese 
military 

North Korea nuclear issues 

the Asia-Pacific region. 


Column 3 

3. Activity Date 
FYO6 program 
quarter. 


4. Audience Expected: To include academics 
makers 

of the New Zealand Institute of International Affairs 
(NZIIA) 


5. Jing Huang\'s contact details: 
Foreign Policy Studies 

The Brookings Institution 

1775 Massachusetts Ave NW 
Washington 


Email: communications@brookings.edu 
Phone: 202-797-2486 


6. POST PROJECT OFFICER: Control officer: Christine 
Vivian 

Office phone: 644-462-6112; Fax: 644-499-0490 

Email: cnvwell@actrix.gen.nz / vivianc@state.gov 


TECHNICAL OFFICER: Ola Thorsen 
Office phone: 644-462-6015 

Cell: 6427-451-2535 

Email: thorsenO@state.gov 


TELEPHONE NUMBERS AND LOCATION - to be advised. 


Please advise soonest. Many thanks. 
BURNETT 
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have their agency certify to the Department of State\'s 
Bureau of Diplomatic Security that the employee has 
undergone equivalent security training. The contact for 
this training is Assistant Director for Training at (703) 
205-2617. Country clearance will not be granted for any 
traveler with planned TDY in excess of 30 days if this 
information is not stated/certified. POC for additional 
information is RSO Wellington. 


b. The U.S. Mission in New Zealand currently rates the 
threat from transnational and indigenous terrorism as 
low. There are no terrorist groups or support groups 
believed to be operating in New Zealand at this time. In 
light of the worldwide security alert all visitors should 
heighten their security awareness and report any unusual 
incidents to the Regional Security Officer. 
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c. Anonymous telephonic threats and obscure threat mail 
have occasionally targeted U.S. diplomatic missions in 
New Zealand. In response to U.S. policies and actions 
various groups in New Zealand have demonstrated 
occasionally at the Embassy in Wellington and at the 
Consulate in Auckland. These demonstrations are usually 
small and are peacefully conducted. During these 
demonstrations 

services normally provide adequate protection to the 
Embassy and Consulate. 


d. New Zealand is considered a medium threat crime 
environment. As such 

experienced an increase in violent and petty crimes 
they are usually non-confrontational in nature. However 
home invasion robberies and assaults 

becoming more frequent. Burglaries and thefts occur 
countrywide but primarily in the large cities of 
Auckland 

should be especially aware that street crime 

scams and pickpockets is a daily occurrence in these 
cities. Common sense precautions should be taken 
especially at night 

opportunity. 


e. Generally 

role in the world drug situation; however 

indicates that New Zealand has been utilized as a transit 
point for shipments of Ecstasy 

Australia. The most abused drug in New Zealand is 
locally produced methamphetamine and cannabis. There 
have been increased amounts of lab seizures and violent 
crime associated with groups attempting to control this 
market. 


f. All forms of public transportation are generally safe 

at all times of the day; however 

should use common sense precautions so as to not become a 
target of opportunity. 


g. The traffic situation in Auckland can be difficult 

with a moderate amount of congestion. Wellington and 
Christchurch traffic is significantly better; however 
during rush hour moderate delays can be expected. 
Visitors are advised that traffic drives on the left-hand 
side of the road. Visitors are advised that traffic 
accidents are common and that it is safe to pull over so 
that police may take an accident report. However 
visitors who experience hostility or anti-American 
sentiment should depart the scene immediately and notify 
the RSO. 
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h. Precautions should also be taken to not discuss 
sensitive or classified information outside secure 
environments or over unsecured and/or cellular 
telephones 

sensitive information at the Chancery and not at hotels 
or residences. 


i. Visitors should also be aware of the State 

DepartmentVs Consular Information sheet for New Zealand 
and the most recent Worldwide Caution Public 
Announcements 

http://travel.state.gov 


j. In essence 

appropriate caution and be alert to their surroundings 
with regard to their personal security. Suspicious 
incidents/activities should be reported to RSO Wellington 
(Telephone (64)(4)462-6000 
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6. (C) McDonald also emphasized that New Zealand supports the 
need for the rule of consensus when substantive negotiations 
take place. However 

prevented agreement on a work program 

being employed that inhibit progress. Until that logjam is 

cleared 

way for carrying forward discussions on the key disarmament 
and proliferation issues. 

Burnett 


42539 
Globalizing World 
considers an excellent follow-on from the UN\'s 
declaration of 2005 as the \"International Year of 
Sport and Education.\" The OFPS believes that 
increasing recognition is being made of the role of 
sport in shaping identities 
lifestyles worldwide. Post also recognizes the 
importance that China places on sports in its lead- 
up to the Olympics in Beijing and its foreign 
relations. 


Professor Brownell\'s expertise would dovetail 
perfectly with the speaking topics of other keynote 
speakers at this 41st Foreign Policy School 
conference and would provide it with a valuable 
opportunity to discuss relevant issues with this 
renowned academic 
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as an expert on US-China foreign relations 
and culture. Brownell is recognized also for her 
own sporting abilities (a nationally-ranked track 
and field athlete in the US before she joined the 
track team at Beijing University) and for lecturing 
in East Asian Studies. Post looks forward to 
programming her with both academic and sports 
organizations. 


3. Professor Brownell is currently undertaking 
research on V'The Body in Consumer Culture in 
Beijing.\" Her writings include \"Training the Body 
for China: Sports in the Moral Order of the PeopleVs 
Republic.\" This is the first book on Chinese sports 
based on fieldwork in China by a Westerner. She is 
a member of the Research Council of the Olympic 
Museum in Lausanne 

Chinese sports 

including Sports Illustrated 

The Atlanta Journal and Constitution 

Factor" (ABC) 

Discovery Channel 


4. Activity Date 
an FYO6 program requested for the Third Quarter 
between June 23 and 26 


5. Audience and Types of Events: It is expected that 
the audiences for this program will be members of 
parliament and their policy makers 

academics 

Institute of International Relations in three of the 
main centers 

anticipated that Professor Brownell will visit the 
university campuses in Wellington 

Dunedin and undertake several media and 
representational events while in New Zealand. 


6. Topics: While speech topics are to be decided in 
consultation with Professor Brownell 

that the 41st Foreign Policy School would really 
benefit significantly from the first-hand insights 

and knowledge of such a distinguished scholar. 


7. Please Note: The conference conveners have been 
in contact with Professor Brownell and confirm that 
she is available and interested in traveling to New 
Zealand at this time. 


8. Professor Brownell\'s contact details: 
Email: sbrownell@umsl.edu 
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Phone: 314-516-6451 
Address: The Chair of the Anthropology Department 
507 Clark Hall 
8001 Natural Bridge Road 
St. Louis 
USA 


9. Post Project Officer: Control Officer: Christine 

Vivian. 

Office Phone: 644-462-6112; Fax: 644-499-0490 

Email: cvivian@actrix.gen.nz or VIVIANC@STATE.GOV. 


10. Funding: Post will fund the speakers 
international and domestic travel 
honoraria. Please advise soonest. 
BURNETT 
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reports that Prime Minister Erdogan asked President Bush to 
support efforts aimed at lifting the international isolation 

of the Turkish Cypriots during a telephone conversation the 
two leaders had last week. Sources said that Bush backed 
the idea and expects Erdogan to have a meeting with UN 
Secretary General Annan with regard to the Cyprus question. 


SIPDIS 


Dardari on Ties with Turkey 

VAnatolian Agency" (AA) reports Abdullah al-Dardari 
visiting Syrian deputy PM for economy 

that Syria needs investments of 10 billion USD for 
infrastructure projects over the next decade. Dardari 
pointed out that Damascus wanted to increase the trade 
between Turkey and Syria to two billion USD by the end of 
2007 from the existing 800 million USD. Dardari said that 
the free trade agreement among the two countries will be 
endorsed by the Turkish parliament in the next three months. 
"We want to set up a joint tourism zone and also forge a 
partnership to explore oil 

Damascus appreciated Turkey\'s stance in the face of the 
pressures put on by the US: "Anyone who underestimates 
American pressures is not clever. However 

yield to pressure from the United States and our economic 
and political reforms will continue. Dardari rejected 
accusations of Syria\'s role regarding the terror in Iraq. 
Dardari noted that he brought a message from President Assad 
to PM Erdogan about the political impact of the UN-led 
investigation into the assassination of the former Lebanese 
PM Hariri. Dardari also criticized the US for denying 
President Assad a visa to attend the 60th Summit of the UN 
in New York. 
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Turkish Terror Suspects Admit Ties to Sakra: Burhan Kus and 
Sadettin Akdas 

bombings in Istanbul 

linked terrorist of Syrian heritage who was captured in 
Turkey earlier this year while preparing to stage bomb 
attacks against Israeli cruise liners 

perpetrators of the said bombings in his house in Syria 
Monday papers report. Kus and Akdas 

detention in the Abu Ghraib Prison in Iraq 

Sakra to a special team of security officials sent from 
Ankara. 


Ben-Eliezer Due in Ankara: IsraelVs Infrastructure Minister 
Binyamin Ben-Eliezer is to meet with Prime Minister Tayyip 
Erdogan and Energy Minister Hilmi Guler during an official 
visit on Wednesday 

reports. Ben-Eliezer will discuss the proposal of an Israel- 
Turkey "infrastructure corridor which will help Israel 

break its regional isolation 

officials said. 


Dink Sentenced to Six Months 

the chief editor of the Armenian daily \"Agos 

by a court in Istanbul to six months in prison for 

`insultingV Turkish identity 

weekend. The sentence was deferred due to Dink\'s good 
behavior during the trial. Dink denied any wrongdoing and 
said that he had in fact called on the Armenian diaspora to 
leave aside their hatred of Turkey for events which happened 
90 years ago. Dink faces another trial for a speech he 
delivered at a panel meeting on terrorism and human rights 
in February 2002. The trial is to be held at a court in the 
southeastern province of Urfa on February 9. Acclaimed 
Turkish author Orhan Pamuk will also stand trial for 
"denigrating the Turkish identityY at a court in Istanbul on 
December 16. 


Rehn Meets with Pamuk: EU Enlargement Commissioner Olli 
Rehn 

with Ankara 

Pamuk in Istanbul 

free expression are core values of the European Union 
Rehn\'s spokesperson quoted him as saying after meeting 
Pamuk 

1.5 million Armenians were killed at the hands of Ottoman 
forces during World War I. Rehn stressed that any country 

to become a full member of the EU should respect freedom of 
expression. Rehn met Turkish leaders in Ankara on Thursday 
and told them their country would now come under closer 
scrutiny as it tries to bring its laws and standards into 
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line with those of the 25-nation EU. 


Poll on Turkish University Students\' EU Perceptions: An 
opinion research conducted among 1 

university students in Ankara in late September showed that 
62 percent of those surveyed believe that Turkey will be 
unable to integrate into the European Union 

daily \"Turkish Daily News\" (TDN) reports on Sunday. Thirty- 
eight percent believe that Turkey will join the bloc 

percent said that the EU will no longer be seen as a 
Christian club after TurkeyYs membership. If it cannot join 
the EU 

"Turkic world 

the "Russia 

that Turkey has no alternatives other than the EU. Turkey 
is considered a European country by 57 percent while 43 
percent disagree. Half of those surveyed see France as the 
biggest obstacle to TurkeyVs full membership 

find the EU of having "double standards when it comes to 
Turkey. 


Anti-Terror Drills in Turkish Cities: Monday \"Zaman\" 
reports that anti-terror drills will be conducted in all 

Turkish provinces as part of a new strategy by the Turkish 
police to counter attempts of sabotage by the outlawed PKK 
using C-4 and A-4 explosives. The report also says that the 
PKK is preparing to stage ‘al-Qaida inspired attacks by 
using makeshift bombs that contain ammonium nitrate and 
sugar. 


PKK Abducts Policeman: A group of PKK terrorists abducted a 
police officer near the Idil town of the southeastern city 

of Sirnak 

killed three PKK militants in the eastern province of 

Tunceli. Two PKK members were captured with 5.6 kg of 
plastic explosives in Istanbul over the weekend. 


EDITORIAL OPINION: US-Turkey; Iraq 


\"How the Washington-Ankara Line Was Restored?\" 

Asli Aydintasbas wrote in the mass appeal \"Sabah\" (10/11): 
\"It is no longer a secret that the US conducted a huge 
lobbying effort with the EU to ensure a negotiation date for 
Turkey. Moreover 

during the critical final 48 hours of the process. An 

official who was an active participant in the discussions 
admitted that ‘things would have been a lot different if the 
US did not exert pressure.V . Shortly before the October З 
EU date 

included Turkey in her public diplomacy tour. Prior to this 
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visit 

Turkey on his first trip abroad and had an extensive meeting 
with Prime Minister Erdodan. In recent months Deputy 
Assistant Secretary Bryza visited Turkey twice. All this 

busy diplomatic traffic must mean something. Circles in 
Washington talk about a new courting 

honeymoon 

administration decided to restore its ties with Turkey even 
before the visit of Prime Minister Erdodan to the US in 

June. This strategic decision was based on the view that 
achieving American objectives in Iraq and in the region 
would be easier with the support of Turkey. Although Turkey 
is not currently making any concrete contributions to US 
interests in the Middle East 

tension with Turkey could be costly. On the other hand 
Turkey also took important steps to repair its ties with the 
US. Turkish officials such as advisor Ahmet Davutoglu 

was not well received by Washington 

profile. As of June 

issue than before. Syrian leader Assad was not able to 

visit Turkey for his summer holiday. Syrian Deputy Prime 
Minister Dardari was not received by Prime Minister Erdogan 
or FM Gul during his recent Ankara tour. In addition 

there are some important political and economic developments 
related to Israel that have had a positive impact in 
Washington. Ankara played a mediating role to initiate a 
dialogue between Pakistan and Israel. All these 
developments indicate that one can now talk about a new era 
in Turkish-American relations.\" 


\"While Iraq Disintegrates V" 

Haluk Ulman commented in the economic-political \"Dunya\" 
(10/11): VDuring the Iraqi constitution process 

were completely left out. The draft constitution looked as 

if administration and oil reserves were left to the Kurds in 
the north and to the Shiites in the south. The whole 
process transpired as Kurd-Shiite bargaining 

legal basis for dividing the country between two ethnic 
groups. If the draft constitution overcomes Shiite 
opposition and is accepted 

ruled by powerful local administrations. Under the 
constitution 

state 

larger region. For example 

one Kurdish state and Shiites can merge into another state. 
This means that Iraq will be divided between the American 
collaborator Kurds and the Shiites 

cooperate with Tehran in the future. In the name of 
democracy 

"Shiite Islamic RepublicV in Iraq. V 
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MCELDOWNEY 
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realists 

things on a different footing 

officials had told New Zealand officials that McKinnon should 
not come to Washington unless he had something to say 
Murdoch remarked 

for us to determine whether we have enough.\" The Charge 
noted that Washington officials have a lot on their plates. 

He underscored the importance of McKinnon either making clear 
what New Zealand can do for an enhanced relationship or 
minimum 

the new Cabinet on what it will take to keep WashingtonVs 
attention. 


5. (C) Acknowledging that the United States would want to 
include New Zealand\'s anti-nuclear policy in bilateral 
discussions 

table. McKinnon will ask USG officials why New Zealand\'s 
anti-nuclear policy remains a matter of importance and 
concern to the United States. McKinnon hopes to bring back 
an explanation that will register with his governmentVs 
leaders 


6. (C) However 

legislation would not occur under the incoming government. 
While such action might have been possible before the 
September 17 elections 

and made a change unlikely 

when the government returns to business and he asks Goff 
which issues he considers to be mandated by his 
constituencies 

anti-nuclear policy will be among them. The Charge said he 
hoped this would not preclude the government from thinking 
about what it could do 

U.S. concerns. 

7. (C) Murdoch said that 

want to discuss our countries common interests 

in the Pacific region with the security architecture 

changing. New Zealand is looking out for its own interests 
in trying to demonstrate its value as a contributor to the 
regions security and development 

larger powers to marginalize the small country. The Charge 
responded that it would be helpful for McKinnon to spell out 
that motivation -- that New Zealand is acting out of its 
interests rather than out of ideology -- during his visit. 

If he also could be specific about concrete measures that New 
Zealand might take in response to changes in regional 
security arrangements 
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interest. 


8. (C) McKinnon will draw attention to New Zealand\'s 
contributions outside the region 

Murdoch said he will make the point that \"somehow 
politicians have the sense that it doesn\'t seem to matter 
what we do 

valued. The Charge said that U.S. officials feel compelled 
to thank New Zealand officials for their country\'s 
contributions in Afghanistan at every meeting because there 
was so little else to discuss. 


9. (C) Murdoch asked the Charge what other issues should be 
raised by McKinnon. The Charge suggested that 

clear that New Zealanders desire to have some distance from 
the U.S. government 

how much distance is necessary or useful 

remarked that New Zealand is a relatively new country still 
defining itself in relation to the world. He pointed out 

that New Zealand and the United States collaborate closely in 
the sharing of intelligence and that they could build on that 
cooperation. The Charge warned that while such cooperation 
had grown rapidly 

imposed by the nuclear issue sooner or later. 


10. (C) Finally 

visit was to ascertain New Zealand\'s ability to obtain 
free-trade negotiations with the United States. The New 
Zealand government wants to know whether it is a serious 
prospect for a free-trade agreement and would not want 
McKinnon returning home without its status clarified. \"We 
can take a candid comment on that 


11. (C) New Zealand continues to believe what it was told by 
the Deputy Secretary when he was the U.S. Trade 
Representative: While the United States cannot commit to 
free-trade negotiations at this time 

ruled out. Murdoch said New Zealand is also mindful of the 
USTR\'s recent announcement on four other countries being 
priorities for free-trade deals and of the closing window 

before trade promotion authority expires. New Zealand simply 
wants to know if it will be onboard the next sailing. The 
Charge responded that it would be worthwhile to seek a clear 
answer 

close the door 

to the current uncertainty. He also urged New Zealand to 
consider whether some of its concerns might be better handled 
through bilateral investment discussions 

Zealand were not in the queue for free-trade talks. 


12. (C) Murdoch noted that his government needed to figure 
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out how it would publicly manage the relationship if New 
Zealand proceeded with dialogue with the United States 

without the prospect of an FTA. In the meantime 

suggested that McKinnon\'s discussions be conducted under 
media and diplomatic radar. His government will describe 
McKinnonvs visit as taking advantage of an opportune time to 
exchange views before the Pacific Islands Forum and the APEC 
summit. (Note: The Assistant Secretary and Prime Minister 
Clark are not scheduled to be at the Forum at the same time 
and are unlikely to be able to meet. The New Zealand 
government hopes the Secretary and PM Clark might meet during 
the APEC meetings. We did not encourage that hope. End 
note.) 


13. (C) Comment: John McKinnon is a smart 

pragmatic diplomat. His visit is an opportunity to provide 
New Zealand with a frank assessment of U.S. views on the 
bilateral relationship 

Zealand\'s nuclear policy and its chances for a free-trade 
agreement. The New Zealand government at times has had 
unrealistic expectations of the United States 

contributed to the strain on our relationship. McKinnon\'s 
visit presents a chance to quell those expectations and tell 
it like it is. 

Burnett 
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admitted having liked the opposition leaderVs stress on the 
importance of education 

would have advised Papandreou to push much harder now for 
educational reform; assuming he ever became PM 

would benefit tremendously from having tried to get change 
going now 

Karamanlis was learning now vis-a-vis pension reform 

was taking much longer than the PM had expected. 


3. (SBU) Kyriacopoulos was unimpressed regarding the state 
of economic policy. The government had just \"let the 2004 
deficit go\" in the hopes that it was easier to blame previous 
PM Simitis rather than make any fundamental changes. This 
year\'s deficit could reach almost as high as 2004 

the EC\'s reluctance to approve the use of debt securitization 
in either 2005 or 2006. Kyriacopoulos said he was in any 
case extremely sceptical that FinMin Alogoskoufis would be 
able to collect all the revenues upon which the 

securitization was based. The deficit problem was just a 
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symptom of a larger disease: "Тһе Greek government is not 
able to reform itself." Kyriacopoulos pointed to the problem 
of labor reform. FinMin AlogoskoufisY promise to keep wage 
growth in the public sector to 2.5% (which really meant 3.5% 
in view of the automatic increase in personal wages as 
employees moved up the career ladder) was just a small 
beginning. What about cutting the actual size of the public 
sector? Kyriacopoulos saw no movement on that front: 
\"There\'s the same number of ministries with the same number 
of workers." He savaged the GoG\'s plans to \"reinvent 
government" as full of hot air: What are they talking about? 
\"New Ethics" New R&D\" It\'s nothing." A true reinvention 
would result in a much leaner and more agile body of workers 
who actually worked. It would eliminate bureaucracy 

clear rules 


4. (SBU) The SEV Chief also savaged current GoG tax policy 
particularly with respect to tax audits. Noting that the 

budget contained an item \"Tax Collections from Previous 
Years 

Kyriacopoulos explained that the GoG pressured government tax 
collectors to make the \"quotas\" necessary to bring in this 
amount of revenue. This meant that almost any tax audit 
turned up discrepancies 

unpredictable nature. As a result 

no idea what their effective tax rate would be from one year 

to the next. This was particularly difficult for foreign 
companies potentially interested in investing in Greece to 
understand. Moreover 

vis-a-vis tax collection was exposing the black economy 
something the GoG had not focussed on adequately. 


5. (SBU) To provide examples of the need for urgent labor 
reform 

rights to appoint up to 8% of the work force of a 
private/private company employing more than 50 people. At 
least 4% of the work force should be handicapped 

had the right to decide who those 4% should be. The other 4% 
should be made up of children of large families and Greeks 
who had fought in the resistance. Once again 

the right to decide who these people were. As Kyriacopoulos 
admitted 

could do so added a large degree of unnecessary uncertainty 
to corporate planning. This was typical 

current state of how businesses operated in Greece. 


6. (SBU) Kyriacopoulos said SEV\'s image had actually 
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suffered under the New Democracy government. It had 
maintained good relations with the Simitis government 

had actually used some of the organization\'s ideas. Under 
the current government 

Kyriacopoulos maintained was in the pocket of PASOK) was 
claiming that economic policy is run out of Zenophontos 
street (SEV\'s address) 

implementing SEV policies.\" 


RIES 
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Delivering the main address 

the Court of Cassation 

amendments as representing a V'great possibility for 
significant progress\" towards democracy in the Republic of 
Armenia 

judges would be carrying out their civic duty 

political position. He noted that the amendments would mean 
an increased role for the Court of Cassation -- which will 
essentially become the highest court in the land -- and would 
deal with the problem of \"inaccessibility of constitutional 
justice 

Court has been virtually moribund 

before it 

flawed elections of 2003 

ignored. The Chairman of the Constitutional Court 
Harutyunyan 

event 


Arman Mkrtumyan 

Cases 

bring about a \"unified system of courts 

case law and reliance on precedent; the phrase is used to 
avoid antagonizing Soviet-mentality law professors at the 
Yerevan State University who have a deeply ingrained aversion 
to the concept. 


Mher Khachatryan 

Military Cases of the Court of Cassation 

historic day for the independence of judges. He cited an 
aphorism 

and | will tell you how independent are your judges.\" The 
Prosecutor General 

program as a speaker 

explained to us. 


Eduard Muradian 
amendment of article 92 of the Constitution as establishing 
the unity of the judiciary 
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the laws 

to the population. He noted that the amendments would play 
an important role in strengthening democracy and the rule of 
law. Note: one of the persistent criticisms of the courts in 
Armenia has been that cases can migrate from one branch of 
the judicial system to another 

hope is that with V'unity of the judiciary\" and introduction 

of rules of precedent -- case law -- this problem can be 
brought under control. End Note. 


Tigran Sahayan 

Military Cases 

have in future 

itself become a source of law. 


Ara Kubanyan of the First Instance Court of Erebuni and 
Nubarshen (Yerevan) stressed the responsiblity of court 
officials to carry out decisions of the courts 

examples in which this had not been done. He also spoke of 
the change of the term of parliamentary deputies 

article on impeachment 

Prosecutor General to two terms of office 

limitations placed on the president to convene the whole 
government except in certain limited cases involving foreign 
affairs and national security as improvements to the system. 


Anatoliy Matevosyan 

spoke of the problem of migration of cases through the 

system 

to eliminate this ill. He noted that the process of amending 

the Constitution had taken seven years 

the package 

Council of Europe. Matevosyan also spoke of V'improved checks 
and balances and separation of powers\" in the amended system 
focusing especially on the increased independence of the 
Justice Council 

of the Executive 

judges 


After a matter-of-fact presentation of the resolution in 

favor of the amendments presented by Hrachik Sargsyan of the 
Armavir First Instance Court and Chairman of the AJRA 
resolution was put to a voice vote and passed unanimously. 


4. (U) COMMENT: While the judges have now come out firmly in 
favor of the constitutional amendments 

that the three coalition parties have been squabbling over 

how to proceed in the \"vote yest\" campaign. They have 
apparently established a campaign headquarters 

yet unclear whether one individual will head the effort or 

whether there will be some kind of collective approach. END 
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COMMENT. 


Judges\' Code of Conduct 


5. (U) The Judges" Code of Conduct has been a goal of the 
ABA/CEELI program sponsored by USAID under the FREEDOM 
Support Act. Although praise for ABA/CEELI and other unnamed 
American experts was heard during the discussion 

effusive and did not detract from the discussion of the role 

of judges in Armenian society. Some representative 

quotations from the discussion: 


David Avetisyan 

Court of Cassation 

status of judges in a society depended on their standards of 
ethics 

adopted in 1999 

of Europe 

for the adoption of the new Code of Conduct 

three goals: to strengthen judicial independence 

the accountability of judges 

in the judiciary. This involved strict impartiality on the 
part of judges 

from cases if necessary 

without any hint of prejudice 

outside the courtroom 

court proceeding 


Suren Mnoyan 

recalled discussions with American experts and stressed the 
importance of judgesY complying with 

comply with 


Tigran Petrosyan 

Armavir 

and that judges should aspire to honor them and be tightly 
held to them. 


Karine Ghazaryan 
and Military Cases 
Armenia that included fair courts 


Khachatur Baghdasaryan 

of Avan and Nor Nork 

public needed to have confidence in the judiciary. He 
recalled that the work on the code of ethics had taken place 
over two years 


Hrachik Sargsyan presented the resolution approving the draft 
code. Two amendments were proposed and adopted before the 
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resolution 

Ombudsman) called for the resolution to be distributed not 
only to the professional legal community 

public. The second called on the Board of the Court Council 
to add a commentary to the Code of Conduct using practical 
examples. The resolution was adopted by voice vote 
apparently unanimously. 


6. (U) COMMENT: It was striking that the judges spoke openly 
and freely 

about the need to reduce the interference of the Executive in 
judicial issues. Looking at the broader context 

sources have commented to us in recent days that the new 
court appointments that were announced early this summer 
particular that of Hovhannes Manukyan to chair the Court of 
Cassation 

system. It was the Chamber of Criminal and Militagry Cases 
of the Court of Cassation that 

Vstruck down!" the Soviet-era provision for five daysV 
administrative detention in criminal cases 

establishing a form of habeas corpus in Armenia for the first 
time. Another judge in whom high hopes have been expressed 
is Eduard Muradyan 

(who 

studied in Ohio in the mid-1990s.) END COMMENT. 


EVANS 
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of America campaign during which FTU Minister Kursad Tuzmen 
hopes to strengthen trade relations with North and South 

America. 


2. (U) On the subject of the head of the Turkish TIFA 

delegation (currently FTU Deputy Undersecretary Ulker Guzel 

is slated to lead the GOT delegation) 

speak again with FTU Undersecretary Tuncer Kayalar about the 
issue and \"try to solve the problem\" so that Kayalar would 

lead the Turkish side. FTU Head of the Agreements Department 
Cigdem Kilickaya 

out that FTU Deputy Undersecretary Abdullah Koten led the GOT 
delegation at the 2002 TIFA meeting. 


3. (U) Comment: We will continue working with FTU to 
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encourage Kayalar\'s participation as the lead Turkish 

official. Post would also like to work with USTR and other 
Washington agencies to flesh out the concept of 
business-oriented events on the margins of the TIFA Council. 
End comment. 

MCELDOWNEY 
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Vsettlement permission V" soon 

function as a church. At the same time 

Adana\'s recently closed Catholic church 

Greek Orthodox community continues to feel isolated and 
pressured by official neglect and societal prejudice 

still hoping that officials in Ankara and the European 
Parliament can bring about a more positive outcome for their 
dilemma (reftel A). End Summary. 


2. (SBU) In a recent telephone conversation with the Consulate 
Diyarbakir Protestant Church Pastor Ahmet Guvener expressed 
gratitude for the Consulate\'s support during the churchVs court 
hearings regarding the churchVs zoning problems (reftel B). 
Guvener said the problems had been resolved and a license had 
been issued to the church that designated the building as \"a 
religious site facility.\" The license was signed by the 

Diyarbakir Municipality 

Preservation Committee and the Sur Municipality. Guvener said 
that he was confident that Sur Municipality will grant the 

church V'settlement permission" some time during the week of 
October 17 

function as a church. He added that 

of the Kurtulus Church in Ankara 

on founding an association dedicated to continuing the struggle 
for the church\'s right to carry on religious activities without 
facing any legal hindrance. 


3. (SBU) AMCON Adana spoke with staff of the Catholic ChurchVs 
Bishopric for the Anatolian region October 11 to determine the 
Bishops current intentions for the Adana Church now that he has 
stopped its operations. His staff reported that the Bishop was 

in Rome at a Synod 

the church \"would get the Turks attention." They said that they 
were frustrated by over 10 years of unsuccessfully raising 

zoning and encroachment issues with various local Turkish 
officials in Adana V'and now the dialogue is with the Ambassadors 
and Turks in Ankara.\" V'It is also now a matter for the European 
Parliament 

the small Catholic and Greek Orthodox community 

Church also serves 
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neglect and societal prejudice and hoped that the officials 

would respond to their requests for closing the neighboring 

noisy wedding hall and creating the open space around a place of 
worship called for in Turkish law. If so 

said the staff. 


4. (SBU) Comment: The Diyarbakir Protestant Church case is good 
news and represents progress on the religious freedom front 

we must also bear in mind the recent Adana Catholic Church 
closing. End Comment. 


REID 


42551 

trust what one reads in the press.\" The Minister explained 
that upon his arrival on Lebanese soil in late September 
taken the first opportunity to set the record straight on 
Lebanon\'s engagement with its friends in the international 
community. This was an important step in correcting the 
impressions and expectations of the Lebanese people. 
Salloukh said it was important to let people in Lebanon know 
that the measures discussed in New York were measures 
designed to help the Lebanese people 

party 

New York 

service of our country. V" 


3. (C) A/S Welch encouraged the Foreign Minister to view 
the United Nations as a partner in protecting LebanonVs 
sovereignty. All the measures undertaken by the UN Security 
Council speak of protecting and preserving Lebanese 
sovereignty. A/S Welch asked the Foreign Minister about the 
trip that he and the Prime Minister took to the UAE last 

week. Salloukh said that bilateral discussions centered on a 
review of Lebanese compliance with UN Security Council 
resolutions 

The Prime Minister also used the occasion to invite the UAE 
to participate in the proposed donor meeting to take place in 
Lebanon regarding international support for a Lebanese reform 
program. 


4. (C) A/S Welch described his recent visit to Saudi 

Arabia 

of LebanonVs independence. He added that Egypt was also 
ready to support Lebanon and would be act as a good friend. 
Turning to the larger regional context 

Foreign Minster that he had held meetings with Mahmoud Abbas 
and Ariel Sharon. Abbas had assured A/S Welch that the 
Palestinians in Lebanon would behave as guests of the GOL. 
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The Lebanese would be in charge of the security of refugee 
camps and no Palestinians would undertake any action that 
would undermine the security of Lebanon. Salloukh added that 
Abbas had spoken to Lebanese Prime Minister Siniora by phone 
saying essentially the same thing 

Palestinian weapons would be allowed outside of the Lebanese 
refugee camps. Abbas also promised that the weapons inside 
of the camps would be \"organized and placed under control." 
Ambassador Feltman noted that PM Siniora recently proposed 
Lebanese diplomat Khalil Maqaoui to lead a commission for the 
Lebanese-Palestinian dialogue. The Foreign Minister said he 
knew Maqaoui 

pleased to see him take the position. A/S Welch added 

Sharon in a meeting with A/S Welch on October 11 

that the GOI had no interest in interfering in Lebanon. 

Salloukh seconded this sentiment saying \"we too don\'t want 
any violation from either side of the border.\" 


Syrian-Lebanese relations \"active\" 


5. (C) When A/S Welch asked the Foreign Minister about the 
state of the Lebanese-Syrian relationship 

Salloukh answered ambiguously 

that Lebanon still respects Syria and deals with the Syrians 
with respect. \"They are our neighbor 

family as well as commercial connections with Syria. But 

they must deal with us with mutual respect. Salloukh said 
that Lebanon was in the process of reviewing its bilateral 
agreements with Syria. The Syrians maintain that many of the 
agreements are more beneficial to Lebanon than to Syria. 
This may be literally true when reviewing the texts. But the 
implementation of the agreements has been poor 

explained. Practically speaking 

there were no current problems between the two countries. 
Traffic was moving smoothly in both directions across the 
Lebanese-Syrian border. Salloukh stressed that Lebanon and 
Syrian had to discuss bilateral issues openly. \"We need to 
open more doors.\" But Syria would have to accept that 
Lebanon\'s decisions would be for Lebanon and \"made in 
Lebanon. Much 

report when it is released. \"Mehlis will clarify everything.\" 


The Mehlis report 


6. (C N/F) FM Salloukh began his discussion of the upcoming 
Mehlis report by acknowledging that Lebanon is paralyzed in 
anticipation of the report. \"Journalists come to me and ask 
what will be in the report? How will we react? How can | 
react to a report that has not been written?" Salloukh said 
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that he was concerned about two possible shocks to Lebanon 
emanating from the Mehlis report. One shock will come if the 
truth is revealed 

different kind of shock will result if the report is 

ambiguous. Suspicions and doubts would remain and the 
country might remain paralyzed by uncertainty. 


7. (C/NF) Salloukh also refuted newspaper articles that 
claimed he refused the PM\'s request that Salloukh draft a 
letter to the UNSYG requesting an extension of MehlisV 
mandate. The Foreign Minister insisted that he had not been 
asked to draft such a request 

refused the PM\'s request. But the Foreign Minister added 
that such a request should not be needed as the resolution 
mandating Mehlis commission allowed for an extension by the 
Secretary-General without further requests. A/S Welch 
explained that a request from Lebanon for MehlisY extension 
would be helpful to the United Nations. Salloukh said the 
Council of Ministers would discuss the issue of Mehlis\' 
extension in its next meeting scheduled for October 13. But 
he added 

not hesitate." The Foreign Minister went on to say that the 
GOL had no problem with UNSCR 1595 

commission. But he added that on 'UNSCR 1559 

on a mechanism 

after our meetings in New York and Washington. V 


8. (C) A/S Welch assured Salloukh that the USG was prepared 
to support Lebanon in its efforts to create a new future for 

its people. We are also anticipating the results of the 

Mehlis investigation 

the United States toward Lebanon would not change because of 
the report results. 


9. (U) This message has been cleared by A/S Welch. 


FELTMAN 
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about timing of statements 

the GOK should do something Thursday. Ambassador also noted 
the importance of the GOK reaching out privately to important 
leaders in Iraq. 


2. (C) Post will also engage the local media directly 
Thursday to make the key points on the compromise and the 
upcoming vote. 

LEBARON 
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on the Minister's desk 

the Minister might decide 

is running out for a procurement. 


3. (C) Kamal then turned to the issue of access to the 

polls by domestic monitors. A controversial subject during 

the September 7 presidential election 

guaranteed access by domestic monitors was left unresolved 
when the Presidential Election Commission (PEC) 

authority applied just to the presidential election 

only after the September 7 polls opened to allow domestic 
observers to enter the stations. (Comment: The PEC\'s 
better-late-than-never decision was an important symbolic 
development 

parliamentary elections. End comment.) According to Kamal 
immediately after meeting with the DCM he would be huddling 
With civil society leaders to develop a unified platform to 
present to the GOE. Kamal was hopeful that he could secure 
an arrangement whereby NCHR and civil society monitors would 
be provided badges in advance of the parliamentary elections 
that would ensure their access to ballot stations. 


4. (C) The DCM advised Kamal that the USG is willing 
requested 

initiative 

implementation would be even better. The preferred outcome 
said the DCM 

to the reform challenges they face. The USG prefers not to 
resort to public pressure 

public and the international community are expecting further 
expansion of political and civil rights in the days ahead 
especially with regard to the parliamentary elections. 
Without additional progress 

only increase. Kamal replied that he understood this 
dynamic 

GOE elements associated with the V'ancien regime 

that there is no turning back. In his view 

Mubarak \"gets it\" that political reform cannot be avoided 
thanks to the clamor of domestic supporters for reform as 
well as the international pressure for reform. Kamal cited 
the Secretary\'s June 26 speech in Cairo and the NDI 
assessment mission to the September 7 election as examples of 
useful international pressure. 


5. (C) Comment: It remains to be seen if the GOE will act 

on the NCHRVs advice to procure the transparent boxes in time 
for the November 9 ballott 

monitors to the polls 

an establishment figure of Kamal\'s background (a former 
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Information Minister 

office of Baker McKenzie 

responsibilities) is strenuously urging the GOE to do the 
right thing on the parliamentary elections. Kamal has 
helpfully reminded the GOE at very senior levels that free 
and fair voting 

element of political participation. End comment. 


RICCIARDONE 
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traditional scientific system (refs A-D) 

Villepin announced on October 5 the long-awaited Research 
and Innovation Bill (RIB). Advocating a new approach to 
funding and orienting research based on projects 

will be debated in Parliament before the end of 2005. It 
also encourages partnerships between public research 
agencies and universities within the framework of poles of 
competitiveness. Cooperation between the public and private 
sector will be enhanced through the development of the 
Vcampus de recherche\" (CDR 

System. Moreover 

Council for Science and Technology (HCST) to advise on 
research priorities. End summary. 


Painful (and Slow) Delivery. 


2. After 18 months of discussions and postponed decisions 
GOF released on October 5 the draft of the new Research and 
Innovation Bill (RIB) promised by President Chirac in early 
2004. The new legislation should be approved by the Council 
of Ministers in mid-November and discussed in Parliament 
before the end of 2005 for a final vote in early 2006. A 
number of measures and structures described in the Bill have 
already been rolled out 

(NRA 

Villepin as a Vreal pact for research" addresses two 
acknowledged weaknesses of FranceVs research system: 
insufficient technology transfer to the industrial sector 

and the opacity of a research system made up of many public 
research agencies 


Universities to gain under the proposed legislation 


3. According to a recently released study by the French GAO 
(Cour des Comptes) 

management tools in the higher education sector are V'far 
from being adapted to their role and responsibilities in the 
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research sector." University \"poles\" are too small to be 
visible at the international level and to attract the best 
teachers-researchers and students. According to a recent 
evaluation of universities internationally 

university ranks 46th and only four universities in France 

are ranked among the first one hundred worldwide. To these 
Vorganizational problems 

Vstructural solutions.\" 


Five objectives - and as many structures 


4. The new RIB claims five main objectives: 


-- Reinforcing France\'s strategic orientation capacities: Under 
the direct supervision of the President 

responsible for making recommendations on France\'s research 
priorities. After the establishment of the NRA in 2005 

arrival of this new structure confirms the leading role the 

state intends to play in V'steering research. V 


-- Implementation of a more universal 

transparent" evaluation system: A new National Evaluation 
Agency will replace existing and scattered evaluation 
committees and evaluate all public research operators 
including the NRA. 


-- Increasing the international competitiveness of research 
labs: Several measures have been taken to simplify the 
complex administration of public agencies. Cooperation 
between various public research actors will be favored by 

the creation of Research and Higher Education Poles (RHEP) 
and the development of V'more visible\" CDRs (see para 5). 


-- Restoring the prestige of scientific jobs/attracting junior 
researchers (ref E): besides the 3000 new permanent research 
positions to be created in 2006 

increase of PHD/postdoc research grants over the next two 
years. Incentives to encourage the industrial sector to hire 
young researchers will also be significantly increased. New 
grants 

percent increase of basic salary 

number of researchers every year for a five-year period to 
encourage individual initiatives. Mandatory teaching hours 
for young teachers-researchers at university level will be 
reduced to provide more time for research. 


-- Reinforcing public/private partnerships: State aid 
including new fiscal mechanisms 
fertilization between public an private research notably in 
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the framework of newly designated V'competitiveness 
clusters." (Note: Sixty-seven such clusters were selected 
in mid-2005 following a GOF\'s invitation to tender project 
proposals.) 


Poles and Centers 


5. The “Research and Higher Education PolesY (RHEP) аге 
designed to provide universities and public research 
establishments an opportunity to gather around common 
research themes at a regional level. “Campuses de (of) 
ResearchY (CDR\'s) will be granted status as foundations. 
Their goal is to facilitate the gathering of experts on a 
specific research theme. After the release of the 2006 
research budget (ref E) 

additional 300 million euros to speed up the launch of these 
two types of entities. Between five and ten CDRVs are 
reportedly in the pipes 

research) 

neurosciences). In certain cases 

to basic research - will be associated with competitiveness 
clusters. 


Funding: The Post-2007 Worrisome Variable 


6. The RIB confirms the GOF\'s commitment to increase the 
research budget by an additional one billion euros per annum 
during the period 2005-2007. If the bill is passed 

will also commit to increase the public effort in favor of 
research to 24 billion by 2010 (a 27 percent increase over 
2004). However 

after 2007 (the end of the current legislative term) will 

depend both on the then economic situation and priorities of 
the (post-2007) successor government and on the results of a 
progress report at the end of 2007. 


Cant Please Everyone. 


7. A number of researchers have found the RIB a \"huge 
disappointment 

commitment to research. There are also those who continue 
to fear the transformation of the main public research 
establishments such as the National Center for Scientific 
Research (CNRS) into agencies of means responsible for 
Vproviding funding 

power." Researchers\' unions demand the dissolution of the 
NRA 

public research agencies. Others acknowledge the positive - 
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jobs 

of young researchers - but also note that efforts to 
increase research grants (plus 16 percent over the next two 
years) and salaries remain insufficient to make scientific 
careers attractive compared with those in 

U.S. Some see the success of the new bill as a function of 
the ability of the various new structures - the HCSP 

ERA 

Industrial Innovation - to interact. It is unclear whether 
these new entities will replace 

current structures. Relative to the research sector 
universities appear more satisfied with the bill which will 
provide them with more autonomy to conduct research. 


8. Comment: The French have long realized they needed to take 
major steps to energize the traditional civil service- 

oriented research system. While the \"pact\" announced by de 
Villepin provides for significant changes 

revolutionary. For example 

enhances the role of the private sector in research 

not materially degrade the primacy of the public research 
establishment. Of note is the extent to which the U.S. 
scientific system has been held up in France as the model 

for change. The new National Research Agency (Agence 
Nationale de la Recherche) aspires to embody NSF 
characteristics. End Comment. 

STAPLETON 
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to supplement teachers salaries has played a role in this 
crisis. 


4. (C) Econ Counselor spoke to Budget Minister Francois 
Muamba on October 12. Muamba laid out the GDRC offer to the 
teachers and explained the genesis of the problem. He said 
that the teachersV salary issue was two-fold before July 

2003: low wages and sporadic 

with high levels of inflation 

parochial school teachers to earn a living. Informal 
\"motivation\" fees paid by parents probably equalled or 
surpassed the 5 

20 per month) that teachers were theoretically receiving from 
the government. The Minister explained that the so-called 
Mbudi Agreement 

and accepted by the new government that followed 

out a roadmap to address this problem. The agreement called 
for an eventual salary to the lowest paid civil servant of 

slightly over USD 200. According to the Minister 

contingent upon the ability of the GDRC to generate 

sufficient receipts at some unspecified future time to be 

able to support these new wage levels. 
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5. (C) Based upon the first step of the Mbudi Agreement 
teachers salaries were nearly doubled in July 2003 and then 
increased to their current levels in May of this year 

the 2005 budget actually went into effect. According to 
Muamba 

per month. He explained that the current GDRC offer 

upon savings from the first four months of 2005 

teachers were being underpaid 

results of the nationwide teacher census become available 
would allow the government to pay teachers between USD 50 and 
100 per month 

mid-2003. These new levels would begin before the end of 
October. Although the 2006 budget process has just begun 
said that these wage levels would be sustained for 2006 
might even be slightly higher if the third step of the Mbudi 
process was achieved. He noted that it might be a long time 
before the USD 200 per month figure is reached 

estimated that it would require an overall budget in the USD 
five or six billion range to support that level of wages. 

(Note: Minister Muamba stated that 

less than half the total of the estimated half a million 

civil servants in the DRC 

of their civil service counterparts 

Mbudi Agreement. End note.) 


6. (C) So far 

rejected the GDRC offer. Part of their discontent is over 

the government decision 

agreement 

\"motivation fees V' by parents. Minister Muamba acknowledged 
that 

will be making less than they did before when the parents" 
contributions were factored in. 


7. (C) Comment. The GDRC and the public/parochial school 
teachers appear to be still far apart on the issue of salary 
demands. The GDRC has been open about what it can do 

the budget constraints it faces. Teacher unions seem to have 
a misguided notion of what the Mbudi Agreement called for and 
when. Meanwhile 

university-level students are facing a lost school year. 

This is potentially an explosive situation in an already 

tense pre-electoral environment where elections spoilers are 
ready to capitalize on social discontent to derail the 

electoral process. The GDRC can only hope that cooler heads 
will prevail and that the teachers will agree that a 

sustainable four-fold increase over salary levels of just 

over two years ago is a big step in the right direction. End 
comment. 

MEECE 
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Quarterly Productivity Measures: Uses and Methods 
Organization for Economic Co-Operation. 


2. Embassy understands no further assistance is required. 


3. Visitors are reminded that bearers of diplomatic and 
official passports coming to Spain on official business need 
to obtain a Spanish visa prior to arrival to Spain. 


4. THREAT ASSESSMENT: 


In general 

other large cities in Spain --including resort/convention 

areas such as Benidorm-- attract a large number of criminals 
and pickpockets and frequent incidents of crime of 
opportunity against the unwary do occur. Carry only 

essential items including a photocopy of your passportVs 
photo page. Visitors can protect themselves against crime by 
being street-smart 

In the event you are victimized by crime 

security-related incident 

Regional Security Office at 91-587-2550 or after hours at 
91-587-2355. Official visitors to the Embassy in Madrid or 
the Consulate General in Barcelona are encouraged to receive 
a security briefing from the RSO office at their earliest 
convenience. Additional information regarding safety and 
security in Spain is available on the U.S. Department of 
StateVs website (www.embusa.es). 


Travelers are encouraged to review the most recent Worldwide 
Caution issued by the Department of State. As the Department 
of State continues to develop information on any potential 
security threats to Americans overseas 

threat information through its Consular Information Program 
documents 

http://travel/state.gov. In addition to information on the 
Internet 

calling the Department of State in Washington 

202-647-5225 from their touch-tone telephone 

information by automated telefax by dialing 202-647-3000 from 
their fax machine. 

AGUIRRE 
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project to be funded by Qatar. According to Mr. Qasem Radwan 
Counselor at the Palestine Embassy in Qatar 

project is construction of a complete V'sports city\" in 

Sakhnin in coordination with the Qatari National Olympic 
Committee (QNOC). The donation comes in response to a request 
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made four months ago by Dr. Ahmed El Taibi 

the Israeli Knesset 

Thani. Mr. Radwan states that El Taibi\'s appeal to the Emir 
came after Israeli Prime Minister Sharon\'s warning that the 
Bnei Sakhnin soccer team 

difficulty maintaining their status without their own home 
stadium. 

4. (C) Announcement of the donation came during Dr. El 
Taibi\'s current visit to Qatar. El Taibi was meeting with the 
Heir Apparent Sheikh Tamim bin Hamad AI Thani 

Chairman of the QNOC 

Taibi openly stated that he viewed this donation as more 
than a sports gesture toward more than one million Arabs 
suffering from discrimination inside Israel 

of Qatar 

the opposite. The GOQ\'s attempt їо \"de-politicize\" the 
bequest was apparent in that the announcement appeared in the 
sports section of all the local papers in Qatar as opposed to 
the front pages or domestic news sections. 

5. (C) Comment. Qatar\'s donation comes as no surprise to 
Palestinians and is viewed as another example of the GOQVs 
generous and continued support for Palestinians. This recent 
donation to Palestinians in Israel is also viewed as an 
attempt by Qatar to appear more balanced in its outreach and 
support of the Palestinians 

be seen by the international community as promoting peaceful 
coexistence in Israel. Bottom line 

strategic and political win all around for Qatar. For the 
Palestinians 

support for them and seals their appreciation for the GOQ. In 
Israel 

supportive of Israelis--Arabs and Jews--as both make up the 
players on the soccer team. End Comment. 

UNTERMEYER 
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Vdemonstrates that the Iraqis are moving forward to 
stability." The Minister opined that the fact that some Sunni 
leaders agreed to the compromise and others did not is just a 
tactic to gain leverage and should not deter the onward march 
of democratic forces. He agreed wholeheartedly that there is 
a need to encourage all parties to vote on October 15th and 
undertook to make a public statement along those lines. 


3. (C) The Minister's response was fully consistent with his 
October 3 remarks to the Arab regional press in which he 
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stated V'The Arab states are supporting the Iraqi government 

in everything leading to its stability 

Iraqis to work together in building a new Iraq based on 
democratic principles. In addition 

convening in Muscat of the Oman-lraq Joint Committee was the 
first such meeting since the fall of Saddam 

highest-level Iraqi visit to Oman since late 2003. The Iraqi 
delegation to those talks 

Secretary Atta Nabeel Ouni 


SIPDIS 
delegation led by Iraqi Chamber of Commerce President Aboud 
Mohammed al-Tufaili. 


BALTIMORE 
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take care of it myself\" 

so was impaired by the seizure of his tribe 

MNF-I. In an even tenser exchange 

Mosque demanded a loosening of security around his place of 
worship. (Comment: The Saddam mosque is the frequent site 
of insurgent activity. End Comment.) In response to the 
MNF-I commander\'s query about why local residents suddenly 
disappeared from the streets immediately before an attack 
that killed fellow Iraqi citizens (members of the ISF) 

imam protested 

only could\". The imam went оп to recommend the MNF-I conduct 
bihourly patrols of the area vice stringent checkpoint 
procedures. 


7. (C) Comment. Overall the city council appears off to a 
successful start. The body appears dominated by an 
academic/technocratic class 

traditional tribal sheikhs; two females 

meeting late were both teachers at local schools. (PolOff 
accompanied the two women back to the Civil Affairs badging 
office 

left the two council members 

PolOff and civilian translator exposed on the main street for 
ten minutes. The women concealed their trepidation with 
difficulty 

Anbari citizens. Nonetheless they stayed with Poloff and the 
certainty of a precarious return home.) Our efforts to 
convince Anbaris of their role and ultimate responsibility to 
suppress the insurgency are more than an uphill battle. The 
council members 

defiantly reject their de facto support for violence. 

According to the governor 

the public 
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the powerful forces terrorizing them. End Comment. 
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Regime.\" (See Part C) Several other stories make today\'s front 
pages 

earthquake 

Disorganized and Suffering. V Inside 

VWashington has allotted 41 billion dollars in aid to 

Pakistan 

Liberation briefly reports: V'Secretary Rice made a short stop 

in Islamabad to "personally express the feelings of support 

from the American peopleY to the Pakistani President. V 


The "oil for foodY scandal and the arrest of a former French 
diplomat is a major editorial story. For Le Monde \"France\'s 
Image Is Tarnished 

is a weapon of mass destruction." (See Part C) La Croix 
interviews former U.S. diplomat Peter Galbraith about the 
Iraqi Constitution: \"The country is already essentially 
divided. The question is whether it will be broken up by 
violence and chaos or by peaceful means. The primary objective 
is to minimize the risks of a civil war. The Constitution 
provides the framework for minimizing the potential for rift 
between the three emerging entities. Iraq should never have 
been a unitary state. Federalism offers the framework for a 
solution to the fact that Baghdad does not control Basra 

the while limiting IranVs influence. V 


Liberation carries an editorial commentary titled \"Bush 
Decrees the Need for Torture. (See part C) 


In Le Figaro an op-ed by columnist Alexandre Adler invites 
France to make military and strategic cooperation overtures to 
Great Britain in order to fold the UK into the Paris-Berlin 
tandem. (See Part C) Le Figaro carries a full page on European 
issues 

criticize Europe\'s lack of \"political wil in assigning 

budgets and means to EuropeVs defense: “Тһе alarm has been 
raised: if Europe continues along the same lines in matters of 
security 

the two NATO generals 

to protect its own interests 

terrorist threats.\" 


(C) SUPPORTING TEXT/BLOCK QUOTES: 
Iraq - "Oil For FoodY Scandal 


\"The Image of France\" 
Left-of-center Le Monde in its editorial (10/13): \"The "oil 
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for food\' scandal is seriously tarnishing FranceVs diplomacy. 
The more lenient will wonder about the dangers of France\'s pro- 
Arab policy and its blindness. The revelations of the 
investigation are smearing FranceVs diplomacy at the highest 
level. Washington was behind the original disclosures. This 

was part of its merciless battle with France 

brandished the banner of multilateralism and opposed President 
Bush\'s war plans for Iraq. This scandal also gave Washington 
an opportunity to broaden its campaign against the UN 
organization that has never been sufficiently effective in the 
eyes of the U.S. While all of this is true 

for corruption 

diplomats. V 


\"The Scandal of Corruption V" 

Dominique Quinio in Catholic La Croix (10/13): \"The "oil for 

food\' scandal is smearing the UN. 

diplomacy and greatly tarnishes its previous flamboyant anti- 
war stance. How can anyone believe in France\'s sincerity in 
the attitude it adopted about Iraq 

indeed established with a dictator and corruption is proven? 

This doubt benefits neither the UN 

peace. Corruption is a weapon of mass destruction. V" 


Syria - Questions on Suicide of Interior Minister 


VAn Affair of State\" 

Pierre Prier in right-of-center Le Figaro (10/13): 
\"Coincidentally 

when new pressure is mounting against the Syrian regime. Syria 
is the target of repeated admonitions from the U.S. to stop 
supporting Iraqi insurgents. Pushed against the wall 

Syrian regime may be tempted to save itself by eliminating the 
more cumbersome of its elements. The regime\'s opponents 
are prohibited from assembling in Damascus 

meetings in Paris and Washington. It is alleged that they are 

in close contact with the Assad family. There are also 
allegations that a close advisor of Bachar el-Assad has made 
contact with the U.S. and the Syrian arm of the Muslim 
Brotherhood exiled in London. The suspicious death of Kanaan 
is one more mystery to add to these cloak and dagger 
negotiations. \" 


GWOT - Rendition and Legislation on Torture 


\"Bush Decress the Need for Torture\" 

Jacques Amalric in left-of-center Liberation (10/13): 
VPresident Bush believes that what he calls a мал" against 
terrorism authorizes all sorts of practices 

of torture. The Senate vote is a slap in the face for the 
White House. President Bush . is ready to use his veto to 
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allow the use of torture outside the U.S. This is a first in 
contemporary history; all the while dictatorships 

the worst of them 


European Issues 


VParis - Berlin- London: A Mnage a Trois" 

Alexandre Adler in right-of-center Le Figaro (10/13): \"In the 
coming months 

European process. A thirty-three-member Europe would once and 
for all put to rest the original Europe 

competition with the U.S. 

fathers\' ambition. But a thirty-three-member Europe is too 
much. A central core needs to be erected in Brussels. This is 
where France can play a major role: this new architecture 
cannot leave any of the major parties on the outside. If 

France were able to offer Great Britain a privileged military 

and strategic partnership 

issues ranging from the nuclear to the Middle East 

only then would London be in a position to see the re- 
enforcement of the Franco-German tandem as something other 
than the death of its own ambitions. In other words 

Paris 

generous arrangement with the still ill-defined ambitions of 
Great Britain 

itself." STAPLETON 
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Securities and Exchange Commission (SEC) staff members have 
been in direct contact with CNIL to find a solution. 


3. (SBU) A number of representatives of US-listed firms have 
contacted us to discuss the conundrum 

designing a solution 

without risking CNIL sanctions (which include both civil and 
criminal penalties). Issues identified include the extent 

of CNIL jurisdiction 

good faith requirements 

issues in small offices or worksites 

including union views. Companies represented in such 
discussions have included Coca-Cola 

Company 

firmsV local attorneys. 


4. (SBU) We met with Christophe Pallez 

General 

European Affairs at CNIL 

firmsY concerns 

corporate governance principles 

solutions to the firmsV hesitation on presenting proposals. 
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Pallez said the CNIL has received many inquiries about its 
decisions 

to determine the parameters of a possible compromise. CNIL 
has been preparing a draft document with guiding principles 
which it will finish in the next few days. It will then 

consult with interested parties 

the draft 

Commissioners for their approval in a few weeks. The 
substance of the proposal is to carve out whistleblowing 
Systems for strictly accounting and auditing matters 

leaving other issues to be governed by current French law 
(which prevents anonymous accusations and transmission of 
data containing such accusations). Pallez promised to 
provide us the draft as well. He mentioned CNILVs 
participation in European Commission Article 29 Working 
Group 

harmonize 25 possibly different approaches to the data 
privacy issues presented by ethical hotlines. Girot stated 
she is preparing a working paper for presentation to the 
next meeting in November. 


5. (SBU) COMMENT: Once we get a copy of the CNIL draft 
will share it with the representatives of the firms who have 
contacted us 

practicable. If that is the case 

impact of the French effort to block SOX throughout the EU. 
STAPLETON# 
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PROGRESSING WELL 


REF: A) ADANA 110 B) REID/GODFREY SEP. 16 E-MAIL 


1.(SBU) Summary: AMCON ADANA conoffs and RSO Ankara visited the 
Armenian Akdamar Island monastery heritage site on 9/28 

restoration work well underway. The work site seemed 

well-organized and the project manager conducted a tour of the 

closed work site. Initial site structural work largely was 

completed and there was ongoing preservation work on the 

monastery\'s interior frescoes. The site manager said that his 

team included Armenian art history and architectural consultants 

with whom his team was in regular contact. End Summary. 


2. (SBU) In a 9/28 visit to the Akdamar Island monastery 

heritage site on the southern coast of Lake Van 

conoffs and RSO Ankara encountered a reassuring level of careful 
engineering professionalism and deliberate ongoing art history 
preservation work. The Ankara-based Kartal Kaya-Ebru 
engineering firm is leading the site team and its manager warmly 
welcomed our visit. The manager 

Mostar Bridge restoration project 
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normally closed work site 

company was expending additional effort to observe the heritage 
value of the site. 


3.(SBU) Noting that the team had worked earlier in the summer 
to restore the roofs of several otherwise open watersheds in the 
main annex and an adjacent chapel 

interior preservation and structural work. He noted that the 
company had located the original quarry for stone for the roofs 
and had used an architectural mortar imported from France (Note: 
one assistant later said that it had come from Italy. End 

Note.) to best replicate a more modern bonding material more 
closely connected to the original mortar bond\'s composition. 


4.(SBU) AMCON Adana conoffs observed that the earlier roof had 
been stone with additional soil-covering and the site manager 
concurred that that was how the leaking roof was built when the 
team arrived (ref. A). He said 

Armenian consultants did not know how to reproduce this type of 
roof with available materials so that it would shed water. That 

is why the stone roof had been used to restore the buildings 
watertight integrity. 


5.(SBU) He also showed where polymer were being injected into 
exposed decaying interior and exterior stone joints 

supporting overlaid plaster 

images 

Furthermore he said that those same materials had been used to 
restore most of the floor to level 

level. He pointed out where 

had located and left open for further archeological examination 

a possible baptismal font or shallow well. He also showed where 
a capstone found in the floor rubble had been reinserted in a 
corresponding nearby wall area to restore watertight integrity 

and a seal for a likely wall crypt and said it 

marked for further archeological examination. 


6.(SBU) A four-person team was working to preserve the 
remaining 

the conical dome of the main chapel structure. The lower the 

level of the frescoes the more work was being done to remove 
many hundreds of years of incense and wax residue to show the 
original fresco pigments. Higher up the team showed us that 
much less damage had taken place than below during past eras of 
Armenian art disfiguration in eastern Turkey. The team leader 
said that no chemical washes were being used on the frescoes and 
they were all being laboriously hand cleaned. They anticipated 
that their four-person team would be augmented by more experts 
as weather improved in Spring 2006. 


7.(SBU) Looking ahead the team said that it was awaiting the 
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following decisions: 1) whether to extend the timeline for the 
monastery site restoration (Note: the manager said that the 
original timeline plainly was too short and ongoing work was not 
going to be rushed. End Note.) ; 2) whether to seal the site 

with new windows 

located 

and 3) whether to also start work on preservation of an adjacent 
150-200 year old monastery refectory and lodging outbuilding . 


8.(SBU) The site manager said that several German 

Armenian \"professors and art historians V" had visited the site 
over the past several months Y and given us great reviews" 

(ref. B). The team filmed the AMCON Adana visit 

PO noting the confidence-building nature of the ongoing work and 
his encouraging the team to remain mindful of the siteVs 

heritage value. 
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preclude anything." 


2. (C) In а follow-up discussion 

International Security Director Plamen Bonchev confirmed that 
the Council of Ministers met 

demarche took no decision on Iraq. Bonchev indicated 
willingness on the part of the GOB to continue discussions on 
Bulgaria\'s follow-on mission prior to the Presidents\' meeting 
on October 17 if the U.S. side believes that would be useful. 
He assured us that Bulgaria will have a presence in lraq 
after December 31 

part in the MEK mission at Camp Ashraf. However 
parameters for the final decision -- security of the troops 
smaller number of forces 

policy considerations -- argue for a training mission 
according to Bonchev. He suggested that Ambassador 
Poptodorova would be the most appropriate interlocutor for 
any discussions between now and the PresidentsY meeting 
that the two sides should decide in advance how the two 
Presidents will publicly characterize Bulgaria\'s continuing 
role in Iraq. 

BEYRLE 
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Ayed SamarraiVe told PolCouns that Hashimi was under 
tremendous pressure within the IIP since the party was 
completely changing its position on the constitution. 
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PolCouns called on Hashimi October 13 to offer 
assistance on security-related issues. Hashimi showed 
PolCouns an angry communication from the IIP office in 
Basrah complaining that the party's supporters could 
not understand the sudden change on the constitution. 
Hashimi and SamarraiVe said they would try to get more 
air time on satellite TV to explain the IIP\'s 

position. (COMMENT: It was a significant achievement 
to have the IIP representative present. Al-Hashimi 
himself privately told us that he felt unable to go 

due to continued discontent within his party over the 
IIP\'s public endorsement of the constitution deal. 

While the Basrah office was unhappy 

office appears to welcome the IIP change in position - 
see ref.) 


6. (C) The internal debate about the constitution is 
causing serious internal divisions within the Sunni 
groups. Local news reports say that the Sunni Waqf 
has announced its support of the draft constitution 

as Waqf leader Shaykh Ahmed Abdelghafur Samarrai\'e had 
promised PolCouns October 12. Hashimi said on October 
13 he would follow up PolCouns\' suggestion that 
instructions for the Friday sermons be issued from the 
Waaf. Meanwhile 

October 12 afternoon that as the Council thrashed out 
its position for or against the draft constitution 

fistfights broke out. Dialog Council member Shaykh 
Abdelnasir al-Janabi complained bitterly to PolCouns 
October 12 that they had not been consulted during the 
latest negotiations. PolCouns rejoined that Janabi 
could have been in contact with the IIP or other 
negotiators; the Council needed to work with Iraqis 

and not depend on the U.S. Embassy. By contrast 
Dialog Council member Mahmud Mashadani has been 
supportive of the draft constitution in western press 
statements. (He said he would not speak to the Arab 
media 


Insurgency Reaction 


6. (C) Sunni leader support for the Constitution is 
not without its consequences. Hours after the TNA 
session announcing the breakthrough 

reports that IIP leader HashimiVs office in Falluja 
was bombed. The Victorious Army insurgent group 
released an internet statement calling for war on the 
IIP for approving the \"infidel\" constitution. It 
singled out IIP leaders Hashimi and Mushin Abd\' al- 
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Hamid for death. Hashimi on October 13 showed us a 
threatening letter from the \"Mansur Sect Army" 
promising \"war\" on the Islamic Party. (He said the 
Mansur Sect Army is concentrated in the Jihad district 
of Baghdad.) The Najaf office of former PM Ayad 
Allawi was also reportedly bombed overnight. Speaker 
Hasani 

provide PSD support for his travel around Baghdad. 
Khalilzad 
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Morales as the best of those on the left as he at least was 
willing to sit down and talk - something which could not be 
said of Morales\' more radical compatriots. Given the 
instability in Bolivia 

Dilma Rousseff (formerly Energy Minister) had traveled to 
Washington in mid-September to meet with Moreno to seek his 
support for the proposed South American gas ring. This 
project envisions the construction of gas pipelines linking 
Peru 

Rousseff wanted to move quickly on the gas ring to help 
mitigate Brazil's dependence on Bolivian gas exports. 
Miranda said that studies done by the GOB\'s energy 
parastatal (Petrobras) indicated that gas from the Brazil\'s 
plentiful Campos Basin would not be on line until 2007 or 
2008 - leaving the country vulnerable in the short-run. 


DANILOVICH 
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the ASEAN members would 
issue. 


3. (C) Damrong said that that Burmese Deputy FM OO Kyaw Thu 
had just met with the Thai MFA Permsec 

been discussed. According to Damrong 

that it would succeed in blocking the UNSC proposal; it 

claimed it already had the support of China 

and Philippines. Burma expected the US to win the support of 
only perhaps 7 SC members. Damrong claimed that the Thai side 
had urged Burma to do more to address international concerns 
and warned them that \"this issue will not just go away.\" 


4. (C) Damrong recounted the familiar reasons why Thailand 
cannot take a more aggressive stand against Burma 

that Thailand had to have cooperation with Burma on border 
security and counternarcotics efforts. Public criticism by 
Thailand would lead to a vindictive Burmese response 
including perhaps \"incidents\" at the border. Damrong pointed 
out that 

criticize Burma 
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doing so. The Thai press was free to publish criticisms of 
its neighbor 

Thai soil. Those who were critical of ThailandVs position 
should bear this in mind. 


5. (C) Thailand and Burma were also discussing the upcoming 
exchange of visits. Prime Minister Thaksin wanted to visit 

in January/February 

visit in Bangkok early in the year as well. Damrong said 

that the Thai side was waiting to see the results of an SPDC 
reshuffle that they expected shortly. 


6 (C) Comment: We believe that the Thai are leaning on the 
Burmese privately 

price that ASEAN is paying on Burma\'s behalf. The MFA is 
clearly uncomfortable and tired of being seen as Burma\'s 
defender 

openly disrupt ASEAN solidarity. end comment. 

BOYCE 
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exchanges during prayer sessions 

numerous mosque pulpits. Clerics fear the current draft 
equals Iraq 

changes. (NOTE: It is unclear what effect the IIP 

decision to support the draft will have on Fallujah voters 
although initial indications are that it will move a 

proportion of them to vote in favor of the draft. END NOTE.) 
Few constitutions have been distributed in the city; a 
majority of residents will not have read the draft by 
referendum day. Fallujah\'s near universal mobilization 
active over several months 

Sunni-Arab voting bloc in Al Anbar province. The Independent 
Electoral Commission for Iraqi (IECI) has agreed to allow 
area tribes 

security at the city 

International media (Coalition Force-assisted) are scheduled 
to be in the city for the referendum; their presence should 
help capture strategic images of high turnout in a city more 
known for its notoriety than any democratic impulse. Zarqawi 
propaganda discouraging political participation has proven to 
be largely ineffective in Iraq 

terrorist headquarters. This ironic and telling AMZ failure 
should be exploited in the days following the October 15 
vote. END SUMMARY. 


A MOBILIZED CITY 
2. (C) Fallujah leaders began to mobilize in spring 2005 


organizing grass-roots meetings among key city groups. In 
early June 
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met at a nearby cement factory. A summary document issued at 
the time contained standard Sunni-Arab complaints (detainee 
release 

residents to participate in the national political process. 

In mid-July 

Fallujans to register for the upcoming referendum and 
election. Tens of thousands did. Key city groups and 
ordinary residents have since offered consistent points to 
Fallujah Poloff and Marine officers echoing that the city 

will participate in the upcoming referendum and December 
election. They include imams and tribal sheikhs. 


IMAMS: The city 

fatwas) told Poloff and Marine FAO October 4 that \"the city 
is completely ready for the referendum 

important question is whether appropriate changes will be 
made to the constitution. If there are not 

it. We would like to vote for it 

form.\" Another senior imam 

September 28 that he had delivered five Friday sermons urging 
participation 

Sheikh Ahmed noted that the city 

yet decided on a joint position. He 

\"no\" because of \"dangers\" in certain paragraphs 

which would lead to &a splitting of the country . . . you 

will have many different parties with no centralized 
control.\" 


TRIBAL SHEIKHS: The head of Fallujah 

Sheikh Thamer 

had been informed about polling locations. He stressed that 
tribal leaders would not tell tribal members how to vote 
declaring \"Of course not. A man is free to vote. It 
decision. We are not going to tell anyone how to vote.\" 
Other tribal heads have questioned ongoing U.S. military 
operations in the Euphrates River Valley 

are intentionally designed to suppress Sunni-Arab turnout. 


IECI EXCEPTION: FALLUJAH\'S DIFFERENT 


3. (C) IECI Chairman Izadin visited Fallujah October 6 
(reported septel) and informed leaders that the commission 
had agreed to allow Fallujah-area tribes to help protect 

polling sites. City police would be co-located for inner 

core security 

Brigades) would provide outer security 

quick-reaction force teams. This approach would help reduce 
possible friction between the largely Shia dominated ISF and 
the city\'s dominant Sunni-Arab population. Fallujah imams 
had also agreed to help provide IECI workers. (NOTE: Poloff 
and Marine FAO will meet with local IECI hires Wednesday 
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October 12 


INTIMIDATION? 


4. (C) Fallujah leaders have largely discounted 
pre-referendum threats by extremists and insurgents. The 
city\'s broad mobilization 

tribal heads 

have appeared on city streets urging residents not to 
participate in the referendum 

Residents do not appear swayed by AMZ warnings and have 
instead decided to heed calls by their religious and tribal 
leaders. Fallujans continue 

concern about ISF in the city 

referendum day. The presence of Iraqi police in the inner 
cordon should alleviate most Fallujans 

possible harassment or intimidation by the Shia-dominated 
Iraqi Army and POB units. (NOTE: In the January 30 
election 

recent days 

Vit 


STRATEGIC MEDIA MOMENT 


5. (C) A delegation of media representatives are scheduled to 
visit Fallujah referendum day 

MNC-I and U.S. Marines. This group 

based at the downtown Fallujah Civil-Military Operations 
Center October 14-16. Their presence should help ensure that 
strategic images of the anticipated tens of thousands of 
voters are captured October 15. One Fallujah resident 
Lawyer Muslih 

you don 

turnout in the city should help counter extremist propaganda 
including from Zarqawi himself )- Fallujah 

ex-resident. COMMENT 


6. (C) COMMENT: Fallujah leaders have echoed each other for 
many weeks: the city will turnout in large numbers 
referendum day. Residents are mobilized to an extent not 
seen in other Anbar cities. The large presence of U.S. 
Marines and a local tribal security plan 

police 

will be safe. So far 

residents point toward &no8 vote 

further changes not be made to the draft constitution. The 
ΙΡ 

the city toward a positive vote and could signal an important 
shift in perceptions on the ground. One Fallujan 

Farouk 

would take note of the announcement 
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listened to the IIP. Notably 

begun to look toward the follow-on December election 

that their mobilization efforts -- and momentum as a sizable 
Sunni-Arab voting bloc -- will be carried forward 

of the referendum outcome. This is positive and reflects 
pragmatic thinking. Media images from the strategic city on 
referendum day will show Fallujah advancing politically 
albeit amid still sizable reconstruction and security 
challenges. High turnout October 15 will be a testament to 
qualified progress on a key front. END COMMENT. 
Khalilzad 
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military and government officials\" involved in drug 
trafficking. The minister urged DEA and the DLO to share 
information linking government officials to drug trafficking. 


7. (SBU) Comment: This is the first instance of 

collaboration on an ICD with our British counterpart in West 
Africa in recent memory 

the way to more such operations. While we do not know much 
about Colonel Laoukpessi 

the Togolese in this matter. Laoukpessi appeared to be 
committed to international collaboration on counter narcotics 
and we plan to take him up on his promise to cooperate on 
future operations. End comment. 

BROWNE 
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summary. 


2. (C) Egyptian Foreign Minister Ahmed Aboul Gheit solicited 
U.S. views on the next steps forward in Israel-Palestine in 

the post-Gaza withdrawal period. A/S Welch told the Foreign 
Minister that he believed the upcoming summit between Prime 
Minister Sharon and President Abu Mazen was an important 
signal that a political process between the two parties would 
continue to move forward. The U.S. hopes that both sides 

will be able address each other with confidence and dignity 

he added. A/S Welch noted the concurrent presence in Cairo 
of Special Envoy Wolfensohn 

overseeing U.S. assistance to promote stability and good 
governance in the Gaza strip (whom Aboul Gheit had received 
earlier on October 9 - septel). 


3. (C) Aboul Gheit expressed Egyptian annoyance with a 
reported recent statement by the IDFVs Director of Military 
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Intelligence 

of IsraelVs withdrawal to step up smuggling of weapons from 
Egypt in Gaza. Aboul Gheit told A/S Welch that Egypt had 
sought from the GOI clarification of the statement and had 
been told that the official had referred to alleged smuggling 
that had taken place in the initial period after the 
withdrawal rather than after GOE security forces had 
established order along the border. The MFA had since 
circulated IsraelVs \"clarification\" to the Egyptian media 
the Foreign Minister stated. 


4. (C) A/S Welch opined that 

in a positive direction 

told him earlier this morning (septel) that Israeli Defense 
Minister Mofaz would soon visit Cairo. The Israeli MOD had 
firm control of the Gaza withdrawal operation and had 
operated effectively 

would continue to play a constructive role in the political 
process that lay ahead. Two areas in which the USG hopes to 
See progress soon are in withdrawals from Palestinian towns 
and in easing the burden on Palestinians transiting IDF 
checkpoints. Progress on each issue will strengthen Abu 
Mazenvs hand he asserted 

President continues to enjoy significant public support. For 
the Israelis 

acts of Palestinian violence and terror can be preempted 
many things will be possible. 


5. (C) A/S Welch told Aboul Gheit that Syria was acting in a 
manner that endangered progress on the Israeli-Palestinian 
track 

destabilize Lebanon and further enflame the situation in 
Iraq. President Asad\'s very public feting of leaders of 
Palestinian extremist groups in early September was not an 
isolated event 

evidence of Syrian facilitation of new weapons transfers into 
the hands of Palestinian extremists in Lebanon 

by the Islamic Jihad organization 

new acts of terror against Israel. Aboul Gheit initially 
demurred in the discussion 

what President Mubarak had told A/S Welch earlier that 
morning (septel). 


6. (C) However 

of Syria later in the meeting 

U.S. 

center of trouble\" in an already volatile region. A/S Welch 
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told his host that he expected the Syrian case would become 
V more complicated" in the near future 

mid-October release of the Mehlis report 

implicate Syria in the assassination of Rafig al-Hariri. A/S 
Welch foresaw Security Council discussion 

Security Council action 


7. (C) Aboul Gheit affirmed that Egypt was engaged in a high 
level dialogue with Syria aimed at improving the SARGVs 
positions on key issues. The U.S. should also open a frank 
dialogue with Syria 

report may present a new opportunity to influence Syrian 
actions 

Minister that U.S. dialogue with Syria had been tried and 
failed. In Washington\'s view 

SyriaVs destabilizing actions in the region was more risky 
than confronting Damascus. Drawing the Foreign Minister Vs 
attention to President BushVs latest remarks on Syria 

Welch cautioned that and the White House remained very 
skeptical of SyriaVs intentions and that all options remained 
open to the President. 


Iraq 


8. (C) A/S Welch described the coming 3-4 month period as a 
particularly delicate one for Iraq and welcomed recent moves 
to step up Arab diplomatic engagement there. Arab states can 
play an important and constructive role in creating a 

\"center\" in Iraq 

for cooperation and stability 

encouraged by the recent Arab League announcement that it 
would send a mission to Baghdad 


9. (C) Aboul Gheit said V'something must be done to preserve 
Iraqi national unity.\" The Arab League proposal to hold an 
international conference in Cairo aimed at promoting an Iraqi 
national reconciliation process was fully supported by Egypt. 
However 

and thorough preparations 

League envoy Ben Heli 

Baghdad 

bring the Arab League into their camp 

Foreign Minister. Though Arab League SYG Amr Moussa had 
initially announced he would visit Baghdad by October 15 

had subsequently rethought the idea and dispatched Ben Heli 
on a preparatory mission. Aboul Gheit expected that Moussa 
would himself visit Baghdad 

holy month of Ramadan (which concludes on November 3). 
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10. (C) On the overall Arab approach 

Welch he saw three core issues that needed to be addressed 
simultaneously: resolving inter-communal conflicts 
establishing a sustainable political process 

the issue of foreign military occupation. The importance of 
the later issue should not be underestimated 

asserted 

the legitimacy and legality of the foreign military presence. 
The Foreign Minister envisioned that progress on this issue 
might be realized by proposing a tentative timetable for the 
withdrawal of foreign forces 

conditioned on the concurrent development of Iraq security 
force capabilities. 


11. (C) Diplomatic efforts notwithstanding 

he was gloomy about the near-term prospects in Iraq. He 
expected the upcoming constitutional referendum would \"do 
nothing to reduce the violence.\" A/S Welch agreed that 
fighting would continue 

forces \"would be stepping it up in some places.\" \"Be careful 
about that 

images of U.S. military operations in western Iraq were 
enflaming the emotions of Arabs across the region 

citing a particular clip that had aired recently on 

Al-Jazeera TV 

a beleaguered mother carrying her baby. \"This footage alone 
will lead a thousand Arab youths to volunteer for Iraq (as 
insurgents) 


12. (C) The Foreign Minister also told A/S Welch that the 
U.S. should be cautious in its use of terms like \"Islamic 
terrorism 

can understand when you refer to Islamist terrorism 

stated 

something different...We never heard of VCatholic terrorismV 
in lreland.\" 


13. (C) A/S Welch raised with the Foreign Minister U.S. 
concerns about the incitement continuously broadcast on 
Al-Manar 

Nilesat. Aboul Gheit 

with Ambassador Ricciardone on October 5 (reftel) 

A/S Welch \"I\'m working on it.\" 
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14. (C) For his part 

draft U.S. legislation linking assistance to Egypt to 

progress on erecting an FM transmitter in Cairo to carry the 
signal for the U.S.-funded station Radio Sawa. V'We object to 
this kind of arm twisting 

will complicate a solution." 
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direct air services 

Borishade 

however 

government support. However 

Bellview was not the airline chosen to begin direct flights 
between the U.S. and Nigeria 

so veiled allusion to Virgin Nigeria which does have 
significant Government of Nigeria support. 


5. (C) Comment. Discussions between World Airways and 
Bellview have just begun. Odukoya admits it is too early to 
predict whether a World Airways-Bellview partnership would 
happen. World Airways has an ambivalent history in Nigeria 
and that could make the attempt to resuscitate its service a 
difficult one. Odukoya was confident 

air services between the U.S. and Nigeria would occur in the 
relatively near future. Other aviation experts have also 
indicated the new Aviation Minister appeared focused on 
making direct air services between the U.S. and Nigeria a 
priority. End Comment. 
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military and government officials" involved in drug 
trafficking. The minister urged DEA and the DLO to share 
information linking government officials to drug trafficking. 


7. (SBU) Comment: This is the first instance of 

collaboration on an ICD with our British counterpart in West 
Africa in recent memory 

the way to more such operations. While we do not know much 
about Colonel Laoukpessi 

the Togolese in this matter. Laoukpessi appeared to be 
committed to international collaboration on counter narcotics 
and we plan to take him up on his promise to cooperate on 
future operations. End comment. 
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concerning the 189-Member World Heritage Convention of 
1973 

Heritage List. Israel also was elected to one of the 
12 vacant seats on the first round. End summary. 


2. The World Heritage List now comprises 812 sites 
including the Statute of Liberty 

Mont St. Michel in France 

Bosnia and Herzegovina and the Bamiyan 

site of the destroyed giant Buddas. (The web site 
(http://whc.unesco.org/) allows easy access to country 
and site information.) Inscription of a site on 
UNESCO\'s prestigious World Heritage List often brings 
out strong national feelings and is often seen as a 

sure way to enhance tourist revenues. 


3. There are no plans to seek US additions to our 20 
World Heritage sites. This was a strong point for the 
USG candidacy 

countries run for the Committee with an eye towards 
advocating on the Committee for the inscription of 
additional sites in their country on the World Heritage 
List. 


4. Mauritius was elected in a preliminary round 

is reserved for candidates with no sites on the World 
Heritage List. In addition to the US and Israel 
Canada 

Tunisia were elected. Cuba 

elected in a second round 

new members on the Committee. 


5. The 21 nations who now sit on the Committee are: 


Benin 

Kenya 
Madagascar 
Zealand 

States of America. 


6. The elections took place in Paris at the biennial 
meeting of the General Assembly of the Convention 
which the 189 members who are signatories to the 
convention are invited. (Note. By tradition 
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elections are held during the biennial UNESCO General 
Conference. End note.) 


Oliver 


42592 

GOCR did not have strong views in terms of the articles of 
concern to the U.S. 

decision. That said 

stance is dictated by the common EU position on the 
Convention. He recommended that this is the sort of issue 

that is better discussed as part of a transatlantic dialogue. 

He encouraged USG use of the EU Troika channel to work out a 
US-EU compromise on the timing and content of the convention. 
(Povejsil added that he found the Troika channel to be very 
imperfect 

EU members 

EU to use existing channels to add substance to the 
transatlantic dialogue.) 

CABANISS 
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introduction and four sections (including photos) entitled 
VManifestations 

Hughes.\" The stated purpose of this piece was to \"review the 
reasons and manifestations of enmity to Washington that is 
spreading among Arab and Islamic peoples." 


3. (C) Ambassador raised the objectionable website content 
during a 10/13 meeting with Abdulla Al-Jaber 

of the European and Americas Department of the Ministry of 
Foreign Affairs. The Ambassador stressed that this was the 
sort of irresponsible reporting that produced problems and 
tensions in relations between Qatar and the United States. 
The Ambassador also made reference to the most recent DIA 
analysis of Al-Jazeera broadcasts 

of objectionable content had increased after several months 
of relative improvement. 


4. (C) PAO met separately 10/13 with Abdulaziz Al Mahmoud 
chief editor of Al Jazeera website. Drawing on Ref A points 
PAO objected to the slide show\'s depiction of the 9/11 
attacks as a \"manifestation\" of \"enmity\" in the Arab world 
toward US policies 

cowardly acts carried out by a handful of terrorists with no 
regard for human life. PAO also rejected the slide show\'s 
assertion that USG sanctions had caused \"the starvation of 
thousands of Arabs and Muslims 

largest donor of emergency food supplies in the world. PAO 
also took issue with and contradicted the slide show\'s 
assertion of \"US. control of the Arabs\' wealth and oil\" and 
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noted that the section entitled \"Tools\" (referring to the 

public diplomacy tools that the US has used in the Arab 
world) gave a narrow 

including omission of any mention of the US role in 

liberating Muslims in Bosnia 

Iraq 

South Asia 

the Palestinian people. PAO noted that the slide show 
appeared to have been removed from the website and requested 
confirmation of the fact. PAO also encouraged Al Mahmoud to 
draw on the many information resources available to him and 
his staff via the Public Affairs Section 

folder with fact sheets and links relating to USG assistance 

in the region 

exchange programs. 


5. (C) Al Mahmoud had clearly been expecting PAO to raise the 
website material and was ready with his response. He said the 
slide show had not been removed 

normal with front page material) into the archives (Note: It 

has now apparently been completely removed. End note). He 
concurred with the points PAO raised and noted that the 
website material had been brought to his attention by the 
managing editor. He had reviewed the slide show and requested 
changes be made. Most notably 

the picture of the starving African child be removed and that 
the mention of \"US. control of Arab wealth and oil" be 
amended. \"A mistake was made 

said. He urged PAO to look again at the slide show to verify 

if the changes made the slide show less objectionable. 


6. (C) PAO subsequently attempted to retrieve the archived 
slide show from the website without success and 

hours after the meeting 

slide show had in fact been completely removed from the 
website on orders from Al Jazeera\'s managing director 
Khanfar. (Note: Post surmises that Wadah had in turn been 
influenced by the Ambassador\'s MFA meeting earlier in the 
day. End Note). 


The Website Director 


7. (C) Abdelaziz Al Mahmoud is U.S.-educated 

graduated with a degree in Mechanical Engineering from New 
York StateVs Clarkson University. He also served in the Royal 
Air Force and participated in numerous training sessions both 

in the US and the UK. He gave several humorous descriptions 
of life at Al Jazeera 

weekly editorial committee meeting (headed by Wadah Khanfar) 
he attends and the role of \"wasda\" (influence/nepotism) in Al 
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Jazeera/Qatari/Gulf affairs. 


8. (C) Al Mahmoud said that until April he had been 
responsible for both the English and the Arabic websites 
that now the English website was the responsibility of Al 
Jazeera International. V'There is no relationship whatsoever 
between the English and the Arabic website 

expressed his disapproval of this state of affairs 

that with the new AJI TV channel 

four-headed entity 

disapprovingly. He told PAO that the AJ website follows the 
AJ TV channel in terms of its lead story and in terms of the 
general issues of focus. The website has a slower pace than 
the TV station 

analysis. He said his staff is currently working on a \"huge\" 
analysis of the Iraqi constitution and related issues. The 
website is continuously updated 

items a day 

in the world 


9. (C) Comment: Al Mahmoud is clearly very wary of attracting 
negative attention from his chain of command 

that an irritated USG means trouble for him. He urged PAO to 
call him directly any time the Embassy observes troubling 
material on the website. End comment. 

UNTERMEYER 


6. (C) Rehn asked CHP Chairman Baykal to support the 
protocol. Baykal smiled and took notes 

Onur Oymen 

went through the EU\'s Negotiations Framework for Turkey and 
raised a long series of \"niggling questions\" based on 
perceived hidden traps in the text 

typical CHP -- there was no positive contribution.\" On the 
other hand 

European party in Turkey 


7. (C) To emphasize his commitment to free speech 

a long 

Orhan Pamuk 

case against Pamuk with Erdogan and Gul. Gul was supportive 
asking Rehn to send Pamuk his best regards. Erdogan 

was more ambiguous 

concentrate on writing novels." Dawson said Rehn remains 
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disappointed with the PMVs lack of response on the issue -- 
he wanted Erdogan to make a strong 

the prosecution. 


8. (C) During Rehn\'s joint meeting with Erdogan and Babacan 
both GOT officials raised the issue of Turkey\'s ban on the 
wearing of Islamic headscarves at universities and by civil 
servants in public buildings. Most Turks 

Babacan averred 

with EU standards. Though the European Court of Human Rights 
ruled in 2004 that the ban is not illegal (Note: The ruling 

is under appeal. End Note) 

broad-based ban on religious clothing 


9. (C) In addition to Ankara and Istanbul 

the conservative 

\"eye opening" confrontation with Turkish nationalism. While 
addressing an audience at KayseriVs Erciyes University 

took a question from a student who launched a diatribe on the 
fictitious Wparagraph 23V" of the Negotiations Framework. 
Under this paragraph 

nationalists 

attached to V'Kurdistan 

as a sovereign state. Many audience members applauded the 
\"question.\" After the event 

was \"shocked\" that a university audience would believe in 
such an outrageous conspiracy theory 

heard before. 


10. (C) Rehn\'s visit 

details 

EU\'s decision to open talks with Turkey was a shot in the arm 
for pro-EU sentiment. Erdogan and other leaders have lately 
been bolder in facing down anti-EU critics. But the upcoming 
launch of the EU screening process in Brussels will provide 
the first indication of whether the GOT is prepared for the 
accession negotiations. Our contacts believe the GOT 
bureaucracy will get off to a slow start. Moreover 

Erdogan\'s weak response on the Pamuk case and the 
nationalistic reaction to Rehn\'s Kayseri appearance indicate 
that political controversy will continue to haunt Turkey\'s 
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accession process. 
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diploma. Otherwise 

of past investments in and incremental adjustments to 
education 


2. (SBU) The U.S. was mentioned several times in 
passing as Ontario\'s number one trading partner and in 
connection with the provinceVs focus on fixing border 
issues. Former Ambassador to the U.S. Michael Kergin 
the new borders czar was introduced to the assembly and 
infrastructure improvements to border gateways in 
Niagara Falls and Sarnia were included in the 

recitation. Softwood lumber 

(in the U.S. and Europe) 

check-off items 

General attended the ceremony with the rest of the 
diplomatic corps. 


3. (SBU) Comment: Spectators and cameras were far 
more interested in former Finance Minister Greg 

Sorbara 

resignation after being named in an RCMP fraud warrant 
(see ref (A)). Before the proceedings began 

Liberal MPPs circled round Sorbara with handshakes and 
embraces. During the throne speech 

reluctantly to accept applause from fellow 
parliamentarians 

(Progressive Conservative John Tory among them) when 
the Lieutenant Governor mentioned that the provincial 
deficit had declined from C$5.6 billion to C$1.6 

billion. The Liberals appear to be successfully 

limiting fallout from the Sorbara resignation. 

Accepting Sorbara\'s prompt offer to resign and moving 
on helps. Losing Sorbara is 

as John Tory characterized it; but perhaps one less 
serious than the press is now reporting. We are left 
wondering why the RCMP issued the fraud warrant naming 
Sorbara the day before the long-planned delivery of the 
throne speech opening the Ontario Parliament. 


LECROY 
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gasoline.) MFA emphasized that the Foreign Economic 
Relations Board (DEIK in Turkish) 

Turkish suppliers 

(repeated) arrears problem. She promised to forward a list 
of the cancelled contracts when available. 


2. (SBU) MFA noted that the GOT Foreign Trade 
UnderSecretariat had met with SOMO in late August to resolve 
problems and SOMO had made a significant payment at that 
time. On September 22 Foreign Trade sent a letter to SOMO 
explaining why there had been delays in shipments over the 
preceding month 

procedures to attempt to control fuel trade. Despite this 

MFA stated that SOMO had cancelled a large number of 
contracts 

further exacerbated the problem and put many of these 
companies in greater difficulty (having acquired fuel and now 
finding their contracts annulled.) MFA asserted that Foreign 
Trade was not currently holding up authorization of fuel 
export. 


3. (SBU) Post has long noted that fuel exports will remain 
challenged as long as there is just the single Habur Gate 
but the border gate does not appear to be the source of the 
current problem. Customs officials have implemented 
reasonable measures to facilitate passage of fuel 

enough fuel is now arriving at the gate. Current 
construction to renovate and expand the gate explains some 
portion of the delay 

likely be exacerbated unless and until SOMO makes significant 
payments to reduce arrears. 

MCELDOWNEY 
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banker 

help convince the French to take action against Altun 

would be a major coup against the PKK. Guven made the 
general comment that Turkish \"authorities\" believed that many 
of the U.S. names were secondary operatives 

whom would not be a significant blow to the PKK. Silliman 
responded that the names we had proposed were the result of a 
vetting process with a focus on names the U.S. thought the 
Europeans might realistically act against 

these individualsV criminal activity. Guven claimed that the 
GOT-provided names could be pursued on the basis of their 
criminal activity 

Notices (the list 

some basic biodata and the red notice reference numbers for 
each name). Silliman undertook that the U.S. would evaluate 
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the Turkish list and propose joint demarches on specific 
cases Embassy Ankara. If necessary there could be further 
bilateral discussions to refine the list. 


3. (C) With regard to the PKK-linked organizations cited in 

the GOT reply to the Bryza non-paper 

between the two U.S.-based organizations and those in Europe. 
Guven agreed to Silliman\'s request to seek additional 
information that would assist U.S. law enforcement in 
evaluating whether these organizations had violated U.S. law. 
Even if they had not 

monitor them. 


4. (C) With regard to media outlets in Western Europe that 
support PKK 

Denmark-based Roj TV. He explained that the Danish MFA had 
referred the Turkish Ambassador to the independent media 
regulatory body 

Roj TV if the Copenhagen Police Chief agreed that the TV 
station was supporting terrorism. Guven said the GOT had 
provided the Danish police with extensive translations of Roj 
broadcasts supporting terrorism and had also provided 
information on Roj TV executives links to the PKK 
organization. Guven asked that the U.S. Ambassador to 
Denmark consult with his Turkish counterpart before making a 
demarche to the Danish government. Silliman said he would 
need to discuss this in Washington. 

5. (C) Silliman asked if Turkey knew the legal basis on which 
German law enforcement had closed Ozgur Politika 

knowing the legal basis might help the U.S. and Turkey in our 
joint approach to other Western European governments. Guven 
said an independent German body that monitors extremist 
groups had included Ozgur Politika and other PKK-linked 
groups in its annual report 

written German Foreign Minister Fischer to point this out and 
request German action. Guven was not sure whether the Gul 
letter had played a role in the German action. 


6. (C) Guven said Turkey would like to have another 
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trilateral meeting at his level in which an \"action plan\" 
against the PKK in northern Iraq could be hammered out 
covering not only extraditions but also actions against PKK 
finance in Iraq 

then would technical-level experts continue the work. 
Silliman explained U.S. thinking that it would be desirable 
to do further work with the Iraqi bureaucracy to get them to 
better understand international legal obligations and 
processes. Silliman also pointed out how difficult it will 

be for senior Iraqi officials to take action on these issues 
until after the elections and the formation of an Iraqi 
Government. Guven took both points 

until after the elections and he strongly endorsed U.S. 
efforts to sensitize Iraqi officials to their international 

legal obligations. Guven was discouraged by Iraqi officials 
comments at the trilaterals about Interpol red notices being 
mere \"pieces of paper.\" 


7. (C) Silliman encouraged the GOT to engage the Iraqi 
leadership--including Iraqi Kurds--and Ministry of Justice to 
take action against PKK operatives. Guven said at all 
high-level meetings the GOT makes this point \"bluntly.\" He 
said they would instruct their Ambassador in Baghdad to be 
active on this issue with a broader array of Iraqis. 


8. (C) Silliman briefed Guven on recent deliberations within 
the USG on Makhmour. Though the U.S. had not reached a 
decision on possible courses of action 

the possibility of local integration of the refugee 

population in Iraq in order to impede PKK activity in the 
camp. As for UNHCR recognition that Makhmour no longer 
fulfilled a humanitarian mission 

already reported this finding to the UN Secretariat. Silliman 
also discussed Makhmour with Deputy Turkish Special Envoy for 
Iraq Ethem Tokdemir on October 11 

respond substantively. 


9. (C) Guven concluded the meeting by confirming that the 
recent visits and efforts of Secretary Rice and NSC Chairman 
Hadley as well as continued USG efforts on PKK were having an 
impact on the U.S. image in Turkey. A clearly pleased Guven 
said additional steps will be \"very 
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10. (C) The positive momentum continues in the bilateral 
discussions of enhanced cooperation agains the PKK in Europe. 
We will need to work hard to keep things moving forward and 
are now approaching the most difficult stage: putting 

together meaningful case files with the Turks that will work 

in Europe. This may require further in-country consultations 

to refine information and presentations. Post urges 
Washington\'s close attention to keep things moving with a 
quick U.S. response on the names. Follow-up actions are: 


--Evaluating the Turkish-proposed list of names and proposing 
demarche language to the GOT; 


--Considering instructing the U.S. Ambassador in Copenhagen 
to consult closely with the Turkish Embassy regarding Roj TV; 


--U.S. law enforcement analysis of Turkish information on 
U.S.-based PKK-linked organizations (once the GOT provides 
further information); 


--Requesting Embassy Berlin look into legal basis of recent 
German anti-PKK actions; 


--Reponding to the GOT\'s list of Europe-based PKK-linked 
organizations. 
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60 schools during FY-06. This second phase of implementation 
will be funded by INL and CICAD. 


9. (U) Demand Reduction: INL sponsored the travel of the 
deputy director of the National Anti-Drug Commission to 
Canada to attend a CICAD conference on evaluating the 
effectiveness of demand reduction programs. 

Barclay 
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collapse of Moroccan textile production" with the end of the 
Multi-Fibre Accord and the China's WTO accession will be 
disappointed 

percent drop in exports in the first quarter of 2005 
optimistically reported that the situation is Vredressing 
itselfA" AMITH looks forward to a Moroccan government 
program 

help it be V'competitive with its Euro Mediterranean rivals. V' 


4. Although delayed by several months 

of state-owned agricultural land was leased in an open 
auction by government agencies SODEA and SOGETA. According 
to press reports 

candidates was based on experience 

of jobs created and rental value. Over 157 candidates were 
selected 

bids include several relatively small Moroccan farmers 
established large farmers seeking to increase their market 
share 

\"reputable\" investors. Large concession was awarded to an 
agro-industrial conglomerate controlled by a prominent 
Moroccan agricultural family. 


5. The Federation of Small and Medium Enterprises signed an 
agreement with Al Akhawayne University (AUI) this week to 
establish a training institute for directors of small and 
medium sized companies. AUI will contribute the facilities 

of its Casablanca-based Executive Education center. The 
training sessions will last six to twelve months and cover 

the entire life cycle of a small company. This announcement 
corresponds with recent efforts by the GOM to finance and 
develop (also in collaboration with AUI) a G-8/Broader 
Middle East and North Africa (BMENA) initiated Center for 
Entrepreneurial Excellence. 


6. National carrier Royal Air Maroc (RAM) posted a record 
volume in the first nine months of 2005. Flagship RAM and 
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its low-cost regional subsidiary Atlas Blue carried over 4.1 
million passengers from January through September 
percent increase over the same period in 2004. African 
routes enjoyed the largest gains 

of passenger numbers. RAM officials proudly note the 
sixteen additional destinations added during 2005. Emboffs 
note that Morocco is a steadfast Boeing client: RAM has 
only a few Airbus aircraft in its fleet 

exclusively Boeing planes. 
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about rumors the Crown Prince would be removed 

said that while \"everything is possible 

unlikely to replace the Crown Prince 

\"everyone will want to continue in the present situation. V 

On legislative priorities for the National Assembly session 
starting next week 

controversial northern oil fields project legislation and the 
approval of aid for hurricane Katrina victims. He was 
optimistic the Press and Publications law would be approved 
though he expressed doubt a proposal to reduce the number of 
electoral districts would be passed. Regarding Iraq 
Al-Khorafi stressed the importance of U.S. troops remaining 
in the country and urged the USG to listen to the concerns of 
neighboring countries 

expressed concerns about several U.S. visa and immigration 
policies and encouraged more high-level USG visits to the 
region. Comment: Khorafi was eager to reassure us 
although serious 

not going to get out of hand. While many believe that the 
next shoe to drop will be the \"resignation\" of the Crown 
Prince 

spot while retaining his premiership 

inside knowledge on this possible option. (End 
summary/comment) 


Amir\'s Support for Shaykh Sabah Resolved Family Debate 


2. (C) The Amir\'s public support for Prime Minister Shaykh 
Sabah Al-Ahmed Al-Jaber Al-Sabah in response to National 
Guard Chief Shaykh Salem Al-Ali Al-Salem Al-Sabah\'s call for 
the formation of a three-member committee to run the country 
clearly demonstrated to Shaykh Salem Al-Ali that \"Ѕһаукһ 
Sabah is in charge. \"There is no possibility of going 

around the Prime Minister 

Salem AI-Ali has publicly criticized the Government before 

his recent comments 

authority 
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Al-Khorafi noted. He claimed Shaykh Salem\'s comments 
reflected the views of a few V'members of the (ruling) family 
who are grumbling about positions\" and were exaggerated by 
KuwaitVs rumor mill. The AmirVs backing of the Prime 
Minister V'stopped all these activities. Everyone now knows 
who\'s the boss 


3. (C) Asked about rumors the Crown Prince would be 
replaced 

nothing specific has been decided.\" The Government wants to 
avoid initiating a constitutional process to remove the Crown 
Prince 

London where he is receiving medical treatment 

said. He added 

the present situation.\" Al-Khorafi said National Assembly 
members (MPs) were \"100% behind the AmirYs comments and 
expressed their \"sincere\" support for him in their October 11 
meeting with Al-Khorafi. 


Project Kuwait 
Press Law 


4. (C) Although he hoped for a smooth National Assembly 
opening 

Noting that \"some MPs will request some laws the Government 
will not want passed 

legislation could be postponed until the next National 

Assembly session 

therefore less likely to be approved. He did not specify 

which legislation fell into this category. 


5. (C) Asked about the status of Project Kuwait 

predicted the controversial plan to develop Kuwait\'s northern 
oil fields would be passed in the upcoming National Assembly 
session. YA majority of the MPs support the plan" as 
approved by the Ministry of Finance and the Government 
said. 


6. (C) Resolving the electoral districts issue V'will take 

time 

problems with the proposed reduction in electoral 
constituencies: geographic division of the larger districts 

and disagreement over the number of districts. The National 
Assembly is divided between those that support the reduction 
and those opposed to it 

reform cannot agree on whether five or ten districts are 
preferable. Asked why the Government introduced two 
proposals to reduce the number of electoral districts in the 
last National Assembly session 

admitted it was V'to confuse the National Assembly; he added 
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that the proposals have been V'sleeping in a committee until 
now.\" 


7. (C) Al-Khorafi told the Ambassador \"we are getting 

closer\" to passage of the Press and Publications law 

\"there is a great chance it will pass in this session of the 
National Assembly." Al-Khorafi also predicted the additional 
$400 million in aid to victims of Hurricane Katrina promised 

by the GOK would be approved by the National Assembly in its 
upcoming session \"without any problems. V" 


Stay the Course in Iraq 


8. (C) The Ambassador told Al-Khorafi that there was 
compromise on the Iraqi Constitution 

some of the Sunni concerns about the current draft 
constitution. While the insurgents and Al-Qaeda elements in 
Iraq do not care what kind of constitution is adopted 
Ambassador argued that most Iraqis want to participate in the 
political process. Al-Khorafi responded 

Sunni want to participate 

not have militias to back them.V' He stressed the importance 
of \"everyone knowing you are not going to leave the country 
and said the insurgents were trying to pressure the U.S. to 
leave. Al-Khorafi also urged the U.S. to \"take into account\" 
that other countries in the region 

actions to \"irritate\" the U.S. 

us from the critical work in Iraq. Khorafi said that these 
irritations would desist when and if the situation stabilizes 

in Iraq. 


9 (C) Al-Khorafi asked the Ambassador 

along with Saudi Arabia?\" The Ambassador responded that on 
core interests the U.S. and Saudi Arabia cooperation is very 
good. Al-Khorafi responded 

listening to the position of Saudi government on Iraq and of 
issues of concern raised by the Saudis. \"Don\'t let these 
concerns drag. They are very important 


Concerns About U.S. Policy 


10. (C) The Speaker expressed concern about several U.S. 
policies to the Ambassador during their meeting. Al-Khorafi 
questioned the U.S. decision to deny visas to Cuban and 
Iranian delegates to the recent International Parliamentary 
Union (IPU) meeting in New York 

head of the Kuwaiti delegation. The IPU\'s decision to 
unanimously condemn the U.S. for the action put Kuwait in the 
position of having to criticize the U.S. 
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Al-Khorafi also urged the USG to improve its immigration 
procedures 

nicknamed the secondary inspection room at U.S. airports used 
to question entrants to the U.S. 


11. (C) Al-Khorafi emphasized the importance of high-level 
USG visits to the country. V'We know your country 
problem is you do not know our country 

adding the visits should be for more than half a day. 
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Visit Embassy Kuwait\'s Classified Website: 
http://www.state.sgov.gov/p/nea/kuwait/ 


You can also access this site through the 
State DepartmentVs Classified SIPRNET website 
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explosions. Only the National Government can import and 
export arms 

accordance with the regulations issued by the National 
Government 


-- \"The importation of explosives and primary materials 
contemplated in paragraph 3 of article 51 of this Decree can 
be requested privately for commercial use except in 
circumstances of defense and national security. The 
governmental entity charged with these operations cannot 
derive any profit for this duty and can only charge to cover 
administration and management costs.\" 


3. (U) In addition 

weapons or issue permits in 37 military bases across 
Colombia. In Title IV 

munitions: 


-- \"Article 48: \"Military authorities mentioned by this 

decree can sell munitions to those with necessary permission. 
In the consideration of the competent authority 

authorities may also grant weapon transport permission and 
the weapon itself.\" 

WOOD 
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Comprehensive Civil Emergency Planning and Management\" as 
mandated by the 1986 Canada-U.S. Agreement on Cooperation in 
Comprehensive Civil Emergency Planning and Management. 


Column 3 

Embassy plans on following up by hosting a bilateral meeting 
in Ottawa before the end of the year with DHS 

Northcom 

interested agencies 


2. James Young 

Minister at Public Safety and Emergency Preparedness Canada 
(PSEPC) and Ross Hynes 

the Stabilization and Reconstruction Task Force at Foreign 
Affairs Canada (FAC) joined the DCM for lunch on Friday 
October 6 

staff members for a discussion of Canada\'s assistance to the 
United States in response to Hurricane Katrina (see para 16 

for participant list). All present agreed that the Canadian 
response was timely and generous 

between the two countries allowed for multiple channels of 
communication and action. Bob Lesser 

of Operations for PSEPC and Craig Oldham 

PSEPOVs Government Operations Center noted that the PSEPC 
operational link with the DHS Homeland Security Center 
worked well; especially so because PSEPC has recently posted 
an employee to DHS HQ. 


3. Young and Lesser mentioned that PSEPC sees great value in 
having its liaison officer at DHS HQ placed within the DHS 
Homeland Security Operations Center in order to gain greater 
situational awareness. This would create an even more 
effective link between PSEPC and DHS during emergencies and 
disasters. Currently the Liaison Officer has an office 

separate from the Ops Center. Lesser and Oldham noted that 
the issue of security clearances is a barrier to their 

Liaison Officer gaining full access to the DHS Center; but 

that models exist (for example at NORAD and NATO) to 
overcome this barrier. (Comment - This came up during 
several visits last year by senior DHS officials 

Admiral Loy who indicated he would try to work through the 
clearance issues. With so much information and intelligence 
already available to GOC through other channels it strikes 

us as odd that we continue to have this restriction as we 

work to improve seamless coordination on border security and 
emergency response.) Lesser also mentioned that PSEPC is 
keenly interested in having DHS station a DHS Liaison 

Officer within the PSEPC Government Operations Center in 
Ottawa. 


4. Oldham described the role of Canada's Government 
Operations Center as providing a strategic coordination 
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function for the national response. That is 

central node to identify 

coordinate federal 

department such as National Defence or Transport Canada 
depending upon that organization\'s technical expertise and 
equipment 

added 

jurisdiction in emergency response 

disaster management is not as clear as it would be in a 
unitary state such as the UK or France. 


5. Although operational coordination between DHS and PSEPC 
was smooth 

presence at DHS HQ 

the policy coordination level for emergency management there 
remains some confusion about where and how the two 
organizations should connect. For example PSEPC\'s emergency 
planning predecessor 

Protection and Emergency Preparedness (OCIPEP) had a strong 
connection with FEMA. The shifting status of FEMA within 

DHS and the absorption of OCIPEP into PSEPC has attenuated 
somewhat those pre-existing linkages. PSEPC believes that 

it is critical to invigorate linkages between the emergency 
planning and response policy communities in these two new 
departments. 


Coordination with Provinces; Provincial and Private Aid 
Contributions 


6. With respect to the differing jurisdictions that have a 
role to play 

Katrina and other recent emergencies underscore that the 
role of governments is changing. Issues don\'t cascade 
smoothly from the municipal to provincial (or state) to 
federal level as they once did. He emphasized that it is 
important now to get all levels of government involved at an 
earlier stage. Young 

illustrated his point by noting that in the case of an 
influenza pandemic 

provincial 

nationwide which will require very early and close 
coordination between the federal 

governments. 


7. The unparalleled relationship between Canada and the 
U.S. 
year 
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infrastructure (a prime CIP asset) and the proximity of 

major Canadian cities to the U.S. border (approximately 80 
percent of the Canadian population lives within 100 miles of 
the United States border) 

possible emergency preparedness planning must fully include 
the Canada-U.S. dimension. For example one avenue of aid 
contribution could be the ability of provinces to provide 
resources (perhaps first responder units) to \"backfill\" for 
northern states that send their own resources to help other 
states in need. That is 

as a force multiplier that allows rapid response from U.S. 
states to afflicted regions 


8. On arelated note 

needs to be consideration of resources and redundancy by the 
provincial and federal governments. For example when 
Vancouver\'s Heavy Urban Search and Rescue (HUSAR) Team went 
to Louisiana 

identify who could respond to an emergency in Vancouver 

while the HUSAR team was absent. 


9. Emboffs described also the phenomenon of private sector 
offers of aid and asked how those were tracked by PSEPC. 
Lesser and Oldham noted that they had a long list of private 
offers which they had forwarded to DHS 

not always certain which offers had been acted upon. All 
agreed that there were many cases of private aid efforts 
that were not communicated or coordinated through the 
federal government. In one instance 

Embassy was aware of chartered aircraft carrying Canadian 
volunteer Emergency Medical Technicians (EMT) to the 
affected Gulf States. The effort was arranged and managed 
solely via informal routes within the Canadian and American 
EMT community. There may be a need to more explicitly 
recognize this type of interaction in joint Canada - United 
States emergency planning. 


10. Ross Hynes mentioned that although nominally Foreign 
Affairs had the lead in coordinating the Canadian response 

to Katrina 

PSEPC-DHS links; there were no turf issues at the 

operational level. Whether communication went through PSEPC- 
DHS or FAC-State channels was immaterial as far as they were 
concerned. Tobi Nussbaum 

Division at FAC 

communication as well 

foreign affairs officers at NORAD/Northcom and Canadian 
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authorities at FAC and Department of National Defence (DND). 


11. Hynes told us that the GOC will be compiling an internal 
lessons-learned on the Katrina response 

participation in that exercise. They plan to address 

alia 

channels of aid offers; the FEMA-PSEPC link; and approval 
process for use of DND assets. 


Next steps: Establish U.S.- Canada Group under the 1986 
Agreement 


12. The DCM summed up by saying it would indeed be useful to 
create an index of issues from the lessons learned and 
subsequently 

have Canadian and American officials work together to 

prepare a full lessons learned report as suggested by Ross 
Hynes. 


13. Both the Canadian and American participants at the 
luncheon agreed that the 1986 bilateral agreement on 
\"cooperation in comprehensive civil emergency planning and 
management" allows for a broad array of actions and should 
still be an effective strategic blueprint and broad-brush 

guide for Canada and the United States to provide assistance 
in case of disasters. 

14. But to address specific planning 

the gaps identified in the Katrina response 

to reinvigorate the Consultative Group on Comprehensive 
Civil Emergency Planning and Management as mandated in 
Article | of the Agreement. The Consultative Group 

is described (in Annex | of the Agreement) as being 
responsible for supervising Canada-United States 
comprehensive civil emergency planning and management 
both peacetime and times of hostilities 

inter alia: recommending to the two governments actions to 
be taken regarding studies 

the development and coordination of plans and 
recommendations; encouraging and facilitating planning and 
development of mutual cooperation for comprehensive civil 
emergency management by provinces 

municipalities; and the group may invite other federal 
regional 

representatives of the private sector to meetings of the 
working groups 

both Parties. Thus it seems the ideal forum and body to 
address the bilateral assistance questions raised during the 
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Katrina response. 


15. To precipitate an invigorated Consultative Group on 
Comprehensive Civil Emergency Planning and Management the 
Embassy plans on hosting a bilateral meeting in Ottawa 

before the end of the year with participation from DHS 
Department of Defense (in particular from Northern Command) 
from State 

other interested agencies. Embassy will be in contact with 
Washington agencies in the next few weeks to identify 
appropriate participants. 


16. US Embassy: DCM John Dickson 

Counselor Brian Flora 

Officer Lucy Abbott 

James Young 

Bob Lesser 

Operations Center 

for the Stabilization and Reconstruction Task Force 
Tobias (Toby) Nussbaum 

FAC. 


Wilkins 


42618 

B. VYes to the Constitution" (Al-Irag Al-Jadeed 
C. V National Consensus" (Al-Adala 

D. V The New Тугаппіеѕ\" (Al-Ihtijah Al-Akhar 
E. VLast Minute Chance\" (Al-Dustoor 


A. V'This Morning" 
(Al-Sabah Al-Jadeed 
editorial by Ismael Zayyer) 


V'Those who attempted to hinder the constitutional process 
will be sorry--they have tried 

their rivals. Moreover 

nominally supported by Amr Musa at the expenses of Iraq and 
all Iragis. This group [Sunnis] wants to stand against the 

Iraqi people by trying to reject the constitution but it 

seems that they do not know that the Iraqi people are 
carefully watching them; our people know that this group 
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wants to destroy the whole of Iraqvs political 
accomplishments. 


\"In addition 

youth who may be killed or assassinated at the black hands 
of terrorism. Today 

constitutional right to decide what they believe and we will 
never admit defeat and submit to Zarqawi and the Saddamist 
criminals who have destroyed this country. 


\"Now 

among political groups which will mend faults in the 
constitution in preparation for the upcoming election. We 

have a good chance for amendment and reform for the sake of 
all Iragis.\" 


B. \"Yes to the Constitution\" 
(Al-lraq Al-Jadeed 
editorial by SaVad Al-Ka\'bi) 


\"The first Iraqi permanent constitution will be put to vote 
so that the people will have their final say about this 
constitution which will determine the future of Iraq. Before 
this constitution 

of which tyrannized Iraqis and were written according to the 
needs of rulers rather than the needs of the people. 


\"Today 

do not truly care about either unity or Arabism in Iraq. In 
fact 

that were written in the past and are trying hard to hinder 
the democratic progress of the Iraqi people. The permanent 
constitution is important because it does not allow 

parasites to dominate people\'s decisions. Hence 

vote for the constitution so that we can stop those who want 
to make this country continue to suffer. 


VIf we say `Yes\' to the constitution 

reply to the killers and those who support them and in this 
way 

followers. Today 

the first ones who violated the country's unity when they 
occupied and looted Kuwait. They are the first group that 
divided Iraq into sects and nationalities. Despite that 
millions of poor Iraqis will definitely vote for the 
constitution to defeat years of sectarianism 

and hateful BaVathism 

to our permanent constitution.\" 


C. \"National Consensus\" 
(Al-Adala 
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published this page-three editorial by Dr. Ali Khalif) 


\"Yesterday was an historic day when Iraqi national groups 
agreed to make some amendments to the constitution 
following the coming election [in December]. This has 
isolated terrorists and those who dream of a return of the 
dictatorship. In addition 

of honest and patriotic Iraqis who want only good things for 
their country and its people. 


\"Yesterday was the beginning of the move forward toward 
national reconciliation and 

confirmed 

reconciliation will encourage us to support initiatives to 
unify all viewpoints and isolate terrorism. President 
Talabani said that Sunni Arabs no longer have any excuse to 
reject the constitution. | think all generations will 
remember this day because we are all waiting for the day 
when the Iraqi people say `YesN to the constitution. The 
following day 

media outlets) over: Iraqi unity 

the distribution of wealth. However 

reveal the masks hiding the names of those who have 
attempted to restore the BaVathist regime. 


V Yesterday's agreement between national and Islamic powers 
can be considered an essential move that shows constructive 
dialogue. Sunni Arabs could have adopted this type of 
dialogue long ago. On the other hand 

labeled himself a representative for Sunni Arabs. Yesterday 
confirmed that Sunni groups are serious about participating 

in the political process and the Sunnis have realized that 
boycotting the constitution and the elections is useless 
because the Iraqi people will never allow the dictatorship 

to come back to power. The Iraqi people will move forward 
and advance toward freedom and democracy to build a new 
country where all citizens live peacefully under an elected 
government and a permanent constitution.\" 


D. \"The New Tyrannies\" 

(Al-Ihtijah Al-Akhar 

with the [Sunni] Liberation and Reconciliation Bloc led by 
MishVan Al-Jabouri) 


\"The TNA (Transitional National Assembly) was forced to 
cancel its decision to change the law governing the 
referendum following serious criticism from liberal parties 
and democratic parliamentary members 

U.N. and the U.S. It is possible to say that the tyrannical 
ruling powers 

retract their attempt to alter the referendum law--we must 
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refer to the expanding number of rejecters to the draft 
constitution. This expansion follows the insistence of the 
ruling powers in rejecting the demands of others and their 
failure to make realistic amendments to the draft 
constitution that would preserve Iraq\'s unity and restore 
its position in the Arab world. 


VDue to this insistence by those powers 

taken on new meaning and proliferated putting the ruling 
powers in an awkward position 

authorities who assured us they would never interfere in 
IraqiVs choices or determination to express their will 
regarding whether to support or reject the draft 
constitution. Because of this 

authorities have been pushed to explain the referendum 
law... 


\"Following this disappointment 

powers 

with some conditions; one of them was to transfer the IECI 
employees that are posted in the majority of Sunni provinces- 
-as if they were insistent on trading employees for militias 

to manipulate the referendum result in these provinces.\" 


E. \"Last Minute Chance\" 
(Al-Dustoor 
editorial by Basim Al-Sheikh) 


\"The leaders of political blocs and other factions have 
worked diligently to push the constitution process forward. 
They have demonstrated a high degree of flexibility and made 
concessions toward putting the country\'s interest above all 
else in order to succeed during the referendum process-- 
without divisions or disagreements that would destroy the 
political process and take us back to the starting point. 

\"On the other hand 

effort to get them to vote against the constitution because 
they have encountered roadblocks in achieving their demands. 
This has caused leaders of the political blocs to review 

their plans 

TAL in the TNA [to facilitate the constitution s passage] 
forcing them to confront dangerous challenges and offer some 
concessions to rejecters to make them feel included in the 
process. 

V'These rejecters have worked hard recently to cause the 
political process to fail 

among all factions who have announced that they will stop 
their campaign against the constitution and will begin 
supporting it. So will they succeed in changing the public 
opinion from rejection to acceptance in such a short period 
time? 
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\"It seems difficult if it is not impossible 

significant and dangerous experience has provided an 
invaluable lesson proved to all--that dialogue and the 
democratic means are capable of leveraging issues and that 
politicians can get whatever they need through this process; 
policy is considered a language of interests and there is no 
absolute winner nor loser 

and take.\" 
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to approve ever-diminishing amounts. The low bidder so far 
is Otton Solis 

said 0.08 percent of GDP should be sufficient. Since these 
monies are only now available for use 

have been advertising for weeks or even months using their 
own financing. Oscar Arias has been particularly visible 
having mounted expensive print 

calling programs. Political parties that did not 

successfully participate in the last elections do not receive 
government funding until after the elections when they can be 
reimbursed for a percentage of certain expenses 

the portion of the national vote their candidates obtained. 
Campaign expenses incurred before the October 1 official 
start 

reimbursable. 


5. Despite the fierce debate among candidates over several 
themes of national importance 

trade 

recent surveys have shown that as much as 40 percent of 
eligible voters may have decided already not to vote. Should 
this trend continue 

difficult time claiming a mandate 

CAFTA-DR could become even more acrimonious. 

FRISBIE 
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mid- and longer-term 

The PT ) more or less as it is today ) would continue to 
dominate the left side of the Brazilian political system. A 
few more defections might well take place 

he would even be pleased to see 

party would emerge to the PT 

loyal ranks would take it back to the old (far left-wing) 
posture during the post-Lula period. In an interesting aside 
Dirceu averred that ) all modesty aside ) he was the only 
one who could carry off such a volte-face 

intention of doing so because &of the kind of person he is 
and the fact it would be bad for the country.8 
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4. (C)Ason previous occasions 

very interested in the issue of political reform 

details or specifics of any such reform. He acknowledged 
that candidates 

a campaign theme. In this context 

himself had habitually spent twice what he had reported on 
his own campaigns and that all Brazilian politicians employed 
some form of &caixa dois8 (unaccounted or unreported 
funds). While bothered by the hypocrisy of his current 
adversaries on this score 

natural and even unavoidable in a country where &politicians 
do not like to be seen taking money and donors do not like to 
be seen giving it.8 


5. (C)With respect to his own situation 

to continue vigorously defending himself against anything but 
acceptance of general political responsibility for the 

current problems of the PT and the Lula administration. 
According to him 

it is not helping him much ) and he neither wants nor needs 
any favors from the President 

Dirceu still expects to be expelled from Congress and 
deprived of the right to run again for eight years 

seemed on this occasion somewhat less sure than previously 
that this result could be paralyzed or reversed in the 

courts. But he regards any such judgment as a purely 
political one. By his lights 

other accused Congressmen 

wrongdoing on his part 

committee lacks jurisdiction in his case 

acting as a federal deputy when any of the acts he is accused 
of were committed. He would 

whatever eventually happens. His strategy now is to keep his 
head down and work to maintain the enduring influence he 
still retains within the party. 


6. (C) In this regard 

interest in coming to the United States during the 
December-February period for the purpose of decompressing 
working on a book and learning English. For the first time 

he began making concrete inquiries about such practical 
matters as 

U.S. 

but promised to talk with him again in Brasilia. 

7. (U)This message was coordinated with Embassy Brasilia. 


VELA 
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Iraq 
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B. \"The Zionist Constitution 
(Kitabat 


SELECTED COMMENTARIES 


A. \"Why We Say `Yes\" to the Constitution" 
(Editorial by Majed Lafta Al-Ubaidi - Al-Sawt Al-Iraq - “Тһе 
Voice of Iraq\" - http://www.sotaliraq.com/ ) 


\"Since the draft constitution was published in media 
outlets 

it. These discussions were conducted by a combination of 
different Iraqi political and social groups that want to say 
`уеѕ\' to the constitution and groups that want to say 'no\' 

to the constitution. Dozens of symposia and meetings were 
held to bring consensus to the constitution. Politicians 

were able to reach a compromise by agreeing to enable the 
next National Assembly the ability to amend the constitution 
four months after the upcoming parliamentary elections on 
December 15. 


\"Those amendments to the constitution were passed on 
Wednesday 

However 

participation in the peaceful political process to take part 
in the referendum and say ‘yes\' to the constitution. These 
groups claim that this constitution is sectarian because it 
was drafted under the occupation. In addition 

current Iraqi politicians do not want to achieve real 
national reconciliation because they do not negotiate with 
the so called ‘national resistance 

radical 

If we look at the statements of Jawad Al-Khalessi 

Mutlag 

return of dictatorship 

as a tool to politically apply pressure to disrupt the 

political process and disseminate chaos and destabilization 
in the country. 


\"The wiser of the Iraqi political groups consider the 
current political process solid and expect that the 
constitution will pass. If we say `уеѕ\' to the constitution 

it means that we will prevent the return of dictatorship 
which can be restored in a new way through implementing an 
Iranian experiment 

dictatorship. Those clever groups realize that this move 
will be the key to restore independence and will set the 
stage for the withdrawal of the occupiers. We all know that 
the whole political process was orchestrated under the 
protection of those occupiers. However 
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written by the hands of patriotic Iraqis in spite of their 
divergent viewpoints. Voting for the constitution means that 
we will vote for democratic progress in the new Iraq. Those 
who call for rejecting the constitution will lose in the end 
because they support terrorism and chaos. V 


B. V The Zionist Constitution 
(Editorial by Abed Al-Jubouri - Kitabat - \"Writings\" - 
http://www.kitabat.com/i9012.htm ) 


\"There are two days until the referendum on the Zionist 
constitution that was basically designed by Noah Feldman 
thirty-six year old American citizen born of a Jewish 

mother. This constitution was submitted to fifty-five 

members [constitutional committee members] and fifteen weak 
ones [Sunnis] 

committee. 


\"Statements flowed between agreement and disagreement until 
it [the constitution] became a muddled vision for the simple 

Iraqi citizen who could not distinguish anything 

not receive any version of the constitution until today. It 

was Claimed that five million copies had been distributed 

with food rations. However 

receive their ration shares 

than the constitution 

constitution. 


\"All people look forward to the patriotic powers that reject 
the occupation and they wait for a clear 

demanding that Iragis completely boycott the referendum and 
prevent its legalization. Legalization might give it 
justification for the division of Iraq and its people in the 
future. These groups issuing statements and speeches 
frustrate us; they showed us that they are clearly divided. 
It was that traitor 

Islamic Party] 

agendas in a meeting headed by the U.S. Ambassador 
Khalilzad. They announced the agreement on the fake 
document. 


\"The National Dialogue Council and two other patriotic 
parties remained silent regarding today's meeting. We 
understand the American-Israeli threats and pressures on 
those silent powers who reject a new Sykes-Picot for Iraq 
[refers to the 1916 agreement between Great Britain and 
France to divide the territory previously under the control 

of the Ottoman Empire into their own spheres of influence]. 
But they should announce publicly and before God that they 
are unable to represent the group on whose behalf they 
speak 
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from this sinful process in order to prove themselves not 
guilty in the historical records. 


VAII bets on the Al-Sadr trend have failed; we thought that 
this trend would be truly patriotic and capable of handling 
any national responsibility. There is nothing left for these 
poor people except relying on themselves and boycotting the 
referendum 
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sell aluminum extrusions then we could talk about 


CBERA/CBPTA preferences. V" 


4. (U) B. Foreign Direct Investment in 2004 (USD Million) 


Agriculture/Manufacturing/Distribution 43.5 
Information Technology/Communication 17.9 
Minerals and Chemicals 9.8 
Insurance 10.2 

Tourism 114.6 

Mining 57.3 

Other 170.2 

Sub-total 423.6 

Retained Earnings 178.0 

TOTAL 601.6 


Source: Bank of Jamaica 


(SBU) After registering record FDI flows of USD 721 

million in 2003 

percent in 2004 to USD 602 million. Although there has 
been a steep downturn in FDI to Latin America and the 
Caribbean 

relatively high. This allowed the island to win the small 
countries category at the World Promotion Organization 
conference in 2003. The organization also ranked Jamaica 
the highest maximizing FDI destination in the Caribbean 
and twentieth in the world on a per capita basis. The 

fall off in FDI in 2004 reflected a return to normality in 
investment activity in the mining and communications 
sectors following the completion of major expansion work 
at two bauxite plants between 2002 and 2003 and by mobile 
telecommunications companies in 2003. FDI to Jamaica is 
expected to rebound in 2005 

investment 

RIU 

October. In addition 

significantly from a USD 1 billion-expansion project being 
undertaken by Alcoa to expand capacity. 
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5. (SBU) The Jamaica Trade Board is the agency charged 
with administering the CBERA/CBTPA programs Jamaica. 
Certifying Officer of the Trade Board Tanique Brodber told 
emboff that her unit has not encountered any major 
problems with administering the programs. She also said 
that exporters did not register any dissatisfaction with 
regard to the 35 percent value added criterion. Brodber 
said that during 2004 over 1 

validated under CBTPA 

600 exporters applied for CBI certification in 2004 

from 516 in 2003. She attributed the steep decline in 
certification under the CBTPA to the demise of the 

textiles and apparel industry. Although enhanced 
preferences have not helped in saving the apparel and 
textiles sector 

other non-traditional exporters of beverages 

produce 


6. (SBU) JAMPRO (Jamaica\'s trade promotion agency) 
officials told emboff that while it may be argued that the 
U.S. has implemented a number of trade regulations that 
often operate as obstacles to market access 

such as the CBI go a long way toward diversifying exports. 
According to Cheronne Ellis of the Corporate Affairs 
Office of JAMPRO 

themselves of this duty-free benefit. The preferences 
once afforded to ACP countries are being eroded and 
unilateral benefits are fast coming to an end. V" Ellis 

said it would therefore be wise for Jamaican exporters to 
make full use of the beneficial arrangements provided by 
the world\'s largest trading partner. 


7. (SBU) Ellis pointed out that while Jamaica\'s exports to 
the U.S. between 1999 and 2003 fell by 11 percent there is 
a strong possibility that this trend will be reversed. 

She said that Jamaica\'s total exports of USD 529 million 
in 2003 could be doubled to reflect the indicative 

potential trade (i.e. - the total amount of exports the 

U.S. could absorb from Jamaica) of USD 1.1 billion. Ellis 
said that three products (ethnic and specialty foods 
essential oils and seafood) have grown in importance since 
1999 

indicative potential trade. This could indicate that 

these products were benefiting from CBERA and the 
indicative potential trade figures might need to be 

revised to reflect the ballooning trade trends of these 
products. She said that JAMPRO is implementing a 
certification mechanism for meat and poultry products to 
enter the U.S. 

traditional export base and further diversify the economy 
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away from traditional agriculture. 


8. (SBU) In addressing the moribund state of Jamaica\'s 
exports 

Andre Gordon said that the country needed to embark on a 
strategy to expand its export base. He said that 

producers must move away from bulk generic production of 
traditional products towards brand emphasis 

Jamaican rum and coffee exporters have done. Gordon also 
stated that the country had to identify growing 

international markets in a bid to exploit any opportunity 
that might arise. He said there were clear opportunities 

for products such as beverages 

percent in 2004 (albeit from a small base) 

processed foods. Keith Collister of the Private Sector 
Organization of Jamaica also told emboff that Jamaica\'s 
over-valued currency and waning apparel sector were 
largely responsible for poor export growth. He suggested 
that the island had to invest in research and development 
while at the same time establishing more efficient 
distribution channels. Collister also told emboff that 

the island had to move from producing samples of non- 
traditional products to large-scale production and learn 

to V'export or die\". 
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sell aluminum extrusions then we could talk about 


CBERA/CBPTA preferences." 


4. (U) B. Foreign Direct Investment in 2004 (USD Million) 


Agriculture/Manufacturing/Distribution 43.5 
Information Technology/Communication 17.9 
Minerals and Chemicals 9.8 
Insurance 10.2 

Tourism 114.6 

Mining 57.3 

Other 170.2 

Sub-total 423.6 

Retained Earnings 178.0 

TOTAL 601.6 


Source: Bank of Jamaica 


(SBU) After registering record FDI flows of USD 721 
million in 2003 

percent in 2004 to USD 602 million. Although there has 
been a steep downturn in FDI to Latin America and the 
Caribbean 

relatively high. This allowed the island to win the small 
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countries category at the World Promotion Organization 
conference in 2003. The organization also ranked Jamaica 
the highest maximizing FDI destination in the Caribbean 
and twentieth in the world on a per capita basis. The 

fall off in FDI in 2004 reflected a return to normality in 
investment activity in the mining and communications 
sectors following the completion of major expansion work 
at two bauxite plants between 2002 and 2003 and by mobile 
telecommunications companies in 2003. FDI to Jamaica is 
expected to rebound in 2005 

investment 

RIU 

October. In addition 

significantly from a USD 1 billion-expansion project being 
undertaken by Alcoa to expand capacity. 


5. (SBU) The Jamaica Trade Board is the agency charged 
with administering the CBERA/CBTPA programs Jamaica. 
Certifying Officer of the Trade Board Tanique Brodber told 
emboff that her unit has not encountered any major 
problems with administering the programs. She also said 
that exporters did not register any dissatisfaction with 
regard to the 35 percent value added criterion. Brodber 
said that during 2004 over 1 

validated under CBTPA 

600 exporters applied for CBI certification in 2004 

from 516 in 2003. She attributed the steep decline in 
certification under the CBTPA to the demise of the 

textiles and apparel industry. Although enhanced 
preferences have not helped in saving the apparel and 
textiles sector 

other non-traditional exporters of beverages 

produce 


6. (SBU) JAMPRO (Jamaica\'s trade promotion agency) 
officials told emboff that while it may be argued that the 
U.S. has implemented a number of trade regulations that 
often operate as obstacles to market access 

such as the CBI go a long way toward diversifying exports. 
According to Cheronne Ellis of the Corporate Affairs 
Office of JAMPRO 

themselves of this duty-free benefit. The preferences 
once afforded to ACP countries are being eroded and 
unilateral benefits are fast coming to an end.\" Ellis 

said it would therefore be wise for Jamaican exporters to 
make full use of the beneficial arrangements provided by 
the world\'s largest trading partner. 


7. (SBU) Ellis pointed out that while Jamaica\'s exports to 
the U.S. between 1999 and 2003 fell by 11 percent there is 
a strong possibility that this trend will be reversed. 
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She said that Jamaica\'s total exports of USD 529 million 
in 2003 could be doubled to reflect the indicative 
potential trade (i.e. - the total amount of exports the 

U.S. could absorb from Jamaica) of USD 1.1 billion. Ellis 
said that three products (ethnic and specialty foods 
essential oils and seafood) have grown in importance since 
1999 

indicative potential trade. This could indicate that 

these products were benefiting from CBERA and the 
indicative potential trade figures might need to be 

revised to reflect the ballooning trade trends of these 
products. She said that JAMPRO is implementing a 
certification mechanism for meat and poultry products to 
enter the U.S. 

traditional export base and further diversify the economy 
away from traditional agriculture. 


8. (SBU) In addressing the moribund state of Jamaica\'s 
exports 

Andre Gordon said that the country needed to embark on a 
strategy to expand its export base. He said that 

producers must move away from bulk generic production of 
traditional products towards brand emphasis 

Jamaican rum and coffee exporters have done. Gordon also 
stated that the country had to identify growing 

international markets in a bid to exploit any opportunity 
that might arise. He said there were clear opportunities 

for products such as beverages 

percent in 2004 (albeit from a small base) 

processed foods. Keith Collister of the Private Sector 
Organization of Jamaica also told emboff that JamaicaVs 
over-valued currency and waning apparel sector were 
largely responsible for poor export growth. He suggested 
that the island had to invest in research and development 
while at the same time establishing more efficient 
distribution channels. Collister also told emboff that 

the island had to move from producing samples of non- 
traditional products to large-scale production and learn 

to \"export or die\". 


TIGHE 
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passage of CAFTA-DR has brought increased focus by the media 
and interested parties on the lack of movement on 

ratification of the agreement in Costa Rica 

proponents stating that each day that passes without moving 
forward on CAFTA-DR 

loses business to the other countries that have already 

ratified the agreement. Opponents claim that Costa Rica 

should continue the national dialogue on this issue and the 
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other countries decisions to ratify the agreement should 
have no effect on Costa Rica\'s ratification process. Some 
point out with pride that Costa Rica has always benefited 
from taking a different path than the rest of Central 
America. End Summary. 


2. (SBU) After the Nicaraguan Congress passed CAFTA-DR on 
October 10 

country to not have yet ratified the agreement. More 

notable is the fact that President Pacheco continues to 
delay in sending the agreement to the Legislative Assembly 
to start the lengthy ratification process (Ref A). His 

recent comments about when he will send CAFTA-DR to the 
legislature have been vague 

always noncommittal. Based on recent statements made by 
President Pacheco 

early as October 20 when he returns from the 15th Ibero- 
American Summit in Salamanca 

the sure-to-be-contentious bills to strengthen the Costa 
Rican Institutes of Electricity (ICE) and Insurance (INS) 

are introduced and passed by the Assembly. The latter 
would surely mean that CAFTA-DR would not be submitted 
before the next Administration takes office in May 2006. 

The most recent press statement from the Office of the 
President states that he will submit CAFTA-DR to the 
Assembly at the same time the bill to strengthen ICE is 
submitted. 


3. (SBU) Reportedly the bills to strengthen ICE and INS 

are under review by the Administration and will be 

submitted to the Assembly within the next several weeks. 
The Administration is careful to not give exact dates as 

prior submission time period estimates have come and gone. 
Another important legislative project that the GOCR says it 
will submit to the legislature is the Telecommunications 

Act which should propose laws to comply with the 
telecommunications portion of CAFTA-DR - to gradually open 
the telecommunications market to competition. All of these 
legislative projects and CAFTA-DR will be intensely debated 
in the Assembly and because of the Costa Rican legislative 
process 

or more to ratify. 


4. (SBU) To date 

that has been submitted to the Assembly is that associated 
with funding the complementary agenda to CAFTA-DR. This 
concerns Assembly approval for three loans from the Inter- 
American Development Bank 

American Bank for Economic Integration (Ref B) to fund 
initiatives to increase the competitiveness of Costa Rican 
businesses and improve infrastructure. 
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5. (SBU) The situation in Costa Rica regarding 

ratification of CAFTA-DR has not changed since Nicaragua 
passed the agreement. Pacheco may send the agreement to 
the Assembly as early as the end of October or he may wait 
until the Assembly passes the still-to-be-submitted 

proposed laws to strengthen ICE and INS. Costa Rica 
arguably 

changes that need to be made not only to comply with CAFTA- 
DR but also to make fundamental changes to ensure Costa 
Rica can take advantage of the opportunities offered by the 
agreement. Regardless of when he sends CAFTA-DR to the 
Assembly 

be lengthy and it is very likely that the agreement and 
associated legislative projects will not be approved until 
sometime after the next President and Legislative Assembly 
members take office in May 2006. 

FRISBIE 
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reparation will be impossible to achieve\" because suffering 
transcends material compensation. He added that \"only 
remorse on the part of the victimizers can guarantee that the 
current situation of violence is not repeated.\" Pizarro 
stated that one cannot believe there will be exceptionally 
large sums available to pay reparations to the victims of 
such a prolonged conflict 

best so a significant number can receive reparations. He 
clarified that the funds would come primarily from the 
perpetrators and the rest from the national budget and the 
international community. 


3. (C) Pizarro said the CNRR is not a truth commission. He 
explained 

Vhistoric reconstruction" of the paramilitary phenomenon that 
could be broadly distributed and through which victims could 
feel there has been a V'moral condemnation.\" 


4. (C) The CNRR will initially define its regulations and 
identify the criteria for the selection of the commissionVs 
two remaining representatives in its first closed door 
meeting on October 19)20. The importance of defining 
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promptly the CNRR\'s regulations is not only to clarify its 

vast responsibility of assisting in ensuring reparations and 
promoting reconciliation between victims and perpetrators 

but also to finalize the executive branch\'s over two 

month-long effort to conclude draft regulation to implement 

the Justice and Peace (J&P) law. Emboffs were told that the 
commission has been working closely with the executive branch 
on the reparations language of this decree and hopes to use 
the mid-October meeting to agree on the text. 


5. (C) The CNRR is composed of six government officials and 
seven civil society members; two of the civil society 

victimsY representatives have yet to be named. CNRR sources 
told us that the commission has decided to address the issue 
of the criteria for the selection of the victimsV 

representatives in the first general meeting because of its 
sensitivity. The commission has already received many 
applications from interested organizations and members told 
Emboffs that various pressure groups are making the process 
difficult. 


6. (C) During its initial months 

to begin working on naming key administrative staff 
organizing a forum 

paramilitary phenomenon 

sources 

CNRR sources told us that the commission would probably name 
the Director of the Peace and Reconciliation Office in 
Medellin 

Coordinator. This position will oversee the commission\'s 
reparations 

groups. CNRR sources say that there is \"general informal 
consensus\" that Villegas would be the best candidate for the 
job given his excellent performance in Medellin and his 
impressive credentials 

is being kept close hold until later in the year because of 
Medellin\'s reluctance to let him go. The commission plans to 
organize a national and international forum on reinsertion 
reparations 

expected to take place in early November. In its first 

report on the paramilitary phenomenon 

and systemize information from departments 

the Catholic Church 

others with knowledge about \"collective reparations.\" 


CNRR\'S PROJECTED FUNDS 
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7. (C) CNRR sources said that the GOC authorized 1.5 billion 
pesos (approximately USD 700 

budget next year 

necessary funds for the remainder of this year. The 
Netherlands has agreed to pay for the salaries of three of 

the five civil society members in the commission. Meanwhile 
the CNRR is trying to garner financial support from other 
international donors and the private sector. 


WOOD 
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narcotrafficking. END NOTE.) Cocalero expert Jaime Antesana 
(who works for a USAID contractor) told Poloff that between 
1500 and 2000 cocaleros attended the Congress with the vast 
majority (as high as 9096) being new members from the VRAE. 


4. (SBU) The Congress reelected jailed cocalero leader Nelson 
Palomino as Secretary General of the CONPACCP (he is serving 
a 10 year jail sentence for involvement in violent acts 

opposing eradication in 2003 (REF D)). Walter Hacha Romani 
was elected as Undersecretary General 

Obregon 

with Palomino in jail. Hacha is a leader in FEPAVRAE 
organization with a relatively radical base of cocaleros from 
the region that was founded by Palomino. According to 
Antesana 

the V'coca or death\" mantra and along with other radical 
cocaleros see Obregon as a traitor 

eradication. Daniel Apaza 

Propaganda and coordinator for the Congress 

that there will be violent mobilizations to oppose 

eradication. (NOTE: Apaza was detained on 10/3 by police in 
San Gaban 

opposing eradication efforts in the area. He was driven by 
police to Macusani 

charged. Protests to free Apaza and end eradication in San 
Gaban fizzled. Police are in control of the situation and 

the area is calm. END NOTE.) 


5. (SBU) Palomino and Hacha\'s elections dealt a blow to 
Obregon\'s aspirations to continue as a CONPACCP\'s de facto 
leader. FEPAVRAE members significantly outnumbered cocaleros 
from other valleys accounting for the VRAE takeover of 
СОМРАССР leadership. Elsa Malpartida 

the Upper Huallaga and ally of Obregon did not attend the 

meeting because she was detained in Leoncio Prado under 
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charges of disorderly conduct against public and private 
property related to prior cocalero strikes she organized. 


6. (SBU) Approximately 35 supporters of Antauro and Ollanta 
Humala 

day of the Congress to organize and seek signatures for 
registration of the ultranationalist Ethno-Cacerista 

political party. According to Antesana and press reports 
they were not allowed to participate in the meeting because 
political parties were banned from the Congress 

Humalistas waited outside for the meetings to end to collect 
signatures. Obregon 

Ollanta Humala referring to him as a natural ally and read a 
greetings letter to the cocaleros from jailed Antauro Humala. 
(NOTE: Prior to the Congress 

Obregon was trying to position herself politically with 

Ollanta Humala (Ref A). END NOTE.) 


7. (SBU) COMMENT: The CONPACCP discussions continued the 
strategy of decoupling coca growers from narcotraffickers by 
linking coca with indigenous rights and national identity. 

Though not achieving a national unification of cocaleros 
Congress did result in a stronger CONPACCP with wider 
membership and new 

history of political infighting between leadership of the 

Monzon and the FEPAVRAE and the self-imposed segregation of 
Cuzco cocaleros 

moment. The new CONPACCP leadership 

representatives and excluding Obregon and Malpartida 

usher in a more radical opposition to eradication. Obregon 

and Malpartida\'s exclusion from the organizational leadership 
reflects their waning influence within the cocalero movement. 
The convergence of increasing violent rhetoric and the 
involvement of the Humala brothers in coca politics is of 
particular concern 

been made. END COMMENT. 

STRUBLE 
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money from the bank at an interest rate much lower than that 
offered on credit cards and agree to make set monthly 
payments to the bank to repay the loan. The cash card 
provides access to the borrowed money at ATMs and at most 
places that accept credit cards. For Cosmos Bank Taiwan 
the largest issuer with a 25 percent market share 

card business contributes over 60 percent of the bankVs net 
profits. However 

that many Taiwan cash and credit card lenders are losing 
money because of their high operating costs 

base 
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New Definition for NPL 


3. In July this year 

Commission (FSC) adopted a new policy that defines NPLs as 
loans overdue three months or more. Prior to July 1 

was non-performing if no principal or interest payments had 
been made for six months. 


Sharp Increase in Write-offs 


4. The change in the NPL definition 

FSC pressure on banks to keep their NPL ratio below three 
percent 

amounts of bad debt beginning mid-2005. Write-offs in May 
2005 posted a moderate growth of 496 from a year ago to 
NT$877 million. The growth in subsequent months shot up to 
18996 in June 


5. Under the old NPL definition 

posted cash card NPL ratios above the FSC-set 3% limit in 
June 2005. However 

five banks were penalized for crossing the 3% limit in July. 
In August 

limit declined to three. 


Credit Crunch? 


6. In recent reports 

expressed concern that the new FSC policy could contribute 
to banks being less willing to offer consumer credit and 

that 

growth. The \"Financial Times\" recently reported that the 
lack of credit growth \"is pushing\" Taiwan into a credit 
crunch of the sort suffered by South Korea in 2002-3. 


7. In spite of the Financial Times article 

observers believe the background of South Korea\'s 2002-3 
credit crises was much different from TaiwanVs current 
situation. By writing-off bad debt 

able to continue to expand their cash-card services. 

Revolving balances of cash-card accounts grew 53.5% in July 
and 50.3% in August. 


8. Our FSC contact told AIT that the rapid growth of cash 
card accounts reflected the handsome profits originating 
from cash card services 

offs represented Taiwan banks\' sufficient profitability to 
deal with bad debts. The FSC contact stressed that 
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outstanding loans offered by banks to cash card holders 
remained relatively small and unlikely to seriously impact 
overall spending. He noted that cumulative lending to cash 
card holders as of August 2005 was only NT$312 billion 
than two percent of total bank loans (NT$16.5 trillion). 


PAAL 
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strategy towards the violence in the South. Chidchai replied 

that the General's comments had been made in a closed session 
of a workshop and that his comments had been leaked to the 
press. These comments represented only General Pallop\'s 
personal views. 


MILITANTS WANT TO PROVOKE A LARGE-SCALE RESPONSE; CHIDCHAI 
SAYS RTG IS NOT TAKING THE BAIT 


3. (SBU) Chidchai was generally upbeat about the RTGVs recent 
progress in addressing the Southern problem. He stated that 
the Thais were getting better intelligence in the problematic 
Vred zones\" where insurgent activities were worst. Chidchai 
repeatedly noted that the modus operandi V" of the insurgents 
was to try a provoke a harsh response from the RTG. Such a 
crackdown would inevitably arouse the anger of the local 
population 

of the militants. Chidchai said that the RTG was being very 
careful not to fall into the militantsV trap. Still 

admitted that there was enormous frustration with the 

brutality of the insurgent attacks 

and maim officers and civilians every day 

lives of all the people of the region. Regarding cooperation 
from the local people 

know more than they are telling authorities. 


4. (SBU) The Ambassador asked Chidchai about PM ThaksinVs 
recent visit to the home of Mariya Useng 

Thai Malay separatist leader. Chidchai responded that the 

visit was made in large part to inspire confidence among the 
Thai population 

to visit the South 

Southerners head-on by attempting to meet separatist leaders. 
The Ambassador noted that the Prime Minister\'s visit to the 
woman\'s private home could also be perceived as a threatening 
gesture by local Muslims. 


REFORMING THE PONDOKS 
5. (C) Chidchai told the Ambassador that the RTG had plans to 


institute educational reforms in the Southern provinces that 
would require private Islamic schools to adhere to the 


Column 3 

national curriculum. He noted that many of these schools 
were teaching exclusively religious subjects 

indoctrinating their students with dangerous Islamic 
fundamentalist ideals. He said that it had been a mistake 
for the RTG to allow these schools to operate without 
oversight for so many years. He expressed concern that many 
students were not learning Thai 

national institutions. The Ambassador noted that Indonesia 
had a system that worked fairly well in which the government 
worked closely with Islamic schools to ensure that all the 
required elements of the national curriculum were taught 
alongside the schools religious programs. 


ANGER WITH MALAYSIA 


6. (C) Chidchai\'s expressed irritation with Malaysian Foreign 
Minister Hamid for his recent statements about the 131 Thais 
who have crossed into Malaysia to claim refugee status. He 
believed that the Malaysian Government was \"crazy\" to turn a 
minor incident into an issue which could have a damaging 
long-term effect on Thai-Malaysian relations. He commented 
that even the Indonesians have taken a more balanced and 
neutral response to the situation. Chidchai hoped that UNHCR 
would certify that these people were not refugees. 


AVIAN INFLUENZA 


7. (U) The Ambassador advised that Thailand should continue 
to prepare itself for the possibility of an avian influenza 
pandemic. Although Thailand had many safeguards in place to 
guard against a breakout of avian flu 

Vietnam remain highly vulnerable since they do not have the 
resources to guarantee a sufficient level of protection. Due 

to the vulnerabilities of its neighbors 

still very much at risk should a pandemic break out. 

Chidchai concurred with the Ambassadors sentiments. 
BOYCE 
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regulations that could limit individual freedoms 

press freedom. Security forces are implicated in human 
rights abuses. 


-- Rule of law/law enforcement/transparency. Weak corporate 
governance and transparency regulations foster money politics 
and corrupt the political system. The poor performance by 
police 

contributes to human rights abuses. The security forces are 
hampered by poor coordination and interagency distrust. In 
the South 
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elements feeding anti-government feeling. 


-- Voter education/election monitoring. Given the lack of 
opposition access to broadcast media 

information about their choices 

conduct of the elections. Vote buying and 

voter intimidation 


-- Weak institutions. The 1997 Constitution calls for a 

range of independent institutions 

non-partisan Senate and including agencies to combat 
corruption 

still too weak to accomplish their goals. In some cases 
Senate has moved too slowly to establish these agencies; in 
other cases 

of agencies that might limit its power 

The Senators are not the independent V'wise men" foreseen in 
the constitution; most are partisan 

dominant. 


5. (С) IDENTIFY THE 3-5 MOST IMPORTANT DESIRED OUTCOMES OVER 
THE NEXT 6-8 MONTHS 


-- Media. Desired outcome: Journalists/civil society better 
able to resist efforts by government and political interests 
in limiting press freedom. Longer term goals: fewer threats 
to independent media. 


-- Justice/South. Desired outcome: International interest 

and raised RTG awareness lead to a decrease in security force 
abuses in the South; government officials recognize that 
overreaction only fuels insurgent 

Improved access to justice for Southern Muslims. Longer 
term goals: improved administration of justice 

in police and peaceful resolution of the conflict in the 

South. Greater public confidence in the probity of government 
institutions. 


-- Rule of Law/Law enforcement. Desired outcome: we cannot 
expect to have any measurable impact in 6-8 months. In the 
longer term 

improved professional ethics by judges and lawyers. The most 
important 

performance by police and other security forces 

terms of competence and in terms of respect for human rights. 
Making progress in this area would require a significant 
increase in USG resources addressed towards the basic police 
training academies and refresher training for working 

officers. 


-- Elections. Desired outcome: effective engagement by civil 
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society on voter education and election monitoring 
to a free and fair election for the Senate in April/May 2006. 


SIX MONTH DIPLOMATIC AND PROGRAMMATIC STRATEGY 


6. (SBU) Post has a range of programs already in place to 
support free and objective media 


-- We are about to begin a $500 

improve objective media coverage of social and political 
development throughout Thailand 

broader 

developments and social conflict. 


-- Post regularly sends journalists on IV programs and 
includes them in other PAO outreach activities. 


7. (SBU) Post has several pending requests that would 
contribute to strengthening independent media: 


-- Post has requested funding to support English-language 
education for journalists. This is the fastest way to get 
journalists access to a variety of viewpoints on political 
issues. 


-- For journalism support particularly relevant to the 
problems in the South 


8. (C) Other measures to achieve desired outcomes: 


-- Post has highlighted the encroachments on press freedom in 
our human rights report 
officials. 


-- The Senate finally named the new National Broadcasting 
Commission (NBC) just last week. PAO and POL intend to work 
together to encourage the new NBC to act fairly and 

objectively as it makes decisions on spectrum allocation. In 
particular 

System to permit community radio 

avenues to getting independent 


MUSLIM UNREST/THE SOUTH 
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9. (C) The situation in the South is one of postVs top 
priorities. Security concerns make travel and programming in 
the South difficult 

maintain a regular travel program. Post frequently raises 

the problem of the South with Thai officials and civil 

society at all levels. Widespread distrust of the US by 
southern Muslims is one of the biggest obstacles post faces 
in its outreach efforts. 


-- Post sends officers to the South regularly to meet with a 
wide range of residents -- officials 
and others from both Muslim and Buddhist communities. 


- Post is monitoring the trial of police implicated in the 
disappearance of a prominent Muslim lawyer. Post is 
cooperating with a range of NGOs to follow the trial 
proceedings and to underscore international concerns 
regarding the case of this well-known Muslim leader and the 
alleged role of police in his disappearance and presumed 
death. 


- Post maintains close contact with the National 

Reconciliation Commission (NRC) 

the government to prepare recommendations to end violence and 
resolve the problems in the region. The NRC enjoys 

considerable respect and credibility 

discussions at all levels the importance of taking the NRC 
recommendations into account in setting government policy to 
respond to the unrest in the area. 


10. (C) Post has a vigorous outreach program in the South 
including three American corners at universities in the 
region which have hosted DVCs and speaker programs. Through 
the V'Shared Futures!" initiative 

local Muslim organization to distribute \"branded\" backpack 
kits to schoolchildren 

institution to distribute 1 

villagers; this is aimed at empowering Muslim women 
heads-of-household through micro-enterprise development. 
Post involves members of the Muslim minority in the full 
range of PAO programs 

English-language study. 


-- Post also distributes information in the local Malay 
dialect as well as Thai language 

broadcast media on programming 

COOP project for a series of broadcasts on the American 
Muslim community which will be airing over the next several 
months. PAO is also using TV COOP programming from 
Indonesia 

currently being broadcast. 
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11. (SBU) We believe that several small steps could improve 
Posts ability to reach out to this key community. First 

could use publications geared to less-educated readers. Even 
when translated 

too high a level for these readers. Second 

stations in the Muslim area are hungry for additional 
programming and we could place far more Department provided 
broadcast programming if we had the English-language scripts 
to facilitate translation. 


12. (SBU) USAID is administering a $500 

South implemented through Asia Foundation to help build 
citizen engagement in and commitment to moderate democratic 
values and institutions. The program 

underway 

government 

represents a major increase in USG resources directed toward 
the problems in the South. 


13. (C) Post has provided Department with a list of priority 
projects for funding from the FY05 Supplemental Peacekeeping 
Operations Allocations to Support the Global War on Terrorism 
(ref B). One of post\'s top priorities for this funding is a 

project to provide non-lethal weapons and civil disturbance 
training for Thai military units deploying to the South. The 

Thai military specifically requested this assistance 

that its leaders are aware of the high cost of military 

mistakes in responding to civil disturbances. Since late 

2004 

International Legal Studies (DIILS) so that training through 

the Joint Combined Exchanges and Training (JCET) 

(Baker) and IMET programs include more comprehensive human 
rights training for military forces before they deploy to the 
South. 

14. (C) If more resources were available: Post has also 
requested support for conflict resolution and Muslim outreach 
programs from the FYO5 Supplemental PKO Allocations to 
support the GWOT. We do not anticipate that all of these 
projects can be funded with the available resources 

believe that they all merit USG support (further details on 
programs in ref B). These projects include: 


-- a program to study populist anti-terrorism movements and 
to share other countries approaches with Southern leaders 
(cost: $29k) 


-- a program to promote journalistic responsibility and 
investigative journalism in the South 
the Association of Yala Journalists (cost: $25k) 
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-- a program to support training for community radio 
operators 

Reform (cost: $25k) 


-- a grant to a nascent NGO 
to help it establish itself and work to with Muslim women to 
counter political extremism through development (cost: $7k) 


15. (C) In addition 

working to improve the administration of justice in the 

South. Post would welcome the opportunity 

support the work of the legal aid alliance formed by the NRC 
the National Human Rights Commission and the Law Society 
which have set up legal aid centers in the South to provide 
residents there with access to legal representation. There 
would be many opportunities to work on projects like this 
with good partners if additional funding were available. 


RULE OF LAW/LAW ENFORCEMENT/TRANSPARENCY 


16. (SBU) INL through the Narcotics Assistance Section (NAS) 
takes the lead in these areas. 


-- NAS funds a ABA/CEELI program on judicial ethics; over 
the next 8 months 

program will hold seminars and training on Legal Ethics 
Judicial Ethics 

for the National Counter-Corruption Commission (NCCC). It 
will provide expertise for professional ethics curriculum 
development 

activities. 


-- INL supports a resident legal advisor from the Department 
of Justice 
reform and anti-corruption measures. 


-- In designing upcoming police training through the 
International Law Enforcement Academy (ILEA) 
strengthen the human rights and professional responsibility 
elements in its courses. 


-- For law enforcement training specifically oriented to the 
situation in the South 


17. (C) If additional resources were available: Post 
believes that increased resources for police training 
correctly used 

term. INL currently restricts the training of provincial 
police 

connected to an anti-drug campaign conducted in 2003. 
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Historically 

with cases of corruption 

policing too common. Other elements of the security forces 
including National Police 

although the lack of accountability is a pervasive problem 
affecting all the security forces. There are officials 

within the National Police who understand the need to 
professionalize the force and who would work seriously with 
us toward that goal. As an interim measure 

the range of USG-sponsored training for security forces and 
counter-terrorism 

to also promote more responsible and accountable policing. 
Following this review 

carefully-considered expansion of USG police training 
perhaps along the model of ICITAPYs Indonesia program. 


VOTER EDUCATION/ELECTION MONITORING 


18. (SBU) Post will monitor upcoming by-elections and the 
Senate elections early next year. 

-- Post has regular contact with representatives of all the 
main political parties and closely follows allegations of 
unfair practices by the government to restrict their 
activities 


-- Post meets regularly with the main voter education and 
monitoring organization 


19. (C) If additional resources were available: Pollwatch 

is underfunded and would benefit from additional support 
through grants or collaboration with an appropriate US NGO 
such as NDl or IFES. Post will encourage Pollwatch to apply 
for PAO-sponsored grants through the Democracy 
Commission/small grants program 

available this year. 


INSTITUTION BUILDING 


20. (C) Post cannot expect to make much impact over the next 
6-8 months on the building of stronger institutions. Many of 
the agencies established in the 1997 Constitution to 

safeguard civil liberties are appointed by the Senate 

term will end in March. Incumbents cannot run for 

re-election 

elections are held in April or May 2006. Once we see the 
composition of the new Senate 

efficacy of possible programs 

might assist reformers. Given budget constraints 
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probably be unable to do much programming with the new Senate 
before the new fiscal year 

members immediately after the elections. 


MAJOR NEEDS/MAJOR IMPEDIMENTS 


21. (C) Thailand is still significantly ahead of its 

neighbors in its democratic development 

appropriate that the lion\'s share of democracy-building 
resources are used elsewhere. Nonetheless 

outlined above shows that some additional resources could be 
well-used to promote our democracy goals here. 


SIGNIFICANT INFLUENCES 


22. (C) The most significant influences contributing to 
democratization here is Thailand\'s own civil society. 

Thailand has a wealth of NGOs and advocacy groups 

relatively few limits on their activities. Public awareness 

of civil/human rights issues has grown with increased access 

to media and education. Human rights NGOs maintain contacts 
with international partners. Political parties campaign 
vigorously. The push for more progress on democracy can and 
must come from the Thai people. The US can provide support 
by targeted diplomatic interventions and programs of the kind 
outlined above. 


CONSEQUENCES 


23. (C) The US and Thailand enjoy an excellent relationship. 
We have long and close ties to most sectors in Thai society 
from the political leaders of all parties 

military and up to the royal family. Thais and Americans are 
connected by family ties 

interests: we do not believe that there will be long-term 
negative consequences to our efforts to support democracy 
here. In the short term 

Prime Minister is famously sensitive to criticism and quick 

to use nationalist and populist messages to build support for 
his positions. Even though his soaring popularity has 
sagged somewhat recently 

effective at using his office to rally support. Efforts 

based on confrontation and direct public criticism of the PM 
and his policies are unlikely 

effective as those that build on the genuine progress 
Thailand\'s other institutions have steadily built in recent 
years. 
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3. Report of the Regional Director: Dr. Marc Danzon began 
his address by identifying three guides for the work of the 
Regional Office: the program of work for 2004-2005 

vision for developing the Office into a modern 

and adaptable organization 

services to countries needs. As examples 

coordinating the European response to the tsunami in Asia in 
2004; working with UNAIDS to increase access to HIV/AIDS 
treatment in the region; sponsoring conferences on mental 
health 

partnerships with the European Commission 

and UN organizations such as UNICEF; and cooperation with the 
European Center for Disease Prevention and Control. 


4. Invited speaker: The European Commissioner for Health 
and Consumer Protection 

participation in the Committee meeting signaled the ECVs 
commitment to closer cooperation with the Regional Office and 
WHO as a whole. He suggested such cooperation would enable 
the EU and WHO to overcome the problem of decreasing 
resources and win wider political support for their shared 
agenda. He stressed investing in preventing disease and 
tackling lifestyle problems such as tobacco 

alcohol. 


5. European Strategy for Child and Adolescent Health: The 
Regional Committee adopted this strategy to increase efforts 
to reach the goal of enabling children and adolescents to 
reach their full potential for health and development and to 
reduce the burden of avoidable disease and mortality. The 
strategy follows four principles: a life-course approach 

that considers the full course of prenatal life to 

adolescence; putting the needs of the most disadvantaged at 
the top of the agenda to ensure equity; working through 
intersectoral action; and facilitating public and youth 
participation. Priority areas in the strategy include 

HIV/AIDS 

rubella 
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6. Framework for alcohol policy in the WHO European Region: 
The Regional Committee endorsed this Framework 

provides policy options for Member States to use in 

formulating national alcohol policies and national alcohol 

action plans. The resolution on alcohol adopted by the World 
Health Assembly in May (WHA 58.26) provided the impetus for 
developing the European Framework 

were successful in aligning the resolution accompanying the 
Framework with that of the Health Assembly - specifically 
emphasize public health problems resulting from harmful use 
of alcohol. Similar attempts 

emphasize cooperation with the alcohol industry were not 
successful 

that its work was in consultation with the industry. WHO 
Assistant Director-General for Noncommunicable Diseases and 
Mental Health LeGales-Camus also stressed the need to 
coordinate with industry. 


7. Interventions on alcohol stressed the need to reflect 
public health interests in all international agreements 
related to alcohol 

call for age limits on the purchasers of alcohol; and to 
restrict alcohol advertising 

The German intervention included a directive to the 
Secretariat to Vlay off industry" and suggested the 
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resolutionVs call for a legal database in the European 

Alcohol Information System was likely to be an expensive 
undertaking with few results. In a bizarre intervention 

WHO Regional Director for the Eastern Mediterranean 

Hussein Gezairy (Saudi Arabia) 

allowed on WHO premises nor served at WHO social events. He 
also called for the negotiation of a framework convention on 
alcohol and a report by the World Bank on the economics of 

the alcohol trade. There was no indication that members of 

the Regional Committee welcomed these proposals. The EURO 
Regional Director told USDel he had invited Gezairy to the 
meeting because he needs his help in dealing with 
Israeli-Palestinian issues. Israel is a member of the WHO 
European region. 


8. Avian and pandemic influenza: Although not on the 
Regional Committee\'s agenda 

regional office secretariats presented a technical briefing 
on avian and pandemic influenza 

situation in South-east Asia 

avian influenza pandemic threat 

risk assessments 

was also a discussion of upcoming meetings 
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U.S. IPAPI initiative 

donors meeting on pandemic preparedness. This discussion led 
the French delegation to criticize the \"pandemic of meetings.\" 


9. WHO Executive Board: The Regional Committee selected 
Denmark 

on the WHO Executive Board beginning in May 2006. The 
European region (as well as the Western Pacific region) 
gained an additional seat on the Board when amendments to 
Articles 24 and 25 of the WHO Constitution went into effect. 


10. Next meeting: The fifty-sixth session of the Regional 
Committee will meet at the Regional Office in Copenhagen from 
11-14 September 2006. 


Cassel 
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REF: A. A) STATE 188927 
B. B) GODFREY-WASILEWSKI OCT 4 E-MAIL 
Classified By: DCM A.F.Godfrey for reasons 1.4 (b 


(C) We delivered demarche talking points to MFA Chief of 
International Organizations Division Valery Mkrtumyan October 
12 per instructions in reftel A. (Note: Foreign Minister 

Vartan Oskanian is out of the country on extended travel and 
Mkrtumyan is the most well-informed MFA official on these 
issues after the FM. End note.) MkrtumyanVs response on the 
Holocaust Remembrance resolution was less positive than the 
earlier signals we had received from the FM\'s Senior Advisor 
(ref B). Mkrtumyan said that the GOAM would continue to push 
hard for the inclusion of language that mentioned \"our 
genocide\" (referring to the 1915 killing of Armenians in 
Ottoman Turkey). When pressed 

vote for the resolution in its current state 

doubt about Armenian co-sponsorship unless there was V'some 
discussion about editing a document that is not yet 

complete.V He suggested that the U.S. and others were 
stifling discussion on the issue by presenting the resolution 

as an \"all or nothing\" document. Mkrtumyan said that FM 
Oskanian was managing the issue personally and had instructed 
his deputies and the Armenian PermRep in New York not to make 
any commitments without his direct consent. He admitted 
however 

York had the latest word from Oskanian on the issue. 


(C) Comment: We are not sure that Mkrtumyan\'s tough stance 
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on the Holocaust Resolution issue is fully up-to-date. After 
our long discussion with him 

issue exposes sensitivities that could make it difficult for 
Oskanian to authorize co-sponsorship without appearing weak" 
on the issue to some in Yerevan. The Armenians will not risk 
an unhelpful image on an issue in which they feel they are 
deeply involved. The commitment to vote for the resolution 
regardless of co-sponsorship 

continue to push this message with the Armenians and will 
raise it with Oskanian himself upon his return later next 
week. 

EVANS 
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cross-scavenging fans 

crankshaft for automotive use.\" According to Erdpresser 
technical officials with the MoE and Austrian internal 
security agency were satisfied the spare parts were for 
civilian use. 

2. (S) Econ Unit Chief pointed out that the Beijing Power 
Machine Institute was responsible for the development of 
cruise missile propulsion systems and that these items might 
also have military purposes. Erdpresser admitted that the 
MoE had advised WFL Millturn that 

information 

further licenses to export dual-use goods to the Beijing 
Power Machine Institute. 

van Voorst 
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learned it is worth spending millions to save billions. V' 


4. (C) Director General Lee said he considered Singapore\'s 
avian influenza pandemic preparedness plan \"excellent\" -- 
among the best he had seen. Minister Khaw and Minister Lim 
observed that most countries lack preparedness plans or have 
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plans that do not put enough emphasis on preventing or 
slowing outbreaks. Minister Lim elaborated 

Laos 

international assistance given their poor public health 
structure. In response to Minister Lim\'s question 

General Lee said that a lack of reported cases in Burma does 
not necessarily mean it has had no outbreaks of avian 
influenza. The Under Secretary encouraged regional 
engagement to advance influenza dialogue with countries such 
as Burma; she noted Secretary RiceVs appreciation for the 
role the Singapore Foreign Minister had played raising this 
issue at the last ASEAN meeting. 


The REDI Center 


5. (C) U/S Dobriansky and Director General Lee visited the 
REDI Center 

announced by President Bush and then-Prime Minister Goh Chok 
Tong (now Singapore\'s Senior Minister) at the 2003 APEC 
Leaders\' Meeting. Staffed by Singapore health officials and 
supervised by an interim U.S. director 

regional hub for improving the detection of and response to 
new and emerging infectious diseases and threats 

naturally occurring or man-made. At the REDI Center 

Ministry of Health Deputy Secretary Goh Aik Guan proposed 
using REDI to facilitate U.S. presence in the region by its 
acting as a satellite public health and research laboratory. 
Deputy Secretary Goh said Singapore is prepared to help push 
for a rapid-response regional stockpile to be controlled by 

the REDI Center -- if the USG would drive the initiative. 
Director General Lee commented that the WHO maintains 
stockpiles of influenza 

advised considering the political implications of deploying 
those stockpiles during an outbreak. The Under Secretary 
said she would share these proposals with all the relevant 
agencies in Washington. Deputy Secretary Goh briefed that 
since officially opening in May 2004 

planned the following training courses: Regional Meeting on 
Biosafety and Biosecurity (April 2005); Field Epidemiology 

and Training Course (May/June 2005); Pilot Health Emergency 
Preparedness Course (September 2005); Laboratory Safety 
Course (January 2006); and Lancet Medical Forum (May 2006). 


Public Diplomacy 


6. (U) The American Chamber of Commerce hosted a well 
attended breakfast talk by U/S Dobriansky and Director 
General Lee 

of a potential influenza outbreak and stressed the urgency of 
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countries partnering to prevent and mitigate that 
occurrence. The audience 

practitioners and corporate continuity and risk assessment 
advisors 

prevent or reduce the spread of such a pandemic and loss of 
labor and markets caused by its disruptions. The Under 
Secretary and Director General Lee pointed to a need to 


SIPDIS 

improve transparency and to stockpile Tamiflu 

effective against the current strain of avian influenza 

though a mutated virus able to sustain efficient human-human 
transmission would undoubtedly differ from the current 
strains. Director General Lee pointed out that the influenza 
virus attacks in waves 

vaccine between attacks; an imperfect vaccine is better than 
none. 


7. (U) The Under Secretary\'s visit concluded with a press 
conference. In response to questions 

pointed to recently widened geographic dispersal of 
incidences and the growing number of human cases 

by expert predictions that avian influenza could be the first 
major influenza pandemic of this century. But 

Director General 

pandemic could cause less social 

loss than the pandemics of the last century. The Under 
Secretary and the Director General also gave a morning 
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interview to Straits Times 

English-language newspaper. Local media gave wide coverage 
to U/S Dobriansky\'s visit (we have forwarded press articles 

to the Department). 


Participants 


8. (SBU) U/S Dobriansky and her delegation met with the 
following officials during her visit: 


Ministry of Health (MOH) 

- Minister for Health KHAW Boon Wan 

-- Mr. KOH Peng Keng 

-- Prof. SATKU (Satkunanantham) Kandiah 
Services 

-- A/Prof. CHEW Suok Kai 


Ministry of Foreign Affairs 
-- Second Minister for Foreign Affairs Raymond LIM 
-- Ms. LEOW Siu Lin 
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America Branch 


REDI Center 

-- MOH Deputy Secretary GOH Aik Guan 
-- MR. KOH Peng Keng 

-- Ms. Meng Har LEE 


Her delegation included: 


-- Under Secretary Paula Dobriansky 

-- Charge\' d'Affaires Judith R. Fergin 

-- WHO Director General Lee Jong Woon 
-- Dr. Ken Bernard 

-- Dr. Vaughan Turekian 

Secretary 


SIPDIS 

-- Dr. Thomas Yun 
Singapore 

-- Paul Horowitz 
Embassy Singapore 
-- Qiana Bradford 
Embassy Singapore 


9. (U) The Under Secretary\'s party has cleared this message. 
FERGIN 
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bank sales 

controlling interest in the state-owned Changhwa Commercial 
Bank (CCB). As reported ref B 

the two foreign consortia made offers substantially below the 
prevailing market price of CCB equity shares. Post-bid 
negotiations between the Ministry of Finance and the foreign 
consortia that lasted until May were denounced by the bank 
labor union and opposition legislators as an un-patriotic 
discounted sale of public property to foreigners. The 

failure to sell CCB not only was a serious blow to the reform 
plan 

government officials. The sale of controlling interest in 

CCB was finally accomplished in late July when TaiwanVs 
Taishin Financial Holding Company agreed to pay twice what 
the foreign consortia had offered. Initially 

widely interpreted as a big and surprising success for the 
reform program. 


4. (C) However 
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Taishin were analyzed 

acquired control over Changhwa with virtually no risk to its 
own capital. Media and opposition politicians expressed 
outrage at the selling of public assets to one of TaiwanVs 
controlling financial groups 

richest pro-DPP families. 


Allegations of Corruption 


5. (C) One of the most vocal critics of the sale has been 
PeoplesY First Party Legislator Dr. Christina Liu. During a 
lunch address to AIT Junior Officers on October 12 

explained some of her criticisms of the Chen Administration\'s 
approach to financial reform. She expressed the view that 
the second stage financial reform goals of cutting the number 
of banks and FHCs in half were both arbitrary and pointless. 
She told AIT that V'Even if all Taiwan banks were merged into 
one that wouldn\'t automatically increase the competitiveness 
or profitability of the banks. V'Big doesn\'t necessarily 

mean good 

the ten largest banks in the world 

poorly run.\" However 

she said the problem was not the goals 

non-transparent (read corrupt) way they were being 
implemented. She also said Taiwan banks had no chance of 
becoming competitive regionally as long as they were 
prevented from doing business in China. 


6. (C) Dr. Liu strongly implied that the Chen Administration 
was pushing bank privatization for reasons of corruption and 
cronyism. She noted that the number of state-owned banks was 
being reduced from 12 to 6 and speculated that the number 6 
was probably chosen in order to give each of TaiwanVs three 
wealthiest families control of two of the privatized banks. 

She suggested that the ruling Democratic Progressive Party 
doubts its ability to stay in power after the 2008 elections 

and wants to take full advantage of its remaining time in 
control to profit financially. However 

KMT had won the 2004 presidential election 

have engaged in corruption as well. 


7. (C) After her talk to the AIT Junior Officers 

privately confided to an Economic Officer that she believed 
TaiwanVs First Lady 

fixing the sales of state-owned assets for her own financial 
gain. 


Worthy Notions Employed for Unworthy Ends 
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8. (C) In light of the years of USG and Amcham Taipei urging 
privatization and financial reform as the path to continued 
prosperity 

state-owned assets is motivated primarily to profit the 
Presidents cronies is jarring. Yet 

savvy economist who trained at the University of Chicago 
repeatedly alleged this to AIT and to the Taiwan media. Not 
surprisingly 

in economics find the conspiracy theory more plausible than 
the economic one. Other well-informed local contacts have 
echoed these views that the privatization of state-owned 
banks and other enterprises is being done in order to benefit 
a few wealthy 

Administration is trying to get the maximum financial benefit 
of its remaining time in power; and that corruption is the 
behavioral norm of government officials. 


Administration Challenged to a Public Debate 


9. (C) Opposition to the second stage of reforms has become 
a staple in media reporting. On October 7 

caucus of the opposition KMT publicly urged the government to 
suspend the plan 

clear public suspicions that the plan is favoring specific 
financial groups in the name of privatization. After heated 
debate within the Legislative Yuan (LY) Financial Committee 
the LY passed a non-binding resolution opposing the 
privatization of state-owned banks. The KMT legislative 
caucus on October 11 challenged the Presidential Economic 
Advisory Group to publicly debate the reform plan 

that it will lead to Taiwan\'s financial industry being 

further dominated by a few wealthy families. 


President on the Defensive 


10. (C) The Chen Administration has been forced to defend 
its reform plans. Among the points Taiwan President Chen 
Shui-bian made in his October 10 National Day address was a 
pledge to complete second-phase financial reforms as a 
priority task. In recent days 

made by the Vice President 

the Minister of Finance 

Supervisory Commission (FSC) and other high-ranking executive 
branch officials on an almost daily basis. FSC Chairman Kong 
Jaw-sheng has insisted to the media that all of the second 
stage goals will be accomplished as scheduled and that 
\"several\" possible deals for foreign acquisition of a 
state-owned bank are nearing the final stages of negotiation. 
Kong is currently leading a forum in New York October 13-14 


Column 3 

to brief prospective foreign investors on Taiwan\'s second 
stage financial reforms and its general investment 
environment and incentives for foreign investors. 


11. (C) In a graphic illustration of the AdministrationVs 
defensive posture on this issue 

7 pictured the Minister of Finance and the FSC Chairman 
sheepishly admitting during questioning by the LY Finance 
Committee that they had no idea how the specific numerical 
goals of the second stage of financial reform had been 
developed. 


Where There\'s Smoke 


12. (C) Dr. Lee Bin-Zheng (strictly protect) 

Chairperson of National Sun Yat-sen University Department of 
Political Economy recently told AIT/K that as a member of the 
Executive Yuan Consulting Committee for the Privatization of 
State-Run Enterprises 

participating bidders for the planned projects have already 
been selected and \"outsiders\" screened out; and although 
there is a complex bidding process 

pre-determined. Dr. Lee noted that he is no longer a strong 
supporter of the DPP as he has lost his enthusiasm and 
confidence in the DPP. 


Comment 


13. (C) Recent corruption and mismanagement scandals have 
amplified the disarray of the Chen Administration to the 

point where its ability to implement its economic policies is 
increasingly in doubt. Blood is in the water and touted 
financial reforms are being attacked as instruments of 
corruption. 


14. (C) For months 

have carried reports of organized crime activities and 
government corruption. The sacking of two senior 
presidential advisors on October 5 for alleged corruption 
brought the problem into the President\'s office and 
highlighted the problems of cronyism and corruption within 
the ruling Party. 


15. (C) While it is difficult to determine how much of the 
reporting on the seamy-side of Taiwan society is a creation 
of its free-wheeling media 

mud-slinging 

government institutions 

facts in feeding a growing public mistrust of politicians 
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government officials 


16. (C) Chen\'s ability to implement the second stage 
financial reforms will be a litmus test of his 
administrationVs ability to rebuild public trust and govern. 
PAAL 
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and V Taiwan Daily" chose to report the contents of 
ChenVs meeting with the DPP politicians on their front 
pages. The \"Liberty Times" front-page headline said: 
\"[Vice President] Annette Lu Urges [the DPP] to Quickly 
Push for a Cabinet Reshuffle 

ran a banner headline on its front page that read: 

VBian [Speaks of] the Kaohsiung KMT Scandal: Willing to 
Step Down If Found to Be Linked with [the Scandal]. 

The centrist \"China Times 

on Chen\'s meeting with the DPP politicians from a 
different perspective. On its front page 

Times\" said the DPPVs reform movement has intensified 
factional conflicts within the party. The pro- 

unification \"United Daily News\" highlighted on its 

front and second page Academic Sinica President Lee 
Yuan-tsehVs remarks at the Legislative Yuan Thursday in 
which he apologized for the failure of 10 years of 
educational reform and expressed disappointment with 
the ruling DPP government. 


2. Several newspapers editorialized on the DPP\'s 
possible involvement in some recent scandals 

others focused on China\'s protests over President 
Chen\'s appointment of Legislative Yuan President Wang 
Jin-pyng to attend the upcoming APEC summit in Pusan. 
A \"Liberty Times!" editorial discussed China\'s attempts 
to manipulate Taiwan\'s year-end elections by 

instructing Taiwan businessmen in China not to support 
the pan-Green camp. A \"Taiwan Daily\" editorial 
criticized the \"Cross-Strait Peace Promotion Law\" 
initiated by the People First Party 

that will surrender Taiwan to China. End summary. 


A) \"It Is All Too Clear That China Is Attempting to 
Extend Its Black Hand to Manipulate Taiwan\'s Elections\" 


The pro-independence \"Liberty Times\" [circulation: 
600 


\"This newspaper reported Wednesday that China\'s Taiwan 
Affairs Office and its Ministry of Foreign Trade and 
Cooperation have summoned and met with several major 
Taiwan businessmen in China over the past two months 
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warning them not to support the pan-Green camp [in the 
year-end elections] and “to restrain themselves\' when 
making political donations [to the pan-Green camp]. 
Chinese officials told these Taiwan investors in China 
very clearly that the mayoral and magistrate elections 
scheduled for the end of this year are closely related 

їо "Taiwan\'s presidential electionY slated for 2008 

they must not support the pan-Green camp in public. In 
the meantime 

the pan-Blue mayors and magistrates in Taiwan. 
Taichung Mayor Jason Hu already departed for China and 
will discuss with Beijing [the plans to] send pandas to 
Taiwan and to resume charter flights between Hong Kong 
Macau and Taichung\'s Chingchuangkang Airport. All 
these gestures show that China\'s black hand has 
intervened in our country's year-end elections and that 
China has deliberately sought to act "in favor of' pan- 
Blue candidates for the elections. China\'s intention 

to dominate TaiwanVs politics via elections is all too 
clear. . 


\"Since democracy operates in a transparent way 
naturally gives China plenty of opportunities to play 

with the system. But it is mainly because of the awful 
results caused by the ruling party\'s opening policy 

that have turned the Taiwan businessmen in China into a 
form of leverage in an attempt to influence TaiwanVs 
elections on behalf of China. This newspaper believes 
that since Taiwan businessmen are shrewd in economic 
activities 

They must understand that only when Taiwan maintains 
its independent sovereignty and is not annexed by China 
can the island be their powerful support. .\" 


B) VIf the Pan-Blue Camp Maneuvers to Pass the `Сгоѕѕ- 
Strait Peace Promotion Law 

Surrender [Taiwan] to China 

Form of Coup" 


The pro-independence V'Taiwan Daily" [circulation: 
100 


V. The People First Party\'s (PFP) version of the `Cross- 
Strait Peace Promotion Гам is aimed at presenting an 
ideological foundation and an actual implementation 
procedure and agency for the so-called ‘peace progress 
across the Taiwan Strait.V The principle ideology for 
this bill is that Taiwan must uphold the 1992 
ConsensusY and “опе China principleY as the standards 
for negotiations between the two sides of the Taiwan 
Strait. In order to serve such an end 
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shift the powers of negotiations with China and 
relevant policy making from the government to the so- 
called “Special Committee for Cross-Strait Peace 
Negotiations.V 


VBoth sides of the Taiwan Strait have not reached any 
consensus on the 1992 Consensus\' and ‘one China 
principle\' at all. In China\'s eyes 

thing as the legitimacy 

Republic of China (ROC). For the international 
community 

China\' principle 

People\'s Republic of China (PRC) 

will be automatically categorized as a province or 
administrative region of the PRC. If that be the case 
Taiwan will be annihilated 

annihilated 

surrender and betrayal of one\'s country is exactly the 
"consensusV that the PFP wants all Taiwan people to 
shoulder 

the means that provides legal foundation for Taiwan 
people to accept such a 'consensus\. . 


\"The PFP\'s "Cross-Strait Peace Promotion Law\' attempts 
to use the power of legislation to replace the 

government\'s administrative power and the power of the 
Commander-in-Chief and to use lawmakers to replace the 
government and the nation. It will be like another 

form of coup if the bill is passed under the 

maneuvering of the KMT and PFP. .\" 


PAAL 
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part of Bhutan and said that voluntary repatriation V'must 

form the basis\" of any agreement 

involvement and agreed refugee registration is an appropriate 
first step. Bhutanese Permrep Rabgye expressed concern over 
Maoist infiltration of the camps 

committed to working out an implementation schedule for 
return of refugees in categories one and four 

the foreign ministers of Bhutan and Nepal earlier this fall 

at the UN General Assembly. UNHCR Asia Director Lim sees an 
opportunity for a breakthrough and will intensify efforts to 
conduct registration and put together a resettlement package. 
The Norwegians and Danes want to work to ensure that 
resettlement countries provide political impetus 

resettlement commitments 

PermRep Puri credited recent progress to (in part) new 

thinking at UNHCR and offered India\'s help in persuading 
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Bhutan to cooperate. End Summary 


2. (SBU) On the margins of the October 3-7 annual meeting 
of the UNHCR Executive Committee (ExCom) 
Secretary for Population 
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Richard Greene met with a number of delegations as well as 
UNHCR officials concerning efforts to devise a comprehensive 
solution for Bhutanese refugees in Nepal. All parties 
acknowledge that such a solution will include returns to 
Bhutan 

resettlement operation 

relative proportions remain. Ambassador Moley participated 
in several of the meetings 


3. (C) During an October 3 meeting with UNHCR\'s Director 
for Asia Janet Lim (other subjects reported septel) 

A/S Greene urged UNHCR to redouble its efforts to gain 
Nepalese approval to perform refugee registrations and to 
assemble a large resettlement offer from interested 
governments. Lim responded that she too sees an opportunity 
for a breakthrough 

to maintain political pressure on Nepal and Bhutan. She 

plans to travel to Katmandu and hopefully Thimphu soon 

has spoken with the local Norwegian Mission 

incoming chair of the Working Group on Resettlement (WGR) -- 
will champion the issue with other resettlement states. Lim 
said UNHCR would quietly intensify its efforts to identify 

the most vulnerable Bhutanese refugees 

initial resettlement to build confidence for a more 
comprehensive agreement. 


4. (C) Greene and Ambassador Moley met with Nepalese 
PermRep Gyan Chandra Acharya October 3 

seize the momentum generated by BhutanVs acceptance of 
category one and four returns from at least one camp. Greene 
said the U.S. considers BhutanVs offer to be V'a start 

end 

cooperation. He cautioned 

would not consist solely of returns to Bhutan 

include local integration and third country resettlement. A 
positive step could be resettlement from the camps of the 
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most vulnerable individuals now. Greene told Acharya that we 
expect UNHCR to conduct a registration of refugees in Nepal 

as they do as a matter of policy everywhere they work in 

order to better understand refugee demographics and ensure 
proper management of assistance. Ambassador Moley reviewed 
recent diplomacy on this issue and 

some place 

comprehensive agreement is now. 


5. (C) Acharya said Nepal welcomes U.S. involvement. While 
he had no direct report on the meeting in New York on the 
margins of the UN General Assembly between the Nepalese and 
Bhutanese Foreign Ministers 

of progress in bilateral talks 

on the Bhutanese side. He said Nepal is concerned that the 
talks not result in \"half-measures 

voluntary repatriation \"must form the basis\" of any 
comprehensive solution. He said Nepalese officials are not 
opposed to refugee registration but had concerns that a 
registration would be a prelude to local integration only. 

Having had this misperception clarified by UNHCR 

said Nepal now should \"in principal have no objections\" to a 
registration. Greene emphasized that any returns to Bhutan 
must be voluntary and suggested there is a role for local 
integration and resettlement. Saying there are probably some 
\"non-Bhutanese 

camps 

not rule out the possibility of limited local integration. 


6. (C) At their request 

Danish delegations to ExCom to discuss the Nepal/Bhutan 
issue. (Comment: Both countries are jockeying for a lead 
diplomatic role 

coordinated EU effort and the Norwegians trying to ensure 
that the focus of diplomacy is the Geneva-based WGR 

they chair. End Comment.) Greene began the meeting by 
welcoming the Danish and Norwegian initiatives and stressing 
the importance of coordinating various diplomatic activities. 
Не said the U.S. strongly supports UNHCR\'s request to 
register Bhutanese in the refugee camps 

Nepalese reservations the process will lead to a UNHCR 
recommendation that the refugees be locally integrated. 
Danish MFA Deputy Permanent Secretary Kim Lunding said 
Denmark is prepared to work within the EU to encourage 
resettlement offers from non-traditional resettlement states 
(he made specific reference to new EU members) and undertook 
to prepare an EU position paper touching both on the 
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registration issue and guidelines for a comprehensive 
solution. (Draft e-mailed to PRM/MCE.) Norway will make a 
parallel approach in the November 2 meeting of the WGR 
includes major resettlement states outside the EU such as the 


7. (C) Indian PermRep Hardeep Singh Puri told Greene and 
Ambassador Moley on October 4 that UNHCR 

former High Commissioner Lubbers 

problem.\" By discouraging the \"bilateral track" in favor of 

a UNHCR-brokered multilateral agreement 

resolution of the issue 

Bhutan would greatly appreciate efforts to resettle a large 
part of the caseload 

Bhutan to be flexible. 


8. (C) In an October 7 meeting with Bhutanese PermRep Sonam 
Rabgye 

decision to allow category one and category four returns from 
one of the camps in Nepal. He told Rabgye such a confidence 
building measure could facilitate a more comprehensive 
solution that would include refugee returns to Bhutan 
integration in Nepal 

part of that package 

consider substantial numbers of resettlement cases. Greene 
pressed Bhutan to seize the moment and look for opportunities 
to resolve the remaining outstanding issues. 


9. (C) Rabgye expressed appreciation for how hard former 

PRM A/S Dewey worked to obtain a comprehensive agreement. He 
also credited a meeting in New York on the margins of the UN 
General Assembly between Bhutanese Foreign Minister Wangchuk 
and South Asia Bureau A/S Rocca with drawing out BhutanVs 

offer (which was accepted shortly afterward in a meeting 

between Wangchuk and his Nepali counterpart). Rabgye said 

the two foreign ministers agreed to work out an 

implementation schedule and that V'there is no need to 

reinvent the wheel." Citing reports that some of the 

Nepalese refugee camps have been infiltrated by Maoist 

elements 

\"ready-made terrorists.\" Rabgye concluded by noting that 

Bhutan is a less populated country with large neighbors and a 
substantial percentage of ethnic minorities already 
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take that into account when making decisions on this issue. 
Cassel 
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Granting UNHCR access would be particularly sensitive 
said. On North Koreans waiting in diplomatic compounds for 
permission to travel to South Korea 

slow pace is due at least 

in part to ROK inability to handle a large influx of 

migrants. Admitting that the affair has not been handled 
perfectly by Beijing 

taking the heat for a slow down Seoul has requested. He 
pledged to convey U.S. concerns to Beijing. 


4. (C) During an October 3 meeting with UNHCR\'s Asia 
Director Janet Lim 

this issue to the U.S. and our interest in receiving refugee 
resettlement referrals of North Koreans. He noted 

the impending State Department report to Congress and said we 
are looking for an intensified UNHCR effort. He 

expressed the hope that UNHCR would move quickly on the 
construction of a (partially U.S.-funded) refugee reception 

center at the Mongolian border. 


5. (C) Lim responded that UNHCR wants to be helpful 

must not take action that imperils the informal underground 
railroad by which many North Koreans ultimately gain asylum 
in South Korea. What UNHCR can do depends on how much 
freedom it is given by the host country. In China 

particularly 

the government and to obtain access to the border region. 
The High Commissioner plans to travel to Beijing early in 
2006. Lim and Head of International Protection Erika Feller 
visited recently and hope to go back 

together soon 

Head of Delegation Michel Gabaudan is still trying to 

obtain permission to travel north. Lim stressed a point she 
has raised with U.S. officials in the past: North 

Koreans qualify for South Korean citizenship; while they may 
have valid fears of persecution (especially those who 

are forcibly returned to North Korea) 

when or if they choose to claim their South Korean 
citizenship. 


6. (C) The plight of North Koreans was also raised by PRM/ANE 
Office Director Richard Albright in a follow-up meeting with 

Lim October 11. Like Greene 

appropriate cases to the U.S. Lim repeated the same points 

as in the October 3 meeting. She also added two new 
elements: (1) Beijing Head of Delegation Gaubadan plans to 
raise with the Chinese the case of a North Korean woman who 
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had a limb amputated after a forced return. Gaubadan will 
stress to the Chinese that this proves that persecution 

occurs. UNHCR has urged the Chinese to pressure the North 
Koreans not to punish those forcibly returned. (2) UNHCR has 
urged the Chinese and South Koreans to look at how 
humanitarian and development aid can be targeted at the 
specific provinces from which most border crossers come. 
Addressing food and economic needs in place could reduce 
border crossings 

Cassel 
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the UN to float once again the name V'Novo Makedonija 
(Skopje)\" as acceptable to both Greeks and Macedonians. As 
for process 

specific time limit within which they would be required to 

find a solution to the problem: \"We need to solve this 

problem and move on. Y 


2. (C) Stressing that he was speaking personally 

said he was disappointed that the Macedonia name issue was 
weighing on positive U.S.-Greek bilateral relations. He felt 
Greece had made a mistake in the 1990s when the name Novo 
Makedonija (Skopje) had originally been proposed 

that the name should once again be put into play. This was a 
name both sides could accept: the Macedonians because it 
contained the word V'Makedonija 

was written in a foreign and non-English language. He 
thought Greece would never accept the dual name proposal 
recently put forth by the UNYs Matthew Nimitz. As for 
process 

to issue a clear timetable to resolve the issue 

the appropriate decision-makers into a secluded place to 
hammer out a compromise. In any case 

resolving this issue was clearly in the direct interest of 

both Macedonia and Greece. The Ambassador said he 
appreciated FoliasY honesty and openness 

the U.S. priority was to find a solution acceptable to both 
sides 


3. (SBU) Folias said that 
personally committed to Greek economic reform. (Bionote: 
Folias ran a family dairy business and is a partner in the 
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very successful Greek fast food chain \"Goody\'s\". He also 
served four years in the European Parliament.) Folias 
admitted that he had experienced the myriad of bureaucratic 
impediments that were keeping both domestic and foreign 
direct investment far lower than it should be. He recalled 

the problems he used to go through getting the various 
approvals necessary to implement his business plans 

having to pay Greek bureaucrats to \"find\" papers he had sent 
them that they had subsequently \"lost.\" This experience 
helped him deal with his own Ministry of Finance staff 

were wont to tell him reasons why his reform plans would not 
work. 


4. (SBU) The Deputy Minister was optimistic that Greece\'s 
reforms were already bearing fruit. In the five months since 
the passage of the Investment Incentive Law 

already approved incentive packages for 600 projects worth 
1.35 billion Euro. Corporate taxes were on track to fall 

from 35% in 2003 to 25% in 2006. This correspondingly lower 
cost of business would attract yet more investment 
particularly from foreigners. 


5. (SBU) Folias said he saw Greece as a high-income 
destination for foreign capital 

cheap labor. The key to attracting investment depended on 
reducing red tape 

document exactly what steps investors had to go through to 

get project approvals. Once he had this information 

planned to take two additional steps: the first was to cut 

the necessary steps down to a minimum. The second was to set 
up a central point of contact for potential investors. 

Folias admitted that he had first hoped to create a V'one-stop 
shop\" for such investors 

opposition of other ministries. Instead he was now looking 

at creating an \"Investment Shopping Center\" 

house representatives from all relevant ministries and fall 

under the aegis of the PM\'s office. Interested investors 

would meet one person at the Center who would be in charge of 
shepherding the investment application through the rest of 

the Hellenic bureaucracy 

offices in the Center. He hoped to have this plan submitted 

to Parliament by the spring of 2006. 


6. (SBU) Folias said he had just returned from a Greek 
business \"road show\" in Russia 

show\'s success later in the U.S. The Ambassador counseled 
Folias that 

businessmen to the U.S. it might be more effective to find a 
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small number of GoG decision-makers who could efficiently 
present Greece\'s reform record to the U.S. business 
community. 


7. (C) Folias 

structural funds for Greece as well as inward investment 

told the Ambassador that he had encountered a difficult 
challenge upon assuming his portfolio. Because of Greece\'s 
difficulty in implementing projects funded by EU structural 
funds in the correct manner 

beginning of 2005 to return 1.25 billion Euros in previously 
allocated funds. Folias was proud of having convinced the EU 
to reduce this amount to 518 million Euros 

series of four tranches ending in 2008. He viewed the EU as 
a partner for Greece 

but honestly 

to be made. Folias noted he had recently told Danuta 
Huebner 

during her upcoming visit 

Almunia\'s maladroit handling of the Greek press 

not mean that she should be mealy-mouthed: \"We need to hear 
the truth.\" 
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space collaboration 

certain group in the U.S.\" opposes cooperation. These 
sentiments echo what other USG officials have heard from 
ISRO representatives in the past several months 

regarding lack of resolution about the Chandrayaan TAA. End 
summary. 


2. (SBU) On October 6 during his initial visit to 
Bangalore 

headquarters with Dr. Rajeev Lochan 
Secretary 


SIPDIS 

Cooperation. The ISRO officials spent most of the hour-long 
meeting politely but very firmly renewing their complaints 
about the perceived slow pace of Indo-U.S. space 
collaboration and the lack of a proper framework or 
mechanism for cooperation (see ref A). They said that from 
their perspective Prime Minister Singh\'s July visit to 
Washington has yet to show results at the working level 
they went so far as to question whether \"a certain group 
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(unnamed) in the U.S.\" actually opposes cooperation. 


3. (SBU) Lochan and Ninan specifically cited the IndianVs 
upcoming Chandrayaan-1 moon mission as a prime opportunity 
for cooperation 

board an instrument developed by Johns Hopkins University. 
They said ISRO was still waiting for a U.S. response to ISRO- 
proposed changes to the Technical Assistance Agreement. 
Lochan called the Chandrayaan-1 opportunity a \"litmus test\" 
for cooperation 

is no future for cooperation. V 


4. (SBU) The ISRO officials also complained about what they 
view as the slow and circuitous route for communications on 
space issues. They said the process of sending messages 
from the Department of State to Embassy New Delhi to be 
passed to the MEA and ultimately to ISRO sometimes took 
weeks. They claimed that on the Indian side ISRO is 
empowered to deal directly with foreign entities and need 
only keep the MEA and Prime Minister\'s office informed. The 
officials also contrasted their frustrating dealings with 

the U.S. with the \"much more responsive 

European Space Agency. They said earlier 

with the Europeans were sorted out in a day-long meeting. 


5. (SBU) Comment: Disconnect within ISRO? Although ISRO\'s 
frustration is real 

own supposedly streamlined communications and their 
perceived lack of responsiveness from the U.S. side 

as airing often-heard grievances about the TAA. During the 
October 6 meeting Dr. Jacob mentioned the lack of a 
Technology Safeguards Agreement (TSA) for satellite 
launches. Dr. Ninan quickly corrected his colleague 

pointing out that a new draft had been received (likely the 

one transmitted in ref b). The expected October 17 signing 

of the V'Science and Technology Umbrella Agreement" and the 
Nov. 30-Dec. 1 High Technology Cooperation Group meeting 
present immediate opportunities to try to resolve pending 
disputes on the Chandrayaan TAAS and 

promote other opportunities for space collaboration with 

India. End comment. 


6. (U) This message was coordinated with Embassy New Delhi. 
HOPPER 
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destroyed and 73 
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150 


5. (U) Indian relief efforts for Pakistan: According to 
External Affairs Ministry spokesman Navtej Sarna 
82 tons of relief materials by train to Pakistan late 
October 13. These materials included 5 

tents 


6. (U) USAID/OFDA: USAID\'s OFDA officer 

October 12 

many villages. Organized distribution of relief supplies is 

a problem; boxes of clothing and supplies were discarded on 
the road. Travel is slow 

prevalent 

were felt during the nights of October 13 and 14. 


7. (U) USAID/New Delhi: Mission Director and Acting Mission 
Disaster Relief Officer met with J&K Commissioner in Delhi 
Parvez Dewan 

items 

tarpaulins 

biscuits 

construction. Water sanitation is also a concern 

Dewan felt that chlorine tablets and bleach would soon be 
provided through government channels. Dewan noted J&K has 
received enough blankets and bottled water; the areaVs 
primary need is construction materials 

commence immediately before the coldest winter temperatures 
hamper the setting of cement. USAID will pursue these 
requirements with NGO partners and existing Indian programs. 


8. (U) Military cooperation in J&K: Pakistani Military 
officials deny reports that Indian Security Forces on the 
Line of Control (LoC) helped Pakistani Security Forces 
rebuild a bunker collapsed in Pakistan-controlled territory 
on October 13. On October 14 

based Army officer who reportedly clarified the earlier 
story 

personnel some implements 

looking for survivors. They retrieved some weapons and 
returned the tools. V" 


9. (U) Indian relief efforts in J&K: PIB on October 13 
reported relief operations by the military 

and civil authorities have been streamlined at the Srinagar 
airport to reach the most badly affected areas of Baramulla 
Poonch 

rescue of 556 people and delivery of 468 tons of supplies by 
402 sorties flown by 12 helicopters and 32 aircraft 


10. (U) International aid and NGOs: The International 
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Committee for the Red Cross announced October 14 it was 
providing 50 

to the J&K branch of the Indian Red Cross Society. 
According to a BBC report of October 14 

representatives of Oxfam and the International Federation 
for Red Cross and Red Crescent Societies have noted 
unsolicited donations for the J&K earthquake fall much below 
the immediate response to the December 26 

tsunami and the Gujarat earthquake of 2000. 


SIPDIS 


11. (U) Terrorism: An AFP media report of October 14 
indicates a female suicide bomber struck a major highway 
connecting Srinagar and Jammu moments before an army convoy 
passed; she may have been transporting explosives and 
ignited accidentally 

reported Indian troops killed five more terrorists in gun 

battles in Poonch on October 13. 

12. (U) Politics: Reuters (October 14) quoted Yasin Malik 
head of the separatist Jammu and Kashmir Liberation Front 
who contended the GOI had missed a V'golden opportunity" to 
show its human face 

homegrown. Moulvi Abbas Anasari of the All Parties Hurriyat 
Conference (APHC) told Poloff 

for Pakistan 

and Tangdhar. You can do this through Red Cross/UNHCR.\" 


13. (U) Infrastructure: In a telephone conversation with 
Political Specialist 

stated the magnitude of the disaster is so great 
professionals must handle relief work with the GOIVs help. 
Moulvi Abbas Anasari of APHC requested the USG encourage 
India and Pakistan to reopen telephone connections that 
would allow those affected to speak to relatives on opposite 
sides of the Line of Control (LoC). According to NDTV 
(October 14) 

earthquake struck October 8; of those 

via the Wagah-Attari border. 


BLAKE 
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4. (SBU) Assistant Administrator Grant also met with a city 
official 

the city's participation in the exercise. Kopecky said that 

City Hall officials felt the simulation was not sufficiently 
realistic because it did not include much of the 
decision-making the city would be responsible for in a real 
crisis. He explained that Prague has an emergency response 
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operations center 

Systems across the city. In a real crisis 

the city would be in charge 

scale efforts to engage the public and minimize the impact of 
the attacks. (Comment: Fire Service personnel had 
acknowledged that these areas were not part of the exercise 
plan 

planning cycle for the exercise as the primary reason for 

this omission. They indicated that the normal planning cycle 
was six months. End comment). 


5. (SBU) Lessons learned. The Czech emergency integrated 
response system performed well 

challenges deliberately designed to undermine it. Fire 
Service 

working together on a daily basis 

the exercise did not expose weaknesses in this area. The 
national emergency communications system allowed the 
emergency services to draw units from regions around Prague 
to cover the third train explosion 

been sent into the center of Prague to concentrate all of 

their efforts on the task they had been given. The Czech 
standard operating procedure for an explosion is to do an 
initial sweep for chemical or nuclear material before 

allowing medical personnel to enter the area. In each case 
this sweep was completed in about six minutes. The only major 
unpredicted outcome was the inability of rescue services to 
restart subway station escalators on battery power after 
electric power was cut by the explosion. As a result 

rescuers had to carry the wounded to the surface by hand 

a firefighter suffered a non-fatal heart attack after his 

second trip with a stretcher. Assistant Administrator Grant 
was impressed with the detailed planning 

complexity of the exercise 

problematic mass transit target scenarios. Although the 
response was considered a success 

lack of understanding between national and city officials as 
to who would control the response effort in the event of an 
actual terror attack in Prague. 


6. (SBU) Assistant Administrator Grant believes the lessons 
learned from this exercise 

other countries 

homeland preparedness 

Assistant Administrator Grant is available to discuss his 
findings from this visit. He can be contacted by phone at 
703-601-3101; or by e-mail at nicholas.grant@tsa.dhs.sgov.gov 
(classified) 

Grant has cleared this cable. 

CABANISS 
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agreement had taken longer than everyone had hoped. He was 
convinced that this agreement would lead to other 

investments 


3. (C) Bemba was upbeat and optimistic 

economic \"boom\" following elections in 2006. He noted the 
current stability of the exchange rate and the reduced 
inflation rate since 2003 

Post market basket estimates put inflation in 2005 at about 
30 percent; Central Bank calculations put it at 26.5 percent. 
Most of this occurred in the first half of 2005 End note.) 
Bemba predicted that inflation for 2006 would only be in the 
single digits. He also predicted that economic growth would 
go from an estimated seven percent in 2005 to ten percent in 
2006 

in Kinshasa: more vehicles on the roads 

and more ships at the port. 


4. (C) Bemba noted two sectors he felt important to future 
economic development: the liberalization of the insurance 
industry (Note: the GDRC is currently discussing ending the 
insurance parastatal monopoly. End note.) 

reform of the banking sector. Prospective new banking laws 
he said 

active 


5. (C) Ambassador laid out the current state of debt 
reduction on DRC debts owed to the U.S. Bemba thanked the 
U.S. for the recently signed debt reduction (ref B) Bemba 
went on to put forward an optimistic scenario of GDRC revenue 
projections 

million in 2005 

(Note: Bemba was talking about the GDRC\'s own receipts 
noted that the annual budgetary contributions from the 
international donor community could double these figures. 

End note.) These estimates agree with the budget ministers 
recent projections. Bemba predicted that by 2010 

would be taking in about USD five billion in receipts 

annually. 


6. (C) Ambassador asked about Bemba\'s views on the current 
teachers! strike 

resolve this salary dispute (ref C and D). Bemba indicated 

that if it had been up to him 

differently 

out the current budget figures for the striking unions and 

told them what was possible. He revealed that the IMF 
communicated to the GDRC its appreciation of the governmentVs 
efforts to resolve the strike 
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expressed concern that any settlement with teachers would 
have an effect on negotiations with other striking civil 
servants. Bemba ridiculed the idea of paying teachers USD 
200 per month 

million per month and would amount to nearly 10 percent of 
the budget. (Note: Vice President Z\Haidi Ngoma had last 
year promised wages of USD 208 per month to unhappy 
government workers. While the promise bought time 
represented a completely unrealistic commitment that is now 
causing problems. End note). He said that the government 
can raise teachers! salaries by 25 percent in 2006 

any increases above original 2006 projections would 
necessitate decreases elsewhere in the budget. He accused 
unnamed persons of wanting to politicize the issue 
explanation for outbreaks of violence at some private schools 
and at teachers union meetings. 


7. (C) Ambassador raised elections 

nearly 15 million have registered already. Bemba predicted 
that at least 20 million voters would eventually register 

and that the constitutional referendum would have to take 
place on December 18 without fail. Ambassador responded that 
any delay would hurt the transition 

important to ensure that the referendum is held in time for 
extension of the Transition period (needed prior to December 
31) 

The final total registered to vote is less important than 
ensuring that all eligible Congolese have the opportunity to 
register 


8. (C) The Ambassador emphasized the need for more progress 
in security sector reform 

implementation of the extensive proposals prepared by the 
European Security Mission (EUSEC) for reforms to provide 
regular pay and support to FARDC troops. Bemba asserted that 
he fully supports the proposals 

FARDC officers is holding things up in the Supreme Defense 
Council. Bemba agreed that it would be a good idea for the 
International Committee to Accompany the Transition (CIAT) to 
broach this subject at the next meeting with the Espace 
Presidentiel (President Kabila and the four Vice Presidents) 

and said he would be prepared to support the EUSEC report in 
that forum. 


9. (C) Comment. Vice President Bemba is perhaps overly 
optimistic about inflation 

figures 

economic activity seem reasonable. With regard to the 
teachers! strike 

signed on to the pledge to pay teachers up to USD 200 per 
month 
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that if he were in charge of the teacher negotiations - or 
elections for that matter - things would be fine 

Bemba stance. Contrary to rumors of a pending visit to the 
U.S. in the wake of the Phelps-Dodge signing 

nothing of any desired American travel. In fact 

political position is weakening 

his party to his rather authoritarian style 

intends to concentrate for the time being on the home front. 
End comment. 

MEECE 
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Kanaan on Wednesday. Yediot reported that over the 

past few weeks 

have held talks with senior officials from Arab 

countries to find out who could replace President 

Bashar Assad as Syria\'s leader (the newspaper banners: 
VU.S.: End of Assad Regime Near\"). Maariv bannered 
Assad\'s comment to CNN\'s Christiane Amanpour that he is 
Vnot afraid of America 

the interview: \"We don't think this government іп 

Israel is serious about the peace process. So 

near future 

term 

HaVaretz quoted FM Shalom as saying on Wednesday that 
he hoped Kanaan\'s suicide would not make him a 
scapegoat for Assad. Ha\'aretz quoted Shalom as saying: 
\"The Syrians feel the noose tightening around their 

necks 

Mehlis report is closing in on direct Syrian 

involvement in [Rafiq] Hariri\'s murder.\" 


Jerusalem Post led with an AP story about the bloody 
standoff between Islamic hostage-takers and Russian 
security forces in the Russian city of Nalchik. 


Internal Security Minister Gideon Ezra was quoted as 
saying in an interview with Jerusalem Post that extreme 
far-right activists still seek to plan attacks against 

PM Sharon or the Temple Mount. 


Jerusalem Post cited statistics released by the PA 
according to which the number of Palestinians killed in 
internal strife is higher than those killed by the IDF 

in the first five months of 2005. The ministry points 
out that Fatah\'s armed wing 

Brigades 

state of lawlessness and anarchy. 


HaVaretz and Israel Radio reported that Vice Premier 
Shimon Peres will met with chief PA negotiator Saeb 
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Erekat at his Tel Aviv offices today to discuss 
operating procedures for the Rafah border crossing 
between the Gaza Strip and Egypt. HaVaretz quoted a 
diplomatic source in Jerusalem as saying that Israel 
has not yet taken a position on a plan prepared by 
Egypt and the World Bank 

Egypt would jointly operate the crossing. Israel Radio 
quoted Jibril Rajoub 

Adviser 

will travel to Egypt to discuss the border issue with 
senior Egyptian officials. 


Hatzofe reported that citing anarchy in the PA 
has secretly allowed the Palestinian forces in Tulkarm 
to carry Kalashnikov rifles. 


Hatzofe reported that the V'National Palestine 
Solidarity Committee\" has written to Secretary of State 
Condoleezza Rice 

Professor Sami Al-Arian and three other persons 

are on trial in Florida for supporting terror. 


Afghan President Hamid Karzai was quoted as saying in 
an interview held in Kabul with Yediot\'s Orly Azolai 
that he would be pleased to meet Sharon. 


Jerusalem Post reported that despite an American Jewish 
Congress press release on Tuesday saying that Pakistan 
will accept aid from Israel and American Jewish groups 
Jerusalem still has not heard from Islamabad whether it 
is interested in Israeli assistance. 


HaVaretz printed a Reuters story 

some U.S. Protestant churches are turning their backs 
on the idea of dumping investments in companies 
profiting from Israel's West Bank occupation. 


Maariv lengthily reviewed \"Kill! Kill! Kill! 

published in Paris by former Staff Sergeant Jimmy 
Massey 

the U.S. of genocide in Iraq. Maariv notes that 
American publishers \"did not hurry\" to print MasseyVs 
book. 

Alexander Haig 

Richard Nixon\'s chief of staff during the Yom Kippur 
War 

that U.S. intelligence \"failed disgracefullyW at the 
time. 


Leading media cited the Health Ministry\'s assessment 
that 3 
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the epidemic reaches the country. 


HaVaretz published the results of a survey conducted 

early this week among Labor Party members by the Amanet 
Group's Dialogue Institute: 

-"Should Labor quit the cabinet by the end of 2005 

remain in it until the 2006 elections?\" Stay: 76.5 

percent; quit: 15.8 percent; 7 percent were undecided. 


Maariv printed the results of a TNS/Teleseker Polling 
Institute survey conducted this week: 

-\"If elections were held today 

for?\" (in Knesset seats - in parentheses: results of 
2003 Knesset elections): Likud (headed by Sharon): 38 
(40); Labor (headed by Peres): 24 (22); Shinui: 9 (15); 
National Union 8 (4); Yisrael Beiteinu: 6 (3); Meretz: 

6 (6); National Religious Party: 4 (6); United Torah 
Judaism: 5 (5); Arab parties: 8 (8). 


Diplomatic correspondent Aluf Benn wrote in 
independent 

avoid being drawn into the crisis of its northern 
neighbor. 


Senior Middle East affairs analyst Zvi Barel wrote on 
page one of Ha\'aretz: VIf any government directive to 
eliminate Hariri existed 

it. V 


Arab affairs correspondent Jackie Hoogie wrote in 
popular 

taken to their graves many secrets related to the 29- 
year-long Syrian chapter in Lebanon." 


Washington correspondent Nathan Guttman wrote in 
conservative 

sources close to the issue 

quo and with a situation in which Assad is under 
constant measured pressure." 


Block Quotes: 
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1. VAssad Is Good For the Golan\" 


Diplomatic correspondent Aluf Benn wrote in 
independent 

United States 

talks with Syria 

the present state of affairs 

Golan and he also preserves the silence on the northern 
border. He conducts his war with Israel indirectly 
sponsoring Hamas and other terror organizationsV 
headquarters in Damascus.... Israel will try to avoid 
being drawn into the crisis of its northern neighbor. 
It will try to delay any negotiations on the Golan 
Heights for as long as possible 

careful not to contribute to any serious upheavals in 
Damascus that could endanger the quiet on its own 
northern border.\" 


II. "Who Benefits From Kanaan\'s Death?" 


Senior Middle East affairs analyst Zvi Barel wrote on 
page one of HaVaretz (October 14): \"[Syrian Interior 
Minister Ghazi] Kanaan knew the history of Syrian 
control in Lebanon 

Assad and his son Bashar 

head and in his documents. Bashar appointed him 
interior minister and internal security chief and if 

any government directive to eliminate Hariri existed 
Kanaan certainly knew about it.... Will Kanaan\'s death 
affect the probe of Hariri\'s murder? That depends on 
where the inquiry stands.... If the commission intends 
to question senior Syrian officials in the next two 
weeks on the basis of information from Kanaan 

now hit a brick wall 

blame to the dead Kanaan.\" 


lll. \"Assad\'s Gain\" 


Arab affairs correspondent Jackie Hoogie wrote in 
popular 

believed that Ghazi Kanaan was the most serious threat 
to Assad among the Alawites.... Syria withdrew from 
Lebanon half a year ago; since then 

has not stopped bleeding from bombings and bodies. 
Hariri and Kanaan have taken to their graves many 
secrets related to the 29-year-long Syrian chapter in 


SIPDIS 
Lebanon. The way they disappeared teaches that the 
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presence in Lebanon may have been Syrian 
tragedy was of a Greek nature. V 


IV. \"Solving the Riddle of Bashar Assad\" 


Washington correspondent Nathan Guttman wrote in 
conservative 

\"The lack of alternative to Bashar Assad leads the U.S. 
to a policy of preferring Vbehavior change 

senior administration official put it 

Vregime change. The U.S. is looking to coerce him 
into cooperating 

The Israeli view 

the U.S. administration 

publicly Israel criticizes the regime in Syria 

private Israeli representatives have made it clear to 

the U.S. that regime change of any kind in Damascus is 
not in IsraelVs interest. Israel 

the issue 

situation in which Assad is under constant measured 
pressure. Just enough pressure to make him cautious 
about his moves 

into a corner that might lead him to take desperate 
actions against Israel 

along the Lebanese border." 


Independent 
Arab country 
between the State of Israel and its Arab minority. V 


Block Quotes: 


\"Qatar\'s Stadium V 


Independent 

(October 14): V'The USD 6-million donation offered by 
Qatar to the municipality of [the Israeli-Arab town of] 
Sakhnin will be enough to complete construction of the 
local stadium 

stadium that Prime Minister Ariel Sharon promised to 
build a year and a half ago 

team won the State Cup. The donation will turn the 
stadium into a unique Arab-Israeli project 
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of open cooperation 

individual business people but rather between 
governments.... If in the past 

spoke of Israeli Arabs as a bridge between the country 
and the Arab states 

established order has been turned on its head: an Arab 
country 

between the State of Israel and its Arab minority. The 
need of Israeli-Arab institutions for aid from Arab 
states mainly because of their low ranking on the 
Israeli governments list of priorities should not 
diminish the significance of Qatar\'s action.... In its 
games at home and abroad 

Soccer team] represents Israel 

Arab state 

how they are seen in Arab countries 

toward Israel is determined not by IsraelVs policy 
regarding its Arab population but rather by its policy 
toward the Palestinians in the territories. This 
innovation 

country has taken a clear interest in Israeli citizens 
based on apolitical 

political ones 

It obligates Israel 

make amends on its policies 

Palestinians but also toward the Israeli Arabs. V 


JONES 


42656 
42657 


SIPDIS 
briefly noted in Le Figaro and was announced early this 
morning on the all-news television station LCI. 


Front pages and editorials are dominated by SNCM (Corsican 
ferries) labor unions vote to return to work. International 

news focuses on the latest massacre in Chechnya 

avian flu threat at \"Europe\'s door." Liberation reports 
Vconfirmed cases in Turkey and several suspicious cases in 
Romania.V The editorial comments on the \"need to implement 
the principle of precaution 


Le Figaro headlines: VA New Massacre in the Caucasus." \"True 
scenes of war and more than sixty dead. The Kremlin orders a 
lock down of the region." (See Part C) 


Iraq and the vote on the Constitution are reported in Le 
Figaro and La Croix. V'Security measures are extremely strict 
with the country practically cut off from the rest of the 
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world" writes Agnes Rotivel in La Croix. (See Part C) France 
Info radio this morning reported that the insurgents have 
promised \"bloodshed\". 

Rotivel also drafts a portrait of the former Marine 

Massey 

mercenaries. We had carte blanche to kill...\" 


The speculation surrounding the \"suicide\" of Syria\'s Interior 
Minister Kanaan leads political analyst Pierre Prier to 
comment that the Syrian regime is \"tearing itself apart from 
the inside.\" (See Part C) 


Le Monde carries a front-page op-ed by former Socialist 

Justice Minister Robert Badinter entitled \"With Turkey 
Renounces.\" \"It is misleading to claim that negotiations will 

not lead to an automatic membership. This has been the case in 
the past thirty years. With Turkey\'s membership 

condemned to becoming an ever-growing market.\" Le Figaro 
carries an op-ed by Douglas Alexander 

for European Affairs 

negotiations 

Turkey is in the best interest of both parties.\" 


Financial La Tribune reports on the latest conflict between 
Paris and Brussels about the WTO 

Brussels methods: \"After the Bokestein directive and the HP 
labor dispute 

Paris and Brussels: President Chirac is asking Barosso for a 
‘reorientation of the Doha trade negotiations. Paris is 
concerned about the concessions the European Trade 
Commissioner has been making in the name of the EU-25. 
Yesterday 

to apprise him of "France\'s concerns over Brussels leading the 
negotiations without proper consultations.\" 


(C) SUPPORTING TEXT/BLOCK QUOTES: 
Chechnya Hostage Situation 


\"War Scenes in Caucasus\" 

Irene de Chikoff in right-of-center Le Figaro (10/14): \"From 
the Caspian Sea to the Black Sea 

keg. Terrorist attacks are spreading and no one is able to 
contain their spread or unravel the causes of the conflicts 

to determine whether they are caused by growing crime 
Jihaddist movements or more ancient ethnic rivalries. At the 
Kremlin yesterday the atmosphere was heavy 

that the attack in Nalchik was a direct attack on him. Heads 
will begin to roll. Soon.\" 
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VWashington Looking for Winning Strategy" 

Philippe Gelie in right-of-center Le Figaro (10/14): V'The 

White House continues to make the same bet: by adopting the 
Constitution. the Iraqis will be proving that they are intent 

on building a democracy in the Middle East 

terrorism. The escalation of the attacks 

political process are undermining these presidential 
certainties. American public support for the war is dropping. 
and soldiers in Irag have doubts about succeeding. At the same 
time 

institutional stability. The weak link is the containment of 
terrorism. Lacking any new strategy to address this 

Bush has put all his hopes in the political process. But on 

the ground 

between the political process and the terrorist escalation. 
"When democracy will have been established 

of the insurrection 

of this mirage is threatening the White House\'s exit 
strategy. V 


Syria 


“Тһе Syrian Regime Tearing Itself Apart from the Inside V 
Pierre Prier in right-of-center Le Figaro (10/14): \"Does the 
spectacular and mysterious death of Kanaan signal the 
beginning of the end for the Syrian regime? . The idyllic 
landscape orchestrated by Hafez el-Assad has vanished. Syria 
no longer has allies: not in the West 

world. Damascus is surrounded by hostile nations. The 
Americans are occupying Iraq. Saudi Arabia suspects Syria from 
having orchestrated the assassination of Hariri. France and 
the U.S. became allies to throw the Syrians out of Lebanon. In 
the post-9/11 era 

now the nation no one needs any longer. The U.S. 

a bloody war in Iraq 

comes to its friends and allies. The only thing Washington is 
asking from Syria is to stop financing Hezbollah. As for 
France\'s new stance 

wanted to show to the world - but especially to the U.S. 
superiority of its soft approach over force and of its 

intimate knowledge of the Middle East over ideology. France 
was going to lead Syria to democracy 

counter model to Bush\'s "Greater Middle East." Today 

regime 

apart from the inside. But without a major incident 

dissolution of the regime could take a long time." STAPLETON 
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quake 

new chapter in India-Pakistan relations" if he accepts 
India\'s offers not just of aid 
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John proposed a joint India-Pakistan task force 
jointly-prepared short- and long-term strategy for the 
recuperation of J&K 

in restoring basic services 

operations with security assurances from India about their 
use and purpose 

Srinagar-Muzzafarabad road and bridge links 

Indian pharmaceuticals 

deployment of Indian construction expertise to rebuild 
Pakistani housing. 


C'MON PEOPLE NOW 


4. (U) In a step that could also aid India-Pakistani 

relations 

borders as a result of the tragedy that has befallen them. 
J&K Chief Minister Mufti Mohamed Sayeed asked the Central 
government 

to cross the LOC with relief materials as a \"token of love 

and affection\" between people from both sides. Mufti was 
reported as saying 

this time of crisis. People here...want to take relief 

across. The CM also asked the PM for approval to establish 
phone links between Srinagar and Muzzafarabad 

in Pakistani Kashmir 

India 


5. (U) Signalling the broad stirring of pan-Kashmiri 

sentiment 

also called for India and Pakistan to undertake joint relief 
operations in J&K 

(JKLF) leader Yasin Malik announced he would travel to 
Pakistan to deliver $250 

he had spoken to in Srinagar and its environs also expressed 
a desire to travel to Muzzafarabad to try to be of assistance 

to people in need. Meanwhile 

across the LOC were Srinagar-Muzzafarabad bus passengers 
returning home (via Wagah in Punjab due to damage to roads 
and bridges in Kashmir) to assess damage and mourn their dead. 


THE ARMY: NOT JUST FOR COUNTER-INSURGENCY 


6. (U) Kashmiris also had positive things to say about the 
immediate 

relief effort. TV and newspapers have covered the military\'s 
relief effort extensively. Indians have taken great pride in 
the fact that their troops responded so quickly to civiliansV 
plight in Kashmir even as soldiers suffered their own losses 
due to the quake 
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105 injured in various places along the LOC. IAF helicopters 
have been airdropping food in remote areas and army medical 
teams have been providing care in even the most remote 
locations. Kashmiris have been quoted in the press and seen 
on TV applauding the army\'s efforts 

tonnes of relief and medical supplies 

halls 

teams. The IAF has flown 400 fixed wing and 300 helicopter 
sorties 

tonnes of blankets 

people. One journalist to whom we spoke said the reaction in 
Kashmir to the relief aid from the army and the west had been 
Va reappraisal of our having branded you as Kaffirs 
(unbelievers).\" By contrast 

scathing criticism for civilian administration relief 

efforts 

NGOs and the USG to provide aid. 


THE RAMADAN AND DUSSEHRA ARMISTICE? 


7. (U) The Indian newspapers are awash in stories of 
cooperation all along the LOC between Indian and Pakistani 
army units. One story had Pakistani troops returning Indian 
soldiers who strayed across the LOC due to the quake 
another had Indians digging Pakistanis out of a bunker that 
collapsed within sight of their positions. Yet other stories 
went a step further 

the bunker 

India later said -- in an effort to calm the growing uproar 

in the Pakistani press over Indian troops allegedly crossing 
the LOC -- that its troops had only provided Pakistani 
soldiers tools with which to dig for their compatriots 
following a bunker collapse. Indian army spokesmen did 
however 

relief efforts across the LOC/border 

only 15 kilometers from Muzzafarabad 

providing helicopter support if requested. 


TERROR 


8. (U) The amity between soldiers did not 

immediately extend to insurgents. In a disturbing first 

female suicide bomber killed herself in Awantipura on October 
13 

claimed responsibility. Terrorists also slit the throats of 

ten Hindus in Rajouri on the eve of Dussehra even though the 
insurgents\' umbrella organization 

grudgingly announced an earthquake ceasefire that same day. 
Army Chief of Staff GEN JJ Dhillon did state prior to the 
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quake 

reducing tension and boosting terrorism. The General 
attributed the drop to better countermeasures by the Army and 
the ongoing Indo-Pak dialogue. Terrorism analyst B Raman 
writing on www.rediff.com said the Lashkar-e-Toiba (LeT) had 
admitted extensive damage to its infrastructure in Pakistani 
Kashmir 

Jamaat-ud-Dawa (JuD) had admitted 100 deaths. Raman noted 
however 

makeshift structures that were easily shifted to evade 
detection. Raman theorized the terroristsY biggest obstacle 
may be disruptions due to the quake and the ubiquitous 
presence of foreign relief teams 

deniability. On October 14 

intelligence sources as claiming upwards of 1500 
insurgents/terrorists had been killed in Pakistani Kashmir 

due to the quake. 


PARTY POLITICS TAKES NO BREATHER... 


9. (C) As in all things Kashmiri 

political edge 

show they were \"delivering\" the goods. Local Congress party 
cadres 

power-swapping deal struck three years ago 

ruling PDP of diverting relief supplies for political gain. 
Punjab\'s Congress-ruled government then announced it would 
only deliver the state\'s contributions to relief efforts to 

J&K Congress officials 

Yasin Malik accused Congress MLA and J&K Minister for Food 
Taj Moh-i-ud-din of visiting Uri in a 20 car motorcade 

carrying \"not a single piece of bread for hungry survivors\" 
even though Malik\'s organization had provided relief aid. 

Malik also complained that government relief was not getting 
to remote areas 

provide aid. 


10. (C) Meanwhile 

transfer of power from PDP to Congress was given a boost when 
the PM visited Kashmir with CM Mufti\'s presumed replacement 
Parliamentary Affairs Minister Ghulam Nabi Azad 

contact said the tragedy will at least postpone the October 

31 transfer. Azad\'s continued presence in Kashmir to oversee 
relief operations has also exacerbated tensions between PDP 
and Congress. Mufti remains popular 

political columnist Harish Khare 

warned Congress would sacrifice much goodwill if Sonia 
decides to replace Mufti with Congress party \"in-house 
intriguers\" conspiring to take the Chief Minister job. 

Mufti 
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that the CM was DelhiVs errand boy by doing a fine job in his 
three years in power. Further complicating all this 

speculation is the impending shift of the J&K government from 
Srinagar to its winter seat in Jammu. 


BUT THE DELHI-SRINAGAR DIALOGUE WILL RECESS 


11. (C) As for the dialogue between Delhi and the Mirwaiz 
Hurriyat 

Bilal Lone told us that politics must wait until people get 

help. Journalists we spoke to agreed that the dialogue would 
be postponed for now. Hurriyat spokesman Professor AG Bhat 
said talks might take place toward the end of November if 

relief efforts went well. Such a delay is reasonable to 

expect given the scale of the calamity. 


COMMENT: KASHMIRIS CRY OUT FOR LOWERED BORDERS 


12. (C) Yasin Malik\'s efforts to take relief supplies to 
Pakistan show that the separatists want to underline in this 
moment of tragedy KashmirisW shared identity 

and lines of control. Separatists have sought to rise above 
petty politics 

telephone connections 

transport links across the LOC 

of shared identity. In this regard 

separatists and politicians on both sides an opportunity to 
advance the implementation of PM Singh\'s vision of soft 
borders. Moreover 

ferrying victims and supplies could help Delhi recast itself 

in the eyes of Kashmiris. The gelling consensus in Kashmir 
in favor of the PM\'s vision of reducing the LOC\'s salience is 
encouraging. Delhi now needs to make sure it does not 
destroy this opportunity to make real progress either by 
brusquely shoving aside popular Chief Minister Mufti in favor 
of a loyal Congress figure or by failing to sustain its 

nascent dialogue with the separatists about the concerns of 
average Kashmiris. If Sonia makes the right decisions now 
tragedy in Kashmir could give rise to new hope 

Pakistan matches Delhi\'s moves. END COMMENT. 


13. (U) Visit New Delhi\'s Classified Website: 
(http://www.state.sgov.gov/p/sa/newdelhi/) 
BLAKE 
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destroyed and 73 
150 
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5. Indian relief efforts for Pakistan: According to 
External Affairs Ministry spokesman Navtej Sarna 
82 tons of relief materials by train to Pakistan late 
October 13. These materials included 5 

tents 


6. USAID/OFDA: USAID\'s OFDA officer 

October 12 

many villages. Organized distribution of relief supplies is 

a problem; boxes of clothing and supplies were discarded on 
the road. Travel is slow 

prevalent 

were felt during the nights of October 13 and 14. 


7. USAID/New Delhi: Mission Director and Acting Mission 
Disaster Relief Officer met with J&K Commissioner in Delhi 
Parvez Dewan 

items 

tarpaulins 

biscuits 

construction. Water sanitation is also a concern 

Dewan felt that chlorine tablets and bleach would soon be 
provided through government channels. Dewan noted J&K has 
received enough blankets and bottled water; the area\'s 
primary need is construction materials 

commence immediately before the coldest winter temperatures 
hamper the setting of cement. USAID will pursue these 
requirements with NGO partners and existing Indian programs. 


8. Military cooperation in J&K: Pakistani Military 
officials deny reports that Indian Security Forces on the 
Line of Control (LoC) helped Pakistani Security Forces 
rebuild a bunker collapsed in Pakistan-controlled territory 
on October 13. On October 14 

based Army officer who reportedly clarified the earlier 
story 

personnel some implements 

looking for survivors. They retrieved some weapons and 
returned the tools. V" 


9. Indian relief efforts in J&K: PIB on October 13 

reported relief operations by the military 

and civil authorities have been streamlined at the Srinagar 
airport to reach the most badly affected areas of Baramulla 
Poonch 

rescue of 556 people and delivery of 468 tons of supplies by 
402 sorties flown by 12 helicopters and 32 aircraft 


10. International aid and NGOs: The International 
Committee for the Red Cross announced October 14 it was 
providing 50 
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to the J&K branch of the Indian Red Cross Society. 
According to a BBC report of October 14 

representatives of Oxfam and the International Federation 
for Red Cross and Red Crescent Societies have noted 
unsolicited donations for the J&K earthquake fall much below 
the immediate response to the December 26 

tsunami and the Gujarat earthquake of 2000. 


SIPDIS 


11. Terrorism: An AFP media report of October 14 

indicates a female suicide bomber struck a major highway 
connecting Srinagar and Jammu moments before an army convoy 
passed; she may have been transporting explosives and 
ignited accidentally 

reported Indian troops killed five more terrorists in gun 

battles in Poonch on October 13. 

12. Politics: Reuters (October 14) quoted Yasin Malik 

head of the separatist Jammu and Kashmir Liberation Front 
who contended the GOI had missed a V'golden opportunity" to 
show its human face 

homegrown. Moulvi Abbas Anasari of the All Parties Hurriyat 
Conference (APHC) told Poloff 

for Pakistan 

and Tangdhar. You can do this through Red Cross/UNHCR.\" 


13. Infrastructure: In a telephone conversation with 
Political Specialist 

stated the magnitude of the disaster is so great 
professionals must handle relief work with the GOIVs help. 
Moulvi Abbas Anasari of APHC requested the USG encourage 
India and Pakistan to reopen telephone connections that 
would allow those affected to speak to relatives on opposite 
sides of the Line of Control (LoC). According to NDTV 
(October 14) 

earthquake struck October 8; of those 

via the Wagah-Attari border. 


BLAKE 
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business in Canada because it imposes extra-territorial 
taxation on Canadians who receive benefit payments from 
U.S. insurance carriers. This effectively subjects 

them to double-taxation in both Canada and the U.S. 
The net effect is to reduce significantly the 
competitiveness of U.S. life insurers in the Canadian 
market place. Several written requests from both 
Canadian and U.S. trade associations to Canadian and 
U.S. authorities have so far not/not produced any 
results. END SUMMARY. 
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Background: Canada\'s Life Insurance Sector 


4. (SBU) Established in 1894 

Health Insurance Association (CLHIA) prides itself on 
being Canada\'s oldest trade association. Canadavs life 
insurance industry is highly globalized 

half of the industry's annual premiums being generated 
outside Canada - C$65 billion - compared to C$58 
billion within in Canada. The industry's biggest 

growth areas are wealth management and health 
insurance 

disability insurance growing only modestly. 


5. (SBU) An industry trend among Canada\'s best known 
life insurance firms to demutualize (i.e. 

ownership structure from V'member owned\" to V'shareholder 
owned") was completed in the late 1990s: Clarica 
Manulife 

and SunLife in 2000. Demutualization was followed by 
some limited merger activity that reduced the number of 
life insurers in Canada from 163 in 1990 to 105 in 

2004. The most prominent mergers were SunLifeVs 
acquisition of Clarica (2002) and Great-West LifeVs 
acquisition of Canada Life (2004) - permitted by the 
federal government as compatible with its financial 
services sector dictum that \"big shall not buy big. V 
Frustrated with the federal government\'s no merger 
policy among big financial services providers 

Financial 

based John Hancock Financial services in the spring of 
2004 for US$15 billion in the biggest Canadian cross- 
border financial services deal in history. 


6. (U) The CLHIA counts 28 U.S. life insurance 
branches and 11 U.S.-owned subsidiaries among its 
approximately 100 members. U.S. life insurance 
companies in Canada hold some 1 million policies with 
Canadians and pay annual benefits in excess of C$2.75 
billion to those Canadian policy-holders. U.S. members 
of CLHIA whose Canadian clients are double taxed as a 
result of IRS Ruling 2004-75 include State Farm 

Life 

America 

America. 

CLHIA Questions IRS Ruling 2004-75 


7. (SBU) By far the biggest cross-border issue for the 
CLHIA is IRS Ruling 2004-75. The CLHIA representatives 
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present at the September 27 roundtable held for ConGen 
Toronto asked for assistance in eliminating what it 

calls V'inappropriate extra-territorial taxation of 
Canadians by the United States.\" According to the 
CLHIA 

conducting business in Canada. As a senior CLHIA Vice- 
President explained 

announced in June 2004 the extra-territorial 

application of withholding taxes to benefit payments 
from life insurance policies (and annuity contracts) 
issued to non-U.S. residents by foreign branches of 
U.S.-based life insurance companies. The effect of IRS 
Ruling 2004-75 is to subject Canadian residents 
contracting in Canada with Canadian branches of U.S. 
companies 

have no U.S. property or other connection with the 
United States. While apparently intended to address 
specific problems in Puerto Rico 

was worded so that it applied on a worldwide basis. A 
subsequent amendment 

application. 


8. (SBU) According to CLHIA 

a problem of double taxation of Canadian residents who 
receive benefits under policies with U.S. life insurers 
operating in Canada. In addition to paying U.S. 
withholding taxes 

taxes on their benefits under Canadian law. CLHIA told 
us that all one million policies held by U.S. insurers 

with Canadian residents are affected. The dollar value 
of benefit payments subject to double taxation runs 
above C$2.75 billion annually. Not surprisingly 

CLHIA and its U.S. counterpart 

Life Insurers 

authorities in order to limit the scope of these IRS 
Rulings 

amendment to the Canada-U.S. Tax Convention. Written 
submission made in regard to IRS Ruling 2004-75 
include: 


--ACLI letter to IRS 


--CLHIA letter to Len Farber (Canadian Dept. of 
Finance) et al. 


--CLHIA letter to Patricia Brown (U.S. Treasury) 
26 


--CLHIA letter to Brian Ernewein (Canadian Dept. of 
Finance) 


Column 3 
(NOTE: Copies of these letters have been e-mailed to 
Embassy Ottawa and WHA/CAN desk officers. END NOTE). 


Action request 


9. (SBU) ConGen Toronto requests Department follow up 
with Treasury and the IRS to determine when U.S. 
insurance companies operating in Canada can regain the 
even playing field that they claim they have been 

deprived of by the extra-territorial provisions of IRS 

Ruling 2004-75. 


List of Attendees 


10. (U) The roundtable included the trade associations 
of Canadavs life insurance sector (CLHIA) 

Insurance Bureau of Canada (IBC) 

private sector stakeholders: Jim Witol 

Taxation and Research 

Policy Development 

Investigative Services 

Counsel 

Insurance; Michael Landry 

Development 

Insurance regulatory Affairs 

Pineau 

insurance industry association offering market research 
and education programs targeted to insurance and 
financial services companies). Represented from the 
Toronto Financial Services Alliance were its President 
Janet Ecker (former Finance Minister of Ontario) and 
Susan Viegas 

Bureau. Represented on the U.S. side were Consul 
General Jessica LeCroy 

Holliday 

Assistant Colin White 

Counselor 


LECROY 


42661 
democracies.\" 


Domino Effect 


4. (C) In side-bar conversations with the Ambassador 
members expressed strong concern regarding perceived Syrian 
Jordanian and Saudi complicity with the terrorists in Iraq. 


Column 3 

Citing ties between Syrian and Iraqi BaVathists 

highlighted reports of jihadistsY easy access into Iraq 

through Syrian borders and alleged that Syrian border guards 
could be bribed for as little as ten USD. Members of the 
community expressed outrage that Muslims from countries as 
far off as Indonesia and the Philippines allegedly travel to 
Iraq to kill Shi\as. The group said that Muslim countries 
notably Saudi Arabia 

Iraq will create an impetus for change and will challenge the 
rule of all regional non-democratic governments. Notably 
absent from the conversation was criticism of Iran. 


Constitution and U.S. Presidential Election 


5. (C) Al-Saleh noted the timing of this event as key for two 
reasons: 


--In a week\'s time 

return to the polls to vote on the constitution and then in 
December for the general election. Al-Saleh said that the 
Iraqis 

world their desire for democracy. He said that since Grand 
Ayatollah Al-Sistani approves of the constitution 

clerics will support it. He added that 

issues such as women\'s rights 

convincing the clerics to forego tradition for the sake of 
progress. 

--Al-Saleh said that this time last year 

Ramadan praying for the re-election of President Bush 
commending him as the candidate with the will to support 
Iraqvs efforts towards democracy. 


Real Sacrifice 


6. (C) Al-Saleh and others made a point that they have lost 
loved ones 

continue. Two days previously 

brothers-in-law were killed in a suicide attack in Hilla. 

The group remarked that Iraqi ShiVas will continue to support 
democracy and fight terrorism at all costs. 


7. (U) Text of Irish Times October 10 
needs to listen to world\'s Muslims 
By Deaglan de Breadun 


BEGIN TEXT 


The United States needed to \"listen and learn" from Muslims 
around the world 
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of Dublin\'s Shia Muslim community in a speech after a prayer 
ceremony in the Milltown mosque at the weekend 

Breadun. 


Several hundred Shia Muslims living in Ireland 

some Sunnis 

arrival. The ambassador attended prayers to mark the holy 
month of Ramadan and stayed for a meal afterwards. He invited 
his listeners 

reception at his residence in the Phoenix Park in the near 
future. 


In his speech 

listen and learn8. A group from the Shia Muslim community 
had come to the US embassy in Ballsbridge for a meeting two 
weeks ago 

community and ours\". 


VWe think thatVs essential for our future 

together. The Americans have to sit down and listen and learn 
and understand and at the same time you will hear our voices 
you can hear what we're talking about and what we hope we can 
do for each other in the future. Thats what we want to do. V 


Stressing that he had been \"very 

honest dialogue that we have had at the embassy" 

would \"love to be invited back in the near future\". He 
brought special greetings from President Bush for Ramadan. 


The ambassador told The Irish Times earlier that the meeting 
with the Shia Muslim group was V'absolutely one of the best 
days we\'ve ever had in an American embassy and particularly 
in Ireland". 


\"It is a day that we will remember and we're going to want to 
do more of them. It energised the people that were on our 
side of the table 

and listen and | think America needs to do more of that 
listening and learning. And | want to bring that back to 
America.V 


Iragi-born Imam Ali Al-Saleh 

community in Ireland 

an attack by suicide bombers on a mosque at Hilla 
Baghdad 


Dr Al-Saleh said the majority of people in Irag and 
Afghanistan looked on the Americans as \"our friends because 
they helped us in getting rid of the Taliban and getting rid 

of Saddam\". He added: \"They are really sacrificing a lot now 
to help us in resisting and stopping the terrorism which is 
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going on in the Middle East and especially in Iraq. What is 
happening in Iraq now is a turning-point in our mentality. V 
Khalid Ibrahim 

Dublin 

real democracies.\" 

END TEXT 


8. (C) Comment: We leave evaluation of our Iftar Hosts 
comments on lraq to the experts. The press coverage in the 
Irish Times was totally positive. When taken together with 
an article two days later quoting visiting Egyptian FM Ahmed 
Aboul Gheit to the effect that the U.S. should not pull out 

of Iraq 

perspective on lraq than the one they usually get. 

KENNY 
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maintaining the status quo. Demirtas outlined for ConOffs a 
twisted common cause of work between the Army and the PKK 
wherein if the PKK were to give up its weapons the military 
would lose power. In this way 

justified their dangerous activities to their respective 

internal audiences as &reasonable vices.8 


5. (C) Demirtas doubts that there is broad nationwide support 
for the PKK 

PKK 

Turkey support them.8 For this reason 

the rise of a political party to keep the Kurdish 

southeastern Turkey agenda on the national stage. Still he 
underlined that the DSM was not that party. He added that 
the DSM 

PKK to be constructive political players. 


6. (C) Demirtas laid out for ConOffs a recent dynamic that 
illustrated the confusion regarding GoT policy toward the 
Kurds: The PM told a foreign reporter in a recent interview 
that he had had discussions within his own circles regarding 
the Kurdish initiative and thought he had gotten the Turkish 
General Staff 

raising the political aspects of the new initiative first 
opposed to the military\'s preference for social-economic 
development first and the political approach later. As a 
result 

&ethnic nationalism8 and calling for &societal 

solidarity8 in Van 

wherein he undercut the PM 

issue then returned back to Ankara for further internal GOT 
deliberations 

emphasized that people in southeastern Turkey now see little 
likelihood of follow through on the PM 
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7. (C) Furthermore 

maximalist interpretations of the criminal code to try to 
intimidate regional political players 

arrests of former DEHAP leaders in Adana 

Mardin. He recalled that the TGS had called for more tools 
to combat the PKK after passage of a new criminal law 
leading to a quick drafting of new anti-terror legislation. 
The Justice Minister then had re-directed this legislation by 
exhorting prosecutors to use existing criminal code authority 
in a maximalist fashion; hence the DEHAP arrests in which 
even the display of a PKK flag 

&Ocalan 

incitement to violence punishable by five years of 
imprisonment. 


8. (C) When asked what he thought would happen next 
exclaimed that &sadly 

the number of corpses and funerals associated with the 

(GoT 

period may be necessary to bring greater calm. Emotions and 
ill-will have been raised to high levels again.8 &We need 

a long cease-fire now 

preparation for some sort of conditional 

said Demirtas. 


9. (C) What would an amnesty look like? Demirtas said that 
it would be &something like a surrender to Turkish 
authorities. Then judges would start a formal legal process 
under which former PKK cadres would be found subject to the 
law and placed under a probationary process wherein for a 
certain number of years he or she would be prohibited from 
participating in politics 

services and must lead a peaceful life.8 Demirtas thought 
that such an amnesty should last &maybe five years 

the opportunity for using this type of amnesty as a 
reconciliation tool has been postponed by renewed violence. 
&Public opinion is too stirred up now 

also cautioned that the terminology used in any new amnesty 
would be very important 

been alienated by the last &return home8 law 

&repentance 

element to generate Turkish public support for the law to 
gain popular legitimacy 

requirement for potential former cadres to deny the 

&validity of their struggle.8 This philosophical 

divergence of perception married with &extremist use of 
required public statements of confession in some Southeast 
provinces undermined the prospects of the last amnesty-like 
efforts 
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10. (C) Bio note: Demirtas 

international visitor program participant 

old daughter; his wife is a teacher in rural Diyarbakir. He 
may serve his required military service this year. 
MCELDOWNEY 
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the costs of doing business. Cabinet also recommended 
focusing government procurement of goods and services to 
small businesses. Source: Business Day October 13. 


STATS SA PLANS TO REVISE LABOR FORCE SURVEY 
9. Statistics SA (Stats SA) will introduce a revised 

model of its labor force survey around 2008 

recent criticisms by the International Monetary Fund 

(IMF). There has been intense debate about the accuracy 
of South Africa s unemployment statistics 

from the official rate of 26% to the broader measure of 
4196 

favor of a restricted definition 

seeking work 

employment does not necessarily mean people are without 
any form of work or income. Those in favor of an expanded 
definition of unemployment argue that to exclude the many 
discouraged job-seekers who have given up hope of finding 
a job does not give an accurate picture of the extent of 
unemployment in the country. The IMF pointed out certain 
weaknesses in methodology that could lead to inaccuracies 
in the measurement of employment and unemployment 
according to Stats SAVs Deputy Director-General of 
Statistical Support 

redesigning the labor market survey would be to 
differentiate more precisely between types of jobseekers. 
Source: Business Day 


REPORT HIGHLIGHTS POVERTY AMONG BLACK YOUTH 


10. A new report by the Human Sciences Research Council 
highlights the difficulties in escaping poverty by black 

South Africans aged 18 to 35. More than two-thirds of 
black South Africans in this age group are unemployed and 
more than two-thirds of young people who took part in the 
survey had never had the opportunity to work. There was a 
correlation between education and employment 

with secondary and 5.1% of those with tertiary 
qualifications were unemployed. Almost half of the black 
youths who were not studying did not have the financial 
means to continue their studies. The average number of 
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years taken to finish school was 60% higher than the 
standard 12 years because many pupils were forced to 
repeat grades or drop out of school. The report found 

that personal contacts and networks remained a determining 
factor in youth finding first employment. A third said 

they found their first job through personal contacts 

just 15% got a job through sending out their details. 

Source: Business Day 
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GROUND ON CLEAN GOVERNMENT 


Classified By: AIT Director Douglas Paal 


1. (C) Summary: Tuan Yi-kang 

Progressive Party (DPP) New Tide Faction 

created the New DPP Movement" to help Luo Wen-jia 
Democratic Progressive Party (DPP) candidate for Taipei 
County Magistrate 

Luo\'s reformist credentials and distancing him from perceived 
DPP corruption. The broader goal of the reform initiative is 

to press the DPP to return to its original anti-corruption 

and clean government mission. Tuan said the DPP\'s failure to 
deliver on reform pledges has resulted in a loss of public 
trust. Therefore 

be to restore its credibility. Tuan expressed disappointment 
that President Chen Shui-bian had attacked the opposition 
rather than accepting responsibility for Government problems 
in his October 10 National Day speech. Chen\'s October 13 
meeting with DPP leaders and candidates dramatically revealed 
the chaos that corruption charges have produced in the party. 
Chen\'s challenge will be to take real steps to reform the 
party while resisting the temptation to lapse into his 
accustomed attack mode. End Summary. 

2. (C) On October 11 

Democratic Progressive Party\'s New Tide Faction (called \"The 
Movement in English) and former DPP legislator 

on the \"New DPP Movement" that he and Luo Wen-jia 
candidate for Taipei County magistrate 

1. The goal of the New DPP Movement 

press the party to return to its original mission of 
anti-corruption 

in the party has declined because the DPP has not delivered 
on its reform pledges since coming into power in 2000. The 
New DPP Movement 

party 

just three individuals: Tuan 

Wen-chung. Initial results have been positive 
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with 74 of 89 DPP legislators endorsing the movement. The 
movement also enjoys wide support among party members in 
central Taiwan 

Advisory Counselor Liu Shyh-fang 

meeting with Tuan and had just returned from central Taiwan. 
Tuan noted that he does not intend to continue using the term 
“New DPP Movement" for his campaign for party reform. V'New 
DPP Movement" is a name designed to use in \"fighting 

said. 


Origins of the New DPP Movement 


3. (C) The idea for the New DPP Movement 

developed during discussions he held with Luo about Luo\'s 
campaign in Taipei County. Tuan told Luo that current trends 
are running against him and that LuoVs problems are likely to 
increase as the December 3 date of the election approaches. 
Although his opponent 

Hsi-wei 

election from a contest between individuals into one between 
the KMT and DPP. Current Taiwan polls indicate that the 
approval rating for the KMT is ten percent higher than that 
for the DPP. To counter the negative effect of DPP 
unpopularity 

five percent over Chow to ensure victory 

current lead is less than five percent 

continues to gain ground. Luo\'s particular vulnerability 
stems from his close association with President Chen 
Shui-bian 

that would distance Luo from the scandals and missteps of the 
DPP Government. 


4. (C) Initial polling indicates that the reform initiative 

has given a modest boost to Luo 

are probably temporary and so more will need to be done. 

That the campaign has met some resistance within the DPP will 
probably help Luo solidify his reform credentials 

observed. Some party members have voiced concern they might 
be singled out as the \"old DPP 

expressed that the campaign will deflate the party's fighting 

spirit on the eve of the December local elections. 


5. (C) Pro-Blue pollster and pundit Emile Sheng offered AIT 

a different perspective on the Taipei County race. Although 

Luo is the stronger campaigner and better liked by the 

public 

according to opinion polls. Luo\'s drop can be ascribed 

almost solely to the negative image of the DPP; Chow has 

shown little ability as a campaigner. Luo\'s presentation of 

the \"New DPP\" slogan has not succeeded in protecting him from 
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voter distaste for DPP corruption. 


The Need to Regain Public Trust 


6. (C) Tuan maintained that in the past the DPP has been 
overly focused on winning each election. To increase support 
from voters 

through on promised reforms. The result has been a loss of 
credibility with the public. For example 

DPP backtracked on income tax reforms 

for teachers and members of the armed services as a tactical 
move to win votes. The DPP has also failed to deliver on a 
pledge to eliminate the positions of highly paid presidential 
advisors who have no responsibilities 

the people\'s trust in the DPP must be the party's top 

priority 

than winning elections 

presidential elections in 2007 and 2008. 


Criticizing Chen Shui-bian\'s October 10 Speech 


7. (C) Tuan said he was disappointed with President ChenVs 
October 10 address because Chen ducked responsibility for the 
Governments problems 

over the issue of KMT party assets. Government leaders 
should reflect 

public for Government mistakes 

should be cabinet changes under the principle of 
administrative responsibility. For example 

heard of at least one case in which a senior official had 

been indicted with no consequences for his superiors. He 
said that the unnamed minister should be required to step 
down to take administrative responsibility for the indictment 
of his subordinate. Because he had been disappointed with 
the GovernmentVs response so far 

organize a press conference at which Legislative Yuan (LY) 
members would criticize the government over corruption 
issues 

the State-owned China Steel Corporation (CSC). In addition 
Tuan said 

magistrates and city mayors to sign a pledge to uphold four 
clean government measures if elected 

legal requirements and include placing personal assets into a 
trust while in office. Tuan noted that DPP Chairman Su 
Tseng-chang was making DPP headquarters available for the New 
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DPP Movements public events. Su Tseng-chang hosted the 
candidates\' signing of a clean government pledge on October 
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12 as an official DPP event. On the same day 

and Taiwan Solidarity Union (TSU) legislators held a press 
conference to display a letter signed by 94 legislators that 
demanded China Steel Corporation Chairman and Justice 
Alliance member Lin Wen-yuan turn his bonus over to the 
Government. (NOTE. The bonus was based mostly on last yearVs 
booming exports to ChinaVs construction explosion. END NOTE.) 


8. (C) Tuan said he would monitor Government reaction 
including ChenVs handling of a meeting with DPP local 

election candidates 

are needed. Noting that acting Kaohsiung Mayor Yeh Chu-lan 
has been appointed to investigate problems with the Kaohsiung 
rapid transit system project 

irregularities 

investigation is good 

administratively responsible 

satisfied with the investigation results. 


9. (C) If Tuan was looking for modest self-examination from 
the Presidents meeting 

display of DPP fratricide October 13 

healthy sign of a capacity for self-renewal. Chen Shui-bian 
used a televised gathering of the DPP elite and candidates at 
the Taipei Guest House to announce 

if scandal touches him he will step down 

specifically to CSC Chairman Lin\'s bonus. It appears that 
Chen offered himself because he feels safe from proof of a 
connection 

or other high ranking officers to expiate himself and try to 
arrest the fall of the DPP\'s spiraling reputation. 


10. (S) Chen Shui-bianVs effort 

turned off 

faction 

apart from those associated with the recent scandals. The 
presidentVs Justice Faction in turn called for the removal of 
Wu Nai-jen as head of the Taiwan Stock Exchange. The back and 
forth of the debate was widely covered in today's media. 
Presidential Deputy Secretary General James Huang 
attended the meeting 

true \"crisis 

example of the spirit of the DPP 

other. 


DPP Officials Caught by Surprise 


11. (C) Two DPP officials we asked appeared to have been 
surprised by 
New DPP Movement. Both agreed 
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reform. Legislator and DPP Director of International Affairs 
Bi-Khim Hsiao suggested to us that the movement 

has endorsed 

Director of Chinese Affairs 

and is popular with the people 

should be dropped. He suggested that the party might take up 
the reform agenda after the December 3 elections and that the 
problem now is that voters may be expecting reforms that will 
not happen before the elections. 


Comment 


12. (C) The DPP has been hard hit in recent months by a 
series of widely publicized scandals 

and charges of mismanagement. Its talent for public and 
vicious squabbling has only compounded the damage. Party 
leaders are concerned that growing popular dissatisfaction 
with the DPP will translate into defeat in local elections on 
December 3 and that the opposition KMT may be able to build 
momentum to retake power in the 2008 presidential election. 
The New DPP Movement adds to the already considerable 
pressure on DPP leaders to address corruption issues 

Chen Shui-bian is responding 

attacking opponents and allies alike. By themselves 
statements seem unlikely to turn public opinion around 

so Chen may come to feel compelled to make some high-level 
personnel changes in an effort to reverse the dramatic shift 

in public opinion away from the DPP. It is also possible 

but far less likely 

DPP proponents and engage in genuine reform of the party. 


PAAL 


42666 

making things difficult for South Korea. At the same press 
conference 

said the U.S. had welcomed the appointment of Wang. Later 
the same day 

the PRC\'s strong opposition to Wang\'s presence at APEC 
because of the 1991 APEC MOU which 

\"Chinese Taipei\" only to dispatch the minister in charge of 
economic affairs related to APEC to attend APEC summits. 


Round One: President Chen to Pusan 


3. (C) Three months earlier 

Shui-bian announced that he wanted to personally attend the 
November АРЕС leaders meeting in Pusan. The ROK Taiwan 
Trade Office Political Chief told AIT at the time that Taiwan 
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NSC officials had given the ROK Trade Office Wa few days V" 
warning that President Chen might announce his intention to 
personally attend the leaders 

Presidential Office Deputy Secretary General James Huang 
Director pointed out that any such initiative to have a 
serious chance of success should include prior consultations 
with AIT (Huang himself had informed the Director 

on Friday afternoon 

informed). Several weeks later 

Director that Taipei had fully realized Beijing would not 
accept Chen 

to demonstrate to the international community Taiwan\'s 
willingness to engage the PRC and even make concessions 
as Chen 

of V Taiwan 


Round Two: Speaker Wang to Pusan 


4. (C) On September 16 

informed the Acting Director that if President Chen was not 

able to attend the APEC leaders\' meeting 

sending LY Speaker Wang Jin-pyng as TaiwanVs representative. 
Wang 

without making any firm commitment. Chiou asked if the U.S. 
would convey this message to Beijing and ascertain Beijing\'s 
view of the idea. The Acting Director noted that Wang could 

be problematic 

representative has been non-government 

senior government official. Chiou acknowledged this problem 
but argued that Beijing would find LY Speaker and KMT leader 
Wang \"interesting\" and would \"not get hung up on the issue of 
official position.\" 


5. (C) Chiou then informed the Acting Director that Taipei 
Vrequests U.S. help\" to prepare the way for the Wang 
appointment. When asked if there had been any effort to 
float this on any basis with either Beijing or this yearVs 

host 

Director informed Chiou that Washington believed it would be 
more appropriate for Taiwan to utilize its own channels to 
inform Beijing and Seoul about the Wang proposal. 

6. (C) Seoul Taipei Representative Hwang told the Director 
on October 14 that just before Ambassador Yun departed Seoul 
he had received a call from Taipei 

informing him of Taiwan 

Jin-pyng. The Korean MFA did not have a chance to review 
this issue before Yoon departed 

deliver Seoul 

Wang 

MOFA on October 15. 
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7. (C) Presidential Office Deputy Secretary General James 
Huang told the Director on October 14 that 

Kong Quan may have answered the question in the way he did to 
leave the door open for Wang to attend the informal leaders! 
meeting while still looking tough on Taiwan. If so 

continued 

with Beijing. Meanwhile 

pursuing its own channels to try to communicate on this 

subject with Beijing 

authorized to share with AIT. 


Chairman Ma Deftly Weighs In 


8. (C) Following Beijing\'s announcement on October 13 that 
it would not accept Wang 

in and told Wang that the party fully supported his 
appointment and would try to help facilitate BeijingVs 
approval. According to the local press 

and expressed the party's support for his trip to Pusan. In 

a smart political move 

KMT-CCP party-to-party channel that had been established 
following former KMT Chairman Lien ChanVs April visit to 
Mainland China. Wang 

appreciation for Ma\'s offer and pledged to meet with Ma in 
person once Wang\'s trip is confirmed. Ma then directed KMT 
Research Director Chang Jung-kung to communicate with PRC 
officials via the party-to-party mechanism to help facilitate 
Wangı\'s participation in the Pusan meeting. 


9. (C) Chang Jung-kung told AIT late on October 14 that he 
immediately contacted the PRC side to initiate Ma\'s 

directive. The PRC 

Chen government and Wang himself had separately approached 
Beijing Wa month ago!" to propose the idea of Wang\'s 
appointment. The PRC had rejected both overtures at that 

time 

stated reason (inappropriate representation) but also because 
Beijing believed Chen intended the Wang appointment to 
influence future Taiwan elections and to split the KMT. 
(Comment: In fact 

October 12 announcement of Wang\'s appointment was very cool 
suspicious and non-supportive.) 


10. (C) When KMT leaders learned that Wang himself had been 
rejected 

special party-to-party mechanism had been effectively closed 

to them before they had even started. Chang indicated that 

the KMT does not plan to make further efforts on behalf of a 
Wang visit. Noting that Lien Chan himself had arrived in 
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Beijing yesterday 

Taiwan Affairs Office (TAO) Director Chun Yunlin 

there were no plans to request Lien to weigh in on the Wang 
issue. 


Comment 


11. (C) So why 

informal rejection of the Wang Jin-pyng proposal 

President Chen go ahead and make the Wang proposal to 
Ambassador Yun and make such a big deal of it to the press? 
This appears to fit the pattern of the first Chen proposal 
which was offered 

but to demonstrate once more how the PRC is suppressing 
Taiwan and how Beijing rejects every Taiwan goodwill offer. 
In the scandal-ridden crisis atmosphere now prevailing in 
Taiwan 

tactic. Ma\'s offer to be helpful may help shelter him from 
being lumped with the mainland by President Chen. 
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populations. Head of Delegation (HOD) Rich Greene 

Assistant Secretary of State for the Bureau of Population 
Refugees and Migration 

personally press his counterparts for support on the Red 

Cross Emblem and other sensitive issues 

resettlement of Uighurs and development of a Comprehensive 
Plan of Action (CPA) for Bhutanese refugees. Interlocutors 
showed ample common ground on most issues. End summary. 


Romania 


2. (U) Head of Delegation Florin Sandu 

for the Ministry of Interior 

supporting Romania\'s efforts to combat organized crime and 
human trafficking. A/AS Greene said that the USG also wished 
to express thanks to Romania for its humanitarian response in 
providing an evacuation point for some 450 Uzbek refugees who 
had been evacuated from Kyrgyzstan in July. Greene 
emphasized the U.S. commitment to process the cases under the 
U.S. refugee resettlement program as soon as they were 
referred to us by UNHCR. He noted that current projections 

by UNHCR suggest that about half the total caseload will be 
referred to the U.S. 

begin by late November. He added that other resettlement 
states 

resettling the Uzbeks. Sandu noted that Romania had 
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endeavored to establish security and services which created 
the V'necessary conditions" for resettlement processing. A/AS 
Greene reiterated the U.S. Administrations appreciation for 
all that Romania had done thus far. 


Canada 


3. (U) Malcolm Brown 

Strategic Policy 

Delegation which included representatives of Canada\'s Global 
Affairs and development agencies. Brown reiterated his 
Government\'s support for UNHCR restructuring its senior 
management to include an Assistant High Commissioner for 
Protection 

office as well. However 

remained some very real organizational and management issues 
on which he did not/not detect \"great energy in UNHCR\" to 
address. He noted that the Intergovernmental Consultations 
on Asylum 

for discussion of traditional migration issues as well as new 
developments and global trends 

he had found the report of the Global Commission on 
International Migration (GCIM) Wunderwhelming.W He also 
suggested that Canada and the USG look at economies which 
might come from harmonizing some resettlement activities 
such as screening referrals. 


4. (U) A/AS Greene noted that the evolving concept of 
\"clusters\" to act on IDP issues left many funding issues 
unanswered and seemed to be moving too quickly. Brown 
replied that Canada has serious reservations about the 
proposed Central Emergency Revolving Fund (CERF). Greene 
then reviewed the U.S. assessment of preliminary steps which 
could lead to a comprehensive plan of action for Bhutanese 
refugees (Ref A) and asked for Canada\'s support of the 
initiative. Greene also asked Canada to help move the Red 
Cross emblem issue forward 

understand that \"there is no alternative to going forward.\" 
Canada was supportive on both positions. 


Sweden 


5. (U) The Swedish Delegation 

Migration Charlotte Svensson 

cluster lead were very different issues which appeared to be 
confused in the minds of some delegations. A/AS Greene 
agreed 
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mindful that accepting IDP responsibility would not 
automatically bring with it additional resources. Svensson 
said that Sweden had pledged USD 40 million to the CERF for 
CY 2006; however 

cluster lead concept is being put together 

would prefer to V'do it right rather than do it fast." A/AS 
Greene contrasted this with the UKVs \"start tomorrow V 
approach and said that the U.S. 

cluster approach 

rolling it out. 


6. (U) Turning to northern Uganda 

is developing an approach which would V'separate the political 
from the humanitarian V" issues and permit increased attention 
to the needs of refugees and IDPs. Svensson offered Swedish 
support in response to GreeneVs discussion of developments 
which could lead to a CPA for Bhutanese refugees 
acknowledged the importance of the Red Cross Emblem issue. 
However 

assistance in resettling Uighurs. 


7. (U) Peter Hughes 

Refugee 

Department of Immigration and Multicultural and Indigenous 
Affairs led the Australian Delegation. Hughes anticipates a 
shift in Australia's resettlement program to focus on Asia 
particularly Burmese and Bhutanese refugees. He expressed 
interest in the USGVs developing program for resettling 
Tibetans 

numbers in a very low-keyed manner for several years. Greene 
summarized his talks with UNHCR and several governments on 
the possibility of a solution evolving for Bhutanese refugees 

in Nepal. Hughes said that Australia also sees a window of 
opportunity for resolving the long-standing impasse. 


8. (U) On UNHCR management 

organizational discipline in staffing hardship posts and 
needs to adapt more flexible Human Resource rules 
provisions to hire contract staff when needed. He said that 
Australia believed UNHCR needed to raise the profile of the 
resettlement program as it still cannot process enough cases 
to fill all available slots. Greene noted that resettlement 
states are increasingly pressed to provide direct funding to 
UNHCR in order to develop referrals of a specific population 
in need. Australian and U.S. NGO representatives offered 
their potential to reinforce UNHCR in preparing cases for 
referral to resettlement states. 
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9. (U) Turning to IDPs 

the heart of the issue and that UNHCR would not be able to 
respond to a lead role in any cluster with its current 

staffing and funding. A member of the Australian delegation 
noted that two-three years back 

been raised 

discussions. He seconded concerns that responsibilities were 
being parceled out before funding issues were addressed. 
Cassel 
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Society 

have no intentions to return anytime soon. But the 
Lithuanian immigration system 

discourages permanent immigration 

acquire residency permits yearly and denying any 
possibility to become Lithuanian citizens. 


11. Most immigrants to Lithuania 

small numbers 

Society. Exceptions exist 

geographical pockets of ethnic Russians who have failed to 
integrate despite lengthy periods of residency. 


12. The Lithuanian government has established a national 
integration program V'to promote national minorities to 
integrate into the society of Lithuania 

tolerance among the public 

seclusion 

of National Minorities 

implementing the integration program 

on minority groups present in Lithuania for at least 20 
years. The program works primarily with LithuaniaVs 
domestic Roma community 

The Ministry of Social Security and Labor 

provides some integration assistance to asylum seekers but 
very little to ordinary immigrants. Lithuania grants 
refugee status to only a handful of asylum seekers 
provides temporary social protection to 200-500 people 
each year. 


13. Oleg Beloborodov 

Vilnius region 

process. OlegWs occupation allows him to communicate 
perfectly well on the job in Russian. Yet 

since his first arrival 
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Lithuanian 
Lithuanians in the Lithuanian Baseball League. 


14. Immigrants in Lithuania have little political influence 
compared with immigrant communities in other European 
countries. Ethnic Poles and Russians 

long-term Lithuanian citizens 

success in organizing themselves politically. The Polish 
Electoral Action 

Russian 

elections with hopes of creating the first ethnic faction 

in Parliament. The effort failed 

Tomashevski 

politician 


15. Former immigrants 

groups 

demonstrating society\'s general acceptance of minority 
figures. Viktor Uspaskich 

leader of ParliamentVs leading political party 

Lithuania from Russia in the mid-1980s. Vaclav Stankevic 
born in Belarus 

Affairs Commission and as MP was a champion of LithuaniaVs 
NATO accession. 


16. Lithuania\'s immigrant population has done little to 
disturb the country's religious balance. Lithuania remains 
an overwhelmingly Roman Catholic country with very small 
religious minorities. According to the most recent survey 
data 

Orthodox 

LithuaniaVs ethnic Polish minority reinforces the Roman 
Catholic dominance. With countries of the former Soviet 
Union serving as the primary source of immigration 
immigrants and temporary foreign workers in Lithuania are 
predominantly Russian Orthodox and nonreligious. The 
Orthodox Church remains an uncontroversial force 

long history and physical presence (in the form of 
attractive onion-domed churches) in Lithuania 

decades of living in the Soviet Union have left most 
Lithuanians comfortable with agnostics. 


17. Muslims remain a statistically miniscule portion of the 
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population (less than 3 

census). Most of Lithuania\'s Muslims are from the Tatar 
community 

practice a very moderate form of Islam 

part of mainstream Lithuanian society. Some foreign 
Muslims 

country\'s few mosques. Not yet exposed to significant 
immigration from the Muslim world 

one European country where Islam and religious extremism 
(Ref A) remain largely abstract concepts. 


18. Almost all Lithuanian adults speak fluent Russian 
Russian-speaking immigrants from the former Soviet Union 
therefore have an advantage in the Lithuanian job market. 
However 

with younger generations learning English and other 
European languages rather than Russian. Increased 
immigration may help perpetuate the use of Russian in this 
former Soviet outpost. 


19. The GOL has designed an immigration system to allow for 
a limited influx of foreigners to fill the gaps for 

specific needs in the Lithuanian labor market. Permanent 
immigration is envisioned primarily for family of 

Lithuanian citizens only and not for \"your tired 

poor 


20. This system has worked well to date 

Lithuania\'s growing economy without disturbing the 
country\'s social and cultural balance. As Lithuanians 
continue to leave their country in startling numbers 

as Lithuania continues its impressive economic growth 
however 

continue to grow. 


21. (SBU) Zygimantas Pavilionis 

Department and long-time observer of European politics 
noted during discussion of Turkey\'s bid for EU membership 
that Lithuanians have thus far not faced a large immigrant 
population with drastically different cultural values. 

Becoming a full member of Europe would therefore require a 
gradual \"education period 

become accustomed to larger-scale immigration. While 
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immigrants continue to play a positive role 

inevitably have to tackle the challenges of immigration 
that today beset Western Europe. 
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Your Choice\" told us that the voting was mostly fair. 
Government contacts confirmed to us that Keshishyan\'s 
opponent did not contest the results to Armenia\'s 
Central Electoral Commission. 


3. (SBU) Local media seized on the story not only 
because of KeshisyanVs involvement in the bizarre 
murder story but because of claims that the murder 
weapon was a gift from Armenian Prime Minister Andranik 
Markarian. An unidentified representative of the Prime 
MinisterVs office later reportedly confirmed to the 

media that Markarian often gives guns as gifts to close 
friends and that he had distributed over 500 such 
weapons during his ten years in office. 


3. (SBU) Comment: This latest example of political 
passions running wild in Armenia\'s regions comes at a 
precarious time for Armenia. GOAM authorities are 
facing heavy pressure to demonstrate mature democratic 
institutions during upcoming local elections later this 
month 

referendum and the 2007 (parliamentary) and 2008 
(presidential) elections. Armenian legislation allows 

a criminal suspect to run for public office but 

requires resignation if found guilty. The public and 
donor community will be watching carefully to see how 
the courts handle Keshishyan\'s case. 
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issues and to drive home durable solutions. By doing so 
Guterres could have a positive impact on governments 
willingness to provide diplomatic muscle and financial 

support to UNHCR 

UNHCR cooperation to meet President Bush\'s commitment to 
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resettle 70 
over FY 2005 figures. End summary. 


2. (U) PRM Acting A/S Rich Greene 

Moley; USAID DCHA Deputy Assistant Administrator Bill 
Garvelink; DHS/CIS Director of Refugee 

International Operations Director Joe Cuddihy; PRM/MCE 
Director Margaret Pollack; and RMA Counselor Piper Campbell 
met with UN High Commissioner Antonio Guterres 
Commissioner Wendy Chamberlin 

Philippe Lavanchy October 3 to discuss a wide range of issues 
important to the USG-UNHCR working relationship. Greene 
encouraged the High Commissioner (HC) to use EXCOM as a 
springboard to implementing his agenda for change. 


Internally Displaced Persons (IDPs) 


3. (SBU) Greene told Guterres that while many questions 
remained about implementing the proposed \"cluster lead!" 
approach to IDPs 

they have significant technical expertise to offer and 
appreciated the HC 

predictable partner. Guterres responded that he was aware of 
and shared many of the USG concerns. During the difficult 
negotiations leading up to the September 12 IASC Principals 
meeting 

lead in natural disasters situations. It also would not/not 
take the lead in protection 

shelter (a) in places where these activities could undermine 
the institution of asylum or UNHCR 

resources were not forthcoming 

response was working or other actors had greater 
capabilities. He emphasized that UNHCR 

should provide added value to an IDP response. 


Durable Solutions: Bhutan/Nepal and Sudan 


4. (SBU) Commenting that some of the USDEL\'s best work would 
be done in the numerous bi-lateral meetings occurring on the 
margins of EXCOM 

progress on durable solutions 

on Bhutan/Nepal and protracted refugee situations in Africa. 
Guterres recounted his recent conversations with the 
Ambassadors of India and Nepal 

UNHCR full status and discreetly put pressure on Nepal and 
Bhutan to reach a durable solution. Guterres said Nepal 
understands that the international community wants Nepal to 
create the conditions for progress. He had pressed the 
Ambassador to allow UNHCR to conduct a registration among the 
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Bhutanese refugee population. If the Bhutan-Nepal recent 
commitment to address category one and four refugees started 
off well 

open attitude for further cooperation. Greene encouraged 
Guterres to drive forward the small opening that now exists. 
With regard to Sudan 

commenting that the window of opportunity for a political 
solution was closing. Upcoming meetings were critical to 

bring the splintering factions together. 


Management Reform: Looking for Progress 


5. (SBU) Greene emphasized that the U.S. was looking for 
progress on management reform issues 

response 

technology 

Guterres acknowledged all these priorities 

human resource reform as key to success in the other areas. 
He cited UNHCR 

as an example of existing rigid personnel policies. He said 

that UNHCR Director for Human Resources and Management 
Raymond Hall was preparing 2-3 reform documents that would 
soon be discussed by senior management. Referring to the use 
of technology 

in place (e.g. 

unit) 

technology use is dependent on good management. Guterres has 
requested a report on global management initiatives that 

early 2006 

short-term 


Emergency Response and Camp Management/Coordination 


6. (SBU) Guterres was quite optimistic that his human 

resources reform efforts would have a positive impact on 

UNHCR 

later announced during EXCOM 

Emergency Services and Security (ESS) chief Arnaud Akodjenue. 
He said his decision to make Akodjeneu the head of the 

Division of Operational Support (DOS) -- replacing Marjan 
Kamara 

is meant to integrate an emergency response mind-set into 
UNHCR 

again referring to the new IDP cluster lead approach 

Guterres said that the new approach compels UNCHR to define 
what camp management means. UNHCR 

cluster lead would entail setting standards for camp 

management and \"guaranteeing\" that agencies managed camps to 
that standard 
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Guterres said UN Emergency Relief Coordinator Jan Egeland was 
a committed advocate for resource mobilization among donors 

for these new activities. UNHCR would draw from the CERF for 
early start-up costs and would appeal for funds in 

Consolidated Appeal (CAP) documents. Guterres commented that 
if governments have certain expectations of UNHCR in 

responding to IDP needs (e.g. 

resources to allow UNHCR to meet those expectations. 


Comment 


7. (U) It remains evident from both the frankness and tone 
of the discussion that the new High Commissioner has the 
skills and intellectual energy to re-tocus UNHCR 

push durable solutions. UNHCR 

decades-old Nepal/Bhutan situation will be a test case for 
the kind of agency Guterres wants to create: an agency that 
can mobilize routinely not only an effective and efficient 
staff response 

support from governments to cement real international 
solutions and resolve long-standing refugee situations. End 
comment. 


8. (U) Acting A/S Greene cleared this cable. 
Cassel 
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might negatively impact free trade. Note: A representative 
from the MFA told us in late September that the GOAM has 
already committed to support the convention (reftels B and C). 
EVANS 
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lead\" on protection 

emergency shelter was addressed by EXCOM special guest SYG 
Kofi Annan 

and many EXCOM delegations. EXCOM delegations generally 
recognized the need to better address IDP situations 
expressed appreciation for efforts made to bring greater 

clarity to the UN response to IDPs. Delegations appears 
prepared for UNHCR to take on the three cluster leads 

many questions remain that need to be addressed as the 
process moves forward. End Summary. 


2.(U) Members of the UN Interagency Agency Standing Committee 
(IASC) have been working on strengthening the UN response to 
internally displaced persons (IDPs) 

approach where a certain UN agency will take the lead in each 

of eight sectors where particular gaps exist. Further 

details of the plan are being worked out in the IASC; in the 
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mean time though UNHCR has begun engaging EXCOM members on 
its proposed new role. Among other things 

for UNHCR to take the lead in three sectors: protection 
management and coordination 

of UNHCR 

issue 

Panel participants included UN Emergency Relief Coordinator 
(ERC) Jan Egeland; UN High Commissioner for Refugees Antonio 
Guterres; and DRC Minister of Interior 

Security 


3.(U) In his presentation 

the invigorated Collaborative Approach: 1) strengthening 
response capacity at the local 

level; 2) making funding more predictable; and 3) improving 
coordination. Being a sector lead 

\"coordinating with others" (not V'coordinating others") 
building local and national capacities so they can carry out 
the majority of the IDP work 

response 

Vlast resortV. Without offering specifics 

the new approach would be more cost effective. 


4.(U) The IASC 

initially on two or three pilot countries. (Note: USDel 

learned subsequently that the DRC 

Uganda were being considered for the pilot countries.) The 
new program and revised UN Central Emergency Response Fund 
(CERF) could then be launched on January 1. To assist IDPs 
\"we absolutely must have additional resources 

won 

million committed to the CERF to be used as grants and loans. 
He indicated that the UK 

Netherlands 

and that some $170 million had already been pledged towards 
this effort. 


5.(U) \"UNHCR is one of the key partners іп the approach" 
said Egeland 

that the entire international community has a responsibility 
to speak up regarding IDP situations 

support should accompany humanitarian efforts 

solutions to the root causes of displacement need to be 
found. Egeland urged those present to help ensure the 
invigorated Collaborative Approach gets off to a strong start. 


6.(U) UNHCR 

must be a predictable partner on IDPs 

that being a sector lead did not mean covering all needs 
within that sector 

by some entity. UNHCR 
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result in staff increases in headquarters 
field. OCHA 

identify short-term 


7.(U) DRC Minister Fundu said his country would serve as an 
ideal pilot. The IASC has yet to decide on pilot countries 

but Egeland acknowledged the DRC is a good candidate. 
Ugandan Minister Ali made a pitch to serve as a pilot as 

well. Guterres opined that emergencies that are not working 
well should be selected as pilots. 


8.(U) Delegations expressed appreciation to the ERC 
OCHA/IDD unit 

renewed energy to addressing the needs of IDPs 
acknowledged are among the most vulnerable people in the 
world. EXCOM members generally supported UNHCR 
sector lead for protection 

emergency shelter. 


9.(U) Despite general support from EXCOM members 
delegations continue to have considerable questions. 

Australia 

and human resource implications. Australia warned against 
excessive emphasis on the CERF 

mechanisms. Guterres said UNHCR 

IDPs would not lead to a bifurcated organization 

undermine its \"sacred\" refugee work. Various countries 
particularly those with IDP populations 

only assist IDPs when governments invite the UN in. The UK 
was notably positive about the new proposal 

rapid implementation. Guterres committed to ongoing dialogue 
with EXCOM on the issue. 

10.(U) In a statement delivered to EXCOM by SYG Kofi Annan on 
October 6 

September UNGA high-level event 

better address the needs of IDPs. He committed to completing 
the reinvigoration of the Collaborative Approach. Annan 

noted the important role UNHCR will play in this and the 
support expressed during the high-level event for the revised 
CERF. He said pledges to date exceeded $150 million 

did not necessarily contradict the figure provided by Egeland 
earlier in the week. Annan touted the establishment of the 
Peace Building Commission as well 

ensure that peace takes lasting hold in countries emerging 
from conflict. The Commission will help protect against 
genocide 

returning refugees have a role in advancing peace and 

stability 


11.(U) Comment. In the General Conclusion on International 
Protection 
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and encouraged UNHCR to continue to explore the feasibility 

of taking on some coordination responsibilities. However 

they did not give the explicit endorsement of the process or 
UNHCR\'s lead for which some in the UN were hoping. USDel\'s 
discussions with various UNHCR officials reveal continued 
confusion about what exactly taking on these sector leads 
means 

organization will resource these new activities. There is 

not much time before the IASC\'s December meeting during which 
these sector leads are meant to be finalized. It seems clear 

that UNHCR believes it has sufficient support to initiate at 

least pilot leads. The U.S. must continue to stress that the 
collaborative approach failed because important issues about 
funding 

resolved. Unless these same issues are addressed before the 
cluster leads are launched 

face the same old problems. End Comment. 
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that curbing press freedoms was a move in the wrong 
direction. Local and international organizations strongly 
condemned the KingVs restrictive media ordinance. End 
Summary. 


King Calls for Parliamentary Elections by Spring 2007 


2. (U) In his October 12 holiday message 

directed the Election Commission to conduct elections for the 
House of Representatives by April 2007. He stated that a 
meaningful multiparty democracy was only possible by 
reenergizing representative institutions through free and 

fair elections. The King requested the international 
community to actively assist in ensuring that the election 
process was dignified 

participation in the forthcoming municipal elections and said 
there should now be no delay on the part of \"those who have 
been misguided\" to discard violence and dedicate themselves 
to the welfare of the nation and people by engaging in 
competitive democratic politics. He continued 

we would like to make it clear that the door to joining the 
political mainstream is open to all 

to the nation\'s requirements and the people\'s aspirations as 
well as their responsibility towards the legacy of history.\" 
Claiming that there has been a decline in \"terrorist 
activities\" since February 1 

begun to feel more secure 

alert and active\" in safeguarding the nation and democracy 
against terrorism. 
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King Promulgates Harsh Media Ordinance 


3. (U) On October 9 

radio 

Provisions banned FM radio from broadcasting \"news-oriented\" 
programs; instead stations were limited to broadcasting 
\"information-oriented\" material. However 

defiantly continued broadcasting news 

Supreme Court\'s August opinion (reftel) restricted the 
government from banning news. The new ordinance required 
print media to sell or distribute foreign news V'after taking 
permission from the government 

government news agency. However 

continued to publish articles from international news 

sources. The ordinance increased by tenfold the fine 
publishers and editors faced when publishing V'material deemed 
helpful to terrorists" and added \"members of the royal 
family" to anti-defamation provisions previously focusing 

only on the King. It also prohibited any one individual or 
organization from having V'more than two licenses" for radio 
television or publications simultaneously. The government 
would deny licenses to violators who did not divest within 

one year. 


Election Commission Announces Restrictive Media Code of 
Conduct 


4. (U) Noting that the King had promised to hold municipal 
elections within a year of his April 15 announcement 

Election Commission announced on October 9 that municipal 
elections would be held on February 8 

said it would begin registering political parties for the 
municipal election on October 17. The Election Commission 
also published a code of conduct for the media 

both government and private media from disseminating any news 
that could hamper elections 

elections or create confusion among voters. The code 
prohibited media from broadcasting or publishing news 
reactions 

or editorials that might tilt voters toward a party or 

candidate. 


No Consensus Yet on Parliamentary Elections 
But Parties Boycott Municipal Elections 


5. (C) With most leaders out of the capital for the holiday 
there was as yet no formal party or seven party alliance 
approach to the King\'s proposed parliamentary election by 
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April 2007. Arjun Narasingha K.C. (NC) told Emboff on 
October 13 that it was his hope that the seven party alliance 
could work to use the election for democratic purposes 
though the declaration of the media curbs at the same time as 
the election announcement was V'a serious challenge." Jhala 
Nath Khanal (UML) told Emboff that elections were important 
for the people of Nepal 

needed. M.K. Nepal (UML) told the press that the King\'s 
message to hold the parliamentary elections V'has no meaning 
in the present context. ' He said that elections for the 

House of Representatives V'is not our demand 

alternative to the elections for the Constituent Assembly 

the only way out of the present crisis.\" Gopal Man Shrestha 
Acting NC(D) President 

alliance would not participate in any kind of election 

municipal or parliamentary 

resolving the crisis. Unsurprisingly 

told Emboff that her party enthusiastically supported the 
election 

environment for all parties to take part. Former PM Surya 
Bahadur Thapa 

Party 

Va positive entry point.\" We should take the King\'s message 
positively. LetVs use the opportunity to reach to a solution 

to the current problems.\" Only the Nepal Sadbhawana Party 
dismissed the King\'s proposal outright 

telling Emboff that his party was \"opposed to the King\'s 
elections strategy.\" The editor of the Kathmandu Post opined 
to Emboff that Party participation in parliamentary elections 
depended on how they were organized. He thought that the 
political parties would only agree to participate if there 

were third party (international) involvement in the running 

of the elections. 


6. (U) The country\'s major political parties reconfirmed that 
they would boycott the municipal elections 
Vunconstitutional government" was \"illegitimate.\" М.К. 
Nepal 

further increased \"conflict between the King and the 
political parties\" and therefore the seven party alliance 
would not participate. 


Strong Reaction Against Media Ordinance 


7. (C) Seven party alliance members all strongly denounced 
the King\'s curbs on media freedom. Jhala Nath Khanal (UML) 
said that any effort to control press freedom was not in the 
interest of the Nepali people. Anil Kumar Jha (NSP) told 
Emboff that he could only conclude that the King did not want 
the press to \"highlight the drawbacks\" of the King\'s flawed 
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strategy. The National Coalition of Human Rights Defenders 
a local NGO 

violating national and international provisions of democracy. 
An Indian External Affairs Ministry spokesman told the press 
that V'curbs on freedom of expression and media which is a 
fundamental pillar of democracy will inevitably be 
counter-productive.\" He continued 

would not be used to curb the freedom of expression and that 
of the press in Nepal.\" On the issue of the Election 
Commission code of conduct 

the Federation of Nepalese Journalists 

poorly drafted that it would be burdensome for the Commission 
to enforce. For example 

to report if a candidate violated the code. He argued that 

the municipal election would only be credible and impartial 

if the media were fairly involved. 


Comment 


8. (C) As FM Pandey had indicated to the Ambassador on 
October 7 (septels) 

municipal elections 

Dahsain speech on the issues of a multiparty system 
parliamentary elections 

hoped that the U.S. would react positively to what the King 
said 

King also announced. Needless to say 

important for the government to create and maintain an 
atmosphere conducive to free and fair elections. With the 
newly-imposed severe restrictions on Nepal\'s press 
major political parties understandable hesitation about 
participation 

national or international legitimacy. 
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neighborhood\" and needs to find ways to get along with its 
neighbors. At the same time 

that the IranVs nuclear program is a danger and that they do 
not want another nuclear-armed country in this region. 
However 

be undertaken so as not to cause lran to feel threatened. An 
insecure Iran might lash out and not only develop nuclear 
weapons but also use them. Should this occur 

easily be a target. 


Executive Order 13382 


4. (C) U/S Joseph highlighted in meetings with Finance 
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Minister Unakitan 

the importance of using financial mechanisms as a new tool in 
the fight against proliferators. As almost all individuals 

who participate in proliferation have some type of profit 
motive 

temptation to participate in these types of activities. 


5. (C) Unakitan replied that Turkey does its best to combat 
proliferators and those individuals that finance these 

activities. He recommended that the US and Turkey establish 
a network 

office has the required information. He had not seen the US 
Executive Order and did not know whether any of the companies 
listed were actually operating within Turkey. He asked for 

the US to provide any information the US had on operations by 
these entities in Turkey so that action could be taken. U/S 
Joseph agreed the US should get back to him with this 
information. 


6. (C) Meric stated during the dinner meeting his belief 
that if sufficient information is exchanged concerning 
companies or individuals that are engaged in or profiting 
from proliferation 

penal code to take action against them. Sharing of 
intelligence is the key to decreasing the financial 
attraction of proliferation. It will also allow all 

countries involved to take action against these companies 
sooner and more effectively. 


Proliferation Security Initiative (PSI) 


7. (C) U/S Joseph noted in each meeting that PSI is an 
important tool in the effort to catch current proliferators 

and is a deterrent to future proliferators 

active participation in PSI efforts greatly enhances the 
initiative. U/S Joseph recalled Turkey\'s long desire to be 
part of the PSI Core Group 

Sensoy that the Core Group had been dissolved. U/S Joseph 
congratulated TGS on the planning of the May 2006 
comprehensive air 

host (Anatolian Deer). 


8. (C) Kosaner noted that Turkey has long been a participant 
in the fight against proliferation and that PSI is a good 

tool to continue this fight. Kosaner stated that cooperation 
and the sharing of intelligence is very important in this 

effort and is the key for any major success. 


9. (C) TGS Deputy J5 for Arms Control BG Erinmezler provided 
an overview of the upcoming PSI exercise. He said it will be 
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divided into two parts with the command post exercise taking 
place in Ankara and the live exercise portion taking place in 
the Antalya area. Turkey has received pledges of exercise 
support from France 

is considering inviting non-PSI nations to observe the 
exercise in hopes of gaining their support for the 

initiative. U/S Joseph encouraged TGS to consider including 
the Central Asians as observers. Kosaner agreed. 


Free Zones 


10. (C) Tuzmen informed U/S Joseph that Turkey is in the 
process of reforming its free zones 

organization and the controls that exist within the zones. 

The free zones in Turkey are currently in compliance with EU 
standards. Tuzmen stated that a shipmentYs documentation 
into and out of the zones should be checked twice 

their way in and again when they are shipped out. However 
the high volume of container cargo that moves through Turkey 
makes it very difficult to visually inspect every shipment. 
Tuzmen believed that zones should not be blamed because they 
are abused by criminals 

the problem. He also encouraged the US to focus on all free 
zones 

imposing reforms are not harmed economically. 


Uranium Powder Seized in Istanbul 


11. (S) U/S Joseph informed TAEK President Okay Cakiroglu of 
the U.S.Vs desire to participate in joint forensic testing of 

the uranium powder that was seized in a police sting 

operation in Istanbul on Aug. 18. Cakiroglu stated that 

Turkey has followed all steps to properly report to IAEA and 
protect the uranium powder that was seized. TAEK Agreed to 
provide U.S. experts with a sample of the powder for 

additional testing as long as it is done in compliance with 

all IAEA procedures. 


12. (C) Cakiroglu was not aware of what Turkish enforcement 
actions have been taken against the individuals that were 
attempting to sell the powder and recommended that U.S. 
officials contact the Turkish National Police for this type 

of information. 


Cooperation with Iraqi Nuclear Authority 


13. (C) U/S Joseph thanked TAEK for their willingness to 
assist in the development and improvement of the Iraqi 
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Nuclear Authority. Cakiroglu briefed the U/S on his visit to 
IAEA earlier in the week where he had spoken to Iraqi 

officials and reiterated his offer to provide assistance in 

the forms of training 

equipment. He indicated that this assistance could assist in 
internal Iraqi efforts to decrease the amount of radioactive 
material and orphan sources that approach the Turkish border 
from Iraq. 


Agreement for Cooperation Concerning Peaceful Uses of 
Nuclear Energy 


14. (U) Cakiroglu informed U/S Joseph of Turkey\'s desire to 
have U.S. companies participate in Turkish nuclear energy 
development. He was specifically impressed with the products 
and pricing Westinghouse was reportedly able to offer 

wanted to have them participate in nuclear energy development 
in Turkey. U/S Joseph stated that he was aware of the 
hold-up with the Agreement for Cooperation Concerning 
Peaceful Uses of Nuclear Energy and noted that it must be 
approved by the U.S. Congress to allow U.S. companies to 
participate in the Turkish market. He hoped it would move 
forward to Congress soon following promised progress on 
nonproliferation efforts. The meetings U/S Joseph had during 
his visit would help him build support for the Agreement with 
Congress 
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actually less affected by the reform than Prodi 

the Center-Left coalition but has no formal party 

affiliation. The new law will likely force Prodi either to 

found his own party or to join an existing one. END SUMMARY. 


2. (U) The Chamber of Deputies approved electoral reform 
legislation on October 13. Under the new election law 
parliamentarians will be elected according to a proportional 
system. Italians will vote party lists for both the Chamber 

of Deputies and the Senate with the number of seats in each 
chamber allocated to the parties based on the percentage of 
votes received. A party must receive at least four percent 

of all votes to receive seats. The threshold is reduced to 
two percent if the party is formally part of a coalition that 
receives at least 10 percent of total votes. There will be a 
Vgoverning premium\" for the winning coalition in order to 
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increase governing stability. If the winning coalition does 

not obtain at least 340 seats in the Chamber of Deputies (out 
of a total 630) it will automatically be given 340 seats. 

The remaining seats will be divided among opposition parties 
on a proportional basis. In the Senate 

coalition will be given at least 170 seats out of a total of 

315. As before 

the Senate elected directly by Italians living abroad. The 
leader of the largest party in the winning coalition will be 

the presumptive prime ministerial candidate. However 
cannot be stated explicitly in the law since the selection of 
prime minister is constitutionally the prerogative of the 
President of the Republic. 


3. (U) The legislation will pass to the Senate for 

consideration next week. No amendments are expected from the 
Senate. If the bill 

to the President for signature and becomes law. 


4. (SBU) Italy\'s last significant electoral reform occurred 

in 1994 after voters overwhelmingly supported a national 
referendum proposing the abolition of the proportional 
system 

period. Party leaders 

but afraid to lose their influence 

in which 75 percent of parliamentary seats were voted 
directly in local constituencies and 25 percent by proportion 
from nationwide lists. Among other effects 

encouraged the development of center-left and center-right 
coalitions 

creating more stable governments. Berlusconi has served the 
longest consecutive period of any post-war Italian Prime 
Minster. 


5. (SBU) Infighting in the Center-Right coalition has spilled 
out into the press for the last several months. Union of the 
Christian Democrats of the Center (UDC) party leaders Marco 
Follini and Pier Ferdinando Casini called openly for PM 

Silvio Berlusconi to step aside as leader of the Center-Right 
coalition and agitated strongly for electoral reform. At the 
same time 

support electoral reform until after the coalition passes a 

law supporting devolution of powers from the central 
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government to the regions. Coalition leaders began to 
speculate about the need for their own primary election and 
rumors circulated that the UDC would soon leave the coalition. 


6. (C) The electoral reform will accomplish several 
objectives for the Center-Right coalition. Opposition party 
leader Pier Fassino (DS) told Poloff that the Center-Right is 
so divided that they could never determine how to distribute 
future seats among themselves. He said this reform was 
necessary since it provides a clear method to distribute 
seats. More importantly 

\"branding\" problem 

previous mixed system 

received less total votes in the direct component of the 
election than the sum of the votes for the individual parties 
in the proportional component of the election. In a purely 
proportional system 

votes for individual parties 

points more of total votes cast. 


7. (C) UDC politicians have been vocal in their desire to 
recreate the tradition of the Christian Democrat party that 
ruled Italy for most of the post-war period--until corruption 
scandals and electoral reform brought it down. The 
proportional system weakens the importance of the coalition 
system (REFTEL) 

their seat to the party more than to the coalition. Most 
political observers maintain that UDC leaders Marco Follini 
and Pier Ferdinando Casini are betting that Romano ProdiVs 
Center-Left coalition will win next spring\'s national 

elections 

inherent instabilities in the center-left. The UDC then 

hopes to cobble together the more conservative elements of 
the center-left with his party and any defections from Forza 
Italia. Many of these party members and their voters were 
once part of the Christian Democrat Party. 


8. (C) Center-Left parliamentarians walked out of the Chamber 
and abstained from the vote after their attempts at 

filibuster failed. Various party leaders have called the 

bill \"undemocratic 

as desperately looking for ways to hold on to power. The 
electoral reform is a potential blow to Center-Left coalition 
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leader Romano Prodi. Prodi does not have a political party 
and may have to either found one or run at the head of a list 
of one of the existing coalition partners. Also 

the parties more independent of the coalition 

already tenuous hold on a very divided Center-Left coalition. 
Political commentators say the electoral reform law will 
overshadow the October 16 Center-Left primaries 

Daisy party officials told Poloff are meaningless with a 
proportional system. 


9. (SBU) Non-partisan critics have observed that political 
parties are traditionally very strong in Italy 

reform will strengthen them even further. Many also 
criticize the move as \"undemocratic\" and a V'move back to the 
First Republic." Under the system in place since 1994 
coalition picks who runs in each of the electoral districts 
but the eventual winner is voted directly by a local 
constituency in 75 percent of the cases. This creates a 
direct link between the parliamentarian and his voter base. 
With the reform 

chosen by the party leadership. As such 

a strong tradition of party primaries for candidate 

selection 

the party than to the voting public. 


10. (C) COMMENT: If it passes the Senate (as it probably 
will) 

significantly affect the overall outcome of national 

elections next spring. At best 

squeeze a few extra percentage points out of the reform. The 
more significant impacts are: (1) It should calm waters 

inside the Center-Right coalition 

change in \"coalition leadership" and satisfying a key UDC 
demand; (2) It may weaken Romano ProdiVs already tenuous hold 
over his coalition; and (3) It clears away some of the 
obstacles for the parties born from the former Christian 
Democrat power base to recreate the tradition of governing 
from the \"Center.\" Many political actors are betting the 
Center-Left will win next yearVs elections and then fall 
because of internal discord. The UDC and others are already 
positioning themselves to pick up the pieces if BerlusconiVs 
Center-Right government loses next spring 

by a short-lived Center-Left coalition. END COMMENT. 
BORG 
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with USG goals at UNGA. He suggested that the USG should 
consider Armenia\'s abstention vote last year as a sign of 
solidarity with Washington's UNGA goals. Mkrtumyan repeated 
the MFAVs traditional talking point on this issue 

that Armenia\'s geographic position V'in the Middle Eastern 
neighborhood" and the need to maintain political alliances 

with a wide range of nations made this a sensitive subject 

for the MFA. Mkrtumyan promised to relay our demarche points 
to Armenia\'s PermRep in New York but would not commit to any 
modification in ArmeniaVs position during this UNGA. 

Comment: The Armenians are generally receptive to our points 
on UN reform. Couching this issue in terms of updating or 
eliminating UN structures with outdated mandates may be our 
best course of action if we are to get the MFA to vote with 

us this year. 
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approximately 800 detainees were involved in the two-hour 
riot 

undetermined number of other detainees 

the riotersY escape from Center No. 2. The riot resulted 

from a fight that allegedly started between two rival groups 
within the facility. As the number of detainees involved in 
the fight rose 

controlled by the centers guards. The detainees then broke 
windows 

police from Cu Chi District and other areas of HCMC arrived 
at 2130h (two hours after the riot started) 

had left and only 684 remained at Center No. 2. By noon the 
next day 

almost 300 remained at large. Major Tra Van Lao 

Director of Cu Chi District Police 

scene 

the escape was not premeditated 

severity of the incident. 


4. (SBU) Mr. Nguyen Van Dung 

Mr. Nguyen Ngoc Thach 

Prevention and Control Bureau 

the police are investigating the case. However 

Thi Thanh Mai (strictly protect) 

HCMC Department of Labor 

(DoLISA) 

that as the detainees at Center No. 2 also came from areas 
outside of HCMC 

authorities more time to find them. The HCMC police are 
contacting authorities in the hometowns of the missing 
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detainees to enlist their help in the search. Mai said that 
fewer than ten people were injured in this incident. 


5. (SBU) Dr. Le Truong Giang 

Committee 

by drug-user \"group leaders.\" USAID contacts confirmed that 
the center is for detainees aged 18 and younger 

the leaders were as old as 25 and had been detained for long 
periods. The HCMC AIDS Committee said that all detainees 
were being returned to Center No. 2 

is implementing a new screening process to separate gang 
leaders into in higher security facilities. Giang added 

that the government offered a \"forgiveness program\" to the 
escapees 

punishment or time added prison terms if they cooperate and 
return immediately. Those who do not cooperate will have 
their sentences extended upon their capture. According to 
Giang 

families called the center to arrange for returns. 


6. (SBU) COMMENT: Mai of DOLISA told us this incident was 
unique to Center No. 2 

facilities. However 

2. On September 25 

incident 

contacts 

the \"lessons learned\" during the first event. Furthermore 
USAID contacts in Hanoi reported that in May 2005 
approximately 300 residents escaped from the Giang Minh drug 
rehabilitation facility run by the Youth Union in Hai Phong. 


7. (SBU) COMMENT 

very low ratio of staff (including janitors and kitchen 
workers) to detainees (approximately one to ten) at all the 
rehabilitation centers 

prevent a breakout. 


WINNICK 
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and that socialization bridged acute socio-economic 
divisions.\" V'Until 1982 

ideological free-flow. Each group felt it had a stake in the 
elections 

alum and now a professor at the university\'s prestigious 
School for International Studies 

is the only Indian university in which the university 
\"establishment\" has no involvement with elections 

the student body elects an election commission to conduct 
elections. 


Column 3 
Where Foreign Policy Matters 


4. (U) Singh explained that rather than focusing on the 
quality of university facilities and campus store offerings 
JNU student union leaders campaign on international issues 
such as the war in Iraq or Indian support of Palestine. JNU 
influences the national agenda 

universities seek to mirror JNUYs democratic structure. The 
University's intellectually dynamic students have produced 
influential leaders of national politics 

civil service by virtue of their talent 

close proximity to national politicians. A disproportionate 
number of Indian diplomats are JNU graduates 

University a lasting impact on the country's foreign policy. 


Some Shift Away from the Left 


5. (U) Professors Singh and Vijaylakshmi agreed that while 
leftist parties will continue to be strong 

JNU student population and the globalization of India will 
broaden the political spectrum and that a limited shift has 
already occurred. As the recruitment of faculty broadened to 
include professors not from the left 

body became more centrist. The once-dominant Communist 
student unions lost some ground to the more centrist Congress 
union 

union. Swaran Singh contended that while idealism has 
permeated the campus 

pragmatic view. 


Reasons for the Shift 


6. (U) Vijayalakshmi suggested three explanations for this 
shift. First 

ideology no longer brings victory 

party most able to mobilize recruiters. Professional door to 
door campaigning has replaced informal political discussions 
in the mess halls. Second 

fatigued with politics 

political position 

their beliefs. Third 

phenomenon 

parties 


But the Left Remains Supreme 


Column 3 

7. (U) Both professors agreed that at the same time 

Left Front (LF) student unions retain their dominance at JNU 
because of the growing power and stature of the Left Front in 
national politics. With 60-64 seats in Parliament and 
unprecedented influence over the United Progressive Alliance 
(UPA) government 

and encouragement to its supporters at JNU 

leftist students to raise their voices to push for dramatic 
change even as campus politics diversify. 


Comment - Portents for the Future 


8. (SBU) While growing acceptance of centrist and right wing 
student unions at JNU mirrors a countrywide shift towards 
more pragmatism and less idealism 

dominate student politics. JNU students represent the 
broader Indian political class 

India and from different economic backgrounds. JNU student 
union politics predicted the right-wing Hindutva wave that 
would sweep national politics in the late 1990Vs 

elections in this leftist bastion could indicate that a new 
generation of Left leaders in India will use relations with 

the US 

globalization to solidify Left party gains. End comment. 


9. (U) Visit New DelhiVs Classified Website: 
(http://www.state.sgov.gov/p/sa/newdelhi/) 
BLAKE 
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REF: STATE 187206 
Classified By: PolCouns Geoff Pyatt for Reasons 1.4 (B 


1. (C) In an October 14 meeting with PolCouns and Poloff 
MEA Joint Secretary (Pakistan 

-- after reading Reftel demarche -- said the GOI is V'very 
supportive" of Afghanistan joining SAARC. Sinha reported 
that the GOI has raised this topic repeatedly with the GOA 
including during Afghan Foreign Minister AbdullahVs July 3 
meeting in Delhi with Foreign Minister Natwar Singh and PM 
Singh\'s August 28-29 trip to Afghanistan. Sinha underlined 
that the first step would be Kabul approaching Islamabad (PM 
Aziz is the current SAARC Chairman) 

sounded out the GOP and received a favorable verdict. 
Remarking that V'Afghanistan is a natural member of SAARC 
added that the application process is simple -- \"Kabul need 
only submit a note verbal on official stationary. V" 


Column 3 

2. (U) Visit New Delhi's Classified Website: 
(http://www.state.sgov.gov/p/sa/newdelhi/) 
BLAKE 
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about ratification October 13 

told reporters 

comes." Main opposition Republican PeopleWs Party (CHP) Vice 
Chair for Foreign Relations Onur Oymen tells us his party 

favors delaying ratification because the Turkish public is 
currently angry over EU Cyprus-related demands on Turkey; 
Oymen says delay will calm the debate. 


3. (C) MFA Northeastern Mediterranean DDG Bilman told 
visiting EUR/SE Director on October 12 that Gul\'s statement 
reflects the difficult position the GOT is in on the 

protocol. Asked whether the GOT will await European 
Parliament (EP) approval before submitting it to the TGNA 
Bilman said the V'idea has surfaced.\" He added that the GOT 
faces a \"сһіскеп and egg" problem 

word from Turkey on whether Turkey\'s declaration of 
non-recognition of Cyprus will be submitted for ratification 
together with the protocol. 


Will Turkey\'s Non-Recognition Declaration Be Submitted? 


4. (C) When we had spoken to him on October 7 

assumed without question that the non-recognition declaration 
would be submitted with the protocol for TGNA ratification 
adding that otherwise the protocol would not pass. MFA DDG 
for economic relations with the EU Yenel told EUR/SE Director 
the same thing October 11 

not want the non-recognition declaration attached. However 
the GOT may be changing its approach. Asked the same 
question in his October 12 meeting with EUR/SE Director 
Bilman (the MFA\'s Cyprus authority) said the GOT is now 
examining \"all options.\" 


5. (C) Bilman speculated the TGNA could add its own 
declaration. CHP Foreign Affairs Vice Chair Oymen told us he 
proposes that the TGNA add its own reservation specifying 
that the protocol would not be implemented as to Cyprus until 
there is an overall settlement. 


6. (U) Ratification of the protocol requires a majority of 
MPs present during the vote. Of 550 MPs 


Column 3 

ruling AK party has 355; main opposition CHP 155; Motherland 
Party (ANAP) 21; other parties and independents 15; four 
seats are vacant. 


7. (C) Bilman 

meetings 

FM Gul are deeply worried about defections among their own 
AKP MPs when the protocol comes up for ratification. Bilman 
reiterated those concerns October 12. 


8. (C) According to Bilman 

meeting with all AKP MPs \"a changed man 

he could push the protocol through without V'breaking the 
party.\" According to Bilman 

AKP MPs that further Turkish concessions on Cyprus without 
any move from the Greek Cypriots risks a split in AKP. 
Publicly 

the extension protocol would pass -- but refused to give a 
\"guarantee.\" 


No One Predicting Defeat -- Yet 


9. (C) MPs from AKP\'s different factions 

from other parties 

mixed predictions about how tough a fight the protocol will 
face in the TGNA. None of our interlocutors 

opposed to the protocol 

be defeated 

after the MFA submits the protocol to the TGNA. All expect 
tough debate 

extra-parliamentary so-called Cyprus V'National Experts 
Group 

has already turned up the heat with an October 9 letter to 
all MPs urging a \"no\" vote on the protocol. 


10. (C) Everyone expects defections among AKP MPs 
particularly nationalist MPs 

and other contacts predict easy ratification 

a dozen defections; others anticipate significant defections; 
some go so far as to predict the vote could provoke an AK 
party split. Submitting the protocol for ratification 

without also submitting Turkey\'s declaration on 
non-recognition of Cyprus 

number of defections. 


11. (C) Asmall group of dissident CHP MPs -- five to 10 -- 
will probably defy party leader Baykal and vote yes. The 
newly-formed ANAP parliamentary group (septel) has not 
announced its position; we expect at least some of its 21 MPs 
will vote in favor. 


Column 3 


12. (C) Some AK MPs and others with whom we spoke understand 
that rejection of the protocol would deal a near-fatal blow 

to Turkey\'s EU aspirations. The AKP Vice Chair of the TGNA 
Foreign Affairs Committee told us that despite his misgivings 

about the protocol 

Turkey\'s EU aspirations. CHP Foreign Affairs Vice Chair 

Oymen is a notable exception; he thinks TurkeyYs EU candidacy 
can survive TGNA rejection of the protocol -- unless 

words 


Watch How the TGNA Vote is Taken 


13. (U) The manner in which the TGNA vote is conducted will 
influence the number of AKP defections. TGNA ratification 
votes are normally open; however 

present agree 

that defeated a motion to allow U.S. troops to transit Turkey 
en route to Iraq was a secret vote 

AKP\'s stated support for the measure with impunity. 


14. (C) AKP leaders must also have to decide whether or not 
to make a parliamentary V'group decision\" to impose party 
discipline and require AK MPs to vote yes. AKP did not take 
a group decision in the March 2003 vote. AKP is still 
undecided on a group decision on the protocol vote. 


15. (C) Erdogan 

professed support for internal party democracy 

accomplish the same objective by making his wishes known and 
having an open vote. Defiant AKP MPs would face Erdogan\'s 
wrath. Erdogan employed this tactic in the October 2003 TGNA 
vote over sending Turkish troops to Iraq (reftel) 

resulted in overwhelming approval. 


16. (C) Comment: Debate on the extension protocol is not 
yet fully joined 

Cyprus could affect the outcome. In any event 

will have to expend significant domestic political capital to 
gain TGNA approval. Given how crucial the EU accession 
process is to Erdogan\'s government 

protocol is to the EU 

will be upping the ante with the EU on future Cyprus-related 
issues. End Comment. 

MCELDOWNEY 
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as a way to disqualify him or her. PolOff expressed 
her concern 

important theme. 


Column 3 


NO BUDGING ON DEADLINE? 


4. (C) On October 9 

reinforced the October 21 candidate list/coalition 
deadline. Pirelli said that this deadline was a hard 
deadline because the IECI needed 7 weeks to go through 
the motions of printing 

ballots and polling materials. During PolOff\'s October 
12 meeting 

However 

how the ballots would appear when printed 

admitted that only the party and party coalitions 
information would be printed on the ballot. The 
actual candidate lists would 

printed 7 days before and posted at the polling 
centers. Therefore 

candidates. Presumably 

disqualified after October 21 for various reasons 
these names must be replaced by other names. 


INCENTIVE TO REGISTER IN ALL PROVINCES? 


5. (C) Forty-five compensatory seats out of 270 will 
be allocated to \"on-the-margin\" political entities 

(ref). Although regulations for how this compensatory 
system will work are not yet finalized 

would be to allocate seats to political entities that 

do not obtain a majority in a particular governorate 
but obtain a significant number of votes country-wide. 


6. (C) Claudio said that the October 21 deadline was 
also the deadline for parties and coalitions to decide 
in which provinces they would offer up candidates 
which candidates would run where. He said that some 
parties or coalitions could decide to run in all 
provinces or just a few. PolOff asked him whether the 
parties\' and coalitionsY incentive would be to place 
candidates in all governorates given the compensatory 
seats provision. He affirmed that this could indeed 

be the incentive. He cautioned that regulations 
detailing the compensatory seat system had not yet 
been put in place. 


COMMENT 


Column 3 

7. (C) Post will follow up with the IECI on the 

following issues: (a) improving the ability at an 
operational level to vet candidates; (b) flexibility 

on the October 21 deadline for candidate lists that 
would not affect readiness to hold elections December 
15 (c) the need to finalize regulations for 
compensatory seats. 

Khalilzad 
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PEACE PROCESS 


REF: SECSTATE 178108 
Classified By: PolCouns Geoffrey Pyatt for Reasons 1.4 (B 


1. (C) Summary: The MEA\'s Deputy Secretary for Sri Lanka 
Anupam Ray told us that New Delhi is concerned about the 
deteriorating situation in Sri Lanka 

\"time has come\" for India to start V'taking a higher profile 
in Sri Lanka. The GOI does not 

facilitation or mediation role in the conflict 

want to join the Sri Lankan Co-Chairs Group 

pressure from Sri Lankan political parties to look for other 
ways to make its presence felt. In contrast 

Lanka analysts in Delhi were doubtful that India would or 
should become more involved. The MEA is reacting to a 
perceived need to step up its engagement in response to 
political challenges in Sri Lanka 

formulated what kind of role it will take. We will follow up 
as Indian thinking evolves. End Summary. 


India Looking for a Higher Profile in Peace Process 


2. (C) In a recent meeting to further explore Lakhdar 
BrahimiVs statement (reftel) that India was seeking \"a more 
active role\" in Sri Lanka 

was open about the Foreign Secretary\'s vision to take a 
higher profile in the peace process. Noting that his country 
shares a two thousand year history with Sri Lanka 

lamented that Indias Tamil population and close proximity to 
the conflict means that it can never disengage. V'Ever since 
India withdrew its peacekeeping force from Sri Lanka in 

1990 

demanding for India to provide a guarantee its commitment to 
the peace process\" Ray opined that the peace process has 
deteriorated 

than ever 


Column 3 

\"time has come\" for India to reengage. India would prefer to 
wait until there is a V'Sinhalese consensus about the outline 
of a solution 

Prabhakaran wants Tamil Eelam in his lifetime.\" 


3. (C) Regarding India\' future role 

New Delhi V'does not want to mediate or facilitate 

it presence known.\" India does not want to officially join 

the Co-chairs 

Donor\'s group. When asked how the GOI! planned to make its 
presence felt 

with Sri Lanka 

making clearer statements against LTTE violence and the need 
for a consensus on the peace process in the south. Revealing 
what may be the true inspiration behind the change in policy 
Ray worried that \"if the GOI doesn't get its act together 

now 

things get worse." 


Sri Lanka Watchers Don\'t See Room for Greater GOI Role 


4. (U) New Delhi\'s non-GOl analysts of Sri Lanka uniformly 
believe that the GOI should not get more involved in the 
peace process. P. Sahadevan 

covering Sri Lanka at Jawaharlal Nehru University commented 
that Indias current approach 

as supporting Sri Lankan sovereignty and minority rights 
while allowing military cooperation with the GSL 

off with enhanced relations with Colombo. In his opinion 
the \"increasingly pragmatic\" GOI won\'t want to risk these 
relations by taking any sort of lead in this mess." 
Acknowledging that Sinhalese groups such as the SLFP 
UNP view the GOI as anti-LTTE and call for a greater Indian 
role 

political will or capability to involve the government in 

this conflict. He also warned against increasing military 
cooperation with the GSL 

greater \"chauvinism within the GSL\" and further scuttle the 
peace process. 


5. (U) Prabhakaran biographer and Indo-Asian News Service 
journalist M.R. Narayan Swamy also questioned an Indian role 
in the peace process. He explained that political parties in 

Sri Lanka claim that India has a \"moral duty\" to be part of a 
solution in light of its past military involvement in the 

1980s 

two years 

Agreement is not the end of the problem.\" He speculated that 
FM Kadirgamar\'s assassination has \"woken up the sleeping 
elephant 


Column 3 

that India\'s clear stand against the LTTE since Rajiv 
GandhiVs assassination precludes it from ever taking a 
mediator\'s role. \"If India assumes that its involvement will 
necessarily facilitate a solution 

Swamy concluded emphatically. 


6. (U) Mohan Tikku 

the Nehru Memorial Museum and Library 

a greater role for India in the peace process. As a result 

of India\'s negative experience with the Indian Peacekeeping 
Force (IPKF) and the LTTE\'s assassination of PM Rajiv Gandhi 
the GOI is not an unbiased actor in Sri Lanka. Therefore 
Tikku noted 

not strive for any type of diplomatic role. The SLFP 

and JVP may want India to become more involved 

parties are \"deeply suspect\" of New Delhi\'s intentions. 
Tamil politics in South India 

the signing of the Defense Cooperation Agreement with Sri 
Lanka 

on ће GSLVs side in the conflict. Tikku worried that any 
Indian role would be overtly biased against the LTTE 

would give the GSL greater confidence to return to 
hostilities. 


Norwegians in Delhi Weigh in on India\'s Involvement 


7. (C) Norwegian Charge Lasse Bjorn Johannessen emphasized 
that India Vs recent actions have indicated that it does not 

look to play a more active role in Sri Lanka. Lasse 

indicated that there was no formal response to a Norwegian 
demarche earlier this summer requesting the GOI to V'take on 
more constructive involvement" in the conflict. After being 
invited to the Co-Chairs meeting along the sidelines of UNGA 
India never showed up. As further proof 

difficulties the Norwegian government faced trying to get the 
GOI on the phone after the Kadirgamar assassination. He 
wearily commented that Norway welcomes a greater Indian role 
but thus far have seen no indications to this effect. 


Comment: The Will 


8. (C) Sri Lanka has reappeared on the GOI list of regional 
priorities 

formulating a policy to deal with a strained peace process. 
India\'s Free Trade Agreement 

tsunami assistance to Sri Lanka have yielded its best 


SIPDIS 
regional relationship with Colombo. While some of India\'s 


Column 3 

neighbors prefer that New Delhi mind its own business in 
South Asia 

Sri Lanka for it to become more involved. As India 
contemplates its role in Sri Lanka 

consideration the difficulties presented by New Delhi 
analysts and decide how it can be most helpful to its 
southern neighbor. We will closely follow Indian thinking as 
it evolves. 


9. (U) Visit New DelhiVs Classified Website: 
(http://www.state.sgov.gov/p/sa/newdelhi/) 
BLAKE 
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were responsible for the blasts. On October 6 

Express published a story that Kolkata police had arrested 
five Bangladeshi nationals in connection with the bombing and 
failed to notify the Bangladesh High Commission. In 
response 

and scurrilous 

Commissioner told Consulate personnel that the five men were 
suspected illegal immigrants 

incidents reflect the increased levels of mistrust between 

the neighbors following the August 17 blasts and will pose a 
challenge to PM Singh\'s plans to use the November SAARC 
summit in Dhaka to establish a more cooperative climate. End 
Summary. 


Press Conference Overshadows BSF-BDR Meeting 


2. (C) Ina press conference covering the biannual September 
29-30 Director-General BSF-BDR meetings in New Delhi 
Chief Major General Choudhury told reporters that V'It is the 
criminals from India who had crossed over and along with 
criminals in our own country were responsible for the 

blasts." BSF Chief Mooshahary denied the accusations 

that the one person of Indian origin among the 500 arrested 
after the bombings 

in Bangladesh 17 years ago. In a September 30 Press 
Briefing 

Vbaseless and scurrilous allegations." According to 
Bangladeshi High Commission (BHC) Political Counselor Mashfe 
Binte Shams 

in the blasts have Indian markings which indicate origins in 
Jharkand state. 


3. (C) News of the hostile press briefing overshadowed the 
otherwise constructive BDR-BSF meetings. BHC Shams explained 
that the DGs agreed on several confidence building measures 
during the meeting 


Column 3 

along the border and a proposal for BDR training at the BSF 
educational center in Tekanpur. Choudhury and Mooshahary 
also discussed the GOI request to build fences along the 

Vzero line\" in areas where Indian villages are situated on 

the border. The GOB reaffirmed the 1974 treaty preventing 
any defensive structures within 150 yards from the border 

but agreed to consider specific Indian construction requests. 
The DGs also agreed on the first ever Indo-Bangla joint 
Vbeating retreat" ceremony in Akhaura and Benapole 

to the ceremony performed at the Wagah Border between India 
and Pakistan. Shams commented that Choudhury only referred 
to the role of Indian insurgents in the August 17 blasts in 
response to the Indian medias \"aggressive\" questioning. 
However 

the statements; Choudhury did not march out of the conference 
half-way through as some stories reported; instead he went to 
a cordial lunch with Mooshahary to conclude the day\'s events. 


Bangladeshi Migrants 


4. (U) On October 6 

Kolkata police arrested five Bangladeshis on August 18 in 
connection to the bombings and failed to tell the Bangladesh 
High Commission about the arrests. In the report 

Ahmed Biswas 

Commission complained that the failure to notify \"goes 
against diplomatic norms" and that he would V'take it up with 
the Indian government." The Deputy Commissioner of the 
Kolkata Special Branch told Consulate personnel that police 
were on high alert after the nearby blasts 

no evidence the five men are connected with the blasts. He 
added that they were involved in some kind of trafficking 
racket 

reportedly promised jobs in Dubai. The Deputy Commissioner 
explained that the police are not required to notify the 
Bangladeshi High Commission every time an illegal immigrant 
is arrested (apparently a common occurrence) 

notified MEA. Anupam Ray 

Bangladesh 

press report 

gives no evidence that the arrested men are involved with the 
blasts. Ray declined to comment on notification to the BHC. 


Comment: Mudslinging Reveals Deeper Frustration 


5. (C) The GOL is frustrated that Bangladeshi officials 
continue to make allegations about Indian involvement in the 
August 17 blasts without credible or compelling evidence. 


Column 3 

The press conference gave Choudhury a chance to air some 
dirty laundry 

to the press about the arrests in Kolkata. The Indian press 
coverage reflects the sentiments of many in India who feel it 
is unfair for Dhaka to blame Delhi for its own home-grown 
problems with fundamentalism. The Indian PM\'s bilateral 
visit in Dhaka after the SAARC Summit is still on track 

his goal of improving relations will be more difficult in the 
current blame-game atmosphere. The two sides are at least 
continuing to talk and move forward on CBMs despite the 
public rancor. 


6. (U) Visit New Delhi\'s Classified Website: 
(http://www. state.sgov.gov/p/sa/newdelhi/) 
BLAKE 
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correspondent in Monrovia Tanguy Berthemet 
\"CROWDS ASSAIL POLLING STATIONS\" 


*** LA CROIX 10/12/2005 
\"FUTURE PRESIDENT WILL HAVE LITTLE ELBOW ROOM\" 
correspondent in Monrovia Stephane Auvray 


*** LIBERATION 10/11/2005 

\"LIBERIA VOTES FOR A NEW BEGINNING\" 
- VTHE IRON LADY\'S MANY FACES\" 
Monrovia Christophe Ayad 


*** LA CROIX 10/11/2005 
- -VGEORGE WEAH GIVES HOPE TO LIBERIA\'S LOST CHILDREN\" 
special correspondent in Monrovia Stephane Auvray 


3. GABON 
*** LE FIGARO 10/12/2005 
- "OPPONENTS COME OUT OF THE WOOD\" 


4. COTE D\' IVOIRE 
*** LE MONDE 10/12/2005 
VTHREE STEPS FOR RESTORING PEACE TO COTE DVIVOIREY 
Group vice president Alain Deletroz 


*** LE FIGARO 10/8-9/2005 
VAFRICAN UNION COMES TO GABGBOYS RESCUE\" 
Bassompierre in Abidjan 


*** LA CROIX 10/8-9/2005 
VAFRICAN UNION PLEADS FOR GBAGBOVS STAYING ON\" 
Hofnung 
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*** LE MONDE 10/8/2005 
VTROUBLE ANTICIPATED BY END OF OCTOBER" 


5. TOGO 
*** LIBERATION 10/11/2005 
VJOURNALIST BEATEN UP IN LOME\" 


6. MALI 

*** LE FIGARO 10/13/2005 

- VEMIGRATING TO FRANCE IS'VITALVY IN MALI" 
correspondent in Kayes Patrick de saint Exupery 


7. SOUTH AFRICA 
*** LE MONDE 10/12/2005 
VJACOB ZUMA\'S CORRUPTION TRIAL OPENS IN DURBAN\" 
correspondent in Johannesburg Fabienne Pompey 


8. Minimize considered. 
(ARS) STAPLETON 
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Condoleezza Rice has officially invited Turkish Republic of 
Northern Cyprus (TRNC) president Mehmet Ali Talat to 
Washington. The invitation was conveyed to Talat by Charge 
d\'Affaires Jane Zimmerman of the US Embassy in Nicosia. The 
date for the visit has not yet been set. \"Turkiye\" reports 
diplomatic sources as saying that this invitation would 
encourage the moves to end the isolation of the TRNC. 


Chechen Terrorist Attacks in Russia: Papers report that at 
least 63 people died in Chechen terrorist attacks in the 
southern Russian city of Nalchik. Around 600 terrorists 
tried to take over government buildings and the airport in 
Nalchik yesterday morning. Most of the attackers were 
killed by security forces. \"Milliyet\" reports that Chechens 
claimed responsibility for the terror attacks. 


Syrian Interior Minister Committed Suicide: Syrian Interior 
Minister Gazi Kanaan 

Lebanese Premier Rafik Harriri\'s murder 

in his Damascus office yesterday. The death of Kanaan comes 
just days before the final UN investigation report on the 
Harriri assassination is due. 

Greek Cypriots Want Share in the Shipment of Baku-Ceyhan 
Oil: \"Yeni Safak\" reports that the Greek Cypriots were 
pressing for access to Turkish harbors and airports because 
they wanted a share in the transportation of Azeri oil to 

world markets. 


Column 3 
EDITORIAL OPINION: Chancellor Merkel; Avian Flu 


\"The Merkel Era in Germany" 

Kamuran Ozbir wrote in the nationalist \"Ortadogu\" (10/14): 
V Merkel is going to be the first female Prime Minister in 
German history. The world is eagerly watching to see her 
performance in the German government; she is described by 
some as ‘the iron ladyY of Germany. .. In fact 

to give some concessions to the SPD in order to assume the 
prime minister\'s chair. The composition of the cabinet will 
favor the SPD in number. The new government under MerkelVs 
leadership will have to deal with several issues 

the rising rate of unemployment in Germany 

slowdown 

thorny issue 

government. The SPD is in favor of Turkey\'s full 
membership 

partnership status for Turkey.\" 


\"No Need to Panic 

Haluk Sahin wrote in the liberal-intellectual \"Radikal\" 
(10/14): V The EU warning for its citizens about avian flu in 
Turkey is a normal procedure 

such warnings as a sign of being anti-Turkish. Had a 
similar thing occurred in other countries 

undoubtedly would have taken the same precaution. There is 
no need for panic 

of a crisis 

establish a modern communication policy based on fairness 
and clarity. China tried to hide SARS when it first erupted 
two years ago 

international credibility. . It is no secret that some in 

Europe have a feeling that Turkey may consider doing the 
same. Instead of creating arguments to counter such 
prejudice 

this crisis and inform the entire world immediately." 
MCELDOWNEY 
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Democracies\" in May 2006. Adamkus anticipates that the 
conference will include representatives from Georgia 
Ukraine 

representatives from the USG and other Western democracies 
will participate. Adamkus also emphasized Lithuania\'s 
support for democratic reforms in Belarus and noted that 
George Soros promised sizable funding for the European 
Humanities University 

exile in Lithuania. 
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4. (C) Parliamentary Speaker Arturas Paulauskas thanked the 
delegation for USG support of LithuaniaVs foreign policy 
aspirations 

Concurring with Rep. KolbeVs assertion that Lithuania has 
already undertaken \"very substantial V' initiatives related 

both to the global war on terror and democratization 
Paulauskas stated that Lithuania has a V'very large" role to 
play in promoting democracy in the region. Emmanuelis 
Zingeris 

upon the United States to make more than a V'mere symbolic" 
gesture of funding for pro-democratic forces in Belarus and 

to better synchronize and fund initiatives with V'Friends of 
Belarus!" forces within the EU. The issue of Belarus 

Zingeris said 

issues for the region. 


5. (C) A similar message was proffered by members of BelarusV 
opposition during a meeting arranged with the assistance of 
local representatives of the National Democratic Institute 

and the International Republican Institute (reftel F). The 
Belarusian delegation 

democratic coalition 

NGOs 

to Belarusian democratic forces 

print media. CODEL Kolbe expressed continued U.S. support 
for the Belarusian opposition movement and discussed 
prospects for democratic reform in the country. The 
Belarusian opposition leaders were cautiously optimistic 
about the prospects for democratic change in the near future 
with the 2006 presidential elections serving as the 

catalyzing event. 


6. (SBU) Special Investigation Services (STT) Director 

Povilas Malakauskas told the delegation that USG assistance 

to his organization to combat corruption and organized crime 

in Lithuania had also influenced the region for the better. 
Lithuania 

USG through technical assistance and educational exchanges to 
Ukraine 

highlighted the need for additional training and assistance 

and called for a longer term exchange of experts between DHS 
and the STT. 


7. (C) The President told the CODEL that Lithuania\'s support 
for democracy irritates Russia 

Putin snubbed him blatantly while they were in New York. 
Adamkus also made known that he harbors doubts that the 
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incursion and crash of the Russian fighter plane on September 
15 (septel) were entirely accidental 

satisfied with how Lithuania resolved the situation (reftels 
A-E). 


8. (SBU) Minister of Defense Gediminas Kirkilas told the 
delegation that the SU-27 incident appeared to be an accident 
without malicious intent 

incident would focus more attention on the status of the 

Russian enclave of Kaliningrad and on NATO\'s need to upgrade 
the capabilities of the Baltic Air Policing mission. 

Kirkilas called for the demilitarization of the Kaliningrad 

region and noted that Lithuania would look to NATO for 

support on this issue. 


9. (SBU) Defense Minister Kirkilas thanked CODEL Kolbe for 
the USG\'s vital and sustained support to Lithuania\'s 

military. Kirkilas asked for continued U.S. cooperation 
declaring 

with you." Kirkilas highlighted U.S. assistance to the 
Lithuanian-led Provincial Reconstruction Team (PRT) in 
Afghanistan as particularly helpful and described Afghanistan 
as a Vlong-term commitment" for the GOL. The Minister also 
noted that a recently adopted parliamentary resolution will 
provide the MOD with much greater flexibility to deploy 
Lithuanian troops on international operations. 


10. (SBU) Kirkilas outlined three primary goals for 
LithuaniaVs defense policy. The first is to remain an active 
NATO member through a modernization of its armed forces that 
will allow for sizeable participation in international 
operations. The second is to promote regional stability by 
deepening a strategic partnership with Poland and the other 
Baltic countries while maintaining good relations with 
neighbors Russia and Belarus. The final goal is to increase 
cooperation and promote reform in countries of the former 
Soviet Union 

Caucasus. 


11. (C) President Adamkus said that he expected Lukoil to win 
the bid for Yukos-held shares of the Mazeikiu Nafta oil 
refinery (MN) 

security. He added that he was keeping a low public profile 
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on this transaction because of his active support of the 1998 
privatization of MN to the U.S. company Williams 
International -- a sale that 

for Lithuania 


12. (C) Adamkus noted his support for nuclear energy and said 

he hopes to win EU approval for a new nuclear power plant 

(NPP) to replace the Ignalina NPP 

during EU accession negotiations to decommission by the end 

of 2009. The Ambassador reminded Adamkus that Westinghouse 
remains keenly interested in building a new nuclear-powered 
electricity-generating plant in Lithuania. 


13. (C) Speaker Paulauskas highlighted the relationship 
between energy and Lithuania\'s independence. Noting that 
Lithuania was heavily dependent upon Russian oil and natural 
gas to fuel its economy 

\"always important 

Lithuania seek energy independence from Russia. 


14. (SBU) Lithuania\'s political leadership opened every door 

for CODEL Kolbe 

President Adamkus. The level of the CODELVs meetings and the 
caliber of their conversations with top GOL policy-makers 

reflect Lithuania 

States as a critical ally with shared values and 

complimentary foreign policy goals. 


15. (U) CODEL Kolbe did not have the opportunity to clear 
this cable. 
KELLY 
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inroads in Iraq. Many in the Shi 

neighboring Iran \"receive their instructions from Tehran.\" 
It would be better for Arab countries to create ties with as 
many of the Shi 

tribal elements 

Iraq. This means finding Shi 

Iranian-style theology 

mentioned Muqtada al-Sadr as a \"wild card 

should be paid to him and he should be brought into the 
process.\" Kasrawi noted Jordan 

relationship with Sistani. He and his staff stressed the 
need to avoid ignoring other marja 

Shi 

that this could go so far as to find &alternatives to 
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Sistani8 (Comment: a theme seen in the past with Ayad 
Allawi 

Comment.) Jeffrey warned his interlocutors to be very careful 
about any effort in this direction. 


10. (C) Brigadier General Michael Jones expressed 
appreciation for Jordan 

and briefed Kasrawi on the President 

concerning the USG 

is committed to staying the course in Iraq. The transfer to 
Iraqi forces of full responsibility for security will 

continue deliberately; there will be no unrealistic 
deadlines. The coalition transfer to Iraqi forces of sole 
responsibility for security 

on four factors: 1. the capability of local Iraqi units 

&enemy condition 

and organize concerted attacks against local insurgents 
the ability of the Iraqi government to provide basic services 
to the public 

return to an area in an emergency. Kasrawi concurred that 
artificial deadlines would be counterproductive. BG Jones 
thanked the GOJ on behalf of the U.S. military for all of 
their efforts in fighting the war on terrorism 

regarding Iraq. 


11. (S) Amb. Jeffrey told Jordan\'s King Abdullah that the 
President had sent this delegation to six key Arab states to 
build support for Iraq 

lead. It was necessary to signal to the Sunni Arabs in Iraq 
that the only way to bring Iraq together was on a democratic 
political basis. Asked about Iraqi Sunni Arab attitudes to 
the USG 

increase confidence was to share with the Iragi Sunni Arab 
leaders a timetable for U.S. withdrawal. It doesn\'t matter if 
that schedule is strictly adhered to 

can show their constituents that there is a plan for 
withdrawal. 


12. (S) The King questioned whether it was possible to 
rehabilitate Muqtada al-Sadr and draw him into the political 
mainstream as a counterweight to Iranian influence. Before 
testing the waters further with al-Sadr )- a Sadr envoy had 
recently visited Amman and sent out significant feelers of a 
desire to work with moderate forces )- the King wanted a 
green light from the U.S. Amb. Jeffrey was basically 
positive 

and the U.S. to consult with one another regarding Al-Sadr. 
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The USG has also reached out to al-Sadr\'s people 

to be very careful. When al-Sadr wanted to be helpful 
was 

receiving Iranian monetary support. The King and Amb. 
Jeffrey agreed that Jordan should continue to seek broad 
support against the insurgency 

specific individuals whose motives were not clear. 


13. (S) Asked about Syria 

the Mehlis report. The results could be damaging to 
President Asad. Amb. Ross cautioned that the report might 
not finger Asad\'s closest family members 

speculated. In turn 

the Syrians might attempt to appeal to Arab solidarity to 
resist pressure in response to the report. He felt that he 
had already seen some wavering in Egypt and Saudi Arabia on 
this point. It was agreed that the USG and GOJ should 
consult on this matter further 

the report. 


14. (C) Jordanian Joint Chiefs chairman General Sarairah 
reviewed for the delegation the threats facing Jordan along 
its borders. He made a plea for additional assistance in 
order for Jordan to strengthen its own border security. 
Sarairah then turned to terrorism 

countries to put more pressure on Iran 

to convince them that their continued support for terrorism 
was a threat to the entire region. Sarairah observed that 
Iran continues to meddle in Iraqi internal affairs. 


15. (C) Members of the Jeffrey delegation and Finance 
Ministry officials discussed debt relief for Iraq 

where the GOJ could lend Iraq financial policy guidance. 
Amb. Jeffrey expressed USG gratitude for Jordan\'s \"strong 
embrace\" of a new Iraq. Finance Ministry Secretary General 
Kasasbeh responded 

We see them as a partner.\" Additional cooperation might 
include technical assistance on banking 

reform 

graduation from IMF financial support 

campaign to sell oil subsidy removals to the public 

examples that Iraq might emulate. NOTE: Emboffs followed up 
with MinFin 
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documentation related to Jordan\'s program of removing oil 
subsidies. END NOTE. 


16. (C) Ambassador Jeffrey asked that Jordan work to resolve 
the $1.35 billion debt Iraq owes Jordan in a manner that is 
consistent with the plan agreed between Iraq and the Paris 
Club 

pledged cooperation 

McDonald offered to check on whether repayment in-kind with 
Iraqi oil of 2096 of the debt would violate Paris Club 
conditions. COMMENT: While the Secretary General seemed 
willing to consider a debt reconciliation program 

not speak authoritatively 

overcome the objections of other stakeholders 

of worsening macroeconomic conditions in Jordan. The debt 
itself is held by the Central Bank of Jordan and includes 

some commercial claims. In the face of declining aid and 
increasing oil prices 

the legally mandated cap of eighty percent of GDP currently 
projected for 2006. END COMMENT. 


17. (C) Samih Asfoura 

Directorate (GID) 

Sunnis in the upcoming elections had now shifted to preparing 
for the conference that the GOJ would host in November for 
influential Iraqis of all communities to discuss the outcome 
and next steps. The GID frequently talked with persons from 
the three chief communities to convince them of the benefits 
of working together. While all agreed that the Kurds were 
unique and should maintain regional autonomy 

against federalism for fear of being left out in the cold. 


18. (C) Once Iraq became more secure 

terrorists would leave Iraq and find another country to 
target. Syria must be pressed to realign itself with the 

Arab world rather than with Iran and its anti-U.S. agenda. 
The USG needed to confront Syria directly in order to get its 
point across. Any failure of the political process in Iraq 
would impact Syria domestically. V'If there is no peace in 
Iraq 

as it is yours 

are still their neighbors. V 

19. (C) COMMENT: The GOJ 

consistent with our own. Jordan is on board with increasing 
outreach 

governments 

that is moderate 
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tapestry that is Iraq. 


20. Ambassador Jeffrey cleared this cable. 
HALE 
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their own people are suffering from the earthquake; they are 
so driven by hate they cease to be human." 


3. (C) Taking PolCouns\' point that GOP involvement with 
cross-border terrorism would now require an affirmative 
decision to rebuild camps and support infrastructure in 
Kashmir 

training camps and launching points would not be an onerous 
task. He commented on the reports of damage to terror camps 
as an indication that they continued to exist in the face of 
IslamabadVs denials. PolCouns noted that the USG sees 
positive changes in Musharraf\'s views and actions regarding 
Kashmir-oriented terrorism 

would benefit from sharing information on Kashmir (Ref E); 
Sinha remained unconvinced that Musharraf had made any 
permanent changes to GOP policy on cross-border terrorism. 


Quake Damage Delays CBMs 


4. (C) Turning to Indo-Pak people-to-people CBMs 

reported that the road for the Srinagar-Muzaffarabad bus 
service and the landmark \"Aman Sethu\" (\"Peace Bridge\") were 
damaged in the quake 

long repairs will take. The buses returned this week via a 
circuitous route to deliver passengers back to their homes. 
The damage will also delay plans to allow trucks carrying 
produce for cross-border trade to ply the LoC crossing 
because the two sides have yet to establish customs 
facilities to support trade along this hilly route 

which is now secondary to disaster relief and recovery. 
Similarly 

way for the Lahore-Amritsar bus service are on hold. 

Rumors of a Siachen Breakthrough Leaned Too Far Forward 


5. (C) Sinha revealed that news reports of an imminent 
breakthrough on Siachen Glacier during the October 3-5 
Foreign Ministers\' meeting in Islamabad misinterpreted the 
GOl\'s position. Delhi sought mutually agreed authentication 
of current troop locations and an agreement that the 
extension of the LoC through that region would progress north 
from point NJ9842 

(which would cede territory to Pakistan). Some journalists 
\"jumped to paragraph two 
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locations 

the LoC 

concluded. Consequently 

the big disappointment the press portrayed it to have been. 


Expanded Air Links 


6. (C) That said 

Natwar Singh\'s trip were Wall positive 

\"willing to move forward\" on expanding bus and air transport 
links 

of Kashmir" had become \"just a chant" that did not impede 
progress in other areas. He experienced a similar V'air of 
optimism\" when he accompanied Natwar Singh to Karachi -- 
there were V'absolutely no diatribes 

Pakistani Foreign Minister KasuriVs formulation of Pakistan 
being a prospective V'hub for Central Asian trade 

implication that transit rights would also flow. Sinha added 
that the two sides had agreed in principle to expand air 

links (more flights 

liberalize business visas (longer duration 

the PM has given the green light 

continue to work out the details. He noted in passing that 
whereas Pakistan International Airlines uses all 12 of its 
allocated flights per week 

flights per week. (COMMENT: Another good reason for private 
Indian carriers to fly to Pakistan. END COMMENT.) 


Patient on Baglihar 


7. (C) Sinha had \"no indication of how things are leaning" 
from last week\'s site visit to Baglihar Dam by World 
Bank-appointed \"Neutral Expert" Raymond Lafitte (Ref C). He 
outlined that Lafitte\'s role is to adjudicate GOP questions 

on the dam\'s specifications. If his ruling (due in 
January-February) does not satisfy both parties 

becomes a \"dispute\" and subject to arbitration by a board 
whose creation and composition is governed by Annexes to the 
Indus Water Treaty (Ref F). As per our prior conversations 

on the matter 

resolution process as prescribed by the Treaty. 


F-16s Still in the Air ... as is Democracy 


8. (C) Asked about the pending Congressional notification 
for the transfer of F-16s to Pakistan 

D talking points to underline that we do not expect the 
transfer to alter the regionVs strategic landscape. Polcouns 
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also drew upon Ambassador Crocker\'s remarks at the New Delhi 
Institute for Defense Studies and Analysis (Septel) 

that the Pakistan Air Force uses its existing F-16s in CT 
operations and the transfer would strengthen our effort to 
help Pakistan move in a positive direction. Sinha averred 
that the issue is not strategic -- although he admitted that 
he personally concurs that the F-16s would not alter the 
balance -- but whether the USG is Vrewarding bad behavior 
to which PolCouns responded that Washington continues to 
ensure that Pakistan remains on the right track in moving 
toward democracy. 


Sharing Positive News on Terrorism 


9. (C) PolCouns also shared with Sinha Ref B 
Zawahiri-al-Zarqawi letter 

showed how the capture in Pakistan of Abu al-Faraj al-Libi 
was disrupting al-QaVida funding and logistics in South Asia. 


Comment: Rapprochement Still the Name of the Game 


10. (C) Despite Sinha\'s reluctance to give Musharraf ground 

on cross-border terror -- which is echoed in much of the 

Indian bureaucracy -- the MEA remains committed to moving the 
rapprochement process ahead. In SinhaVs estimation 
earthquake set back both the peace process (for logistical 
reasons) and terrorism 

right on the first count 

BLAKE 
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neglect. (Note: In a meeting in which the Ambassador urged 
the government to proactively engage the media 

this baseless characterization to National Security Advisor 
Tariq Aziz. After a moment of stunned silence 

with perfect comedic timing 

voted PML\" (i.e. 

note.) 


No AMCIT Casualties 


2. (SBU) The Embassy has not had any reports of American 
citizens killed or injured. Consular officers have cleared 
eleven (11) welfare-and-whereabouts inquiries as of October 
13; they are following up on two additional inquiries 

received October 14. 


U.S. Relief Flights and Helicopter Operations 
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3. (C) The Office of Defense Representative - Pakistan 
(ODRP) scored a major victory today 

diplomatic clearance for eight (8) U.S. milair flights daily 
doubling the number the USG had earlier in the week. Five 
flights came in on October 13 

maintenance parts. The Contingency Response Group (CRG) at 
Chaklala airfield is doing well and is lashed up with the 
Pakistan Air Force. The CRG was able to dramatically improve 
the efficiency of the airfieldVs cargo operations by 

connecting two NGO workers who have worked for DHL to 
Pakistani logistics officers: the NGO/DHL workers showed the 
Pakistanis the advantages of getting cargo onto pallets and 
quickly converted a haphazard operation into an organized 
efficient warehouse. In another stroke of serendipity 

cargo handlers came to the rescue when an IL-76 bearing 
Iranian relief supplies could not find a Pakistani team to 
off-load its cargo; a photo of the U.S. ground crew unloading 
the Iranian supplies made the morning papers. 


4. (C) Task Force Griffen conducted seventy-six helicopter 
sorties 

injured passengers. Two Navy CH-53s arrived at Qasim AFB on 
October 13. Twenty CH-47s are still on schedule to arrive in 
staggered flows in Baghram over the next fourteen (14) days. 
On the State side 

in Pakistan on October 14 have been delayed at least one day 
as the Bulgarian and Tajikistani firms from whom the helos 

are leased must seek national government approval to transfer 
the assets to Pakistan. 


Pieces Falling Together: GOP Concept of Operations 


5. (SBU) In posts morning meeting with Deputy Commissioner 
of the Federal Relief Commission (FRC) BG Farooq 

liaisons received a presentation outlining the GOP\'s Concept 
of Operations for the relief effort. (Note: Post has 

emailed the full presentation to Task Force-1. End note.) 
The liaison team will reciprocate on October 14 by giving the 
FRC an outline of how the U.S. military can support the GOP 
Concept of Operations. Once approved by the GOP 

military response will be knitted together with the Pakistani 
concept. Post liaisons will then weave support from U.S. 
civilian agencies (DART 

the fold. 


6. (C) The GOP has identified three sites (Rawalkot 
Muzzafarabad and Mansehra) as potential forward operating 
bases 
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U.S. military engineering assessment team arrived in 
Islamabad October 13 and will assess the roads to these three 
sites on October 14 to determine where they are clear and 
capable of supporting a steady flow of supply conveys. 


Air Drops 


7. (C) The U.S. military currently has 51 pallets of food 
water and blankets ready at Baghram air field to supply air 
drops from C-130s to earthquake survivors in areas relief 
teams cannot access by road. Military assessment teams in 
Blackhawks conducted surveys of possible drop zones on 
October 12 

So desperate that Pakistani military officials have requested 
that the U.S.conduct blind drops. Ambassador supports this 
position. U.S. C-130s air drop operations should begin on 
October 14. 


Alternate Air Bases 


8. (C) After some confusion as to the genesis of the 

concept of establishing a separate base of operations for 
Task Force Griffen (Note: As a result of a communication 
garble 

moving U.S. milair flights to a designated air field 

the GOP believed that the USG had formally requested a 
separate air field. End note.) U.S. military planners are 

now examining whether it makes sense to move some U.S. air 
assets to alternate bases 

Chaklala are reaching capacity. 


Coordinating with Other Donors 


9. (C) The UN Disaster Assistance Center (UNDAC) has now 
organized sector cluster groups 

websites to improve coordination. A UN Humanitarian 
Information Center team should be set up by October 14. Post 
representatives at the daily UNDAC coordination meeting came 
away concerned that there is no comprehensive picture of the 
distribution of relief supplies. ODRP will try to link the 

UN and NGOs into Pakistani military channels in order to 
improve tracking of the movement of humanitarian relief 
materials. Another emboff officer attending the October 13 
UNDAC meeting reported a dramatic change in atmosphere from 
the previous day 

frustrated by a lack of coordination with the GOP. Relief 
agencies cannot get slots for flights to bring in relief 

cargoes. The GOP sent an unprepared MFA officer to the 
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October 13 session 

participated the day before. The MFA officer had no answers 

to the NGOs questions 

responses by the following day. UN U/SYG Jan Egeland arrived 
October 13; in public statements calling for the 

international community to increase its assistance 

indirectly suggested that the Pakistani relief effort was 

failing. 


Return to Muzzafarabad 


10. (SBU) An emboff who had been in the devastated city of 
Muzzafarabad October 11 returned two days later to find a 
city reborn: people on the streets 

earth-moving equipment moving about 

from Pakistan proper distributing food supplies from Sindh 
from the back of jingle trucks. Much of the credit for this 
transformation goes to the Punjabi police 

October 12 and immediately began to restore order amongst 
chaos. 


11. (U) Kabul minimize considered. 
CROCKER 
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Kurski charged publicly that Tusk\'s grandfather volunteered 
for the German Wehrmacht during World War ΙΙ. In reality 
both of Tusk\'s grandfathers were in concentration camps. 
Sensing that the attack exceeded the publics sense of the 
limits of decency 

and PiS subsequently expelled him from the party. Initial 
poll results suggest Kaczynski lost ground in the attack 

after having gained steadily on Tusk in the days before the 
October 9 first round. Despite the dust-up 
Minister-designate Kazimierz Marcinkiewicz assured Ambassador 
that officials from both parties are quietly working behind 
the scenes 

government in the days following the decisive presidential 
election. End Summary. 


Dirty Campaign Tactics 
Backfire 


2. (U) Jacek Kurski 

widely credited as the mastermind of PiS\'s parliamentary 
victory 

floated a story to the press that the grandfather of PO\'s 
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Donald Tusk volunteered for the German Wehrmacht in World War 
Il. The head of TuskYs campaign 

Kurski of casting aspersions on Tusk and his family and 

presented documents from 1947 that proved that his 

grandfathers not only were not volunteers for the Wehrmacht 

but were actually imprisoned in German concentration camps 
during the war. Kurski on October 13 apologized for his 

error. 


3. (C) Kurski is described in local press as an Vexpert in 

black PR 

statements as a blow beneath the belt 

has hurt Kaczynski. The latest polls indicate Tusk is 

widening his lead over Kaczynski to fourteen points. Kurski 
earlier criticized Tusk for welcoming \"home\" a German visitor 
who was born in Gdansk. Such veiled comments reflect a kind 
of coded language suggesting that Poles living in the Gdansk 
region are somehow less patriotic 

many Poles. Already a stronghold for Tusk and the PO 
KurskiVs latest comments may backfire 

and bringing out even more voters in Gdansk and the 
surrounding Pomorskie province. Kaczynski distanced himself 
from Kurski a day after the attack 

for saying too little 

expressed dismay about KaczynskiVs prospects in a 
conversation with us a few days after the episode. 


4. (SBU) While censuring Kurski 

for tat 

care program saying the \"liberals (want a system wherein) 
when the ambulance arrives at the site of an accident 

doctor will ask the victim for his or her credit card 

number." PiS presidential candidate Lech Kaczynski also 
announced he would refuse to meet with PO official and close 
Tusk lieutenant 

the public attack on Kaczynski 

Warsaw-area hospices and diverted the funds to produce glitzy 
brochures touting investment opportunities in Warsaw 
appeared days before the October 9 first round of the 
presidential elections. As reported reftel 

has an eye on Lech Kaczynski\'s current job as mayor of Warsaw. 


5. (U) Marek Borowski 

Democratic Party (SDPL) who placed fourth in last weekends 
first electoral round 

Tusk on October 13 when he said his voters should not back 
Lech Kaczynski. Andrzej Lepper 

first presidential round 

Tusk and Kaczynski to ask about their policies 

angled for the position of Sejm Marshall (equivalent to 
Speaker of the House). His chances for succeeding in that 
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effort are virtually nil. 


Government Formation Negotiations 
Go Quietly Forward Despite 
Bitter Campaign 


6. (C) Despite the bitter campaign 

parties continue to work behind the scenes on building the 
new government. PiS Deputy Marek Jurek 

negotiating team 

meetings continue 

way to putting together alternate slates of ministers. He 
suggested that if Tusk wins 

Speaker of the Sejm 

PO member Bronislaw Komorowski might be Speaker. Prime 
Minister-designate Kazimierz Marcikiewicz also reassured 
Ambassador in an October 14 that work on government formation 
was proceeding apace and that there was \"goodwill\" on both 
sides despite the heated campaign. Neither would say 
anything about who was being considered for what position 
and no concrete new rumors have emerged in the past week. 
Jurek said that the teams were working on not just 

ministerial 

that the second and some of the third tier positions would be 
filled at the same time as ministers are announced. Both 
were confident that a new government would be named by the 
end of October 

immediately. 


ASHE 
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exit borders but their (Iraq's) borders" and pointing to 

fears of a negative market reaction to such a move. Sharaf 
ended the meeting with a sober assessment of JordanVs 
economy. While strong monetary-influenced macroeconomic 
indicators are evident 

policies and an anti-reform parliament continue to jeopardize 
Jordan\'s economic health in Sharaf\'s view. END SUMMARY. 


An Action-Planned December 


2. (C) Deputy Governor Sharaf (protect) told emboffs Oct 11 
he did not think that technical changes to the AML law which 
may now be required (given the time elapsed since its 
original drafting two years ago) would delay passage of the 
law. Sharaf\'s hope that the AML bill would pass in the 
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December session of Parliament was tempered with a personal 
belief that Parliament V'represents a microcosm of corruption 
and inefficiency. NOTE: SharafVs remarks about Parliament 
underscore the CBJVs limited role in pushing the AML bill any 
further at this stage in the legislative process. END NOTE. 


3. (C) Given the success of the visit to Treasury\'s FINCEN in 
August by a CBJ delegation 

delegation to Egypt to further study how a regional FIU 
operates. Sharaf said he would contact his Egyptian 
counterpart to coordinate a December study tour. 


Cash Declaration Policy: A Hypothetical in the Short-Term 


4. (C) Sharaf reiterated his opposition to a cash declaration 
policy at ports of entry and exit. Philosophically 

problem of V'cash transiting into Iraq is an Iraqi problem" 
he began. Sharaf argued that expecting Jordan to create a 
law to control cash leaving its borders is not in line V'with 
international standards.\" When the discussion was narrowed 
to cash coming into Jordan 

against CBJ action: First 

requires a legal framework (i.e. 

be established. Second 

law enforcement directive 

important for Sharaf was the fear the market would 
misinterpret a cash declaration policy as a central bank 
attempt to control cash flow 

Jordanian Dinar. Despite these impediments 

light on how a hypothetical policy might work. Sharaf 
envisioned that the limit on undeclared transfers would be 
set in Dinars 

CouncilV-type body established by the AML law. NOTE: 
Considering CBJ hesitation in creating a cash declaration 
policy and the other actors identified 

alternate options for progress on the issue. END NOTE. 


Reform the Reformers 


5. (C) The meeting concluded with Sharaf offering his 
assessment of Jordan\'s economic future. Sharaf was confident 
in the CBJVs ability to manage inflation and promote economic 
growth 

(MinFin) and Parliament. An institution devoid of \"even one 
economist worth his degree 

missed a number of opportunities to service debt efficiently 

and of pursuing actions that were \"penny wise 

foolish. On the Parliament 
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\"corrupt and inefficient" legislators who spent their annual 

$12 million budget \"flying to Paris" and legislating the 
\"purchase of expensive cars for themselves 

hiring staff and passing effective legislation. COMMENT: 

Sharaf does not move in circles that would have first-hand 
knowledge of legislative lifestyles 

parliamentarians are common fodder for discussion among some 
circles in Jordanian society. END COMMENT. 


HALE 
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including the list maintained by the Office of Foreign Assets 
Controls. END SUMMARY. 


2. (C) Treasury Acting A/S for Terrorism Financing and 

Financial Crimes Glaser visited Jordan September 28-29 
accompanied by Policy Advisor Lebenson. In his meeting with 
Central Bank of Jordan (CBJ) Deputy Governor Mohammad Shahin 
Glaser emphasized the importance of a reporting system 

(either disclosure or declaration) for cash flows handled by 

couriers both in-bound and out-bound 

recommendation had been adopted at the MENA/FATF meeting held 
earlier in the week in Beirut. (Currently 

an in-bound reporting requirement). Glaser refuted the claim 

that a reporting system could be interpreted as a capital 

control; such a system would not in fact constitute a capital 

control 

cross-border cash flow by documenting amounts above a certain 
threshold. 


3. (C) Shahin reiterated that as long as cash transfers 

follow proper procedures 

that the region is comprised largely of cash-based economies 
and said that using cash was a common practice for travelers 

in the region 

told Shahin that Treasury is working with the Iraqi 

government on improving check-clearing and electronic banking 
systems in lraq 

cash. 


4. (C) On the draft Anti-Money Laundering law 

reported that it was being considered in Parliament and that 
the CBJ has been urging passage. Jordan already completed 
an IMF Financial Sector Assessment Program (FSAP) in 2004 
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and that program had an AML component. Shahin added that 
Jordan\'s FIU would need a statutory basis if Jordan were to 

be accepted as a member of the Egmont Group 

international body promoting cooperation among between FIUs. 


5. (C) On Arab Bank (AB) - whose New York branch was fined 
in August for not implementing anti-money 
laundering/counter-terrorist financing (AML/CFT) procedures 
through its wire transfer facility - Glaser noted that AB 

recent press release in response to the fine seemed out of 
step with the bank\'s private comments. Glaser said he had 
understood that AB was committed to implementing an AML/CFT 
Vgold standard" in its banking operations. Shahin responded 
that AB feels it is being targeted because of its work in the 
Palestinian Territories 

with that assertion. As ABVs regulator 

the bank to implement proper procedures 

impress that upon AB. Despite the press release 

confident that AB will have all necessary procedures in place 

in October. Shahin also said AB is committed to a global 
compliance program to ensure its procedures were up to world 
standards. 


6. (C) Glaser noted that Jordanian banks have helped the 
banking system in the Palestinian territories function 

that the Palestinian Monetary Authority (PMA) had been 
working with the CBJ. Shahin said the CBJ needs to sign an 
MOU with the PMA before the CBJ can help in regulating 
Jordanian bank branches in the Palestinian territories 

that it cannot physically do so due to the 

security situation there. Glaser said it was important that 
bank branches in Gaza and the West Bank be effectively 
supervised for AML/CFT 

with the PMA. Shahin agreed 

establish MOUs with every country in which Jordanian bank 
branches are located 

had come to Jordan to learn Jordan\'s systems. 


7. (C) Glaser asked if Shahin was aware of Jordanian banks 
encountering difficulty in their U.S. correspondent banking 
relationships; Shahin answered that he was not. 


8. (C) Finally 

the MENA/FATF vice-presidency was imminent 

an opportunity for Jordan to show real leadership in the 
region. (NOTE: Post subsequently learned that CBJ Deputy 
Governor Faris Sharaf will represent Jordan in that position. 
END NOTE.) 


THE FINANCE MINISTRY 
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9. (C) In his meeting with Finance Secretary General Hamad 
Khasasbeh 

alternate remittance systems such as hawalas. Khasasbeh 
noted that it was hard to calculate their impact on the 
economy. Glaser said Treasury faced the same problem in the 
U.S. 

to register. Khasasbeh said there was no such requirement in 
Jordan 

Jordan\'s balance of payments calculation should include 
informal remittances. Glaser emphasized that Treasury was 
not advocating the elimination of alternate remittance 
Systems - only highlighting the fact that such systems were 
not transparent and thus subject to abuse. 


10. (C) Glaser toured JordanVs provisional FIU which though 
functioning 

the officers in the FIU - who had just returned from a 
USAID-sponsored study tour to visit the Financial Crimes 
Enforcement Network (FINCEN) outside Washington - told Glaser 
the CBJ is working with Embassy AmmanVs USAID mission to buy 
FINCEN software for use in JordanVs FIU. Meanwhile 

is working with the World Bank in drafting the FIU 

regulations. 


11. (SBU) NOTE: In a later meeting with USAID 

with Glaser to explore sending CBJ officials to Beirut to 
examine the FIU there. In addition 

with the CBJ on automation of its forms 

Activity Reports 

laundering and terrorist financing flows. AID is also 

helping carry out a security assessment of the network 
linking the CBJ with Jordanian banks 

needed. Glaser agreed to talk to the head of Lebanon\'s FIU 
on how it could help the CBJ with developing a comprehensive 
scope of work. Glaser added that Lebanon had agreed to 
sponsor Jordan\'s membership іп the Egmont group 
considered Lebanese-Jordanian cooperation in this area is a 
logical step. Glaser also received interest from the 

Egyptian FIU during his subsequent stop in Cairo in providing 
Jordan technical advice. END NOTE.) 


12. (SBU) CBJ officials sketched out for Glaser the 
terrorist finance freezing mechanism in Jordan as follows: 
The CBJ receives the list of UN designated terrorists from 
the Ministry of Foreign Affairs via the U.S. Embassy 
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which it issues an order to the banks to freeze any accounts 
under those names. They reported that Jordan has frozen no 
assets pursuant to UN 1267 to date. 


13. (С) In Acting A/S Glaser\'s meeting with Minister of 

Social Development Abdullah Oweidat (whose ministry regulates 
charities) 

submit their budgets annually 

areas in which they intend to work 

activity reports to the ministry. Oweidat asserted that the 
Ministry set the priorities for the work of charities in the 

country. Oweidat added that he is establishing a unit under 

his office to oversee charities 

commitment to combating terrorism. 


14. (C) Oweidat reported there are 1 

charities 

have no international operations. OweidatVs deputy said all 
fund-raising campaigns by charities in Jordan must be 
approved by the Ministry 

of Interior and the security services. All money raised by a 
charity must be spent within Jordan. Each governorate has a 
Ministry representative to supervise the charities there. 

The only exception to the rule of domestic-only charity work 
was the official Jordan Hashemite Charity Organization 
King\'s charity which directed funds and other assistance to 
other countries affected by disasters. Such funds were 
strictly controlled by the government. 


15. (C) Directors of two local banks (the Export and Finance 
Bank 

compliance department or an officer with AML 
responsibilities 

Glaser stressed the importance of carefully following 
\"know-your-client\" guidelines 

names maintained by the Office of Foreign Assets Controls 
(OFAC). Most commercially available software should include 
the OFAC list 

emphasized that these are tools banks should consider using 
in an effort to manage their overall risk portfolios. One of 

the bank heads suggested to Glaser that he should tell the 
CBJ to require banks to upload the OFAC list. 
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16. (C) Union Bank\'s director told Glaser that alternate 
remittance systems were most common in foreign worker 
communities in Jordan 

Philippines and Sri Lanka. These workers use the systems 
because of lower costs 

dealing in cash. Glaser cautioned that these systems can 
also be used by terrorists 

does not want to impinge on the ability of people to carry 
out legitimate transfers of remittances through these 
Systems. For that reason 

remittance systems brings transparency to the sector. 


17. (C) Customs Director General Ala Al-Bataineh told Glaser 
that his focus on cash moving across JordanYs borders was 
specifically geared to whether or not the bills were 

counterfeit. He cited an incident in which a person carrying 

$1 million was recently let go without any documentation once 
the cash was determined to be genuine. Bataineh recognized 
that the in-bound reporting requirement was ineffective 

without associated penalties 

penalty for not declaring cash would require legislation. 

(NOTE: Post will explore this option. END NOTE.) Bataineh 
agreed that attention should be given to outbound reporting 
requirements as well. Glaser recommended that Customs liaise 
with the U.S. Bureau of Immigration and Customs Enforcement 
to tap its expertise in detecting money Laundering 

as with the Rome office of the Secret Service on counterfeit 
identification issues. 


18. (C) Planning Minister Suhair AI-Ali (former head of 

Citibank in Jordan) assured Glaser that 

to pass the AML law is there\" within the government. She 

said she is a strong supporter of passage 

importance for attracting foreign investment. Al-Ali said 

the issue of in-bound cash declaration requirements needed to 
be addressed by the GoJ; Glaser mentioned that Jordan had 
agreed to a regime for declaring cash at the recent MENA/FATF 
meeting 

told him there was no penalty for failure to declare. 


19. (U) Acting A/S Glaser cleared this message. 


HALE 
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ATTACKS SINCE 1996. SASIAIN WAS ARRESTED IN FRANCE IN 
NOV. 2001 
TERRORISM AND POSSESSION OF ARMS. 


3. NAME: SASIAIN RODRIGUEZ 


- GENDER: MALE 
- DPOB: MAY 5 
- SON OF RAMON AND ANA MARIA 
- CLASS: POSITIVE 
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(GRUPOS DE RESISTENCIA ANTIFASCISTA PRIMERO DE 
OCTUBRE) 
GROUP). THE GROUP IS RESPONSIBLE FOR A TOTAL OF 82 
MURDERS 
SEVERAL BANK AND ARMORED VEHICLE ROBBERIES). IN SPAIN 
SANDE SERVED AN 11-YEAR SENTENCE AND LATER RESUMED HIS 
TERRORIST ACTIVITIES. HE WAS ARRESTED AND SENTENCED 
AGAIN IN 1990. IN 1992 HE MANAGED TO ESCAPE FROM A 
LOCAL PRISON IN GRANADA. IN 2000 HE WAS ARRESTED IN 
PARIS AND SENTENCED TO 10 YEARS FOR. TERRORIST 
ACTIVITIES. 


3. NAME: SILVA SANDE 


- GENDER: MALE 

- DPOB: MAR. 13 
- CLASS: POSITIVE 
- INDIVIDUAL PREVIOUSLY REPORTED IN REFTEL UNDER 
ERRONEOUS DOB: YEAR 1959. PLEASE CORRECT. 


AGUIRRE 
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respect the...rights of ethnic minorities\" and allowed 
Pawlak to return. 


6. National Academy of Sciences Dismisses Another 
Scholar 


On October 10 

Academy of Sciences dismissed economic historian Andrei 
Kishtymov. The official reason for his dismissal was 

that his contract 
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not renewed. However 

supported academic leadership did not like the tone of 
his research 

with V'zoological hatred for the current authorities. V" 


7. Dissident Artist Display Work in Kiev 


From September 27 through October 17 

Belarusian dissident artists will be exhibited in Kiev. 
Authorities in Belarus have banned these works because 
they portray anti-Bolshevik resistance activists and 
oppose the Belarusian-Russian Union. 


8. Third Time is Not the Charm for Party of Freedom and 
Progress 


On October 7 

registration of Vladimir Novosyad\'s Party of Freedom and 
Progress (PFP) for the third time 

signatures and irregularities in funding as the reason. 
The PFP was created to promote liberal reform and 
democratic values. 


9. CIS Executive Committee Is in the Red 


On October 11 
had to close its dining room and cut back on 
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expenditures. Since only four of the twelve members of 
the organization have paid their dues 

suffering from financial hardships and cannot repay its 
RUB 1 million [USD 35 


10. Return to Soviet Style Sports Training 


On October 6 

Unions and the Sports and Education Ministries for not 
doing enough to properly promote sports training 
programs among youth. Lukashenko then announced his 
plan to restore the Soviet era system of sports training 

for youth 

trained athlete. 


11. VStudent Village\" Proposed for Minsk 
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On October 4 

\"student village\" to help house the 97 

the Minsk area who cannot find space in the dormitories. 
The village must include sports and entertainment 
facilities. Lukashenko requested project cost estimates 
as soon as possible from his staff. 


12. The GOB Acquires Majority Control of Private Company 
Pulp and Paper Factory 


On October 12 

surrendered approximately 1.5 million shares worth BYR 17.3 
billion [USD 80.5 million] to the GOB 

the percentage of government ownership in the company from 
47% to 76%. [Note: The government take-over of the Pulp and 
Paper Factory is the latest in a trend by the GOB to 

nationalize private companies. ] 


13. No More Poultry from Romania and Turkey 


On October 11 

poultry from Romania and Turkey after an outbreak of avian 
flu cases were reported in those countries. The level of 
poultry in the Belarus should not be greatly affected by 

this decision 

these countries. 


14. Transparent Car Market Needed in Belarus 


On October 7 

car markets in Belarus so Belarusians can \"buy everything 
they need in their home country without going to Germany or 
Lithuania. Lukashenko does not consider the current system 
of open-air flea markets where people search for used parts 
and cars to be \"civilized.\" 


15. U.S. Is World\'s Drug Trafficker 


On October 13 

37 

dealers and engaging in drug trafficking by staging color 
revolutions in Asia. The article makes claims such as the 
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rose revolution in Georgia was partly due to competition the 
Shevardnadze regime presented to U.S.-supported traffickers; 
the war in Afghanistan was organized to take control of the 
opium fields there; and because the \"stan\" countries became 
transit points for drugs it was necessary to \"free\" them 

from leaders who were trying to stop the flow of illegal 

drug trafficking. 


16. The Minister of Education comments on the reasons 
why politics should stay out of universities: 


V Both students and professors are citizens 

have a right to be engaged in politics. However 

the educational process to remain an educational 
process. It means that classrooms and lectures should 
not be used for declaration of oneVs views. You should 
keep to the curriculum and standards 

instructing professionals.\" 
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Chinese nationals residing in Paraguay entered the country 
illegally.\" Paraguay does not maintain diplomatic relations 
with the People\'s Republic of China (PRC) 

are subject to special visa procedures similar to those the 
USG has in place for Cuban nationals. Sosa opined that the 
difficulty inherent in granting visas to PRC nationals would 
complicate any desire by the GOP to assist with the 
resettlement of Uighurs detained at Guantanamo. 


3. (C) Post will advise septel if the GOP expresses any 
interest in assisting. 
KEANE 
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the EU constitution in France and the Netherlands 

with a slow post-election coalition-building period here 
resultant delays in implementation of much needed reforms 
the EC has appeared more hesitant about Bulgaria. 


4. (C) Minister for EU Affairs Meglena Kuneva recently told 


Column 3 

Ambassador Beyrle that delay to 2008 would be very harmful 
for Bulgaria\'s economy in addition to damaging the \"national 
psyche.\" As an example of the damage that could be done 
described how \"good\" businesses have invested in necessary 
changes to comply with EU regulations. These businesses will 
be at a disadvantage in the local market that could threaten 
their existence if accession is delayed. 


5. (C) Perhaps more importantly 

fear a delay would shatter the already tenuous governing 
coalition 

It is V'now or never 

Parliament 

criminal interests profit by the status quo and are working 
against BulgariaVs entry by slowing implementation of 
judicial and law enforcement reforms. In addition 
concerned that factors outside Bulgaria\'s control 

public sentiment in many EU states 

fatigue 

that neither Bulgaria nor Romania are especially desirable 
countries 

factor: delaying Bulgaria\'s (and Romania\'s) entrance would 
send a very effective message to Croatia and Turkey that the 
EU is serious about maintaining its standards. 


6. (C) Bulgaria is working hard towards a 2007 entry. 
Externally 

process in the MS. Internally 

commitments to work on 

criminal justice directives. Kuneva said the implementation 
process has been very good for modernizing Bulgaria. She 
ticked off efforts at revamping the criminal procedure code 
legal aid 

restructuring of the Ministry of Interior 

accomplishments as evidence of Bulgaria\'s progress. Kuneva 
also pointed to several scandals in the current MS 
Parmalat 

corruption in Europe. She also mentioned to Ambassador 
Beyrle that in Bulgaria much depends on the personalities 
involved in key areas 

clean figures as heads of the Supreme Court (Cassation) 
Constitutional Court 


7. (C) The Head of the EC Delegation in Sofia 

Kourkoulas 

\"whether\" Bulgaria gets into the EU 

Kourkoulas said that of the five areas listed in a June 2005 
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Vearly warning letter" as needing improvement 

to act decisively in JHA areas - particularly to reform the 
judiciary and combat corruption - would be a deal-breaker. 
Kuneva also acknowledged Bulgaria\'s need to strengthen 
efforts in the justice field. Three other areas - freedom to 
provide services 

financial incentives for Bulgaria to act quickly 

is not worried about their eventual implementation. In the 
fifth area 

come down on Bulgaria\'s efforts. 


8. (C) The Comprehensive Monitoring Report 

issue on October 25 

this year 

Kourkoulas told us he expected the report to be another 
strongly-worded but open warning 

whether Bulgaria will enter іп “07 or V08. He thought 

Bulgaria and Romania would be linked. The EC will release 
the final monitoring report in March 2006 

final recommendation. The heads of government of the EU MS 
will make the final decision in June 2006. 


9. (C) Kourkoulas cautioned the Ambassador that in an extreme 
case 

chain of unforeseen events that could block the accession of 
new entrants. Kourkoulas agrees that a delay could bring 
down the current coalition in Bulgaria 

current EU opponents of enlargement momentum to close the 
doors. The EC is under public pressure to show it is 

seriously enforcing its requirements 

that their opinions on the future of their Union are 

considered. Kourkoulas said a successful entry will help 
Bulgaria substantially 

and will act as a model for both the Western Balkans and 
Turkey. Personally Kourkoulas feels that Bulgaria will move 
more quickly on reforms through their entry. However 
acknowledged that some MS do not think Bulgaria is ready to 
join the team. 


10. (C) COMMENT: Bulgaria is at a crucial point in its 
post-communist transition. The new government has its full 
focus on preparations for a January 2007 entry 

continuing the legislative and constitutional marathon begun 
by its predecessors. The government has also asked for our 
political support of its 2007 entry. There are many issues 
beyond BulgariaVs control that could slow their entry. 
However 

ability to quickly and decisively move forward with serious 
reforms in order to convince the EC of BulgariaVs readiness 
to play in the big leagues. END COMMENT 

LEVINE 
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support" Iraqi Islamic Party\'s (IIP) approval of the 
constitutional amendments. SamarraiVe is in Qatar and 
unavailable for comment. Despite our repeated requests by 
telephone this past week; he has refused to go on 

television in support of the constitution. His son told 

PoIFSN on October 13 that the Sunni Waqf chose to give 
indirect support for the constitution lest it cause a rift 

with the Muslim Ulema Council. PolCons urged acting Waqf 
leader Ibrahim Taha on October 13 to ensure Friday sermons 
were balanced on the constitution. Taha also demurred 
saying that the Wagf's position was well known after its 

public statement. He added that communications between the 
headquarters in Baghdad and mosques around the country was 
not sufficient to alert imams quickly. 


3. (U) Senior Muslim Ulema Council official Abd al-Salam 
al-Kubaisi on October 13 called the constitutional 
amendments a \"conspiracy\" by the U.S. to divide Iraq. 
Meanwhile 

Sunni Wagf director Adnan Dulaimi 

Iraqis to vote against the draft constitution V'to preserve 
the nationVs unity 

14. 


4. (C) Iraqi radio stations reported October 13 that ICND 
spokesman Saleh Mutlaq called upon the IIP to change its 
stance on their new support for the constitution. 

Iraqi Council for National Dialogue (ICND) member Sa\'adoon 
al-Zubaidi told PolOff October 13 that the amendments were 
a Vclever ploy\" by the TNA to give the appearance of 
assuaging Sunni demands. But 

constitutional changes will occur because Kurdish voters 
could overturn any proposals by a two-thirds vote in Irbil 
Sulaymaniyah 

the amendments made the constitution more beneficial to all 
Iraqis. 


5. (C) Comment: polls show that the two most influential 
political forces in the Sunni Arab community are the Muslim 
Ulema Council and the Iraqi Islamic Party. The last-moment 
switch in the Iraqi Islamic Party position 

offices\' ceasing their advocacy against the constitution 
should switch some - but not all - Sunni Arab votes to 
support the constitution on October 15. This turn boosts 
the likelihood of the constitution passing 

from the harder line Sunni Arab political groups is not 

likely to fade right away. On October 13 IIP leaders were 
wondering whether their decision would impede their effort 
to form a broad Sunni Arab Islamist electoral list for the 
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December elections. 
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REF: A. ANKARA 5233 
B. 04 ISTANBUL 374 
C. ISTANBUL 1680 


Classified By: CONSUL GENERAL DEBORAH K. JONES FOR REASONS 1.4 
(D) 


1. (C) Summary: Citing Article 301 of the Turkish Penal 
Code (TPC) 

Hrant Dink of \"insulting Turkish identity" and issued a 
six-month suspended sentence. This case 

2004 article in DinkYs Agos newspaper 

same Sisli prosecutor who charged author Orhan Pamuk with a 
similar offense (ref a) 

of nationalist lawyers and judges to impede free speech 
despite legal reforms. Many in civil society have vocally 
supported Dink 

relatively new and promising phenomenon. End summary. 


2. (SBU) Dink 

Turkish and Armenian Agos newspaper 

of civil society initiatives. Most recently 

VAlternative Armenian Conference" (ref Ὁ) 

passionately conveyed to the audience the attachment Armenian 
citizens of Turkey feel to Anatolia. In an October 12 

meeting with poloff 

cases opened against him for his work throughout the years; 

this is the first time he has been convicted. 


What Did He Say? 


3. (U) In January and February 2004 

eight-part series in Agos which concluded with a focus on 
Armenian identity. Dink wrote that Armenians seem unable to 
form a healthy identity because it is bound to whether or 
not...Turkish people recognize the genocide...Henceforth the 
time has come to remove oneself from this mistake and get the 
VTurkV distanced from this active role within the Armenian 
identity. V" 


4. (SBU) The language that drew the Istanbul Sisli district 
prosecutor\'s wrath was DinkYs message 
obscure prose 
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with the Turkish \"genocide\" question by identifying with the 
reality of an Armenian nation. Dink told us this language 
urges the Armenian diaspora to replace its obsession with 
Turks 

means to be Armenian. The actual phrase was: V'the clean 
blood that will fill the vacuum of poisonous blood emerging 
through the lack of the VTurkV is present in the noble vein 
that will be established by the Armenian with Armenia. It is 
only necessary to be aware of this existence." 


The Court Takes Action 


5. (SBU) The prosecutor pressed charges under TPC Article 
301 claiming DinkVs article was tantamount to equating 
Turkish blood with poison. Under Article 301 

explicitly insults being a Turk 

the Turkish Parliament faces a prison term from six months to 
three years. During deliberations 

independent panel of experts to study the text. The panel 
concluded that the offending sentence 

the entire series 

identify. Nevertheless 

down a six-month suspended sentence (the prosecutor had asked 
for three years). 


6. (U) Under the terms of his suspended sentence 

not be imprisoned unless he commits the same offense within 
the next five years. Dink said his lawyer has already filed 

an appeal in the case. The Turkish press reported October 13 
that the Union of Turkish Jurists -- which had filed suit to 

have the \"Alternative Armenian\" conference postponed in 
September -- has now filed a suit with the appeals court in 
Ankara arguing that Dink should be issued a harsher sentence. 


Reactions 


7. (C) Dink told us he is overwhelmed by the support he 

has received following the verdict 

trial he maintained a low profile. A variety of well-wishers 

have visited his office 

are circulating through \"list serves\" made up of human rights 
activists and Turkish and Armenian academics working together 
in the United States. Dink told us he even received a call 

from an old man in Sivas who said he would pray for him 

during his five daily trips to the mosque. 


8. (C) Though he had not heard from any government 
Officials 
and Istanbul\'s Bakirkoy District CHP Mayor had both called 
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with messages of support. Dink was also bolstered by EU 
Enlargement Commissioner Rehn\'s mention of his case in a 
media interview this past weekend and by calls from EU member 
embassy representatives. An EU visitor coming to Turkey next 
week sought an appointment 

meeting with Armenian organizations in France who are 
mobilizing a campaign to support him. 


Still Angry About Sabiha? 


9. (C) Dink believes that there may be (unspecified) forces 
beyond the prosecutor at work in this case. V'It all started 
with Sabiha Gokcen last year 

article published in Agos in February 2004 implying that 
Gokcen 

Armenian descent. At the time 

the daily Hurriyet newspaper and generated a series of 
vicious and insulting reactions by a variety of columnists 
and statist and nationalist organizations. (ref c). 


What Next? 


10. (C) Also looming for Dink is the February 2006 
continuation of a court case brought against him in Urfa 
following his presentation at a December 2002 conference on 
multiculturalism. This case accuses him of insulting the 

state 

and suspended sentence will have on its outcome. That Urfa 
case likely will go to appeal 

both could eventually land in the European Court of Human 
Rights. 


11. (C) Comment: Dink is a controversial figure 

Turkey and within the Armenian diaspora 

accused of being too harsh and hardline. Ironically 
message leading to his conviction was 

not to insult Turks 

move on from their obsession with alleged \"genocide\" to 
finding their place in history. 


12. (C) Comment 

DinkVs conviction has been the spirited public defense of 
this controversial iconoclast that followed. A number of 
journalists and professors have averred that few would have 
rallied to DinkVs defense five years ago 

or on principle. While such support does not yet extend to 
for example 

months in prison for greeting colleagues in Kurdish at the 
opening of a meeting 
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speech and the democratic process itself are beginning to 
change for the better. End comment. 

JONES 
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from within the Al-Najar family that sought to blackmail the 
PA.V Efrangi emphasized that this group -- which press 
reports have referred to as the \"Black Panther" group -- is 
unrelated to the Al-Aqsa Martyrs Brigades 

organized group affiliated loosely with the Fatah movement. 
Another Gaza contact who follows security issues closely 
indicated that this is the first time in his recollection of 

any group operating under that name. 


3. (C) Press and UN reports highlighted the role that 
Palestinian police and security officials 

Kayed and Police Chief Ala Husni 

securing the quick release of the two Knight Ridder 

journalists 

the Al Mawasi area 

bloc west of Khan Yunis. The UN reported that members of the 
Salah Ed-Din brigades (military wing of the \"Popular 
Resistance Committees\") negotiated with the kidnappers for 
several hours in an attempt to secure their release. 


4. (C) Embassy Fatah contacts confirmed that President Abbas 
himself had intervened to secure their release by 2100 that 
night. (Note: The CG and General Ward personally weighed in 
with Abbas\' chief of staff and the Minister of Interior; see 
septel. End note.) Efrangi acknowledged 

number of other groups outside the PA also weighed in to 
secure the release 

forces lack the necessary means to confront the 

militarization of Gazan society or the threat posed by 

organized militias such as Hamas. Efrangi said he is 

confident that Fatah will be able to exert greater discipline 

over some organized militias. Absent jobs 

opening of Rafah crossing 

about the PA\'s prospects for instituting the rule of law in 

the Gaza Strip. 


kkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkk kkkkkkkkkkkkkkkkkkkk 


Visit Embassy Tel Aviv\'s Classified Website: 
http://www.state.sgov.gov/p/nea/telaviv 


You can also access this site through the State DepartmentVs 
Classified SIPRNET website. 
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from Sexual Exploitation in Tourism 

task forceVs stated aim is V'to prevent 

eradicate the sexual exploitation of children in tourism. V 

The WTO also has issued various statements on the prevention 
of organized sex tourism 

International Air Transport Association (IATA) condemning 
sexual exploitation of children in travel and tourism. 


3. (U) Poloff contacted the WTOVs Task Force to Protect 
Children from Sexual Exploitation in Tourism coordinator 
Marina Diotallevi (also head of WTO\'s Ethical 

Cultural Affairs) to discuss the WTO program to combat sexual 
exploitation of children. Diotallevi explained that the WTO 
cooperates with various international NGOs working to combat 
pedophilia 

Pornography and Trafficking) 

closely. (Embassy has a list of NGOs cooperating with the WTO 
on this issue.) 


4. (U) Emboff also reviewed the list of approximately 308 
\"Affiliate Members 

organizations (corporations 

government agencies 

no reason to suspect that any of the organizations were 
related with approval or promotion of the legalization of 
pedophilia. Post has a copy of this list. 


5. (U) Emboff also contacted ECPAT to talk about their 
cooperation with the WTO 

coordinator of the Code Secretariat (which is dedicated to 

Vthe protection of children from sexual exploitation in 

travel and tourism\"). Telpelus verified a good working 
relationship between the WTO and ECPAT on projects to combat 
sexual exploitation of children in tourism. 


6. (U) Total staff time dedicated to this project was 
approximately one working day. 


7. (U) Embassy will pouch related lists and information to 
IO/SHA per reftel. 


8. (U) Embassy contact for this issue is Polical Officer Rob 
Allison 
AGUIRRE 
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very loose network." Interior Minister Remkes separately 
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told reporters that \"the threat has not disappeared but the 
immediate threat has been removed 

earlier arrests 


5. (C) According to NC TbVs Riks 

injuries were sustained in the raids 

intervention team. This was the first major use of the 
combined military and police team 

counter-terrorism actions. The team was recently empowered 
with arrest authority. 


6. (C) The GONL has no plans to raise either the national 
threat level in the Netherlands 

\"substantial 

critical infrastructure sectors included in the Netherlands\' 
new counter-terrorism alert system. 


7. (C) The GONL told us there are no known direct threats 
towards U.S. interests at this time. The Embassy and 
Consulate are already in a heightened state of alert and will 
maintain their current security posture. All Mission 
personnel have been reminded to remain vigilant and report 
any suspicious activities to the local authorities and the 
RSO. Post is prepared to initiate appropriate steps should 
the local threat environment change. 


BLAKEMAN 
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arrears to the Turkish suppliers 

manageable $25 million debt. Finance Minister Allawi 
acknowledged at a National Energy Council (NEC) meeting the 
same day 

owed to Turkish firms. Turkish MFA reported current arrears 
of $900 million on October 14 (Ref A). 


3. (C) Compounding the confusion 

had terminated some existing six-month contracts midway 
through their validity 

suppliers were not meeting their minimum supply obligations: 
only 35% of the scheduled deliveries had been completed. New 
contracts have been awarded to a number of smaller firms 
bringing the total number of contracts down from 19 to 11 
according to SOMO. MoO officials alleged that the Turkish 
government is preventing these new 

exporting unless the firms make illicit payments to Turkish 
officials. Since October 1 
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sporadically interrupted 

(kerosene 

is unclear whether this phenomenon is due to the contracts 
arrears issue or both. 


4. (SBU) Embassy will approach relevant Iraqi authorities 
ASAP to urge them to establish a better tracking system for 
fuel arrears and to make timely payments for deliveries. 


Khalilzad 
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Vargas 

third car 

completely destroyed. According to press reports 
Colombians were injured in the blast. Embassy contacts 
confirm that two of the injured were CNP escorts assigned to 
protect Vargas. This is the second attempt on Vargas\'s life. 
In December 2002 

after opening a letter bomb. 


3. (C) Preliminary investigations indicate that the 

explosion was caused by a command-detonated 

explosive device placed in a parked car along Vargas\'s 
expected route. Police said that the bomb was cone-shaped 
and contained 50 kilograms of anfo 

nitrate and fuel oil. The device likely was detonated by a 
person who observed VargasVs motorcade drive north on a 
one-way street away from CaracolVs offices. The car used has 
been identified by the Administrative Security Department 
(DAS) as a red Chevrolet Corsa that was parked on the left 
side of Carrera 9 a few minutes before the truck exploded. 
DAS said that the car was sold to unidentified buyers on 
September 11. 


4. (SBU) Members of the Embassy Regional Security Office 
were on the scene within an hour of the explosion. (Note: 

Many Embassy employees live 5-10 blocks north of the site of 
the attack and heard the explosion. End Note.) The CNP 
granted RSO access to the site and permitted examination of 
the remains of the car that contained the bomb. RSO staff 

said buildings within a two-block radius of the explosion 
suffered damage to windows 

Lugano 

were housed. RSO accounted for all TDY personnel within the 
hour; none were injured. RSO noted that five of the nine TDY 
rooms had window damage and that none of the hotel windows 
were covered with mylar. RSO and Secret Service personnel at 
the Embassy noted that Vargas\'s car was armored but the other 
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two cars in the motorcade were not. Embassy convened a 
meeting of the Emergency Action Committee on October 11 (see 
Ref). 


5. (C) On the evening of October 12 

with tubes was launched at the grounds of Casa Narino 
Presidential Palace 

neighborhood. It did not detonate and was later made safe. 
The back pressure caused by the launch caused the system set 
to sequentially launch nine additional mortar rounds to fail. 
These munitions were labeled \"FARC\" and were similar to 
weapons known to be used by the FARC. An unidentified man 
and woman rented the house approximately four months ago 
indicating that the failed attack was the product of some 
planning and preparation. 


6. (C) The CNP suspects that both are attacks are related 

and the work of the FARC. The CNP stated that the type of 
bomb used against Vargas was consistent with the bombs used 
by the FARC in past attacks 

bombings. The CNP also said that the failed attack on the 
Presidential Palace was similar to the FARCVs 2002 
Inauguration Day attack against President Uribe. 


7. (C) In an interview with El Tiempo printed on October 12 
Vargas implied that \"other illegal groups\" not related to the 
FARC were responsible for his attempted assassination. He 
refused to provide details 

informant told him that the V'mafia and some politicians" were 
planning an attack on his life about two weeks ago. 
According to Vargas 

did not tell him the results of their investigations. Vargas 

is a strong Uribe supporter and is considered to be a 
presidential candidate who will follow UribeYs democratic 
security agenda if Uribe is not permitted to run for 
reelection. Vargas told the media that he does not think 

this is why he was attacked. He did predict 

this is the beginning of election season violence. He warned 
Colombians to \"prepare for the worst. V 
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8. (C) At this point 

one is certain. In each case the type of equipment has led 
the Colombian police to focus their investigation on the 
FARC. The attack against Casa Narino fits the FARC modus 
operandi better. We caution readers not to move to 
conclusions about either attack before additional evidence is 
in. End Comment. 

WOOD 
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ran an op-ed by Sergio Ramirez entitled 'Obscure Waters. V' 
\"In his splendor days 

United States should be compared to Rome. He responded that 
it should be comparable to Carthage 

difficult to reach 

the other side of the Mediterranean Sea. The sense of the 
distance is certainly what has created a mental defense 

shield for the United States 

by the vastness of two seas. V 


\"The wars that the U.S. have always fought are distant wars. 
Korea 

citizen other peoples territories and countries which they 
don\'t know anything about. They (North Americans) end up 
hating the wars fought far away when they feel overwhelmed 
by the number of corpses of soldiers who return in lead 
coffins 


\"The average U.S. citizen has been removed from catastrophe 
or from the simple threat of catastrophe 

climax of the cold war when the nuclear warheads aimed at 
their territory 

concern that something could end badly. But that threat 

ended up dissipating and with it the idea that the national 
security was necessary until the terrorist attacks of 

September 1 1 

of the internal vulnerability of a great nation protected 
efficiently by afar 


\"Badly defended from the brutality of terrorism 

after the destruction of New Orleans 

the brutality of nature. The catastrophe continued to be far 
from reality of the United States when hurricane Katrina 
swept the gulf coast of Mexico 

didn\'t understand the situation was their very own president 
Bush and his immense bureaucratic apparatus 

remodeled to face internal threats. V" 


\"The reverend Jesse Jackson said on television that Afro- 
Americans who lost their houses and their income in New 
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Orleans should not be evacuated towards states such as Utah 
or Oregon 

were going to feel maladjusted in places different from 

their own culture." 


\"This is another kind of distance. The United States is well- 
viewed from outside 

on the inside 

prove the abysses of difference between them. The unhappy 
abandoned people from New Orleans are the best proof 
proof that will multiply itself in the measure the obscure 
waters of tragedy continue to lower down. V 


2. V Tiempo" published an op-ed by Juan Zarandona 
entitled New Orleans-Amsterdam.\" \"The gravest issue during 
Hurricane Katrina was not that aid came little by little 
late as is asserted by mass communication. Truly the gravest 
issue was the rupture of the dikes. How is it possible that 
a grand city like New Orleans 
was protected by such weak defenses? How is it possible that 
half a million inhabitants were allowed the luxury of 
living 
Mississippi? V 


\"Holland 

level 

coast of England and bordered by the North sea on the west. 
Two hundred kilometers of dikes protect HollandVs territory 
from the sea. In many places 

80 and 100 meters wide 

meters tall. In addition to this 

the north and south. The maintenance of this stronghold is 
a national priority 

citizens. V 


VPrior to the disaster 

Orleans to be secure from the river and the estuary. 
Although the Mississippi is not the North sea 

merely a brook. In school we all learned that it was one of 
the most plentiful rivers in the world. V 


VIn a city as thriving as New Orleans 

enough money for the maintenance and improvement of its 
dikes? This is the question Europeans are asking 

in Holland. Nevertheless 

this problem." 


V'This is why many of its inhabitants in their exodus from 
the city 
the birthplace of Jazz.New Orleans was no Amsterdam." 
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\"The inhabitants of Sacramento 

aware of what might happen to them 

dikes of the Sacramento River resemble those of New Orleans 
far more than the Dutch dikes. We expect that the ugly 

Arnold Schwarzenegger 

homosexuals and goes about putting sacks of sand where they 
belong. V 


Williard 
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final report is likely to be released in 10 days and the 
possibility of suicide seems most probable (although 
homicide has not yet been absolutely ruled out). 


3. (U) Printes initial analysis indicated that the mayor 

was tortured before being shot dead. But the final report 
released at the time did not confirm Printes\' findings. In 
early 2005 

pressured by politicians to say that Daniel\'s murder was 
the result of common crime -- kidnapping followed by murder 
-- and repudiate his torture accusations. PrintesV death 
just days before a confrontation in the Bingos CPI between 
Gilberto Carvalho -- President LulaVs chief of staff 

is accused by the Daniel family of involvement in an 
alleged Sao Andre municipal corruption scandal that the 
mayor was about to expose -- and DanielVs brothers 
Francisco and Bruno 

some congressmen. \"This is the seventh death related to 
the Celso Daniel case. Printes\' death gives more 
credibility to the thesis of a political crime V 

Jose Agripino 

(NOTE: The CPI on Bingo activities is also investigating 
corruption in PT-dominated municipalities 

analysts contend set the stage and established the model 
for the national-level corruption scheme led by elements of 
the PT and exposed in recent months 


4. (U) The six deaths previously related to the Daniel 
case were those of: Dionisio Aquino Severo 

kidnapers 

Sergio \"Orelha\" 

dead in November 2002; police investigator Otavio Mercier 
killed in July 2003; Antonio Palacio Oliveira 

who served Daniel the night he was killed 

men and killed after having crashed his motorcycle into a 
pillar in February 2003; Paulo Henrique Brito 

witnessed the death of the waiter 

and coroner official Iran Moraes Redua 

recognized Daniel\'s body 
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CONGRESSMEN TRY TO DELAY EXPULSION 


5. (U) On October 13 

may face an impeachment process in the Chamber requested 
that the Supreme Federal Court (STF) delay the opening of 
investigations against them in the Lower House\'s Ethics 
Committee 

Joao Paulo Cunha 

Rocha 

from \"bagman\" Marcos Valerio 

presidency did not assess their cases separately 
requested by the STF 

them to the Ethics Committee. If this appeal is not 
successful 

Monday 

could lead to the loss of their political rights. 

Meanwhile 

congressmen - Jose Janene 

Vadao Gomes 

watching the fate of the \"petistas\'\" appeal before deciding 
their own course of action. 


RESULTS FROM PT INTERNAL ELECTIONS 


6. (U) Almost all the results have been counted from the 
second round of last Sunday\'s internal PT elections. And 
the outcome is that Ricardo Berzoini of the incumbent Campo 
Majoritario faction has bested Raul Pont (standard-bearer 
of more leftist elements) by a narrow margin and will 
become president of that party on October 19. BerzoiniVs 
victory is a positive development for President Lula -- who 
did not want to see critics of his faction and government 
assume the leadership of the PT. But 

voting percentages in the first round 

have to preside over a national leadership council within 
which the \"Campo Majoritario\" (the centrist faction 
associated with Lula\'s government but discredited by the 
past five months of scandals) no longer enjoys its majority 
standing of the past. 


DANILOVICH 
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flag as the party\'s symbol on the ballot to elect the members 
of the National Congress. Liberal Party members had objected 
to the plan and argued that the parties\' symbols would become 
personalized. Some Honduran electoral law experts argue that 
this action is not only against the law 
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using the party flag on the ballot 

spirit of the reform which entails voting directly for the 
individual. They argue that including the photograph of the 
presidential candidate on the congressional ballot could 
mislead the voters. 


Controversy Over Romero\'s Replacement on Ballot 


2. The TSE approved the inscription of Mario Pineda in the 
position of second city councilman in the National Party 
ballot for the Tegucigalpa municipality. The position was 
vacated by Ramon Romero 

resigned from the position due to his pending legal case 
regarding the Immigration scandal. Mario Pineda 

director of the Honduran Fund for Social Investment (FHIS) 
was chosen by Ricardo Alvarez 

mayor 

Aristides Mejia 

is the responsibility of the parties to designate the 
substitutes for city councilmen. 


3. Anunciacion Juarez 

municipal primaries (only the top 10 councilmen can move on 
to the general elections in the city of Tegucigalpa) says 

that in the event a councilman resigns 

the replacement. Juarez also alleges that Pineda was 
appointed by the National Party while he was still working 

for the GOH. (Note: The Electoral Law says that candidates 
running for office must leave their government positions six 
months before the general elections. End Note.) Juarez says 
that if the Central Committee of the National Party does not 
resolve this situation to his satisfaction he will bring 

charges before the Supreme Court. 


800 ID Cards Found Discarded in Tegucigalpa 


4. The Attorney GeneralVs office confiscated some 800 
national ID cards found in a Tegucigalpa neighborhood. The 
ID cards were scattered all over the area and it is possible 
that they were stolen from the National Registry of Persons 
(RNP). A police team from the General Direction of Criminal 
Investigation (DGIC) inspected the site and the documents. 
The ID cards belonged to people from departments all over 
Honduras. Mario Aguilar Gonzales 

that he assumes that the ID cards were stolen from the 
vehicles which run errands for the RNP. It is also 
speculated that political activists took the cards to destroy 
them. This has allegedly been a common practice among 
political activists. Corruption Prosecutor Ana Sagastume has 
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announced that the Attorney GeneralVs office will be asking 
Gonzales to testify in this case. This case may be 
considered as negligence and/or violation of government 
employee responsibilities. 


Liberals: We Can Detect Electoral Fraud 


5. The Liberal Party says that it has technical and human 
resources to detect any manipulation of the voting list to 
prevent fraud in the next elections of November 2005. Hugo 
Noe Pino 

comments after discussion of a possible manipulation in the 
voting list by the RNP and the TSE. 


Williard 
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that the police have so thoroughly investigated its own 
abuses.\" 


3. (C) Comment: The relatively swift investigation and 
subsequent arrests in the soccer match events provide a solid 
example of Andresol\'s commitment to reform of the HNP. He 
has a long road ahead and will continue to face obstacles 
within the HNP to his efforts and he merits our full support. 
We will continue to encourage investigations of this type 

into other instances of alleged HNP involvement in human 
rights abuses. 

CARNEY 
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participants at the end of the two days 

of nationally televised sessions. V'This is not a new type of 
academic encounter; it is an 

effort to elaborate a plan 


This was the same approach that the President had used on tax 
reform 

and anti-corruption: he put himself before a room full of 
eloquent and informed individuals 

with interests to defend and asked them to recognize the 
national interest in addition 

to their own. He asked them to help the country undertake a 
\"titanic transformation. V" 
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Opening speaker Technical Secretary Temistocles Monts called 
for V'a consensus 

conflict 

Montcloa Pact 28 years ago 

accord to pursue the national interest with policies that are 
anti-inflationary 

of spending 

of tax structures. 


Organization of the event was hasty and slipshod 
considering that the announced 

objective was inclusiveness and consensus. Fernndez gave 
his staff two weeks to put it 

together. Invitations were dated October 4 but arrived to 
surprise most participants 

including this Embassy 

sessions opening the next morning. 

The opposition PRD said its leaders had already made plans; 
only President of the House 

of Representatives Alfredo Pacheco appeared 

Saturday morning session. 

Fernndez\'s Commissioner of Insurance 

Euclides Gutierrez 

no secret of the fact that senior government officials were 
obliged to be there. 


The audience of several hundred represented most of the 
country\'s political and economic 

elites from government 

parties 

diplomatic corps and international financial institutions. 


The themes that emerged were not new. Off-the-shelf 
presentations 

sessions outlined macroeconomic and financial problems 
Dominican RepublicVs lack 

of international competitiveness (102 out of 117 ranked by 
the World Economic Forum) 

the overhang of Central Bank debt 

sector with its annual 

bill of US$500 million for subsidies 

impending with the implementation 

of the CAFTA-DR free trade agreement (\"just 50 days from 
now") 

abysmal state of infrastructure 

services. 


Hugo Rivera Santana of the Industry and Commerce Ministry 
assured the participants 

that the government was already at work on measures required 
for the entry into 
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force of the free trade agreement (CAFTA-DR) and told them of 
the possibility that 

the country might eventually qualify for U.S. assistance 

through the Millennium 

Challenge Corporation. 


Fernndez presented some bills and outlined his intentions 
with his hour-long closing 

talk on Sunday. He picked up the metaphor from his 2004 
inaugural speech: the 

Dominican Republic is no longer a critically ill patient in 
intensive care but 

rather one in the recovery room; now the country must 
understand the origins of 

its tragic illness. V'This crisis was the result of 
mismanagement of fiscal 

and exchange policies that raised the public debt to the 
equivalent of more than 

55 percent of GDP. In the previous administration the 
national debt almost quadrupled. 

There lies the origin of the nations ills. V" 


Acknowledging the minority status of his party 

thanked congressional 

representatives for helping formulate the 2004 tax package 
praised the approach 

of dialogue and asked for support in carrying out fiscal 
reform. This one would 

be a transformation of the tax system 

responsibilities from Customs 

to Internal Revenue. \"I reject the misguided assertion that 
the tax reform is 

for 9 billion pesos too much.\" 


The exchange rate will be determined by the market. 
Fernandez acknowledged the 

difficulties faced by free zone manufacturers and the tourism 
sector due to the 

prevailing rate. 


The free trade agreement offers great opportunities and might 
lead to a 

hemisphere-wide agreement. The country needs to think in 
addition of an agreement 

with the European Union and to strengthen its links with 
Spain. 
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Solving the problems of electricity supply once and for all 
was crucial for 

improving competitiveness. The approach of partial 
privatization adopted in 

his 1996-2000 administration was valid and had succeeded 
elsewhere in Latin 

America. \"Privatization was not invented by the Dominicans.\" 
Facing a probable 

deficit in generation capacity in 2007 

been calling for a 

public request for tenders for new investment in generation. V 
A Spanish firm 

will be setting up a wind farm in the southwestern area of 
Bani and the Mexican 

has invited Dominican officials for next week to discuss a 
possible petroleum 

agreement that could include Central American countries. The 
government has 

begun international contacts to look at the possibilities of 
developing ethanol 

as an alternative fuel. Fernandez said that Santo Domingo 
needs mass public 

transport using new energy sources 


Many electricity generation contracts were not negotiated 
openly or transparently. 

VWe should not have to pay for electricity that is not 
delivered. This must be 

reconsidered 

must be available to 

users at reasonable rates 

the terms of some of 

these contracts. So that 

my definite intention 

to call a meeting to set up the renegotiation of energy 
contracts." (Strong applause.) 

He called on energy distribution companies to install meters 
and improve supervision 

over collections -- which should not be difficult 

the World Bank 

representative said 

have the means to do so. V" 

He pledged that the government would demonstrate the 
political will to carry this 

out. (Renewed applause.) 


The country cannot achieve its Millennium Development Goals 
without help 

\"This will cost US$ 29 billion 

million of our entire 

Gross Domestic Product." He asked for the active and dynamic 
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participation of 

international organizations and suggested that rich countries 
follow the suggestion 

expected from Spain at this weekVs Ірего-Атегісап summit: 
canceling debt in 

exchange for investment in education. V'Such a measure is not 
charity or 

philanthropy 

to assure that 

poverty does not reach their shores.\" 


Among the principal challenges are education 
improvement of 

phyto-sanitary standards 

keeping with human dignity. 

Justice must be totally depoliticized and there must be real 
transparency in 

the handling of public funds. 


The two-day seminar had been a success 

announced that he would 

be appointing commissions to meet monthly to continue the 
work; participants would 

be called together anew at the end of 2005. 

2. (U) Drafted by Michael Meigs 

3. (U) This piece and others in our series can be consulted 

at our SIPRNET web site 
http://www.state.sgov.gov/p/wha/santodomingo< /a» along with 
extensive other material. 


MINIMIZED CONSIDERED 
HERTELL 


42730 

U.S. 

political winds with regards to their posture towards us on 
each and every issue. They dithered on missile defense 
cooperation for a year and then allowed the left to define 
the debate before they gave in to domestic pressure. They 
quickly embraced shrill rhetoric on disputes such as BSE 
Devil 

lumber 

powerful southern neighbor. While no Canadian leader can 
the current environment 

should make the point that we believe the level of rhetoric 
and the elevation of some issues that could have remained at 
the bureaucratic level 

not helpful. Our message to Canadian officials and opinion 
leaders should be that we hope we can work together to 
accentuate the positive in the relationship and not let the 
small number of negatives define our association for our 


Column 3 
citizens. 


ECONOMIC TRENDS IN CANADA 


10. (C/NF) In addition to the politics of minority 

government 

bilateral relationship. As an energy exporter with immense 
nontraditional reserves in the Alberta oil sands 

enjoys a healthy and rising trade surplus with the United 
States 

picture is also enviable 

debt less than 40% of GDP. Rising energy prices 

have created winners and losers among Canadian provinces and 
economic sectors 

exporter) and other major industries such as forestry. 

Rising home heating prices are likely to become a hot 
political issue as we head into winter. The biggest driver 

of Canadian economic growth 

Canadian policymakers are therefore worried about any signs 
of economic downturn in the U.S. as well as the issue of 
global imbalances and increased competition with China in the 
U.S. market. Aside from the $7 billion softwood dispute 

trade relationship is close and productive; our major trade 
concern is Canada 

property rules that are still weaker than in most developed 
countries. 


ENVIRONMENTAL AGENDA 


11. (C/NF) Two environmental issues which Canadians continue 
to bring up are drilling in the Arctic National Wildlife 

Refuge (ANWR) and climate change. PM Martin recently 
complained that exploiting the oil and gas resources in ANWR 
is not worth the risk of permanent environmental damage 
failing to acknowledge that the total development footprint 

in the 19 million acre refuge would be less than 2000 acres. 
PM Martin brought this up with the President during his phone 
call on October 14. 

12. (C/NF) | would also recommend if you have an opportunity 
to raise our record and our cooperation with Canada on 
climate change 

successful 11th Conference of Parties (COP-11) in Montreal 
later this year. Canadians are beginning to recognize that 

the President 

and research in collaboration with other countries -- is 
producing results. They would benefit in hearing this 

directly from you. 


19. (SBU) | again reiterate our 
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enthusiasm for your visit. You will find the Canadians 
engaging and friendly and the Embassy team first-rate. We 
see this visit as a tremendous opportunity to advance the 
bilateral relationship and find new opportunities to advance 
our agenda of transformation throughout the world. 


Visit Canada\'s Classified Web Site at 
http://www.state.sgov.gov/p/wha/ottawa 


WILKINS 
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dealing with the crime problem. Separately 

between the leadership in the police and Attorney GeneralVs 
office is a major impediment in effecting successful 
prosecutions and convictions 

in money laundering and other serious crimes. The GOES is 
aware that violent crime is a major issue of concern for most 
Salvadorans 

administration is unlikely to carry out any major leadership 
changes which could be used by the political opposition in 
the campaign. End Summary. 


2. (C) On October 14 

Policia Nacional Civil - PNC) issued its monthly homicide 
report 

national homicide rate was only 45 homicides less than all of 
2004. The report also reflects that September was the second 
most violent month this year 

added to rest of year figures (through October 1) 

number of homicides nationwide at 2 

in criminality and 

few months 

(Gobernacion) Minister Rene Figueroa to V'do something" to 
decrease violent crime rates and give the general population 
a greater sense of security. As such 

September President Saca ordered a modest reshuffle in the 
police hierarchy 

investigation 

criminals 

notable changes were the appointment of Deputy Police 
Commissioner Jose Luis Tobar Prieto 

work in 2000-03 to reduce kidnappings 

Investigations. At the same time 

Figueroa announced the creation of a special anti-homicide 
strategy and of a consultative interagency council to review 
options to reduce violent crime. For its part 

General\'s Office (Fiscalia) also announced creation of a 
homicide investigation unit 

general dedicated solely to this issue. 
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3. (C) Despite GOES plans in recent years to reduce violent 
crime 

strategies aimed at the \"maras 

changes in the Police and Fiscalia to address the homicide 
problem 

that the national homicide and overall crime rates continue 
to spiral out of control. Many of these key players 

however 

deportation of criminal \"maras\" from the U.S. for the spike 
in homicides. For instance 

Polcouns 

(strictly protect) rejected claims by the National Police 

that up to 90 percent of violent crimes in El Salvador are 
committed by \"mara\" members. In fact 

more than 30 percent of such crimes are committed by V'maras 
but the Police and some high level government officials make 
that claim to deflect criticism of the GOES performance in 
providing security to the general population. Bonilla added 
that the majority of homicides are committed by and among 
traditional criminal organizations and are generally related 
to drug trafficking. Bonilla was critical of the police 

was equally critical of the Fiscalia 

suffered from internal disorganization 

being directed by an Attorney General who had shown few 
results in his six years on the job. Asked if he had shared 
these views with Saca 

(Note: As head of the National Security Council 

directly dependent on the Executive Branch 

directly to President Saca. Bonilla has been a trusted and 
valuable Embassy contact of the past few years. As a 
personal friend and confidant of President Saca 

open access to the President 

Saca confidants 


4. (C) Separately 

Polcouns 

protect) vented openly about National Police Commissioner 
Ricardo Menesses 

and has enriched himself through his position as head of the 
police. Artiga also stated that the police moved certain 
investigations forward 

motivations rather than the merits of the case 

to one recent money laundering investigation in which 
claimed 

Artiga prescribed changes in the police hierarchy and opined 
that Menesses 

to Artigas remarks 

Director Godofredo Miranda (strictly protect) went on at 
length with Polcouns about the lack of cooperation on 
counternarcotics and money laundering investigations by 
Artiga and the Fiscalia. Miranda said that his unit worked 
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diligently to prepare cases 

Fiscalia either slowed movement on those cases or outright 
refused to prosecute. Miranda attributed the government's 
less-than-stellar record on money laundering prosecutions and 
convictions on Artiga and his lack of commitment and 
leadership 

corrupt judges also shared part of the blame. 


5. (C) Artiga and Bonilla have also raised resource 
problems 

as additional impediments to effectively combating crime. In 
particular 

evidence code and the fact that first instance judges have 
too much leeway in deciding whether to accept or throw out 
evidence which 

consider perfectly admissible. Likewise 

have also argued that law enforcement is overwhelmed with 
cases 

understaffed and largely untrained 

money laundering investigations 

degree of sophistication. Bonilla further cites distrust and 
lack of coordination between the Fiscalia and Police as 
another determining factor. 


6. (С) Comment: President Saca and Minister Figueroa (who 
aspires to the presidency in the near future) are clearly 
concerned about the spiraling violent crime rate and its 
political implications. It does not escape Saca and Arena 
that 

issues follows job creation and the economy as the next most 
important issue for respondents. With key national elections 
coming up March 2006 

come up with a workable response to this spiraling crime 

rate 

elections so close at hand 

to effect any major personnel changes for fear of creating a 
controversy that the FMLN and other opposition parties could 
use in the campaign. 
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prisoner" recognition 

Given that the evidence against Rodriguez is generally 
considered stronger than that against Calderon 

expect that Calderon will be released on terms similar to 
Rodriguez\'s in the near future. 

FRISBIE 
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If the political process fails 

like Afghanistan in 1999 

countries. For his part 

U.S. commitment to Iraq. We will stay the course." The 
President\'s speech to the National Endowment for Democracy on 
October 6 makes that V'crystal clear.\" The struggle by 
terrorists in Iraq is a struggle against all of us 

He told MbZ that he could be proud of the UAE\'s reaction to 
events since 9/11 

Forces to Afghanistan 

and humanitarian assistance. 


3. (C) Ambassador Jeffrey said the Arab world would suffer 
from negative developments in Iraq. He explained that the 
interagency teamVs mission was to consult with Arab states 
about what more could be done together. V'You 

great deal. WeVve come to ask that you take further steps 
he said. He recalled that Ambassador Khalilzad had visited 
Abu Dhabi October 2 requesting that the UAE reach out to 
Sunni Arabs in Iraq. While the U.S. believes the Iraqi 
constitution will be approved by voters October 15 

very important that the Sunni community be brought into the 
mainstream 

parliamentary elections 

USG goal of having a V'unified 

federal Iraq" derived from both UNSCR 1546 and \"from our 
hearts. V 


Arab States Taking Actions in Support of Iraq 


4. (C) Describing the outcome of meetings during this trip 
Ambassador Jeffrey said that he expected we would see more 
support from the Saudis 

Arab League Secretary General Amr Moussa would travel to 
Baghdad. MbZ asked about a scheduled October 10 conciliation 
meeting in Baghdad and whether Ambassador Jeffrey believed it 
would be successful. Ambassador Jeffrey said he thought it 
would 

back into the political process 

wanted to participate as well. While the possibility existed 

that a majority of Sunnis would vote against the 

constitution 

the religious parties to win their support for modifications 

to the constitution to accommodate Sunni Arab concerns (ref 
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A). There are some very good Sunni Arab leaders 

Jeffrey said 

contact (ref A). V'ItVs good if they can weigh in.\" (Note: 
MbZVs brother 

Zayed 

(Endowment) leader Adnan al-Duleimi and Duleimi\'s successor 
Ahmed Abd al-Ghaffour al-Samarrai 

engage positively on the constitution. Sheikh Hamdan also 
invited and met with lraq\'s parliament speaker 

al-Hassani 


Stay the Course 


5. (C) MbZ dismissed reporting in the Arabic media that 
advocated a U.S. troop withdrawal. He was adamant that U.S. 
forces should not pull out until the job is done. V'Anybody 
telling you to leave now 

than his knees 

jeopardize Iraq\'s oil production 

of people who advocated a U.S. force withdrawal 

that he was \"not proud" of what \"our people (Arabs) have 
done\" in 9/11 and in Iraq. (Note: At one point in the 
conversation 

of his brothers had felt when they saw a list of fallen 
American soldiers in a U.S. military publication. End note.) 
Ambassador Jeffrey said these would be welcome words to 
President Bush and the Secretary. 


6. (C) Accustomed to speaking frankly to USG interlocutors 
MbZ said that Saudi Foreign Minister Prince Saud al-Faisal 

was wrong to have characterized the political situation in 

Iraq in such stark terms last month. MbZ also reiterated 

what he told a visiting Business Executives for National 

Security delegation September 20 

General Amr Moussa was being unhelpful on Iraq (ref D). He 
said Amr Moussa was not allowing Arab initiatives on Iraq to 

go forward. Had Amr Moussa been involved from the beginning 
the U.S. mission in Iraq would have been easier 

MbZ said he doubted Amr Moussa would travel to Baghdad as a 
mediator 

instead. He said lraq 

thinking that they will not be affected by it. V'It might 

happen to us anytime 


A Constitution for All Iragis 


7. (C) MbZ asked whether information about the constitution 
was reaching Iraqis in small towns and rural areas. 
Ambasssador Ross said that V'extensive use\" of television 
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within Iraq was allowing the message to get out. MbZ said he 
was encouraged after his brother 

changes had been taking place within the past four to five 
days. 


8. (C) Ambassador Jeffrey acknowledged that even if 99 
percent of Iragis supported the constitution 

would fight on. He explained that much of the fighting was 
being carried out in the Sunni triangle by indigenous Iraqis 
who believe history has turned against them 

they have to protect the country against Iranians. The U.S. 
and the ITG have not yet succeeded in bringing these Iraqis 
into the political process for two reasons 

first was the \"Zarqawi element.\" In Fallujah in April 2004 

the U.S. offered to accommodate long-standing Sunni demands 
by bringing back old army elements and keeping Zarqawi out. 
When that did not happen 

second reason was that the Arab community in the region had 
not sent a strong enough signal that it accepted Iraq. 
Ambassador Jeffrey added that President Bush believes 
democracy is absolutely essential 

is necessary for Iraq. He noted that the only way to 

maintain the unity of Iraq was to ensure pluralism at various 
levels 


Gravest Threats to Iraq 


9. (C) MbZ then asked what Ambassador Jeffrey saw as the 
three major dangers in Iraq from now until 2010. Ambassador 
Jeffrey listed the terrorist threat from Zarqawi 

if Zarqawi holds on 

U.S. and International community would not accept. (Note: 
Ambassador Jeffrey cited President Bush\'s Oct. 6 speech to 
the NED. End note.) Second 

and Syria. Deliberately or not 

the insurgency 

Ambassador Jeffrey said. Finally 

partition if its Kurdish 

unable to reconcile their differences. Brigadier General 
Kimmitt added the dangerous consequences of a breakdown of 
the political process. 


Talking to Syria 


10. (C) On the issue of Syria\'s role in aiding the Iraqi 
insurgency 

diplomatic efforts to explain the situation to President 
Bashar 

the Iraqi border from Syria. The U.S. had warned Syria that 
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the lack of stability in Iraq would have a negative effect on 
Syria. MbZ said the Syrians did not believe the U.S. message 
because the U.S. \"did not make them believe it.\" He said the 
U.S. may not have used the right approach to communicate with 
Bashar. \"If you know the culture 

he said. \"You have to talk to him the way he understands it. 
He will grasp it.\" Ambassador Jeffrey said the U.S. is 
working on the issue of SyriaWs aiding the insurgency in 

Iraq 

solution. 


Iranian Role in Iraq 


11. (C) Iran also poses a danger to Iraq 

said. MbZ said the Emirati leadership is concerned about 
Iranian influence in Iraq's domestic affairs. His 

intelligence sources say that a majority of Iraq's government 
was formerly with the Iranian intelligence. V'They are in the 
leadership of the Iraqi government 

Minister Jaafari as an example. The UAE has no problem 
supporting the ShiVa in Iraq 

to see Iraq stable. But we need an Iraqi nationalist 

whether Muslim or non-Muslim.\" MbZ said he is worried when 
he gets reports that Iranian agents V'enter the back door\" of 
the office or residence of an Iraqi political figure right 

after the American Ambassador pays a call. Ambassador 
Jeffrey acknowledged that there is an element of Iraqi ShiVa 
that is very close to Iran. \"That is worrisome to us 

said. But Ambassador Jeffrey said he had no reason to 
believe the Jaafari was anything but an Iraqi patriot. 


Promoting Democracy in Iraq 


12. (C) Ambassador Jeffrey emphasized that the U.S. is 
\"predisposed to democracy!" in Iraq 

process is what led to a Shi 

the Sunni voters had voted 

different composition 

underlying reason for going to Iraq 

forward for Iraq 

Secretary\'s recent speech at Princeton University in which 


SIPDIS 

she discussed the role of democracy in combating terrorism. 
MbZ responded candidly that he did not favor the U.S. 
approach 

the one in California and plug it into Baghdad." Alluding to 
his support for former Iraqi Prime Minister lyad Allawi 

said 
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make sure the next guy is the right guy." MbZ said the UAE 
leadership was \"trying really hard\" to talk to the Sunni 
Arabs in Iraq \"to convince them to do something good for 
Iraq.\" 


13. (C) Ambassador Jeffrey said the U.S. objective was to try 
to establish a political system that holds together 

have a system that is held together \"by the force of one man\" 
as was the case under Saddam Hussein. Iraqis need some 
Vbreathing room\" to participate in the political process 

said. The U.S. is campaigning to provide a level playing 

field for all of Iraqvs political interests. In that vein 

the U.S. has undertaken a major effort to secure major urban 
centers where Sunni Arabs live 

which the U.S. has influence to encourage them to coordinate 
with one another rather than split up. Ambassador Jeffrey 
said the U.S. was working with all moderate 

forces and emphasized that the U.S. would not pick a winner. 
But 

that more accurately reflects the proportion of each 
population in Iraq. 


14. (C) MbZ nodded in agreement and offered to help. \"We 
need each other. We are in this together 

Ambassador Jeffrey. \"This is what Saddam did to us. We are 
going to deal with it. V 


Threat of Extremism in Region 


15. (C) MbZ tied the discussion about Iraq to his concern 
about Islamic radicalism in the region. He said he was more 
worried about Wahhabism and the collapse of the house of Saud 
than anything else. If the Saudi regime were to fall 

said 

democracy. Instead 

\"somebody like the one we are chasing in the mountains 
reference to Osama bin Laden. V'After that 

holy man from Mecca or Medina telling us 

Muslim.V ... They will have people move against you from 
within. You will see how much of your own men )- nationals 
-) turn against you. MbZ voiced concern about Saudi 
vulnerability should Iraq \"crash.\" One of the reasons the 
UAE maintains close ties with the Saudi royal family is 
because \"anybody who replaces the Al Saud would be a 
&nightmare 

themselves." 


Countering Al Jazeera\'s Influence on Arab Opinion 
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16. (C) Ambassador Jeffrey expressed concern about Al Jazeera 
TV\'s negative influence on Arab public opinion about 

Coalition objectives in Iraq 

do better.8 Senior Adviser for NEA/I 

explained that Al Jazeera\'s staff includes Baath Party 

elements with V'personal 

they handle the news.\" MbZ said that Al Jazeera was V'managed 
by the Muslim Brotherhood 

different Islamic organizations. (Note: MbZ uses Muslim 
Brotherhood generically to mean Islamic fundamentalists. End 
note.) Based on these concerns 

\"take a closer look\" at who 

Al Jazeera underscores the problem he sometimes has with a 
free media. One of the strengths of terrorists 

that they use the media to spread their message. \"You must 
prevent your story on Al Jazeera from being twisted around 

he said. 


17. (C) MbZ recalled a visit to Iraq during the Iran-Iraq War 
when he saw bodies of Iraqi army deserters hanging from 
Baghdad bridges. Suddenly 

harsh rule murder in Iraq was receiving no punishment )- 
implying that Iraqis were accustomed to and needed tough 
discipline. 


18. (C) Ambassador Jeffrey closed by expressing his 
appreciation to the UAEG for persuading other Arab countries 
to take on a bigger burden. He said that Syria 

Zarqawi need to know they will not receive comfort from the 
Arab world. 


19. (U) Earlier in the day 

briefed 15 senior diplomats from NATO and Coalition embassies 
about the interagency team\'s six-nation mission in the 

region. The diplomats asked a variety of questions about the 
team\'s efforts at persuading other Arab countries to rally 

behind Iraq 

coverage about Iraq and efforts to provide a more balanced 
picture of life in Iraq. 


20. (U) Ambassador Jeffrey cleared on this message. 
QUINN 
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needed relief supplies. 


Getting out of the Big City 


4. Most relief personnel considered the situation in 
Muzzaffarabad to be stable and were encouraging relief 
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efforts to shift to smaller communities in AJK. Pakistani 
military officers considered Chokoti 

Patika to be priority areas. Almost a week after the 
disaster 


Comment 


5. Our team believed that the military 

and relief personnel in Muzzafarabad were doing a credible 
job in attempting to deliver assistance in the face of this 
overwhelming disaster. There was a strong recognition and 
desire to do more both in Muzzafarabad and surrounding areas 
limited only by the logistical challenges in transporting 

relief supplies and personnel. While coordination could 
certainly be improved among those providing relief on the 
ground and with central authorities in Islamabad 

that such challenges will diminsh as the military and 

civilian authorities regain firm control and communications 
infrastructure recovers. 

CROCKER 
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Rawi 

said that he personally would go to the polls and vote no and 
that the MUC had not explicitly forbidden voting. Umma Party 
leader Mithal Alusi 

lambasted 

the Ulema Council and National Dialogue Council in an 
interview 

on al-Hurra. He asked why those who had called for a no vote 
had not produced an alternative constitution. They simply 
want 

to block the entire political process 

have no alternative to offer but a return to fascism and 
massacres. Alusi joked that if groups like the MUC were to 
write a constitution of their own its theme would be \"Unity 
Freedom 


5. (C) Color from the provinces: 


-- Al Anbar: Of the 207 polling stations in Al-Anbar 

were 

open as of 0900 hrs. (NOTE: In anticipation that not all 
sites 

would be open 

station in the governorate.) Al-Anbar surge team reported 
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that 

there are no problems at the polling locations. Coordination 
with IP has been excellent. Fallujah Chief of Police told 

the 

team late night Ramadan activities may have kept many in bed 
this morning. He said he expected increased voter 
participation 

as the day progresses. Imams encouraged participation at 
Friday 

prayers but most did not specifically call for a \"No\" vote. 


-- Ninewa: 236 of 520 polling stations are open. Mayor of 
Rabiya complained to an election monitor that some stations 
lacked voter materials. IECI is investigating. Mayor of 
Qaragosh told election monitors that everything was running 
smoothly in his district. A Regional Coordinator reported 

that 

people mulling about downtown Mosul complained they did not 
have 

n oppotuniyto rad te rft cntituton before voting. 

Council member of the Chaldean Democratic Union Party told 
PolOff that there has been a good turnout and no security 
problems in Telesqof 


-- Kirkuk: REO reports that the security plan in Kirkuk seems 
to 

be working with large numbers of people voting without 
incident. 


-- Salah ah-Din: IECI reports all polling stations are open. 


-- Babil/Hillah: The Hillah Surge Team reported that 
spontaneous 

celebrations broke out in the streets as journalists traveled 
to 

the polling sites. The mayor of Hillah told the team that 
there 

are fairly large numbers across south central 

reportedly 

large numbers of female voters. 


Early morning reports from local Hillah polling stations 
indicate heavy initial voter turnout amid equally heavy 
security. Police are searching everyone 

staff 

entering the voting centers 

the scene. Local mosques are actively encouraging a V'yes V 
vote. 

Political party representatives are present at the polling 
stations along with local observers. 
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-- Diyala: IECI reports that all polling stations are open. 
PolOff reported that voter turnout is so high in the Khalis 
district that they opened two new stations at the existing Hi 
Gin and Jadeida polling centers. 


-- Wasit: REO reported that in Wasit Province 

been 

\"good\" 

polling 

sites in provincial capital Kut. About 20-30 people were in 
line at each of the four polling places visited. No security 
problem has been reported. About 4 

who 

were training in Numaniyah where there\'s a massive military 
base 

were unable to vote because they were not registered in Wasit 
Province 

reportedly \"very upset\". 


-- Basrah: At the al-Ashaws polling center 945010 there was 
an 

average wait was 15 minutes to vote. The unalphabetized 
registration list has caused delays in processing at many 
centers. Most people interviewed indicated that plan to vote 
Yes on the constitution. Many complained about the 1-2 km 
distance to reach the polling center to vote. Several old 
women 

chanted at the Mroj polling center 


-- Karbala: A police officer from the Karbala Joint 

Coordination 

Command (JCC) reported that \"many people\" were streaming 
toward 

polling sites and things are \"very quiet\". In addition 

army forces are roving throughout the province. 

Khalilzad 
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expresses its optimism and hopes for a new era of stability.\" 
A representative excerpt on October 14 stated 

Sultanate expressed yesterday its optimism with regards to 
the agreement reached among Iraqi political leaders about the 
voting on the draft of the constitution which is due 

tomorrow. A statement from the Ministry of Foreign Affairs 
said that the Sultanate hopes that the new (constitutional 
compromise) will be a start for a new era that will 

contribute to establishing peace and stability in brotherly 
Iraq.\" 


Favorable Editorials 
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4. (U) October 15 editorials in the state-owned \"Oman\" and 
privately owned V'Al-Watan V" newspapers were supportive of the 
Ministry\'s statement and the referendum. Calling it a 

\"decisive day for Iraq\'s future and for the region 

editorial in Oman!" extolled: V'It is important and necessary 
that Iraqis vote today for the sake of unity 

reinventing life 

only about their interests and want Iraq to enter into an 

endless dark tunnel.\" 


5. (U) The \"Al Watan\" editorial on October 15 focused 
somewhat more on its call for the withdrawal of foreign 
forces from Iraq 

several elements that will lead to a new Iraq. Both 
editorials denounced armed opposition groups in Iraq 
\"Al-Watan\" calling for \"cleaning Iraq of all armed groups 
targeting civilians and seeking to impose their opinion using 
a rifle. V 


6. (U) The Embassy delivered ref B demarche October 15 
will monitor the press and government for post-referendum 
statements and reactions. 

BALTIMORE 
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but we are concerned 

weapons is offensive 

across borders 

Iraqi Republican Guard.\" He added that the GOK defense 
establishment is also \"extremely\" concerned about the V'state 
of flux\" within the lraqi armed forces and the structure of 

Iraqi soldiers\' loyalties. 


2. (C) The Ambassador reminded the FM that the shipment would 
also include Greek surplus armored personnel carriers. 

Shaykh Mohammed said that procuring the APCs \"made sense\" in 
terms of internal security but that the tanks V'were designed 

to beat armies 

request for Ambassador to share the GOK message. We want to 
be helpful 


3. (C) Comment: Unloading of surplus T-72s (the same models 
Saddam used to invade) at a Kuwaiti port should not be viewed 
by NATO as a public affairs opportunity. 


kkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkk 


Visit Embassy Kuwait\'s Classified Website: 


Column 3 
http://www.state.sgov.gov/p/nea/kuwait/ 


You can also access this site through the 
State DepartmentVs Classified SIPRNET website 
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LEBARON 


42747 

42748 

\"Thank you very much. Your response was prompt. It sends a 
positive message.\" (Note: Shaykh Mohammed was referring to 
the response to the request to the President by PM Shaykh 
Sabah during is visit in July 

LEBARON 
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better." 42ND ID 

between checkpoint management and rate of daily attacks 
was skeptical. LTC Wald noted that there has been no 
change in the demands of the Samarran leaders for many 
months 


5. (C) Al-Hashimi outlined a plan for the Iraqi Army (IA) 
4th Division to take charge of security for the whole city. 
Coalition Forces would withdraw or reduce their security 
activities but provide support to the IA. The IA would 
maintain control only until the Iraqi Police (IP) could 
resume full responsibility for the city. 


6. (C) Al-Hashimi maintained that a similar process had 
worked in Mahmudiyah 

Samarra. However 

themselves first need to they take direct steps to improve 
security. The first step 

functional Iraqi Police force. He noted that one day after 
the last Coalition Force withdrawal from one site in the 
city 

same location a video of a person targeted by insurgents 
for assassination walking openly in the streets of Samarra. 


8. (C) COMMENT: Reconstruction efforts and Iraqi 
assumption of local security responsibility in Samarra have 
been bedeviled by endemic corruption and intimidation 
which have trebled project costs 

frightened IP officers from the streets 

recruitment 

local government. The news that the new City Council is 
taking a technocratic approach is encouraging 

efforts should be made to engage and assist them. However 
the reluctance of prominent Samarrans to discuss means of 
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lowering the rate of insurgent attacks is discouraging. 


10. (C) COMMENT CONTINUED While al-Hashimi\'s commitment to 
assist Samarra is commendable 

intent to introduce an Iraqi Army battalion into Samarra 

correlates with national-level MOD planning. Moreover 

eagerness to please local sheikhs and clerics by advocating 

the dismantling of the current Coalition security apparatus 

is troubling. End Comment. 

Khalilzad 


4. (C) The latest conflict between Shagr and Governor 
Mamoon Sami al Rasheed sparked the week of October 2 
the September police payroll arrived in Ramadi. Shaqr 
signed the police rosters confirming the active duty status 
of his officers. The governor charged that many of these 
policemen were Vghost employeesY and Shaqr was pocketing 
their salaries. As such the governor refused to cosign the 
employee registers and convinced the Provincial Police 
Financial Director he could not legally disperse the salary 
fund. Shaqr retorted the governor had no legal 
jurisdiction of over the payment of Minister of Interior 
employees. In response to PolOff\'s suggestion the Police 
Chief meet the governor to resolve the impasse 

out in a giggle. 


5. (C) According to Shagr 

outside his legal authority by dismissing 

27 officers assigned to the Emergency Brigade (a unit of 
400 officers 

personal security detachment). Shaqr reasoned 
governor had found fault with the Mol employees 
request their transfer out of his PSD team 

assign new officers to protect the governors life. Simply 
firing the men 

commanders in the office (difficult to recognize their 
ranks 

battle was mainly VpaybackV for Shaqr\'s political 
activities. 


6. (C) The Provincial Police Chief alleged that Governor 
Mamoon was a member of the Iraqi Islamic Party and had been 
pressuring Shaqr\'s commanders to join the IIP. He 

suggested Mamoon was trying to consolidate his power in the 


Column 3 

province. (Septel will describe state of party politics in 
Anbar.) Shaqr said Mamoon started a campaign to relieve 
him after the Police Chief brokered a series of meetings in 
Baghdad between Anbari Sheikhs and the Ministers of 
Interior and Defense. When queried which Sheikhs 

listed several subtribes of the Dulaym federation (Halife 
Mujuleb 

claimed these tribes shared intelligence about the 
insurgents with the Iragi Transitional Government. 


7. (C) Comment. Conflicts between provincial governors and 
Provincial Police Chiefs are by no means rare in Iraq. 
However the question of community policing in restive Anbar 
is crucial to our efforts to quell the violence. It would 

have been much more realistic for Shaqr to admit there were 
officers on his rolls that would never return to their 

duties. Instead 

and took political potshots at the authoritative 

active governor. Governor Mamoon refused to discuss the 
issue of policemen\'s salaries with PolOff and CAG commander 
on October 11 

immediate distribution of fuel 

city before the four-day election weekend. As resources 

and the advisor component grow in the province 

assertion that his officers will return will be tested in 

the near term. Should the governor wish to pursue legal 
means to remove Shaqr 

Provincial Council 

grip of the IIP. End Comment. 

Khalilzad 
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suggest the number could top 100 

Poloff there). However 

western Anbar was reportedly light (initial estimates near 
10 


6. (C) Polls close at 1700 local (all voters in line at 
1700 will be allowed to cast their votes). The overall 
consensus of observers is that referendum day went 
exceedingly well. However 

play out in the tallying phase will be an indicator of how 
free and fair the referendum really was. IECI indicates 
that preliminary results are expected within the next two 
days 

Polling stations will conduct in situ counts and 
tabulations of the ballots 
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materials will be sealed 

transported to the IECI Tally Center in Baghdad. 
Khalilzad 
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up. He dismissed concerns about Salah al-Din 
saying the Shia voters in the province would 
prevent any no vote from reaching two-thirds. 
He also dismissed concerns about Ninewah 
predicting with assurance that \"The Kurds will 
not let that province vote no! V 


6. (C) Iraqi Islamic Party (IIP) spokesman Ayed 
SamarraiVe told PolCouns midday October 15 that 
he thought the vote was proceeding smoothly. He 
had no major complaints 

observers watching polling operations. 
SamarraiVe noted that the IIP decision to change 
its position to support of the constitution had 
caused some dissension within the IIP. 
Nonetheless 

around. He said the director of Baghdad TV 
affiliated with the IIP 

October 15 that phone calls to the station had 
switched from sharply critical of the IIP 

decision to supportive. SamarraiVe would not 
hazard a guess on the outcome in Ninewah or Salah 
ad-Din 

7. (C) Iraqi Council for National Dialogue (ICND) 
member SaVadoon al-Zubaidi warned Poloff October 
15 that if the constitution passed by a large 

margin 

ballot stuffing by the Shia and Kurds. He 

thought a narrow win would be more credible. He 
also said he was frustrated with the lack of time 
available for Iraqis to obtain and understand the 
constitution. Poloff reminded him the Iraqi 
newspapers could have printed it 

protracted negotiations of which Zubaidi was a 
part delayed printing and distribution of the 

text. Zubaidi didn\'t argue. 


8. (C) Hatem al-Mukhlis 

newspaper and Tikrit native 

October 15 that he didn\'t like the constitution 
very much but he had urged people to vote in the 
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referendum. He was upset by reports today of 
Sunni clerics in Baghdad\'s Adhamiya neighborhood 
allegedly telling people to boycott the vote. 

This same \"nonsense\" in January caused the 
political troubles of today 


9. (C) We will be attentive to allegations of 
irregularities during the voting even as everyone\'s 
attention shifts to the vote count. Calls from 
journalists and our political contacts suggests 

that most people are watching with greatest 
interest the outcome in Ninewah and Salah ad-Din 
to determine if the draft constitution passed. 
Khalilzad 
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is well along in this Himalayan region. The USAID/DART team 
and U.S. military are investigating global inventories and 
manufacturers of winterized tents 

such tents and other pre-fabricated 

must be imported to Pakistan soonest. 


GOP Coordination: Firm Grip or Still Grasping? 


3. (C) Post received information late October 14 indicating 
that the GOP\'s initial earthquake relief model -- with 
immediate disaster relief under MG Farooq at the Federal 
Relief Commission (FRC) and long-term recovery under a new 
Reconstruction Authority headed by MG Zubair -- has already 
been recalled. Brigadier Nasser Janjua 

Military Operations (DGMO) told an ODRP liaison that it was 
unrealistic to expect an hoc organization like the FRC 

to conceive 

of this magnitude. While Mg Farroq and his staff have been 
sorting out office space and learning their phone numbers 
Nasser said 

chaos. On the morning of October 15 

of Army Staff Hayat on a military concept of operations to 
supersede that devised by the FRC. The DGMO plan would base 
U.S. forces near Islamabad 

Pakistani assets deployed to forward operating bases (FOBs). 
The DGMO concept reflects GHQ sensitivities to force 
protection issues raised by the prospect of U.S. military 
operations in remote areas known to harbor extremist 
elements. BG Nasser urged ODRP to consider GHQ the \"central 
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planning cell" for relief operations and requested а copy of 
the list of available USG assistance that had earlier been 
passed to the FRC. (Note: As of this writing 

liaisons are at GHQ for a briefing on the DGMO concept. If 
Gen. Hayat (4-star) approves the proposal 

Farooq (2-star) will quickly abandon the FRC concept 
presented three days ago in favor of the DGMO model. End 
note.) 


Relief Flights Operations 


4. (C) Seven U.S. milair cargo flights arrived in Pakistan 

on October 14: four (4) C-130s and one (1) C-17 

tents 

relief personnel and a NATO 707 with medical teams and 
supplies also arrived at Chaklala air field. Ten U.S. 

military helicopters completed 65 sorties 

216 

passengers. The U.S. Contingency Response Group (CRG) 
supported four (4) Afghan National Army helos on 14 sorties 
on October 14 

injured passengers. The State Department-funded NAS Air Wing 
Helos flew 19 sorties on October 14 

relief supplies and evacuating 88 passengers. Two U.S. 
C-130s conducted air drops operations in the Muzzafarabad 
area on October 15; given the dangers of low-altitude flying 
in the mountain terrain surrounding many villages 

planning will be required before operations can begin to drop 
rations to survivors isolated in these areas. 


Incoming Air Assets 


5. (C) Additional helicopter support is in the pipeline 

giving the U.S. military Disaster Assistance Center (DAC) a 
window to identify alternate air fields for operations. The 

first three of an expected twenty-four (24) CH-47s are 
scheduled to arrive in Pakistan on October 21. One 
NAS-funded MI-17 arrived in Pakistan the morning of October 
15; a second is expected later the same day. With the 

arrival of these helos 

the space allotted at the Qasim and Chaklala air fields. 

ODRP and DAC representatives are working to bring Pakistan 
Air Force (PAF) and Army coordinators together to expedite 
the process of selecting alternative venues for helo basing 
and operations. 


Other U.S. Military Assets 


6. (C) Additional U.S. military relief supplies will begin 
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arriving at the port of Karachi on October 17 
morning arrival of the commercial vessel Northern Lights 
followed by the U.S.S 

The ARCENT 831st Transportation Battalion will receive 
off-load and transfer the cargo (relief supplies and heavy 
earth-moving and engineering equipment) to trains for 
transport north to the quake zone. 


Media Coverage 


7. (SBU) With a live feed from Chaklala air field 

broadcasts throughout October 14 were filled with images of 
U.S. helicopters moving relief supplies north and returning 
with injured survivors 

hospital for treatment on the side of the taxi-ways. During 
CNN'' live interviews with the Ambassador and RDML Lefever 
U.S. ground crews could be seen off-loading fixed wing cargo 
planes from around the world. State and military public 
affairs officers have been directing Pakistani and 
international journalists onto U.S. helos to ensure coverage 
of the relief campaign and its results. Before departing 
Chaklala air field 

military official to put Pakistani media onto Pakistani 

military helos 

areas from forward operating bases in Kashmir. 
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the U.S. intervention in Iraq and Afghanistan. 


Editorial Commentary 
-- VExaggerated fears\" 


Columnist Yagoub Jaber writes (10/11) on the op-ed 
page of the center-left 

Dustour (cir. 80 

President George Bush last Thursday clearly reflects 
the state of hopelessness of achieving a military 
victory in Iraq. The speech also carries a message of 
intimidation to the Americans whose support for the 
war is decreasing. It is a message that tells them 
that they are still targets for Al-Qaeda organization. 
The speech also includes a repetition of the official 
statement that it is better to fight the "terroristsV 

in Iraq than inside the United States. Finally 

a message to the entire world warning all that these 


Column 3 

"terrorists are planning to set up a fascist 

extremist Islamic state\' that extends from Spain all 
the way to Indonesia. In his speech 

calling on everyone for help to support his military 
campaign in Iraq. And yet the speech is unconvincing 
illogical and related to the war on Iraq. Who could 
believe that a some hundred or even thousand 
extremists would be able to establish an empire of 
that size after beating the western armies and 
security and intelligence forces 

massive American power? There is no doubt that the 
terrorists do pose a genuine threat to the security 
and stability of all countries 

of actually achieving the ruling status in the 

smallest of countries. They are people who excel in 
haphazard killings with no conceivable objective. 
Their best ability is manifested in planting 

explosives here and there 

disappearing 

not even rise to the standard of posing serious threat 
to change governments and oust regimes.\" 


-- VBush: the ruler by GodYs command" 


Columnist Ibrahim Gharaibeh writes (10/11) on the op- 
ed page of the independent 

Ghad (cir. 80 

U.S. policy and determines the fate of countries and 
the direction in which the world is going. All human 
beings - heads of secular 

and Confucius states 

International Monetary Fund 

weather forecasters - are required to wait for the 
divine inspirations and for God\'s words to Bush.. 
These hallucinations and witchcraft is not happening 
in an isolated country 

primitive tribes in the Amazon\'s deep 

superpower country that is leading the world and that 
has most prominent military 

cultural and media strength. So where is this world 
going? V' 


-- \"Bush\'s Islamic empire! V 


Columnist Mohammad Abu Rumman writes (10/8) on the op- 
ed page of the independent 

Ghad (cir. 80 

Bush speaks of as being similar to the Communist 

enemy 

lacks a specific political program and does not 
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control any state or part of a state in the world 

rather takes up the thorn in the side of the United 
States and its interests.. In addition 

"moderateV Arab countries 

sufficient security and oppressive power to abort even 
the smallest of conspiracies 

establishment of world Islamic state! Bush 

anyone 

impossible to establish these days. So 

revolves now about the objective of such historic 
"closing remarksY on the part of Bush. The answer 
lies in the need to create a state of fear and shock 

in the American community and allied countries so that 
the foreign and domestic policies of the neo- 
conservatives become justifiable.. President Bush is 
determined to ignore the mistakes made in Iraq 

there is an almost consensus within the United States 
about these mistakes.. Of course we agree that the 
implementation [of the US policy] was disastrous 

we do not agree that it a noble cause. This is 
because the results that we see suggest that there is 
one main beneficiary from what is happening in Iraq 
namely Israel 

beneficiary 

governments 

happening in Iraq. V 


-- VThe signal for the attack\" 


Daily columnist Nahed Hattar writes (10/8) on the back- 
page of the independent 

Arab Al-Yawm (сіг. 40 

is 

imperialism that has lost its ideological hegemony and 
qualitative superiority 

hallucination however is armed with weapons and stolen 
monies and has allies all around the world 

Arab and Muslim allies who suffer from masochism and 
self-contempt. After the series of failures and 

defeats in Iraq 

acknowledge the crisis 

developing his aggressive 

tactical war . to a strategic war. V 

RUBINSTEIN 
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Development.V' The symposium brought together civil society 
representatives from several Arab and European countries in a 
preparatory event for the November 11-12 Forum for the Future 
Conference to be held in Bahrain. The symposiumVs focus was 
on increasing opportunities for women in business and 
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entrepreneurial ventures; it also included discussion of 
other social issues. Although there was strong early interest 
when the event was announced in mid-summer 

participant turnout was lighter than expected. Attendees 
praised the content and presenters 

felt inspiration from the activities of pioneering women in 
the Arab World. 


2. The symposium was opened by the President of the 
University of Bahrain 

said 

giving women opportunities to achieve leadership positions in 
all local associations." But turning to shortcomings 

said 

amendments to various laws 

way. Women need to be given equal opportunities." The 
gathering received substantial media coverage 

on local evening television broadcasts and covered by the 
print media. 


3. The symposium organized sessions into four main topic 
areas 

issues within the topic. The areas were Education and 
Training 

Awareness 

goals of the gathering were to build awareness about the 
social status of Arab women 

participants 


4. Eighty percent of attendees were Bahraini; several of the 
presenters were from other Arab countries and Europe. Poloff 
met with several organizers 

discuss the impact of the gathering. In general 

participants found illustrative personal case studies most 
valuable. In addition to providing inspiration to 

participants 

that may be replicated in Bahrain and elsewhere. One 
particularly interesting study outlined the activities of 

five Bahraini women who started businesses with micro loans. 
Another presentation was given by a Bahraini woman who built 
a small roadside stall selling homemade perfume into a 
successful personal care products business. 


5. Another stated goal of the symposium was to create a 
network of groups at the local 

levels. One presenter/participant expressed disappointment 
with the networking possibilities at the symposium. She told 
Poloff it is not sufficient to create a network among 

individual women or between womens organizations in 
different countries; rather 

effort to establish contacts in the mainstream male-dominated 
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business sector. She had hoped that the symposium would 
provide such an opportunity. She recognized that cultural 
limitations in Arab countries inhibit such contacts 

thinks more effort should be made. 
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\"CRISIS\"; OUTLINES NATIONAL ASSEMBLY PRIORITIES 


REF: A. KUWAIT 4406 


B. KUWAIT 4403 
C. KUWAIT 4372 


Classified By: Ambassador Richard LeBaron for reasons 1.4 (b) and (d) 


1. (C) Summary and comment: The Ambassador met October 15 
with Mohammed Jassem Al-Sager 

(MP) and Chairman of the Foreign Affairs Committee. 
Commenting on the recent ruling family spat over the 
country\'s future leadership (reftels) 

Guard Chief Shaykh Salem AI-Ali Al-Salem Al-Sabah\'s call for 
the creation of a three-member committee to run the country 
Al-Sager said 

repeatedly that the current situation constituted a \"crisis.\" 
\"If anything happens in the ruling family 

States) will be directly affected 

Turning to National Assembly politics 

were three priorities for the upcoming National Assembly 
session: 1) approval of the northern oil fields development 
project 

Publications Law; 3) reduction of the number of electoral 
districts. Al-Sager predicted both Project Kuwait and the 
Press and Publications Law would be approved 

there was enough support currently to reduce the number of 
electoral districts 

legislation and a key element of political reform. 


2. (C) Comment: Al-Sager very much wants to see prompt 
decisions by the Al-Sabahs to resolve the succession issue. 
His tendency to over-dramatize the situation reflects his 
strong desire for clear 

summary and comment. 


\"Ѕсагеа to Death" about Leadership \"Crisis\" 


3. (C) In an October 15 meeting with the Ambassador 
Chairman of the Foreign Affairs Committee MP Mohammed Jassem 
Al-Sager said he was V'scared to death" about KuwaitVs recent 


Column 3 

controversy over the country\'s future leadership (reftels). 
Al-Sager stressed repeatedly that \"we are in a crisis\" and 
predicted there would be changes soon in Kuwait\'s top 
leaders. He said that \"the Amir is very sick 

Prince doesn\'t know anyone around him 

has a pacemaker. \"We are living on luck 

about possible future leadership scenarios 

only \"realistic\" scenario was for Shaykh Sabah to become 
Crown Prince. Al-Sager continued: \"The problem is that the 
Salem branch of the Al-Sabah family wants a share of the 
cake. The issue is whether or not Shaykh Sabah will give it 
to them.\" 


4. (C) Al-Sager cautioned that if the ruling family does not 
resolve its problems 

and key legislation would stall in the National Assembly. 
Asked for clarification 

Assembly is currently divided between groups loyal to 
different factions of the family. \"Some MPs support Shaykh 
Salem Al-Ali 

added 

sides of the royal family.\" He suggested that 

extreme 

happens in the ruling family 

Al-Sager stressed to the Ambassador. V'You should help us 
solve this problem 

Al-Sager that the U.S. was unlikely to get directly involved 

in arbitrating KuwaitVs internal political disputes 

we saw no transition scenario which would bring fundamental 
changes to the strong U.S.-Kuwaiti relationship. 


Predicts Press Law and Project Kuwait Will Pass; 
Electoral Reform Will Not 


5. (C) Al-Sager said there were three priorities for the 
upcoming National Assembly session: 1) approval of the 
northern oil fields development project 

Kuwait; 2) passage of the Press and Publications Law; and 3) 
reduction of the number of electoral districts 

according to Al-Sager was the most important legislation. 
Al-Sager predicted both the Press and Publications Law and 
Project Kuwait would be approved by the National Assembly. 
Al-Sager said he supported reducing the number of electoral 
districts from 25 to five 

number of districts would be reduced to even ten since the 
Government was ambivalent about the reform. The Ambassador 
told Al-Sager he had expressed the USG\'s strong support for 
electoral reform in numerous meetings with GOK officials and 
would continue to do so. 
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6. (C) Asked about other key legislation 

United Nations Assistance Mission for Iraq (UNAMI) Status of 
Forces Agreement (SOFA) 

Affairs Committee 

Assembly." He also promised the Ambassador to push for the 
passage of the long-stalled Article 98 legislation. Al-Sager 
said he \"did not know!" if new labor legislation would be 
passed this session 

the Cabinet. \"If the Government approves it in the Cabinet 

| do not think there will be a problem here in the National 
Assembly 


Political Reform Stymied 


7. (C) Al-Sager told the Ambassador three political reforms 
were essential in Kuwait: 1) recognition of political 

parties 

reduction of the number of electoral constituencies 

said was critical to broader political reform. Al-Sager 
admitted that recognition of political parties and electoral 
district reduction were unlikely to be approved anytime soon. 
Based on regional experience 

political parties as a potentially destabilizing force 

said. 


Possible Ouster of V'Not a Liberal" 


8. (C) Al-Sager told the Ambassador he might not be 
re-elected as Chairman of the Foreign Affairs Committee this 
National Assembly session. He complained the Government was 
not giving him much support and noted that a new coalition of 
MPs could oust him. He also mentioned that he will soon 
start his own newspaper once the new press law permits new 
publications. Asked if the newspaper would be 
liberal-leaning (in the Kuwaiti context) 

while he was liberal on \"economic 

issues 

said he preferred not to be labeled a \"liberal\" in Kuwait 
since that connoted liberal social values. (Note: The 
Al-Sager family is currently a co-owner of the influential 
Al-Qabas newspaper. End note.) 
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Visit Embassy Kuwait\'s Classified Website: 
http://www.state.sgov.gov/p/nea/kuwait/ 


You can also access this site through the 
State DepartmentVs Classified SIPRNET website 
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perverted interpretation of Islam. Charge added that 
Zawahiri\'s comments about how to adjust terrorist tactics in 
Iraq in order to win over Islamic public opinion made it all 
the more urgent for moderate Islamic leaders to oppose 
publicly Al-QaidaVs twisted interpretation of their religion. 


2. (C) Bouamrane 

Coalition intervention and presence in Iraq 

for the Zawahiri letter 

from the Arabic media but was interested in reading the 
original message himself. While not accepting Charge\'s 
analysis in advance of reading the letter 

that if Zawahiri\'s advocacy of terrorism and political 
ambitions were as Charge described 

would condemn them publicly. He stressed 

that discussions of the correct interpretation of the concept 
of jihad and Islamic principles should be conducted among 
Muslims. V 

SIEVERS 
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The Philippines has a recent history of terrorist attacks 

on its own territory. The February 28 

Superferry 14 

was the second worst terrorist attack in Asia after the 

October 2002 Bali bombings 

\"Valentine\'s Day" bombs in Manila and Mindanao devastated 
crowds of shoppers and commuters. 


3. (C) Amid these challenges 

for her political life 

allegations she engaged in cheating to win the 2004 
presidential election. The governments political woes 
have not yet had a significant impact on the AFP and the 
PNP -- our two principal counterterrorism partners 

could have an effect over time. Either a declaration of 
martial law or a coup attempt would prove disastrous to 
either institution. 


COMPREHENSIVE ENGAGEMENT EFFORTS: 
USAID - ECONOMY AND LIVELIHOOD 
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4. (SBU) Our counterterrorism engagement in the 
Philippines ranges from humanitarian relief and 
development to the military and public diplomacy. 

USAID\'s Livelihood Enhancement and Peace (LEAP) program 
has reintegrated over 28 

Liberation Front (MNLF) combatants into productive 

Society as successful farmers 

should a peace agreement be signed with the Moro Islamic 
National Liberation Front (MILF) -- to provide similar 
assistance to the MILF. USAIDVs broad spectrum of 
development programs (in infrastructure 

governance 

and energy) in conflict-affected areas of Mindanao have 
made a positive impact in communities otherwise vulnerable 
to exploitation by bad elements. 


JUSMAG - TRAINING AND REFORM 


5. (C) Joint US Military Assistance Group-Philippines 
(JUSMAG-P) plays a vital role in our efforts to improve 
Philippine capabilities. The US-trained and equipped 
Light Reaction Companies (LRCs) and Light Infantry 
Battalions (LIBs) are the tip of the spear in the 
counterterrorism fight. Although the AFP failed to 
capture Janjalani during Operation Layas Pagad this 
summer 

training 

field for over 60 days. Over the longer term 

support for the Philippine Defense Reform (PDR) program 
will prove key to the GRP\'s ability to stand alone 
without US assistance 

the Philippine people and serving as a reliable 
coalition partner. 


JSOTF - INTELLIGENCE FUSION AND CIVIL MILITARY OPERATIONS 


6. (C) In addition to helping the AFP fuse intelligence 
with operations in the hunt for wanted terrorists 

Special Operations Task Force-Philippines (JSOTF-P) has 
broadened its scope to include civil-military operations 

in Mindanao. This approach 

longer-term programs 

terrorists thrive. JSOTF-P\'s efforts in support of the AFP 
will initially focus on the island of Jolo in the Sulu 
Archipelago 

of changing perceptions of the AFP and Philippine 
government among the citizens of Mindanao. 
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PUBLIC DIPLOMACY - GETTING THE STORY OUT 


7. (SBU) The Philippines is an exuberant media 
environment. Much of our effort ends up devoted 

to ensuring that journalists get their facts 

straight. However 

to get our side of the story out. Initiatives 

such as our recently published V'Muslim Life 

in the Philippines 

have in the works a film chronicling the successful joint 
US-AFP effort to defeat the ASG on Basilan. PAS works 
hand-in-glove with both USAID and JSOTF-P to ensure that 
perceptions of our efforts on every front are positive. 


REWARDS PROGRAMS - SYNERGIES 


8. (S) Our rewards effort builds upon the synergies 
between the State and DoD programs to attack the web of 
social 

terrorists have relied for their safety and freedom. 

The promise of a reward encouraged individuals to step 
forward to help the AFP get ASG leader Hamsiraji Sali 

Jl operative Zaki 

numerous other terrorists. We anticipate the recently 
announced reward of $10 million under Rewards for 
Justice for Dulmatin will help bring him to justice. 


RMAS - CRITICAL SUPPORT 


9. (S/NF) RMAS support and direction of the PNP\'s 
Intelligence Group (IG) 

Intelligence Service of the Armed Forces of the Philippines 
(ISAFP) has proven critical to the capture of a number of 
terrorists and the disruption of operations directed against 
US interests. 


THEMES: 

ENGAGEMENT WITH 

THE PHILIPPINE NATIONAL POLICE 

AND THE ANTI-TERRORISM TASK FORCE 


10. (SBU) S/CTVs Counterterrorism Engagement Funds are 
helping us address critical deficiencies in the Philippine 
corrections system -- one of the principal recommendations 

of the June 20-July 7 RP-US assessment of the Philippine 
National Police (PNP). Engagement Funds and Global War on 
Terrorism Partnership Funds can also help respond to other 
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critical needs identified in the assessment 

improving cooperation between prosecutors and police and 
supporting the PNP\'s fledgling reform efforts. S/CT and 
the Office of Anti-Terrorism Assistance (ATA) are 
currently evaluating PostVs proposal for sustained 
engagement with the interagency Anti-Terrorism Task 
Force (ATTF) that would create a dedicated 

team of police investigators 

who would serve as GRP\'s national-level response unit 
for terrorist attacks. In your meetings with Executive 
Secretary Ermita 


SIPDIS 
Benjamin Defensor 
Secretary Cruz 


SIPDIS 
Lomibao you should stress our support for effective 
interagency counterterrorism cooperation and police reform. 


PUSHING ANTI-TERRORISM LEGISLATION 


11. (SBU) The Philippine House has consolidated its 
efforts behind one anti-terrorism bill 

Committee for consideration by the full House. However 
there are five different bills pending in the Senate 

three of them filed by the Opposition. Nominally 
pro-Arroyo Senator Manuel Villar is moving to consolidate 
these drafts into one bill. In your interactions with all 
your interlocutors and the press you should stress the 
need to pass effective anti-terrorism legislation 

that will give law enforcement agencies the tools 

to fight and defeat terrorism. 


CONSISTENT MESSAGE - \"RULE OF LAW 


12. (C) Rumors continue to abound about Government planning 
to impose emergency rule or martial law. If there is any 

issue that would mobilize widespread opposition to Arroyo 

this is it. Martial law would splinter the AFP and PNP 
undermine the nascent reform efforts currently underway 
intensify economic problems 

and plunge the country into turmoil. You should stress in 

each of your meetings the USGVs confidence in the 
constitutional process in the Philippines 

to any extraordinary measures. 


Visit Embassy Manila\'s Classified website: 
http://www.state.sgov.gov/p/eap/manila/index. cfm 
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more companies get involved in exchange programs such as 
this one and | congratulate Chevron for continuing to be a 
great supporter for these very productive exchanges. V" 


ACCESS Success - Is StudyUSA the Next Step? 


3. Using their freshly polished English-language skills 

the returning ACCESS students offered festive PowerPoint 
presentations about their experiences in the four-week 
program. Their winning presentations included pictures of 
campers enjoying weekend excursions to Florida attractions 
and conducting daily tasks with their Latin American 
counterparts. Participants 

thanked the Embassy 

camping experiences possible. Participating students were 
enthusiastic about the possibility of building on their 
American experiences and the Ambassador encouraged them to 
pursue future studies in the U.S. 


Broadcasting the ACCESS Message 


4. The reception welcoming home the students and 
recognizing ChevronVs contribution to their success 
received widespread 

and illustrative pictures vividly portrayed the summer 
program's activities and launched recruitment for the next 
session of the ACCESS program in Kuwait. The press 
coverage details follow: 

--Al-Seyassah 

45 

--Arab Times 

circ. 40 

--Kuwait Times 

circ. 35 

--Kuwait News Agency link: 
http://www.kuna.net.kw/Home/Story.aspx?Langua ge=en&DSNO=775 
411 

--Embassy Kuwait link: 
http://kuwait.usembassy.gov/pr_10022005.html 


Expanding on the Summer Camp Concept 


5. Public Affairs intends to continue working with Chevron 
and other U.S. firms based in Kuwait to encourage these 
types of exceptional partnerships that further the 
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Mission\'s public diplomacy goals through educational 
exchanges. 
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house earthquake victims 

request from the GOP for such camps. If asked 

provide technical advice to GOP on establishing and operating 
large camps 

of camps in urban areas or camps located great distances from 
the homes of survivors. 


PROVIDING SHELTER TO THOSE OUTSIDE CAMPS 


4. UNHCR is encouraged by assurances from the GOP that those 
in the earthquake-affected area will want to stay as close to 

their destroyed dwellings as possible. It has already 

provided 2 

distribution 

220 

and Dubai are scheduled to be delivered by October 20 

Shelter Cluster is also working to provide tents to the 

displaced who want to remain near their homes. UNDAC and the 
Shelter Cluster are in the process of determining how many 

tents have already been delivered 

shipped 

Cluster reports that estimates of the need for tents varies; 

initial estimates were that between 100 

would be needed 

number required could be as high as 600 

15 

already been delivered and that 66 

but stressed that these are preliminary figures and that it 

lacks complete information from all donors. 


5. Comment: The need to shelter survivors of the earthquake 
is growing more acute each day 

conditions has left thousands exposed to the elements. 

PostVs contacts in the Kashmiri community agree with the GOP 
assessment that strong cultural imperatives will make 
survivors extremely reluctant to abandon their land and 
homes. The sizable Kashmiri community in 
Islamabad/Rawalpindi is already housing extended family 
members affected by the earthquake 

absorb the thousands of displaced survivors. Post will 
continue to monitor UNHCR and GOP resettlement plans as 
Pakistan shifts from emergency relief toward sustainable 
mid-term housing for the homeless. 

CROCKER 
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overcome that 
caused by Shaykh Salem\'s statements. 


3. (C) According to Shaykh Dr. Mohammed 

that he had full confidence in Prime Minister Shaykh Sabah 
Al-Ahmad Al-Jaber Al-Sabah reaffirmed the head of state\'s 
control. After the Amir spoke 

returned to the status quo. The FM added that expressing 
one\'s opinion \"is a virtue in Kuwait. People say things as a 
trial balloon when making comments.\" Ambassador recounted 
comments he heard from expatriate business leaders 
alluded to Kuwait\'s perceived political instability having a 
negative economic impact. \"But look at how the market 
reacted 


4. (C) The FM added that \"the political process is moving 
forward.\" Occasionally there are side statements 

are not fundamental differences 

Opinion 

concern.\" Shaykh Dr. Mohammed predicted that the GOK would 
face another round of rumors upon the return of Shaykh Saad 
later this week. 


5. (C) In some of the local speculation about succession 
issues 

Shaykh Saad as Crown Prince. However 

indication whatsoever that he believes such a change will 
occur. 
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Visit Embassy Kuwait\'s Classified Website: 
http://www.state.sgov.gov/p/nea/kuwait/ 


You can also access this site through the 
State DepartmentVs Classified SIPRNET website 
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in this effort. 


4. (C) During the October 1-2 visit of Ambassador Jeffrey 
we were told by Egyptian Intelligence Chief Omar Soliman that 
he would be willing to host Iraqi National Security Advisor 
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Mowafaq al Rubaie in Cairo to discuss lraqvs security 
challenges and related regional issues. This would be our 
top priority 

controversial than other Iraqi officials and since 
intelligence cooperation between Egypt and Iraq remains 
ongoing. Soliman is also crucial to GOE policy toward Iraq 
and other key regional hot spots. Also 

to facilitate more Egyptian contacts with Shia Iraqi leaders. 
We would be prepared to press Soliman to host this visit as 
soon as possible should the GOI be amenable. 


5. (C) Should the military training proposal gain speed 

assume that Iraqi interior minister Baqir Jabr would be 

critical to this effort 

counterparts and CENTCOM personnel. While we understand that 
Jabr has much to keep him busy with inside Iraq 

training outside Iraq is perhaps a sensitive subject 

domestically 

referendum would be timely in order to brief the Egyptians on 

the security situation 

issue. 


6. (C) Another important component of a Jabr visit would be 
to pursue our interest in establishing better 

frequent 

community. As happened over time with Irag\'s Kurds (who now 
have much closer relations with Egyptians) 

to tear down distrust and prejudice toward Iraq\'s Shia 
population. The general 

toward lraqvs Shia is that they are simply a tool of Tehran. 
We need to help the Iraqis to highlight as publicly and as 
articulately as possible that the vast majority of Iraqvs 

Shia are Arab 

Iran\'s bidding. The Egyptians need to hear this loudly and 
clearly 

pushing lraqvs Shia closer to Iran. Egypt and the Arab 
League also need to express clearly to the lragis their 
rejection of Zarqawi and Al Qaida\'s call to attack Shias. 
This is something we can help set up here in Cairo 

Iraqis will have to come prepared with these objectives in 
mind. 
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7. (C) Egyptian officials reflect their publics tremendous 
prejudice toward Shia Islam in general and toward Iraq\'s 
Shias in particular. These views have long been stoked by 
the Sunni orthodox bastion Al Azhar 

tortuous relations with Iran. While the challenge is 
formidable 

Egyptian religious figures and credible 

counterparts 

Jabr or others could offer the opportunity for a publicized 
meeting with the Sheikh of Al Azhar Tantawi and other 
notables such as the Grand Mufti. When we saw Iraqi Foreign 
Minister Zebari here in Cairo for an Arab League ministerial 
last month 

that a similar and fruitful dialogue had taken place between 
Al Azhar and Iraqi Shia leaders from Najaf during the 1950Vs. 


8. (C) Another idea along these same lines would be to 
prompt a visit to Cairo by a delegation of Iraqi religious 
figures comprised of Shia 

(and/or others) 

Shia community 

Coptic Church. Such an event would attract considerable 
media attention 

facilitating additional exchanges and dialogue between the 
respective groups. Again 

the prevalent anti-Shia prejudice so rife here. 


9. (C) We have spent a lot of energy trying to sort out 

whose court the respective ball is in with respect to the 
question of Iraq\'s Ambassador to Cairo. Ambassador Jeffrey 
was told that Egypt had no problem with accepting an lragi 
nominee. But 

disdain for the prospective nominee - Ms. Safia al-Soheil - 
who we continue to hear from Zebari 

unacceptable to the GOE for less-than-certain reasons. We 
also heard through Iraqi contacts locally that Foreign 

Minister Aboul Gheit told Zebari in Jeddah October 2 that al 
Soheil was \"unacceptable\" to the GOE and that the Iraqis 
should put forward another name. In September 

speculated to us that the Egyptians feared she would be V'too 
outspoken\" and \"might embarrass them." Zebari indicated at 
that time that he was considering other potential candidates. 
We do not see Egypt changing its mind on Soheil 

numerous strengths and accolades. We also don\'t believe 
Egypt is prepared to send another Ambassador (or even its 
diplomats) to Baghdad before the December elections. 
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10. (C) Despite an armed attack October 10 on an Arab League 
delegation convoy in Baghdad 

committed to engaging on Iraq in various ways (reftel). 
Secretary General Moussa plans to visit Baghdad in 


SIPDIS 

mid-to-late October (possibly October 20-21) to address 
political reconciliation and establishing an AL 

representative office there. He has indicated a willingness 

to support Sunni political participation and support for the 
constitution 

on a number of sensitive issues. 

11. (U) This message was coordinated with Embassy Baghdad. 


RICCIARDONE 
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HELP PREPARE THEM. THE INSTRUCTOR CONTINUES TO IMPROVE 
INSTRUCTIONAL RESOURCES IN ORDER TO MEET DEMANDS FOR 
ENHANCING EMPLOYEE JOB PERFORMANCE. PAST EXAMPLES HAVE 
INCLUDED THE DEVELOPMENT OF WORDS LISTS 

ROLE-PLAYS SPECIFIC TO SELECT PROFESSIONAL TASKS AND THEME 
SUCH AS SECURITY 

WITH A NEW FOCUS ON THE CONTRIBUTIONS THAT ALL EMPLOYEES C 
MAKE TO MISSION PUBLIC DIPLOMACY EFFORTS 

THAT SOME INSTRUCTIONAL RESOURCES MAY BE DIRECTED TO HELP 
EMPLOYEES COMFORTABLY ADDRESS - IN ARABIC - CERTAIN ASPECT: 
OF AMERICAN SOCIETY AND VALUES THAT FREQUENTLY ARISE IN 
CONVERSATION WITH NATIVE SPEAKERS. 


3. LAST YEARVS DFI FUNDING PROVIDED $12 

INSTRUCTION/FIELD TRIPS - OR APPROXIMATELY 16.5 HOURS PER 
WEEK FOR 48 WEEKS AT A RATE OF $16/HOUR. HIGH EMBASSY 
STAFFING LEVELS AND ENTHUSIASM FOR THE PLP HAVE RESULTED IN 
CONTINUED STRONG DEMAND FOR PLP PARTICIPATION. 
ADDITIONALLY 

BEGINNER STAGE 

INCOMING/NEW STUDENTS. POST SEEKS TO MEET THIS GROWING 
DEMAND 

BY PRIVATE LANGUAGE INSTRUCTORS IN THE LOCAL MARKETPLACE 
WELL EXCEEDS $16/HOUR. CONSEQUENTLY 

INCREASE IN THIS AMOUNT TO $15 

INSTRUCTION FOR 48 WEEKS AT A RATE OF $18/HOUR 

COVER BOTH INCREASED PARTICIPATION AND INCREASING COSTS OF 
INSTRUCTION. TO HELP KEEP COSTS DOWN 
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REQUESTING FUNDS FOR TRANSPORTATION AS STUDENTS ARE WILLI 
TO SHARE THE COST OF TAXIS OR USE PERSONALLY-OWNED VEHICLE 


4. LANGUAGE PARTNER PROGRAM: AGAIN USING DFI FUNDS 

INTENDS TO CONTINUE A SUCCESSFUL NEW LANGUAGE PARTNER 
PROGRAM IN WHICH STUDENTS USE THE ARABIC LANGUAGE ONE-ON- 
WITH A NATIVE SPEAKER IN AN INFORMAL 

SUCH AS AN OFFICE 

PAIR UP WITH AN APPROPRIATE JORDANIAN LANGUAGE PARTNER 
THEN ARRANGE TO MEET TOGETHER ON A REGULAR BASIS TO PRACT 
THEIR ARABIC CONVERSATIONAL SKILLS. THESE 'MICRO-IMMERSION' 
OPPORTUNITIES ALLOW STUDENTS TO LEARN MORE ABOUT JORDANI, 
SOCIETY AND CULTURE. CURRENT PARTICIPANTS IN THIS PROGRAM 
HAVE BEEN UNIFORMLY POSITIVE ABOUT THEIR EXPERIENCE 
REMARKING THAT IT HAS BOOSTED THEIR LISTENING COMPREHENSIC 
AND GIVEN THEM MORE CONFIDENCE TO TRY AND SPEAK IN ARABIC. 


5. THE DFI HAS ALLOTTED $4 

PROGRAM LAST YEAR 

WEEK (FOR 48 WEEKS) BASED ON A RATE OF $8/HOUR. POST 
REQUESTS THIS SAME AMOUNT TO ALLOW PLP LANGUAGE PARTNER 
PARTICIPANTS TO SUSTAIN THEIR COMMITMENT. 


6. LANGUAGE INTRODUCTION EVENINGS: IN CONJUNCTION WITH THE 
COMMUNITY LIAISON OFFICE (CLO) 

ATTENDED EVENING LECTURES THIS YEAR 

LANGUAGE PROFESSOR FROM THE UNIVERSITY OF JORDAN 

TO GIVE NEW MEMBERS OF THE EMBASSY COMMUNITY A CRASH COU 
IN ARABIC LANGUAGE SURVIVAL SKILLS. AUDIENCE MEMBERS 

WERE ALSO GIVEN A PRESENTATION BY THE CLO ON JORDANIAN 
CULTURE 

TO EASE THEIR TRANSITION TO POST AND ENHANCE THEIR 
EXPERIENCE HERE. FOR TDYERS AND OTHER WHO CANNOT 
PARTICIPATE IN THE PLP 


7. DFI FUNDING LAST YEAR FOR THE LANGUAGE EVENINGS TOTALED 
$210 FOR THE ESTIMATED COAST OF THE LECTURER AND RELATED 
SUPPLIES. POST REQUESTS $210 FOR THIS PROGRAM THIS YEAR 
ALL OF WHICH WILL GO FOR THE COST OF THE LECTURER; NO 
SPECIAL SUPPLY NEEDS ARE ANTICIPATED. 


8. RESOURCE MATERIALS/SUPPLIES: THANKS TO PRIOR-YEAR DFI 
MONEY 

BOOKS 

ONE NEW INSTRUCTION BOOK OR AUDIO-VISUAL RESOURCE 
RECOMMENDED BY FSI IN THE UPCOMING YEAR. BASED ON PAST 
PURCHASES 

ADDITION 

TYPES OF PAPER -- FOR THE PRINTING AND COPYING OF VOCABULAR' 
CARDS 

$100 PER YEAR 
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9. TOTAL REQUEST: COMBINING THE INDIVIDUAL FUND REQUESTS 
ABOVE 

BROKEN DOWN AS FOLLOWS: SITUATIONAL LEARNING/ FIELD TRIPS 
($15 

INTRODUCTION EVENINGS ($210) AND RESOURCES/SUPPLIES ($250). 
POST WOULD LIKE TO THANK FSI FOR ITS CONTINUING SUPPORT TO 
EMBASSY AMMAN\'S PLP 

OF THIS REQUEST. ANY QUESTIONS SHOULD BE DIRECTED TO POST 
LANGUAGE OFFICER MADISON CONOLEY. 


RUBINSTEIN 
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regime generals in the past years have retreated further into 
their collective shell of isolation. This retreat is 

partially a response to international pressure 

reflects renewed attention to power sharing issues with the 
country\'s ethnic minorities 

unresolved since Burmese independence. Although the military 
convened a National Convention in 1993 to draft a 
Constitution as part of its \"roadmap to democracy 
hand-picked the representatives 

and isolated the pro-democracy movement leaders 

and repressed democratic activists. The military has 
announced that they will reconvene the National Convention 
later this year in order to finalize a new Constitution. Yet 
after 12 years 


5. (C) The regime\'s open disdain for the UN system and the 
international community has become more apparent. The regime 
has prohibited a visit by the UNSYG\'s Special Envoy 

Razali Ismail 

UN Human Rights Rapporteur Paolo Sergio Pinheiro was allowed 
to enter the country. In the interim 

international organizations 

the UNCHR 

unsuccessfully 

imposed increased restrictions on UN agencies and 

international NGOs operating inside Burma. The military 
intimidates its citizens by questioning them about any 

contacts with foreigners 

programs they initiate. Foreign missions and visitors face 
increasing delays and difficulties in obtaining routine visas 

and residence permits. 


Short-term Objectives 
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6. (C) Given the overall grim prospects for a transition to 
democracy in the near future 

stretch the boundaries to promote meaningful discussions 
among the Burmese people and prepare them to control their 
future. We propose to do this by expanding our successful 
American Center programs to Mandalay and by utilizing 
$100 

civil society groups working inside Burma. In addition 
recommend that a diplomatic effort be launched to forestall 
the adoption of a new Constitution (drafting of which may be 
concluded by the end of this year) after a sham referendum 
designed to entrench the military in power. 


Diplomatic and Programmatic Strategy 


7. (C) Stretching the Boundaries: In spite of regime efforts 

to paint the international community 

United States 

phenomenal thirst among Burmals diverse population for all 
that we have to offer. The democratic opposition values U.S. 
mission counsel and support. The ethnic minorities 

distrusted by the central government 

include them in our programs. The general population eagerly 
avails itself of the abundant 

information we provide. Our American Center in Rangoon 
(which houses the best 

country) draws up to 8 

enrolled members. Almost 400 Burmese 

activists and former political prisoners 

our English language and civics instruction programs. 
Participants in our public diplomacy exchange programs in the 
United States return to their NGOs and independent 
associations with new leadership and management skills to 
build a stronger civil society. 


8. (C) We can do more: 


--Increasing Outreach: We must turn away interested students 
for our programs in Rangoon due to space limitations. We 
should not be turning away any interested individuals seeking 
the truth. The USG owns prime real estate in Mandalay 
currently unoccupied 

expanding our successful public diplomacey programs. 
Mandalay is BurmaVs second largest city 

capital 

areas. China 

programs there and China and India have active consulates. 
We recommend expanding our successful American Center 
programs (library and classes) to Mandalay in order to reach 
many democracy activists and ethnic minorities who are 
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prohibited from traveling to Rangoon. We need to begin now 
to seek the necessary approvals from the authorities(which 
can take a very long time) 

the necessary Washington approvals 

Mandalay open soon. 


--Training: Quick to recognize threats to its authority 

military has closed universities for extended periods of time 
and then dispersed them away from urban centers. The 
military hand-picks the heads of business and professional 
associations 

view the private sector as easy plunder rather than a force 

for development. They discourage the reporting of bad news 
as negatively reflecting on their rule 

has disappeared. They have begun moving to replace trained 
civil servants throughout the bureaucracy with military 

officers having no background or expertise in the jobs they 
assume. As a result 

management skills have withered in Burma. The regime\'s 
repression and intimidation of the democratic opposition has 
severely restricted the ability of political party leaders to 
develop sufficient capacity to govern. Our American Center 
has programs in place to teach English to democracy 

activists 

have offered successful journalism training programs to 
support professional development within a growing independent 
media sector. We have oragnized an eMBA program for 
progressive business leaders seeking the tools necessary to 
make the private sector an engine of change for political and 
economic reform. All these 

additional space and funding. 

--International Visitors/Exchanges: The USG currently funds 
six IVs annually. We could easily double or triple that 

figure to accommodate strong candidates from independent NGOs 
and civil society. Burma does not currently have a Fulbright 
program 

countries in 1947. We should reactivate this program that 

has demonstrated its outstanding record of success of 
preparing future leaders around the world. We should also 
consider funding non-GOB individuals to regional meetings on 
democracy-related issues and support more regional speakers 
to visit Burma for appropriate programs we could arrange here. 


--Independent Information. The vast majority of Burmese 
citizens 

the only available accurate information about domestic 
developments and world news via the independent short-wave 
radio broadcasts of Radio Free Asia (RFA) 

and the Democratic Voice of Burma (DVB). The distribution of 
radios inside the country would enhance broader access to 
reliable information. We should also work with these four 
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Burmese-language radio services to broaden their democracy 
and capacity-building programming and support efforts to 
boost their signal strength. 


--Burma Congressional Earmark: Tens of millions of dollars 
in ESF and HA funds have been spent on Burmese refugees and 
exiles in Thailand 

people living inside Burma 

anytime soon. We welcome the opportunity to use the $100 
identified for this Embassy to use in promoting democracy 
this fiscal year. We are in the process of identifying 
independent homegrown NGOs working in Burma 

show what can be done from within to promote the 
establishment of democracy and provide civil society 
opportunities to develop the skills that a democratic Burma 
will require. 


9. (C) Bilateral and Multilateral Diplomacy: Annual UNGA 

and UNCHR resolutions on Burma demonstrate the international 
consensus on the need for change. The current efforts to 
engage the UN Security Council on Burma have struck a nerve 
in the military leadership. They have launched vituperative 
attacks on the \"outside forces\" attempting to discredit the 
regime (amusingly 

to rebut). The democratic opposition 

leaders have all publicly endorsed the effort further 

enfuriating the regime. We should continue to support 

efforts such as this to keep Burma on the international 

agenda 

illegitimacy. 


10. (C) At the same time 

effort to forestall a sham referendum enshrining a 

constitution tailored to order by the military (see para 4 

above). The regime has announced plans to conclude the 
drafting by the National Convention later this year; they 

would then stage a referendum to ratify it. With all 

opposition completely excluded from deliberations 

prohibited 

free 

diplomats in Rangoon consider that it would be \"good enough\" 
to gain the release of ASSK and future amendments could then 
correct the flaws. We need to work with our European 
Australian 

ASEAN nations in particular that a flawed constitution at 

this stage is \"not good enough.\" The Chinese and ASEANs have 
disagreed with many elements of our Burma policy 

should not be under any illusion that the international 
community as a whole will recognize a sham. They themselves 
recognize the many failures of the regime and their limited 
influence on the regime despite their willingness to 
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\"engage.\" Since stability seems to be a major concern to 
them 

portion of the population will only ensure that conflicts 

will continue and the economy will further deteriorate--thus 
fueling instability. They should be telling the military 

a minimum 

bringing in all the political players in advance to have an 
open debate--maybe this could start the national 
reconciliation so overdue in Burma. 


11. (C) Humanitarian Assistance: Finally we wish to flag an 
issue that merits Washington attention because it has an 
impact on our bilateral and multilateral diplomacy. Based on 
our conversations with Europeans 

diplomats here 

ways that they can influence developments in Burma. They 
have seized on Burmavs serious humanitarian needs. They 
recognize that the regime itself is largely responsible for 
causing 

They also see a role for the international community to 
alleviate the suffering of innocent people. The military 
protects only itself 

provide support that would in any way bolster the regime or 
relieve the generals of their responsibility to undertake 
fundamental reform. Nonetheless 

make a compelling case that foreign assistance can not only 
address humanitarian needs 

independent of the government and in ways that also build 
civil society and encourage grassroots democracy. Despite 
our demonstrated track record of generous humanitarian 
assistance around the world 

as the obstacles in addressing humanitarian needs in Burma. 
We should be willing to discuss with other donors their ideas 
about how to move forward in Burma to advance our own ideas 
including exploring methods to broaden our humanitarian 
assistance in creative ways to take advantage of this 
\"democracy building space. 


Flexibility 


12. (C) The regime will strongly resist overt efforts to 

support the democratic opposition and those who seek an end 
to military rule. The regime will equally resist efforts to 
influence directly its own government and military ranks to 
adapt or be more receptive to democratic practices. Thus we 
have proposed a low-key approach that tries to expand the 
boundaries in which can operate and open up space for the 
Burmese people. We do not doubt that the military knows what 
we are doing in our American Centers 

interfere. Let\'s take advantage of that and probe where we 
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can do more. This will mean that we should not publicize our 
specific intentions. That does not mean that we should not 

speak out critically about this regime. Those words of 

criticism for the abuses and the need for more freedom coming 
from the President and Secretary are heard widely by the 
Burmese people through radio broadcasts and welcomed as moral 
support that they are not alone in their struggle. 


13. (C) We must pursue our democracy objectives in Burma with 
flexibility and creativity. While we can be bold and firm in 

our bilateral relationship with the regime 

programming should not provoke the generals in a way that 
would jeopardize the very people we are supporting or result 
in further restrictions that close entirely the small space 

in which we currently operate. We need to operate in 
partnership with UN agencies and NGOs and through our 
existing American Center and traditional public diplomacy 
mechanisms. Expansion of our efforts may also require 
\"stealth\" democracy programs which are carried out through 
business development 

and other projects that do not draw undesirable attention 
from the authorities. 


14. (C) The United States provides a voice and a source of 
hope to the vast majority of the Burmese population who 
oppose authoritarian rule and are inspired by core U.S. 
values of good governance and respect for the rule of law. 
They gain strength from the presence of our mission and from 
U.S. policies. While tangible progress in achieving our 
democracy objectives in Burma will be very difficult 

persist. 

Villarosa 
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historically worked at tea plantations 

minority presence. There is also a smaller minority of 
Muslims in south and central Sri Lanka 

engaged in the gem industry or in other forms of trade 
rather than farming. Interlocutors in all of these 
locations noted that for voters in the region 

concerns will dominate the presidential election. 


3. (SBU) In Ratnapura September 28 

with opposition United National Party (UNP) member of the 
Sabaragamuwa Provincial Council Samitha Attygalla 

Municipal Council Mayor Nimal Dayawansa 

Parliament (MP) Susantha Punchinilame. These opposition 
stalwarts placed the high cost of living and rising 

fertilizer prices as the issues dominating the minds of 

voters. They stated that unemployment and under-employment 
are rampant in both the gem industry and the agricultural 
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sector. Ratnapura\'s poor economic situation is exacerbated 
by the high cost of living and rising fertilizer prices 

according to our contacts 

to alleviate the problems. 


4. (SBU) At a September 29 meeting in Embilipitya 

Piyadasa Abeynayake of the Ratnapura district said that 
former SLFP coalition governments had ignored the gem 
industry 

bureaucracy and subsequently causing cash-poor mine owners 
to lay off employees. In a separate meeting that same day 
gem merchant Jinadasa Guruge of Kahawatte concurred with 
that assessment. Chairman of Gem Corp and local organizer 
for the governing Sri Lanka Freedom Party (SLFP) Asoka 
Jayawardena felt similarly 

September 30. Jayawardena added that he blamed the Marxist 
Sinhalese nationalist Janatha Vimukthi Peremuna (JVP) for 

not improving the SLFPYs economic policies during its time 

as a governing coalition partner. 


5. (SBU) In a Sepetember 29 meeting in Wellawaya 
Moneragela District 

too 

face. Kumarasiri sought to renovate water reservoirs and 
offer agricultural price guarantees consistent with the 
UNP\'s party manifesto. 


6. (SBU) Attygalla 

that Ratnapura district has the country's second highest 
number of Samurdhi 

that the government has given the Samurdhi administrators 
significant leeway in selecting beneficiaries 

deserving poor families do not get selected 

they are not allied with the ruling Sri Lanka Freedom Party 
(SLFP). They said that the UNP intends to overhaul Samurdhi 
so that there are fewer recipients overall 

needy recipientVs allotment increased. 


7. (SBU) At a September 28 meeting 

chief minister and current provincial council minister and 

SLFP member Mohan Ellawela noted that Ratnapura district has 
no ethnic tensions and minimal labor problems. He told us 

that out of the districtVs 110 

estate Tamils and roughly 26 

told us that some senior SLFP members objected to the SLFP\'s 
pact with the Marxist Sinhalese-nationalist Janatha Vimukthi 
Peremuna (JVP). However 

were drawn to the JVPVs philosophy 

might not hinder RajapakseVs chances. A Muslim attorney and 
local SLFP organizer in Balangoda 

district 
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a minority community 
in the region. 


8. (SBU) Chief Minister of the Sabaragamuwa Province and 
SLFP member Mahiepala Herath noted that all the parties that 
pledged to support Rajapakse are coordinating their efforts 
but he added that a number of SLFP supporters disapprove of 
his pacts with the JVP and monk-based Jathika Hela Urumaya 
(JHU). Earlier Jayawardena had expressed the same opinion 
and he posited that some SLFP members might boycott the 
polls to protest Rajapakse\'s pact. 


9. (SBU) Mayor of Haputale and SLFP organizer Sumith 
Samayadasa said that the UNP was weak in his electorate. He 
was also confident that Rajapakse could win the support of 

the Ceylon WorkersY Congress (CWC) trade unions in the Uva 
Province. (Note: The CWC\'s October 5 announcement of 
support for the UNP indicates Samayadasa\'s confidence was 
ill-founded. Perhaps Samayadasa had simply been implying 
that Rajapakse\'s pacts with the JVP and JHU would not 
alienate Muslims 


10. (SBU) Samayadasa also concurred with Bandarawela\'s UNP 
organizersV assessment that whichever candidate credibly 
promises improved living conditions to estate workers can 

win the Uva Province in central Sri Lanka. The UNP 

organizers of Bandarawela told us that during the past three 
months 

Uva 

Lokubandara has not been very active. 


11. (SBU) September 30 

runs pre-employment training programs for young people with 
the YES Foundation in Tissamaharama. He noted a decrease in 
the JVPVs appeal to youth 

Pradeshiya Sabha (local governing council) 

traditional stronghold for the party. He credited the shift 

to non-profit groups educational efforts that exposed young 
people to broader cosmopolitan ideas 

the appeal of the JVPVs narrowly focused views. He also 
mentioned a recent UNP membership drive in which the 
organizers had expected a turn out of one thousand 
participants when four thousand youth actually turned up for 
the program. 
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12. (SBU) The people we spoke to all believe the election 
will be a close one. Both UNP and SLFP supporters told us 
that they are planning door-to-door campaigns to sway swing 
voters. Most interlocutors agreed that while some minority 
groups and mainstream Sinhalese were concerned about 
Rajapakse\'s pact with the extremist JVP 

south and center of the country 

dominate. For groups living relatively harmoniously and far 
removed from the clashes in the North and East 

surprise that bread and butter issues take precedence over 
concerns about the ethnic divide. The UNPVs manifesto seeks 
to address some of these concerns with the promise of new 
jobs and farm subsidies. However 

whether people respond to the pragmatic manifesto 

with the aloof candidate Wickremesinghe 

genial Rajapakse 

manifesto. 
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that would be through greater trade access to the U.S. and 
EU 

requesting the U.S. to consider emergency legislation to 
lower dutires on textiles 

Pakistan 

virtually all other Pakistani exports enter the U.S. duty 

free under the GSP program). Pakistan would also like the 
U.S. to fast track Pakistan 

negotiations. President Musharraf would be writing a letter 
on these topics soon (and sending a similar letter to the 
European Union). Khan remarked that Pakistan understood the 
U.S. had extended trade benefits to countries affected by the 
December 2004 tsunami 

U.S. empower Pakistan to earn the money to pay for its 
reconstruction. Hyder said that while most textile 
production in the affected areas was small-scale handicraft 
textiles 

affected areas to major manufacturing centers like Karachi 
and Lahore meant that the health of Pakistan 

sector (of which textiles represents roughly 60 percent of 
exports) would have a great impact on the flow of 
reconstruction funds to the affected areas. 


7. (SBU) Action requested: following up on Khan 

for U.S. assistance in locating winterized tents -- a 

priority which has been emphasized at every level from 
division commanders to President Musharraf -- Washington 
agencies are requested as an urgent priority to identify 
worldwide supplies/sources of winterized tents that can be 
provided to those left homeless by the earthquake. 
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delivered the points outlined in ref A -- and asked Thailand 
to join the large numbers of countries already supporting 
PSI. 


2. (C) In response 

UNSCR 1540 and commitment to curb proliferation. He said 
that Thailand would certainly endorse PSI 

it was just a matter of when. He seemed particularly 
interested in whether endorsement required any formal 

written assurance. The Australian Ambassador suggested that 
a public statement by an appropriate official would be 
sufficient. Ambassador Boyce reminded Thakur of their recent 
conversation with A/S Rademaker during the ARF seminar on 
missile defense (septel) 

create a scenario where Thailand could join other countries 

to endorse PSI prior to the upcoming Asian Senior Talks on 
Proliferation (ASTOP) in Tokyo in early 2006. ThakurVs staff 
seemed intrigued by this suggestion. 


COMMENT: SETTING A SCENARIO FOR THAI ENDORSEMENT 


3. (C) As PM Thaksin has told us previously 

to be able to support PSI without exacerbating tensions in 
the Muslim south. Thakur\'s staff seem willing to explore a 
scenario whereby Thailand could endorse PSI publicly in a 
forum away from Bangkok -- perhaps in Tokyo. Post stands 
ready to work with PM/INL in creating such a scenario. END 
COMMENT. 


BOYCE 
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he continued 

oversee infrastructure projects. Shaef also described a 
project with the World Bank to develop the seaport and 
airport in order to create jobs and develop tourism. He 
expressed concern that a lack of economic opportunities will 
lead to civil unrest and recruitment by extremist elements. 


4. Following the meeting with Shaef 

twenty local council members representing all major political 
parties to gather perspectives on elections 

decentralization 

the port. Council members demonstrated great pride in their 
close relationship with constituents and the responsibilities 
that entails. Members felt their effectiveness was impeded 
however 


Column 3 

allocations from the Ministry of Finance to fund operations 

and projects. Council members asked for help making 
connections with American local government leaders 

could learn from America\'s democratic experience. Ambassador 
said the exchange of information and expertise with their 
American counterparts would be very valuable. He stressed 

that democracy cannot succeed without strong local 
governments to secure political freedoms and encourage 
economic development. 


5. Ambassador visited the Aden Chamber of Commerce to meet 
with local business leaders and stress the importance of a 
thriving private sector in creating a secure and prosperous 
Aden. He called on business leaders to work with local 
councils to help create conditions friendly for business. 
Business leaders were enthusiastic about forming 
relationships with American companies and chambers of 
commerce 

visited Aden since 1973. The Ambassador encouraged the 
Chamber of Commerce to work with post to develop 
relationships with American companies and educate them on 
potential investment opportunities. 


6. Local UNHCR representative Theophilus Vodounou described 
the current refugee situation and the organizationVs efforts 

to assist the thousands of new refugees who arrive each year. 
Vodounou said most refugees arriving in Yemen are young 
males fleeing poor economic conditions in Somalia and 

Ethiopia. They typically pay armed Somali smugglers $10 - 

$20 dollars to ferry them in unsafe boats from Bossaso 

Somalia to the Bir-Ali coast 

provides food and medical attention at the nearby Mayfa 
Reception Center 

camp outside of Aden. The refugee camp\'s population is 7 

and growing 

and seek employment elsewhere in Yemen or other countries on 
the Arabian Peninsula. UNHCR currently has 74 

refugees 

Vodounou estimated that twice the registered number have 
entered Yemen illegally within the last ten years. 


7. Vodounou also described efforts to improve living 
conditions in the Aden suburb of Basateen 
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14 

population has expanded well beyond what the current 
infrastructure can handle. According to Vodounou 

central government views the area as a haven for criminals 
and would like to move the residents to the Kharaz camp. 
Local authorities 

improve basic services 

opportunities to residents. Vodounou thanked the USG for 
providing a new water tank to Basateen residents. 


8. Ambassador and Mrs. Krajeski also met with several NGOs 
providing valuable services to the women and children of 
Aden. At the Women\'s Shelter House 

Hariri described the shelterVs efforts to provide a safe 
haven for battered women. The shelter provides legal 
support 

of violence. Hariri said that without support from the 
shelter 

women are vulnerable to being trafficked into prostitution. 
Hariri can currently only house six women 

expand the facilities in Aden 

shelters in Taiz 


9. Mrs. Krajeski met with Fatima Muraisi 

member and Chairperson of the Yemeni Woman\'s Union (YWU) Aden 
Branch. YWU 

strong relationship with the government 

legal support to female prisoners 

awareness campaigns 


10. The Ambassador''s wife also toured two facilities that 
received USG assistance 

girls and a school for blind children. At the girls\' school 
she observed students using the e-Learning Center created 
with funds from the Middle East Partnership Initiative 
(MEPI). The successful center provides a vibrant learning 
environment and encourages young girls to seek additional 
educational opportunities. The elementary school for blind 
children 

reintegration into normal classrooms 

for USG support for much needed renovations. 


11. All news outlets reported on Ambassador KrajeskiVs visit 
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to Aden. Many summary articles carried photos and positive 
reports about his meetings. Aden-based independently daily 
Al Ayyam carried an in-depth interview on October 6 (reftel). 


Krajeski 
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is in sight and a conclusion in the next few months would be 
possible 


National Assembly 


9. (SBU) Weisel met with Tao Huu Phung 

the Economic and Budgetary Committee of Vietnam\'s National 
Assembly. Phung stressed that the National Assembly is 
actively making laws to meet all the requirements of the 
United States and the WTO. In the last session 

National Assembly had passed a number of laws including the 
customs law 

as well as laws on anti-dumping and on subsidies. In the 
next session starting October 18 

enact 14 new laws and ordinances 

investment law and unified enterprise law 

on negotiable instruments 

These new laws are intended to create a level playing field 

for foreign and domestic companies. The unified enterprise 
law will replace separate laws on state and private firms 

and will make state-owned enterprises (SOEs) more market- 
oriented and independent from the Government. The tax law 
will unify tax rates on domestic and imported products 
including autos 

Government will adopt implementing regulations as the laws 
are passed and the Assembly will oversee implementation. In 
2006 

regulations 

telecom 

personal income tax. Such rapid activity demonstrates 
Vietnam\'s efforts to meet WTO accession requirements. 


10. (SBU) In response to WeiselVs questions on the 
investment law 

law is to simplify administrative procedures by combining 
business registration and investment licensing and by 
creating a one-stop shop for businesses. The law and 
regulations will be transparent about which sectors are 
restricted for investment. It will set up a level playing 
field for foreign and domestic business. Phung said that 
the draft IPR law would be very detailed so that the 
implementing regulations would probably add very little. 
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The latest drafts of the law and regulations are not yet 
available since they have undergone major changes 

He was aware that a National Assembly delegation would soon 
go to the United States to study IPR and that USTR would 
need copies of the regulations for these discussions. 


11. (SBU) On WTO accession 

States shares VietnamVs goal of accession and hopes to 
complete bilateral negotiations in the next few months. She 
observed that she receives more business inquiries about 
Vietnam than about any other country in her portfolio. 

After the recent productive working party meetings in 
Geneva 

that the United States has high requirements for Vietnam 
but commented that Vietnam\'s ability to meet those 
requirements is low. He urged the United States to lower 

its demands. Weisel replied that the two sides were fairly 
close and if the two negotiating teams could do their work 
negotiations could be completed. However 

Congress to pass PNTR for Vietnam 

complete BTA implementation and a strong WTO accession 
package. On BTA implementation 

remain with trading and distribution rights as well as with 
licensing fees. The Vice Chairman said that the USAID- 
funded STAR program is helping Vietnam on BTA implementation 
and that USTR should bring implementation problems to STAR\'s 
attention so that they could be resolved. 


Office of Government 


12. (SBU) Meeting with Vice Chairman Nguyen Quoc Huy at the 
office of government 

the Vend is in sight" and both sides must redouble their 
efforts to complete the bilateral negotiations. She hoped 

to be able to schedule another negotiating meeting as soon 

as both sides complete their "homework" from negotiations in 
Geneva. She also emphasized the importance of BTA 
implementation. Passage of PNTR will require both a good 
bilateral and multilateral package and a good record on BTA 
implementation. On the whole 

smoothly 

rights 

trading rights pending passage of new legislation is not 
working well. This involves having an MOT point of contact 
work with firms to ensure that the commitment is honored 
even though the implementing regulations do not yet exist. 

So far no U.S. company has received a general license to 
trade 

the implementing regulations for the draft trading and 
distribution laws are likely to impose additional or new 
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licensing requirements or fees that would undermine rights 
granted in the BTA. 

13. (SBU) Huy replied that on the margins of the Prime 
Minister\'s visit to Washington 

some BTA implementation issues that the GVN is working to 
resolve. He welcomed U.S. comments on the draft investment 
law. All draft laws are available on the National Assembly 
website and if the U.S. side discovers any provisions that 
would violate BTA provisions 

that the laws can be fixed. On IPR 

Vietnam has difficulty enforcing IPR 

compared with China 

the interest of Vietnam as well as the United States; 
Vietnamese musicians and artists are now interested in it. 
On the bilateral WTO negotiations 

Minister had just written to President Bush making two 
requests: that 

transition economy 

demands and that the two sides should hold another round of 
negotiations in October. 


14. (SBU) Weisel said that she looked forward to seeing the 
letter to the President. The United States is eager to meet 
again with the Vietnamese 

productive once Vietnam has submitted new offers on 
agricultural and non-agricultural goods. On telecom and 
financial services 

ideas they explored last month in Geneva to see whether they 
can close. The U.S. goal is to conclude an agreement on 
commercial terms that it can successfully present to 
Congress. 


15. (SBU) The Ambassador stressed the importance of BTA 
implementation because of its effect on American attitudes. 
The U.S. business community supports Vietnamese accession to 
the WTO. However 

comes closer 

these are reflected in the agreement. To be constructive 
the AmCham had drafted a position paper 

with the GVN. Suggesting that the GVN take the paper 
seriously 

Tuyen intends to meet with the AmCham 

idea. Ultimately 

pivotal as Congress considers PNTR. 


16. (SBU) The Ambassador also raised Boeing\'s problem in 
getting paid. He said that he appreciated Huy\'s help in 
getting the paperwork out of the Prime Minister\'s office. 
However 

to a delay in obtaining approval from Vietnam AirlinesV 

Board of Directors. The Ambassador asked Huy to help. Huy 
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responded that the GVN is still struggling with its poor 
\"administrative system. V" He said that this will be fixed in 
time 


17. (SBU) Returning to the issue of bilateral negotiations 
on WTO accession 

the negotiations to the ministerial level on both sides. He 
said that Minister of Trade Tuyen was ready to go to the 
United States to work out a deal this month and he hoped 
that the U.S. side would support such a trip. The 
Ambassador said that he saw no advantage for Tuyen to go to 
the United States until Vietnam had submitted new offers. 
AUSTR Weisel added that Vietnam wants a political-level 
decision 

be on commercial terms. The agreement must have U.S. 
business support in order to get PNTR through Congress. 


MARINE 
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of the conduct of the referendum itself mentioned the high 
turnout and showed images of smiling Iraqi families casting 
their votes. Several commentators alleged that the U.S. 
might use the death of Syria\'s Interior Minister to connect 
Syria with HaririVs death in order to \"divert attention 

from the Iraqi quagmire.\" End summary. 


2. Egyptian parliamentary elections: On October 11 

media reported that President Mubarak had issued a decree 
setting the date for the first round of parliamentary 

elections for November 9. Later in the week 

14 

of ruling National Democratic Party (NDP) candidates for 
November\'s parliamentary elections. The headline of 
ardently pro-government Al-Gomhouriya (circulation: 

200 

the campaign for the parliament of the future.\" Egyptian 

TV also reported on October 15 and 16 that Mubarak would be 
\"personally leading the NDP campaign. Unsigned editorials 
in Al-Ahram on October 15 urged people to vote 

\"the NDP and the opposition are showing seriousness in the 
campaign.\" All major Egyptian newspapers reported on 
October 12 that the Muslim Brotherhood would field 170 
candidates and coordinate its electoral campaign with 

several opposition parties. 


3. Iraq: IraqVs constitutional referendum came in for a 
wave of criticism by EgyptVs print commentators during the 
week leading up to October 15. In opposition daily Al-Wafd 
(circulation: 50 
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the constitution \"is a plot to divide and eliminate Iraq." 

The same day 

held by many Egyptian commentators 

pro-government daily Al-Ahram (circulation: 750 

\"civil war in Iraq has already begun 

constitution would V'continue to divide Iraqis." Another 
columnist opined on October 15 in pro-government Akhbar Al- 
Youm (circulation: 1 

not change the situation in lraq 

civil war.\" Opinions became more cautiously optimistic 
after the referendum; on October 16 

that over 60 percent of Iraqis had voted on the 
constitutional referendum in \"peaceful\" voting. The print 
media also reported the referendum\'s high turnout on page 
one with images of smiling Iraqis voting with their 

families. 


4. Death of Syrian Interior Minister: On October 14 
Egyptian media historically friendly and non-critical of 

the Asad regime reported Syria Interior Minister Kenaan\'s 
death as a V'suicide 

media doubted that assessment. The same day 
commentaries in pro-government Al-Akhbar (circulation: 
800 

and focused instead on alleged U.S. plans against Syria. 
\"The U.S. is only using Syria to divert attention away from 
the Iraqi quagmire 


Mohamed Barakat 

must wonder if the U.S. will use the minister\'s suicide to 
prove its allegations of Syrian involvement in Hariri\'s 

death 

The former Editor-in-chief of Al-Gomhouriya 

wrote on October 14 that he also expected the U.S. \"would 
use Kenaan\'s death to connect Syria with Hariri\'s death.\" 
Ragab also wrote that he hoped \"the Syrian people did not 
suffer any more violence 

Lebanon 
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have to lose? If | stay in the Philippines there is no job 
for me. At least | have a chance in Taiwan.\" 


Bait & Switch 

9. Second 

addressed by the Taiwan government. NGOs report many cases 
where foreign workers 

actually sent to factories after they arrive in Taiwan. 
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Employers use this method to circumvent quotas on hiring 
foreign workers since domestic caretakers are exempted from 
quota restrictions. The foreign workers are required to 

work in factories but then paid the same wages as a domestic 
caretaker; a fraction of the prevailing wage rate for a 

factory worker. Joyce Shiau 

government shelter said this is the number one reason 
workers seek help at the shelter. 


10. Penalties for employers involved in labor trafficking 

are light. In one case 

inspector discovered an employer was making his housekeeper 
work in the employer\'s flour factory. The inspector fined 

the employer US$1 

returned the foreign worker to the employer\'s family so that 
she could continue working as a housekeeper. Labor 
authorities will remove an employer's right to hire domestic 
caretakers only after the third offense. 


No Legal Protections for Domestic Staff 

11. Third 

labor standards law. While foreign workers in construction 

are covered under Taiwan\'s labor laws 

who make up about half of all foreign workers 

specifically exempt. Without any laws to protect domestic 
caretakers 

are decided by the employer. AIT ECONOFF has learned of 
numerous cases where housekeepers have worked for one to two 
years without any time off. To address this 

advocating for a Household Services Law to regulate domestic 
caretakers. However 

the law and a commission created to write the bill could not 
come to a consensus. 


Deportation Problems 

12. Finally 

of foreign workers. NGOs believe that foreign workers 
should have some kind of whistleblower protection if they 
face illegal working conditions. Without this protection 
employers can arbitrarily deport foreign workers who raise 
concerns or seek help. This was one of the contributing 
factors that led to the Thai worker riots. The Thai workers 
claimed that anyone who questioned their paycheck was 
immediately deported. (See ref A 

deported within the first two years may not be able to pay 
back the debt incurred from broker fees. 


NGOs Report on Recent Cases of Foreign Worker Abuse 
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13. In addition to the Thai worker riots 

highlighted a few less widely reported cases of the foreign 
worker abuse. NGOs believe that these cases show that the 
Thai worker riots were not an anomaly but part of a lasting 
trend. In April 2005 

discovered to have raped up to thirty Vietnamese foreign 
workers that he brought to Taiwan. NGOs point to the large 
number of victims as evidence that many foreign workers do 
not know that there are resources to help them. In July 
2005 

strike at the Formosa Plastics Corporation oil refinery 

about salary deductions. They were allegedly beaten by 
guards and immediately deported. Four of them were still 
injured at the time they were deported and were later 

treated in Hong Kong. The case is still under investigation 
by the CLA and Yunlin County Government. In February 2004 
New Party legislator Fong Hu-xiang was convicted of rape in 
a case involving his Filipino maid. The case is currently 

on appeal. 


CLA Defends Themselves by Pointing to New Legal Aid Office 


14. Officials at CLA defend their policies. CLAVs Foreign 
Worker Affairs Director Liao Wei-ren explained that in 2004 
Taiwan established a legal aid office that provides free 

legal services to foreign workers. This office was 
instrumental in bringing cases against the broker in the 
Tainan incident involving the rape of Vietnamese workers. 
The legal aid office was able to arrange to have all the 
victims stay at government shelters and testify against the 
broker. In addition 

if they want to stay in Taiwan. The case is still being 
investigated and the broker has been jailed while awaiting 
trial. In the case of legislator Fong Hu-xiang 

housekeeper reported the case to the police and she was sent 
to a government shelter until she voluntarily left for the 
Philippines. The legislator was sentenced to 4 years in 
prison. The case is on appeal but the legislator has been 
removed from office. As for the Filipino workers at Formosa 
Plastics Corporation 

workers should not have been immediately deported back to 
Philippines. An investigation is still pending. 


CLA has two new plans: Separate Processing at Airport and 
Bilateral Agreements 

15. In reference to the Filipino worker case 

that employers have deported employees without cause. To 
address the deportation problem 
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planning to build a separate waiting area for foreign 
workers at the airport. No one except foreign workers will 
be allowed into the waiting area. Foreign workers who 
arrive in Taiwan will be given pamphlets in their own 
language detailing their rights in the waiting area. On 
departure the foreign workers will be allowed to report any 
illegal activity and be given the option to stay in a 
government shelter if they believe they are being deported 
without cause. 


16. To address the issue of high broker fees 

negotiating a bilateral agreement with the Philippine 
government to allow Filipino workers to apply directly to 
CLA if they want to return to Taiwan. Currently 

workers who have finished three years in Taiwan need to 
leave Taiwan and apply for re-entry. This requires another 
broker fee. Under CLA\'s plan 

the brokers and apply directly to the CLA if they are 
returning for a second three-year contract. If successful 
CLA plans to negotiate similar bilateral agreements with 
other countries. With respect to the request by NGOs to 
completely abolish the broker system 

removing the broker system is not possible because the 
government does not have the resources to recruit foreign 
Workers on its own. 


Translators 


17. Joyce Shiau detailed all the services the Taiwan 
government provides. If foreign workers call the shelter 
hotline 

Depending on the nature of the complaint they can be 
directed to a shelter immediately. The CLA has established 
24 offices around the island to provide counseling and other 
services to foreign workers. Shiau also showed us pamphlets 
in four languages with information for foreign workers. The 
police are required to give the pamphlets to all foreign 
workers when they apply for their Alien Resident Card. She 
also showed the schedule for weekly radio programs directed 
toward foreign workers in their own language. 


18. However 

not as effective as officials claim 

two foreign workers who were living in the government 
shelter. Both said 

that they had never heard of any shelters 

hotlines or radio programs offered to foreign workers. They 
were directed to the shelter after going to the police. One 
worker claimed that she was sexually abused by her employer 
and the other had been illegally employed. However 
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CLA\'s credit 

treatment they had received. While CLA was arranging new 
employment for both of them 

enter the shelter and were provided free room and board. 


19. Comment: The political environment in Taiwan is such 
that any case of foreign worker abuse that reaches the media 
receives major coverage. The resignation of CLA Chairwomen 
Chen Chu over the Thai Labor riots shows that the Taiwan 
authorities were embarrassed by the riot and are paying 
attention to the problems foreign workers face in Taiwan. 

To its credit 

provide free legal services and operate government shelters 
for foreign workers. One of the ruling party's most 

energetic and effective leaders 

Secretary General Lee Yung-yuan 


SIPDIS 

CLA Chairman. This offers hope that CLA will continue to 
improve its performance. However 

broker fees 

means that many foreign workers continue to suffer. It 
remains to be seen whether CLA\'s plans to have separate 
waiting areas at airports and bilateral agreements to reduce 
broker fees will be successful. End Comment. 
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is only for the Vietnam broker and does not include the 
Taiwan broker fee. The fees in Vietnam are often twice as 
high as the fees charged to Filipino workers.V' said Joyce 
Shiau 

Center 

foreign workers in Taipei. Vietnamese families sometimes 
pool their resources to take out a loan to send one family 
member 

will work as domestic servants taking care of the elderly. 
As a result of the loan 

debt. He or she will work for the first year or two 

a three-year contract 


4. The high broker fees create a host of problems for the 
Vietnamese workers. While workers from other countries can 
expect to save US$4 

Vietnamese workers find that they will not be able to save 
nearly that much money. In addition 

sometimes unwilling to seek help because of the risks of 
getting sent back to Vietnam. A worker deported within the 
first two years of the contract would likely still be 

indebted to the broker. 


Vietnam Government Involved in Setting High Broker Fees 
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5. Stephanie Wei 

welfare organization in Taiwan explained to AIT the 
differences between brokers in Vietnam and brokers in other 
countries. She said that in many countries 

views the broker as a necessary evil because they provide an 
essential service. By comparison 

Vietnam \"the Vietnamese government is the broker.\" Joyce 
Shiau said V The Vietnamese government is quite good at 
exploiting the foreign workers that come to Taiwan." She 
explained that the government 

the brokerage fees when workers leave Vietnam 

income taxes when they return. Most Vietnamese workers will 
pay almost NT$60 

return to Vietnam. 


6. A telling example which supports ShiauVs assertion 
occurred in early January 2005 when Taiwan authorities 
announced they were banning Vietnamese workers from Taiwan. 
In response 

Taiwan announced that 

would round up 2 

the end of the month. In the end 

to turn over 800 illegal Vietnamese workers. AIT ECONOFF 
asked Nguyen Ba Hai 

Economic and Cultural Office in Taiwan 

government was able to organize an island-wide effort to 

track down illegal Vietnamese workers. Nguyen Ba Hai said 
that the Vietnam government had sent labor brokers to Taiwan 
to assist the authorities in tracking down illegal workers. 


Vietnam Government silent on labor trafficking 


7. The Vietnam government's involvement in lucrative broker 
fees may have translated into lax efforts to combat labor 
trafficking in Taiwan. NGOs report that a number of 
dishonest brokers use bait-and-switch tactics to illegally 
hire Vietnamese workers. NGOs claim that before they are 
hired 

domestic caretakers in Taiwan. However 

the workers are sent to factories or farms and are paid a 
fraction of the prevailing wage. These NGOs claim that 
employers are willing to risk hiring illegal foreign workers 
because 

lower wages 

rarely know their rights. Joyce Shiau confirmed that \"60% 
of all labor trafficking cases involve Vietnamese workers." 
Peter Nguyen Van Hung 

Worken\'s Office 
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tragic consequences of labor trafficking. He said there 
were many cases of domestic caretakers 

using factory machines 

working in factories. 


8. Nguyen Luong Trao 

Office in Taiwan told AIT that labor trafficking was a 

common complaint they received from Vietnamese workers. 
When AIT ECONOFF asked them what the office did about these 
complaints 

their broker. When asked about the exact number and type of 
complaints they receive 


Taiwan 


9. The Vietnam governments lack of progress on these 
issues has frustrated Taiwan officials. Yang Guo-shen 
Specialist with the Council of Labor Affairs Foreign 

Workers Division 

since May 2004 to control the high runaway rate. In response 
to questions about the high broker fees 

has seen many cases where high broker fees are disguised as 
loan agreements and the workers claim they have never seen 
the loan agreement. He also added V'these loan agreements 
have the official seal of the Vietnamese government so 
somebody is stamping these documents as legitimate. V' 


10. NGOs also report similar stories of the Vietnamese 
government's unwillingness to help Vietnamese citizens. 
Stephanie Wei 

Filipino worker has a problem 

MECO (Manila Economic and Cultural Office). But the 
Vietnamese office does nothing to help their foreign 
workers. V" 


11. Nguyen Luong Trao told AIT that Vietnam is cracking 
down on the high run away rate by passing a law to punish 
Vietnamese workers that runaway from their employers. When 
AIT ECONOFF asked whether this would not simply result in 
discouraging runaways from returning to Vietnam. Nguyen 
Luong Trao replied 

when they do 


12. Comment: Although the Taiwan government is responsible 
for the welfare of all foreign workers 

have faced particularly harsh conditions. Lack of support 

from the Vietnam government and the close cooperation 
between the Vietnam government and labor brokers appear to 
be contributing factors to the higher runaway rate among 
Vietnamese laborers in Taiwan. End Comment. 
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Islands (refs C and D). In addition 

Council (MAC) Chairman Joseph Wu announced on July 28 
that the Travel Agent Association of Taiwan (TAAT) 
would be designated as the industry association to 
coordinate cross-Strait consultations on opening 
tourism to Mainland Chinese. TAAT is an island-wide 
association made up of the Taipei Association of 
Travel Agents (TATA) 

Travel Agents Association 

Association of Travel Agents. On September 2 

invited these and other tourism industry associations 
to a meeting to discuss how to ensure quality services 
and social order with tourism liberalization. Wu also 
reminded the associations that they should take care 
not to be used as propaganda tools while in the PRC 
for trade fairs or other business consultations 
including the September 6 First Cross-Strait Xiamen 
Travel Exhibition (ref F). During the exhibition 

TAAT representatives met with officials from the China 
National Tourism Administration (CNTA) and 

to Taiwan press 

preparation for more formal consultations on cross- 
Strait tourism. 


3. Taiwan also made an abortive effort to expand 

flight service to Hong Kong. Taiwan and Hong Kong 
authorities approved an application from Hong Kong 
Express Airways Ltd. (HKEA) to conduct five round trip 
charter flights between Hong Kong and Taichung 
September 3-7. However 

not to approve additional flights. According to 

Taiwan press report 

flights had become a political issue in Taichung\'s 
December mayoral election. 


4. On August 24 

products 

BOFT has extended the temporary approval for imports 
of small-size (less than 14mm) hot press steel and 
non-alloy steel rods or bars to December 31 

However 

not extend the temporary approval for seven categories 
of mid-size (larger than 50mm) iron and steel plate 
imports from the current deadline of September 30. 


5. To comply with the latest changes to international 
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export control standards under the Wassenaar 
Arrangement 

revised TaiwanVs export controls on September 14. 
Among the changes 

of semiconductor equipment capable of producing chips 
with feature size as fine as 0.18 microns to some 

areas not including the PRC. However 

recommended to the Executive Yuan (EY) that Taiwan 
relax such exports to the PRC as well. This step 

would allow Taiwan semiconductor foundries to transfer 
their 0.18-micron equipment to the PRC 

investment regulations allow them to build that kind 

of factories there with that level of technology. 


Finance 


6. On July 28 

Commission announced new regulations that would permit 
PRC professionals staying in Taiwan over six months 

for work-related purposes to apply for credit cards 

from Taiwan banks. Although the new regulations will 

not affect many PRC visitors 

effort by the Taiwan government to make it easier for 

PRC employees of multinationals and Taiwan firms to 
come to Taiwan for medium- and long-term assignments. 


7. The PRC approved on August 2 a request from 
TaiwanVs China Life Insurance Co. Ltd. to set up a 
representative office in Beijing. China Life joined 

three other Taiwan insurance companies -- Cathay Life 
Insurance Co. 

and Taiwan Life Insurance Co. 

established representative offices in the PRC and are 
qualified to seek approval for insurance joint 

ventures with a mainland partner. 


Industrial Standards 


8. After initiating discussion of IT industry 

standards with PRC authorities on July 5 (ref B) 
delegation from the Taipei-based Sinocon Industrial 
Standards Foundation and Taipei Computer Association 
met September 28 with officials from the PRC\'s 
Ministry of Communications to discuss the 
establishment of an \"MU\" card (Multimedia card and USB 
insert card) promotion alliance. According to Taiwan 
media reports 

include China's Lenovo 

Acer 
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Research Institute (ITRI). Taiwan industry 
representatives were in Beijing for the Eighth 
Beijing-Taiwan Science and Technology Forum and 
discussed other standards issues related to 3G 
cellular phones 

other technologies. 


Investment 


9. On August 11 

(MOEA) Investment Commission (IC) announced that the 
penalty for unapproved large-scale illegal investment 

in the PRC would be increased. Unapproved investments 
valued higher than USD 10 million will face a penalty 

of 0.5 to 2.0 percent of the invested amount 

0.5 to 1.0 percent. The IC will also strengthen its 
semi-annual inspection regime for approved investments 
to ensure that the amount invested matches the 
approved application. To further strengthen 

enforcement 

would increase the reward for informants of illegal 
investment activities from up to NTD 1 million to up 

to NTD 2 million (USD 60 

efforts appear to have had little impact. In the 

first seven months of 2005 

illegal investment cases with penalties totaling NTD 

2.2 million (USD 66 

for all of 2004. 


China Helps Taiwan Investors 


10. During September 

efforts to gain favor with Taiwan investors. Ata 
September 7 meeting in Beijing with the chairmen of 
over 100 local associations of Taiwan investors in the 
PRC 

start to issue 3- to 5-year multiple-entry permits for 
Taiwan travelers. She announced that the PRC would 
provide five-year loans totaling RMB 30 billion aimed 
at attracting Taiwan investors in major infrastructure 
and high-tech industries. Wu also agreed that the new 
Shanghai school for children of Taiwan investors could 
use the term V'Taiwan businessmen\" (taishang) instead 
of V Taiwan compatriots\" (taibao) 

Ministry of Education to recognize its diplomas and 
subsidize tuition for Taiwanese students. 


Taiwan Investors Want Progress 
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11. On the other side of the Strait 

Frank Hsieh met on September 21 with Taiwan investors 
returned from the Mainland during the Mid-Autumn 
Festival. According to media reports 

participants were disappointed by the lack of any new 
announcements on cross-Strait issues such as direct 
links 

expansion of international flights to Taichung. 

PAAL 
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Mohammed) Khatami 

more unified public support 

stated 

program 

Mohammed shared that \"rumor has it Ahmadinejad will replace V 
his chief nuclear negotiator 

at the International Atomic Energy Agency (IAEA) to refer 
Iran to the UN Security Council. The negotiator 

reported 

guaranteed to vote in Iran\'s favor at the IAEA. 


Iraq: Iran Benefits from Instability 


3. (C) At the next Organization of Islamic Conferences summit 
in Mecca in late November 

meeting to discuss Iraqi instability 

stands to benefit from the lack of Arab involvement in Iraq 
Shaykh Dr. Mohammed warned. An attack on a recent Arab League 
(AL) delegation to Baghdad resulted in the death of two Iraqi 
security forces. This ongoing violence 

AL Secretary General Amr Moussa would not release the exact 
date of his upcoming travel to Baghdad although the FM 
predicted Moussavs arrival on October 17. Regarding Iraqvs 
constitutional referendum 

importance of public remarks from Iraq\'s friends and 
neighbors lauding positive steps Iraq has taken. The FM 
shared that the Council of Ministers would likely issue a 
statement October 16. 
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Visit Embassy Kuwait\'s Classified Website: 
http://www.state.sgov.gov/p/nea/kuwait/ 


You can also access this site through the 
State DepartmentVs Classified SIPRNET website 
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Ethiopia\'s vulnerability. Yamamoto said the U.S. would 
continue to urge opposition leaders to join parliament 

also conveyed high-level USG concerns about arrests of 
opposition members. Meles claimed that the GOE had shown 
restraint with the opposition leaders and hoped that many 
would join Parliament. Other elements of the opposition 
would have to be V'removed 

Somalia was directed at supporting the establishment of a 
government in order to combat Al Qaeda in Mogadishu 
indicated. He hoped for greater U.S. cooperation 
understood if U.S. priorities lay elsewhere. DAS Yamamoto 
told the PM that the USG was taking a fresh look at Somalia 
and underscored that the U.S. sees Ethiopia as an V'anchor 
state\" in the region. In spite of tremendous pressures 
arising from the ongoing electoral dispute as well as 
provocative Eritrean harassment of UNMEE 

remarkably serene and in control. End Summary. 


2. (SBU) AF DAS Don Yamamoto called on Prime Minister Meles 
October 7. He was accompanied by Charge Vicki Huddleston 
AF/E Director Eunice Reddick 

Pol/Econ Counselor (notetaker). MFA Director for North 

America and Europe Grum Abay and a notetaker joined PM Meles. 


3. (C) The only thing stopping Eritrea from attacking 

Ethiopia was not the U.N. Mission on Ethiopia and Eritrea 
(UNMEE) 

rather President IsaiasV belief that V'he would die first 

Meles said bluntly. V'The only chink in our armor is 

instability in Addis 

confused by signs of Ethiopian weakness 

would die. According to Meles 

on only one thing: regime survival. The PM observed that 600 
Eritreans who would lose their jobs due to the closing of the 
USAID mission in Asmara were \"bit players\" in Isaias drama. 
The Eritrean president had not yet come to grips with his 
military defeat in 2000 

merely acting like a child trying to get attention. 


4. (C) Meles commented that he had modified his own approach 
to Isaias 

completely 

from his predicament. \"All other doors must remain closed if 
the President is to come out through the right opening 
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concluded. Meles professed not to know for sure how 
comfortable IsaiasV was with the status quo 

less comfortable every day. The PM cautioned that if the 

U.S. and international community reacted the wrong way to 
Isaias\' provocation 

Bolton\'s response to Eritrea s decision to ban UNMEE 
helicopter flights 

the wrong time. The GOE had remained quiet and restrained 
Meles noted. The PM commented that if Eritrea really wanted 
to get rid of UNMEE 


5. (C) DAS Yamamoto conveyed USG anguish over the situation 
in Asmara. He mentioned that the USG was considering the 
possibility of offering an American UN envoy to Ethiopia and 
Eritrea. If the USG decided to put one forward 

would proceed \"full-throttle\" on the search for peaceful 
resolution of the long-standing border conflict. 


6. (C) DAS Yamamoto told Meles that the USG had met with 
Transitional Somali President Yusuf on the margins of the 
UNGA in September. It had marked the Transitional Federal 
Government\'s (TFG\'s) first such meeting with Washington 
policymakers. Yamamoto noted that EU and Ethiopian 
government had convinced the USG that the TFG might represent 
the last chance for establishing stability in Somalia. In 

the New York meeting 

that Washington expected them to reach out to other factions 
and warlords -- at least those who might potentially be 
supportive. The USG was not opposed to an eventual 
peacekeeping mission 

conditions had been established. 


7. (C) Meles replied that V'we believe there must be a 
proactive plan to de-activate Al Qaeda\'s presence in 
Mogadishu. \"Plan ΑΝ’ for Ethiopia was to encourage the 
formation of a government so that GOE would have an ally in 
the fight against Al Qaida. The PM said he thought Ethiopia 
was acting in concert with the U.S. when it agreed to provide 
support to the TFG at meetings in Abuja. After the U.S. 
statement opposing direct Ethiopian military involvement 
however 

BV was to protect EthiopiaWs border with Somalia and maintain 
contacts with friends in case the U.S. eventually decided to 
become more proactive. The PM said he understood if Somalia 
was not a priority for the USG 

robust effort there would not overtax U.S. resources. If the 
U.S. did decide to get more involved 


Column 3 

would be ready to go \"full throttleV' to assist. He added 
however 

peacekeeping troops for Somalia 


8. (C) The U.S. understands that Somalia is a security issue 
for Ethiopia 

believed that there might be Al Qaeda cells in Mogadishu and 
Somaliland 

Somalia. The U.S. wanted to work with Ethiopia and would try 
to speed up its own internal assessment and planning process. 


Political Crisis: VDisloyal Opposition Between Parliament 
and \"Removal\" 


9. (C) DAS Yamamoto told the PM that Ethiopia s opposition 
must take up its seats in Parliament. He pledged to make 
that case to Coalition for Unity and Democracy (CUD) 
President Hailu Shawel when the latter returned to Ethiopia 
the next day. Yamamoto stated that Secretary Rice had sent 
him and his team to Ethiopia to bolster the efforts of the 
Charge in seeking closure to Ethiopia\'s post-election 
disputes and the successful formation of Parliament. 


10. (C) Charge Huddleston interjected that all players knew 

that Ethiopia had reached a critical juncture. The GOEVs 
flexibility had already proved effective in persuading key 

United Ethiopian Democratic Forces (UEDF) leaders 

possibly many segments of the CUD 

It was also important for the GOE to take steps to repair the 
damage to its reputation from human rights abuses that had 
occurred since the election. DAS Yamamoto noted that the 
Secretary was concerned by the large number of what appeared 
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to be politically-motivated arrests. He added that he had 
also cautioned opposition leaders against recourse to 
violence. 


11. (C) The PM replied that he had been pleased by 
Washington\'s positive response to Ethiopia\'s electoral 
process. He remarked that so long as efforts to democratize 
in Africa were externally driven 

sustainable. \"We\'ve tried to avoid that 

complained about some elements of the international 
\"democracy industry\" (note: this was probably a reference to 
the EU Observer Mission and/or NDI and IRI missions. End 
note.) He said that democracy and ethnic federalism were 
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matters of survival for Ethiopia 

dissent and differences in a peaceful 

manner. Meles lamented that Ethiopia had not been blessed 
with a loyal opposition 

remnants of the previous DERG regime. He claimed that the 
GOE had responded with considerable restraint to provocative 
and unconstitutional behavior by opposition parties 

which the PM said he had ample evidence. He said he had 
taken risks in order to preserve democracy and educate the 
public. \"If this opposition proves it is not loyal 

then removing its leaders will allow something better to grow 
back.\" The PM said he thought the opposition was close to 
entering Parliament 

process drag on beyond the following week 

dangerous signals that continuing instability sent to 

Eritrea. 


12. (C) DAS Yamamoto urged the PM to reach out more 
effectively to the Ethiopia Diaspora in Washington 

through Ethiopian Embassy participation in meetings the 
Department held with Diaspora groups. While Meles 
acknowledged that the GOE\'s outreach efforts had been V'weak 
and indicated that he planned to revamp his Embassy\'s 
programs to engage Ethio-Americans. He asked for patience 
while his government prepared a new strategy for doing so. 


13. (C) DAS Yamamoto called the meetings that he would be 
holding the following week in Washington with exiled leaders 

of the Oromo Liberation Front (OLF) discussions 

negotiations. An OLF decision to disarm was 

\"non-negotiable 

and the GOE. Yamamoto offered the USG\'s good offices if they 
would be helpful 

issue any statement concerning the discussions. 


14. (C) PM Meles said that the recent resumption of 
discussions with the OLF had originated in a direct exchange 
of letters between himself and a key OLF leader 

continued at a meeting in Norway in late summer. The PM 
noted that the OLF leader was in touch with other 
organization leaders in Asmara 

direct contact with the Asmara wing of the OLF. The 
Government of Norway had offered to facilitate the 
discussions 

preferring to keep the talks private. Meles said he planned 
to ask for USG help when appropriate 

meetings with OLF leaders. He indicated that the OLF had put 
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forth a new approach in its dialogue with the GOE that had 
some merits 

also have to be addressed. One positive development was that 
most of the organization no longer demanded independence for 
the Oromiya region. 


15. (C) DAS Yamamoto told PM Meles that the USG continued to 
view Ethiopia as an anchor state. What happens here affects 
the whole region 

Ethiopia\'s contribution of peacekeeping troops to Burundi. 
Finally 

steadfastness in purchasing Boeing aircraft in the face of 
tremendous pressure from European Governments on behalf of 
Airbus. 


16. (C) COMMENT: The discussion between PM Meles and DAS 
Yamamoto reflected the broad strategic interests that are 
encompassed within the Ethio-American bilateral 

relationship. In spite of tremendous pressures arising from 

the ongoing electoral dispute as well as provocative Eritrean 
harassment of UNMEE 

control of the situation. 


17. (SBU) DAS Yamamoto did not have the opportunity to clear 
this message. 
HUDDLESTON 
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ministries. 


MOFA: APEC PLANNING: A LITTLE SLOW 


3. (SBU) Michalak moved on to the larger question of APEC 
2006 

Vietnam. \"We have a good agenda for 2005 

He expressed hope that Vietnam and the United States can 
build on this agenda and can focus in 2006 on continuing 
support for greater trade facilitation 

agreements (FTAs) 

investment 

anti-corruption efforts 

progress on the Doha Development Agenda (DDA) 

are issues of great interest to most all APEC members. 
Michalak mentioned he had just come from a meeting of the 
Asia Pacific Council (APC) of American Chambers of Commerce 
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held in Thailand last week; the APC expressed strong 
interest in working with their counterparts in Vietnam to 
make APEC private sector events a big success. He 
emphasized 

delegation size and the formal schedule and agenda as soon 
as possible. 


4. (SBU) Phung replied he recognized that Vietnam is indeed 
Va little late\" in its planning. He assured Michalak 

however 

relations and cooperation on APEC and will work closely with 
us in the future on the agenda. \"We know we are the ones 
who suffer from not hurrying 

currently consulting with its leaders to finalize a list of 
themes. Phung welcomed any suggestions from the United 
States and said he fully expected a final schedule and 
agenda to be issued very soon. \"Give us a little more 

time 

included U.S. business priorities. 


MOFA: DETAILED 2005 AGENDA QUESTIONS 


5. (SBU) Michalak pressed Phung on the status of several 
items for the 2005 agenda 

International Atomic Energy Association (IAEA) additional 
protocol 

the Radioactive Sources Initiative (RSI) now that the United 
States had replaced the word \"agree\" with \"aim to\" at 
Vietnam\'s request. Phuong replied that the IAEA protocol 
was \"not a problem\" for Vietnam \"because they are not a 
nuclear country 

discuss it. RSI 


MOFA: WTO 


6. (SBU) When Phung raised the issue of an early conclusion 
to WTO negotiations 

States would do its best to conclude as soon as possible 

but that Vietnam also needed to concentrate now on the 
Permanent Normalized Trade Relations (PNTR) vote that had to 
take place in the U.S. Congress after negotiations finish. 

He urged Vietnam to use the momentum of APEC 

the President\'s visit next year to set a new framework in 
place to carry the bilateral relationship beyond 2006. 

Phung replied that he was looking forward to the results of 
the WTO talks 

discussion 

to reach a conclusion. Phung added that he plans to travel 
to Washington 
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see how much they can help him. 


CUSTOMS: STRIKING THE RIGHT BALANCE IN TRADE 


7. (SBU) In his meeting with Vice General Director of the 
GDC Vu Ngoc Anh 

balance between trade security and trade facilitation. 

Supply chain security is a key part of strong trade 

relations 

security. Michalak said he welcomed Customs" presentation 
at the November export control conference and asked whether 
Vietnam had selected its participants for the conference. 

Anh did not answer the question on participants 

that the Vietnamese were very pleased to cosponsor the 
conference. Vietnam shares the U.S. goal of balance in 
security and facilitation. He noted that the recently 

amended customs laws they have put in place allow them to 
better coordinate customs information with APEC economies 
and customs agencies in the region. Vietnam is also 
actively preparing to participate in supply chain security. 

Anh said he regularly meets with the APEC Southeast Asia 
coordinator to ensure cooperation on customs projects and 
documentation. 


CUSTOMS: COOPERATION WITH FEDERAL EXPRESS 


8. (SBU) At Anh\'s prompting 

experiences with the Shanghai customs project that had so 
dramatically improved that city's customs operations in 
2000. As Michalak described the partnerships with private 
companies that Shanghai established 

Vietnam has also set up similar cooperative relationships 
especially with Federal Express (FedEx). FedEx has a 
customs office in its distribution center already and that 
both sides \"are pleased with the results.\" In fact 

now the model that GDC 

Ministry of Foreign Affairs and the Ministry of Trade 

use in the future. 


9. (U) Mr. Michalak has cleared this cable. 
MARINE 
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in December 2005. 


GVN PLANNING 
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3. (SBU) Though he acknowledged progress has been very slow 
TroedssonVs current evaluation of the GVN\'s Al preparedness 
planning was guardedly positive. With WHO help 

drafted a national preparedness plan that significantly 
improves inter-ministerial coordination and lays out a 
reasonable response to an Al outbreak. The GVN 

finally thinking of Al as an issue that can affect multiple 
sectors 

GVN\'s control capabilities have greatly improved. The GVN 
has been stockpiling Tamiflu 

human vaccine 

assistance from teams of independent experts. Mass poultry 
vaccinations conducted by GVN officials are decreasing the 
virus load in the country. 


4. (SBU) According to Troedsson 

of cooperation with the WHO and other donors has also 
dramatically improved. The GVN now shares samples with the 
WHO as well as other information 

in a more timely manner. The Prime Minister and Deputy 
Prime Minister 

single ministry 

Al response. Even the Ministry of Health (MOH) 

been very unresponsive in its initial response to Al 
improving its cooperation with the WHO and other bilateral 
and multilateral agencies 


GVN TECHNICAL CAPACITY IS BETTER... 


5. (SBU) Troedsson laid out in detail the two main 
components of the GVN\'s Al efforts in the field. The first 

is the sentinel program 

around the country conduct blood tests on any Vietnamese 
with flu-like symptoms and send those specimens for further 
confirmation testing to the National Institute of Hygiene 

and Epidemiology (NIHE) in Hanoi or the Pasteur Institute in 
HCMC. Four of these sites are in the north and four in the 
south. There are no sentinel sites in the Central region 
because there have been no reported cases of Al from this 
area. The second component is a surveillance program where 
any health facility in the country that sees a suspicious 

case will try to take samples and send them on for further 
testing. Troedsson confirmed the GVN does have the 
capability 

the H5 and the N1 parts of the AI virus using the CDC 
AtlantaYs PCR Step One methodology. It also has adequate 
laboratory and technical capacity to carry out the sentinel 
and surveillance program testing. According to Troedsson 
there is now a \"critical mass of knowledge in these labs. 
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..BUT THERE ARE STILL NO MEANS FOR RAPID RESPONSE 


6. (SBU) While response planning and coordination has 
improved and the technical capacity for control and 

detection of Al has become more sophisticated 

acknowledged that the GVN still does not have the ability to 
respond rapidly to a large outbreak 

one area. In light of this 

the GVN and donors create and deploy expert teams stationed 
in the provinces that can make a first assessment in the 

field without having to ship or transport specimens for 

testing in Hanoi. Questions remain about team composition 
(domestic 

clear: these teams would quickly identify the virus and 

initiate response plans immediately 

the spread of the virus. Troedsson warned that even with a 
contained outbreak 

capacity problems with inadequate numbers of beds 
personnel 

donors have to help the GVN expand this capacity now so that 
health services 

manage any future outbreak. 


THE DONOR ROLE: MORE FOCUSED COORDINATION 


7. (SBU) Troedsson emphasized that because flu season 
usually begins in December and since Vietnam has only a few 
trained 

window for financial and technical assistance from donors to 
really have an impact. To do so at all will require 

significant donor coordination. In response to Michalak\'s 
question about whether or not the donors needed a new donor 
mechanism to administer aid and assistance in order to meet 
this urgent need 

UN has taken on a coordinating role and is developing an 
efficient funding mechanism and steering committee. As for 
long-term coordination to combat AI 

evolving issue that requires more work and effort. He 
emphasized that Vietnam needs it own coordinating body and 
that since it cannot be immediately funded and created 

UN Development Program (UNDP) office in Hanoi will continue 
to be the focal point for donors right now. 


8. (SBU) Looking ahead 

might need donor coordination at the country level and 
possibly at the regional and international level as well. 
Acknowledging that an international coordinating body risked 
creating a global Al fund 

efficient means of responding 
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long-term donor assistance for Vietnam needed to start at 
the country level and build up from there. 


9. (U) Mr. Michalak has cleared this cable. 
MARINE 
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president Corazon Aquino be redistributed to workers living 
on the property. The wealthy Aquino/Cojuangco clan has 
promised to challenge the ruling in court. The case has 
potentially far-ranging implications for the landholdings of 
other wealthy families who have avoided land reform so far 
although it is not clear whether the Arroyo administration 

is trying to send that message. End Summary. 


3. (U) Taking steps to resolve a long-standing labor 

dispute (see background in para 8) 

the large Hacienda Luisita estate owned in part by former 
president Corazon Aquino be redistributed to tenants living 

on the property. On September 30 

Agrarian Reform (DAR) released a report recommending that 
the Presidential Agrarian Reform Council (PARC) scrap 
Hacienda Luisita\'s Stock Distribution Option (SDO) and place 
the 6 

under the coverage of the Comprehensive Agrarian Reform 
Program (CARP) 

approximately 5 

prepared by the GRPVs \"Task Force Hacienda Luisita 

almost a year after the violent dispersal of striking 

workers at the Aquino/Cojuangco family-owned estate. (Note: 
In the November 2004 confrontation with security forces 
seven striking workers were killed -- see ref d. An 
investigation into the shootings is continuing. Due to the 
strike and tensions at the estate 

factory on the property remains idle. End Note). 


4. (U) In releasing the report and its recommendation 
Secretary Nasser Pangandaman argued that the hacienda 
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management committed a number of serious infractions during 
the 16-year life of the stock distribution option. He said 

the living conditions of the plantation workers had 

deteriorated 

10 pesos (20 U.S. cents) a week and living in increasingly 
poor conditions. The Secretary expressed optimism that the 
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PARC would approve the Task Forces recommendation and that 
the land would be redistributed as soon as possible. 


5. (U) The PARC started the deliberations on the DARVs 
recommendation on October 13. It created an inter-agency 
committee 

the DAR report and to study the legal 

political implications of the DAR recommendations. The 
inter-agency committee has 30 days from October 19 to report 
back to PARC. The PARC 

other Malacanang officials often sit in for her at meetings) 
and composed of representatives of farmers 
CARP-implementing agencies 

decision. Any party to the case can file an appeal before 
the Court of Appeals within fifteen days after the issuance 
of the PARC decision. 


6. (SBU) There have been accusations from Opposition 
figures that Malacanang pushed these recent developments 
forward because of former president Aquino\'s support for the 
anti-Arroyo camp. (Note: In July 

Arroyo 

Secretary Pangandaman 
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DAR decision was politically motivated 

investigation was launched even before Aquino called for the 
resignation of President Arroyo (which is accurate). When 
asked to comment 

management of the estate though she owns part of it -- has 
kept her own counsel. 


7. (SBU) The management of Hacienda Luisita Inc. (HLI) 
which essentially reports to the Cojuangcos 

petition in court questioning the authority of DAR to issue 

its recommendation. An HLI spokesman argued that DAR did 
not request and consider management\'s response to the 
allegations made by farm workers that HLI had violated the 
stock option agreement. HLI and the Cojuangco family have 
publicly indicated that they will pursue the matter in the 
courts as far as possible. Mission contacts have told us 

that they believe the family could postpone implementation 
of the DAR recommendation for years given the ponderous 
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nature of the Philippine judicial system. 


8. (U) The dispute over Hacienda Luisita stretches back to 
1957 

families in the country -- purchased the property with the 
help of a government loan on condition that the property 
would eventually be subdivided among its workers. This 
condition was never met 

workers. In 1988 

reform was passed during the administration of then- 
President Aquino. The law made clear that the actual 
distribution of land to tenants was not required 

the distribution of shares of stocks would also be legally 
sufficient. In 1989 

provision to turn the hacienda into a corporation 

shares for owners and workers. Tension at the estate 
continued into the 1990s 

evidence -- that extreme leftists affiliated with the 
Communist Party of the Philippines/New Peoples Army 
(CPP/NPA) were influencing some of the workers. 


9. (SBU) Due to likely legal challenges by the Cojuangco 
family 

material change in their situation for the foreseeable 

future despite the DAR recommendation. However 

PARC approving revocation of the SDO and distribution of the 
hacienda land could nonetheless have far-ranging 
implications for the large landholdings of other influential 
and wealthy families who have hitherto managed to exempt 
their estates from land reform initiatives. Chronic 

festering tensions on estates have only helped extreme 
leftists in the Philippines garner support. A dynamic GRP 
policy to press forward with land reform laws already on the 
books could possibly help ameliorate this problem 

itis not clear whether that is the intent of the Arroyo 
administration in pressing the Hacienda Luisita matter. 
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for developing countries. G-10 members 

Minister Iwanaga for Japan 

improve market access but the outcome must be equitable for 
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food-importing countries. Japan and Norway rejected a tariff 
cap. Benin 

concern that none of the recent agriculture proposals included 
specific solutions on cotton 

trouble in Hong Kong if the issue was not explicitly 
addressed. 


4. Other themes of the meeting included broad support for 
Lamy\'s proposed roadmap for Hong Kong and beyond 
taking a bottom-up approach in preparing texts for ministerial 
consideration and making the process as transparent and 
inclusive as possible. 


Lamy\'s Statement 


5. Lamy began his statement by recalling the roadmap leading 
up to the Sixth Ministerial Conference that he enunciated at 

the previous TNC and foreshadowing the substantial amount of 
work that will be required next year to convert what is agreed 

in Hong Kong 

specific commitments. Outlining what he described as an 
\"incompressible\" number of drafting and legal episodes 
concluded that the Ministerial Conference must be a success or 
the 2006 target will be missed. 


6. He then assessed the current state of play 

agriculture and judging that \"the engines of the negotiating 
plane have been switched on again\" in large part because of an 
important contribution from the United States. 


- The U.S. proposal puts domestic support on a par with 
export competition in terms of its negotiating shape 
even if there are elements where further approximations 
are necessary 


- On market access 
remain too far apart for real negotiations to commence 
despite proposals by several participants - the G-10 
the EC 


- Development must be kept at center stage 
means addressing special and differential treatment in 
an inclusive way and making every possible effort to 
advance the cotton dossier. 


7. Lamy then turned to other issues 
convergence is needed leading up to Hong Kong. 


- On NAMA 
formula with a limited number of coefficients 
By mid-November 
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for the formula 
and 3) a way to fix the base rate for unbound tariffs. 
This is the minimum before addressing issues such as 
preference erosion 

- On services 

level of ambition that matches the ambition elsewhere in 
the negotiations 


- On rules 
text-based negotiating process 
there has been a rigorous consideration of proposed 
amendments to the agreements. 


- The greatest development gains will stem from 
substantive areas 
these areas that a development package will appear. It 
is \"still possible and necessary" to harvest agreement 
on a good number of agreement-specific proposals 
said 


- Members also must ensure that implementation and 
TRIPS/public health are addressed in an appropriate way 
he said 
aid for trade package by the end of the round. 


8. In their informal consultations 

for \"fresh ideas\" that can be brought back to the overall 
membership and catalyze negotiations 

transparency and inclusiveness. He said he would be reaching 
out to different Members and groups 

would be continuing the consultative process on outstanding 
implementation issues 

the assistance of relevant chairs and two Deputy Directors- 
General 

Rugwabiza (on TRIMS). 


9. Lamy closed by recalling the importance of a bottom-up 
approach whereby the text for ministers grows out of 
convergence in the negotiations. That 

pressure\" on negotiators to deliver results in a very short 

time. But it can be done 

stand by the target of a comprehensive draft text by mid- 
November - about thirty days from now V'counting every day as a 
working day.\" 


Statements by Chairs 


10. Lamy invited the chairs to make statements 

two chairs - the trade facilitation chair 

and the dispute settlement understanding (DSU) chair 
Ambassador Spencer - were not present. 
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Agriculture 


11. Ambassador Falconer agreed with Lamy\'s assessment of the 
agriculture negotiations 

(TN/AG/20) and adding that political momentum is needed in the 
next week or ten days to maintain the pace for Hong Kong. 

There have been considerable advances 

the luxury to move at a leisurely pace - further political 

guidance is needed quickly. On the three pillars: 


- Falconer reported that Members have come a long way on 
export competition and further movement on parallelism 
is grounds for confidence 
the other pillars and will not come automatically. 


- Because of recent developments 
proposal 
on domestic supports is \"possibly within reach 
too is linked to other parts of the negotiations. 


- On market access 
talking numbers but positions remain a \"very long way 
apart and it is not yet possible to discern the basis of 
a deal with any confidence.\" 


NAMA 


12. Ambassador Johannesson agreed with Lamy\'s roadmap for Hong 
Kong 

at MC6 because twelve months is the bare minimum required to 
finalize and verify schedules and commitments. Members are in 

the midst of an intensive meetings schedule 

including formal negotiations on September 21-22 where Members 
discussed three key issues of formula 

unbound tariffs in an integrated manner on the basis of 

contributions by Pakistan and Mexico. 


13. He further reported that informal consultations have been 
frank 

concern\" on key elements. Extremely wide gaps remain on 
formula and flexibilities 

very different expectations over expected outcomes 

over the nature of contributions by developed and developing 
countries. Gaps on unbound tariffs are less wide 

but they are there. The challenges lies on these issues 

said 

issues now. 


Services 
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14. The recently departed services chair (and current Deputy 
Director-General) Jara began by bringing Members up to speed 
on offers - 69 initial offers have been submitted so far 

along with 29 revised offers. He commented that many Members 
still have not made a submission - despite the fact that 

initial offers were due two and a half years ago - and the 
hoped-for conclusion of the round is now only fifteen months 
away. 


15. The key question for Hong Kong 

specify objectives for market access and rules. On market 
access 

should be the primary instrument 

in complementary approaches to better organize negotiations 
and reach a higher level of ambition. A related issue 

is how to set new targets without encroaching on flexibilities 
for developing countries. But it is important to remember 
that more offers and more commitments do not necessarily 
equate to higher levels of liberalization. That is the goal 

he said 

liberalization. 


16. The new chair 

picked it up from there 

draft package ready for Hong Kong that can guide the 
negotiations next year. To facilitate work on an initial 
draft text 

three main components - 1) objectives for the negotiations 
ways to achieve the objectives 

not rigid concepts 

debate. 


Rules 


17. Ambassador Valles Galmes said that work on antidumping is 
receiving the most attention 

philosophical stage. Although substantive differences remain 
great 

draft text early next year and to that end he is working on 

the development of legal operative text through an intensified 
schedule of plurilateral consultations. He is looking to 
Members to select key issues for focus in this advanced stage 
of the negotiations. Due to the difficulty of the technical 
issues 

that the Friends process is not a veiled attempt to prioritize 
issues 

ahead. He reported that he is also looking for draft texts on 
subsidies 


TRIPS Special Session 
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18. Since his last report 

Members succeeded in overcoming procedural differences and 
held useful 

EC proposal 

China. To date 

there is no sense of direction and no narrowing of differences 
among Members. 


Trade and Environment 


19. Ambassador Ali recalled that discussions have focused on 
paragraph 31 (iii) of the Doha Declaration 

environmental goods liberalization 

Members to intensify work prior to Hong Kong. There have been 
two main approaches 

some delegations have identified lists of specific projects 

they would like considered in the negotiations 

environmental project approach in which environmental goods 
and services would be liberalized within a framework of 
environmental projects undertaken at the national level. 
Discussions continue 

information exchange session that took place the day before 
the TNC 

management 

pollution control 

environmentally preferable products. Ali closed by 
emphasizing the importance to participants of other parts of 
the mandate. 

Trade and Development 


20. Faizel Ismael said his consultations indicated that work 

for Hong Kong on S&D should focus on the five proposals from 
the least-developed countries. Work would also proceed on as 
many of the remaining African proposals as possible. He noted 
he has been unable to advance the negotiations on any 
proposals however because neither the LDCs nor the Africans 
have been prepared 

expect to be ready by next week to continue work. He further 
reported that he will meet with the chairs of the other 

relevant bodies to review the status of the category two S&D 
proposals that were referred to those bodies for 

consideration. 


United States Statement 


21. Ambassador Allgeier introduced the recent U.S. agriculture 
proposal 

the United States to clarify what it is willing to do on 

domestic supports. With this proposal 

crossed the political Rubicon of reform 

he hoped it would mark a turning point and be a sufficient 
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basis for unlocking progress in the broader negotiations. He 
emphasized the proposal is conditional 

be met with equivalent ambition by other Members or it cannot 
be sold at home. The full text of Ambassador Allgeier\'s 
statement can be found on USTRV's website. 


Statements by Other Members 


22. Thirty Members made statements 

success in Hong Kong while at the same time conveying a 
realistic sense of the challenges ahead. Much of the 
discussion centered on agriculture. Other themes included 
concern about the shortness of time 

roadmap for Hong Kong and into 2006 

approach in preparing texts for ministerial consideration in 
Hong Kong 

be transparent and inclusive. Some other specific points made 
by other delegations may be of interest to Washington 
agencies: 


- Quite a number of speakers welcomed the positive 
momentum in the negotiations 

impetus created by the recent U.S. proposal. Mexico and 
Australia (on behalf of the Cairns Group) underscored that the 
time has come for movement on agricultural market access. 


- China recognized the important contribution of the U.S. 
proposal 

real reductions 

and differential treatment components in all three pillars. 


- On behalf of the G-20 

reviewed the groups two recent proposals - on market access 
and domestic supports - saying that the G-20 was asked to 
provide its vision of ambition 

of unity from Members with offensive and defensive interests. 
The 36-percent average tariff cut for developing countries is 
as far as they can go 

proposals from the G-20 are in the works on issues such as 
sensitive products; tropical products; the treatment of 

recently acceded Members; how to deal with subsidized exports 
from developed countries into developing country markets; 
product-specific caps on domestic support 

surveillance; state-trading enterprises; and export 

restrictions. 


- Ambassador Trojan recapped the EU\'s contributions on 
agriculture 

proposing on domestic supports - V'while we have heard some 
good news from the U.S. earlier this week 

not yet there.\" He said the EU has gone far on market access 
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and commitments should be based on both tariff reductions and 
TRQ expansion. Sensitive products are an important part of 
the equation 


- Switzerland presented the G-10 concept of allowing Members 
to choose between two options on agricultural market access. 

At one point in his intervention 

questioned whether the authors of some proposals could pay the 
price if their ambitions are fulfilled. 


- G-10 members Norway 

they are willing to contribute on agriculture 

must be equitable for them. Agriculture Minister Iwanaga of 
Japan ruled out a tariff cap and said the Japanese people will 
never accept an outcome that destroys its agriculture. 
Norway\'s representative hit similar themes. 


- Ambassador Bhatia of India supported the G-20 proposal 
stating that agriculture represented a major development 
outcome of the round. He called for a balanced outcome on 
services to promote development 

assertion that a consensus seems to be forming around a NAMA 
formula 

Brazil-India (ABI) proposal. 


- Indonesia spoke on behalf of the G-33 
importance of special products 
livelihoods. The Philippines 

similar themes. 


- Brazil 

text-based process on rules 

Norway calling for \"firm clear guidance with a high degree of 
specificity to guarantee a meaningful result\" in the round. 

Others - including Colombia and Peru - made passing references 
to the issue. 


- Benin noted that recent proposals lack solutions on cotton 
and he warned that there could be trouble in Hong Kong if 
cotton is not taken into account 

development aspects. Mauritius mentioned the elimination of 
cotton subsidies 

through bound duty-free and quota-free access 

emergency fund for cotton producers. 


- Mauritius (speaking for the ACP) bemoaned the push for 
progress on agricultural market access 

the interest of most WTO Members 

proposals calling for policy space and flexibilities for LDCs 
and small economies. 


Column 3 

- Peru 

tropical products 

offensive dimension of special and differential treatment and 
Colombia opining that some market access proposals offer 
little hope on this issue. 


- Bolivia 

raised TRIPS/CBD 

declaration in Hong Kong. Peru and Colombia said they seek an 
obligation for patent applications to disclose the source and 
country of origin of any genetic resources or traditional 
knowledge 

an assurance that benefits are equitably shared. 


- There seemed to be differences of opinion over 
complementary approaches to request/offer in the services 
negotiations. Australia and Norway expressed support; India 
seemed willing to look at alternatives to request/offer; 

Brazil and Thailand put the focus on existing guidelines; and 
Mauritius registered V'clear objection. V 


- Venezuelavs representative made a singularly unhelpful 
presentation 

developed countries for agriculture reform and warning the 
developed world to be wary of making V'false promises" to 
developing countries. There are still debts to be paid on 
S&D 

cancelled. 


Lamy\'s Conclusion 


23. Lamy concluded by saying there seemed to be convergence 
around his diagnosis that the negotiations are re-ignited. He 
said he took a couple of other clear messages away from the 
meeting 

centrality of development. On this latter point 

agreed with the gist of India's message - the main development 
gains from the round would indeed come from substantive 
pillars such as agriculture. In closing 

sense of urgency in the room - here we are talking of days 

said 

Shark 
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informal meetings in Macau with his PRC counterparts to 
discuss charter flights. They are also in regular contact by 
e- 

mail 

very smooth. However 

less willing to compromise than Taiwan. 
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4. (C) One example Fan cited to show Taiwan\'s willingness 
to compromise was a decision by Taiwan not to push the PRC 
to agree to flight paths that would pass through Japan\'s or 
South KoreaVs airspace. Taiwan had proposed using such 
routes on flights to Shanghai and Beijing. 2005 Lunar New 
Year charter flights all passed through Hong Kong air 

space 

and Shanghai. Taiwan insists that cross-Strait charter 

flights pass through the air space of a third jurisdiction. 
However 

suggestion of using JapanVs or South Korea\'s airspace. The 
PRC presumably wishes to avoid any perception that the 
charter flights are international flights. Fan said that 

the PRC in turn proposed that the charter flights pass 

directly from Taiwan to PRC airspace on routes to Shanghai 
and Beijing. Fan observed that TaiwanVs Ministry of 

National Defense would not agree to such a proposal. 


5. (C) Fan noted several obstacles that need to be resolved 
before charter flights can take place. First 

indicated that it will not be able to approve cargo charter 
flights to Shanghai. Fan said that cargo flights to 

Shanghai are one of TaiwanVs highest priorities because of 
the city's large volume of cross-Strait and trans-Pacific 

air cargo in the electronics industry that Taiwan airlines 
want to take advantage of using their large cargo 
capacities. Fan reported that the PRC had offered cargo 
charter flights to Nanjing instead 

be an inadequate substitute. According to Fan 

claimed that ShanghaiVs Pudong Airport is too busy to 
accommodate cargo charter flights. Fan questioned the 
PRC\'s sincerity noting that cargo charters could operate at 
non-peak hours or even at night and would not require gates 
at the terminal. 

6. (C) On the passenger side 

wishes to first implement Lunar New Year charter flights 
then proceed with charter flights on other holidays such as 
the Dragon Boat Festival and Mid-Autumn Festival 

finally implement regular weekend charters. The PRC 

the other hand 

weekend charters. According to Fan 

move directly to weekend charters if charter flight 
implementation takes place along with the proposed opening 
of Taiwan to PRC tourists. Fan argued that unless PRC 
tourists are able to visit Taiwan in sufficient numbers and 
use the charter flights 

for the flights. Without PRC tourists 

will be empty at the start of each weekend 

bound flights will be empty at the end. Fan believes the 
PRC is less willing to move quickly on the tourism 
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initiative than Taiwan. 


7. (C) On a similar note 

to expand the categories of passengers qualified to use the 
charter flights more broadly than does Taiwan. According 
to Fan 

passport holders; China wants \"qualified\" Mainland Chinese 
to be able to use the flights as well. However 

travelers would qualify has not yet been clearly defined. 
(Lunar New Year charter flights in 2003 and 2005 were 
limited to Taiwan investors in the PRC.) Fan said that 
Taiwan is willing to extend the charter flight service to 
include Mainland passengers 

liberalized. Comment: TaiwanVs apparent effort to link 
tourism liberalization to passenger charter flights could 
delay progress on these flights given that tourism 
discussions are not as far advanced. End comment. 


Prospects - Not Before Next Year 


8. (C) Fan concurred with the Commercial Times article 
headline that charter flights would not occur before the 

start of next year. He also indicated that he was not 
confident that the flights could be implemented by Lunar 
New Year (January 28). Fan believes that while Taiwan is 
serious and willing to make compromises 

be. He did not dispute recent speculation that the PRC 
would not make any moves that might give Chen Shui-bianVs 
Democratic Progressive Party a boost before December 3 
local elections in Taiwan. 


9. (C) Fan noted two key time periods that were 
approaching. First 

would be particularly important. Because his last meeting 
with PRC counterparts had been contentious 

had agreed to slow down discussions until late October- 
early November. Fan suggested that progress could resume 
soon. Separately 

the PRC the week of October 16 to work on arrangements for 
a stock swap between his other firm Askey and Asustek 
Computer Inc. Despite the possibility of renewed 

discussion 

that he would be in the PRC to discuss cross-Strait 

charters. 


10. (C) The other important time period Fan mentioned was 
the days following the December 3 election. Fan observed 
that Taiwan airlines had told the government that they 
would need about 45 days to prepare for charter flights 

and were not willing to implement them in a matter of weeks 
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as in 2005. Fan suggested that if the two sides were not 
able to make rapid progress in mid-December 

not be sufficient time to implement charter flights before 

the Lunar New Year. (Note: Taiwan airlines made the same 
sort of comments last year when considering the window for 
negotiations between the December 11 

Yuan elections and the 2005 Lunar New Year on February 9. 
Nevertheless 

January 15 agreement. End note.) More broadly 

that if the PRC did not show more flexibility in the days 

after the election 

charter flights in general. Furthermore 

poor showing in the December 3 election 

that it might want to slow down charter flight discussions 

in order to preserve support among its pro-independence 
base. 


Tourism - PRC Officials to Visit Taiwan 


11. (C) AIT/T econoff met October 13 

kuang 

of Taiwan (TAAT) 

coordinate cross-Strait tourism discussions. Yao confirmed 
media reports that TAAT\'s counterpart in the PRC 

National Tourism Administration (CNTA) 

delegation to visit Taiwan October 28. CNTA Director 
General Shao Qiwei will lead the 60-member delegation on a 
ten-day visit. 


12. (C) Yao said that the visit should have a positive 

effect on efforts to open Taiwan to tourism from the PRC 
but emphasized that no formal consultations would take 
place during the visit. He explained that the CNTA group 
was coming so that members could familiarize themselves 
with Taiwan\'s tourism facilities. However 

that TAAT would discuss some technical issues during the 
visit 

dispute settlement 


13. (C) Noting that Chen Shui-bian had announced the visit 
earlier than expected 

announcement had not yet affected the group\'s plans. He 
said that the itinerary for the familiarization tour had 

not yet been set. He commented that it would be difficult 
for CNTA to reschedule such a large delegation 

with a national tourism forum scheduled for November in 
the PRC. If for some reason the trip is postponed 
predicted it would not be rescheduled until next year. 


Prospects - Still Not Ready for Negotiations 
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14. (C) Yao added that he thought that Chen\'s decision to 
announce the trip indicated solid support for the tourism 
initiative. Yao believes that Chen\'s attitude will be the 
deciding factor in how quickly PRC tourism in Taiwan can be 
liberalized. He believes that TaiwanVs election will also 

be an important factor and could delay significant progress 
until next year. 


Comment - Chen Supportive but Breakthrough Unlikely 


15. (C) Both Fan and Yao described recent developments that 
suggest the Chen administration is serious about engaging 
the PRC on cross-Strait charter flights and tourism 
liberalization. Although FanYs comparison of each side\'s 
willingness to compromise seemed slanted 

convinced of Chen\'s support. However 

expressed doubts that there would be quick progress 

the impact of TaiwanVs election cycle. The coming weeks 
may hold some opportunities for progress 

breakthrough on either initiative seems increasingly 
unlikely before the December 3 election. End comment. 
PAAL 
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discussion in general terms of the withdrawal of U.S. forces 
(Wthough not a specific timeline\") from Iraq 

draw more Sunnis away from the insurgency and into the 
political process. To the Ambassador\'s call to comment 
favorably on Iraq\'s referendum and ongoing political process 
(ref C) 

once referendum results are announced 

Iraq visit. End summary. 


3. (C) Meeting late on October 15 with the Ambassador and 
poloff (notetaker) 

and his Chief of Staff Hesham Youssef detailed plans for an 
October 20-21 League mission to Iraq 

ministers in Jeddah October 2 (ref B). Moussa said he would 
lead a delegation of 8 AL officials 

personnel 

20-21. Moussa will fly from Cairo to Baghdad on a Bahraini 
charter jet 

(beside the Green Zone) or at the home of FM Zebari 

return to Cairo after a visit to meet Kurdish leader Barzani 
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in Irbil. Moussa requested that we keep details of his trip 
including dates 


4. (C) Despite what he described as strong pressure by 
professional and personal contacts to cancel the trip 

said he was committed to the visit. The armed attack on 
Moussa\'s Arab League advance team in Baghdad raised concerns 
Moussa said 

decision by Arab League ministers in Jeddah October 2 for the 
visit and for sponsoring a national Iraqi conference. 


5. (C) Action Request: Moussa shared his request for 
general political support for his mission but not loud public 
praise that might feed Sunni Arab perceptions that he was 
travelling at U.S. bidding. Moussa also welcomed limited and 
discreet USG and Coalition technical support both to ensure 
his safety and to facilitate travel within Iraq. 

Specifically 

ensure proper flight clearances and other required details 

for the Bahraini charter flight that will take Moussa from 

Cairo to Baghdad and from Irbil to Cairo. Moussa also 
intends to contact the UN senior representative in Iraq to 
request similar assistance 

between Baghdad and Najaf. He is reluctant to accept MNF-I 
helicopter lift but might be willing to do so if in some way 
such airlift is clearly provided under Iraqi government 
auspices 

officer Chris Hegadorn can be reached via classified e-mail 
(HegadornCS@state.sgov.gov) or Open Net e-mail 
(HegadornCS@state.gov) for operational liaison with the 
League. End action request. 


6. (C) Moussa detailed his intention to meet with key Iraqi 
government figures 

Minister Jafari 

religious leaders such as al Hakim 

al Dhari 

Khalilzad had agreed to meet him (per Ricciardone-Khalilzad 
e-mails) 

U.S. Embassy Bagdad. Following meetings in Baghdad and 
Najaf 

returning directly to Cairo. He will follow up his Iraq 

visit 

Iran 


7. (C) Mousa said his trip was intended to bring the AL in 
to V'support the intensive political process certain to occur 
between the referendum and the December elections." He 
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recognized that the Iraqis would be less interested 

all 

outside Iraq 

the ideal 

\"prep-con\" at AL headquarters could be helpful. The 
important objective 

with both the Iraqis and the U.S./Coalition. \"The Arabs have 
to understand that there is no alternative to this process." 
He specifically rejected the Arab critics\' contention that 
democracy in Iraq was \"ir-receivable from the Americans!" -- 
in other words 


8. (C) Moussa rehearsed with the Ambassador arguments for AL 
engagement in Iraq 

conference proposal 

representatives. The Leagues recent decision to become more 
engaged on Iraq 

powers that was crucial in helping to overcome the ongoing 
crisis in Iraq. The decision was not intended to supplant 
UNSCR 1546 

belief that the current political process in Iraq did not 

fully capture a national consensus on how best to move 

forward. Without the League\'s efforts in this regard 

predicted continued strong domestic Iraqi and regional 
resistance to American and Coalition efforts. The principal 
focus of the League was a national conference to help 
overcome such internal and regional differences 


9. (C) Moussa explained that he was not wedded to the word 
Vreconciliation (Arabic 

objected 

conference 

terminology. The wording 

wifaq) 

less important than the substance of any such gathering. The 
Ambassador cautioned that some Iraqis might perceive the 
title \"Wifaq al Watani (National Accord)" as AL support for 
former PM AllawiVs political party of the same name. Moussa 
noted that participation in the event would not be permitted 

to terror groups such as ZarqawiVs or others involved in 
terror attacks. 


10. (C) Moussa stressed the historic nature of such a 
negotiating effort by the Arab League itself 

key members of the League 

personal responsibility for the success or failure of the 
conference would streamline negotiations over planning and 
other technical details. The fact of the visit alone 

added 

pessimism and negativity over Iraq. V'Just making the trip at 
all will be 50 percent of its success.\" Still 
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\"completely fabricated" press reports suggesting that he 
would seek a meeting with Saddam Hussein highlighted the 
level of disinformation surrounding his and Arab League 
intentions. \"We can\'t deal with the Iraq crisis by 
complaining about it 

and parcel of the process. And 

United States about Iraq - we can not stand aside.\" 


11. (C) Repeating the argument he used with visiting Iraq 
Policy Coordinator Jeffrey and delegation (ref A) 

emphasized his need to \"talk about talking about\" the topic 

of MNF withdrawal -- which he insisted had already been 
broached within UNSCR 1546. \"We\'re not trying to corner you\" 
with a time-line commitment 

crucial importance to lraqi resistance elements of this 

topic. If Moussa can include this topic on the agenda for 

the national dialogue 

draw political opposition groups now outside the process to 
participate constructively. The Ambassador cautioned Moussa 
not to be drawn into discussion of specific timelines for 
withdrawal of Coalition forces 

withdrawal as the definition of success for Iraq. The USG 

the Ambassador said 

government until it had established a free nation capable of 
governing and defending itself. 


12. (C) The Ambassador stressed the importance of public AL 
support for the October 15 referendum 

recognizing the ongoing and successful implementation to date 
of UNSCR 1546. Drawing from ref C demarche talking points 
the Ambassador noted that the Iraqi government and Washington 
alike had been disappointed by the relative silence from the 
League on the constitution process. Moussa listed earlier 
significant help he said the League offered the Iraqi 

government and pledged to comment favorably to the media once 
referendum results were announced. The constitution 
negotiations 

would certainly comment favorably on the process during his 

Iraq trip. Moussa also told the Ambassador that he had 
telephoned Iraqi Islamic Party leader Tareq al Hashimi ahead 

of the referendum 

formerYs decision to announce his support for the last-minute 
crucial amendments brokered by Embassy Baghdad. 
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13. (C) We see Moussav's trip as a sign of constructive Arab 
engagement on Iraq. Notwithstanding the official cover" of 
the Jedda/AL Ministerial of October 2 

out in front of Arab and AL opinion. He is showing both 
personal and political courage in making the trip 

at least tacit USG and allied support. He also wants at 

least our tolerance for whatever he evidently fears he might 
be constrained to say about \"withdrawal of foreign forces V' to 
play up to the Iraqi and broader Arab rejectionists. The 
naievete of some of Moussavs notions about dealing with 
Iraqis indicates just how much he (and through him 

stands to learn from direct exposure to the complicated 
ground truth in Iraq. We welcome Embassy Baghdad\'s 
suggestions on what we can do to work with the League to 
facilitate their visit. End comment. 
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work on APEC now. Michalak told her this was good news 
because there is much work to be done. He pressed Hang on 
the importance of receiving information about the size of 
delegations as well as specific dates and schedules. Hang 
admitted delegation size was an issue on which the 
Vietnamese are still working 

tentative 2006 APEC schedule verbally 

still awaiting the Prime Minister's approval. 


Senior OfficialsY Meeting (SOM) 1: February 20 - March З 
SOM 2: May 22 - June 1 

Trade MinistersY Meeting: June 3 - June 4 

SOM 3 and Financial Ministers\' meeting: late September (she 
did not give exact dates) 

Leaders Meeting: November 12-18 

CEO Meeting: Nov 17-19 


Hang said the Trade MinistersY Meeting would likely be held 
in a Vsatellite city\" of HCMC 

locations large enough to hold the delegations that usually 
attend this event. Hang did not answer when asked if the 
GVN was building a new facility. 


APEC BUSINESS AGENDA ITEMS 
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5. (SBU) Michalak thanked Hang for the dates and said he 
looked forward to hearing more about delegation size and a 
finalized schedule in the near future. Moving to the APEC 
business agenda 

agenda focused on trade and investment liberalization 
supportive of the Doha Development Agenda (DDA) 
aggressive in promoting the application of APEC Best 
Practices on Regional Trade Agreements (RTAs) and Free Trade 
Agreements (FTAs). He emphasized how critical transparency 
and anti-corruption efforts are to the APEC agenda as well 

as V'Ease of Doing Business\" programs like the APEC V'Best 
Practices for Regulatory Reform.\" Public-Private 

Partnerships 

to Michalak\'s question on the subject 

does not yet have any details on how the 2006 Investment 
seminar will be conducted. 


AVIAN INFLUENZA 


6. (SBU) The GVN is similarly uncertain about whether or 

not it will join the International Partnership to combat 

avian influenza (Al). Michalak reviewed other multilateral 
efforts in place to combat Al and emphasized how important 
it is for Vietnam to be a part of this 

considering that most of the Al cases to date have occurred 

in Vietnam. Hang replied that MOT does not have the lead on 
Al issues. 


OTHER AGENDA ITEMS 


7.(SBU) Michalak then pressed Hang for answers to a number 
of outstanding issues. He also explained the status of 

other issues still evolving. He asked that the Vietnamese 

work to implement the Bangkok commitments on security as 
well as sign on to the Radioactive Sources Initiative (RSI) 

now that the language has been changed as Vietnam requested. 
Hang said she had no feedback yet as to whether or not the 
amended RSI was acceptable. Michalak also raised the 
importance of highlighting energy issues at the 2005 

Leaders Meeting as well as in APEC 2006. He asked about 
the potential of establishing an energy dialogue 

which 

of Industry (MOI). Michalak asked if Vietnam had made a 
decision on the International Atomic Energy Association 

(IAEA) additional protocol. Hang said that proposal is 

still circulating with the MOI as well. Similarly 

noted that the United States had received no feedback on the 
MANPADS briefer 

never seen the briefer 
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as soon as possible. Michalak then asked if Vietnam 
intended to include an auto dialogue in the 2006 agenda; 
Hang replied that Vietnam was interested in hosting any 
meeting the members wanted 

agendas 

which Michalak promised to send to her. On the question of 
including a Life Sciences Innovation Forum as part of SOM 3 
Hang said Vietnam had no information about this but would 
welcome more from the United States. Vietnam does have the 
proposed language for including V'technology choice!" in the 
2005 Leaders\' statement; Hang admitted it is still 

circulating among the ministries for comment. Hang then 
raised one final issue on IPR 

working with a quasi-government V'Association for Consumer 
Protection" which had submitted proposed IPR enforcement 
projects to Brenda Fischer. She asked Michalak to look into 
the status of their proposal. Michalak noted that there 

would be many opportunities to develop IPR projects in 2006. 


8. (SBU) Comment: Both Hang and her assistant took copious 
notes throughout the meeting 

they did not understand and repeatedly expressing their 
interest in including U.S. priorities in the 2006 agenda. 

Hang implicitly acknowledged she realized how behind the GVN 
is in its planning 

consensus driven decision-making process that dominates all 
GVN activity was still a factor in their planning 

though MOT has the lead on APEC issues. End comment. 


9. (U) Mr. Michalak has cleared this cable. 
MARINE 
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other ministries 
fail them.\" 


Windsor-Detroit Border Crossing 


3. (SBU) The CG and Minister Pupatello discussed the bi- 
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national process to identify a new border crossing site 
between Windsor and Detroit (ref (B)). Minister 
Pupatello stated that the Ontario Government was not 
pleased by Michigan Governor GranholmVs decision to 
publicly announce on October 4 

the Detroit River International Crossing Study decision 

to drop several border crossing options from the study. 
Pupatello complained that Granholm should at least have 
called Premier McGuinty to let him know what she 
intended to do. Ontario officials were also displeased 
that Granholm\'s office subsequently delayed returning 
their calls on the issue while Michigan Department of 
Transportation official Mohammed Alghurabi continued to 
speak publicly on the issue throughout the week (Note: 
Premier McGuinty\'s staff has also lodged this 

complaint. End Note.). 


4. (SBU) The CG observed that politics on both sides of 
the border impacts the process (ref (A)). She said 

that the process appeared more complicated in Canada 
since environmental assessments take longer and the 
road infrastructure leading to the border is not as 

well integrated. Minister Pupatello noted that the bi- 
national process is on schedule 

that some environmental assessments could be conducted 
concurrently to save time. She said Ontario would 
prefer that political leaders on both sides make 
decisions regarding the border crossing rather than 
engage in the bi-national process 

litigious environment 

appear to be a viable option. The CG responded that 
waiting until 2013 would likely not reduce the number 

of lawsuits and asked if Pupatello had heard of the 
possibility of enacting omnibus legislation. Pupatello 
said that this might be necessary 

government on both sides of the border would need to 
enact legislation in sync with each other. 


5. (SBU) Minister Pupatello mentioned that 

from Windsor 

She commented on how difficult it was to be a 

provincial lobbyist and also look out for local 

interests in Windsor. She said Windsor currently had 

no voice at the federal level because Windsor\'s NDP 
opposition MP has no influence in the federal 
government. The federal government was only engaged 
with local issues if it felt it could win the local 

riding. This situation meant she must be a stronger 
advocate for Windsor than would otherwise be normal for 
a provincial Minister. 
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Coal and Trash: Cross-Border Environmental Issues 


6. (SBU) Minister Pupatello argued that Ontario needed 
to move forward with a significant conservation 
platform. She suggested that the province might not 
meet its goal of closing all coal-firing plants in the 

next four years if the only alternative was to buy 

energy produced by dirty coal burning plants from the 
United States because this would defeat the purpose of 
closing the plants. In her district 

fifty percent of air pollution derived from the Ohio 
Valley 

that the provincial Minister of Environment was adamant 
in her belief that clean coal \"was an oxymoron.\" But 
she conceded 

environment in Ontario - the province 

dependence on manufacturing 

from the 2003 blackout and the past summer\'s rolling 
brownouts. The CG pushed back that she believed 
Ontario had not given clean coal technology a fair 
hearing and promised to forward information on it and 
the FutureGen project to the Minister. 


7. (SBU) Minister Pupatello also admitted to the Consul 
General the need for Toronto to solve its garbage 
problem 

is cumbersome and discourages the populace from 
following through. The CG noted that an EPA team that 
recently visited Toronto had been impressed by public 
compliance with recycling requirements 

TorontoVs strong public education program in this realm 
(ref (D)) 

incineration and landfill sites inside the province 

were the obvious solutions. 


Sharia Law 


8. (SBU) Minister Pupatello told the Consul General 

that her office attempted to impede the province 

legally endorsing application of Sharia law in Ontario 
rather than promote it as media reports suggested. She 
said concerns regarding this issue stemmed from the 
Arbitration Act of 1992 

across the board to relieve pressure on the court 
system 

adequately the act to see how it was being used and 
whether it was being implemented in compliance with 
Canadian law. The Ontario Government chose former NDP 
Attorney General Marion Boyd to head consultations 
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after the media began reporting that the government was 
promoting Sharia law. She had spoken with the groups 
impacted 

arbitration was happening in violation of Canadian law. 


9. (SBU) Public outrage - including expressions of very 
un-Canadian anti-immigrant sentiment - had prompted 
Premier McGuinty to rule out legal endorsement of 
arbitration decisions issued in accordance with Sharia 
law (ref (C)). Minister Pupatello said the government 
would introduce legislation to strengthen the 
Arbitration Act 

arbitrators and setting forth qualifications. She also 
stated that the Ontario Women\'s Directorate would 
conduct public education to reach out to immigrant 
women and make them aware of their protections under 
Canadian law. 


10. (SBU) COMMENT: The courtesy call lasted far longer 
than was scheduled; a fire drill eventually broke it 

up. Pupatello is one of a series of provincial 

ministers who have recently gone out of their way to 
express with passion the importance of the U.S.-Canada 
relationship. Issues associated with the Minister's 
portfolio - new adoption legislation 

had to be postponed for another conversation. 
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October 17 entitled \"After The Iraqi Constitution": 


\"An unofficial announcement suggests that sixty-six percent of 
the Iraqi people have approved a constitutional referendum 
despite overwhelming opposition from Sunni Arabs. If (as 
declared by Secretary of State Rice) this unofficial result is 
true 

administration with a four-year parliament and the first 
permanent government since the 2003 invasion. If Washington is 
serious about lraq\'s political process 

timetable for the withdrawal of all American troops from Iraq. 
We realize that the constitution is not a magic document. But 
what gives life to a constitution is the political will of those 

who achieve the power to implement its provisions.\" 


2. The privately owned Arabic daily \"al-Watan\" published an 
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editorial on October 14 entitled \"Steps Toward A New Iraq\": 


\"There are a number of milestones that will mark IraqVs progress. 
The first step is the withdrawal of foreign troops according to a 
timetable that should be agreed upon by all parties. The second 
step is for the public to agree on a permanent constitution that 
satisfies the ambitions and inclinations of all groups in Iraq 

in preparation for the establishment of a democratic regime. The 
third step will be to cleanse Iraq of the armed groups that 

target civilians and who seek to impose their will from the 

barrel of a gun. These steps are the only way for Iraq to escape 
the political deterioration and instability that still cause the 

deaths of many innocent people each day. .. Clearly 

should take part in this referendum to lay the foundation stone 
for the construction of a new 

with an Arab identity." 


3. \"Oman\" featured an editorial on October 15 entitled \"A 
Decisive Day For The Future Of Iraq And The Region\": 


\"Millions of lraqis will vote today on the referendum for the new 
Iraqi Constitution. Despite the hot disputes about some of its 
provisions 

coexistence between different groups. This referendum is 
exceedingly important for the future of Iraq 

light of the current violent circumstances. .. It is important 

and necessary that lragis vote today for the sake of unity 
progress 

undermine any evil plans that seek to drive the country into an 
endless dark tunnel." 


BALTIMORE 
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one was reported injured in the incident. Eyewitnesses 
estimate between 50 to 70 young men were involved in the 
incident. Police detained 12 young men 

bidoon (stateless Arabs) 

been filed against the youth. ShiVa clerics issued a 
statement condemning the attack 

initially refused to publish. The statement was finally 
published October 16 in the English-language daily Kuwait 
Times under the headline 

Security Fears: Al-Zarqawi influence growing?\" ShiVa leaders 
told Political Assistant they fear the attack could signal 
rising ShiVa-Sunni tensions in Kuwait. Many observers 
suggest sectarian conflict in Iraq has contributed to the 
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growing tensions in Kuwait 
incident of its kind. End summary. 


ShiVa Mosque Attacked by Youth in Jahra 


2. (SBU) Around 8:00 pm on October 7 

numbering from 50 to 70 between the ages of 14 and 18 
attacked the Shi'a Mohammed Bin Abu Bakr mosque in the 
predominantly Sunni city of Jahra. According to 
eyewitnesses 

of the mosque 

at worshippers 

infidels 

of supporting Iranian Supreme Cleric Ayatollah Ali 
Al-Khamenei. No one was reported injured in the incident. 
(Note: A similar incident occurred last Ramadan when several 
shots from a small-arms weapon were fired at a ShiVa 
husseinya 

unidentified persons; no one was injured in the attack. Most 
observers claimed the attack was sectarian-motivated. End 
note.) 


3. (C) According to Abdul Hussein Al-Sultan 
General of the Justice and Peace Gathering 
political association 

mosque 

slogans chanted by the youths was 

agents of America." 


4. (SBU) The English daily Kuwait Times reported in an 
October 16 article that 

incident at 8:15 pm 

mosque until 9:15 pm 

beaten by the \"attackers.\" Multiple sources reported that 
police arrested 12 young men involved in the incident - ten 
Saudis and two bidoon (stateless Arabs) - between the ages of 
14 and 18. Several sources also noted that National Assembly 
member (MP) Awad Barrad 

conservative Scientific Salafi Movement 

unsuccessfully 

The Kuwait Times reported the young men were questioned by 
police until 5 am on October 8. It is unclear if they were 
released and/or charged with a crime. 


5. (C) Al-Sultan told Political Assistant that Al-Qattan 
complained to Interior Minister Shaykh Nawaf Al-Ahmad 
Al-Sabah about the incident. Shaykh Nawaf promised to \"build 
a better Shiva mosque 

worshippers 

Al-Sultan 
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any additional threats to the mosque. A report on the 
incident provided by Dr. Abdullah Sahar 

science professor at Kuwait University 

the attack\" do not/not think the Ministry of Interior is 

serious about addressing the incident especially since there 
was no discussion on how the juveniles involved were incited 
to commit such an act. 


6. (SBU) The October 7 incident was not the first attack 
against the Mohammed Bin Abu Mohammed mosque 
mosques belonging to Kuwait\'s minority ShiVa population 
which represents nearly a third of the population. (Note: 
There are approximately 1070 Sunni mosques in Kuwait. End 
note.) \"Over the past several years 

the target of several aggressions and harassment 

Al-Issa 

daily Al-Qabas. 


ShiVa Fear Rising Sectarianism Influenced By Iraq Conflict 
7. (SBU) In response to the mosque incident 

ShiVa clerics in Kuwait issued a statement condemning the 
attack. A translation of the statement published October 16 
in the English-daily Kuwait Times 

occurred V'under the eyes of security men\" and called on the 
Government V'to shoulder its responsibilities and protect 
mosques and worshippers from attacks by Takfiri extremists. V" 
(Note: Takfir is the act of identifying someone as an 
unbeliever (kafir). Many Salafist groups believe ShiVa 
Muslims are unbelievers 

statement continued 

reports about the Al-Zarqawi group spreading into the Gulf 
region have become true.\" It concluded: \"We regard this 
incident as an alarm bell to all of us so the wise people 
scholars 

people in this country can act to nip the sedition in the bud 
before it rages and consumes 

people." 


8. (C) One of the signatories of the statement 

Bager Al-Mohri 

political association reputed to have ties to Iran 

Political Assistant there were \"definitely influential and 
Takfiri people behind the youths involved in the incident.\" 
Another ShiVa leader 

of the JaVafari Wagf 

Al-MohriVs concerns 

fundamentalists\" were behind the attack. Al-Saleh claimed 
clerics at a Sunni mosque near the Mohammed Bin Abi Bakr 
mosque were \"inciting worshippers against the Shiva mosque.\" 
He said Shi'a complaints to local police have been ignored 
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and suggested the police V'sympathize with the attackers.\" He 
concluded: \"We have become desperate because of the absence 
of any action by the Government. V 
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Visit Embassy Kuwait\'s Classified Website: 
http://www.state.sgov.gov/p/nea/kuwait/ 


You can also access this site through the 
State DepartmentVs Classified SIPRNET website 
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Indian confidence would increase if we could confirm to New 
Delhi actions Musharraf takes to check cross-border 
terrorism. Similarly 

to mutual misperception and conflicting signaling 

ability to reassure Islamabad that New Delhi does not plan to 
escalate could help restrain Musharraf from deciding to 
preempt. We understand this is a complex topic with numerous 
equities at stake 

of positive bilateral relations has the potential to reap 
exponential benefits in crisis prevention and crisis 
management at a later date. 


Balancing (But Not Hyphenating) Perceptions on F-16s 


7. (C) Recent Pakistani public statements on upcoming F-16 
transfers have drawn little attention in India 

change as the details on the transfer firm up and are 
publicized. Ambassador Crocker noted that 

pundits who describe the F-16 as a purely nuclear platform 
it has been employed by the Pakistani military to a limited 
degree in counter-terrorism operations 

Waziristan this month and in Shkai in 2004. It may allay 
some Indian concerns to describe the transfer as giving 
Pakistan a non-nuclear option rather than allow them to 
define it as a nuclear delivery system. 


8. (C) The Islamabad Country Team underlined the \"mythic 
proportions" the F-16 has in the minds of many Pakistanis 
which outstrip the platform\'s strategic value. To withhold 

the F-16s 

the US and the peace process: \"It would be back to the 
bunkers." Objectively 

analysts have acknowledged that the F-16 package would not 
tip the scales in Islamabad\'s favor. 


Political Trends: Auspicious Timing for Progress 
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9. (C) The assessment of Islamabad Country Team was that the 
best time for progress in Indo-Pak relations is between the 
present and the run-up to Pakistan\'s 2007 elections 

Musharraf as Army Chief can best sell the military on 

whatever deals emerge out of his dialogue with PM Singh. 
Similarly 

currently a bigger vote-getter than anti-Pak demagoguery. 


10. (C) The problem 

have yet to agree on what form \"progress\" will take. Working 
under the boundaries of PM Singh\'s assertion that the borders 
in Kashmir cannot be redrawn and MusharrafVs declaration that 
the LoC cannot be the solution 

emerged from discussion: limited autonomy 

LoC to permit greater intra-Kashmir travel and trade 
pan-Kashmir body that would exercise limited jurisdiction 

over the whole of (Pakistani and Indian) Kashmir are all 
constructs that would appear to be within the stated 
parameters. 


11. (C) PM Singh needs good behavior from Musharraf 
especially against cross-border terrorism 

this kind of out-of-the-box thinking to the Army 

coalition partners 

India also needs to know that the USG is not giving Musharraf 
a free ride on terrorism 

take matters into their own hands 

disastrous results. Musharraf needs to show some degree of 
progress on Kashmir and that the Pakistan Army\'s Kashmir 
policy was not an abject failure. These are not mutually 
exclusive requirements 

finesse. Until a mutually agreeable end-game emerges 

best route is for both sides to keep moving the ball up the 
field. 


Countering Mutual Misperceptions 


12. (C) Most Indians and Pakistanis will say that they 
understand the people on the other side of the border 

all 

countering mutual misperceptions all the more difficult -- it 
would be more accurate to describe the Indian and Pakistani 
people as being from a family that suffered a painful divorce 
50 years ago 

one-sided idea of what happened and why. A staggering 
statistic PAO New Delhi offered was that out of less than 

8 

Americans 
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programs bring together students and professionals from both 
sides of the border 

large populations and the momentum of 50 years of distrust 
and ignorance 

books 


13. (C) End-of-session brainstorming produced several ideas 
deemed worth exploring: 


-- Joint programs on how regional trade can be mutually 
beneficial 
community 


-- Assistance -- where politically acceptable -- on reforming 
textbooks that include intolerant and inflammatory language 


-- A program on how the media can help restrain and counter 
incitement during a crisis 


-- Facilitating exchanges and VCDs between private schools 

like Pakistan's Beacon House School and the Delhi Public 

Schools (COMMENT: These private schools are owned and run by 
elites who are well known Embassy contacts 

easier to facilitate than working through state-owned 

schools. End Comment.) 


What We Do (or Don\'t) is Less Important Than How We Do It 
14. (C) There are few areas where the USG can directly 
improve Indo-Pak relations during a non-crisis period 

there are many fruitful 

build confidence between the two countries without our taking 
a leadership role in their affairs. There was general 
agreement between the two Country Teams 

attempting to insert the USG directly into the process risks 
poisoning even the best ideas -- our most constructive 
location is on the margins offering support 

middle brokering deals. 


15. (U) Ambassador Crocker has cleared this message. 


16. (U) Visit New Delhi\'s Classified Website: 
(http://www.state.sgov.gov/p/sa/newdelhi/) 
BLAKE 


42805 

India 

US. He continued that this trend includes MusharrafVs views 
on Kashmir 

a true transformation 

follow-up comments focused on the role of CBMs on the 
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Indo-Pak dialogue Kashmir: Indians view CBMs as necessary to 
normalize relations so progress can be made on Kashmir 
whereas they perceive that Pakistanis view CBMs as a 
distraction meant to relegate Kashmir to the back burner. 


Facilitate Biz Visas so India Can Trade with Pakistan 


6. (SBU) At a lunch hosted by the DOM for business leaders 
under the auspices of the Federation of Indian Chambers of 
Commerce and Industry (FICCI) 

opportunities for increased trade and investment flows 
between India and Pakistan. The consensus among Indian 
participants was that the business community on both sides of 
the border are enthusiastic about future prospects for trade 
and investment with Pakistan but are waiting for a clear 
political signal from government. The immediate stumbling 
block is visas. Unless both sides liberalize visa 

restriction to enable greater person-to-person contact for 
potential business partners 

cross-border economic activity will languish. 


7. (SBU) A decision to facilitate business visas would send 
a strong political signal to the business community. 
Subsequent necessary steps would be liberalization of 
transport and telecommunications linkages and increased trade 
facilitation efforts. This 
and other restrictions on cross-border trade would have a 
strong and immediate impact by enabling goods now 
transshipped via third countries to cross the border 
directly. The result would be dramatic price reductions and 
consumer benefit 

Already the Pakistan government has begun to allow import 
of non-sensitive food products 
commodities and has managed to augment shortages and bring 
down prices by doing so. 


8. (SBU) Despite an initial positive economic impact of 
trade liberalization 

side that increased imports of Indian manufactured goods 
would cause economic dislocations and job losses. While 
Pakistan has good potential to export basic commodities and 
handicrafts to India 

benefit disproportionately from trade liberalization and that 
India would need to offer non-reciprocal concessions to 
facilitate market access for Pakistani goods if the benefits 
are to be shared more equally. In the medium-term 
potential also exists for cross-border investment and 
increased intercompany trade and the positive impact of 
investment liberalization would probably be exceed that of 
trade liberalization. 
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9. (U) Ambassador Crocker has cleared this message. 


10. (U) Visit New Delhi\'s Classified Website: 
(http://www.state.sgov.gov/p/sa/newdelhi/) 
BLAKE 
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Program Showing Signs of Success 


NOT FOR INTERNET DISTRIBUTION 


1. (SBU) SUMMARY. After 20 years 

Development" Program has finally started to bear fruit. 
France\'s co-development program seeks to benefit both France 
and countries from which many of France\'s illegal migrants 
come by helping potential and actual migrants create their 

own small businesses in their countries of origin. The MFA 
sees this program as a useful tool in combating clandestine 
immigration and in helping to fight poverty in developing 
countries. END SUMMARY. 


2. (SBU) Econ Couns and intern recently called on Christian 
Connan 

more about this small but increasingly successful 

development program. The challenge of immigration has 

proven to be a divisive and complicated issue in France. 

In 2002 

French territory was estimated at over 3.3 million 

45% of these immigrants have come from the Magreb or French- 
speaking Africa. 


3. (SBU) Amb. Connan explained that France\'s Co-Development 
Program has had a long history 

successes. First started by the Socialist Government in the 
1980\'s 

forge partnerships in the developing world and as a means to 
counter the V'U.S.Vs capitalist influence 

wryly. He explained that the program evolved in the 90\'s 

under the then-Interior Minister 

to become a tool to attempt to control immigration flows 

into France 


4. (SBU) In 2002 

it by creating the position of "Ambassador-Delegate\' for Co- 
Development and re-casting (and selling to parliament) the 
program as a development policy with incidental immigration 
benefits. The program now appears to be making an impact 
even if only on a small-scale. In Mali 
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which Connan was most familiar 

place for three years and is beginning to create employment 
and an V'entrepreneurial culture." 


5. (SBU) Outlining some details of the program in Mali 
Connan explained that the GOF Co-Development Program 
operates in three ways: 

-- it aides immigrants to return to Mali with small budgets 
to realize small-scale projects (ie: cultivating several 
hectares of land they may own 

etc.); 

-- it encourages investment in Mali by ethnic Malians 
resident in France by helping them target their remittances 
toward programs and enterprises that train and educate 
Malian citizens; 

-- and it sends qualified Malians resident in France 

as doctors 

take part in temporary aid projects with a focus on capacity 
building. 


Connan reported that approximately 350 Malians have returned 
to their country. Those individuals have in turn created an 
additional 350 jobs. With a failure rate of only 1096 and 
creation of 700 net jobs 

quite successful 

in other countries in which the program has been operating 
have been similarly successful. 


6. (SBU) The Co-Development program will continue to expand 
in 2005 with operations planned in Senegal 

Ethiopia 

and Haiti. In 2005 

this program and in 2006 

million euros. 


Comment: 

7. (SBU) An interesting idea with multiple benefits 
Development Program still causes some controversy. The 
explicit goal of encouraging migrants to return to their 
homeland and the targeting of certain nationalities that 

will \"benefit\" from the program 

quarters. However 

the value of human resources is an innovative and 
potentially effective way of promoting development in the 
poorest countries 

way -- with the sensitive issue of immigration. This is an 
interesting alternative to France\'s larger-scale development 
programs. It will be interesting to see whether the results 
obtained over the past three years continue and can be 
replicated more broadly. 
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furthered the Mission Performance Plan (MPP) goal of stable 
and secure partners worldwide and enhanced bilateral ties in 
the political 

Building upon the success of its annual trade show run by 

the Commercial and Economic Section 

visas 

of activities was on the docket: Ambassador and Emboffs 
signed grant agreements 

exhibited a collection of photos entitled \"Islam in 

America 

screened hit Hollywood movies. A Navy P3 plane made a visit 
and its crew met with military counterparts. Post\'s \"July 

4\" reception was hosted by the Ambassador and served as the 
opening event. The Ambassador and Emboffs paid calls on 
numerous GORM officials 

Summary. 


2. (SBU) Post\'s MPP for the Maldives has one performance 
goal: pursuing stable and secure partners worldwide. 
Friendship Week was an opportunity to develop a closer 
relationship with this moderate Muslim nation 

commercial 

meetings with GORM officials. 


3. (SBU) The Ambassador held a series of discussions with 
various government officials and political leaders 

including President Gayoom 

Party leaders 

Minister 

Minister of Foreign Affairs (Ref A). During these meetings 
the Ambassador noted the many difficult but important 
changes the GORM was attempting to undertake and emphasized 
the mutual responsibilities of government (to protect 
freedoms of speech and assembly) and political parties (to 
speak and assemble peacefully) in a democracy. He also 
received assurances from the Deputy Minister of Foreign 
Affairs that the GORM will move quickly to conclude the 
bilateral agreement on tsunami aid. 


COMMERCIAL OUTREACH 


4. (SBU) This year's trade show saw our highest 
participation yet by US companies. Food and beverage 
health care 

transportation sectors were present. Companies or brands 
included Bell Helicopter 

Commission 
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Foods 

this year's trade show 

commenced negotiations to secure a multi-million dollar 
project with the Maldives government (GORM) for a 
desalinization plant. Several other companies reported 
increased possibilities for contracts in the future due to 
their presence at the show. 


CULTURAL OUTREACH 


5. (SBU) Posts Public Affairs section organized several 
events to generate goodwill and positive publicity 

including an Ambassadorial press conference 

of hit American movies and three separate book donations to 
schools and libraries. Two seminars were given on higher 
education opportunities in the US. In addition 

Affairs sponsored a speaker on forensic sciences for the 
Maldivian Human Rights Commission and police. This was 
particularly timely in light of recent political events. PD 

also arranged the first ever grant to the Maldives from the 
Ambassador\'s Fund for Cultural Preservation to help restore 
the 19th century Eid mosque. A full report on Public Affairs 
activities will follow septel. 


CONSULAR OUTREACH 


7. (U) The Consular Section gave a seminar on Diversity 
Visas to the US and another seminar on student and non- 
immigrant visas. Maldivians expressed considerable interest 
in student visas 

scholarships 

through questions from 60 or 70 drop-ins at the trade fair. 

In addition to the seminars given by the Consular and Public 
Affairs Sections 

set up at the trade show by Public Affairs. The Defense 
AttacheVs Office also provided information at the trade fair 
on appointments to US military academies. 


SIDE MEETINGS AND ORIENTATION VISITS 


8. (SBU) In addition to the Ambassador\'s discussions noted 
above 

the margins of Friendship Week. These included orientation 
meetings for the new Defense Attache and the new Regional 
Security Officer 

officials 

of the Navy P3 plane 

members of the Maldivian military. South AsiaVs 
Environment 

Kathmandu selected this week to conduct consultations on 
atolls development and tsunami-related matters. 
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9. (SBU) COMMENT: The Maldivian media gave widespread and 
extremely favorable coverage of the Friendship Week and of 
American culture (Ref B). This 10096 Muslim country is 
extremely friendly towards the US. While it is a small 

island country with only 300 

other Islamic countries and ongoing democratic reform 

process make it a country whose friendship should be 

maintained and developed. Numerous contacts made during US- 
Maldives Friendship Week 

party leaders to media contacts to business executives 

this week a success. Post learned a good deal this week 

through contacts made as well as through the exercise of 
planning the week from Sri Lanka. This experience has 
underscored the potential value of an FSN position dedicated 

to the Maldives 

Week is planned for mid-2006 

the success of our first Friendship Week. 
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proposed establishing joint patrols to protect IDP areas 
drawn from GOS 

positions of the parties to be verified and called for SLM/A 
to withdraw from Labado 

criticized SLM/A tax collection activities. 


9. (U) Okonkwo reported that the enhanced AMIS II mission is 
at seventy percent capacity. As of October 10 

5 

4 

Gambia 

cease-fire Commission members and 26 international staff. 
Only 35 of the 105 Canadian-donated APCs have been turned 
over to the AU. 


10. (SBU) SLM/A Chairman Abdelwahid Nur met with Chadian 
President Idriss Deby on October 14. According to 

Abdelwahid 

SLM/A leaders Abdelwahid 

continually promise to visit but never show up. The Chadian 
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Government issued an ultimatum in mid-September that Chad 
could close its borders to SLM/A. Nonetheless 

were surprised to see Abdelwahid. End Note.) Abdelwahid 
told P/E officer that his meeting with Deby 

supported the idea of an all-inclusive conference (see 

septel). Deby also expressed his concerns about Libyan and 
Sudanese Government support for Chadian rebels and other 
elements along the frontier. 


COMMENT 


11. (SBU) Despite the usual exhaustive denials of 
responsibility 

positive suggestions for moving forward. The agenda item to 
consider the verification commission could have been a 
show-stopper 

issue. Nonetheless 

to regular participation on the JC 

a more positive note than others. 


12. (U) Tripoli Minimize Considered. 
WALL 
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Qirbi said that he \"is not surprised" that people are trying 
to V'get around" ROYG policies on SA/LW purchases. End 
Summary. 


2. (S) Ambassador informed Qirbi that the USG received 
information that Yemeni arms dealers are attempting to 
purchase massive quantities of SA/LW and related ammunition 
from various foreign suppliers. He highlighted two deals 

one with a Bulgarian firm to import thousands of AK-47 

assault rifles and another with a Belarussian firm to import 
tens of thousands of Kalashnikov assault rifles. These 

deals 

commitment to stop using third-party arms dealers to procure 
weapons on behalf of MOD. He also noted that MOD appeared to 
have direct knowledge of these deals 

by Saleh to void all End User Certificates (EUC) previously 
issued to private dealers. 
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3. (S) Ambassador acknowledged ROYG efforts to inform 
supplier countries of Saleh\'s pledge 

through international organizations to address the issue of 
SA/LW proliferation. Concerns 

use of private arms dealers will be discussed during SalehVs 
visit to Washington 

USG would support the ROYG\'s legitimate military needs by 
helping destroy old weapons and creating an inventory system 
to better manage existing weapons stocks. 


4. (S) UK Ambassador emphasized UK support for the joint 
demarche 

Vaffects our confidence in Yemen\'s ability to deliver on 
counter-terrorism issues.\" A regularized procurement system 
to meet MOD\'s legitimate military needs must be created 
continued 

terrorists. 


5. (S) Girbi responded that SalehVs pledge still held 

added V'IVm not surprised people are trying to get around our 
policy.\" He explained that all embassies were instructed 
not to approve any arms deals without first notifying the 
Ministry of Foreign Affairs. Qirbi requested details on the 
arms deals 

give us.\" 


6. (S) After asking the Ambassador\'s and his own notetakers 
to leave the room 

intelligence on the Bulgarian deal through a Yemeni embassy 
(Note: Qirbi did not specify which embassy). He said a 
Bulgarian offered to sell information about the arms deals. 

A ROYG official requested a meeting to further discuss the 
issue 

embassy attempted to follow up but was unable to reestablish 
contact. On other ROYG actions to stop arms deals 

added that YemenVs two biggest arms dealers 

Ahmed Jerman 

longer purchase weapons on behalf of MOD. 


7. (S) Comment: Qirbi\'s comments indicate that some elements 
within the ROYG may be actively pursuing reports of the 
continued use of private arms dealers 

received. Without support from MOD 

and the ROYG\'s ability to stop such deals is limited. As 
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seen during efforts to win Saleh\'s pledge against the use of 
third-party dealers 

Yemeni cooperation is to provide detailed information on both 
the Yemeni and foreign companies involved. 


8. (S) Post requests detailed information on the arms deals 
and the companies involved to share with the ROYG in order to 
support their efforts to stop third-party arms deals. End 
Comment. 

Krajeski 
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Policymaking in a Post-9-11 World\" Institute 
2006 


REFERENCE: State 149595 


1. Summary: Mission Canada is pleased to nominate two 
strong candidates 

consulates in Canada 

Institute. Both play significant roles in educating future 
leaders of Canada and stimulating public debate in Canada on 
security and Canada-U.S. security cooperation in the 
capitals of powerhouse provinces Ontario and Alberta and 
beyond. Neither has significant first-hand U.S. experience. 
Post provides nominating information below for Dr. Goran 
Pesic 

Council on Transatlantic Relations 

Director of the Criminology Program at the University of 
Alberta. We look forward to selection information. End 
summary. 


m 


U.S. Consulate General Calgary nominee: 


Name: Kevin Daniel Haggerty 
Date of Birth: June 
City of Birth: Regina 
Country of Birth: Canada 
Country of Residence: Canada 
Country of Citizenship: Canada 
Home address: 11328 73rd Ave 
Edmonton 
T6G 0C8 
780-434-0801 
kevin.haggerty@ualberta.ca 
H) Gender: male 
I) Dietary/health concerns: none 


1318002 


J) Current Position: 
Director 
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Assistant Professor of Sociology 
Areas of Specialization: Policing and Security; Risk 
Theory; Sociology of Science and Technology; 
Surveillance; Research Ethics 


K) Current Institutional Address: 
Department of Sociology 
University of Alberta 
HM Tory Building 
Edmonton 


L) Past Positions: 


M) Education: 
1998 Doctor of Philosophy (Sociology) 
of British Columbia 


1992 Master of Arts (Criminology) University of 
Toronto 


1990 Bachelor of Arts 
Criminology and Criminal Justice). Carleton University 


N) Professional Memberships 
Canadian Law and Society Association 
Society for the Study of Social Problems 
Canadian Sociological Association 


O) Publications (selected): 


Ericson 
the Risk Society. Toronto: University of Toronto Press 
and Oxford: Oxford University Press (487 pages). 


Haggerty 
Politics of Surveillance and Visibility (forthcoming 
2005) 670 manuscript pages 


Erin Kruger and Kevin D. Haggerty. (forthcoming 2006) 
\"Intelligence Exchange in Policing and Security" 
Policing and Society 


Haggerty 
Ruins: Surveillance as a Response to Terrorist 
Threats.V' Canadian Journal of Sociology 30(2) 


Haggerty 
Theoretical Criminology 8:221-227. 


Haggerty 
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Surveillant Assemblage." British Journal of Sociology 
51:605-22. 


Haggerty 
Information War 
Politics of Surveillance and Visibility 
Kevin D. Haggerty and Richard V. Ericson. Toronto: 
University of Toronto Press. 


Ericson 
Policing of Risk.\" in Embracing Risk: The Changing 
Culture of Insurance and Responsibility 
Baker and Jonathan Simon. Chicago: University of 
Chicago Press. 


Haggerty 
Encyclopaedia of Police Science 3rd ed. Jack Green ed. 
New York: Routledge 


Q) Fluency: English is nominees first language 
R) Justification: 


The University of Alberta is about to launch an 
\"Institute for United States Studies" (IUSS)-the first of 
its kind in a province that takes its relationship with the 
United States very seriously. In a country that has 
this point 
the United States 
sign that academics and administrators are focusing their 
energies and their funding on a research and teaching 
institute devoted to the United States. The IUSS in 
Edmonton will be housed in the Faculty of Arts 
multi-disciplinary 
policy issues surrounding the very important Canada-U.S. 
relationship. 


Security will be an important focus 
is well-placed to direct this section of the IUSS. He is 
keen to learn more about security efforts in the United 
States following 9-11 (which he correctly says have 
dramatically changed at a pace that make it difficult to 
follow at times) 
Winter Institute will give him the background and first-hand 
exposure to current issues in this field that will prepare 
him well to develop the University of Alberta\'s innovative 
program. 


Canada and the United States arguably share the closest 
security relationship in the world 
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American forces side by side protecting North American air 
space at NORAD 

Afghanistan 

and international crime. With a 5000-mile border 

U.S. Ambassador has said 

without each other in the post-9-11 environment. Yet 
Canadian public opinion towards U.S. foreign and security 
policies has grown conflicted. Some view what they perceive 
as U.S. unilateralism as reason to distance themselves from 
U.S. international interventions. Some question the balance 
between counterterrorism measures and personal privacies and 
civil rights in the wake of the Patriot Act. The U.S. 
deportation of Canadian-Syrian Maher Arar to Syria 

was imprisoned and allegedly tortured for nearly a year 

then released without charge 

Canadian government\'s role in his deportation 

public accusing the Canadian security and intelligence 
services of improperly sharing information with Americans 
and the U.S. of violating human rights. In this 

environment 

Canadian opinion leaders the scale of the stakes in the war 
on terror in the post-9-11 period. Arming Professor 
Haggarty with the facts 

accurately portray U.S. objectives 

in the field of security 

for emerging Canadian leaders in the University of Alberta\'s 
pioneering U.S. Studies Center will address that goal. 


S) Nominee\'s Personal Statement: 


It almost appears as if the focus of this study 
institute was crafted specifically to further my research 
and teaching interests and advance institutional 
developments at my university. 


As the Director of the Criminology program at one of 
Canada\'s premier research universities my professional 
activities routinely address developments in American 
security policy 
longstanding research program concentrates on issues of 
security 
includes publications on the attractions and limitations of 
new surveillance technologies as part of the war on 
terrorism. | have written on recent developments in U.S. 
military practice and also on the complex relationship 
between organizational and technological developments in the 
American military and domestic crime policy - a topic which 
| think is particularly germane after 9/11. Some of my more 
prominent works in this area include the co-authored book 
Policing the Risk Society which was awarded special 
recognition by the Herbert Jacob Book Prize committee of the 
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American Law and Society Association. | also have a 
forthcoming co-edited book The New Politics of Surveillance 
and Visibility (University of Toronto Press) which is 

centrally concerned with security developments after 9/11. | 
teach graduate and undergraduate courses where such issues 
figure prominently 

two new courses that concentrate specifically on American 
security policy. 


| believe that my participation in this study institute 
would allow me to benefit substantially in four specific 
areas: 


1) | am committed to continuing and expanding my research in 
the area of U.S. security policy 

on the place of intelligence and information in security 

practice. While | try to remain abreast of developments in 

this area 

and advanced at such speed that it can be difficult to 

remain current. As such 

study in this area to be a true blessing and would expect 

that my research would receive a monumental boost from such 
an experience. 


2) The University of Alberta is currently discussing a 
faculty-wide initiative to develop an Institute on United 
States Policy Development (IUSPD). My participation in this 
seminar would allow me to solicit concrete advice from other 
participants about how to best develop our proposal and to 
fashion such an Institute. 


3) | would also use this opportunity to further develop two 
courses on U.S. security policy. The first is an 
undergraduate course on American security policy (domestic 
and international) that | envision as being a central 
component of the IUSPD. The second would be a graduate 
course concentrating specifically on developments in the 
aftermath of 9/11. 


4) Participation in this study institute would also provide 
an excellent opportunity to fashion new research and 
teaching collaborations with scholars with similar 
interests. 


While | would attend such an institute seeking to learn 
as much as possible 
experience in this area would allow me to make informed 
contributions to the discussions. Canadians are not 
disinterested observers of American security policy 
actively involved in assorted trans-national security 
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collaborations 

lead on security matters. Hence 

would benefit immensely from a more sophisticated 
understanding of U.S. security policy - something that can 
only benefit international relations more generally. 

T) Action Officer: 

Betty Rice 

Consulate General Calgary; Tel 403-444-5203; fax 403-266- 
4743; Email ricebw@state.gov. Please copy CAO Elizabeth 
Kauffman at kauffmanec@state.gov. 


3) U.S. Consulate General Toronto Nominee: 
A: NOMINEE\'S FULL Name: 
First name: Goran 
Middle: Samuel 
Last: Pesic 
B. DATE OF BIRTH: 06-18-1972 
C. CITY OF BIRTH: Vlasotince 
Nationality: Canadian (1980) 
D. COUNTRY OF BIRTH: SERBIA AND MONTENEGRO 
E. COUNTRY OF RESIDENCE: CANADA 
F. COUNTRY OF CITIZENSHIP: CANADA (1980) 
G. HOME ADDRESS 
85 DUNN 
TEL: (416) 538-0607 CELL: (416) 824-2552 
GORAN.PESIC@SYMPATICO.CA 
H. GENDER: MALE 


1. MEDICAL 
CONSIDERATIONS: NONE 


PROFESSIONAL INFORMATION 


J. PRESENT POSITION AND TITLE: EXECUTIVE DIRECTOR OF THE 
COUNCIL ON TRANSATLANTIC RELATIONS. 


K. CURRENT INSTITUTIONAL AFFILIATION AND COMPLETE ADDRESS: 


THE COUNCIL ON TRANSATLANTIC RELATIONS 
TORONTO 


L. WORK EXPERIENCE 
TITLES: 
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JUNE 2002- MARCH 2005 EXECUTIVE DIRECTOR 
COUNCIL OF CANADA 


MAY 1997 - JUNE 2002 ONTARIO MINISTRY OF LABOUR 
GOVERNMENT ANALYST 


M. EDUCATION 
DEGREES EARNED AND FIELDS OF SPECIALIZATION: 


2000 UNIVERSITY OF TORONTO 
BACHELOR OF ARTS (HON. B.A.) 
POLITICAL SCIENCE AND INTERNATIONAL RELATIONS 


2001 PUBLIC SERVICE EXECUTIVE TRAINING & DEVELOPMENT 
PROGRAM 
CONTINUOUS PROCESS IMPROVEMENT PROGRAM 


2002-PRESENT THE COVENANT GROUP 

NUMEROUS MANAGEMENT 

COURSES THROUGHOUT CAREER AS WELL AS RECEIVING ON-GOING 
EXECUTIVE COACHING. 


N. ACTIVE PROFESSIONAL MEMBERSHIPS: 


SINCE 2002-CANADIAN INSTITUTE OF INTERNATIONAL AFFAIRS 
SINCE 2002-CANADIAN INSTITUTE FOR STRATEGIC STUDIES 
INSTITUTIONAL 

SINCE 2003-COMPAS GROUP INSTITUTE OF STUDIES ON DEFENCE 
POLICY (DENMARK) 

SINCE 2003-ROYAL CANADIAN MILITARY INSTITUTE 


O. SHORT LIST OF RELEVANT PUBLICATIONS [NO MORE THAN FIVE 
TO TEN CITATIONS]: 


PESIC 
POLICY. THE TRANSATLANTIC QUARTERLY. THE ATLANTIC COUNCIL OI 
CANADA 


PESIC 
TRANSATLANTIC QUARTERLY. THE ATLANTIC COUNCIL OF CANADA 
SPRING 2004. 


BONNN 
AND DEFENCE POLICY: THE WAYS AND MEANS OF MAKING IT A 
REALITY. BERLIN: LIT VERLAG 


P. PREVIOUS TRAVEL AND STUDY OR RESEARCH EXPERIENCE IN THE 
UNITED STATES 
WHETHER SUCH TRAVEL WAS SUPPORTED BY U.S. GOVERNMENT FUN 
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OCCASIONAL TOURIST AND CONFERENCE-RELATED TRAVEL 
SUPPORTED TRAVEL. 


Q. EVIDENCE OF FLUENCY IN WRITTEN AND ORAL ENGLISH (E.G. 
PERSONAL INTERVIEW 


R. RATIONALE: 


Dr. Pesic was recently named Executive Director at the 
Council on Transatlantic Relations 

new foreign policy institution that the Mission expects to 
achieve many of the goals of the complementary Atlantic 
Council of Canada he formerly led: to promote a broader and 
deeper understanding of international peace and security 
issues relating to NATO by engaging Canadians on Canada's 
role in NATO and its commitment to transatlantic 
cooperation. Dynamic and energetic in reaching out to both 
traditional and younger groups 

on Canadavs approach to security and cooperation among 
Canada 

seminars 

relationships and developments 

NORAD. 


As the former executive director of the Atlantic Council of 
Canada 

programming 

foreign policy publication \"The Transatlantic Quarterly 
which offers an overview and assessment of security 
throughout the Western Hemisphere 

economic dimensions 

role within the NATO Alliance. Further exposure to the U.S. 
positions on security issues and foreign policy would boost 
Dr. PesicVs effectiveness in spurring dialogue that will aid 
the cooperation so essential to both our countries\' security 
and well-being. 


Canada and the United States arguably share the closest 
security relationship in the world 

American forces side by side protecting North American air 
space at NORAD 

Afghanistan 

missions worldwide. With a 5000-mile border 

Ambassador has said 

each other in the post-9-11 environment. Yet Canadian 
public opinion towards U.S. foreign and security policies 

has grown conflicted. Some view what they perceive as U.S. 
unilateralism as reason to distance themselves from U.S. 
international interventions. Some question the balance 
between counterterrorism measures and personal privacies and 
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civil rights in the wake of the Patriot Act. And many 

regard upgrades of the Canadian forces as unnecessary 
expenses 

environment 

Canadian opinion leaders the scale of the stakes in the war 
on terror. This nomination seeks to address that goal. 


S. Dr. Pesic\'s personal statement: 


| remember vividly my meeting at Parliament Hill on April 

27 

security policy - Securing an Open Society: Canada\'s 
National Security Policy. A week prior to the announcement 

| received a call from the Privy Council Office inviting me 

to attend a select meeting of security and defence community 
experts to participate in a governments announcement on its 
new national security policy. | was pleased be to part of 

this historic moment in Canadian security policy history. 


| began to take considerable interest in Canada\'s national 
security position as well as its overall response in the 
Post-9/11 era. This prompted me to write a report for the 
Transatlantic Quarterly magazine entitled: Assessing 
Canada\'s New National Security Policy. | dida 
comprehensive survey of the existing literature 

revealed that Canada was indeed slow to respond to U.S. 
concerns over issues pertaining to national and 
international security 

War on Terror 

issues. Although Canada did eventually begin to shift its 
working priorities closer to U.S. national security policy 
concerns 

relations continue to negatively influence Canadian public 
opinion of our bilateral relationship with the U.S. 


Having since closely observed these issues from my current 
position as Executive Director of the Council on 
Transatlantic Relations (CTR) 

focusing on international policy research and analysis on 
security and defence issues) 

current U.S. strategic defence message and its national 
security policy concerns are not being adequately received 
by Canadian policy-and-decision makers. This is similar to 
the misperceptions and lack of understanding of the security 
field within which NATO now operates - something that | have 
been working hard to address. 


Several weeks ago 

to the European Union and NATO Headquarters. The intent of 
this CTR Canadian Leaders Forum was to provide these 
influential policy-makers and opinion leaders with an 
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overview of the new security challenges faced by the EU and 
NATO 

address these new challenges and threats 

discuss Canadavs role in the Fight Against Terrorism. 


The group included 

Pratt 

Honourable Jim Karygiannis 

National Post 

Foreign Affairs Institute 

of British Columbia as well as very senior executives from 
firms such as Hill & Knowlton and Stratos Global 
Corporation. They expressed a keen willingness to be message 
multipliers to their domestic audiences and various 
constituency groups. Given the successful outcome of this 
event 

toward bringing a similar calibre of Canadians to the U.S. 
As such 

Washington 

sometime in late spring 2006. 


Moreover 

2006 focusing on the Canada-U.S. strategic relationship. 

The first of these high-level events is a Roundtable 
Conference entitled 

Strategy Two Years Later-Perspectives from Ottawa and 
Washington D.C.\" to be held in Ottawa in April/May 2006. The 
second is an International Security Conference focusing on 
Transportation and Security. This conference will closely 
examine best practices in the Fight Against Terrorism. This 
international event will be held in Toronto in early June 

2006. The third event will focus on broader transatlantic 
security issues and concerns. This Forum 

World of e-Borders-The E.U. Experience and the Canada and 
U.S. Smart Border Strategy" 

concepts in international security 

establishment of a transatlantic security perimeter as well 

as emerging themes in V'soft defence\". It is scheduled to 
take place in Ottawa in the late fall of 2006. 


As a result of my extensive work in the Canadian security 

and defence field 

thematic issues involved in the post-9/11 era. However 

am keen to further my knowledge and comprehension of 
American views on what constitutes U.S. national security 
and defence policy 

immediate post-Cold War period to the current War on Terror. 


| believe that | would be a strong candidate in the program 
as | have the specific interdisciplinary skills 
necessary to understand the nuances of advanced 
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policymaking. These skills were developed during my ten-year 
association with the Atlantic Council of Canada and through 
my international involvement with the Atlantic Treaty 
Association. 


| am also capable of contextualizing the various historical 
political 

underpin the formulation of U.S. foreign and national 
security policy. For example 

relationship with Foreign Affairs Canada to place top- 
calibre young Canadians graduates at leading Washington- 
based think tanks to examine various international security 
and defence related issues. | negotiated placements with the 
Center for Strategic and International Studies 

Council of the United States 

the Carnegie Centre for International Peace. Facilitating 
these working relationships between the Government of 
Canada 

had the opportunity to explore firsthand these key elements 
of American policy-thinking. 


| would be truly honoured to participate in the Winter 
Institutes program on U.S. National Security Policymaking 

in a Post- 9/11 World. The experience and knowledge | gain 
from the program would filter beyond my own comprehension 
and be used to develop CTR programming and discussions on 
domestic and international security policy issues. Such 
programming would aim at strengthening and enhancing 
Canada-U.S. relations among senior policy-and-decision 
makers 

beneficial to both our countries. 


| thank you for your consideration. 
Goran S. Pesic 


T. Action Officer: 

Nicholas Giacobbe 

General Toronto; Tel 415-595-1721; fax 416-595-5250; Email 
giacobbenj@state.gov. Please copy CAO Elizabeth Kauffman at 
kauffmanec@state.gov. 


End nominations. 


4) Post appreciates the opportunity to nominate candidates 
for this very timely Institute. 


WILKINS 
42814 


with the Palestinians to continue but we can\'t if the 
PA doesnt start taking significant and active steps 
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against the terrorist organizations." Leading media 
reported that the Al-Aqsa Martyrs Brigades claimed 
responsibility for the Gush Etzion attack 

Radio said this morning that the organization\'s 
leadership refuted that assertion. 


On Sunday 

Israel not to meddle in the elections to the 

Palestinian Legislative Council 

prevent the participation of Hamas 

only to strengthen the organization. On Sunday 
Jerusalem Post quoted PA security officials as saying 
on Saturday that Russian military experts have arrived 
in the Gaza Strip to help the Palestinian security 
forces enforce law and order. HaVaretz reported that 
at a meeting between Israeli and Palestinian officials 
Sunday 

a third party -- probably European -- supervise the 
Rafah crossing between Gaza and Egypt 

supervisory role include defined enforcement powers 
that will be exercised should the Palestinians fail to 
fulfill their part of the border agreement. Jerusalem 
Post reported that the PA \"capped a largely disastrous 
first month of rule in the Gaza StripV with an 
announcement late Saturday night that it prevented 17 
terrorist attacks and confiscated a significant number 
of weapons. 


On Sunday 

occasions 

efforts to bring pressure to bear on Syria 

leave things to Washington\'s devices. The newspaper 
quoted GOI sources as saying on Saturday that they had 
no knowledge of a so-called 'Qadhafi Package!" that the 
U.S. had offered Syria to bring it in from the 

international cold 

newspaper The Times. On Sunday 

a senior Israeli diplomatic official as saying that 

while Israel has complained bitterly for months that 

Syria is actively aiding and abetting terrorism both 

from Lebanon and inside Israel 

seeing President Bashar Assad\'s regime fall. 


IDF Intelligence head Maj. Gen. Aharon Zeevi was quoted 
as saying in an interview with Maariv that 10 Al-Qaida 
activists have infiltrated the Gaza Strip. Jerusalem 

Post reported that in the wake of a purported 
unauthenticated Al-Qaida letter threatening to V'clash 

with Israel 

increased concerns of Al-Qaida crossing IsraelVs 

border. 
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HaVaretz 

President Hamid Karzai\'s spokesman Karim Rahimi as 
saying Sunday that Karzai would recognize IsraelVs 
government if an independent Palestinian state was 
first established. HaVaretz quoted Israeli political 
Sources as saying that they viewed earlier reports in 
the Afghan media as V'another step on the road to 
recognition of Israel by the Muslim world.\" (On 
Sunday 

that their country would recognize Israel.) During the 
weekend 

to IsraelVs offer to send humanitarian assistance in 

the wake of the earthquake on the Indian subcontinent. 
The media reported that Pakistan has condition its 
acceptance of Israeli aid upon it being forwarded via a 
third party 


On Sunday 

on Saturday 

Palestinian Qassam rocket on PM Sharon\'s ranch in the 
Negev 

rocket was probably launched several weeks ago. 


On Sunday 
elements have discovered that Iran is developing 
nuclear warheads. 


On Sunday 

Jordanian news agency Petra as saying that a huge fire 
destroyed a clothing factory Saturday in one of seven 
joint Jordanian-Israeli manufacturing zones in Jordan 
causing several million dollars worth of damage. 


Citing the Jewish Telegraphic Agency 

reported that Elizabeth Nicole Jacobson 

the first female U.S. pilot killed in the line of duty 

in support of Operation Iraqi Freedom 

father 

reported that David Jacobson told the Florida Jewish 
News 

in effect protecting Israel. She was very proud of 
that. V" 
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Summary: 


Senior columnist and chief defense commentator Zeev 
Schiff wrote in independent 

the PA does not rethink its approach to terror 

doubtful that the PA\'s parliamentary elections will be 
able to take place. V 


Military correspondent Alex Fishman wrote on page one 
of mass-circulation 

already happened that Israel failed to understand -- or 
understood too late -- processes that were taking place 
on the Palestinian side.\" 


Block Quotes: 


I. V The Palestinian Population Will Pay the Price\" 


Senior columnist and chief defense commentator Zeev 
Schiff wrote in independent 

(October 17): V'Even if Israel refrains from harsh 
reprisals for Sunday\'s lethal terror attack 

no getting around the fact that the Palestinian 
population will suffer from the steps the IDF will take 
to prevent other such attacks 

additional checkpoints. The IDF will also continue its 
large-scale arrest operations 

nabbed some 700 terror suspects in the West Bank. 
Sunday's attack in Gush Etzion was the most serious 
attack in the West Bank since the disengagement 
should be viewed as proof that some of the terror 
organizations want to reignite the fighting in the West 
Bank. There is still no confirmation of the claim of 
responsibility issued by the Al-Aqsa Martyrs Brigades 
but if this Fatah-affiliated organization was 
responsible 

from the standpoint of Palestinian Authority Chairman 
Mahmoud Abbas 

overseas. In any event 

approach to terror 

parliamentary elections will be able to take place." 


II. V'End of the Concessions Season\" 


Military correspondent Alex Fishman wrote on page one 
of mass-circulation 

17): VThe Palestinians very badly wanted to receive 
control over the city of Bethlehem in advance of 
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Christmas. After Sundays shooting attacks 

forget about it.... The army and the Shin Bet are 
constantly measuring the temperature on the ground 
an attempt to understand and detect the telltale signs 
that indicate the outbreak of the third Intifada 

outburst of a wave of terror attacks in the West Bank 
which everyone foresaw would come after the pullout 
from Gaza. On Sunday too 

these the two terror attacks the first rain that marks 
the arrival of the deluge? Or is this 

statistical success 

terror attacks that were prevented 

But perhaps the thermometer is mistaken? It has 
already happened that Israel failed to understand -- or 
understood too late -- processes that were taking place 
on the Palestinian side. It is very possible that 
Sunday's two terror attacks mark the turnabout. In any 
case 

the end of 2005. So itis possible that someone 
decided that breaking the rules of the game can be 
moved up by a month or two.\" 


Conservative 

VIf Syria is forced into a Libya-style deal with the 

U.S. 

Israel. But if Syria refuses 

should be obvious that Israel should encourage 

stand in the way of 

on Damascus as much as possible. If that regime falls 
it will once again prove that Arab radicalism does not 
pay.\" 


Block Quotes: 


\"Coercing Syria\" 


Conservative 

(October 17): \"This war [on global terror] should be 
measured in the number of terror-supporting regimes 
that are either replaced or are forced out of the 

terror (and nuclear weapons) business. By this metric 
the outcome of America\'s ultimatum to Syria will tell 
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us much about where the West stands in beating back the 
wider jihad against it. At this moment 

represents a greater challenge than Syria within the 
Muslim world. In this context 

the Syrian regimeVs predicament is strange 

least. Certainly 

stops supporting terrorism. But is there any 
understanding in Jerusalem that the regional democratic 
transformation that the U.S. is seeking is also in 

IsraelVs interest?.... If Syria is forced into a Libya- 

style deal with the U.S. 

the West 

could well happen 

should encourage 

international pressure on Damascus as much as possible. 
If that regime falls 

Arab radicalism does not pay. V 


Senior Middle East affairs analyst Zvi BarVel wrote in 
independent 

can consider it an achievement that the referendum even 
took place." 


Block Quotes: 


\"The Vote Itself Is an Achievement" 


Senior Middle East affairs analyst Zvi BarVel wrote in 
independent 

Americans 

weeks to obtain a consensus of sorts on the wording of 
the constitution 

the referendum even took place 

jeopardized by both the Kurds and Sunnis. However 
because of the various sectarian threats 

decided that even if the constitution is approved 

will be temporary and open to amendment even after 
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parliamentary elections -- in keeping with a new 
referendum. Hence 

process of elections and negotiations between the 
factions in the coming months -- while bombs continue 
exploding on the streets. V" 


JONES 
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Intention\" (ref E) 

demonstrating support by granting access to detainees 
combating terrorist financing 


22. (S) Post 9/11 

between competing interests. He clearly recognizes the 
threat terrorist elements pose to regime stability and is 
appreciative of USG support to strengthen the security 
forces. On the other hand 

like Zindani and arms dealers 

maintaining the status quo. Saleh maintains power through a 
complex network of deals and alliances and is therefore 
frequently unwilling to act unilaterally on CT issues. This 
balancing act is becoming increasingly more important ahead 
of the 2006 Presidential elections 

Saleh appears ready to rescind his pledge not to seek 
re-election (ref F). 

Krajeski 
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Canadian firms listed in New York. Canada is 

coordinating adoption of what will eventually be a 
Straight-Through-Processing (STP) regime with U.S. 

industry. Given that Toronto is considered Canada\'s 

financial services capital 

services committee may wish to consider holding one of 

its future meetings in Toronto. ConGen Toronto would 

be pleased to offer support. END SUMMARY AND COMMENT. 


GOC not Effective Spokesperson for Securities Industry 


6. (SBU) As part of ConGen Toronto\'s \"financial 
services month\" in September 

Canadian securities industry 

trade associations and prominent private sector 
stakeholders 

capital markets governance in Canada. A Senior Vice- 
President of the Investment Dealers Association (IDA) 
complained 

securities industry is provincially regulated 

expertise resides in provincial Finance Ministries and 
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Securities Commissions. \"It\'s a considerable headache 
for the industry that Ottawa is "clueless\' with respect 

to capital markets issues 

believes it does not have an effective spokesperson on 
international and cross-border issues 

to-government communication is critical in setting the 
agenda and addressing industry concerns. 

7. (SBU) Industry reps explained that a single 

securities regulator would go some way towards giving 
Canadian capital markets a national spokesperson (Ref 
(C)). They applauded federal Finance Minister Ralph 
GoodaleVs announced intention to issue a major economic 
strategy paper before the next election (widely 

expected by the spring of 2006) 

the \"single\" (not necessarily \"federal\") securities 
regulator as a GOC goal under \"smart regulation.\" They 
agreed that the main alternative - the provincially 

based passport system - would succeed in providing a 
single point of entry into Canadian capital markets. 
However 

under this scheme 

а \"single point of entry into a market that would 

remain internally discordant/balkanized\" and 

all 

markets issues." 


Significant Mutual Fund Governance Reform Likely 


8. (SBU) The President and CEO of the Investment Funds 
Institute of Canada (IFIC) 

retail investors had returned to the market following 

the bursting of the tech bubble in 2000-01. He noted 
that net assets under mutual fund management had now 
surpassed their 2000 peak by some 2596. The industry 
currently manages C$549 billion in assets 

previous peak of C$427 billion in 2000. However 
despite strong recent growth 

industry is only 1/16 the size of the U.S. industry 

which 

size of the U.S. industry. This reflects to some 

extent lower per capita income and greater reliance on 
public retirement plans 

Pension Plan (CPP). According to Hockin 

Canada\'s mutual fund industry is concentrated in 
Ontario 

management. 


9. (SBU) Hockin highlighted the virtues of Canadian 
mutual fund regulation 
avoided the fraudulent and illegal practice of \"late- 
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trading\" (Ref (A)). He emphasized the successful 
policing function of FundSERV Inc. 

capital markets institution 

industry 

enforces a \"hard\" 4:00 PM close of business. 


10. (SBU) Hockin acknowledged wide-spread criticism of 
mutual fund governance in Canada 

mutual fund industry had not done enough to restore 
investor confidence in the post-Enron era 

significant reforms could be expected over the coming 
year. He deplored the fact that IFIC had never adopted 

a real mandate and said he had admonished the mutual 
fund industry to make investor protection its 

fundamental raison dVetre. He also emphasized the need 
for much tougher mutual fund regulation 

pointing to the need for better regulation of the fund 
manager (NOTE: The Canadian Securities Administrators 
\"national instrument 81-107\" calls for mutual funds to 

be governed by an Independent Review Committee tasked 
to investigate potential conflicts of interest of fund 
managers. This proposal falls short of U.S.-style 
governance proposals where a board of independent 
directors would be tasked to stand up for investor 

interests would have the power to terminate the fund 
manager. (END NOTE.) 


Brokerage Industry Buoyant on Energy/Resources 


11. (SBU) Senior officials from Canada\'s Investment 
Dealers Association (IDA) 

Oliver 

well from the high-tech sell-off at the beginning of 

the decade because of the boom in commodities prices 
especially energy 

Canadian raw materials in China and India. The broad 
S&P/TSX index has staged a remarkable recovery since 
2001 

developed world. The IDA believed Canada's stock 
market boom was in part driven by record-high 
conversions of publicly traded companies into \"income 
trusts " in recent years - a legal structure that 

allowed public companies to exploit federal tax 
advantages. The IDA projected that the federal 
decision of mid-September to all but freeze income 
trust conversions could significantly slow Canada\'s 
stock market boom in coming years (NOTE: Industry 
insiders believe that the federal government wants to 
dampen the conversion trend because of the significant 
fiscal impact of lost corporate income tax revenue. END 
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NOTE). 


Brokerage Industry Wants More Harmonization with U.S. 


12. (SBU) Oliver said Canada had largely harmonized 
with U.S. regulatory requirements while making some 
adjustments that take the small size of many Canadian 
companies into account (Ref (B)). He explained that 
Canada had decided to adopt a virtual carbon copy of 
U.S. SOX 404 requirements. (NOTE: SOX 404 directs 
companies to document their internal controls over 
financial reporting and to provide evidence in the form 
of detailed tests that their internal controls work and 
produce only accurate disclosure. SOX 404 also obliges 
external auditors to examine a company's internal 
controls and give an opinion as to their effectiveness. 
The needed tests are universally seen as tedious 
consuming 

controversial section of the Sarbanes-Oxley Act. END 
NOTE). 


13. (SBU) Oliver explained that Canada\'s Securities 
Administrators decided in August 2005 to postpone for a 
full year the implementation of the Canadian Securities 
Administrator\'s \"multilateral instrument 52-111\" (the 
Canadian equivalent of SOX 404). He said that several 
aspects of SOX 404 implementation in the U.S. had 
caused widespread confusion 

clarifying guidance to U.S. firms in May 2005. Canada 
wanted to stand back and watch the debate over SOX 404 
unfold in the U.S. 

experience 

Canada. As currently proposed 

SOX 404 applies only to TSX-listed companies (the 
senior exchange) and not to companies listed on the 
Canadian Venture Exchange (the junior exchange). 
Canada plans to start implementation of SOX 404 with 
the financial year ending on or after June 30 

were told. 


Request For Guidance: \"Well-Known Seasoned Issuers\" 


14. (SBU) A representative from one of Canada\'s large 
financial institutions explained that the SEC 

summer of 2005 

and quicken public offerings for \"well-known seasoned 
issuers 

1 

companies with a market capitalization of over US$700 
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million 

analysts. END NOTE). Large Canadian companies that 
list their stock on U.S. exchanges are unclear whether 
and how they might qualify as \"well-known seasoned 
issuers\" and would appreciate SEC guidance. 

Other Regulatory Hot Topics of Cross-Border Interest 
15. (SBU) Roundtable participants touched on several 
other issues of cross-border interest in Canada-U.S. 
relations: 


--Civil liability for continuous disclosure violations: 
Ontario passed provincial legislation 

December 31 

issuer 

continuous disclosure violations. This measure is a 
significant step forward for Ontario in toughening 
enforcement and giving small investors more options for 
restitution. The legislation caps liability at 5% of a 
defendant\'s market capitalization and includes features 
to discourage frivolous lawsuits. The industry 

believes that the legislation will help appease small 
investor advocates who have campaigned tirelessly for 
more restitution options (ref (G)). It is also seen as 
contributing to an enforcement environment that 
compares in every respect to the U.S. 

to sue for continuous disclosure violation is taken for 
granted; 


--Straight- Through-Processing (STP): Spurred by the 
need to compete with U.S. markets 

industry is working thought the Canadian Capital 
Markets Association (CCMA) to reduce the time it takes 
to clear and settle trades. Currently 

three business days (T+3) to settle trades. The 
ultimate goal - straight-through-processing (i.e. 

time settlement) - is proving elusive. But 

industry hopes to move to T+1 (24 hour settlement) by 
2007. This project is comparable in scope and 
complexity to measures taken by the financial sector to 
overcome computer Y2K incompatibility in the late 
1990s 

imposed deadlines for 2004 and 2005 have lapsed on both 
sides of the border. 


Comment 


16. (SBU) The securities industryYs overriding concern 
remains to harmonize the regulatory environment with 
U.S. governance structures in order to encourage the 
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further integration of Canada-U.S. capital markets. 

One goal 

agenda item under the Security and Prosperity 
Partnership (SPP) 

securities by 2007 without compromising investor 
protection. In the past 

Commission (OSC) has readily responded to industry 
demands for coordination and has pushed the country as 
a whole in that direction. Following David Brown\'s 
resignation (Ref (E)) 

Wilson (who also holds the position of Vice-Chair for 
the Scotiabank Group as a whole) will take the top job 
at the OSC 

new OSC Chair to follow in the footsteps of David Brown 
and will report in detail on developments in the coming 
months. Given that Toronto is considered Canada\'s 
financial services capital 

services committee may wish to consider holding one of 
its future meetings in Toronto. ConGen Toronto would 
be pleased to offer support. 


Attendees 


17. (U) The roundtable included the trade associations 
of Canada's securities industry 

Bank of Canada 

Joe Oliver 

Vice-President Capital Markets 

Director 

Industry Relations 

IFIC; Susan Yellin 

Communications 

Financial Markets Department 

Canada; Roman Dubczak 

Commerce; Tom Smee 

Counsel 

Toronto Financial Services Alliance were its President 
Janet Ecker (former Finance Minister of Ontario) and 
Susan Viegas 

Bureau. Represented on the U.S. side were Consul 
General Jessica LeCroy 

Holliday 

Specialist Colin White. 
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Avian Flu.\" La Croix devotes its lead to \"All That Still 

Remains Unknown\" and in her editorial Dominique Quinio 
emphasizes that a V'margin of uncertainties" remains. Financial 


Column 3 

La Tribune also devotes its editorial to V'a propagation that 

has Europe worried.\" Pascal Aubert 

analyzes the governments use of \"the principle of precaution V" 
which should be \"used but not abused. V" 


Iraq and the vote on the Constitution are today\'s major 
international story 

the avian flu. \"Iraq Takes One More Step Towards Democracy!" is 
Le FigaroVs second front-page headline. In his editorial 

Pierre Rousselin warns about \"the Lebanisation\" of Iraq but is 

also hopeful for Iraqvs future. In regional La Republic du 

Centre Jacques Camus warns: V'The Americans would be mistaken 
to take their desires for fact. A `yesV victory carries its 

own risks. V (See Part C) 


Popular right-of-center Le Parisien interviews Pascal Boniface 
of IRIS: “Тһе high voter turnout means the Iraqis want to take 
their future in hand. But we must not be lulled into feeling 

that this vote will resolve every problem. As long as foreign 
troops remain in Iraq there cannot be peace. The big winners 
are the Kurds and the Shiites. The Sunnis are left in the 
middle with nothing." Boniface also comments on the imminent 
trial of Saddam Hussein: \"It would have been better if the 
trial took place before an international court. No one must 
"forgetV that for a while 

Saddam. This could open the floodgates of certain 
revelations.\" 


Secretary Rice\'s visit to Paris is prominently reported 


SIPDIS 
emphasis on the shared determination adopted by France and the 
U.S. towards Iran. (See Part C) 


Left-of-center Liberation reports on today\'s vote at UNESCO 
where V'Cultural Ministers will vote to adopt an international 
convention on art and culture. which will thus be excluded 
from trade negotiations. Hence Americas ire.\" (See Part С) 


Culture Minister Donnadieu de Vabres is interviewed: \"The 
truth is that there is the threat of (a U.S.) domination and 
uniformization. France is no longer alone. The EU-25 is 
united. The Americans did not realize the extent of the 
international mobilization. | am surprised by the stance of 
the U.S. 

the success of the convention. This is not a judicious 
attitude. The U.S. should promote cultural diversity rather 
than harp on the fact that they are misunderstood. V 


(C) SUPPORTING TEXT/BLOCK QUOTES: 
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Iraqi Constitution 


Vlragi Hopes" 

Pierre Rousselin in right-of-center Le Figaro (10/17): V The 
Iraqis voted on a text which remains vague and does not settle 
the country's growing divisions. The Constitution\'s only hope 
of being adopted in certain Sunni provinces lies in a last- 
minute loophole 

adoption. But the constitutional exercise in Iraq is akin to 
fitting a round peg into a square hole. The Sunnis have every 
reason to fear they might be the big losers. The Constitution 
opens the door to the country\'s break up with the appearance 
of two entities in oil-rich regions: the Shiites and the 

Kurds. But in Iraq chaos has reached such proportions that the 
stakes lie elsewhere: even if the Constitution is not perfect 
what must be remembered is that the Iraqis 

voted 

situation. It is to be hoped that one day 

process will overcome violence. It is essential that we stop 
the process of "lebanizationV in Iraq 

constitutional faade of unity. This is the challenge facing 

the Iraqis 

coalition\'s withdrawal.\" 


\"The Risks\" 

Jacques Camus in regional La Republique du Centre (10/17): \"On 
Sunday 

of the "yes.V But America would be wrong to prematurely take 
its desires for fact. Even a victory of the `yesV would carry 
risks. The offer made to the Iraqis could lead to the 

country's break up and regional "separatism.V Will Iraq make 
peace with its painful past 

cultivating their separateness to the detriment of the Sunnis? 
It is a mistake to ignore the fact that results will be known 

on Thursday 

trial. More than the Constitution 

test of Iraqvs political and democratic maturity." 


Secretary Rice - Iran 
SIPDIS 


\"The U.S. and France Share Determination Against Iran\" 
Natalie Nougayrede in left-of-center Le Monde (10/17): \"On her 
previous visit to France Secretary Rice remained very discreet 
on the subject of Iran. But last Friday Iran occupied a 

position of choice in her meetings with President Chirac and 

FM Douste Blazy. Intense consultations are on about Iran but 
also about Syria. America and France\'s diplomacy have together 
warned Iran and asked for a resumption of negotiations with 

the EU-3. Rice\'s impromptu visit to Moscow proves that the 
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U.S. wants to find a common ground with Russia in how to deal 
with Iran. Separately 

their shared views on Syria and Lebanon. According to a Times 
of London report 

in exchange for cooperation in the Hariri assassination. V" 


\"Washington Increases Its Pressure on Iran!" 

Arnaud de La Grange in right-of-center Le Figaro (10/17): VOne 
thing is certain: American diplomacy is on the offensive. 
Secretary Rice has just made the rounds in order to drum up 
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support in favor of the threat of sanctions to counter Iran\'s 
obstinacy. London and Washington 

their shared views on the issue. But Secretary Rice was also 
pleased with the warm support given by Paris: `The British 
the French - yes you heard me 

have all been very clear.\' Secretary Rice also warned Iran 
against aiding lraqVs insurgents. A link between WMD and 
terrorism which brings another similar link to mind.\" 


UNESCO - Cultural Diversity 


\"Cultural Diversity Comes to UNESCO" 

Vincent Noce in left-of-center Liberation (10/17): WThe U.S. 
did all it could to keep UNESCO from adopting a convention 
which grants cultural diversity its own status 

outside trade negotiations. Hence AmericaWs ire. But the U.S. 
found itself alone in the fight 

Australians and Japan 

been playing up its European role. The Americans are all the 
more unhappy because this will set a precedent: This is the 
first time that the EU has given the European Commission a 
mandate to negotiate in this type of debate. A few days ago 
Secretary Rice sent a letter to her counterparts asking for 
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the vote to be postponed and threatening a break within 
UNESCO. Rice claims that the convention legitimizes “human 
rights violations\' under the guise of cultural linguistic 

policies. But more seriously 

denouncing a "protectionistV policy. The Canadian Minister 
symbolizes the general feeling when she ‘deplored Rice\'s 
aggressive and violent terms.\' If the U.S. is dropped by Anglo- 
Saxon countries who are close allies 

themselves feel threatened.\" STAPLETON 
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reactions we had received from other capitals 

from China 

that these countries had raised political and technical 
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questions about the agreement 
NPT 

the DPRK and Iran 

response from Beijing. 


3. (SBU) The papers include a hard copy of the slide 
presentation the GOI made to the IAEA about India\'s export 
control system; talking points seeking support from NSG 
member states for civil nuclear cooperation with India; and a 
non-paper entitled \"India\'s Commitment to Non-Proliferation.\" 
They do not present any new information or strategies for 
gaining support for the nuclear agreement. However 
encouraged that the GOI has begun to approach other capitals 
on this issue. 

BLAKE 
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Foot and Mouth disease (FMD) 

on a cattle ranch in the neighboring southern Brazilian 
province of Matto Grosso do Sul 

from the border with Paraguay. SEENACSA is presently 
enforcing a 30 kilometer alert zone along Paraguay 

with Brazil 

Department of Amambay to Cuidad del Este in the Department of 
Alto Parana. According to SENACSA 

are controlling the entry of all species susceptible to FMD 
and are requiring mandatory disinfection of all vehicles 
entering the alert zone from Brazil. They are also issuing 
veterinary teams to increase monitoring of cattle ranches in 
the area. 


5.(U) On 10/12 

Paraguayan Ministry of Finance 

creating programs of accounting and audits with the objective 
to develop a plan of action to improve norms and codes to 
bring Paraguay information compliance with international 
standards. According to reports 

Bank official explained that the program looks at improving 
the transparency in matters of financial information. 
Ferreira also expressed that this program was already 
established in 10 countries in the region; and pointed out 
that the program has had good results in matters of 
competitiveness 

fundamentally improve financial information for the 
consumers. 
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only Arabs who understand closely the suffering of the Iraqi 
people." Meanwhile 

negative role since the fall of the Saddam Hussein regime by 
promoting divisions among the Iraqi people 

Al-Hakim 

gratitude for KuwaitVs donations to the victims of the Bridge 
of the Imams stampede (reftel) and the official support of 

the Iraqi electoral process. Al-Hakim commented that Kuwait 
set a positive example which should be followed by other Arab 
nations as it will lead to greater stability in Iraq and the 
region. 


kkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkk 


Visit Embassy Kuwait\'s Classified Website: 
http://www.state.sgov.gov/p/nea/kuwait/ 


You can also access this site through the 
State DepartmentVs Classified SIPRNET website 
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Deeds.\" The conference 

5 

urged high-level USG representation at the conference. 


4. (U) Excerpted text of the invitation reads: \"The 

proposed conference will provide a platform for the exchange 
of experiences and discussions on issues related to the 
empowerment of women in the Arab world and their 
participation in public life [and] will cover three main 

themes: women and political participation 

of justice 

it is with great pleasure that | would like to invite you to 

attend and participate as a keynote speaker in this 

important regional conference. As the undersecretary [sic] 
of state and one of the most prominent female international 
figures 

themes are women and political participation and women and 
justice 


5. (U) Soswa also said that at the conference Saleh intends 
to announce a 20 percent female representation quota for the 
2006 LC elections. She noted that this announcement 
requires no changes to the law and that the two primary 
opposition parties 

have already agreed in principle to the quota. Soswa 
acknowledged that the outcome likely would be less than 20 
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percent in many regions 

as there are few women prepared to run for office in some 
tribal areas. 


6. (SBU) COMMENT: Post recommends that a suitable USG 
representative attend this conference. The conference is a 
home-grown initiative and merits USG support particularly in 
light of the prospective increase in local female political 
participation if President Saleh\'s announcement transpires 
as anticipated by Soswa. In view of Soswa\'s past efforts on 
behalf of the USG and the cause of human right 

her efforts to increase the enfranchisement and political 
participation of women 

representation to increase her credibility and to 

demonstrate the USG commitment to human rights in the 
region. End comment. 
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commentators and Center-Left party leaders have confirmed 
publicly that ProdiVs decisive victory and the large turnout 
for the Center-Left mean Prodi is the coalition leader 
heading into spring 2006 national elections. Center-Right 
politicians 

minimize the importance of the primary vote. Marco Casella 
head of a Forza Italia-affiliated think tank 

Poloff that the primaries were a great success for the 
Center-Left generally 

further that Berlusconi has been unwise to \"ridicule\" a 
process that involved nearly four million Italian voters 
especially since some members of BerlusconiVs coalition also 
had called for primaries by the Center-Right to determine 
coalition leadership. 


4. (C) Center-Left politicians and representatives from 
independent think tanks told Poloff prior to the primary 
elections that Prodi 

Center-Right 

coalition platform. Daisy party Head of International 
Affairs Luca Bader told Poloff that the winner in the 
primaries would not assume absolute coalition leadership in 
the way that the winner of a U.S. party primary would. 
Casella told Poloff that the process of negotiating a 
coalition platform will be complicated further as a result of 
electoral reform legislation that weakens the ties that bind 
coalitions together and strengthens party leaders (REF B). 
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(COMMENT: The new law will effectively put less of a premium 
on pre-electoral coalition bargaining and more weight on 
post-election discussions 

previously enjoyed by smaller coalition parties. END 
COMMENT.) 


5. (U) The Center-Left \"Union\" previewed potential internal 
problems the same day it achieved an important victory. 
Electoral reform legislation that will almost certainly be 

law by next year\'s elections essentially obligates Prodi to 
either become a member of a particular political party or to 
found his own party. On the evening of his victory 

declared that the tradition of the Olive Party (his previous 
election vehicle) is alive and well 


merger of the Center-LeftVs two largest parties 

Democrats of the Left (DS) and the Daisy Party 

Olive Party. The press reports that DS President Massimo 
DVAlemo responded somewhat positively 

Secretary Francesco Rutelli made it clear that the Daisy 
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party would remain independent. At the same time 

Social Democrat (SDI) leader Enrico Boselli said his party 
would go ahead with a proposed alliance with the non-Union 
affiliated Radical Party. Mastella announced he would break 
ranks with the Union position on the electoral reform law and 
vote in favor of it when it arrives in the Senate. He also 

said the UDEUR might withdraw from the Union after a special 
party session in January. 


6. (C) COMMENT: ProdiVs strong victory and the surprisingly 
large primary turnout confirm ProdiVs position as coalition 
leader. However 

soon-to-be passed electoral reform law have cast doubt over 
the importance of pre-electoral coalitions. Casella told 
Poloff the real victor is the DS 

produced most of the Center-LeftVs four million primary 
voters. With the Daisy and other center-oriented parties 
seeing the possibility of a new \"center-center\" coalition 
emerging over the horizon 

difficult to hold his coalition. Bottom line: Prodi is 

stronger vis-a-vis the far left 
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disarray in the Center-Left coalition; Berlusconi and other 
big party leaders strengthened by the new electoral law; and 
a tightening race for national elections next spring. END 
COMMENT. 

BORG 
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unclear. Doing so would mean eluding deployed GoT forces at the 
Iraqi border and in multiple other provinces. While some 

smaller PKK terror units may well have originated outside 

Turkey 

credibility of the routine GoT claim that PKK forces do not have 
domestic bases of operation and can only come from outside 
Turkey. End Note.) 


2.(SBU) On October 6 

unilateral ceasefire declared on August 20. The press reported 
that the PKK terrorist group claimed that 43 of its members were 
killed during the 43-day ceasefire 

its initiative for a democratic solution to the Kurdish issue by 
responding with violence. (Comment: It bears serious 
consideration that PKK terror units initiated multiple 

improvised explosive device (IED) attacks and raids on Turkish 
security force positions in southeast Turkey throughout the 
so-called \"ceasefire\" period. The ceasefire seemed more a 
rhetorical device or public relations gambit than an operational 
limitation. End Comment.) 


3. (U) Between October 3 and 13 

reports showed that in the area encompassing Tunceli 

Van 

nine explosions and 12 clashes occurred involving the PKK 
terrorist group and government security forces. In those 
incidents 

one kidnapped 

period 

place in the region 

forces. 


4. (U) According to multiple press accounts 

as Turkish security forces 

highly-traveled eastern Mardin road 

security officer whom they encountered. In reaction 
wide-ranging Turkish sweep operation to punish the PKK and 
locate the security officer is under way in Mardin province. 
Together with two July/August hostage takings against official 
Turks in Bingol 
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the PKK 
territory 


5. (SBU) Some or our contacts have told us that people in the 
region believe the GOT missed an opportunity after PM R. Tayyip 
Erdogan\'s August 12 speech in Diyarbakir by not following up 
quickly with concrete 

Kurdish issue. Fears that the security forces have stepped in 

to fill the gap left by government inaction have ratcheted up 

the level of anxiety about the prospect of increased violence in 
the region. 


6. (SBU) Comment: Although many may hoped the October 3 opening 
of EU talks would provide an opportunity for the violence to 

subside 

forces clashes in the region over the past 10 days indicate that 

such hopes may have been drowned out by hardliners on both sides 
bent on confronting each other. End Comment. 


7. (U) Baghdad minimize considered. 
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before commenting. We 
on this and show support. V 


MONROE 
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parliament V" yet again. End Summary 


2. (U) With polling for the first phase of the State 

elections set to begin on October 18 

ended their campaigning on October 16 in Bihar 
constituencies. Four (out of the total 61) constituencies in 
Naxalite-hit Gaya district were excluded from the first phase 
for security reasons. Polling in these constituencies will 

now take place on October 21. 

3. (U) Bihar has always experienced violence during 
elections and recent campaigning was marred by the October 6 
attack on former Union Minister and BJP leader Ravi Shankar 
Prasad while addressing a rally. One person was also 
arrested at a Lalu Prasad rally for carrying a revolver. 

Bihar Chief Secretary GS Kang assigned around 90 
Para-Military Forces 

home guards to provide security 

choppers patrolled the skies to ward off any threat from 
Naxalites 

villagers that they faced severe consequences if they went to 
the polls. The states Chief Electoral Officer NK Sinha also 
specified that the Election Commission would not allow voting 
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in booths without adequate security. 

4. (U) There are over 12 million eligible voters in the 
State and 13 

told media that more than 140 

the past three months in a special drive launched at the 
behest of the Chief Election Commission. The police also 
seized over 3 

factories. 

5. (U) Just as in the February 2005 elections 

less unified than the opposition NDA. However 

there will be a three-way split 

Lok Janashakti Party (LJP) has left the UPA and set up its 
own electoral coalition. That means that this yearVs 
election will be a triangular contest between the NDA (BJP 
and JD(U)) 

NCP) and the LJP coalition (LJP 

6. (U) The first phase is most crucial for the RJD 

must demonstrate that it has sufficient momentum to win a 
clear victory and form the government. It must do better 
than it did in the February parliamentary elections 

the results were: 

-RJD 23 

-JD (U) 12 

-BJP 4 

-LJP 9 

-CPI-ML 4 

-Samajwadi Party 1 

-Congress 1 

-independents 3 

7. (U) The last Assembly election was a very close contest 
between the RUD and the NDA in terms of votes polled. 
-RJD 75 seats (25.07 per cent) 

-NDA 92 seats ( 25.52 per cent) 

-JD (U) 55 seats (14.55 per cent) 

-BJP 37 seats (10.97 per cent) 

-LUP 29 seats (12 per cent) 

-Congress 10 seats (5 per cent) 

-NCP 3 seats ( 0.98 per cent) 

-CPI-ML 7 seats (2.49 per cent) 

-CPI 3 seats (1.58 per cent) 

-CPI-M 1 seat (0.64 per cent) 

-Samajwadi Party 4 seats (2.69 per cent) 

-BSP 2 seats (4.41 per cent) 

-and independents 17 seats (16.16 per cent). 

9. (SBU) Comment. Lalu 

weaker going into this election compared to February. 
Paswan 

more of an impact on the RJD than the NDA in that he may have 
split the crucial Muslim vote. In addition 

given its alliance with the BUP 

Muslim votes as well. Finally 
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resentment after its 14 years of misrule 

once-enthusiastic constituents within the Muslim and backward 
caste communities to openly express a desire for change. One 
of the three contesting coalitions must score a decisive 

victory to form a stable government. With such a close 
three-way contest 

face yet another V'hung assembly\" and growing instability. 
BLAKE 


42829 
the people 


2. USAID works with local governments to become more 
efficient 

effectively for their interests at the national level. 

Work at the local level makes changes tangible for the 
people and makes them the primary beneficiaries of the 
reform efforts. Citizens\' involvement in the decision 
making process brings democracy closer to the people. 
Local governments do that best when they open their 
doors to the people and see them as their customers. 
That is why a major element of USAID assistance to 
municipalities has been the establishment of municipal 
Vone-stop shops". 


3. USAID successfully supported the establishment of 
37 Municipal Customer Service and Information Centers 
in Bulgaria (municipal Vone-stop shops). The centers 
have gained nation-wide recognition as an innovative 
tool for achieving better quality of administrative 
services 

and increased transparency. In fact 

the first practical application of e-government in 
Bulgaria at local level. These centers facilitate and 
accelerate citizen access to many municipal services by 
delivering effective services in an open manner. The 
Vone-stop shops\" appropriately incorporate key 
municipal administrative services 

Registration of Documents 

Municipal Real Estate Property 

Labor and Human Resources 

Licenses 

Construction etc. Through the \"one-stop shops\" the 
municipal administrations have also improved 
considerably their information and communication 
channels with the local community. 


4. The initiative brought different benefits and 
advantages for the different participants. The 
citizens have enjoyed the friendly and business-like 
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environment of the new establishments and have gained 
better access to information - catalogues of services 
information boards and flyers 

institutions 

turn has saved them a lot of time and efforts when 
municipal services were required. In addition 
\"one-stop shops\" have substantially reduced the 
opportunities for corrupt practices 

eliminating the direct contact between the person 
applying for a particular administrative service 
(license 

responsible for the provision of the service. The 
municipal staff members have enjoyed the opportunity to 
have sufficient time for provision of high quality 
services and for improvement of intra-municipal 
communications. The municipal leadership has benefited 
from the more effective management of the municipality 
and an improved public image. 


5. Although fairly simple to implement in the computer 
age 

for the country. The successful launch of the 
initiative in several municipalities was sufficient to 
generate enormous interest among the local authorities 
all over the country. Now 

Bulgarian municipalities apply the concept in one form 
or another. 


Strengthening government transparency through a Public 
Procurement Register 


6. An efficient and open public procurement system 
provides citizens and businesses with better access to 
information about public projects and ensures that 
public money is spent in a transparent manner. This 
not only encourages better use of public resources but 
also increases trust in the government. 


7. For the past two years 

reform of Bulgaria\'s public procurement system through 
legislative drafting and technical assistance. To 
support the development of a new Public Procurement 
Law 

representatives from ministries 

as well as leading Bulgarian and international 
consultants were established. After the new 

legislation adopted in 2004 established the Public 
Procurement Agency - a monitoring entity charged with 
overseeing public procurement contracts - it became the 
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focus of USAID support. Assistance was provided for 

the development of a common procurement vocabulary and 
official forms for procurement announcements. The bulk 

of USAID assistance was targeted at the development of 

a Public Procurement Register. 


8. The Public Procurement Register is a serious step 
towards transparency 

control over public sector spending. The Public 
Procurement Register saves time and generates savings 
in public spending. Finally 

Register is a part of the GOB\'s e-government strategy 
and as such it will ensure connectivity to the European 
Commission (EC) procurement database. 


9. Recognizing that the government is just one part of 

the good governance equation 

stepped up its efforts to involve business associations 

to monitor public procurement in particular sectors 

suggest legislative and implementation changes and come 
up with company lists to complement the information 
available in the Public Procurement Register. USAID 

will thus continue to support BulgariaWs efforts to 

improve governance and make government more transparent 
and accountable. 


Strengthening Democratic and Civic Involvement through 
Grassroots Programs Implemented by Non-Governmental 
Organizations in Bulgaria 


10. US Embassy Sofia\'s Public Affairs Section (PA 

Sofia) organizes an annual SEED-funded small grants 
competition under an inter-agency Democracy Commission. 
USAID 

Embassy Sections for Political Affairs 

Affairs 

Democracy Commission. The members of the Democracy 
Commission review approximately 250 small grants (under 
$24 

35-45 SEED funded and EUR/ACE approved grants (totaling 
around $500 

this program in FY 1994 with $200 

increases each year since then. 

11. The Democracy Commission Small Grants Program is 
designed to strengthen Bulgarian NGOs so that they can 
develop grassroots programs which respond to the 
communities they serve. PA Sofia conducts a country- 
wide outreach program in Bulgaria to promote the goals 

of the Democracy Commission program 
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press releases 

weekly consultations by CAO and Cultural Assistant. The 
Program works closely with Peace Corps volunteers 
assigned to Bulgarian NGOs 

expertise and input in the review and approval process. 
Projects funded under the Small Grants program may be 
of short duration (i.e. outreach to youth groups or 
marginalized communities in advance of parliamentary 
elections to help these groups understand their rights 

as voters); may be pilot projects (i.e. developing 

teaching materials for high school students to learn 
about Roma folklore and local history); and/or may 

build civic awareness between youth audiences and civic 
leaders in small communities (i.e. waste recycling 
project managed by students at three high schools in NE 
Bulgaria). 


LEVINE 
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is deeply divided 

and she has proven to be an ineffective administrator facing 
allegations of misrule and corruption. This has prompted 
growing speculation that the BJP may remove her and install a 
new Chief Minister closer to the RSS. With the BJPVs 
fortunes on the decline in Rajasthan 

move may not stave off defeat in the next election scheduled 
for 2007. End Summary. 


All-pervading Factionalism 


2. (U) Reflecting the national trend 

divide in the Rajasthan BJP between RSS and non-RSS factions. 
A public letter written by Chandraj Singhvi 

politician and an architect of RajeVs upset victory in 2003 
recently complained that non-RSS party members were being 
given V'step-motherly treatment" in Rajasthan 

BJP of placing only Sangh-Parivar members in important 
positions. Singhvi predicted that this course would lead to 
\"decades\" of defeat for the BUP. 


3. (U) On October 6 

Industries Minister Narpat Singh Rajvi openly revolted 

against Raje 

that her administration encouraged corruption. They 
complained of a Vlack of transparency" in the approval of 
major industrial development projects such as the World Trade 
Park and several Special Economic Zones (SEZVs). Rajasthan 
recently awarded 1 
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for a \"technology corridor 

took the land from farmers in his constituency without 
adequate payment 


Tales of Woe 


4. (C) During Poloff\'s October 6-7 visit to Jaipur 

journalists and politicians confirmed that all was not well 

with the BJP in the state. Rohit Parihar of V'India Today" 
described how Rajasthani Media has linked close Raje 
associates 

prostitutes/dancing girls. Parihar confirmed that the 

growing split between RSS and non-RSS factions was encouraged 
by Raje\'s long-term rival Murli Manohar Joshi. Raje was also 
stung by the negative media coverage following the revelation 
of the total disappearance of tigers from the Rathambore game 
reserve 

led to falling revenues and growing corruption allegations. 


5. (C) Education Minister Tiwari complained to Poloff that 
tens of millions of rupees were disappearing 

corridor" was a land giveaway 

cabinet with the \"worst\" politicians in the state. Tiwari 
predicted that Joshi will become BJP President in December 
and remove Raje. He explained that with the Congress 
opposition weak and divided 

factionalism and corruption and that Joshi will have to 
\"clean house.\" 


Coup Plotting 


6. (C) BUP leader and MLA Vishwa Modi confided that he is 
secretly plotting with fellow MLA\'s from the BUP and Congress 


SIPDIS 

to form a new regional party to capture power. Modi claimed 
that most MLA\'s are unhappy with Congress and BJP \"meddling 
although the BJP is the \"worst party in the state 

of its dominance by \"RSS idiots\" with no administrative 

ability. The new party would renounce Hindutva and actively 
recruit Muslims 

coalition capable of winning and holding power. He predicted 
that if nothing is done 

Congress return in the next election. 


Bio Notes 


7. (C) Tiwari openly told Poloff that he intends to replace 
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Raje as Chief Minister. He is a devout Brahmin 

where his caste is not influential 

natural mediator between contentious castes. Tiwari is close 
to the RSS and actively promotes Hindutva and is counting on 
JoshiVs patronage to put him in power. He predicted that 
Raje would be given a BJP management position in New Delhi 
possibly as General Secretary. 


8. (C) MLA Modi 

very wealthy and ambitious. He defected from Congress to 
help Raje devise a winning strategy in 2003 

to name him to the Cabinet. Disappointed 

against her and Tiwari. He is still very close to Congress 

and believes his followers in the BJP and Congress will make 
him Chief Minister. 


9. (C) Raje is extremely religious and spends days at a time 
worshipping at a favorite temple in rural Rajasthan 

she is devoted to the deity (murti) there. Despite this 
resents the RSS and relates well with Muslims and Christians. 
Raje\'s astrologer told her that the secretariat is not 
\"auspicious 

residence 

service 

outsider in Rajasthan 

to the state\'s entrenched elites. Most assume she is not 
really comfortable in Jaipur and would not be averse to 
returning to Delhi if offered a suitable position. 


Comment: Can Radical Surgery Save the Patient? 


10. (C) When elected in 2003 

one of the future BUP superstars. Since then 

long decline has also encompassed her administration. The 
Rajasthan BJP failed to unite behind its Chief Minister and 
has been engulfed by factionalism. Her days as Chief 
Minister may be numbered 

roots are plotting against her. Rajasthan is another 
disappointment for the BJP at a time when things are going 
wrong all over the country for the party. With the BJP\'s 
standing on the wane 

not stave off electoral defeat. 

BLAKE 
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consult with field commanders for 45 to 60 days. He 
said the reports of violations enumerated at the JC 
meetings underlined the necessity of re-instilling 
command and control discipline to prevent the type of 
unauthorized attacks by SLM elements being reported. 
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AW continued that he would also be consulting on the 
ground with V'women students 

organize a SLM Conference within Darfur 

about four months. When asked how this meshed with 
Inter-Sudanese peace talks in Abuja which Salim Salim 
plans to reconvene in mid-November 

negotiations would continue and that when an agreement 
was reached 

Darfur (presumably at the conference he is planning). 
AW claimed that he had taken steps to unify the SLM 
delegates here present and that SLM could negotiate 
effectively (although he did make a vague request for 
technical assistance to support their efforts 

especially in the wealth sharing commission). 


7. (SBU) COMMENT: At no time did AW mention Deby\'s 
proposal to organize a SLM conference on Chadian soil. 
According to UK envoy Alan Goulty who met with AW later 
Saturday 

concentrated on his plans to \"go inside\" and organize 
something 

version of Deby\'s accusations that Minni Minawi 

league with GOS and GOL 

the border troubles does not seem at all consonant with 
inviting Minawi to a SLM reconciliation conference in 
Chad (unless 


8. (U) COMMENT CONT: Members of the SLM continue to 
plan for a conference in Darfur to be held next week. 
Initiated by Secretary General Minawi 

is intended to include representatives from most 

tribes 

of whom are already on the ground) and commanders. The 
co-Chairman are Ibrahim Ibrahim and Dr. Raja--neither a 
Zagawa. Abdeljabar Dosa 

us separately and with the international partners on 

the proposed plan and selecting 

its leadership by vote. The plan includes a political 
committee whose members are selected by various groups. 
This committee is to elect a leadership council and 
executive committee. The entire gathering would vote 

for President 

Deputy Secretary General. We believe the conference 

has some logistics support from Libya. The planners-- 

and Minawi--have asked Abdelwahid to attend and speak. 
To date he has refused 

supporters arrived in Abuja October 16 to attempt to 
convince him. 


9. (U) COMMENT CONT: Sunday evening the SLM delegates 
who had arrived in Abuja with the field commanders from 
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al-Fashir presented letters of invitation to the SLM 
conference to us (specifically Roger Winter and Janice 
Elmore) 

others. The dates are October 25-27 in \"Darfur\". 
Winter\'s invitation from the SLM 

material provided at the meeting 

to SPG separately. 


10. (SBU) We have subsequently heard from the French 
here that de Coignac has departed Ndjamena for Paris 
and they have 

This cable was drafted prior to receipt of State 

190682. In any case there seems no possibility of 
anything happening on a SLM conference in Chad prior to 
November 8. 


CAMPBELL 
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in Shklov. 


Courtship and Marriage 


3. (U) Galina bragged to KP how handsome Lukashenko was and 
how all the young schoolgirls had crushes on him. In her 

opinion 

spoke of how Lukashenko would visit her at her house in 
Alexandria 

snowy 


4. (U) After high school graduation 

Mogilev Institute as a history major. One year later 

Galina enrolled at the same institute. In 1975 

finishing her third academic year and after Sasha received 
his diploma 

mother 

literature studies at the school in Shklov 

with the marriage since Galina still had one more year of 
college. Her mother 

reminisced about their first years of marriage. They were 
not rich 

their money on books and had a good house library. She 
commented on how much she and Sasha enjoyed reading. 


Troubled Times 


5. (U) Lukashenko joined the army when Galina finished the 
university and shortly thereafter they had their first son 
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Viktor (Vitya). Galina admitted that life became difficult 
after her sonVs birth. Sasha had a good job and she was 
trying to find work as a teacher in one of the local 

Mogilev schools. Their son Viktor 

an infectious disease and Galina reportedly spent one year 
nursing him back to health in a hospital. In the article 
Galina described it as a horrible time and remembered how 
often she had to run to the pharmacy for medication. She 
noted that after awhile 

and did not even notice when holidays came around. 


6. (U) A doctor told the Lukashenkos that if they wanted to 
have a healthy son 

to a small village. Therefore 

Rizhkovichi. As Galina noted 

career and focused his time on \"conditioning\" and 
rehabilitating his son while Galina took a job at the local 
preschool. Eventually 


Two Separate Lives 


7. (U) Once she finished speaking 

attempted to ask Galina personal questions about her 
marriage to the President. First 

legally (with the stress on \"legally\") married to President 
Lukashenko 

couple did not marry in a church because 

Galina 

allowed or accepted. She admitted she would not have been 
against it 

would look upon a church wedding. 


8. (U) Galina told KP that it was her decision to stay in 
Rizhkovichi when her husband became President. However 
she did mention that Sasha did not try to persuade her to 
move with him to Minsk. Galina would not tell the reporter 
why she decided to stay in the village. According to 
Galina 

Minsk. When KP asked if she had ever been to the 
presidents residence 

not the \"woman of the house\" because she did not live 
there. Galina told KP that like any other husband 
Lukashenko materially supports her. She told the reporter 
that she still loves her husband (though she laughed when 
asked) and is not offended that she does not live in the 
capital 


The Hassles of Being the First Lady 
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9. (U) Galina spoke of how at the beginning of her 
husband's tenure as president 

letters of request to pass on to him. She said it was 
mainly neighbors at first 

divisions and other minor problems. Now 

and strangers send her letters hoping that she will pass 
them on to her husband. Galina apparently reads every 
letter and determines which ones are important enough to be 
sent to the president. Recently 

help her with her son who was apparently framed for a 
crime. Galina helped the woman and suggested that the 
authorities give the boy\'s case a second review. 


10. (U) The first lady told KP that she decides the 

domestic questions 

shirt to buy while Sasha makes the serious household 
decisions. [Comment: This statement is odd since 
Lukashenko appears never to be in the same house with his 
wife.] She never inquires into his government affairs and 

it has always been that way. Galina admitted that she was 
a very yielding wife and would always be one. 


The Lukashenko Family 


11. (C) GalinaVs sons Viktor and Dima now live in Drozhdi 
the same residential neighborhood as their father. [Note: 
The Drozhdi neighborhood is a complex of million-dollar 
homes where the president and his cronies all live. It was 
also the residential neighbor where foreign ambassadors 
lived until Lukashenko evicted them in 1997.] Viktor 
graduated from college with a degree in international 
affairs and 

aide to his father. [Comment: It is rumored that Viktor is 

in charge of his father's security forces and/or acts as an 
advisor for the presidential administration. He was 
appointed to the deputy general director of the government 
owned telecommunications company BeST in early 2005 and has 
worked as the deputy head of the scientific production 
association AGAT. He is also rumored to be a member of the 
GOBVs Commission on Military- Technical Cooperation and 
Export Control as well as a member of the State Industrial 
Committee (military exports) 

to the Middle East and Asia.] Dima is a lawyer by trade 
and is now the chair of the Presidential Sport Club. 

Galina has three granddaughters 

Daria 


12. (U) According to the first lady 
his grandchildren and V' melts" whenever they are around. He 
spoils them more than he ever did his own boys. Galina 
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visits her boysY homes on the holidays and \"enjoys\" how 
they live. She adores her daughter-in-laws and is happy 
that her sons help their wives around the house. Galina 
commented that while her husband was often V'caught up in 
work V" 

can reportedly repair anything and know how to scythe and 
plow. 


13. (U) Now that her children have grown and moved to 
Minsk 

lot and takes long walks through the woods with her sheep 
dog Balu (named after a classic animated character) and 
feeds the many stray dogs that seem to hang around her 
house. 


The Journalists Impressions 


14. (U) For many years 

with LukashenkoVs wife but had always been unsuccessful 
until now. The reporter noted that Galina\'s house was the 
best in the village 

of the rich new-Belarusians 

Galina also mentioned in the interview that she works as 
the head regional specialist for health rehabilitation and 
sanatorium-resort recuperation 

workload 

nights. The reporter commented that even though the 
interview went smooth 

when she laughed. 


Comment 


15. (C) The KP expose gave a rare look into the mysterious 
relationship between Lukashenko and his wife. Largely kept 
out of the public spotlight 

interview that people do not recognize her when she attends 
the theaters and events in Minsk. The article featured old 
pictures of her and a skinny 

beginnings of his infamous mustache. However 

photos of the young couple and of their wedding day 

other photos of the two appear in newspapers. It is widely 
known that Lukashenko has a mistress and an illegitimate 
child in Minsk. Allegedly 

is the daughter of the Minister of Health and works as 
Lukashenko\'s \"personal nurse 


16. (C) The goal of KP\'s interview with Galina 
indicated by the text and questions 
Lukashenko\'s odd (and even poor) relationship with his 
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wife. On the online version at 
www.minsk.kp.ru/2005/09/29/doc841 77/ 

followed by comments from readers 

the president for hiding his wife in a village while 

sharing a home with another woman. Others praised Galina 
for sticking to traditional values of marriage 

her husband had done her wrong. It is surprising that 
Lukashenko allowed his wife to give the interview at all. 
Despite Galina\'s and possibly Lukashenko\'s intentions 
article subversively portrayed Lukashenko as a poor husband 
who has rarely been around for his wife. 


PHLIPOT 
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al-Dari has already been to Doha two or three times and \"can 
deliver". But HBJ said it was important for Amb Khalilzad to 
be in Doha at the same time 

The two would not have to meet face-to-face. HBJ said: We 
can pressure them (MUC) 

the Americans are ready to listen." He said their dialogue 
whether in-person or through him 


3. (C) Ambassador asked HBJ to make a statement supporting 
the referendum and urging Sunni participation. Time was late 
Ambassador noted 

something on Al Jazeera in time for many Iraqis to hear it 
before the polls closed. HBJ replied that \"| do statements at 
airports and when we do other things 

assistant to give him a plan for a more immediate statement. 

In any event 


4. (C) In his meeting with Sec Rice 

the Ambassador on the V'one or two\" major problems the USG 
still has with Al Jazeera. Last night he reminded the 
Ambassador of this 

Ambassador replied that these would be the two issues raised 
every month by the FBIS and DIA monitors: The use of 
insurgent-provided videos and of anti-American interviewees. 
Ambassador informed HBJ that an interagency working group on 
Al Jazeera is developing a response that will be provided to 

him soon. 


5. (C) The Ambassador informed HBJ that the latest DIA 
monitoring report showed an increase in negative comment for 
the first time since our bilateral engagement on AJ began in 
February. (Hostile reportage rose from an low of 7% in August 
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to 1196 in September.) This backsliding 

out 

offered to provide a copy of the report so he (and Al 

Jazeera) can see what produced the worsened rating. Perhaps 
to show that he is sensitive to anti-American content 

noted that after Liz Cheney complained to Amb al-Khalifa 
about a particularly virulent essay on AJVs website 

it removed. 


6. (C) HBJ then voluntarily said that Karen Hughes needs to 
have a better interview on AJ than the one she had while in 

Cairo. The interviewer that day 

questions. He offered her another opportunity to go on the 
air but this time to be interviewed by \"the right people V'. He 

said 

have the right result. V 


7. (C) HBJ characterized his 23 September meeting in 
Washington with Sec Rice as \"not bad 

hopes to see the Secretary at the Forum for the Future in 
Bahrain in November and would like her to visit Qatar while 

in the area. (Note: Sec Rice spent a night in Doha on her 
return from Iraq in mid-May 

Apparent Sheikh Tamim and promised she would come back for a 
formal visit sometime.) Starting with his meeting with 
SecState 

Jazeera as the principal blockage in bilateral relations. We 
should therefore produce the non-paper on further changes at 
the channel right away to take advantage of this apparent 
earnestness. We should also notify Karen Hughes of his offer 
for her to return to the Al Jazeera airwaves and to notify 

Sec Rice\'s staff of the invitation (which | support) for her 

to come to Qatar. 

UNTERMEYER 
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signal 

that his absence was hurting us more than the regime.\" 
Zajaczkowski noted also that Belarusian state security chief 
Neviglas appears to have kept a promise to Polish NSA Bahr 
(ref B) and reined in the KGB a bit (although anti-Polish 
attacks continue to appear in state-run Belarusian media 
said). 


3. (C) Zajaczkowski and MFA Belarus desk officer Mariusz 
Krajewski inquired about our reaction to Belarusian PM 
SidorskiVs recent meetings in Vilnius 
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characterized as \"surprising.\" Drawing on our earlier read of 
ref (C) 

had demarched the Lithuanians and underscored our concern 
about this breach of common policy. We explained that the 
episode reinforces the importance of maintaining a closely 
coordinated and unified approach to such contacts. 


4. (C) On the external broadcasting project 

welcomed news of our decision to provide some initial funding 
to ERB (European Radio for Belarus) 

support could help tip the Polish government's tender and its 
$300 

governmentVs intention to fund ERB as well 

indicated that the Poles would approach the remaining 
Visegrad Group member states for similar pledges the 
following week. Zajaczkowski stated that he regretted the 
technical delays created by the tender process 

us that he remains confident that the new Polish government 
(due to enter office by the end of October) will back the 

radio project \"enthusiastically.\" 

ASHE 
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have to be politically able to explain the full range of 
activities covered by our cooperation. V" 


3. (C) After a long interlude necessitated by the Bulgarian 
elections in June and a two-month delay in forming a new 
ruling coalition 

7. Over the course of two days of detailed negotiations 
delegations made substantial progress on language in the SOFA 
and discussed generally the Defense Cooperation Agreement. 
The Bulgarians largely agreed to the U.S. positions on 
taxation and import/export. They also moved toward the U.S. 
position on environmental protections and the status of 
contractors. A number of challenges remain in the following 
areas: 


a. Criminal Jurisdiction: The GOB does not want to give the 
impression that it is surrendering sovereignty. lvanov said 
that the standard U.S. language would be a \"problem of 
presentation" and would be difficult to explain to the 

public 

on Bulgarian sovereignty. Specifically 

not want to grant an advance waiver of criminal jurisdiction 
which is a standard provision in our bilateral Supplemental 
SOFAs with NATO allies. Instead 

language indicating that upon request by the U.S. military 

it would waive its primary right to exercise jurisdiction 
except in cases of particular importance and that such a 
request for waiver would be considered granted if the MOJ had 
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not notified the U.S. military of its granting of the request 
or requested clarification in 30 days of receipt of the 
waiver request. 


b. Freedom of Movement: In their draft of the DCA 

Bulgarians limited use of facilities to training and 

exercises and military operations under the NATO umbrella and 
required prior notification. For activities outside of the 

NATO framework 

prior authorization by the competent Bulgarian authorities. 
Their draft also proposed a limit on the number of U.S. 
personnel who could be \"stationed\" in Bulgaria. Amb. Loftis 
explained that language addressing deployments was a critical 
issue and stressed the need for maximum flexibility for any 
U.S. forces in Bulgaria. 


4. (C) In the days leading up to the U.S. delegationVs 

arrival 

the U.S. wanted to establish large \"military zones\" around 

the commercial port of Burgas that would severely limit 
commercial shipping activity. This prompted three members of 
Parliament from Burgas to send a letter of inquiry to the 

MFA. In response to Amb Ivanov\'s request for clarification 

we assured him that the U.S. was only interested in 
periodically shipping military cargo through Burgas\' 
commercial port and we had no plans to establish a naval base 
there. 


5. (C) After the end of formal negotiations 

Loftis and DCM Levine met privately with Ambassador Ivanov to 
discuss the way forward. Amb. Loftis stressed again the 
importance of freedom of movement and criminal jurisdiction 
to the success of the negotiations. He also cautioned Amb. 
Ivanov against continuing to cite old bilateral agreements 
between the U.S. and other NATO countries 

were designed for situations in which the U.S. had stationed 
large numbers of troops and were at any rate not well suited 
to the current strategic situation. Amb. Ivanvov reiterated 
that Bulgaria wants to conclude the agreements and improve 
its cooperation with the U.S. 

instructions to both protect Bulgaria\'s sovereignty and to 
widen the cooperation with the U.S. as far as possible. 


6. (C) On October 7 

senior members of Parliament\'s defense and foreign affairs 
committees. Without getting into the details of the 

negotiations 

description of the Global Defense Posture Realignment and how 
it relates to Bulgaria 

access to Bulgarian facilities and has no desire to establish 

its own military bases in Bulgaria. The committee\'s 
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leadership asked about industrial cooperation 

consultations 

responded that his mandate is to negotiate status and access 
agreements 

consider these and other questions outside the scope of the 
two agreements. He said that the U.S. pays its own way but 
does not pay rent for access to bases 

movement is a key U.S. consideration. The parliamentary 
reaction was generally positive 

extreme nationalist Ataka party 

opportunity to grandstand 

presence would expose Bulgaria to attack and calling for a 
referendum on the proposed agreements. 


7. (C) Press coverage of the Loftis visit was more negative 
than expected. While the body of most articles was more or 
less factually correct 

focused on the fact that the U.S. would not pay for the use 

of Bulgarian facilities and would not ask permission to 

launch military strikes from Bulgarian territory (sic). Some 

of our Bulgarian contacts have suggested that the Russian 
embassy in Sofia may be encouraging Ataka and influencing 
press coverage of the issue. The ground for such measures is 
undeniably fertile; a tracking poll commissioned by the 
Embassy in September showed that 61 percent of Bulgarians 
oppose V'U.S. bases!" on their territory. 


8. (С) COMMENT: With a new government having taken power 
since the last negotiating session in May 

started these talks almost from zero. The talks 

proceeded in a businesslike manner and resulted in 
substantial progress on many articles of the SOFA 
Supplemental. Ivanov and others in the government have also 
stressed their determination to reach agreement. Siderov\'s 
outburst and the negative press spin highlight the need for 
sustained public diplomacy on our part 

the part of the Bulgarian government. We are working on a 
public outreach plan (op-eds 

where military bases to which we would like access are 
located) to counter the disinformation 

government to develop its own public-education campaign as 
well. In particular 

misperceptions 

comments 

bases in Bulgaria. END COMMENT. 


9. (U) This cable has been cleared by Ambassador Robert 
Loftis. 
LEVINE 
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struggles of a poor Coptic boy who converts to Islam upon 
promises of money for studies and housing. The boy later 
becomes disillusioned and 

Christianity 

originally encouraged his conversion. The protagonist 
nevertheless returns to Christianity 

difficulties and indignities he endured as a Muslim. The 
protesters claimed the play presented an insulting 

image of Islam and the prophet Mohammad. 


3. (SBU) The play 

two years earlier 

DVD 

Muslim groups. The October 14-15 protests (reportedly 
comprising 1000-3000 protesters) appear to have been driven 
in part 

downloaded the play which further galvanized opposition. 
Protesters have demanded an end to the performance of the 
play 

production and distribution. Although mostly non-violent 
some protesters are alleged to have thrown bottles and rocks 
at St. George 

to trapping congregants inside after the Friday prayer. 
Alexandria Governor Mohammad Abdel Salam Al-Mahgoub and 
senior Alexandria State Security officials attended mass 
Sunday 

Muharram Bey district of Alexandria 

representatives of the Coptic Patriarchate in an attempt to 
defuse ongoing Muslim-Coptic tension in the city. 


4. (SBU) Police remained outside St. George 

Monday 

timing of the protests (during Ramadan when offense against 
Islam may be quicker to ignite) 

without apparent incident for the past two years. Press 
reports have provided differing accounts of the role of a 
prominent local politician and member of the PeopleVs 
Assembly 

alternatively as either inciting the protests or working to 
calm tensions. Badrashiny 

past courted both Arab nationalist and Islamist voters 
represents part of the Muharram Bey district 

reelection 

situation in order to appeal to voters with Islamist 
sympathies. An annual Coptic Patriarchate-hosted iftar for 
the Alexandria community is scheduled for October 22 
occasion being looked at as an opportunity for Coptic 
officials to reach out to Muslim leaders to defuse the 
crisis. Muslim religious leaders in Muharram Bey have called 
for restraint and reportedly spoken out strongly against 
attacks on churches or intimidation of congregants. 
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5. (SBU) Comment: The presence of Alexandria Governor 
Al-Mahgoub 

of Pope Shenouda at mass on October 16 is viewed by most 
observers as a significant intervention into the matter and 
indicative of concern among all parties that a greater 
conflagration be avoided. Al-Mahgoub 

many Egyptian religious leaders for his efforts to promote 
interfaith harmony 

offered a strong appeal for the maintenance of the calm 
Muslim-Coptic relations that have long characterized the 
city. While most believe this event will subside 

with which it ignited and was exploited reveals the deep 
divisions that lurk beneath the surface between the two 
communities. End comment. 


RICCIARDONE 
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by Jeremias Langa 

The manner in which the Mozambican Government (did not react) 
reacted to the detention of the Mozambican citizen Muftar Ali in 
the United States for allegedly stealing 200 thousand dollars 
while cashier at USAID and then the American Embassy in Maputo 
left uncertainties in the air as to what are the true 
responsibilities of our Government towards its citizens. 

The Government has opted 

incomprehensible silence in this case 

who shows a nationality common to all who feel proudly 
Mozambican. Thus throughout the whole world 

being spread that a Mozambican is involved in theft in their 
typical arrogance 

euphemisms 

nothing to explain this to its own citizens 

sensation that the Mozambicans are not even protected by their 
own Government. 

The duty of our Government in explaining this case is still 
urgently due 

detention of Muftar Ali took place. Truthfully one can say that 
Ali was gently \"kidnapped\" 

instead of \"handing him\" over to the Mozambican Justice 
Americans showed they do not trust our judicial system. The best 
method they found to do justice was \"by their own hands 

by the way 

Or letYs put it this way 

citizen being detained for an alleged involvement in stealing 
money 

the money belongs to the Americans 

where it was stolen 
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having escaped 

American Embassy 

Adding to the silence 

one of our Government\'s Vice-Ministers in the Ministry of Foreign 
Affairs and Cooperation. Jos Coloma responded to O Pas by 
saying that this matter V'does not fall under his portfolio 

which is unacceptable 

in the MFAC. He may not have the obligation of speaking publicly 
on the matter 

the Ministry of Foreign Affairs and Cooperation. 

Section 1 of Article 59 of the Constitution of the Republic 

states that \"In the Republic of Mozambique 

to protection and nobody can be jailed and be submitted to trial 
except within the limits of the law.\" In Muftar Ali\'s case 
Americans passed \"over\" the Law because even if objectively they 
did not commit any illegality in the way they took him to the 

USA 

subject to 

taking him to the USA at any cost. 

Article 41 of the same fundamental law states that 

citizen has the right to honor 

of his or her public image and discretion of his or her private 
life.\" The State 

these rights 

trial. 

The problem 

any simple country 

our GovernmentVs fear of an eventual diplomatic contraction with 
who truly governs the world. But this State has its own laws 

its own Constitution 

but to believe that these judicial instruments serve in all 
circumstances. 


3.Excerpts from story by the Mozambican Information Agency\'s 
English service 

The wife of a Mozambican jailed in the United States on charges 
of theft has claimed that he was \"diplomatically kidnapped" and 
is currently \"illegally imprisoned. 

The Mozambican in question 

over 200 

Maputo office of the US Agency for International Development 
(USAID). 

According to a short press release 

US State Department 

foot in the US city of Charleston on 16 September. 

The release quotes Acting USAID Inspector General 
Crandlemire 

notice by this office that fraud will not be tolerated 

we will aggressively pursue and seek to prosecute those who 
attempt to commit acts of fraud 
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located 

The key phrase here is \"regardless of where they may be located". 
For if Ali was living in Maputo 

Charleston? 

His wife claims that he was V'diplomatically kidnapped" 

that has now been broadcast at length by the Maputo private 
television station 

by the same company 

\"Savana\" 

According to the letter sent by Ali\'s wife 

Ali 

in VO Pais" 

he must at once take 15 days holiday 

him 

A few days later 

by Soraia Ali as Laszlo Sagi 

speak with him about V'confidential matters". 

They met in an up-market Maputo cafe 

Ali V'several questions concerning his personal life and that of 
some colleagues 

frequent trips to South Africa. 

According to Soraia AliVs letter 

presence of a US embassy security officer 

Ali was informed that he would no longer work at the embassy 
would be sent to some unspecified other place. This would require 
that he take a course and make constant trips abroad. The course 
was in Charleston 

passport to the embassy for a visa to be issued. 

Apparently 

any detail about his future job or course 

rat. He caught a plane from Maputo on 15 September 

route Maputo-Johannesburg-Atlanta-Charleston. 

A driver from the US embassy 

the airport with two other people. From Johannesburg and Atlanta 
he telephoned his wife - but after he reached Charleston she 
heard nothing further from him. Only a few days later did she 
receive a phone call from a US official informing her that her 
husband had been arrested \"for defrauding the American 
government\". 

Soraia AliVs letter requests Mozambican government intervention 
to ensure that her husband can V'return to Mozambique as quickly 
as possible". If he is guilty of fraud 

Mozambique 

adds. 

The Mozambican authorities have not yet reacted to this letter. 
VO Pais\" and STV spoke to one of the deputy foreign ministers 
Eduardo Coloma 

knowledge of the case. 

But he pointed out that there is no extradition treaty between 
Mozambique and the United States. No doubt this was a factor that 
weighed in the minds of the American authorities when they set 
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their trap for Ali. 

Coloma also said that 

the right to consular assistance from the local Mozambican 
Embassy. However 

Mozambican embassy in Washington has yet visited Ali. 

The Portuguese word \"rapto\" (which translates into English as 
\"abduction\" or \"kidnap\") is used repeatedly in the \"O Pais\" and 
\"Savana\" articles. 

Yet it is clear from Soraia Ali's account that there was no 
abduction. Ali entered the plane voluntarily. No force was used. 
A honey trap was set 

Did the American agents break any Mozambican laws 
\"Savana\" claims 

A skillful lawyer might argue that the deceitful offer of a new 

job and a training course constitutes a form of fraud. And 
doubtless the operations in Maputo of secret agents from the 
State Department violates normal diplomatic relations. 

But the Americans clearly have no intention of heeding any such 
protests. The State Department Inspector General 

Krongard 

\"help to ensure that the US taxpayer dollars are safeguarded and 
not exploited for personal gain\". 

No doubt the Americans will also argue that since the alleged 
crime was committed on American premises 

place on American soil 

Mozambicans 

clandestine operations of American agents 

aman accused of a serious crime. 

Will Ali receive a fair trial? The State Department insists that 

he will. "Criminal charges are not evidence of guilt 

release said. V'A defendant is presumed to be innocent until and 
unless proven guilty". 

LA LIME 
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-$ 2M for school reconstruction 


b) $25M grant in December 2000 with the Arab Fund 
-Funds allocated for educational and health projects (see 
reftel B para 2 for details) 


C) $171M grant Al-Aqsa and Al-Quds funds (Islamic Development 
Bank) 

-$150M disbursed in 2000 

-$ 21M disbursed in 2005 


2. (U) Al-Ghanem added that although KFAED could not extend 
concessional loans to the PA it is considering grants valued 
at approximately $1M for feasibility studies on 
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infrastructure development. The offer is pending final 

approval by KFAED\'s management board before it is submitted 
to the PA for consideration. (Note: Al-Ghanem explained that 
the PA is not an internationally recognized sovereign and 
therefore lacks the legal identity to qualify for KFAED 

loans). 


3. (SBU) Al-Ghanem suggested that the Saudi Fund and Arab 
Fund are better positioned than KFAED to provide additional 
financial assistance to the PA. Al-Ghanem expressed 
satisfaction with the rapport he has developed with his 
counterparts and interlocutors in the PA Planning Ministry. 
LEBARON 
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potentially decisive swing province. Such pre-tally 
rhetoric could lay the groundwork for future 
assertions that the referendum results were cooked. 
We are urging the political parties to stop talking 
about the outcome in the media and to let the IECI 
finish the count first. We are urging the IECI to 
reiterate its commitment to the integrity of the 
process. END SUMMARY. 


2. (C) With the fate of the draft constitution likely 
hanging on results in Ninewa and Salah ad-Din 
provinces 

began to declare results October 15 

IECI did not begin to tally ballot sheets until 1000 

hrs 

Abd" al-Aziz) was quoted on al-Shargia television 
October 16 as saying that 70 percent of Ninewa had 
voted yes. Ninewa Deputy Governor Khasro Goran said 
on al-Arabiya television October 16 that 60 percent of 
the provincial vote had been in support of the 
constitution. 


3. (C) For their part 

waging a preemptive media campaign against a possible 
positive referendum result 

even as the vote count proceeds. National Dialogue 
Council Spokesman SaVadun Zubaidi claimed in an 
October 16 al-Hurra broadcast that the referendum 
process was illegitimate because copies of the 
constitution were not distributed early enough to the 

Iraqi people for them to have a chance to absorb them. 


Column 3 

A spokesman for a group calling itself the \"Mosul 
Independents\" asserted in an October 16 al-Sharqiyya 
TV interview that all of Ninewa had voted against the 
constitution and that any results indicating otherwise 
were clearly forged. 


4. (C) Meanwhile 

appeared on al-Jazeera and al-Arabia October 16 to 
predict -- and to V'warnV the USG -- about potential 
civil disobedience by Sunni Arabs if a \"yes\" vote 
\"proved\" there was referendum fraud in Ninewah. After 
Mutlak\'s statements 

to avoid inflammatory rhetoric and bring any evidence 
he has of fraud to the attention of the IECI. Mutlak 
conceded he had no evidence. However 

the National Dialogue Council has observers in Ninewa 
who report that the provincial vote in the referendum 
had gone 80 percent against the constitution. Multak 
added that the disparity between these reports and 
Shia and Kurdish claims that the vote had gone heavily 
the other way suggested the danger of fraud. 


5. (C) Separately 

space of two hours the evening of October 16 
Zuhair Humadi 

(SCIRI) 

call 

Mosul had voted overwhelmingly in support of the 
constitution. Poloff replied that he could not 
comment as we were getting conflicting 

reports. Zuhair called back shortly thereafter to say 
that votes cast in the province had been only 600 
(preliminary IECI estimates are that Ninewa 
participation was around 800 

Zuhair reported that he had heard from a reliable 
source that ballot counting had yet to begin for 
either Mosul or Tikrit. Another SCIRI source 
contacted another Poloff making similar assertions. 
Embassy poloffs in both instances urged that Iraqi 
political figures avoid stating numerical results and 
to let the IECI make the official pronouncements. 


6. (C) In separate October 16 conversations with 
poloffs 

Commissioner Farid Ayar verified that the Commission 
intended to release preliminary referendum results on 
or about October 17 
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around October 19. Perelli acknowledged that the IECI 
needs to be out front in publicly replying to partisan 
spinning of the Ninewa results 

implication about fraud in Ninewa. She agreed to push 
Commissioner Farid Ayar to make a strong statement 
affirming commitment to a fair count 

Sunni Arab majority areas. Poloff also asked that UN 
EAD staff verify the secure status of ballot documents 
throughout the country in IECI-controlled warehouses. 
He asked that particular attention be paid to security 

in areas where the outcome may be close and local 
militias are strong. (COMMENT: Perelli is currently 
scheduled to leave Iraq on or about October 20. In 
light of the potentially serious controversy over the 
referendum outcome 

results are announced would be especially problematic. 
END COMMENT) 


7. (C) Meanwhile press reports appeared October 16 
quoting IECI provincial staff commentary on 
governorate outcomes. Samira Mohammed Al Nea\'mi 
IECI information department employee in Mosul 
quoted by the Associated Press October 16 as having 
reported that 300 

constitution and 80 

contacted Al Nea\'mi late October 16 

ever having provided this information. 


8. (C) In an October 16 conversation with UN elections 
officer David Avery 

from Salah ad-Deen 

as saying voters in the province had overwhelmingly 
voted Vnov. Poloff noted that such pre-tally media 
reports could undermine public confidence in the 
credibility of the referendum process. Avery agreed 
and told poloff that IEC] Baghdad has previously 
instructed each GEO to conduct a review of the 
VCounting Form 98V and pass only the VyesV and \'no\' 
totals back to the IECI. Avery explained that the 

IECI intended to use this data as a preliminary count 
only so as to be available for release given expected 
high demand for numbers. Although each GEO is 
prohibited from making these figures public 

said that political entity monitors present at counts 
may in some cases have leaked information. Avery said 
that information in the press about returns should at 
this stage be disregarded. 
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9. (C) Some spinning is to be expected 

tally pronouncements by Iraqi political leaders 
threatens to spread into a campaign on either side 
questioning the results. We will keep urging the 
politicians to let the IECI make the announcements of 
official results and to use IECI mechanisms to 
question any tallies. 

Khalilzad 
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aircraft 
seats. 


3. (U) Bombardier announced in May 2005 that final 
assembly of its proposed V'C series!" aircraft (if 
built) would occur in the Montreal area 

played the Canadian federal and Quebec provincial 
governments off against other jurisdictions for 
subsidy commitments. This represents a solid 
renewal of Canadian governmentsY commitment to 
subsidies in manufacturing industry (reftel). If 

the C series goes ahead 

venture by Bombardier into the 100-seat-and-up 
product range 

decade-long competition with Embraer in regional 
jets. 


4. (SBU) Bombardier\'s political connections in 
Canada are legendary. In a bitter dispute (1996- 
2001) with Embraer 

hardball to support the company in WTO trade 
litigation and in the market. Bombardier\'s domestic 
critics are unable to calculate the economic value 
of this support 

financing side 

its suppliers account for some 30 

them in politically crucial constituencies around 
Montreal. Moreover 

this support. END SUMMARY/INTRODUCTION. 


THE COMPANY 
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5. (U) Canada's aerospace industry 

400 firms employing over 80 

website www.aiac.ca ) 

the world after those of the United States and the 
European Union. As in other Canadian manufacturing 
industries 

(including access to defense contracts) has 
facilitated growth particularly among parts 
manufacturers and service providers since the 1940s. 
Canada\'s own very small military budget has been a 
disadvantage for this sector 

opportunities to produce entire aircraft 

shipbuilding) this has been used as a rationale for 
direct government support. 


6. (U) Bombardier - which pioneered the snowmobile 
in the early twentieth century and later expanded to 
motorcycles 

to be the world's largest manufacturer of railway 
rolling stock (which it admits is a risky and not 

very profitable business 

2.6 percent). Since July 

announced over US$800 million worth of contracts in 
Europe 

entered aerospace in the 1990s through acquisition 
of Canadair (Quebec) 

(U.K.) and Learjet (U.S.). Combining existing 
strengths in turboprops and business jets 
Bombardier caught a strong trend in the 1990s toward 
the use of 50-to-70-seat regional jets on inter-city 
routes in North America. While profits in this 
business have slumped along with that in airlines 
since 2001 

products/services (which include Flexjet and 

Learjet) have prospered. 

7. (U) Bombardier\'s current commercial offerings 

all based on designs more than a decade old 
turboprops carrying from 37 to 56 passengers and 
jets ranging up to 90 seats (see website 
www.bombardier.com). In the late 1990Vs 
considered developing a 115-seat model 

back - a decision that may have been fortunate given 
the post-2001 sales slump. With airline profits 
reviving 

seat VC Series" with prospective customers and has 
selected Montreal as the assembly site but has not 
made a final launch decision. 


SUBSIDY PROGRAMS 
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8. (SBU) Taxpayer funding to Bombardier is channeled 
through the following major routes: 


TECHNOLOGY PARTNERSHIPS CANADA (TPC): This is a GOC 
program of loans to finance research and development 
(see website www.tpc-ptc.ic.gc.ca ). While the 

loans are nominally repayable 

percent of the value of all TPC loans has been 

repaid so far (data for individual firms are not 
released). And while TPC loans are nominally 
available to industries other than aerospace 

bulk of funding is awarded to Bombardier and a few 
other aerospace players 

of some U.S.-based firms. GOC officials argue that 
the time frames for loan repayment are necessarily 
long 

commented that expecting full repayment would not be 
realistic. Critics of Bombardier\'s influence in the 

GOC say that TPC\'s repayment conditions are 
deliberately pitched so high that they will never be 
triggered. There is little publicly available 

information on the terms of these loans 

considers this commercially sensitive information. 

An ongoing lobbying scandal pushed Emerson to 
announce on September 20 that TPC will be 
restructured into the \"Transformative Technologies 
Program\" (TTP). The Canadian Taxpayers Federation 
(a vocal critic of TPC and Bombardier -- see website 
www.taxpayer.com ) estimates that including its 
commitment to the C Series 

direct contributions to Bombardier total C$1.12 

billion (about US$900 million). As a result of 

adverse panel findings in the dispute with Embraer 
(see below) 

withstand WTO challenge. 


EXPORT DEVELOPMENT CANADA (EDC): This is the GOC\'s 
official export credit agency (counterpart to 

Eximbank). While details of loans made on EDC\'s own 
account are not publicly available 

compliance with the OECDVs V'consensus arrangement\" 
for official export finance. In addition to lending 

its own funds 

sales (and those of a very few other exporters) with 
funds drawn directly from the GOC treasury (the 
\"Canada account\") 

the GOC. This mechanism has even been used to 
support Bombardier sales to Air Canada. See website 
www.edc.ca . At the end of 2004 

billion in exposure to aerospace customers (about 
one-third of EDC\'s total exposure) and C$7.3 billion 
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in exposure to surface transportation customers 
another major business segment for Bombardier. 


DIRECT RESEARCH: Over the past year the GOC has 
constructed and staffed an Aerospace Manufacturing 
Technology Centre 

of Montreal 

reduce manufacturing costs. See website www.iar- 
ira.nrc-cnrc.gc.ca . 

SUB-FEDERAL SUPPORT: Like the GOC 
Government of Quebec supports Bombardier with 
\"repayable\" loans (including a promise of C$118 
million for the C Series) 

aircraft buyers 

infrastructure investment (constructing buildings 
usually in or around Montreal\'s two airports 

leasing them to the company) 

tax holidays. 


THE BATTLE WITH BRAZIL 


9. (U) Bombardier\'s most direct competitor is 
Brazil\'s Embraer 

of planes offered (a 118-seat commercial jet is 
expected to be certified for service in 2006) anda 
stronger defense products business. Unlike 
Bombardier 

but during the 1990s it was privatized and 
Bombardier 

\"regional jets.\" The main subsidy mechanism for 
Embraer is an export financing program called Proex 
which purports to compensate for Brazil\'s high 
interest rates. 


10. (U) Bombardier first enlisted the GOC to 
complain to Brazil about Proex in the mid-1990s 
eventually impeding (some say killing) Canada\'s 
plans to conclude an FTA with the Mercosur trade 
bloc. Special envoys appointed to resolve the 
dispute proposed a bilateral pact based on OECD 
subsidy rules 

refused this solution. The countries traded WTO 
complaints in 1998 

Proex and TPC 

Account mechanism for aircraft sales 


11. (U) Both countries adjusted their programs but 
BrazilVs revised \"Proex 2\" was also successfully 
challenged by Canada at the WTO. Meanwhile 
however 
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regional aircraft. In 2001 

where it felt that it was winning at the WTO but 

losing in the marketplace 

the Proex advantage by offering Bombardier\'s 
customers expanded below-market financing through 
EDC and the “Салада Account. As a result 
Bombardier won two critical orders from U.S. 

airlines (for a total of 225 planes). 


12. (SBU) While Bombardier regained its competitive 
position 

lost moral credibility at the WTO by resorting to 
unauthorized retaliation. Moreover 

in the diplomatic dispute with Brazil (which also 
involved a spat over beef trade 

widespread bitterness in Brazil) scuttled any 
prospect of Canada-Brazil collaboration on wider 
trade policy goals such as hemispheric free trade. 


13. (U) The dispute wound down in 2002-03 with a 
negotiated peace. Bombardier and Embraer split 
major orders from US Airways and Air Canada. In the 
Air Canada deal in September 2003 

suppliers divided the units evenly between them 
Embraer obtained all the orders for larger planes - 
underscoring the need for Bombardier to bring 
forward a new design in the 100-seat-plus market. 


COMMENT - KEY QUESTIONS 


14. (SBU) In our view 

over the market for commercial aircraft seating 100 to 
130 passengers: 

- How will Boeing and Airbus respond to 

encroachment from Bombardier and Embraer? Boeing is 
discontinuing its 106-passenger 717 model 

offers versions of the 737 with from 110 to 189 

seats. The Airbus A320 \"family\" covers a similar 

range. 


-- Even if Boeing and Airbus were to effectively 

cede the smaller end of this market 

Bombardier and Embraer manage the resulting duopoly? 
Will they continue to induce customers to split 

major orders between them? And if so 

sponsor governments have an incentive to reduce 
subsidy levels in this industry? 


15. (SBU) We see little prospect that subsidy levels 
to Bombardier in Canada will decline. The firm and 
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its suppliers are the flagship industry in Quebec 
constituencies which are intensely contested by 
federalist and separatist parties at both the 

federal and provincial levels. Bombardier watchers 
say the firmVs political connections will survive 

any foreseeable change in government and will keep 
the dollars flowing. 


WILKINS 


42850 

action.\" Abbas was reportedly sanguine over prospects for 
Gazan economic development and a pending agreement on 
reopening the Rafah terminal. End summary. 


2. (C) Aboul Gheit described Abbas 

Washington via Paris and Madrid 

the overall political situation in the Palestinian 

territories. Abbas conveyed to President Mubarak his 
\"eagerness\" to receive further political support from 
President Bush V'beyond what was received in the U.S. during 
his last visit.\" It was crucial that he \"build further 

bridges to Washington and receive clear USG political 
support. 


3. (C) The PA 

ability to control the situation in the territories and 

needed the deal on ammunition provision by Egypt to turn 
Vfrom words to action.\" Despite apparent agreement from all 
three sides (Egypt-Israel-PA) 

delivered. (Note: Aboul Gheit disawoved any role in the 
ammunition issue for himself 

handled in security channels. End note.) According to Aboul 
Gheit 

take hold of the situation\" without the ammunition. 


4. (C) On a more positive note 

Abbas\'s optimism on Gazan economic development. Abbas said 
that money was starting to flow for hospitals and other 

projects 

were investing in housing and other infrastructure projects. 
Similarly 

soon\" between Egypt 

the Rafah border. 
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reports that 

constitutional referendum 

been approved. The paper claims that nearly 70 percent of 
votes cast in the Sunni-majority provinces of Tikrit and al- 
Anbar were against the Constitution. However 

majorities in two other Sunni-dominated provinces 

and Nineveh 

therefore fallen short of the three-province threshhold 
required to reject the constitution. All papers note that 
voter turnout in Sunni areas was surprisingly high - over 66 
percent in many critical regions. \"Milliyet\" clams that 
Kurds and Shiites voted overwhelmingly in favor of 
ratification. 


Hughes on Her Regional Tour in September: Undersecretary 
for Public Diplomacy and Public Affairs Karen Hughes said 
she heard ‘strong opinions\' during her regional tour of 
Afghanistan 

reported on Saturday. Responding to questions following her 
speech at George Washington University 

since she had expected to hear strong opinions 

been "taken aback 

surprised that | met with a number of very active women in 
Turkey -- activist 

women - and that some of them disagreed with our decision to 
go into Iraq. | suspect that if | met with a similar group 

in the United States 

| understand that there are a number of people who disagree 
with our decision to go in to remove Saddam Hussein from 
power 


US Funds for a Cooperation Project with Turkey: Rifat 
Hisarciklioglu 

(TOBB) 

Nancy McEldowney that Turkey wants to further bilateral 

trade with the United States 

News Agency (AA) reported over the weekend. McEldowney said 
that the US Government will donate 500 

cooperation between small and medium-scale enterprises in 
Turkey and the US. The project will be carried out by TOBB 

and the US Chamber of Commerce 


Al-Jazeera Interviews FM Gul: Doha-based Al-Jazeera TV 
hosted Foreign Minister Abdullah Gul on its weekly program 
"Without BordersV broadcast last week from Ankara. 
Responding to a question about Iraq and the Middle East 
said the Turkish Parliament had rejected a US proposal to 
open a northern front against Iraq 

expressed ‘strong and courageous\ criticism to Israel. Gul 
said Turkey\'s objective is to contribute to achieving a 
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lasting peace between Palestine and Israel 

Israel and the Arab world. Gul noted that the Iraqi 
Constitution is an issue to be decided by the Iraqi people 
stressing the need to maintain Iraq\'s unity. “Had the 
Sunnis been fully represented in the committee that drafted 
the constitution 

produced 

seek greater involvement in the political process. Gul 
noted that Arab countries neighboring Iraq are worried about 
developments there and seek to help Iraq. Asked about 
northern Iraq 

of the Kurds. He said that the PKK is a terrorist group 

that will eventually harm Iraq as well. `The Kurdish issue 
is not the only problem in Turkey. The solution to all our 
problems lies in expanding democracy here 

whether Turkey has a ‘secret agenda! in Iraq 

Turkey wants to see a genuinely democratic state that would 
benefit all Iraqis. Responding to a question on a possible 
US attack against Syria 

is planning to wage war against Damascus. "Its against 
Turkey\'s interests. We don\'t want another war in the 
region. What has happened in Iraq is enough 

harmed all of us 

Turkey as a bridge between East and West following the 
opening of EU accession talks with Ankara 

Turkey has always had been influential in the region. 
"Europe is an important international force that has 
interests in the region. So the EU process will enable 
Turkey to play a bigger role in the region 


Grossman on US-Turkey 

Undersecretary of State Marc Grossman 

conference on the issue of Turkish-US relations 

that the bilateral relationship may undergo a new "test on 

the issue of Iran 

said Turkey and the US had "common interestsY with regard to 
the democratization of Iran and Syria. "It is in Turkey\'s 
interest thatlran not acquire nuclear weapons. We also have 
a common view that Iran must not export terror. 

Consultations in a more strategic sense may enable us to 
pass this test 

to convince Tehran not to acquire nuclear weapons. Grossman 
said that Syria is not as urgent an issue as Iran 

that it is possible to achieve a more democratic Syria that 
does not support terrorism. Grossman argued that the PKK 
presence in northern Iraq must be removed if anti- 
Americanism in Turkey is to be brought to an end. He 
stressed that Turkey and the US must work together to reach 
the goal of a united lraq that is politically and 

economically stable. 

HRW Concerned About Lack of Freedom of Expression in Turkey: 
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In a letter to Turkish Justice Minister Cemil Cicek 

Rights Watch (HRW) urged the Government to make Turkish 
judges and prosecutors who restrict freedom of expression 
understand that the human rights agreements signed by Turkey 
had become part of national law 

reports. The letter expressed concern over the charges 

filed against novelist Orhan Pamuk and the prosecutorVs 
decision to use force to bring Pamuk to the courtroom. HRW 
also drew attention to similar cases against \"Agos\" editor 
Hrant Dink 

chairman Sehmus Ulek 

Ersen Korkmaz. HRW noted that the new penal code still 
contains provisions that infringe freedom of expression. 


Avian Flu under Control in Turkey: The Turkish Ministry of 
Health announced that the bird flu outbreak in the Manyas 
near the Aegean Sea has exceeded its incubation period and 
that it is no longer dangerous. Some 10 

culled in Manyas 

The Ministry asked its officials around Turkey to report any 
further detection of avian flu. The European Commission is 
to send a group of experts to Turkey to investigate the 
situation. A spokesman for the Commission said that EU 
experts are discussing precautionary measures against avian 
flu 

European Commission representative in Turkey 

Kretschmer 

Minister Tayyip Erdogan assured the nation that all measures 
are being taken to prevent the spread of the disease. 

"There is not a single case of bird flu diagnosed in a human 
being in Turkey 

Ministers is to discuss the avian flu outbreak at its 

monthly meeting today. 


Turkish Aid to Pakistan Earthquake Victims: On October 20 
Prime Minister Erdogan is to take a check for 22 million USD 
in assistance to victims of the earthquake in Pakistan. The 
money has been collected from businessmen in Istanbul 
Monday papers report. Turkey will also send 50 

flour 

the next 10 days. 


MFA Condemns Terror in Nalchik: In a statement released on 
Friday 

acts of terrorism that took place in Nalchik 

the mainly Muslim autonomous republic of Kabardino-Balkariya 
in Russia 

"profound sorrow over the loss of civilian lives in clashes 
between Russian security forces and terrorists. At least 85 
people 

during the fighting in Nalchik. 
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Bomb Explosion at a Gas Station in Istanbul: An explosion 
at a gas station in Istanbul\'s Maslak neighborhood on 
Saturday evening that injured five people was caused by a 
remote-controlled bomb planted in a car 

Sunday. Police say they believe the outlawed PKK is 
responsible for the bombing. 


EDITORIAL OPINION: Iraq 


\"Gaining Time in Iraq" 

Ferai Tinc observed in the mass appeal \"Hurriyet\" (10/16): 
\"The approval of the Iraq constitution is part of the Bush 
administration\'s strategy to get out of Iraq. This has been 
a slow 

not gained much authority outside the US-controlled green 
line. The Iraqis are still suffering from instability 

they are still living in fear. The daily problems they face 
are not ending 

Bush\'s rhetoric about fighting terrorists in Iraq 

obvious reality indicates that this is a war of interests 
between Kurds 

forces do not have control over this war. . The two most 
influential elements in Iraq are the Kurds and the Shiites. 
They used to work together in efforts to topple Saddam 
Hussein. Today 

but this time it is in an effort to divide Iraq step by 

step. It remains to be seen whether the constitutional 
process will be successful in forging a consensus with the 
Sunnis. But it is certain that this process at least gained 
everybody in Iraq some time 


\"Supporters of the War and the Iraq Referendum\" 

Yasemin Congar wrote from Washington in the mainstream 
\"Milliyet\" (10/17): “Тһе Iraq referendum took place at a 
time when President Bush\'s popularity and support for the 
war in Iraq is at an all-time low. But the last-minute 
consensus forged among the Iraqi groups 

pressure 

prevented the referendum process from turning into a defeat 
for the Bush administration. The number of loyal 
supporters of the lraq war in Washington has been dwindling 
for some time. This narrow circle considers the referendum 
as a sign of potential success for the Iraq mission. . Both 
the pessimistic and optimistic observers in Washington have 
one thing in common: they believe the referendum process 
including the upcoming general elections set for December 
15 

The only differences they have relate to the timing and 
specifics of a pullout.\" 
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2006. Meanwhile 

human rights abuses by BTC in Turkish villages 

generally -- but not entirely -- pleased by what he saw 

a first meeting under the BTC Security Protocol was finally 
held in Ankara. Especially compared to the scope of BTC 
these relatively minor criticisms do not detract from the 
success of the multi-country 

Summary. 


2. (SBU) FIRST OIL IN CEYHAN: While not yet changing the 
official target of December for BTC first oil inauguration 

at Ceyhan (ref) 

that VrealV first oil may not arrive in 2005. If that is 

the case 

for a high-level opening ceremony in March 2006. A staffer 
that accompanied President Sezer to the October 12 
celebration in Tblisi made this assessment to EconOff. 
Timing for first oil to the Turkish border with Georgia is 

still unclear (ref) 

the Turkish border and end-December at Ceyhan. 


3. (SBU) BTC SECURITY PROTOCOL: The three-country BTC 
Joint Security Commission met for the first time October 14 

in Ankara. MFA told Econoff there were positive and frank 
discussions and information sharing on threat assessment and 
cross-border cooperation. The countries agreed to meet 

again early in first half 2006 in Baku. 


4. (SBU) HUMAN RIGHTS CLAIMS: Preliminary reaction: The UK 
contact point for OECD Guidelines for Multi-National 
Enterprises (the OECD complaint process) described 
allegations of human rights abuses promulgated by the London- 
based Kurdish Human Rights project 

Kurdish villagers around Ardahan on Lot A (Reftel). After a 

visit to the region 

impressed with the robust and transparent complaint process 
and extensive community investment program. However 
concluded that there was evidence of differences in social 

and community investment in Kurdish (and Alevi) and non- 
Kurdish villages that was exacerbated by a heavy-handed \"big 
brother\" approach by local authorities and BOTAS. While 
such problems may not be systematic and frequent 

troubling. He will share his final report with EconOff and 

project participants. 


5. (SBU) COMMENT: Slippage in completion of this complex 
three-country BTC project won\'t diminish its success and 
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importance. The State Inspection Board at the Presidency 
has initiated a study of alleged mismanagement of sub- 
contracts under BOTASY prime contract for BTC in Turkey 
allegedly contributing to construction delays and over-runs. 
While corruption is rampant in energy tenders in Turkey 
has not been significantly implicated in on-going corruption 
probes. The inspection report is more likely aimed at 
establishing the GOT position for the inevitable difficult 
negotiations with the BTC consortium over commercial 
responsibility for construction delays and over-runs. Some 
local complaints about slow or inadequate compensation may 
have validity 

of the project 
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not breaking." Nonetheless 

should be significantly lower than growth in the U.S. 
(3.4%) 


3. Taking into account oil price increases INSEE revised 
upward its 2005 inflation forecast to 2.1% from 1.5%. That 
said 

negative impact of oil prices on households\' purchasing 
power. Boosted by a 1.9% increase in purchasing power in 
2005 

indicators 

increase at a more normal pace by the end of the year. 


Unemployment Rate Decreases Slightly at the End of 2005 
4. INSEE forecast net job creation to increase 91 

2005 

by the end of 2005. This is slightly better than the 9.8% 
predicted in June 

at the beginning of 2005. The private sector could create 
50 

compared with 5 

Contract (\"Contrat Nouvelles Embauches\" CNE). Karine 
Berger 

Division 

to the CNE is difficult. She estimated that 10 

20 

100 

signed contracts). 


5. Job creation would also be significant in the public 
sector thanks to government-subsidized contracts related to 
the governmentVs Social Cohesion Plan. For the first time 
in three years 
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Trade a Major Drag on Growth but Investment May Rise 


6. INSEE forecast imports - boosted largely by consumption 

- to increase 5.2% in 2005 

2005 

growth. At the end of August 

(fob/fob 

entire trade deficit of 2004. Karine Berger stressed that 

the strong euro 

hampered the competitiveness of French exports more severely 
than expected. INSEE used a 1.23 USD-euro exchange rate in 
its forecast 


7. Berger also noted that the manufacturing sector has been 
having difficulties 

sluggish domestic demand in the euro zone 

trading partner. Nonetheless 

investment to increase 1.496 (annualized) in Q-3 

Q-4 


Main Risk: Oil Prices 

8. INSEE underlined that strong elasticity of oil prices 

and changes in demand for oil could still affect its 

forecast. The approach of winter is creating new 
uncertainty about oil prices. On the other hand 

price increases could drive a decrease in the world demand 
for oil 

decrease in oil prices. 


9. INSEE economists opined that only a decrease in the euro 
against the U.S. dollar or a recovery in domestic demand of 
France\'s trading partners (Germany 

which recorded its lowest GDP growth in the last twelve 
years) could give breath to French industry. 


Difficult to Reach 2.0-2.5% GDP growth in 2006 

10. Devilliers remarked that the Consensus growth forecast 
of 1.8% GDP growth in 2006 requires 2.0% (annualized growth 
per quarter). Reaching 2.25% 

Government forecast would be even more difficult 

2.8% (annualized) growth per quarter. He stated \"everything 
is open in 2006\" 

not taking place now.\" 


COMMENT 


11. Despite low interest rates 
remained weak due to uncertainties caused by rising oil 
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prices. \"Liberal\" economists 

VConseil d'Analyse Economique" Michel Didier said that the 
situation was not so bad to necessitate vigorous budget 
measures to boost domestic demand 

government should concentrate its economic policy on 
competitiveness and investment. INSEEVs forecast confirms 
that the government scenario of 2.0-2.5% GDP growth in 2006 
on which the 2006 budget is based 

immediate acceleration in growth. Acceleration in growth 
requires further structural reforms. However 

were implemented (no major reforms are contemplated) 
would not have any immediate effect. 
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relations with the U.S. and a strong role for Poland in the 
EU 

Russia 

region. Marcinkiewicz said that 

campaign 

formation are going ahead smoothly 

the make-up of the government. End Summary. 


2. (C) Ambassador opened by reiterating President Bush\'s 
suggestion to Polish President Kwasniewski that the incoming 
Polish foreign minister and defense minister visit Washington 
as soon as possible after the new government is installed 
which Marcinkiewicz agreed was a good idea. Ambassador 
emphasized that the U.S.-Polish relationship is a strategic 
partnership 

values PolandVs input on regional issues. Marcinkiewicz 
described the two urgent tasks consuming him at the moment. 
First 

campaign of his party leader 

Second 

presidential campaign rival party) PO to form a government as 
soon as possible after the October 23 second round of the 
presidential election. He said that 

campaign 

expected the government to be formed and in place by the end 
of October. 


3. (C) Marcinkiewicz noted that both PiS and PO have made 
good relations with the U.S. a cornerstone of their foreign 

policy 

Sikorski to pass this message to Washington officials. 
Marcinkiewicz said that key issues in the U.S.-Polish 
relationship for the new government would be 

the F-16 Lockheed-Martin offset program V'on a faster and more 
modern track 

Polish armed forces. When Ambassador replied that he thought 
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the offset program was in much better shape than a year ago 
and that the program was doing well 

that it was \"going in the right direction 

better. Regarding modernization 

been accomplished 

unit and a rapid reaction force 

go. Marcinkiewicz said that Afghanistan and \"other issues!" 
could be discussed after the government was in place. 


4. (C) Ambassador said we look forward to working with the 
new Minister of Defense on modernization and other issues 
and told Marcinkiewicz that he wanted only to say that good 
friends and good allies need to discuss differences privately 
and not read about important decisions in the press. We 
recognize that with a new government there will be changes 
and we are ready to work on changes beneficial to both. The 
Pentagon wants to assist Poland\'s modernization efforts. 
Poland\'s F-16\'s will be ready for delivery in a year 

much is being done to prepare for that. Marcinkiewicz said 
he looked forward to early visits to Washington by the 
Defense and Foreign Ministers 

cooperation 

Iraq 


5. (C) Marcinkiewicz said he wanted Poland to be not only a 
strong partner of the U.S. but also an active member of the 
EU 

of Polish foreign policy. PiS-PO hopes that Poland will be 
able to work with Germany's new government to make the EU 
more pro-Atlantic. Poland also 

good relations with Russia 

ties 

Cooperation cannot 

dependent on Russia. Belarus and Ukraine will also continue 
to be areas of concern. Poland\'s interest in Belarus 

said 

minority 

responded that President Bush has tried to convince Russian 
President Putin that having democratic neighbors along its 
borders is not a threat 

convinced. 


6. (C) Ambassador also thanked Marcinkiewicz for his 
personal involvement as chair of the SejmVs Finance 
Committee 

restitution act to resolve outstanding World War II claims. 
He thanked him in particular for the hours he spent meeting 
with American Jewish groups to hear their concerns. 
Marcinkiewicz said he regretted very much that the bill had 
not passed 

coming year. 
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7. (C) Comment: Marcinkiewicz avoided difficult subjects 
including expectations of increased military assistance in 
return for continued presence in Iraq 

a lunch with DCM the previous day 

policy advisor 

the progress of negotiations on government formation 
similarly close-mouthed on the potential make-up of the new 
government. That government formation talks continue despite 
the nastiness of the presidential campaign is a good sign 
and we are confident there will be a government in place 
Marcinkiewicz predicts 
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countries 

the EU from matching the USGVs bold proposal. He opined 
however 

discussion of the mandate issue and that a final decision 
would not be made until just before the December WTO 
Ministerial. 


VALLEE 


NNNN 


42859 

42860 

42861 

discussion 

immigration and natural disasters. However 

phase 

Spain as host was faced with having to work through these 
issues. 


2. The VP offered herself as an interlocutor with the 
government and said she wanted to work with the Ambassador on 
such issues before they got to the press. The Ambassador 
thanked de la Vega for Spain 

through the Foreign Minister 

contentious language in the summit declarations. Ambassador 
noted he understood Spain\'s role as a force of moderation 
throughout the Ibero-American Summit and the difficulties 

that posed to Spain as the summitVs host country. Furthermore 
the Ambassador noted to the VP he would convey to Washington 
SpainVs helpful role. De la Vega noted the need for loyalty 
amongst allies. The Ambassador said he understood but that 
his loyalty was toward ensuring US interests were advanced. 

He said he welcomed the opportunity to work with the Vice 
President. Fernandez de la Vega that for her part 
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prepared to move forward with the US on Latin America and 
other issues. 


3. Dela Vega told the Ambassador she would like to visit 

the US sometime in the future. She understood the 
sensitivities 

prepare a meeting between President Bush and President 
Zapatero. The Ambassador replied that Fernandez de la Vega 
might find more useful a visit focused on immigration issues 
particularly after the crisis in Spain and Morocco over 

migrants seeking to enter Spain by jumping the security fence 
between Morocco and the Spanish North African enclaves of 
Ceuta and Melilla. Both agreed there was time to think about 
any such visit. De la Vega said she would like to explore 
immigration issues with the Ambassador and offered to arrange 
a follow-up encounter with him on this subject. 


4. Note: Fernandez de la Vega oversees the Spanish 
Council of Ministers and relations with the Spanish 
Parliament 

with regions such as Catalonia and the Basque area. Though 
she is not directly involved in foreign policy issues 

role often touches on key issues of concern for the US. This 
was the Ambassador 

had met with her in February 

her advisors on an IV program to the US. 
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from 25 to 10 

their civil identification numbers. The six-person committee 

is headed by First Deputy Prime Minister and Interior 

Minister Shaykh Nawaf Al-Ahmed Al-Jaber Al-Sabah. Other 
members of the committee are: Deputy Prime Minister and State 
Minister for Cabinet Affairs and State Minister for National 
Assembly Affairs Mohammed Dhifallah Sharar 

Energy Shaykh Ahmed Al-Fahd Al-Ahmed Al-Jaber Al-Sabah 
Minister of Justice and Minister of Public Works Dr. Ahmed 
Bager 

Administrative Development Affairs Dr. Ma\'souma Al-Mubarak 
and Minister of Information Dr. Anas Al-Rasheed. The 
committee will submit its study to the Council of Ministers 
Vwhen it is finalized 


2. (C) COMMENT: Most of our contacts believe that electoral 
reforms will not now be taken up this calendar year 

reform emphasis now focusing on the revised Press Law 
most believe will be passed. (The GOK will also spend 
considerable capital getting the huge project for exploring 

the northern oilfields -- Project Kuwait -- passed.) 

Formation of a committee is a time-honored way to kill an 
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idea 

supporters of electoral reform 

junior: the Planning Minister and the Information Minister. 

The Energy Minister has not shown his cards publicly but most 
put him in the against camp 

comfortable with the way the current system allows the powers 
that be to influence legislators. The other members are 

likely to be influenced by what they perceive to be Shaykh 
Sabah\'s leanings. The last we heard from the PM on this 
issue 

Assembly\'s court -- slow death for reform proposals. 
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Visit Embassy Kuwait\'s Classified Website: 
http://www.state.sgov.gov/p/nea/kuwait/ 


You can also access this site through the 
State DepartmentVs Classified SIPRNET website 
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rejected 


- there likely will be trouble in the north if Obasanjo 
seeks another term; and 


- Shari\'a has improved law and order and is economically 
redistributive to the poor 
restore it to economic prosperity. End Summary. 


2. (SBU) Ambassador Campbell and embassy officers met on 
September 1 

the conclusion of Lubeck\'s research project in Kano. Lubeck 
is a professor of sociology at the University of California 
Santa Cruz; he formerly lived in Kano 

Nigeria for more than 40 years. In his current research 
Lubeck focuses on the relationship between globalization and 
the Islamic revival in urban-industrial contexts. Lubeck 
offered the following observations on his visit to Kano. 


3. (SBU) Anti-Americanism in Kano is higher than at any time 
in Lubeck\'s more than 40 years of visits to Nigeria. Much 

of this unpopularity results from the U.S. policy on Iraq 

and the United States\' perceived support for President 
Obasanjo in the 2003 election and since. Northerners see 
the United States as being \"enormously influential" over 
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Obasanjo 

perception that it is not opposed to Obasanjo\'s pursuing a 
third term as president. 


4. (U) Kano is the focal point in Nigeria for citizens who 

feel neglected and who oppose the Obasanjo government. 
Additionally 

their own influence as virtually meaningless. There is a 
Vwidespread sense of despair" in Kano but also the 
acknowledgement that Northern Nigeria offers no alternative 
leadership. According to Lubeck 

consider the Nigerian military a factor in their political 
assessment. While there is nostalgia for the period of 
military rule and its resulting stability 

military today is \"irrelevant\" in the north. Said Lubeck 
\"The Army runs itself 

that they don\'t matter. Instead 

government" in the form of Obasanjo 

\"selections 

\"will be trouble\" in the north if Obasanjo pursues a third 
currently unconstitutional 

to make such an act \"constitutional\" by changing the current 
document\'s two-term presidential limit or by reinterpreting 
the Constitution. 


5. (SBU) Conspiracy theories are common in the north 
ranging from the United StatesV perceived unconditional 
backing of Obasanjo 

apparently has no policy for reviving industry in Nigeria 

and especially in Kano. Educated northerners are very aware 
of the U.S. military\'s heightened interest in the Gulf of 
Guinea and Nigerian oil 

contributes to a general suspicion of U.S. intentions. 

Lubeck recommended the United States should consider no 
longer sending U.S. Special Forces to Sokoto for training 
and be selective in other parts of the north. \"Sokoto is 
viewed as a religious city (similar to Mecca) 

presence of foreign military forces can be inflammatory 
said. This attitude can fuel strong anti-American sentiment 
there and contributes to the arguments of conspiracy 
theorists 


6. (U) The closure of the U.S Consulate and U.S. Information 
Service office in Kaduna was very harmful to U.S. interests 
in northern Nigeria 

U.S. officers posted there had been \"enormously influential" 
in the region 

America that northerners could easily identify. This lack 

of a full-time American presence continues to contribute to 
northern feelings of isolation and rejection. Northerners 
point to the cost and inconvenience of traveling to the U.S. 
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Consulate in Lagos for U.S. visas 

refusal rate and the added security requirements. (Note: 
Embassy Abuja\'s consular staffing level is expected to 
increase sufficiently in the indeterminate future to permit 
the embassy to issue nearly all types of U.S. visas. End 
note.) 


7. (U) The northYs adoption of ShariVa is an idealistic 
response to try and heal sectarian conflicts within Nigerian 
Islam 

they tried Western democracy and military rule 

which failed 

is the V'republic of virtue\" and the V'stoic acceptance of 
poverty 

fact conservative 

\"succeed 

short-term economic benefit. It is not a rational-actor 
model; instead 

follows chronologically the British conquest of Nigeria. 


8. (U) ShariVa is a political system and a class system. It 
also is economically redistributive in nature and because of 
this is highly popular with the poor of Kano. No one in 

Kano is opposed to ShariVa 

is 

which each adherent sees the characteristics and benefits of 
ShariVa in his or her own way. 


9. (U) Despite Kano StateVs adoption of ShariVa 

support for the Nigerian Taliban in Kano in any 
institutional way 

that organization to be \"criminals.\" Probably because of 
their commercial interests and prosperity 

are V'modernizers 

on Iraq 

the rise of more fundamentalist elements. Religion - of all 
types - is now the V'growth industry" of Nigeria 

said. 


10. (U) ShariVa is producing some degree of law and order 
following the Judiciary\'s collapse after Nigeria\'s civil war 
and its oil boom. Crime is vastly lower in Kano than in 
Nigeria\'s south; according to Lubeck 

throughout the night. Kano\'s hizbah 

not concentrating on regulating social behavior but instead 
are mainly occupied with directing traffic 

initiative of the governor of Kano State. 
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11. (U) Kano\'s Muslim brotherhoods are very strong in the 
commercial sector. These associations provide trust and 
rituals 

in which there is no possibility of legal recourse. The 

problem is NigeriansV lack of access to credit 

where commercial interest rates range from 20 to 30 percent. 
These Muslim brotherhoods therefore aid long-distance credit 
as well as trade 

providing services no longer supplied by a failing state. 


12. (U) Lubeck says the north should be concentrating on 
producing food but instead is trying to control national oil 
rents. Some Lebanese have left Kano because of the 
prevailing poor economic conditions there. Commerce in Kano 
has been harmed severely by the fact that people are too 
poor to buy most kinds of products. As a result 

Nigeria is now using only 20 percent of its industrial 
capacity 

in Kano 

benefits from Nigeria\'s very substantial oil revenues. 
Because of the complete breakdown of the government's 
ability to provide services 

been privatized - but very inefficiently - in the form of 
power produced by generators. According to Lubeck 
things worked as they should 

of this part of West Africa 

devastated. With new and visionary leadership 

potential to regain its place as the import-export waypoint 
of the pan-Sahel region - but this leadership is lacking 

and there are no potential leaders waiting on the sidelines. 


13. (U) Fertility in Kano is very high 

term Vfamily planning" fails on its face. Instead 

be renamed \"reproductive health" if it is to succeed. 
Improved health care has led to a \"soaring\" population - 
despite a likely concurrent increase in the infant mortality 
rate. As a result 

high as 4 million. Lubeck noted that people in Kano are 
embarrassed by the outbreak of polio in NigeriaVs north. 
There is also 

public efforts of the World Health Organization and the U.S. 
Agency for International Development to devote resources to 
eradicate polio 

problems of malnutrition and malaria. 
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Comment 


14. (SBU) Embassy Abuja generally agrees with Professor 
Lubeck\'s observations about Kano and NigeriaVs north. 
Northerners clearly feel estranged from Nigeria\'s political 
process 

completely in line with the Christian-dominated Obasanjo 
government. Unlike the South-South\'s objections to the 
Obasanjo government 

oil-revenue distribution 

and deep-rooted. As the leader of the north 

the likely location of any violent Nigerian expression of 
dissatisfaction with the Obasanjo administration or his 
increasingly credited pursuit of a third presidential term. 
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response.V She also listed Irish priority areas for the 
negotiations 

subsidies and guarantees that decoupled payments to farmers 
would continue to qualify as allowable Green Box payments. 
Ref B lists a link to Minister Coughlin\'s statement on the 

DAF website.) Flynn added that Ireland 

Member States 

Agriculture Minister Bussereau to EU Agriculture Commissioner 
Fischer Boel on growing unease regarding the CommissionVs 
negotiating strategy. 


2. On October 17 

Joyce 

Senior Trade Negotiator and Ireland\'s 133 Committee 

Titulaire. Joyce said that the GOI welcomed the 

reinvigoration of agricultural trade negotiations prompted by 

the October 10 U.S. proposal 

far-reaching in certain areas 

others 

that Ireland would continue to review the U.S. proposal 

he cited assurances from EU Trade Commissioner Mandelson to 
133 Committee members on October 14 that the Commission would 
not go beyond CAP reform limits in the negotiations. He 
expressed hope that Mandelson could be creative within those 
limits. Joyce also related 

remained concerned with seeming failures to address 
developing countriesY needs in the run-up to the Hong Kong 
ministerial 

and services components of the Doha negotiations. 
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had agreed that there was an incompatibility between armed 
group/militia activities and democratic institutions 

Palestinians were still in a state of political transition 

and did not yet have a full democracy. Accordingly 

position (and that of the EU 

Abbas as he sought to politically integrate Hamas 

could ultimately lead to Hamas" disarmament and renunciation 
of violence. In the GoF view 

legislative elections would put Abbas in a better position 
post-elections to push Hamas toward renunciation of violence 
and acceptance of negotiations with Israel -- opposition to 
which had been Hamas! earlier basis for boycotting PA 
elections. Besancenot added that PM Sharon\'s public warning 
that he would prevent Hamas participation in January PA 
elections had been highly counter-productive 

said was shared by other EU members. 


3. (C) In a separate discussion with us 

advisor Guilhou echoed Besancenot\'s points and described the 
French approach on the issue of Hamas participation in 
Palestinian elections as similar to the GoF approach on 
Hizballah. In other words 

integration as the key to eventual disarmament of violent 
terrorist groups 

than outside political processes. 


Please visit Paris\' Classified Website at: 
http://www.state.sgov.gov/p/eur/paris/index.c fm 
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not want this treaty to weaken our trade commitments\". We 
note 

Heritage Minister Frulla states that \"the Convention will be 
on an equal footing with other international treaties.\" 


2. (SBU) Comment: The current minority government is clearly 
giving Minister Frulla a free hand on this issue because of 

its political value in Quebec 

a shaky footing. However 

Canada as well. Canadavs stance reflects a longstanding 
political culture that continues to support regulation of 

content even on private subscriber-based audiovisual services 
such as satellite radio 

rules within Quebec. End comment. 


Visit Canada\'s Classified Web Site at 
http://www.state.sgov.gov/p/wha/ottawa 
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Peace" hosted by WEBB Canada (Women Engaging in Bridge 
Building) at which keynote speaker Dr. Mohamed Fathi Osman 
challenged the Muslim community to embrace a faith that is 
forward-looking and oriented to peace. The conference was 

well attended 

audience of approximately 350 men and women. Other speakers 
included Canadian Habitat for Humanity Executive Director 
Donna Hicks; Founder and President of Teachers Without 
Borders 

Institute on Research 

Pakistan 

religious studies and humanities at the University of 

Louisville); Director of UNIFEM in Pakistan 

and Public Safety and Emergency Preparedness Canada Assistant 
Deputy Minister 


2. (U) An Islamic scholar born in Egypt 

and at Princeton University 

Dr. Osman spoke with passion as he challenged Muslims to be 
proactive and forthright in explaining and defining Islam in 
21st century terms 

the post-9/11 environment had understandably \"exposed\" 
Muslims as a group to the world 

faith were being put V'under a microscope.\" In the age of 
globalization 

identify Islam 

Rather 

have a responsibility to allay the doubts and fears of 
outside observers by participating constructively in modern 
life. Osman urged the community to respond. 


3. (U) According to Dr. Osman 

examine the way in which they want to present their faith to 
the world and to clearly identify the elements of Islam that 
comprise a permanent belief system --\"the essence of Islam" 
rather than the \"temporary actions\" that had cast a dark 
shadow on the community. Islam and its practitioners had 
long been V'sick 

emerge from \"centuries of stagnation\" and identify with a 
\"culture of peace 

Muslims can indeed embrace peace and cooperation and evolve 
as it had in the past when it emerged from Arabian peninsula. 


4. (SBU) COMMENT: Approximately eighteen percent of Canada\'s 
population is foreign-born 

government officials view the recruitment of immigrants as a 
solution to the country's labor shortages and declining birth 

rates. The recent appointment of Haitian immigrant Michaelle 
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Jean as Governor General (Queen Elizabeth\'s representative) 
has reinvigorated debate about the deep divisions between 
francophone and anglophone Canada--known as the V'two 
solitudes\"--and drawn attention to the challenges of 
integrating new Canadian citizens. 


5. (SBU) COMMENT CONTINUED: In two recent surveys Canadians 
identified V'multiculturalism and ethnic diversity" as the 

most unique and defining characteristics of being Canadian 
as well as providing an answer to extremism. How Canadian 
Muslims (some 700 

of cultures may shed some light on the success of 
\"multiculturalism\" policy in combatting extremism. Post 
plans to engage inter-faith and ethnic groups that promote 
co-existence 

understand their views of Canadian multi-culturalism and the 
interplay between human rights and national security. 


Visit Canada\'s Classified Web Site at 
http://www.state.sgov.gov/p/wha/ottawa 
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formally recognized 

U.S. 

discussion in May. CONARE also told poloff that the GOB\'s 
position on accepting refugees from Guantanamo Bay 
regardless of nationality 

will likely not change in the foreseeable future. 


4. (SBU) Action Request: Bohlke said he understood the 
urgency of our request 

\"probably not\" be able to resettle the Uighurs due to 
Brazilian regulations. However 

before providing a definitive response to our request 

would like an explanation as to why Uighurs are not eligible 
for refugee status or resettlement in the U.S. Post would 
appreciate guidance from the Department regarding Bohlke\'s 
request. 


COMMENT: 

5. (C) Post has discussed the resettlement of Guantanamo Bay 
detainees on numerous occasions and at a variety of levels 
including U/S Grossman 

legislation and CONARE\'s and the GOB\'s comments 

appear that the GOB will accept Uighurs detainees if they are 
not granted refugee status by the USG. And 

Uighurs were granted such status by the U.S. 

Brazilians would argue that they should then be resettled in 
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the U.S. 
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a teacup 

source close to the election commission that nearly 
all of the 12 governorates in question recorded 
enormous \"yes\" vote counts. As we have reported 
there is already considerable media speculation in 
Iraq about the results (see ref). Thus 

commission acknowledgement of potential fraud will 
only raise public interest further. The IECI handled 
only with difficulty the allegations of fraud in the 
January 2005 elections. It will likely be similarly 
challenged this time. Therefore 

election advisory team leader Perelli before the 
announcement of the final results would be 
problematic. 

Khalilzad 
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(i.e. 
covered by their respective portfolios. 


2. (U) The arrangements yield a 61-seat majority for Labour 
one month after it won 50 seats to the opposition National 
Partys 48 seats in the September 17 elections. The Green 
Party has agreed to abstain on votes of confidence and supply 
and gets no ministerial portfolios. National 

Maori Party are in opposition. 


3. (SBU) Labour was unable to ally with the Maori Party 
without undermining its own Maori supporters. This forced it 
to court the center-leaning parties 

United Future 

with the Green Party. The price of the alliance is steep 

with New Zealand First winning policy concessions on raising 
social security 

size of the police force; raising the minimum wage; and 
securing a review of the company tax rate and the carbon tax. 
United Future has secured a review of the prostitution 
reform law 

opportunity to implement V'income-splitting 

equalizes the marginal tax rate for couples. 


4. (U) The Green Party asserted that Labour had been 
blackmailed by other parties 

Fitzsimons adding that the party could not support a 
government \"held hostage to the policies of New Zealand First 
and United Future.\" Fitzsimons said 
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party's abstaining on confidence and supply 
won policy concessions on energy efficiency 
and a buy Kiwi campaign. 


5. (C) Comment: Keeping the influential foreign affairs 
portfolio outside of Cabinet is unprecedented for this 
trade-dependent nation and will make it hard for Labour to 
show much initiative in foreign affairs during this term. 
While personally appearing favorably disposed to the United 
States 

little true influence over foreign policy. The convention of 
collective responsibility will further restrain PetersV 
criticism on matters of foreign policy. However 

far more willing than the previous foreign minister 

Goff 


6. (U) Post will report septel as other cabinet positions are 
announced. 
Burnett 
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-- Installing security cameras in all public tourist areas; 


-- Distributing safety tips and other information in hotels 
and with immigration cards on arrival; 


-- Improving signage throughout the islands to delineate 
tourist areas and keep tourists out of dangerous areas; and 


-- Establishing victim assistance caseworkers in the MOT to 
serve as a single point of contact and to monitor cases 


5. The Bahamian Government must next decide the exact 
composition of the advisory board. The board will then take 
all of the ideas from the conference and develop specific 
plans with schedules and price estimates for implementation. 
The date set for the first meeting is November 1. 


6. COMMENT: The conference had over 100 attendees from the 
public and private sector and attracted high level speakers 
including the Minister of Tourism 

Secretary in the Ministry of National Security 


SIPDIS 
Deputy Police Commissioner. The overall tone was an 
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unflinching willingness to address the hard issues 
speakers being defensive or spinning the discussions. While 
the agenda was impressive 

will present many legal 

After its establishment 

start with the most easily implemented ideas 

build upon some early successes to gradually expand their 
scope of action. From the outset 

solicited Embassy input and participation 

clear they are willing to work closely with us to enhance 
the safety of American visitors to the Bahamas. The 
Government's willingness to reach out to and engage the 
private sector was also a welcome departure 

recognition of the importance of this issue to the Bahamas 
major economic sector. END COMMENT. 
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(Asharq Al-Awsat 

B. \"Significant Step and Huge Accomplishment\" (Al-Adala 
10/17) 

C. V Rice Announces Results Before the Vote Count" (Al-Quds 
Al-Arabi 

D. \"Now. Towards Reconciliation (Al-Hayat 


[Editor\'s note: due to the four-day national referendum 
holiday 
one (Al-Adala) has resumed publication today] 


A. \"lraq Between Two Constitutions: Regardless of Results\" 
(Asharq Al-Awsat 
published this page-ten editorial by Jabber Habib Jabber) 


\"When | was still a student at the Faculty of Law € 

Politics 

who Saddam\'s successor 

fact 

have caused problems for me and for that reason | told him 
to ask the relevant professor. Today 

when | see how media outlets and TV news channels freely 
discuss constitutional issues without any fear of 

retribution from the government. 


VSome Pan-Arab channels have dedicated themselves to 
speaking out against the Iraqi constitution and have tried 
to illustrate that it was drafted by the Americans; some 
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channels described those who drafted the Iraqi constitution 
as traitors and collaborators. However 

the current Iraqi constitution must know that this 
constitution was drafted for a country that is characterized 
by diversity and this constitution moves Iraq from 
disharmony to harmony. 


V'This constitution was drafted on the ruins of a dictatorial 
regime that has distorted Iraqi identity. The current Iraqi 
constitution respects Shariah while respecting and applying 
democracy and human rights. This constitution 

Iraqis voted 

history. It seems that this constitution and the first one 

in 1925 

drafted by an elected assembly while all others were written 
by rulers. It is interesting that these two constitutions 

were drafted under occupation; this first under British 
occupation and the current one under American occupation. 


\"Usually constitutions are drafted by rulers 

assembly or through a public referendum. The current 
constitution allows any three provinces to reject it 

the minority the right of veto. In fact 

rights to small minorities to reject the constitution. | do 

not think there is any former constitution that has given 

the Iraqi people the same guarantees and rights as the 
current constitution. We know that even the United StatesV 
constitution allowed up to six states to reject it and that 
was during a time when the United States was comprised of 
only thirteen states. 


\"The Americans have been hopeful that the Sunni Arabs would 
join the political process through their participation in 

the drafting of the constitution to ensure its success. For 

this reason 

Iraqi politicians to become more flexible and make 
compromises to Sunni Arabs in order to achieve national 
consensus. 


WI think that the chances of the constitution\'s rejection 
are improbable. However if this happens 

Iraq will think that they are able to disrupt the political 
process. In addition 

have popular support and rejection of the constitution will 
increase sectarianism in the political process and this will 
cause those who made compromises to retract them. Amid hope 
for the future 

their costly democracy. V 

B. VSignificant Step and Huge Accomplishment\" 
(Al-Adala 

published this page-three editorial by Dr. Ali Khalif) 
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ҮЧгадіз went out on October 15 armed with a challenge and a 
hope that a shining future would be realized through a new 
constitution. It was a big day filled with happiness while 
Iraqis decided to leave everything behind and to choose 
their way forward 

approval for the constitution as a gateway to progress 
towards democracy and freedom. 

\"Regardless of a positive or negative outcome 

seen on the great referendum day is the happiness that has 
appeared on the faces of Iraqi voters while they were 
walking long distances to go to polling centers to cast 

their votes. The fact that no one can deny or hide is that 
Iraqis have defeated the terrorists. 


VWhatever we say about the referendum day is not an 
exaggeration because this day has broken the backs of 
terrorists and their supporters. Those who had bet on the 
failure of the political process and the government should 
reconsider their positions. 


\"What Iraqis have registered through their votes has 
emphasized a real willingness in practicing the democratic 
process. However 

happened unless there were sacrifices by the people and 
their friends [Coalition Forces] who helped in practicing 
this democratic process. Therefore 

been mixed [between Iraqis and Coalition Forces]. Many 
victims have fallen in Iraq in order to establish freedom 
and democracy for all Iraqis. 


\"The most marvelous thing from the referendum is that voters 
cast their votes freely without any pressure. The era of 
dictatorship and tyranny is over 

freedom and democracy to prevail in the new Iraq.\" 


C. VRice Announces Results Before the Vote Count" 
(Al-Quds Al-Arabi 

based anti-coalition published this page nineteen 
unattributed editorial) 


\"The U.S. Secretary of State Condolezza Rice announced the 
results of Iraqi voting on the draft constitution 

before the IECI had given its account 

London that the Iraqi people had likely approved the 
constitution. 


V' These statements mean that the U.S. administration is 
determined to go forward with its political process in Iraq 
and that all measures have been taken to pass the 
constitution regardless of the results of voting. What needs 
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to be closely monitored in the coming days is the 
announcement of final results of the referendum-particularly 
the percentages from the four majority Sunni provinces. 


\"The U.S. administration made a clever move by rejecting the 
TNA amendment to the election law ensuring that the voting 
process would be honest and announcing it would be committed 
regardless of the outcome of the referendum. 


VAccording to Saleh Al-Mutlak 

National Dialogue Council 

said Iraqis gave a strong `NoN for the constitution that 
aims to divide Iraq and alienate people from their 
surroundings.V 


\"The primary results reported that Sunnis voted "NoY (by 
more than 70%) in Salahadin and Al-Anbar provinces 

"YesY percentage in Mosul province reached 70% 

rejecters may not reach numbers necessary to reject the 
constitution. The new constitution 

is considered a recipe for sedition in Iraq 

sectarianism and psychological division among the people of 
Iraq. 


VPresident Bush praised the voting process 

in that 

his agenda; not IragiVs national agenda. The U.S. wants to 
prove that the political process is working well in Iraq and 
that the upcoming elections are proof of democracy 

the reality on the ground is totally different. Car bombs 

the lack of security or water 

Iraqi governments retreat to the Green Zone are all 
examples of that reality." 


D. \"Now. Towards Reconciliation\" 

(Al-Hayat 

this page-nine editorial by Deputy Editor Abdul Wahab 
Badrkhan) 

\"There was a rush by the U.S. Secretary of State Condoleezza 
Rice and some other European officials in their statements 
concerning the referendum on the Iraqi constitution. Rice 
spoke about the matter as if she knew the result of the 
referendum in advance. It seems that she knows that the 
result will be so positive that the U.S. administration will 

be able to think for awhile about how to celebrate the new 
victory in Iraq. 


\"The primary results have shown that Salahadin and Al-Anbar 
have totally rejected the constitution. At the same time 

there is a percentage of rejection in other provinces. This 
percentage of rejection must be carefully analyzed. We know 
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that the overwhelming majority will settle the fate of the 
constitution. However 

disagreements about the constitution will force politicians 
to make amendments to the document. 


\"It was clear that this constitution was aimed to make a 
specific move in Iraq although this country is not yet ready 
for one. For this reason 

reconciliation was presented again but hasn\'t been 
implemented because those who drafted the constitution have 
refused the idea of national reconciliation from the 
beginning and continue to reject this idea. They think that 
by rejecting it they will be able to exploit the current 

chaos in Iraq to implement their agendas. The Secretary 
General of Arab League 

his purpose for visiting Baghdad. This visit comes at an 
appropriate time although some Iraqi groups believe it\'s too 
late. 


VWe had hoped that the drafting of the constitution would be 
a type of reconciliation conference which we thought would 
encourage Iraqis to discuss their future. But 

happened and we hope that 

constitution will unite the country. However 

not happened. In fact 

government at the expense of territories and provinces. It 
also puts national resources under the control of specific 
areas at the expense of the country as a whole. It was 
obvious that this constitution is appropriate for a divided 
rather than united country. 


\"The Chairman of the Iraqi Center for Development and 
National Dialogue 

called for holding a conference for national reconciliation 
and unity. This conference will support and legitimize the 
Arab Leaguevs delegation to Iraq. The Iraqi government 
should have called for holding such a conference rather than 
saying that Iraqis do not need reconciliation. Those who 
call for holding such a conference today look for a united 
political statement that can save the country. Their goal is 
to restore and reinforce national unity through inclusive 
national dialogue. We do not know if this conference will 
succeed; but | think it is on time because all hopes of 
reaching national agreement through the constitution are 
gone. V 
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(Iraq 4 All News 
В. VIraqi Referendum . Facts and Guidance V' (Sawt Al-Iraq 
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10/17) 

C. \"IECI Objects to Americans\' Behavior 

Iraqi News Agency 

D. \"Nagham Al-Timimi 

Responsible for Suing Her?" (Watan Lil Jamee 


SELECTED COMMENTARIES 


A. What Happened Has Happened . We Should Look Forward\" 
(Editorial by Fatih Abdul Salam - Iraq 4 All News - 
http://irag4all.org/viewnews.php?id-10349 ) 


V Mistakes 

constitutional referendum 

of registered voters in certain locations and ending with 
voters not being able to reach polling stations in some 
locations. There were delays in opening [polling] stations; 
militias who stole ballot boxes in rural areas; and failures 
to inform citizens of the constitution\'s contents because 
draft copies were delivered only days before the 
referendum-and this is on top of the high percentage of 
illiteracy among Iraqis. This forced many people to cling to 
bits and pieces of the draft that do not reveal the true 
meaning of the script and how it affects the countryVs 
future. 


VWe expected to benefit from the experience we gained after 
the flaws of the previous election; but we did not 

indicates the possibility that this experience will not be 

used in the future when elections are held in December. 
Political processes require the government to remain open- 
minded regarding all Iragi regions and rural areas. The 
government must be fully aware of details 

immediately reply to complaints. It is not possible to rely 
entirely on the mechanisms of electoral commissions. 


\"The new test is coming 
resume from where we left off 
scratch? V 


B. \"Iragi Referendum . Facts and Guidance" 
(From Al-Ittihad 

Iraq\" http://www.sotalirag.com/articles- 
iraq/nieuws.php?id=1 7539 ) 


\"The first simple lesson in democracy that should be 
understood by all those concerned with the Iraqi situation 
is to respect the opinion of the majority regardless of how 
much they disagree with it. This fact 

be 
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results of the referendum are announced. Those who boycotted 
the process 

the draft constitution are required to respect the result 

and make use of it as they build toward the next set of 
significant political events 

elections 

new permanent political stage. 


\"Even though the referendum results are not yet known 
happened on that day offers many points that should be 
reflected upon thoroughly. First 

was the calmest in Iraq for months; those betting on rivers 
of blood flowing through streets and terrorists 
demonstrating scenes of violence that fail to distinguish 
between women 

make a living for their families 

indicates a very important fact: all Iraqis have had enough 
of deteriorating conditions; they decided to cling to the 
hope embedded within the constitution 

difference remain. It also indicates that terrorists failed 

to fulfill their self-endorsed image that they are larger 

than [forces trying to] contain them 

public awareness can put an end to their destructive action. 


\"Information is leaking from certain regions indicating that 
the constitution will be approved and that two-thirds of 

Iraqis eligible to vote turned out on polling day; 

regardless 

drafting process and those who supported the draft with or 
without reservations should all prepare themselves to absorb 
the first lesson of democracy: to respect the result and 

most of all 

process. After the final results are announced 

be no place for those trying to turn back the clock. V" 


C. VIECI Objects to Americans Behavior 
(Editorial by Serdar Kawani - Independent Iraqi News Agency 
- http://www.normal.irag-ina.com/showarticles.p hp?id=1 487 ) 


ҮЧ read a piece of news titled: ЕСІ objects to Americans\' 
behavior.V | was surprised at this news because | noticed 

the Commission itself violates election laws. The Commission 
has authority over Americans and demands [they] "hand over 
video and photography equipment to the Commission.V A 
commander of U.S. forces sent a formal apology. 


VBut when the Irbil Education Directorate refused to hand 
over a set of schoolVs keys to the Commission 
Commission could not force the Directorate to abide by the 
law. Instead 

Directorate\'s demands.They violated election laws 
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Article 15 

the Electoral Commission] were replaced with the schoolsV 
headmasters even though the judges and lawyers participated 
in courses to work as [referendum] coordinators. As a result 
of these violations 

bureau of the Election Commission were vulnerable to many 
problems in managing polling centers. 


\"When | told the head of the Irbil Bureau: "Go ahead sir 
solve all these problems 

told him that this decision will cause many problems.IsnVt 

it surprising that the commission has power over U.S forces 
and yet it cannot decide to execute election laws and 
implement its decisions? Or is there something behind the 
scenes? The elections and referendum processes were 
fulfilled so Iraq can achieve a state of law and 

institutions. 


\"How is that the Supreme Independence Commission?\" 


D. \"Nagham Al-Timimi 

Responsible for Suing Her? V 

(Editorial by Widad Fakher - Watan Lil Jamee - V'Homeland for 
AIV. - 

http://www.wattan4all.com/viewarticle.php?id= 5910&pg=article 
s) 


\"Arabic prostitution channels have crossed their boundaries 
especially since the fall of the idol of Auja [Auja refers 

to the birthplace of Saddam Hussein] on 9 September (sic) 
[April] 2003. There is no ministerial or legal authority to 
hold them [the channels] accountable. One of the Arabic 
prostitution channels is Al-Jazeera; its real owner 
Rumsfeld 

that the Iraqi government cannot cross. Al-Jazeera takes 
cover behind the largest American bases in the world: Al- 
"Adiad and Al-Siliya in Qatar 

Americans. The second [channel] is.Al-Arabiya 

Saudi journalist and the former editor-in-chief of the Saudi 
Asharq Al-Awsat newspaper 


\"Today 

channel asked some Iraqi citizens to stand in front of her 
camera after they received $5 to shout `по\' to the 

constitution during the IragisW referendum and festive 
carnival. The electronic Elaph newspaper published this 

piece of news the same day and.disclosed the journalist and 
her criminal act. Nagham Al-Timimi claimed she practiced her 
democratic right by instigating people to say 'no\' to the 
constitution in exchange for a bribe. The news segment was: 
"commission member Hamdiya Al-Husseini said the level of 
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participation was average all in all. she clarifies that a 
journalist who is working for an Arab channel gave $5 for 
every person who said "no 

she did not mention the journalist's identity or the 

channels she works for. However 

Sultanate satellite channel correspondent 

was seen in front of an electoral center in Baghdad asking a 
woman who voted "yes! to the constitution to stand in front 
of her camera and shout ^noY in exchange for $5. Then one of 
the [election] monitors saw her 

why she did this. She replied that she was practicing her 
"democratic right. The monitor demanded that she remain 
where she was as he went to get guards to explain the issue; 
when he returned with police 

escaped with her crew. 


V'This correspondents action can be described as criminal 
starting from the bribe 

duty-which requires legitimacy in conveying news and 

absolute fairness. We ask the IECI 

and national security advisors to tell us what they are 

going to do about that correspondent 

referendum monitor was a witness and was supposed to spit on 
her face in front of her camera instead of filing a 

complaint. 


\"Millions of Iraqis and | are waiting to see what the Iraqi 
authorities will do 
Iragi-what a shame! She claims she is from Timimi tribe? V" 
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met last week with provincial counterparts to discuss 
evolution 

towards a single national securities regulator. Salembier 
noted that Quebec has temporarily exempted the London Stock 
Exchange from recognition requirements as a step towards 
facilitating exchange access. The Toronto Stock Exchange 
(TSX) 

continues its strong advocacy for access to U.S. trading 
screens. The SEC invited the TSX to meet with the new 
chairman to explain their proposal. Salembier 

aside 

the SEC on when contacts in the U.S. trigger the 
\"solicitation\" recognition threshold. 


-- 7 With regard to reciprocity/harmonization of insurance 
requirements for motor carriers 

Vin the spirit of progress" they would see a more 
forthright response from the U.S. to get the process 
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underway. The U.S. 

side responded that the Insurance Trilateral Working Group 
would follow up on this and other issues in the near 

future 

report. 


-- 8. Annuities: The issues under this category remain 
bracketed. The Mexican delegation stressed that reform of 
MexicoVs social security system is a thorny domestic issue 
that will be handled in channels other than the SPP. 


-- 9, Supervisory and Regulatory Standards: There was some 
discussion of the nature of this item on the work plan 
agreement that the parties will continue to cooperate in 
facilitating application of standards and 

appropriate 


-- 10. Financing for Development: The Canadian chair of the 
FSWG explained that despite efforts to interpret the scope 

of the working group as broadly and comprehensively as 
possible 

Mexico fell outside his area of jurisdiction and might be 

more usefully pursued by another SPP working group. The U.S. 
expressed similar views. It was agreed that although this 
item is bracketed and is unlikely to progress under 

the auspices of the FSWG 

unless or until the Mexican Presidency decides it should be 
removed. 


NAFTA Financial Services Committee 


4. The meeting continued in the afternoon with updates by 
each party on regulatory and legislative developments and 

the financial services aspects of other international 
agreements. Mexico provided a preview on plans for changes 
in bank regulation 

companies 

financial institutions and bank investments. Other plans 
include a project on sanctions implementation on financial 
institutions 

insurance laws. 


5. Canada reviewed upcoming legislative initiatives 
including the 5-year review of financial sector 
legislation 

anti-terrorist financing regime and changes in private 
defined benefit pension plans. 


Update on Fireman\'s Fund 


Column 3 


6. Mexico provided an update on the status of this NAFTA 
Chapter 11 case 

matters of fact 

prudential carve-out. 


Visit Canada\'s Classified Web Site at 
http://www.state.sgov.gov/p/wha/ottawa 
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is about $3.5-4 billion 

former employee of Lenin District Executive Committee 
Vladimir Kim 

Tuyakbay asked. The letter also cited the Sunday Times 
which reported that the third shareholder 

had been Financial Advisor to President Nazarbayev. 
Tuyakbay also asked how the presidents brother 
Nazarbayev 


directors of Kazakhmys for a long period. 


CEC Makes Several Commitments 


8. (U) On October 11 

on all presidential candidates and their teams to observe 
the law and to utilize peaceful and non-violent means in 
their campaign. The statement spells out several 
commitments to ensure fair elections 

equal access to the media 

permission to hold rallies 

and publishing precinct-by-precinct results within 24 
hours. 


9. (SBU) V'For a Just Kazakhstan\" (FJK) immediately labeled 
the CEC statement a populist gesture timed to coincide 

with Secretary RiceVs visit to Kazakhstan. Nazarbayev\'s 
supporters 

very timely. In conversations with post 

guardedly optimistic about the statement. 


10. (U) Kazakhstan\'s election legislation is very close to 
international standards 

stated on October 5 in Astana. \"We closely cooperate with 
the OSCE Office for Democratic Institutions and Human 
Rights. Kazakhstan took into consideration 
recommendations of international organizations following 
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the election to parliament last year 


Observers 


11. (U) According to the CEC 

observers from the OSCE and CIS will monitor the 

presidential election. \"We expect 36 long-term observers 

and about 400 short-term observers from the OSCE Bureau on 
Democratic Institutions and Human Rights 

same number of observers from the CIS 

Tatyana Okhlopkova said at a meeting organized by NDI in 
Astana on October 13. Accreditation of foreign observers 

will proceed until November 28. 


12. (U) At the same meeting 

of providing a biased assessment of the 2004 parliamentary 
elections. V'There is a group of countries in the OSCE 
which scrutinize election shortcomings through a 
magnifying glass and do not see the same flaws in other 
countries." Okhlopkova referred to electoral systems in 
Great Britain 

municipal officials 

by law enforcement agencies. Okhlopkova also praised the 
\"Sailau\" e-voting system used in Kazakhstan 

other nations had criticized the system because they 

envied Kazakhstan. 


13. (SBU) Okhlopkova was echoing comments made on October 
8 by CEC chairman Zhumabekov 

OSCE for sending observers from V'one and the same 
countries\" to Kazakhstan. First Deputy Foreign Minister 
Rakhat Aliyev 

conference in Almaty on October 13 

criticism by expressing his confidence in the high level 

of professionalism and objectivity among OSCE observers. 
Zhumabekov himself announced on October 14 that by 
inviting all 55 member-states to send observers to 
Kazakhstan 


Survey of experts 


14. (SBU) According to a poll of 30 political experts 
conducted by the Eurasian Rating Agency 

Nazarbayev will win 65.896 of votes in the first round of 
the presidential race. Alikhan Baimenov and Zharmakhan 
Tuyakbay will compete for second place 

9.61% respectively. Eccentric MP Yerasyl Abylkasymov is 
expected to come in fourth with 4.24%. Green movement 
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proponent Mels Yeleusizov will be fifth with 3.47%. 
Senator Ualikhan Kaysarov will be sixth with 2.8896. The 
rest of the candidates would each receive less than 196 of 
the vote. During the survey more than 30 political experts 


were questioned 

associations 

officials and journalists. No one who was questioned had 
doubts that Nazarbayev would win in the first round. 


Concerns of Human Right Advocates 


15. (U) On September 28 

Rights and Rule of Law issued a statement voicing concern 
over pressure on the opposition candidates and their 
supporters. The statement called on the president to 
provide for freedom of speech 

right for political activities including opposition ones. 


Almaty Police Seize Brochures with Draft Constitution 


16. (U) On October 5 

individuals in plain clothes arrived at a private home in 
Almaty to seize brochures containing FJK\'s proposed draft 
constitution. The owner of the house Aydar Kinayatoldin 
and opposition activist Yermurat Bapi tried to resist the 
seizure. The officers however produced a court order from 
the Medeu district court of Almaty based on a complaint 
from a man who said his picture had been used in the 
publication without his permission 

copies of the brochure. Later that same day 

returned and seized an additional 40 


Unsanctioned Rally Leads to Arrests 


17. (SBU) On October 12 

Tulen Tokhtasynov was arrested in front of FJK 
headquarters in Almaty as he was leaving for the airport 
to fly to Astana to attend the Secretary\'s speech. Twenty 
heavily armed police in riot gear arrested him on charges 
of an administrative violation for participating in an 
Vunsanctioned rally\" on October 8 in Almaty. (According 
to FJK members 

when it was denied 

\"meeting\" between Senator Zauresh Battalova and 2000 of 
her constituents.) Tokhtasynov was released later on 
October 12 after paying a fine of 50 
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attended the Secretary\'s October 13 speech in Astana. 


18. (SBU) Legal proceedings have reportedly begun on the 
same charges against other FJK leaders 

Abilov 

Yergaliyeva and Altynbek Sarsenbaiuly. Despite 

indications from the GOK that the arrest had been an 
aberration 

an October 17 press conference in Almaty. According to an 
FJK press release 

that the hearing in Abilov\'s case had been postponed until 
October 18. He was reportedly taken to court. 


Youth Activists Detained in Almaty 


19. (U) On October 10 

participating in a conference organized by the FJK Youth 
League and \"Alga\" were arrested as they marched to lay a 
wreath on the Independence Memorial at the central square 
of Almaty. They were kept at Bostandyk district police 
office for over three hours. The activists claim that 

they were harassed 

day 45 participants were tried; two received warnings 
others received fines of up to 20 
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is part of a loan and grant from the IDB and other resources. 
The project works closely with the Municipality of Asuncion 
landfill recyclers and their associations 

organizations 

industrial plants for re-processing. 


-- Recently 
working in coordination with the National Environmental 
Secretariat in one department was approved with USAID 


SIPDIS 

support. This will transform a completely centralized and 
ineffective bureaucracy by decentralizing powers and 
functions and establishing legal 

operational structures that allow for environment control and 
auditing at the departmental level in such areas as 
environmental impact studies. 
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5. These three projects have mobilized funds and a small 
portion of in-kind resources for a total of USD 2 

which only USD 130 

help make these types of projects more sustainable 

a diversity of actors 

USAID partner on looking for new resources 

greater sense of ownership 

development impact. Alliance members are beneficiaries and 
contributors to the program goals based on common interests. 


6. In 2004 

promoting public hearings in the Congress and developed a 
standard operating procedures guide and internal regulations 
for both chambers of the Congress. With these procedures 
public hearings on proposed legislation at the Congress are 
now being implemented in a more systematic and transparent 
way. This has proved to be a key instrument for ensuring 
citizen participation and the involvement of other sectors of 
the Paraguayan society in the legislative process. Prior to 
this assistance there had only been three public hearings in 
the Congress. After the guide was developed and training 


provided 
(September 2004 - September 2005). USAID provided 
approximately USD 35 


demonstrating that even with small amounts of funding 
successful results can be achieved. 


7. For more than a year 

multi-sectorial advocacy group of more than 20 civil society 
organizations 

Commission 

Congress in developing a draft Freedom of Information Act. 
The group presented the draft legislation to 16 legislators 
and a public hearing was held to receive input. The 
legislation is now in committee for review. 


8. In August and September of this year 
Armed Forces 
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for errors committed by military personnel under his command. 
Military personnel have been accused of harassment 

and killings of civilians as well as deaths of conscripts. 

This action shows progress in the GOP and its more senior 
officials recognizing the importance of human rights. The 
speeches by General Kanazawa were in public venues and 
one case 

accepted the apology. 


9. The GOP and the US Embassy 

Homeland Security 

Persons Assessment study to assess conditions and make 
recommendations for immigration and border controls that 
would assist them in combating the problem of trafficking in 
persons 

years. The study is a blueprint for directing USG resources 
over the next few years to assist the GOP in its efforts. 
Also 

focus to curb the increase in trafficked persons. 


10. The public continues to suspect the government of 
widespread corruption and complains about impunity. However 
President Nicanor Duarte Frutos continues to denounce 
corruption both in public and in private. There are a number 

of achievements and reforms 

consideration -- several with USG support -- that reflect 

well on the governments reform record and intentions 
including: 


-- Strong U.S.-Paraguayan counter-drug cooperation 
on DEA support and INL funding 

Mendes Mesquita 

the Beira Mar organization 

extradition to the U.S. 

significant political pressure for his release; 


- UTE 

strong track record of seizures of counterfeit goods. The 
unit\'s leader 

several containers of merchandise 

culminated in the 9/15 arrest of a politically connected 
(Colorado) customs official from the Cuidad del Este area who 
has been an important player in facilitating trade in 
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contraband and counterfeit goods in the region; 


-- Establishment of a respectable and well trained FIU thanks 
in large measure to the support of a Treasury Department 
Office of Technical Assistance (OTA) Resident Enforcement 
Officer (REA) and INL funding used for training and equipment; 


-- Creation of three new investigative units: in Customs - 

the tax administration and an anti-corruption unit - and 
inspector general unit within the Ministry of Finance 

under the guidance of OTA REA and trained and equipped in 
part with INL funds; 


-- The first-time conviction of individuals 

for involvement in trafficking in persons (unfortunately the 
two convicted were released on appeal 

reasonably confident the Supreme Court will reinstate their 
six year sentences); 


-- The first-time conviction of a customs employee for 
illicit enrichment earlier this year on the basis of a law 
adopted in late 2004; 


-- A continued increase in year-on-year tax and customs 
revenues 
in the governments first year; 


-- Reforms by the Judicial Council 

reduce political factors in the selection of judges and 
prosecutors 

selection criteria 


-- Requests by the Ministry of Finance and the Supreme Court 
for USAID assistance in the development of whistle blower 
protection programs; 


-- Announcement of a new tax regime to encourage 
formalization of some of the leading commercial sectors in 
Ciudad del Este 

illegal activity. 


-- Continued strong macroeconomic management 
President Duarte 

under Paraguay\'s IMF program 

follow-on program to last through Duarte\'s term 
continued fiscal restraint expected to achieve a balanced 
budget this year. 

KEANE 
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ELECTORAL PROCESSES\"-- TRACKER 24820 
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1. Veronica de la Garza 

Vote Coalition 

2005 to conduct a workshop on the importance of youth 
participation to strengthen democratic processes. The program 
organized with the National Committee of Youth and a local NGO 
sought to promote a culture of democracy by mobilizing and 
empowering youth to become active citizens 

campaigns 

country. 


2. During her stay in Lima 

two-day intensive workshop at a rural hotel 

professionals at a lunch hosted by ACAO 

youth and political participation in the United States by Radio 
Programas del Peru 

(253 


PAS and the National Committee of Youth selected 53 Peruvian 
participants from all regions of the country based on their 

proven track records as community leaders and as representatives 
of local youth groups. During the course of the conference 
formulated regional plans to involve youth in Peruvian political 

life 

strategies and tactics to encourage other young people to vote 
consciously during the upcoming presidential and municipal 
elections in Peru. 


3. As aresult of the event 

collaborate on their regional plans to involve youth in Peruvian 
political life 

together to make a difference in their communities. PostVs goal 
is to support worthwhile projects that have grown out of the 
conference and that seek to increase youth participation in the 
upcoming national elections in April 2006. 


4. U.S. support: Program was funded with FY05 | bucks. Our 
appreciation to IIP/T/DHR 
coordination with post. 


STRUBLE 
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(SAFE) 

of State\'s Bureau of Diplomatic Security that the employee 
has undergone equivalent security training. The contact 
for this training is Assistant Director for Training at 

(703) 205-2617. Country clearance will not be granted for 


Column 3 

any traveler with planned TDY in excess of 30 days if this 
information is not stated/certified. POC for additional 
information is RSO Wellington. 


b. (SBU) The U.S. Mission in New Zealand currently rates 
the threat from transnational and indigenous terrorism as 
low. There are no terrorist groups or support groups 
believed to be operating in New Zealand at this time. In 
light of the worldwide security alert all visitors should 
heighten their security awareness and report any unusual 
incidents to the Regional Security Officer. 


c. (SBU) Anonymous telephonic threats and obscure threat 
mail have occasionally targeted U.S. diplomatic missions 

in New Zealand. In response to U.S. policies and actions 
various groups in New Zealand have demonstrated 
occasionally at the Embassy in Wellington and at the 
Consulate in Auckland. These demonstrations are usually 
small and are peacefully conducted. During these 
demonstrations 

services normally provide adequate protection to the 
Embassy and Consulate. 


d. (SBU) New Zealand is considered a medium threat crime 
environment. As such 

experienced an increase in violent and petty crimes 
they are usually non-confrontational in nature. However 
home invasion robberies and assaults 

becoming more frequent. Burglaries and thefts occur 
countrywide but primarily in the large cities of Auckland 
Christchurch and Wellington 

especially aware that street crime 

pickpockets 

Common sense precautions should be taken 

night 


e. (SBU) Generally 

significant role in the world drug situation; however 

evidence indicates that New Zealand has been utilized as a 
transit point for shipments of Ecstasy 

to Australia. The most abused drugs in New Zealand are 
locally produced methamphetamine and cannabis. There have 
been increased amounts of lab seizures and violent crime 
associated with groups attempting to control this market. 


f. (U) All forms of public transportation are generally 

safe at all times of the day; however 

should use common sense precautions so as not to become a 
target of opportunity. 


g. (U) The traffic situation in Auckland can be difficult 


Column 3 

with a moderate amount of congestion. Wellington and 
Christchurch traffic is significantly better; however 
during rush hour moderate delays can be expected. 
Visitors are advised that traffic drives on the left-hand 
side of the road. Visitors are advised that traffic 
accidents are common and that it is safe to pull over so 
that police may take an accident report. However 
visitors who experience hostility or anti-American 
sentiment should depart the scene immediately and notify 
the RSO. 


h. (SBU) Travelers intending to bring and use any USG 
provided electronic or photographic equipment must contact 
the RSO prior to introducing that equipment into the 
Chancery. Personal electronic or photographic equipment 
is not permitted in the Chancery. Only in severely 

limited cases will a notebook or laptop computer be 
permitted to be used in the Chancery. 


i. (U) Precautions should also be taken to not discuss 
sensitive or classified information outside secure 
environments or over unsecured and/or cellular telephones 
and to securely safeguard classified or sensitive 
information at the Chancery and not at hotels or 
residences. 


j. (U) Visitors should also be aware of the State 
DepartmentVs Consular Information sheet for New Zealand 
and the most recent Worldwide Caution Public 
Announcements 

http://travel.state.gov 


k. (U) In essence 

appropriate caution and be alert to their surroundings 
with regard to their personal security. Suspicious 
incidents/activities should be reported to RSO Wellington 
(Telephone (64)(4)462-6000 


Burnett 
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than 250 copies during the course of the week. The second 
seminar was covered by Television Maldives. 


(U) Simultaneous to its other activities 
expert speaker on forensics to work with the Maldivian Human 
Rights Commission and the Maldivian police. In three days of 


Column 3 

lectures and meetings 

Director of the Tarrant County Medical Examiners Office (Fort 
Worth) 

abuse cases and domestic violence cases 

cases. Singers program allowed Maldivian investigators to 
better identify specific instances of abuse 

in the Maldives starting up its first forensic laboratory with 
assistance from Singers office in Texas. 


7. (U) Alongside the trade fair 

film screenings that offered great American cinema for the first 
time to young Maldivian audiences. The festival also permitted 
the mission to strengthen ties with the new Minister of State for 
Arts and the police department 


8. (U) On September 27 

books to the National Library. The new Minister of Information 
and Arts told the Ambassador that the donation V'will comprise an 
important component of the planned new National ChildrenVs 
Library" that is proposed to open іп 2006. The National Library 

is home to the Embassy\'s first American Corner and the donation 
solidified that already good working relationship between the 
Embassy and the library. 


9. (U) Following the book donation at the National Library 
Ambassador gave a press conference with all Maldivian media 
present in which he laid out the current state of U.S.-Maldivian 
relations and stressed the U.S. desire to see even further 

progress on democratic reforms in the country. While the 

Maldives had taken important steps down that road 

noted 

freedom of expression and non-violent assembly. The press 
conference appeared on TV Maldives news programs and was widely 
covered in the newspapers. 


10. (U) Comment: PDVs extensive contributions to the first U.S.- 
Maldives Friendship Week enriched the overall schedule and made a 
positive impact on diverse audiences. This impact was then 
magnified by the broad media coverage of all the events. As a 

result 
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policies on democratization and other issues 

the importance we attach to this relationship with a moderate 
Muslim country. We will continue to report on results of the 
week as we engage with Maldivians over the coming year. End 
Comment. 


Lunstead 
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sees only slight differences in the U.S. and EU proposals on 
tariffs - so could see agreement there. However 

said there are major differences between the two sides in the 
areas of domestic support and export competition (subsidies) 
and the EU has concerns about U.S. export crediting 
provisions. 


2. Naydenova admitted that Bulgaria\'s position will be 
influenced by the EU\'s because it is acceding to the Union at 
the same time that the WTO rounds are being finalized. From 
Bulgaria\'s individual point of view 

about export subsidies or domestic support because the GOB 
does not provide much in either area. Market access is the 
most sensitive issue for them. Bulgaria will greatly benefit 
from access to the EU markets. The GOB feels a sharp 
lowering of tariffs will hurt Bulgarian productsV 
competitiveness against Brazilian 

American producers in the areas of dairy 

In fact 

wine agreement with the U.S. and other trading partners. 


3. Although the GOB is sensitive to tariff reductions 
Naydenova said they were not likely to oppose a deal on this 
issue. She envisions levels similar to those of the Uruguay 
round to be appropriate - and thought that the overall 
reduction in the 55-90 and 75 cap plan might be comparable. 
She also said there is V'serious concern" in the EU about the 
attitudes of India and Brazil on Services and Market Access. 
LEVINE 
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1. (SBU) Summary: Ambassador Krajeski met with Deputy Prime 
Minister Ahmed Sofan on October 17 

visit of President Saleh to Washington. Sofan said the ROYG 
would like to see Saleh sign the Millennium Challenge 

Threshold agreement during the visit. The ROYG has eagerly 
pursued this program since 2003 

acceptance in the threshold program in 2004. Sofan made 

clear that the ROYG views acceptance of its threshold 

proposal as an indication of America\'s overall political 


Column 3 
engagement with Yemen. End Summary. 


2. (SBU) If Yemen were to be excluded from MCC 

the Ambassador 

disengaging or \"giving up\" on Yemen. Ambassador agreed on 
the importance of MCC to U.S.-Yemen bilateral relations and 
explained that MCC is focusing on Yemen\'s qualifications for 
the program. MCC will meet again this week and make 
recommendations to the MCC Board. 


3. (SBU) Sofan was concerned about creating the proper 
outlook for Yemen\'s development challenges 

good intentions. Look at the progress that has been made in 
the last 15 years.\" During recent visits 

World Bank Institute Vice President Frannie Leautier and 
Transparency International representatives to discover how 
they compile statistics on Yemen. Learning that such 
information is obtained from local sources such as press 
reports 

relative openness compared to the rest of the Middle East is 
negatively influencing economic 

indicators: \"The problem with Yemen is that we are open in an 
area of secrecy.\" 


4. (SBU) Sofan hoped that the MCC decision-makers will view 
Yemenv's situation in a positive light. Yemen is trying to 

jump from the 10th to the 21st century 

not adequately reflected in any indicators. 

Krajeski 
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overblown - we have no evidence that the Sinai fugitives are 
numerous 

to international terror networks. Many argue convincingly 
that recent security problems are homegrown and directly 
traceable to the GOEVs Sinai development policies 
neglected the indigenous population. Many 

Prime Minister Nazif 

mass arrests after the October 2004 Taba bombings may have 
exacerbated tensions and set off a cycle of revenge and 
retaliation. End summary. 


2. (C) A stalemate between a small band of armed bedouin 
fugitives and Egyptian security forces may have been broken 
with the September 27 killing of Mousa Mohamed Badran 
MusVad Salim 

fourth 


Column 3 

undetermined number of armed V'outcasts V" who had taken refuge 
in the Jabal Halal region south of Al-Arish. Members of 
Interior Minister AdlyVs staff told poloff that the September 
27 killings and capture were an important step forward 
conceded that they did not necessarily mean the Jebel Halal 
area standoff was at a definitive end. Security forces are 
still deployed in the area and conduct regular patrols in 
pursuit of additional armed fugitives. Among those still at 
large 

bedouin thought to be active in Sinai\'s smuggling and 
criminal networks. 


3. (C) Although the GOE claimed to have captured or killed 
what it described as the nine principal conspirators of the 

Taba and Nuweiba terrorist attacks in October 2004 

has since been conducting continuous search operations in the 
Sinai desert in pursuit of auxiliary suspects. Operations 
increased significantly in tempo following the July 23 

bombings at Sharm el-Sheikh 

and foreign tourists were killed. Unnamed security sources 
cited in the Egyptian media described one of those killed on 
September 27 

\"the principal planner and explosives technician" for the 

July 23 Sharm attacks. Minister of Tourism Ahmed Maghrabi 
also told the Ambassador that V'the dentist" was the 
mastermind. (Comment: GOE announcements that a suspect has 
been killed or captured are often accompanied by claims that 
the suspect in question was the \"mastermind\" of a given 
terrorist cell or operation. End comment.) Other media 
reports have said that Shalloub 

leader. 


4. (C) The September 27 incident was the first sign of 
tangible progress for the GOE since its operations hit a 
punishing speed bump in late August. As discussed reftel 
GOE forces in August zeroed in on a group of suspect armed 
bedouins hiding in Jebel Halal - a complex network of rock 
faces 

However 

resistance they encountered from the hideouts - two high 
ranking police officers were killed and nine others were 
wounded when they wandered into an ambush. The GOE responded 
by laying siege to Jebel Halal 

ensued until the killings and capture of militants on 
September 27. Lower tempo police patrols and sweeping 
operations are continuing. 
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5. (C) The Israeli government issued a travel warning on 
October 1 advising its citizens of intelligence reports 
indicating plans to abduct tourists in the Sinai. A 
subsequent statement of the Israeli Military Intelligence 
Chief 

assumed control of some parts of the Sinai. (Note: 
Farkash\'s comments may have been inspired in part by a 
message posted in late September on an Al-Qaida website 
encouraging \"mujahadeen\" of the Sinai to rise up against the 
GOE. End note.) In any case 

indignant denials by (unidentified) Egyptian security 
officials in the local and international media. The Israeli 
who was likely making reference to Jebel Halal standoff 
correct in citing the situation as evidence of a genuine 
security threat in at least part of the Sinai 

implication that Al-Qaida had established an enclave in the 
peninsula overstated the case. 


6. (C) The GOE 

discussions with us 

Jebel Halal played supporting roles in the 2004 and 2005 
attacks in Taba and Sharm and has characterized the group as 
\"Bedouin outcasts\" who had started off as petty criminals 
and 

into terrorists. However 

that its investigations turned up no evidence of links 
between the group and any international terror networks. 
(Comment: Some skeptics note that the GOE has a vested 
interest in downplaying links between the Taba and Sharm 
attacks and Al-Qaida or related international terror 
networks. The skeptics also argue that the operations were 
too sophisticated and effective to have been implemented 
without outside expertise and assistance. End comment.) 


7. (C) Interior Minister Adly told Ambassador Jeffrey and 
delegation during their September 29 meeting that information 
obtained from Yunis Mohammed (captured on Jebel Halal on 
September 27) was consistent with the GOE\'s assertion that 
the group had no active links to outside groups. Adly 

allowed 

Taba attacks shared a general ideological orientation with 
Al-Qaida and may have drawn inspiration from Qaida\'s actions 
and messages. 
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8. (C) Sinai has been quiet since the September 27 incident. 
Poloff 

a tightening of security procedures 

police escorts for several remote stretches of road 
otherwise detected nothing out of the ordinary. Consul 
General 

reported that physical security around tourist facilities had 
been greatly enhanced. Virtually every establishment had 
installed bollards 

addition 

all controlled by police. 


9. (C) A number of our contacts 

Egyptian media 

emergence of security problems in the Sinai is directly 
traceable to the GOENs long-flawed governance of the 
peninsula. The GOE has offered little in the way of social 
Services to the indigenous Bedouin 

gain from the massive development of the tourist industry in 
the past two decades. The growth of the tourism sector in 
Sinai has been accompanied by an influx of Nile Valley 
Egyptians to staff the jobs created -- ranging from senior 
hotel management positions to grounds keeping and unskilled 
labor. As hotels and other tourist establishments have 
proliferated 

conflicts between indigenous bedouins and incoming Nile 
Valley developers 

favor. 


10. (C) Many observers believe long standing grievances 
boiled over after the GOE responded to the 2004 Taba attacks 
with mass arrests of indigenous Sinai inhabitants 

particularly in Al-Arish 

detained without charge for months. Some believe the GOE has 
repeated this mistake with more mass arrests following the 
Sinai attacks 

GOE is setting itself up for a cycle of revenge and reprisal. 

As noted reftel 

possibility that the July Sharm attack was in reprisal for 

early mass arrests during a late August media interview 
subsequently issuing a clarification that he had full 

confidence in the way Egyptian security authorities had been 
handling the matter. The Sharm attacks have in fact been 
interpreted by some observers as a direct response to the 
post-Taba mass arrests 

appeared specifically targeted at Israeli tourists 
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attacks 

premier open-air entertainment district 

indiscriminate attack apparently directed at Egypt\'s tourist 
industry rather than at any particular national group. 


11. (C) While we do not share the GOE\'s absolute confidence 
that the Jebel Halal militants 

and Sharm attacks 

affiliated terror networks 

any evidence to the contrary. Clearly 

Al-Qaida\'s establishment of a base of operations in Sinai are 
overblown. In the short term 

operations 

group of alienated and armed bedouin V'outcasts.V In the long 
run 

grievances of the SinaiVs indigenous population in order to 
construct a sustainable formula for security and economic 
development. End comment. 
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(SAFE) 

of States Bureau of Diplomatic Security that the employee 
has undergone equivalent security training. The contact 
for this training is Assistant Director for Training at 

(703) 205-2617. Country clearance will not be granted for 
any traveler with planned TDY in excess of 30 days if this 
information is not stated/certified. POC for additional 
information is RSO Wellington. 


b. (SBU) The U.S. Mission in New Zealand currently rates 
the threat from transnational and indigenous terrorism as 
low. There are no terrorist groups or support groups 
believed to be operating in New Zealand at this time. In 
light of the worldwide security alert all visitors should 
heighten their security awareness and report any unusual 
incidents to the Regional Security Officer. 


c. (SBU) Anonymous telephonic threats and obscure threat 
mail have occasionally targeted U.S. diplomatic missions 

in New Zealand. In response to U.S. policies and actions 
various groups in New Zealand have demonstrated 
occasionally at the Embassy in Wellington and at the 
Consulate in Auckland. These demonstrations are usually 
small and are peacefully conducted. During these 


Column 3 

demonstrations 

services normally provide adequate protection to the 
Embassy and Consulate. 

d. (SBU) New Zealand is considered a medium threat crime 
environment. As such 

experienced an increase in violent and petty crimes 
they are usually non-confrontational in nature. However 
home invasion robberies and assaults 

becoming more frequent. Burglaries and thefts occur 
countrywide but primarily in the large cities of Auckland 
Christchurch and Wellington 

especially aware that street crime 

pickpockets 

Common sense precautions should be taken 

night 


e. (SBU) Generally 

significant role in the world drug situation; however 

evidence indicates that New Zealand has been utilized as a 
transit point for shipments of Ecstasy 

to Australia. The most abused drugs in New Zealand are 
locally produced methamphetamine and cannabis. There have 
been increased amounts of lab seizures and violent crime 
associated with groups attempting to control this market. 


f. (U) All forms of public transportation are generally 

safe at all times of the day; however 

should use common sense precautions so as not to become a 
target of opportunity. 


g. (U) The traffic situation in Auckland can be difficult 
with a moderate amount of congestion. Wellington and 
Christchurch traffic is significantly better; however 
during rush hour moderate delays can be expected. 
Visitors are advised that traffic drives on the left-hand 
side of the road. Visitors are advised that traffic 
accidents are common and that it is safe to pull over so 
that police may take an accident report. However 
visitors who experience hostility or anti-American 
sentiment should depart the scene immediately and notify 
the RSO. 


h. (SBU) Travelers intending to bring and use any USG 
provided electronic or photographic equipment must contact 
the RSO prior to introducing that equipment into the 
Chancery. Personal electronic or photographic equipment 
is not permitted in the Chancery. Only in severely 

limited cases will a notebook or laptop computer be 
permitted to be used in the Chancery. 


i. (U) Precautions should also be taken to not discuss 
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sensitive or classified information outside secure 
environments or over unsecured and/or cellular telephones 
and to securely safeguard classified or sensitive 
information at the Chancery and not at hotels or 
residences. 


j. (U) Visitors should also be aware of the State 
DepartmentVs Consular Information sheet for New Zealand 
and the most recent Worldwide Caution Public 
Announcements 

http://travel.state.gov 


k. (U) In essence 

appropriate caution and be alert to their surroundings 
with regard to their personal security. Suspicious 
incidents/activities should be reported to RSO Wellington 
(Telephone (64)(4)462-6000 


Burnett 
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long process." 


9. (U) Post will continue to maximize outreach on 

forthcoming Echo Chamber cables to ensure media contacts are 
aware of U.S. policy and views. We will continue to post 

USG links on the Embassy website on salient issues raised in 
these cables. 


KRAJESKI 
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who want to break down the barrier between religion and 
state. End Summary. 


2. (U) Tugcu told Charge that during her term as court 
president 

be required to retire 

reform that would enable Turkish citizens to apply directly 
to have their cases reviewed by the Constitutional Court. 
Currently 

Constitutional Court. Allowing individuals to apply directly 
-- as U.S. citizens can apply to the Supreme Court -- would 
reduce the number of applications from Turkey to the European 
Court of Human Rights 

cases within its own system 


Column 3 

3. (U) In order to handle the extra caseload 

Constitutional Court would have to be divided into two 
panels. Currently 

alternates. The alternates could be made full judges 
allowing for the establishment of two separate panels. The 
full court could meet for certain types of cases 

those involving the potential closing of political parties. 


4. (U) Tugcu noted that the ruling AK Party (AKP) has 
proposed increasing the number of Constitutional Court judges 
to 21 

Currently 

Court members 

candidates nominated by other high courts and the Higher 
Education Council. Tugcu said Constitutional Court members 
oppose the AKP plan 

court 

they recognize that many countries do elect high court 
members. 


5. (SBU) The CDA said she realizes that many Turkish judges 
are angry about the proposal for electing court members. But 
the idea of electing judges is accepted in many countries 
around the world. The question is how to conduct the 
elections in order to ensure that the best people are 

selected. Tugcu said part of the answer is to establish 
required qualifications for candidates. The quality of the 

court would suffer if political parties elected as judges 

party members who failed to get elected to Parliament. Tugcu 
said PM Erdogan and Justice Minister Cicek have assured Court 
members that they will consider justicesY views on the issue. 


6. (SBU) Charge asked Tugcu to describe the courtVs role in 
the area of religious freedom. Tugcu averred that under 
Turkish secularism 

want. However 

your office to display religious symbols or engage in 
religious expression. For example 

president 

wearing an Islamic headscarf at home in the presidential 
palace. But she would not be permitted to wear it while she 
is representing the state. 


7. (U) In a university environment 

young people study and socialize in close proximity 

of the Islamic headcovering creates religious conflict. When 
students return home they can wear what they please. Tugcu 


Column 3 

noted that she has a daughter living in the U.S. 
understands that the U.S. practice is different. However 
the U.S. 

from the religious community that the Turkish state must 
confront. In the U.S. 

by its beliefs to try to impose its will on the state. In 

Turkey 

Vcertain rules V" that compel many pious Turks to try to break 
down the barrier between religion and state. The headscarf 
ban 

efforts to resist this pressure. 


MCELDOWNEY 
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lightbulb is growing dim.\" (Comment: A radiating lightbulb 

is AKP\'s official party logo. End Comment.) Although highly 
supportive of the Afyon AKP mayor and the current Ag Minister 
Mehmet Mehdi Eker 

and the former Ag Minister Sami Guclu. (Comment: Minister 
Guclu was forced to resign earlier this year because he could 
not resolve a Turco-Russian agricultural trade dispute. End 
Comment.) Although they seemed resigned to the reality 
farmers also complained about the downturn in the sugar beet 
industry caused by the importation of cheap U.S. corn syrup. 


6. (U) Afyon\'s economy also benefits from the city\'s 
location at an important crossroads. It is home to a company 
that owns the central Anatolian distributorships for both 
Proctor and Gamble and Philip Morris. An outlet mall is 
under construction for Levi\'s and other western clothing 
companies. In fact 

the coastal resort town of Antalya is located in Afyon. 


7. (C) Although there is a lot of opportunity in Afyon 

heard many complaints about economic inequality. We 
repeatedly heard from our contacts that young men and women 
who are raised in Afyon 

education elsewhere 

worthwhile employment. We met young entrepreneurs who have 
successfully expanded and diversified their traditional 

family businesses; we also met wealthy tycoons who like to 

show off their expensive toys and hobbies and no doubt 
contribute to some of the social class resentment we heard in 


Column 3 
Afyon. 


8. (C) Durmus Yoruk and Huseyin Sen 

professors at Afyon 

AKP high marks for its management of the Turkish economy 
complain about persistent problems related to instability and 
inequality. They say most of the economic growth 

in Afyon 

and medium-sized businesses have not seen any improvement. 
They lament that the income distribution in the city is not 

fair -- there are a few wealthy families 

the people are \"just getting by.\" The professors say that 
young women (and their parents) are looking for marriages to 
young men with job security. These women prefer men who have 
secure government jobs to men with higher paying 

insecure private sector employment. 


9. (C) COMMENT: Turkish boosters like to point to the 
positive macroeconomic numbers the country has put up over 
the past few years 

Economic growth is generally limited to large corporations 

and most Turks are still hurting economically. Turkish 

youths prefer secure government jobs to entrepreneurialism 
and small and medium-sized businesses are mainly interested 
in holding on 

or market share. Few Turks are willing to face the fact that 
many mom-and-pop operations and small farms (often less than 
20 acres in size) will have to grow 

of business if the country is transitioning into a modern 

21st century economy that can survive in the EU. In the 
meantime 

irresponsible rich will play with their toys 

Turkish family will continue to get by while living in fear 

of another economic crisis. END COMMENT. 
MCELDOWNEY 
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die.\" He also does not see any drawn out political violence. 
Chief of Staff General Samora told Charge and DAO separately 
that the \"tripwire\" for an Eritrean military attack would be 

the removal of UNMEE. Samora considered such an attack 
unlikely 

good harvest; Eritrean sorties are in the field not on the 

front lines 


2. (C) Charge and PE Counselor met Sept. 27 with Deputy 
Special Representative of the UN Secretary General Azouz 
Ennifar 

Eritrea and Ethiopia (UNMEE) 

advisor 

the possible naming of a new UN envoy on the border conflict. 


Column 3 
Ennifar took up his post in Addis in August 
has worked with UNMEE for over four years. 


Axworthy\'s Missteps: Too Much Talk 


3. (C) When asked what a potential new border envoy could 
learn from the experience of former UN Special Representative 
Lloyd Axworthy 

interview that Axworthy gave during his first visit to Addis 
Ababa. According to Haireche 

the interview about \"his ability to open doors and make 
things happen." The former ministers bravado seemed to 
alienate the Eritrean side in particular 

very public initial visit to Addis 

Perhaps as a result of this initial misstep 

never agreed to receive Axworthy. The lessons for a future 
envoy 

profile initially and to go to Asmara first 

and mistrust were greater. Ennifar recommended that any 
envoy on the border issue move quietly 

Mideast peace process 

posturing and unrealistic expectations. 


4. (C) Haireche also noted with some irony that Axworthy 
began his mission on the border conflict without ever 
consulting experts at the UNMEE mission. In so doing 

ignored a wealth of military and political expertise that the 

staff had accumulated over several years of detailed work on 
the issue. UNMEE head Joseph Legwaila had been forced to 
\"chase Axworthy around\" just in order to stay in the loop 
about what he was doing. The two senior officials disagreed 

on a number of issues and did not get along well. Haireche 
added that the UN officials in New York had also failed to 
consult internally before naming Axworthy 

touched base with the diplomatic community 

Addis. The lesson Haireche underscored was that an extensive 
body of knowledge and experience concerning the border issue 
exists at the UN and among diplomats in the region 

future envoy would be well advised to tap into it. 


Needed: Fresh Ideas 

5. (C) Amb. Ennifar told the Charge that any new border envoy 
must come with new ideas. An increased focus on economic 
issues was one of the most promising fresh approaches 

said. For example 

for Ethiopia and gaining new maritime commercial options 
would be appealing to the landlocked country. Haireche 
remarked that Ethiopia seemed to be building up the 
importance of Badme as a bargaining chip 
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cede it eventually in return for internationally guaranteed 
access to the Eritrean port of Asaab. Ennifar recalled that 

in response to a bellicose Eritrean speech the week before 
Ethiopian FM Seyoum had offered a fairly measured response 
that focused on economic issues. 


6. (C) He also reported that PM Meles had told a group of 
Eritrean opposition leaders recently that he would be willing 

to give up heavily-disputed Badme if it would ensure border 
demarcation and sustainable peace. Haireche added that 
although some Ethiopian veterans opposed turning Badme over 
to Eritrea after so much blood was spilled to recapture it 
veterans groups were not very well organized and did not 
appear to represent a real constraint on the PM\'s 

flexibility. On the other hand 

opposition parties still officially opposed Eritrean 
independence and were little inclined to compromise on the 
border. For this reason 

to sell whatever deal emerged to his domestic audience. Amb. 
Ennifar suggested that contact with the Secretary of State at 
the right time 

Berhanu Nega 

opposition party 

opposition would not try to roll back Eritrean independence 

as such 


Is Timing Right for a Solution? 


7. (C) Unlike his boss Joseph Legwaila (see ref C) 

wondered whether both sides were hurting badly enough to take 
difficult measures to break the stalemate. He recalled that 

prior to the recent extension of the UNMEE mandate 

officials in New York had considered cutting UNMEE back 
severely in an effort to create incentives for the two 

countries to move forward 

reluctant to take such a step now. 


8. (C) Both Ennifar and Haireche agreed that the Ethiopian 
government would not be prepared to move ahead on the border 
issue until it felt that it had its internal political 

situation under control. Ennifar 

confidence that the election dispute that has bedeviled PM 
Meles for several months would soon be over. 


Will Eritrea Strike While Meles is Weak? 


9. (C) Both Ennifar and Haireche agreed that if Ethiopia Vs 
internal political situation worsened substantially 
chances of an Eritrean attack would grow. UNMEE\'s political 
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advisor said that Eritrea had the military capacity to strike 
quickly and seize key points 

hold them against an Ethiopian counterattack. IsaiasV 
strategy 

then work for immediate international community intervention 
to freeze the new status quo 

findings of the UN\'s Ethiopia/Eritrea Boundary Commission. 


10. (C) PM Meles for his part seems not to be worried. He 
told the Charge and AF DAS Yamamoto (Ref A) that \"Isaias 
doesn't want to die.\" He also does not see any drawn out 
political violence. Chief of Staff General Samora told 
Charge and DAO (septel) that the \"tripwire\" for an Eritrean 
military attack would be the removal of UNMEE. Samora 
considered such an attack unlikely 

Eritrea (like Ethiopia) had a good harvest; Eritrean sorties 
are in the field not on the front lines 


Probing for U.S. Intentions 


10. (C) Haireche indicated that some of his contacts 
including those in both governments 

where the U.S. stood on the border issue now. He asked 
whether the State and Defense Departments had the same view 
on how to handle the problem. He speculated that DoD had a 
different agenda than State and other agencies in Eritrea 
where it had strategic interests the took precedence over 
other concerns. Haireche also remarked the Ethiopian 
Government blamed State officials for short-circuiting the 
GOE\'s five point peace plan in late 2004 and continued to be 
wary of their involvement on the border issue. 
HUDDLESTON 
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1. THE PUBLIC AFFAIRS SECTION IN BAGHDAD NOMINATES MR. 
KASAM E. KASAM FOR SUBJECT PROGRAM. 


2. MR. KASAM HAS RECEIVED COUNTRY TEAM APPROVAL FOR HIS 
PARTICIPATION IN THE PROGRAM. 


3. FULL BIOGRAPHIC INFORMATION FOLLOWS: 

START FIXED-FORMAT TEXT (PLEASE DO NOT EDIT): 

: THE FOLLOWING DATA IS IN A FIXED FORMAT THAT ENABLES 

: AUTOMATED PROCESSING IN WASHINGTON AND SHOULD NOT BE 
: EDITED EXCEPT BY MEANS OF THE POST-EVDB SOFTWARE. 
EXPORT-SOURCE: POST-EVDB 

VERSION: 3.0.7 
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POST-EMAIL: ALDADAWM@STATE.GOV 
TRANSMITTING-POST: PAS AMMAN 
TRANSMITTING-POST-ID: 2887 
EXPORT-TYPE: BIO DATA 

START NOMINATION: 

ECA-OFFICE: E/VP 
PROG-AGENCY-NAME: 

POST-PROJ-ID: 277 

ECA-PROJ-NO: E/VP-2006-0008 
PROJ-NAME: U.S. JUDICIAL SYSTEM- IRAQ 
START MEMO PROJ-DESC: 


END MEMO PROJ-DESC: 
PROJ-TYPE: MULTI-REGIONAL 
PROG-TYPE: IV GROUP PROJECTS 
FY: 2006 

DEPART-POST: 01/10/2006 
SESSION-DATE: 01/12/2006 
RETURN-POST: 02/03/2006 
NO-OF-PART: 1 

RANK-ORDER: 0 

START MEMO POST-OBJ: 


END MEMO POST-OBJ: 
START MEMO POST-RCMD: 


END MEMO POST-RCMD: 
ECA-OFFICE-ID: 1027 
PROG-AGENCY-ID: 
PROJ-TYPE-ID: MRP 
PROG-TYPE-ID: 31 
NOMINATING-POST-ID: 2887 
FUNDING-CNTRY-ID: 
STATUS: N 
ORIGINATOR: U 
SUBJ-DISC: JUDICIAL SYSTEM 
START BIO: 

PREFIX: MR. 

F-NAME: KASAM 
M-NAME: E. 

L-NAME: KASAM 

SUFFIX: 
POSITION-CODE: 117 
PRINCIPAL: YES 
GENDER: M 

DOB: 09/10/1964 
MAR-STAT: M 
BIRTH-CITY: BAGHDAD 
BIRTH-CNTRY: IRAQ 
CITIZ-CNTRY: IRAQ 
RES-CNTRY: IRAQ 
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START MEMO POSITION: 

CIVIL COURT JUDGE 

END MEMO POSITION: 

START MEMO OTHER-POSITIONS: 


END MEMO OTHER-POSITIONS: 
START MEMO PREV-POSITIONS: 
PRESIDENT OF NINEWAH PROVINCE BAR ASSOCIATION 
END MEMO PREV-POSITIONS: 
START MEMO US-TRAVEL: 
NONE 

END MEMO US-TRAVEL: 

START MEMO OTHER-TRAVEL: 
NONE 

END MEMO OTHER-TRAVEL: 
START MEMO EDUCATION: 
MASTER\'S DEGREE IN LAW 
UNIVERSITY 

MUSTAKBL SECONDARY MOSUL 


END MEMO EDUCATION: 
START MEMO MEMBERSHIPS: 
NONE 

END MEMO MEMBERSHIPS: 
START MEMO PUBLICATIONS: 
NONE 

END MEMO PUBLICATIONS: 
START MEMO SPEC-CONSID: 
ISLAMIC DIET 

END MEMO SPEC-CONSID: 
FIRST-LANG: ARABIC 
ENGL-READ: 5 

ENGL-SPEAK: 5 

ENGL-COMP: 5 

START MEMO NOM-POST-OBJ: 


END MEMO NOM-POST-OBJ: 
START MEMO NOM-POST-RCMD: 


END MEMO NOM-POST-RCMD: 
START MEMO VIS-OBJ: 


END MEMO VIS-OBJ: 
START MEMO VIS-REC: 
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END MEMO VIS-REC: 

NOMINATING-OFFICER: LYNN Y. BRUCKELMEYER 

START MEMO NOMINATING-JUSTIFICATION: 

JUDGE KASAM HAS BEEN OF GREAT ASSISTANCE TO TASK FORCE 
FREEDOM IN NORTHWEST IRAQ; HE HAS HELPED COALITION FORCES 
UNDERSTAND AND NAVIGATE IRAQVS JUDICIAL SECTOR; HE WORKS IN 
TAL AFER 

KASAM IS PRO-COALITION AND HAS POLITICAL ASPIRATIONS 
MAKE HIM A GOOD CANDIDATE FOR AN IVP; HE HAS FLUENT ENGLISH 
AND HAS GIVEN INTERVIEWS IN ENGLISH ON THE POLITICS OF IRAQ; 
HE WOULD BE THE PERFECT CANDIDATE FOR THE PROGRAM ON THE 
U.S. JUDICIAL SYSTEM. 

END MEMO NOMINATING-JUSTIFICATION: 

NOM-OFF: REO POLITICAL OFFICER 

SPEAKER: NO 

NOTIFY-EMB: YES 

MEDIA: NO 

HOME-STAY: NO 

HOME-HOSP: YES 

E-I-TYPE: 

NOMINEE-ID: 628 

PERSON-ID: 626 

BIRTH-CNTRY-ID: IZ 

CITIZ-CNTRY-ID: IZ 

RES-CNTRY-ID: IZ 

FIRST-LANG-ID: AR 

E-I-TYPE-ID: 

NOM-POST-ID: 2887 

NOM-FUNDING-CNTRY-ID: 0 

NOM-STATUS: N 

DS2019-ACTION: 1 

DS2019-SUBJECT: 22.0101 

SPONS-FUNDS: 8000 

SPONS-AGENCY1: 

USGOVT-AGENCY1: 

US-AGENCY-AMT1: 0 

USGOVT-AGENCY2: 

US-AGENCY-AMT2: 0 

INTL-ORG1: 

INTL-ORG-AMOUNT1:0 

INTL-ORG2: 

INTL-ORG-AMOUNT2: 0 

VIS-GOVT-AMT: 0 

COMMISSION: 0 

OTHER-AMOUNT: 0 

VIS-AMOUNT: 0 

VIS-CAT: 5 

END BIO: 

END NOMINATION: 

END FIXED-FORMAT TEXT: 

4. PLEASE ADVISE ACCEPTANCE. 
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the only interlocutor who expressed plans for expansion and 
improvements. His school 

hours 

their chances of getting a coveted spot in one of the few 
prestigious Burmese universities. 


Comment: Adapt 

4. (C) Although almost every businessman we met reported 
difficulties and declining profits during the past year 

all planned to continue their work. They are sticking to 

what they know 

Though frustrated by the difficult environment 

whom we spoke expressed the belief that business 
representatives had a role in making changes. Adapting and 
adjusting to changing GOB regulations and practices 
concentrate on surviving and providing for their families and 
employees. Their focus is on the present 

extend only to the near term. End comment. 

Villarosa 
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rallies 

(which the October 14 demonstration did not have). While 
Malacanang\'s desire to keep rallies within limits is 
understandable (many in the public see the constant stream of 
protests as an annoyance) 

points by making it seem that it is the victim of hard-line 
tactics. End Summary. 


2. (U) The October 14 dispersal of a small rally near 
Malacanang has sparked a heated debate over the ArroyoVs 
administrationVs tactics vis-a-vis Opposition activities. 
Members of the Philippine National Police (PNP) using water 
cannons dispersed the small anti-government rally at the 
Mendiola Bridge 

in the vicinity of Malacanang Palace in Manila. 

Approximately 500-600 participants had converged earlier on 
Plaza Miranda (another well-known protest site) to denounce 
President Arroyo and demand her resignation. Key figures at 
the rally included former vice president Teofisto Guingona 
Senator Jamby A.S. Madrigal 

Representatives Satur Ocampo and Rissa Hontiveros Baraquiel 
and TV personality Oscar Orbos. They were joined by 
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left-leaning Catholic Bishops Julio Labayen 

Deogracias Iniguez 

from the \"pro-poor 

Economiya (\"Movement for a Nationalist Economy) group. The 
controversial incident took place when rally participants 

tried the obligatory \"march on Malacanang.\" 


3. (U) When questioned about the incident 

that the group of protesters tried to break through a police 
cordon to march on the Mendiola Bridge 

recently been designated as a \"no-protest\" zone by municipal 
authorities (due to its accessibility to Malacanang). After 
heated verbal exchanges and minor scuffles 

had to disperse the group with high pressure water cannons 
and ordinary fire hoses. Defending its tactics 

noted that no serious injuries were reported and no arrests 
were made. (Note: The PNP announced on October 18 
that it planned to file charges against Guingona 

and Orbos for violating the Public Assembly Act 

prohibits holding a rally without a permit. End Note.) 


4. (U) The Opposition and many in the media have criticized 
the police reaction to the rally 

water cannons was not appropriate and that the crowd should 
have been allowed to march. Newspapers and telecasts 
example 

participants and minor scuffles. Press commentators 
pro-Arroyo and Opposition-leaning newspapers 

PNP\'s actions 

demonstrations (see below). At an Opposition press 
conference held October 16 

police action as \"a violent\" curtailment of the right to 
freedom of expression and peaceful assembly and -- citing the 
fact that several in the clergy had been effected -- said it 

was a matter of \"disrespect\" to faith and religion. They 
disclosed their plan to file administrative and criminal 

charges against the PNP. They also threatened to bring their 
case to the UN Commission on Human Rights (UNCHR) 

that the incident amounted to \"a clear violation of human 
rights.\" 


5. (SBU) Malacanang and the police also took some flak from 
an influential source: Archbishop Angel Lagdameo 

slated to succeed Archbishop Fernando Capalla as head of the 
Catholic Bishop\'s Conference of the Philippines (CBCP) on 
December 1 

objectionable.\" Lagdameo\'s comments were noteworthy to the 
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extent that he is an influential prelate and generally 
considered apolitical. Capalla (who is generally considered 
to be close to the Administration) was quoted from Rome as 
stating that the whole matter was not a CBCP affair. 


6. (U) Malacanang -- while not endorsing the specific police 
tactics used on October 14 -- has defended its \"Calibrated 
Preemptive Response\" policy 

\"CPR 

announced on September 21. It basically requires that 
municipalities enforce strictly the requirements that 

protests be staged only in designated areas and with 
government permits. Police may use \"reasonable force\" to 
disperse any unauthorized rallies 

End Note.) Malacanang officials said that CPR is necessary 
to protect the public from Opposition attempts \"to turn the 
streets to chaos\" via \"uncontrolled\" rallies and marches 
Officials added that the October 14 incident -- while 
\"unfortunate\" -- had not change its mind about forcefully 
dealing with \"unpermitted\" rallies. For its part 

Arturo Lomibao said his organization took responsibility for 
the incident 

commander on the scene to use high pressure water to break up 
the rally. An internal PNP investigation of the incident 
cleared all officers involved 

justified. 


7. (C) Malacanang\'s desire to keep rallies within limits is 
understandable -- many of the Opposition\'s public events in 
recent months have disrupted traffic and impacted negatively 
on business activities. For example 

of Makati where the mayor is pro-Opposition 

a string of rallies in recent months that have tied up 

commuter traffic for hours. Despite the annoyance that 

rallies cause 

points with the public by making it seem that it is the 

victim of hard-line tactics -- a view that the media has 

generally been sympathetic to. Malacanang has also been seen 
as coming on too strong thanks to recent comments by some GRP 
officials to the effect that plans to impose \"emergency rule\" 

are being studied 

A). 
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Visit Embassy Manila\'s Classified SIPRNET website: 
http://www.state.sgov.gov/p/eap/manila/index. cfm 


You can also access this site through the State DepartmentVs 
Classified SIPRNET website: 
http://www.state.sgov.gov/ 


JONES 
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price to the Dominican Republic 

diplomatic partners. Ko said that Dominican Republic 
President Fernandez is close to Chavez 

using the cheap oil to pressure Santo Domingo\'s ties to 
Taipei. Ko also noted that Chavez is funding leftist 
political parties in Bolivia. 


4. (C) Comment: We do not know how original or valid these 
observations are. For its part 

America and the Caribbean to be its most important diplomatic 
region and actively monitors any political movements or 
activities (such as by Venezuela and Cuba) that could 
jeopardize its diplomatic relationships and give the PRC the 
advantage. While Taiwan does have an agenda in Central 
America and is seeking closer ties with the USG 

well positioned to glean information that is of interest to 
Washington. AIT will continue to discuss such topics with 
Taipei and report any information that is provided during 
subsequent meetings with Taiwan officials though it is 
impossible for AIT to assess their accuracy. End comment. 
PAAL 
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Strengthening the Effectiveness of the Special Procedures of 
the Commission on Human Rights.\" The seminar was divided 
into four sections 

Special Procedures 

representatives 

Each of the four sections opened with a statement by a member 
state 

inflammatory statement from the Cuban delegation 
unfortunate fact that the OHCHR secretariat appointed Sudan 
to present the opening statement 

largely collegial and cooperative. End Summary. 


2. There was general consensus among most speakers that the 
Special Procedures (SP) system is a vital function of the CHR 
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and must be maintained and enhanced in the new Human Rights 
Council. Few delegations addressed in any detail the need to 
rationalize and streamline the SPs. The opening statement 
from Sudan called for universal CHR membership and demanded 
that SP mandate-holders focus on human rights violations by 
armed groups. Russia opposed formal Human Rights Council 
(HRC) membership criteria 

be a violation of the V'sovereign equality" foreseen in the UN 
Charter. Amnesty International argued that the urgent action 
capability of the SPs would be of critical importance 

pre- and post-human rights violations. Amnesty noted that it 
would be a double standard for any country to criticize 

others cooperation with SPs 

itself. Singapore noted that any change of the SPs under the 
new Council would be superficial unless the question of 
expanding mandates were addressed. China 

the SPs are the V'eyes and ears V" of the CHR 

this seminar was informal only 

authority to make final decisions. It also demanded that all 
mandates be created by consensus 

possible 

members. The Chinese representative said he had been told by 
one mandate-holder that V'if states are happy 

doing my job 

Special Rapporteur 

promotion and protection of human rights. Philip Alston 
chairman of the new Special Procedures Coordination 
Committee 

agreed to update its Best Practices manual and release it 
publicly. Alston called for the OHCHR website to be used 
more extensively 

drafts of the reports of Special Rapporteurs. Alston 

believes that states that cooperate with SPs are effectively 
victimized 

public response 

consequences. 


3. This discussion highlighted the coordination or lack 

thereof between Special Procedures and the role and functions 
of the new Coordination Committee. Of keenest interest was 
the question of SP-state cooperation 

country visits by SPs 

restrained use of the media by Special Rapporteurs. Many 
states also argued that draft SP reports must be no longer 
than 20 pages or so 

recommendations 

would be submitted to the state in question early enough to 
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allow a formal reply from the state 

incorporated into the final report. Lively debate focused 
around the importance of states issuing standing invitations 
for mandate-holders to visit. The UK 

president 

states as a venue for further discussions. The EU suggested 
that an updated manual of best practices and standard 
operating procedures would heighten the efficiency of special 
procedures. Australia argued that the agreement to increase 
the regular budget of OHCHR should include a funding increase 
for mandate holders and their staffs. Australia thought the 
establishment of an advisory panel on special procedures 
could be potentially useful. Russia said that country visits 
were V'the most important working method 

must not be imposed upon reluctant countries. 


4. This session debated ways to strengthen follow-up to 
mandate-holdersY activities. There was general agreement 
with the idea that the method of presenting a 
mandate-holder\'s findings influences follow-up 

were differing views as to whether a given state was largely 
responsible for follow-up 

after-action. Amnesty International argued that 
communications should remain pending until a mandate-holder 
decides that a government has answered satisfactorily. A 
smaller NGO argued that the implementation of recommendations 
was the exclusive responsibility of states. The EU position 
called for all states to submit information on their 
implementation of recommendations made to them. Costa Rica 
argued for the publication of statistics on implementation by 
states of a reports recommendations. Cuba\'s intervention 
drew a distinction between the two categories of SP: 

thematic ones 

country-specific ones 

the source of the politicization of the CHR. By Cuba\'s 

lights 

country. Russia highlighted that a SP recommendation is just 
that 

adherence will solve all problems noted. Jean Ziegler 

Special Rapporteur on the Right to Food 

intervention to attack the World Bank and IMF for their 
Vdecision to privatize water 

people's survival 

to see me.\" 


Cooperation With and Support From the OHCHR 
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Agencies 


5. The final session of the Special Procedures seminar 
discussed SP cooperation with the UN and other institutions. 
The discussion focused on the necessity that experts have 
subject area expertise and impartiality 

trained 

utility of SP interviews in determining refugee status 

the overlap between aspects of UNHCR\'s work in refugee 
protection and some aspects of SPs. The EU called for 
increased cooperation between the SPs and the human rights 
treaty monitoring bodies. The EU also called on all states 

to protect those cooperating with SPs from negative 
repercussions. 


6. PolCouns gave a statement during the final session in her 
capacity as delegation head. Text follows below. 


Thank you 


| wish to confirm my government's strong support for the 
Special Procedures. We see the reform process currently 
underway in the United Nations and the decision to establish 
a Human Rights Council as opportunities to review the 
existing mechanisms 

Procedures a more effective tool in the promotion and 
protection of human rights. 


In this regard 

review of all existing mandates would be appropriate to 
determine their continued validity and applicability to 

current situations. Such a review would allow the new Human 
Rights Council to maintain the best of the valuable work of 
the Special Procedures. It should also eliminate duplication 
by consolidating work under the most appropriate mandate 
holder. This would lessen the demand for scarce resources 
from OHCHR. 


My government believes that it is necessary to assure that 
adequate resources 

staff 

Special Procedures. We encourage states to consider 
seriously the resource implications of creating new mandates 
or of continuing existing mandates. 
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The United States encourages adherence to clear criteria for 
the selection of mandate holders 

Emphasis should be placed on professional expertise and 
experience 

no conflict of interest between a candidate\'s responsibility 

as a mandate holder and his or her professional commitments. 
Nominees must not hold government positions. We support the 
recommendation that mandate holders be limited to six-year 
terms. 


The United States also welcomes and supports the numerous 
calls made during this session for enhancing the work of the 
Special Procedures through the formulation of Standard 
Operating Procedures and Best Practices. Among the many 
elements to be included in such a document should be minimum 
general criteria for allegations to be considered by a 

mandate holder. The criteria should include exhaustion of 
reasonable domestic remedies and a reasonable amount of 
documentary evidence. 


A number of delegations have highlighted the importance of 
communications between mandate holders and states. In order 
to enhance the value of such communications 
communications should be forwarded only with the mandate 
holders\' explicit knowledge and approval. Letters should 
include a reasonable deadline 

response to a standard communication and less time as 
appropriate for urgent appeals. They should also include as 
much information as possible. Mandate holders should 
coordinate their communications 

where possible 


To maintain their value 

should be concise 

of the relevant procedure. They should also be made 

available to the concerned states before being made public. 
Comments or replies from the concerned states should be noted 
and accurately summarized. 


| would like to address one final issue that has been raised 
during these discussions -- the creation of an Advisory 

Panel. The United States believes that the review of the 
current system 

Best Practices 

the procedures would obviate the need for such a Panel. We 
are also concerned that the creation of an additional body 
would add another layer of bureaucracy to the process and 
further burden OHCHRVs resources. 


Thank you 
Moley 
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2. (SBU) We have met with the GOAM a number of times on this 
issue 

27 (ref C) and with the Deputy Minister of Agriculture on 
October 13 (septel). We received a copy of the GOAM National 
Preparedness Plan to respond to any potential outbreak of 
avian flu on October 18. The document is focused on the 
public health response to a possible human outbreak and does 
not sufficiently address the possibility of an outbreak among 
either wild bird populations or domesticated poultry. USAID 
and USDA are in contact with their respective headquarters to 
learn what resources may be available to support the GOAM 
preparedness effort. USAID is also considering how to 
integrate avian flu prevention into its current programming. 

In the coming days 

Health and Agriculture to stress the urgency of the situation 

and encourage them to share information with each other 
World Health Organization 


3. (SBU) Comment: While we find that Adamyan\'s 
unsubstantiated assertion lacks credibility 

it could serve as a wake-up call for the GOAM. With 
confirmed H5N1 findings in the region 

effective plan to confront this problem. 

EVANS 
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parliament\" yet again. End Summary 


2. (U) With polling for the first phase of the State 

elections set to begin on October 18 

ended their campaigning on October 16 in Bihar 
constituencies. Four (out of the total 61) constituencies in 
Naxalite-hit Gaya district were excluded from the first phase 
for security reasons. Polling in these constituencies will 
now take place on October 21. 


3. (U) Bihar has always experienced violence during 

elections and recent campaigning was marred by the October 6 
attack on former Union Minister and BJP leader Ravi Shankar 
Prasad while addressing a rally. One person was also 

arrested at a Lalu Prasad rally for carrying a revolver. 

Bihar Chief Secretary GS Kang assigned around 90 
Para-Military Forces 
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home guards to provide security 

choppers patrolled the skies to ward off any threat from 
Naxalites 

villagers that they faced severe consequences if they went to 
the polls. The states Chief Electoral Officer NK Sinha also 
specified that the Election Commission would not allow voting 
in booths without adequate security. 


4. (U) There are over 12 million eligible voters in the 
State and 13 

told media that more than 140 

the past three months in a special drive launched at the 
behest of the Chief Election Commission. The police also 
seized over 3 

factories. 


5. (U) Just as in the February 2005 elections 

less unified than the opposition NDA. However 

there will be a three-way split 

Lok Janashakti Party (LJP) has left the UPA and set up its 
own electoral coalition. That means that this yearVs 
election will be a triangular contest between the NDA (BJP 
and JD(U)) 

NCP) and the LJP coalition (LUP 

6. (U) The first phase is most crucial for the RJD 

must demonstrate that it has sufficient momentum to win a 
clear victory and form the government. It must do better 
than it did in the February parliamentary elections 

the results were: 

-RJD 23 

-JD (U) 12 

-BUP 4 

-LJP 9 

-CPI-ML 4 

-Samajwadi Party 1 

-Congress 1 


-independents 3 


7. (U) The last Assembly election was a very close contest 
between the RUD and the NDA in terms of votes polled. 


-RJD 75 seats (25.07 per cent) 
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-NDA 92 seats ( 25.52 per cent) 


-JD (U) 55 seats (14.55 per cent) 
-BJP 37 seats (10.97 per cent) 


-LJP 29 seats (12 per cent) 

-Congress 10 seats (5 per cent) 

-NCP 3 seats ( 0.98 per cent) 

-CPI-ML 7 seats (2.49 per cent) 

-CPI 3 seats (1.58 per cent) 

-CPI-M 1 seat (0.64 per cent) 

-Samajwadi Party 4 seats (2.69 per cent) 
-BSP 2 seats (4.41 per cent) 

-and independents 17 seats (16.16 per cent. 


9. (SBU) Comment. Lalu 

weaker going into this election compared to February. 

Paswan 

more of an impact on the RJD than the NDA in that he may have 
split the crucial Muslim vote. In addition 

given its alliance with the BJP 

Muslim votes as well. Finally 

resentment after its 14 years of misrule 

once-enthusiastic constituents within the Muslim and backward 
caste communities to openly express a desire for change. One 
of the three contesting coalitions must score a decisive 

victory to form a stable government. With such a close 
three-way contest 

face yet another V'hung assembly\" and growing instability. 
BLAKE 
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compares to humans." 


3. A 2004 Ministry of Social Affairs and Labor decree forbids 
the employment of children younger than 18 years of age and 
less than 45 kgs (99 lbs) as camel jockeys. Although there is 
no evidence of trafficked underage camel jockeys in Kuwait 
the GOK is expected to introduce a ban on the practice 
would criminalize any violation 

during the current legislative session 

17. 
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Visit Embassy Kuwait\'s Classified Website: 
http://www.state.sgov.gov/p/nea/kuwait/ 


You can also access this site through the 
State DepartmentVs Classified SIPRNET website 
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eligibility threshold for electricity consumption to 200 
kwh/month. However 

those consuming more than 1 

absorb higher electricity rates (roughly 75 
centavos/kwh) 

(by roughly 85 centavos/kwh). (Note: Investors here 
continue to air concerns about high power rates in the 
Philippines as a competitiveness issue. The country 
currently has the second highest average electricity rate 
among ASEAN member countries 


10. (SBU) While President Arroyo\'s supporters have by 
and large supported implementation of the EVAT law 
Opposition has consistently criticized it in the harshest 
terms. The opposition swiftly condemned the Supreme 
CourtVs October 18 decision to lift the temporary 
restraining order and promised a \"national day of 
protest\" in response. Representative Crispin Beltran of 
leftist Anakpawis party called the tax \"blood money 
leftist Bayan Muna Representative Teodoro Casino warned 
that the CourtVs decision would V'worsen the political 
situation." Catholic Church Archbishop Oscar V. Cruz 
cleric who leans toward the Opposition 

that the decision would fuel unrest and increase 
opposition to the Arroyo administration. The Opposition 
is certain to take this issue to the streets and use it 

as a rallying point to sustain its efforts -- reflected 

in its almost daily street protests 

quite small -- to oust President Arroyo. 


11. (SBU) The Government has gone on road shows over 
the past few months to promote a better understanding of 
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the amended EVAT law. The business sector 

market players 

the measure as a bitter fiscal pill that will benefit the 
economy over the longer-term. Ordinary 

citizens seem resigned although not necessarily accepting 
of the measure 

corruption 

The opposition can be expected to hammer on these 
weaknesses to continue to embarrass and discredit 
President Macapagal-Arroyo. Given the fractious 
political climate and the likelihood of more intense 
public scrutiny 

will be to concretely demonstrate that the short-term 
pains will indeed redound to longer-term gains. Jones 
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activities that officials believe foster ethnic minority 
separatism. 


5. (SBU) Toi said that the UWMCV enjoys a cordial working 
relationship with the Ministry of Public Security 

periodically meet with him and his colleagues. He complained that 
the same could not be said for officials from the Danang Committee 
for Religious Affairs (CRA) 

his primary intermediary. Danang CRA officials reportedly refused 
to meet officially with the UWMCV 

legal status 


6. (SBU) Despite the lack of official contact with the CRA 

April 2005 the UWMCV had submitted an application to Hanoi for 
registration to legalize operations under Vietnam\'s legal 
framework on religion. A representative of the central-level CRA 
subsequently called to confirm receipt and to assure Toi that the 
application would be approved \"soon.\" (According to the legal 
framework 

UWMCV must apply for registration with the central level CRA.) 
Although law mandates a decision within 60 days of application 
Toi has not received a reply. However 

Toi said he was contacted by Danang officials who requested Toi to 
submit one more form 

and promised that the church would be legalized \"very 


The SECV in Central Vietnam 


7. (SBU) Ma Phuc Hiep 

Church of Vietnam (SECV) in Danang 

conditions for the SECV continued to improve in Danang and Thua 
Thien Hue provinces since our last meeting with him in June (ref 
B). Cooperation with local officials 

positive and ongoing. For example 
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allowed the SECV to hold a large religious retreat that drew 
participants from neighboring provinces. 


8. (SBU) Separately 

and Doan Xuan Phat of the Executive Board of the Quang Nam SECV 
also confirmed that conditions had improved markedly for its 

15 

promulgated. Although the SECV in Quang Nam is overwhelmingly -- 

95 percent -- majority Kinh Vietnamese 

Tu worshipers now can gather freely at a single meeting point. 

The Quang Nam CRA also facilitated the appointment of seven pastor- 
designates to a training course in Danang. The SECV still 

encounters periodic problems at the village level 

officials are poorly informed and turnover high. However 

problems get fixed at the district and provincial levels 

Vwhen Quang Nam gets a law 

Tin told us. 


9. (SBU) Pastor Tin also said that he has oversight responsibility 
for the SECVVs 5 

He had traveled there in September with the HCMC-based National 
General Secretary Le Van Thien to investigate August incidents 
involving allegations of church burning and forced renunciation 
involving an SECV church serving ethnic minority Hre adherents 
(Ref C). Tin said that 

level 

SECV voluntary preacher that also served as the house church for 
the SECV congregation. Tin was unsure as to whether local 
officials were formally reprimanded 

with the provinceVs response to the problem. He said that the 
incident stemmed from tension within the Hre community between the 
converted who sought to evangelize those who maintained their 
traditional beliefs. 


10. (SBU) In a separate meeting October 7 

of the Quang Nam CRA 

implementing positively the new legal framework on religion. The 
province is ready to approve new churches and congregations to add 
to the 22 the SECV already operates in the province 

The province also is considering how to compensate the SECV for 
the single property that the GVN expropriated prior to 1975. 

Quang Nam also is applying the Prime Minister's February 2005 
\"Instruction on Protestantism 

to facilitate and normalize the operations of house churches. In 

this context 

affiliated with Pastor Toi\'s UWMCV to operate unimpeded. The 
Quang Nam CRA also will welcome UWMCV efforts to register under 
the new legal framework 

ready to contact us.\" 


11. (SBU) Comment: The SECV\'s ability to work directly with 
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provincial governments throughout the region to resolve problems 
to its satisfaction -- including in Quang Ngai -- is a new and 
welcome development. Although the reluctance of local Danang and 
Quang Nam CRA officials to reach out to or meet officially with 
house church leaders is disappointing 

officiousness of CRA bureaucrats throughout southern Vietnam. 
More importantly 

successfully throughout VietnamVs Central Highlands and Central 
Coast 

local and central-level officials are considering the UWMCVVs 
application to normalize its activities under VietnamVs legal 
framework on religion. Toi told us that he would respond 
immediately to the Danang CRAVs October 7 request for additional 
information on his church related to his petition. Accordingly 

the Central-level CRA should reply to Toi with a written decision 

no later than mid-December. End Comment. 


WINNICK 


6. (C) This attack will confirm suspicions within the GOI 
from NSA Narayanan on down 

notwithstanding -- nothing has changed on the ground 
regarding cross-border terrorism (Refs A-E). The PM should 
be able to keep Indo-Pak rapprochement on track 

goodwill generated by anecdotal cross-border cooperation in 
the aftermath of the quake greatly erodes with each terrorist 
incident. 


Comment: Swift and Strong Condemnation 


7. (U) This attack is particularly heinous given the 

enormity of ongoing earthquake relief and reconstruction 

efforts on both sides of the LoC. Post recommends Department 
strongly condemn this attack 

suggested press guidance: 


Begin suggested press guidance: 


VWe strongly condemn the October 18 terrorist attack in 
Srinagar and extend our deepest condolences to the families 
of the victims. No attack on unarmed civilians is justified. 
This attack was particularly reprehensible 

magnitude of human suffering caused by the October 8 
earthquake and the massive relief and reconstruction efforts 
that remain. We support Indian counter-terrorism efforts to 
protect its citizens 

Jammu and Kashmir.\" 
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End suggested press guidance. 
BLAKE 
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expressed that a solution would be found. 9653.1 said that the 
intention of the government was not to find a solution. The 

report concluded that the Kurdish issue was a democracy and 
human rights question and Turkey\'s EU accession process was the 
most concrete thing which could be offered. The report expressed 
that the dominant Kurdish politicians rejected PM Erdogan\'s 
desire to solve the issue because the Kurdish politicians 
themselves had no concrete proposals to offer. The ratio of the 
responses and the questions to which the AKP sought answers are 
as follows: 


Q: Is there a Kurdish problem in Turkey? 

A: Yes 9689.4 

Q: What is Turkey\'s primary problem? 

A: Kurdish problem 9659.4; democratization 9620.9; economy % 13.7. 
Q: What kind of a problem is the Kurdish issue? 

A: Ethnic 96 37.9; political % 30.8; democratic % 12.4; cultural 

96 6; separatist % 6; economic 96 3.2. 

Q: Is there a solution to the Kurdish problem through PM 
Erdogan\'s approach? 

A: No 9652.5; yes % 30.7; have no ideas 9616.4 

Q: Is AKP sincere in the Kurdish issue? 

A: No 96 53.1; yes % 29.7. 

Q: Are AKP\'s policies [concerning the Kurdish issue] different? 
A: Yes 96 37.1; no % 28.5. 

Q: What would you say about PM ErdoganVs meeting with 
intelligentsia ? 

A: An effort to delude 9630.1; an indication that he wants to 

solve this issue % 23.3; a turning point in Turkey\'s political 

life 9611.9. 

Q: What would you say about PM Erdogan\'s visit to Diyarbakir? 
A: A positive development 96 33.1; a normal situation % 21.3; 
hypocrisy 9613.1; a delayed visit 96 7.7. 

Q: How do you evaluate PM Erdogan\'s \"We solve this issue with 
Kurds whose hands аге not dredged in blood" approach? 

A: An expression of his desire to solve the problem 9637.6; a 
desire to shift the issue to other areas % 26.1; pretending not 

to see the problem % 12.9 

Q: How can the Kurdish problem be solved? 

A: Kurdish must be let free and the ethnic identity must be 
recognized 96 32; tolerance and reconciliation must be 
established in the society and clashes must be prevented % 12.3; 
an amnesty must be declared 96 10.2; Ocalan must be freed 96 5.5; 
[the government] must sit at a table with DEHAP [for 
negotiations] % 1.9. 

Q: To which party would you cast your vote if elections were to 
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be held today? 

A: To DEHAP % 40.6; to AKP 96 36.3; to CHP % 2.6. 

Q: Would you give your vote to AKP if it solved the Kurdish 

issue? 

A: No 96 50.2; yes % 36.3. 

Q: Which of the parties that have come to power has been most 
successful? 

A: AKP 96 33.6; the ANAP in the late OzalVs era 96 20.4; none % 38. 


RADIKAL: As a result of the fight that broke out in the Solhan 
township of Bingol province 

night and 13 others 

The fight is attributed to the hostilities that arouse between 
the rival families during the March 2003 local elections. 


GUNDEM: The Van HRA (Human Rights Association) 
oppressed PeoplesV Association) 

(Immigrants\' Association) submitted reports concerning 
violations of rights in the region to the European ParliamentVs 
Sub-committee for Human Rights. The reports drew attention to 
ongoing clashes and operations in the region and said that 
villagers refused to return to the villages because they were 
exposed to pressure and forced to become village guards 
underlining that the village guards were the main obstacle in 
village return. The HRA report focused on the police arrest of 
85 persons 

during a September 5 

violations at the Van Centennial University. 


ZAMAN: During a skirmish between the GOT forces and PKK 
militants in the Oymakli village of Eruh 

militants were killed. Separately 

pipe-type bombs in Mersin and detained two persons 

one female 


HURRIYET(Cukurova): Based on a tip 

operation in Kilis arrested 5 persons 

national 

to Syria. Police seized assorted weapons and ammunition for 
those weapons in the houses they searched. 
SABAH/EVRENSEL: The V'Sweep Operation" launched by GOT forces 
against PKK militants who have been determined to be in rural 
Tunceli continue.Special teams are being deployed in the rural 
Cirali village 

were wounded. 10 

and F-16 fighters occasionally are flying reconnaissance 
missions to determine PKK militants V hideouts. 


EVRENSEL: The Bingol Chapter of the Human Rights 
Association(HRA) was attacked on July 2 
HRA Chapter in Bingol 


Column 3 

public prosecutor. The Bingol Public Prosecutor rejected 

KizginVs petition and decided that attacking the HRA was not a 

crime because the HRA is defending the separatist organization. 

Mr. Kizgin said that that decision justified any attacks to be 

launched against HRA administrators and members and extended an 
invitation for such attacks. 


EVRENSEL: The Sirnak Governor's office announced that it would 
impose some limitations on the number of trucks passing through 
the Habur Border Gate during the period of October 13-16 
because of Iraq\'s October 15 referendum on its constitution. No 
limitations will be imposed on the tankers and trucks carrying 
goods for the Coalition Forces. 


SAFAK: The Diyarbakir Municipality is going to evacuate and pull 
down approximately 2000 slums surrounding the historic 
Diyarbakir walls. The residents in the slums will be given plots 

of land from Treasury Land on the Diyarbakir-Urfa road. 


ECONOMIC DEVELOPMENTS 


EKSPRES/BOLGE: Adana Governor Cahit Kirac announced that the 
inspections undertaken by the Adana Provincial Agriculture 
Directorate in the places where immigrant birds dwelled 

analysis conducted on 15-20 dead chickens found in a truck 

coming from Balikesir 

public health. 


REID 
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on Health and Consumers protection issues Markos Kyprianou 
and the competent Veterinary Authorities of the EU 

instructed the Prefecture of Chios to forbid 

precautionary reasons 

of poultry and other poultry products from the Prefecture of 
Chios to the other Prefectures of the country 

country-members of the European Union and to third countries. V" 


3. (U) ANA notes that the Greek authorities have informed 
the European Commission of the developments. For its part 
the EC has issued the following statement: \"The samples are 
in the process of being sent for confirmation and virus 
isolation tests to the national reference laboratory in 
Thessaloniki 

sent immediately to the Community Reference Laboratory in 
Weybridge 


Embassy Receives Low Number of AmCit Calls 
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4. (SBU) So far post has received a limited number of calls 
from concerned U.S. citizens. Post is currently drafting a 
warden message along the lines used by Embassy Ankara to be 
released through the warden network and on the Embassy 
website should the Thessaloniki lab confirm the presence of 
H5N1 virus in the dead birds. 


5. (SBU) The Greek media has been fairly restrained in its 
reporting 

television journalists have been painting an apocalyptic 
picture of what this means to Greece 

interviewed on their programs have stressed that people 
should not panic and that the GoG is taking the proper steps 
to examine and contain the outbreak. News reports are also 
saying that demand for flu shots has ballooned. According to 
Kathimerini 

anti-viral medicines off the over-the-counter list as panic 
buying emptied pharmacies of the medicine. 


6. (SBU) The economic effects of the potential outbreak 
could be serious 

beyond. In the near term 

products from the Chios prefecture will be fairly limited in 

its economic impact. Should the dead Turkeys from Oinoussa 
be found to have suffered from the H5N1 virus 

should birds in other parts of Greece be found to have flu 
the impact on the agricultural sector could grow quickly. The 
initial effect on tourism has been to reduce the travel of 
Greeks to other countries hit by avian influenza 

Romania. According to Kathimerini 

Organization has developed action plans to deal with the 
impact of a finding that the flu strain found in Greece is 
dangerous to humans. 


7. (SBU) Although the announcement that avian flu had hit 
Greece has been front page news 
the news is fairly minor. Only a limited number of birds in 
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Greece have been affected to this point. Above and beyond 
that 

possibility of bird-to-human 

transmission of any avian flu in Greece. We believe the 
Greek Government is moving quickly to establish exactly what 
form of virus affected the dead poultry and will act quickly 

to limit its spread within the country. Septel(s) will: 

A. Confirm what type of virus was present in the dead birds; 
B. Report on preparations GoG is taking to deal with any 
outbreak; 

C. Report on Embassy meeting of October 14 to implement 
action steps outlined in reftel. 

Post will also clear any information it will place on its 
website and send to wardens with CA via e-mail. 

RIES 
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board and the council. President Shaikh Ali Salman said the 
new structure ensured decision-making is done collectively 
and not just by the board. An AI Wifaq political committee 
member told us that Al Wifaq will become a smaller 

political organization with more centrist policy positions. 

He affirmed that Al Wifaq will participate in the coming 
parliamentary elections. NDAS President Ibrahim Sharif told 
us his organization had still not taken a decision on the 
elections 

some electoral redistricting to more accurately reflect the 
principle of \"one man one vote." End Summary. 


2. (U) Opposition societies Al Wifaq and the National 
Democratic Action Society voted separately October 6 to 
register with the Ministry of Justice under the provisions of 
BahrainVs political societies law 

in July 2005 (Ref B). In an extraordinary general assembly 
held in the Saar meeting hall 

present at the meeting voted in favor of registration 
landslide of 87 percent. (Note: The 1062 participants 
represent about two-thirds of Al Wifaq\'s traditional total of 
active 

Ali Salman praised the members! willingness to register with 
the government 

deal with any political issues they face. Salman cautioned 
however 

imply an impending decision to participate in the October 
2006 parliamentary elections 

matter.\" 
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3. (U) Members of the National Democratic Action Society 
(NDAS) voted the same day to register with the government by 
a vote of 160 of 242 

voted to change the name of the organization to Al WaVad 
\"The Promise." (Note: The 242 voters is about the same 
number of members that have participated in other society 
activities. NDAS claims about 600 total members 

some 250 are active 


4. (U) Prime Minister Shaikh Khalifa October 15 publicly 
praised the decisions of political societies to register with 
the government. He called for the participation of all 
political societies in the 2006 parliamentary elections. He 
hailed the role of parliament and pledged stronger 
cooperation between the executive and legislative branches. 
Justice Minister Dr. Mohammed Al Sitry also welcomed the 
societies\' decisions to register. He pointed out that the 
law specifically grants societies the right to carry out 
political activities 

the law 

political work in the country 

permitted political societies to operate under the 1989 
societies law 

organizations only. 


5. (U) AI Wifag members also voted October 13 to install a 
new internal structure for the organization. The move 
creates three branches - a president with a board of 
directors appointed by the president; a V'shura 

consultative 

judiciary to mediate and settle disagreements between the 
executive and legislature. A general assembly composed of 
representatives from every village/neighborhood will vote for 
the president and the 50 members of the shura council. The 
judiciary will be composed of appointed members at least 30 
years old who are known to have sound judgment. (Note: 
Judiciary members will not be shariah law scholars.) Both 
the president and the shura council can propose new rules and 
policies and the shura council will vote on them. The 
president can veto a measure passed by the shura 

shura can override the veto by a vote of two-thirds of its 
members. Previously 

of directors and a president selected by the board. 
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6. (U) Salman said publicly that the new structure is the 
framework of a party and will improve the quality of 

political work carried out by the society. It will give more 
power to members 

made collectively and not just by the board. The press 
reported October 16 that Salman nominated himself for the 
position of president. 


7. (C) AI Wifag political committee member Nizar Al Qari 
(protect throughout) told Pol/Econ chief October 15 that the 
organization will be smaller than it has been previously 
when there were some 30 

supporters. (Comment: The membership figures are 
misleading. While technically accurate 

comes as a result of a membership drive in early 2004 in 
support of a petition for constitutional change. As noted 
above 

Smaller numbers will allow the society to be more nimble 
politically. Al Qari said that businessmen Faisal Jawad and 
Nizar Al Baharna are responsible for bringing a core of 
moderate business people into society to develop centrist 
political and economic policies. The focus of Al Wifaqvs 
activities will be on promoting the interests of members and 
the Shia community more broadly from within the system rather 
than from the outside via demonstrations and confrontation. 


8. (C) In response to Pol/Econ chiefs question 

said 

municipal elections." Either Al Wifaq members themselves 
will run for office or the organization will throw its 

support behind candidates with similar policy positions. He 
cited MPs Abdul Nabi Salman and Abdul Hadi Marhoon as being 
politicians Al Wifag would support. Al Wifag is no longer 
insisting on a concession from the King to justify a decision 
to participate. Al Qari said they are ready to engage now. 
ΑΙ Wifaq will seek to create opportunities in the Council of 
Representatives for its constituents and not rely upon 
gestures from the King. 


9. (C) Al Qari emphasized that Al Wifag is trying to \"close 
the gap\" with the royal family to establish confidence and 
credibility 
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not specify). Al Wifaq is studying \"loyal oppositions\" in 
other countries to learn how to work within system from a 
position of opposition. He commented that the credibility 
gap is large 

the loyalty of all Shia in Bahrain 

Bahraini or Iranian origin. Morocco\'s government is a model 
for Al Wifaq 

former exile and convicted torturers formerly with the 
security services have been put in jail. 


10. (C) Al Qari said that former Al Wifaq board members 
Hassan Mushaima and Abdul Jalil Singace 

still have not been accepted by the group 

a Vcivil rights movement\" among Shia 

political society. The Al Wifaq board continues to 

coordinate with Mushaima and Singace. Faisal Jawad told the 
Ambassador October 15 that the board had consulted with 
Mushaima and Singace on the proposed party framework that was 
approved on October 13 

recommendations. However 

longer try to rein in and protect the more extreme elements 

of the Shia community 

Security Agency and police do their job 


11. (C) Al WaVad (former NDAS) President Ibrahim Sharif told 
Pol/Econ chief October 17 that the one-third of the society\'s 
members who voted against registration respect the will of 

the majority and have not indicated any intention of leaving 

the group. The board deliberately left vague some of the 
articles of registration that will be deposited with the 

Ministry of Justice 

membership. He noted that under the political societies law 
members must be 21 years of age or older 

1989 societies law 

its internal regulations 

members be 21 while non-voting members must be at least 18. 
(Note: Justice Minister Al Sitry has hinted publicly that he 
would not object to an arrangement such as that described by 
Sharif.) 


12. (C) Sharif said it was still too early to say whether Al 
Wavad would participate in parliamentary and municipal 
elections in 2006. The October 6 vote was on registration 
only 

within Al WaVad for and against participation. Sharif said 
he hopes the King will address some of the most blatant 
shortcomings in BahrainVs election law; doing so would 
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encourage ΑΙ WaVad to participate. He cited electoral 
district boundaries as the single most problematic provision 
in the election law. While Sharif does not expect the King 
or parliament to draw new boundaries that accurately reflect 
the principle of one man one vote 

redistricting would create the right political environment 

for ΑΙ WaVad and others to participate fully in the elections. 


13. (C) As described Ref A 

political societies on the defensive. Advocates for 
participation from inside Al Wifaq and ΑΙ WaVad 
importantly the leadership of both groups 

requirement to register with the government as an opportunity 
to promote their points of view - successfully 

cases. Al Wifaqvs apparent decisions to moderate its 
policies and participate in parliamentary elections will give 
a huge boost to BahrainVs fledgling democracy and added 
legitimacy to parliament. Al WaVadVs Sharif appears to be 
steering his society in the same direction 

holding out for some government gesture on redistricting. 
Momentum is building for full participation in parliamentary 
elections 


MONROE 
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Siamese." Meanwhile 

numbers of Buddhist monks have suspended activities in the 
deep South 

of the murders. The director of the Buddhist Office in Yala 
said he expects half of the monks in his province to move out 
of the province because of fears they would be targeted for 
future attacks. 


4. (C) These murders follow the September 21 mob murders of 
two Thai Marines who were being held hostage at a Muslim 
village in Narathiwat (reftel). This incident sparked 

widespread public outrage and the attention of the royal 

family. 


ANOTHER \"TRAP\" FOR THE GOVERNMENT 


5. (C) Following the September murders RTG authorities 
vowed a measured response -- despite widespread public calls 
for reprisals. Senior Thai officials told us following the 
September attacks that they were aware that these types of 
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incidents were \"traps\" meant to provoke a harsh response and 
attract international attention. During an October 13 

meeting with the Ambassador 

again vowed that the government would not fall into the 

\"trap\" the militants were setting by attempting to provoke a 
crackdown in order to draw attention to their cause. 


6. (C) However 

government does not appear inclined to respond carefully. 
Prime Minister Thaksin reacted very strongly to the attacks 
calling the murderers \"sub-humans\" who would be dealt \"the 
swiftest punishment. He stated that security forces would 

be given additional leeway to go after the militants to 

\"settle the score." Defense Minister Thammarak echoed these 
remarks 

South to allow security forces to be more aggressive. 


7. (C) Prime Minister ThaksinVs strong language in response 
to the attacks reflects the general publics outrage over the 
incident. Postings on popular Thai websites and text 
messages sent to radio and TV call-in programs have been 
filled with strong 

southern Thai Muslims -- similar to those seen following the 
September murders. The timing of this attack -- in the 

middle of Ramadan 

Bai 

makes the incident even more inflammatory. 


COMMENT: RELATIONS CONTINUE TO DETERIORATE 


8. (C) As noted above 

government who understand this incident for what it is: 
another \"trap\" set to provoke a harsh response that will 
attract international attention and further estrange the 
Buddhist and Muslim communities in the South. However 
judging by the comments from administration leaders the 
government appears to be reacting to public calls for a 
counter stroke. 


9. (C) Relations between the local communities have long 
been on a downward trend. Over the past year we have 
witnessed and reported on deteriorating relations between the 
Buddhist and Muslim communities in the South; including 
apparent deliberate attempts to intimidate Buddhists into 
leaving the region. This latest attacks is a continuation of 
this trend. (NOTE: A Pattani based reporter told emboffs 
that there have already been whispers among local Buddhists 
calling for a revenge attack against a Muslim mosque. END 
NOTE). In this vein 

as a reflection of genuine religious intolerance by local 
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Muslims 

militants to spark sectarian strife in order to further the 
separatist agenda. ThaksinVs tough talk is troubling 

the security forces have 

recent months 

responding with excessive force. Nonetheless 

attack will test the governmentVs resolve. END COMMENT 
BOYCE 
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Spanish Health and Agriculture Ministry spokespersons having 
been urging calm 

to arrive on Spanish shores anytime soon and that when it 
does arrive 

to respond. END SUMMARY. 


2. After meeting with French Prime Minister de Villepin in 
Barcelona October 17 

\"prevention and prudence" in meeting the challenge posed by 
Avian Influenza. He indicated that the measures already 

adopted by his government were adequate in the event that a 
human Avian Influenza pandemic emerged and called for stepped 
up international cooperation to meet the threat. 


3. The Spanish Agriculture Ministry announced October 17 
that it was V'very unlikely" that Avian Influenza would arrive 
in Spain this winter 

spring of 2006. The Ministry based its argument on an 
analysis of bird migratory routes 

migrating south through Spain this winter would not likely 
carry the virus 

they return north from Africa next spring. Notwithstanding 
the current threat 

stepped up the monitoring of open air poultry farms located 
near the major bird migratory routes. 


4. The policy line of the Agriculture Ministry is neatly 

captured in the following October 17 quote from Livestock 
Director General Beatriz Garces de Marcilla: V'The appearance 
of a suspect bird in Greece has not altered our perception of 
the threat 

infected with the H5N1 virus. We are almost totally 

convinced that the cases registered in Romania and Turkey 
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like those in Russia 

the dissemination of the virus by migrating birds. They (the 
infections) coincide very well with the habitual bird 
migration routes toward the south during this season. It is 
very unlikely that the current migration will introduce the 
virus into Spain. The probability (of this occurring) is 
higher in the spring 

should remain calm. First 

like a massive infection of poultry stocks. The sickest 
birds cannot migrate and they can only provoke isolated 
infections. These outbreaks can be rapidly controlled via 
preventative killings (of poultry) within a radius of three 
kilometers. Furthermore 

in Spain is raised indoors. Only 10 percent are kept 
outdoors and we are going to reinforce our monitoring of 
those (open air facilities) that coincide with the principal 
bird migration routes." 


5. Furthermore 

delivered what she herself labeled a message of 
\"tranquillity\" on October 16 

consumption practices (e.g. 

made it unlikely that a human outbreak of Avian Influenza 
could be spread via poultry consumption. She admitted that a 
human outbreak could be spread via inhalation 

noted that Spanish poultry raising practices (e.g. 

do not generally live near their birds) 

spread of any potential human outbreak. The Minister 
nonetheless stressed that she had ordered stepped up 
monitoring of Spanish poultry farms and that Spain would 
continue to prohibit the import of poultry or poultry 

products from countries which have reported Avian Influenza 
infections among their poultry stocks. Her Ministry also 
announced last week that it would order five million more 
animal H5N1 vaccines 

million animal vaccines. 


6. The Health Ministry has also urged calm and continues to 
resist growing calls for Spain to purchase more anti-virals 
(e.g. 

Influenza epidemic. Spain has ordered two million V TamifluV" 
treatments (costing a reported 14 million euros). Spain has 
only received 10 

to receive the full two million before June 2006. The two 
million 

the Spanish population. 


7. In October 14 testimony before the Spanish Congress 
Health Minister Elena Salgado said her Ministry was 
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Vreasonably comfortable\" with the April 2005 decision to 
order two million \"Tamiflu\" treatments but would revisit that 
decision should the majority of Spain\'s 17 regions wish to 
have more stocks on hand. She said that the anti-virals 
though paid for out of regional health budgets 

in a central store and would be diverted to wherever in Spain 
human outbreaks were first reported. Special preference (in 
receiving anti-viral treatment) would be given to \"high risk\" 
populations (e.g. 

poultry workers 

An unidentified percentage of the anti-virals would be 
reserved for the Spanish Armed Forces. 


8. Salgado said she would push her EU colleagues to adopt on 
an EU-wide basis the Spanish model of maintaining a central 
anti-viral stockpile that could be diverted to initial 

infection outbreaks. Summing up Spanish preparations to 
date 

measures\" to meet a possible human pandemic 

system is prepared to act with efficiency 

prepared to detect any case (of human Avian Influenza) that 
arrives and can meet all eventualities.\" She asked the 
Spanish people to \"stay calm\" and criticized some regional 
health authorities for creating Wunnecessary and unjust 
alarm\" among the public. 


9. The October 17 EU call for member states to stockpile a 
sufficient quantity of anti-virals to treat 25 percent of 

national populations will probably force the Health Ministry 

to order more anti-virals 

\"Tamiflu\'s\" ability to treat the as of yet unknown viral 

strain that would emerge to threaten human populations 
Roche Company's reported inability to meet further orders 
until well into 2006 

assembling a shared EU \"Tamiflu\" stock (that could be 
directed toward outbreaks) 

chasing ever more elusive anti-viral stocks. The Health 
Ministry revealed its ire at the EU decision October 17 

an unnamed Ministry source telling the Spanish press that 
Spain has \"no idea\" where the EU got the idea that the WHO 
had recommended stocking anti-virals to treat 25 percent of 
national populations. The same source noted that \"по OMS 
document mentions any recommended percentage for anti-viral 
coverage. V 


10. Senior Spanish Health Ministry officials will meet 
October 18 with health officials from the country\'s 17 
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autonomous regions (which have line authority over public 
health issues) to discuss Avian Inluenza preparations. One 
result may be the decision 

recommendations 

enough V'TamifluV to cover the 25 percent of the Spanish 
population recommended by the EU would cost SpainVs regions 
over 80 million euros (and certainly would not be delivered 
until late 2006 at the earliest). Nonetheless 

fact that many EU nations have already decided to cover 
larger percentages of their populations and that SpainVs 
largest opposition party has publicly called for purchasing 
more anti-virals 

\"Tamiflu\" order to Roche\'s growing backlog. 

AGUIRRE 
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Mohamed Nasheed and Ablo Saeed were summoned to the police 
station and detained on respective charges of \"instigating 
incitement activity\" in connection to the August 12-14 
disturbances and possible drug possession. Both are 
columnists for \"Minivan 

began production in July 2005 and has 

staff 

country. (Note: The Minivan radio station and web site 

based in Colombo 

It was formerly officially the organ of the opposition 

Maldives Democratic Party (MDP) 

they are independent of the party now. End Note.) Nasheed is 
also an MDP supporter 

the day after his detention and was predicted to run for MP 

for Male in the upcoming by-election. Maldives Foreign 
Minister Dr. Anmed Shaheed stressed to Poloff that these 
charges are unrelated to the journalists\' work for \"Minivan\" 
and upheld the GORMVs commitment to free press and human 
rights. However 

investigation 

government is systematically targeting the opposition press. 
End Summary. 


Criminals in \"Minivan\"? 


2. (C) Maldives police summoned popular columnist and 
Maldives Democratic Party (MDP) supporter Mohamed Nasheed 
with a \"chit\" to the police station on October 13. Nasheed 

is popularly known as the \"Colonel 

acknowledge his time spent in the National Security Service 
(NSS) and to distinguish him from the MDP Chairman by the 
same name. The Colonel 

the MDP in the upcoming by-election 
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connection with the August 12-14 

Although the police have already released most of the 
approximately 100 people arrested in the protests 

Minister Shaheed told Poloff in a phone conversation on 
October 17 that the Colonel\'s case has been under 
investigation for the last two months 

unrelated to his work as a journalist. According to Shaheed 
the Colonel gave a speech criticizing police during the 
disturbances 

advantage of unspecified \"sensitive\" information that he 
gained during his training with the NSS. However 

staff in Sri Lanka Paul Roberts questioned the polices 
decision to postpone his detention until October 13 

before he was scheduled to address an MDP rally in Male. 


3. (C) Ablo Saeed 

on unknown charges 

possession. Saeed\'s wife told \"Minivan\" that when Fahala 
turned himself in voluntarily at the station 

forced a statement without the presence of his lawyer 
strip-searched him 

drugs in the pockets of his pants. FM Shaheed did not know 
the exact charges against Fahala 

track record of drug abuse and crime. When asked about 
Saeed\'s wifeVs accusations 

personally told the police to follow proper procedures. 
Saeed\'s wife refuted reports that her husband would have 
carried drugs into the station when he was summoned 
added that the detention is certainly connected to his work 
at \"Minivan.\" 


\"Minivan\" Putters Along 


4. (U) From his office in Sri Lanka 

and UK citizen Paul Roberts told Poloff that seven of the 
fifteen Maldives staff are currently under investigation 
evidence that the government is targeting journalists who 
criticize the government. Although the newly appointed 
Minister of Information approved \"Minivan\'s\" registration in 
July 2005 after a year of indecision 

government administration remains largely unchanged and is 
unwilling to put up with media criticism. Under Maldivian 
press laws 

editions 

investigations and detentions of half of the staff 

predicted that \"Minivan\" would continue to print 

remained concerned 

against the media. \"Individually 

blacklisted journalists and arrests could be seen as 
unconnected 
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represent the governments attempt to prevent free media in 
the Maldives." 


FM Shaheed Committed to Freedom of the Press 


5. (C) FM Shaheed claimed to PolOff that these arrests are 
unrelated to journalism and upheld the GORM\'s commitment to a 
free media. \"The Government does not make arrests based on 
opposition to the President 

\"compared to two years ago 

of the press.V' He did 

challenge to a modern 

the lack of a transparent legal structure. He called for the 
government to enact a Police Powers Act to place limits on 
arrests and codify legal procedures. That said 

these two arrests as a crackdown on the press would be 
\"mislabeling the situation" he concluded. 


Political Crackdown or Law and Order Problem? 


6. (C) The government has allowed the creation of the 
opposition structure 

inhibit the new opposition parties! ability to play a 

functional role in the political process 

appears to be limiting the ability of the press to perform 

the full range of media functions 

government. After delaying \"Minivan\'s\" publication by a 
year 

within the first three months and detain MDP supporters on 
questionable charges raises serious questions about the 
GORM\'s commitment to the free press. Shaheed was very 
concerned that these cases not be \"mislabeled\" by the 
international community and defensive of the Maldives human 
rights record 

governments legal structure. Further developments in these 
cases will reveal whether the government is sincerely 
attempting to tackle problems of law and order as the Foreign 
Minister attested 

criticism in the press. 

LUNSTEAD 
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a regional stockpile run by WHO 

accept any location that countries in the region could agree 
upon. (Note: Thailand\'s commitment to make a substantial 
contribution to a regional stockpile even if not located on 
Thailand\'s soil is an extraordinary step for Thailand to 
make in terms of regional cooperation.) 
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3. (U) Secretary Leavitt agreed that the first step in 
preventing an Al pandemic is international cooperation and 
coordination. He said HHS was committed to supporting the 
close relationship with the FETP. He also said that 
containment of an outbreak within a specific locality is a 
top priority 

supplies would be important in this effort. To that effect 
the Secretary said the U.S. can commit to contributing 
personal protective equipment. He added 

was still considering whether to contribute to a regional 
stockpile of Tamiflu. 


4. (U) The Secretary and NIAID Director Dr. Fauci briefed 
Minister Suchai on recent AI vaccine trials in the U.S. Dr. 
Fauci said that preliminary results were promising - a 
vaccine provided in a 4-dose regimen provided an immune 
response that was predictive for protection against the 
virus. In response to Thai long-standing requests to 
collaborate with the U.S. on AI vaccine trials 

Secretary and Dr. Fauci stated that the U.S. will share the 
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results of its own trials with the Thais when they are 
available 

for a future trial. At this time 

enough clinical material on hand to expand the trial to 
other countries. The Secretary added that he would like to 
see Thailand produce its own human vaccine 

U.S.-Thai collaboration on trials takes place 

capacity will still be limited. 


5. (U) Minister Suchai asked for U.S. assistance to expand 
the number of students from countries in the region to 

attend the epidemiological training course offered at 
Thailand\'s Field Epidemiology Training Program (FETP). The 
Secretary said he was very gratified by the past success of 
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this program and noted that several high-level health 
officials from governments in the region are graduates of 
the program. He said he is equally impressed by Thailand\'s 
quick restructuring of the course content to focus on Al to 
enhance the ability of healthcare workers in the region to 
detect and investigate Al outbreaks. He said he will be 
pleased to increase U.S. support in order to build up a 
regional network of epidemiologists trained through the 
program. 


6. (U) Other participants at the meeting expressed their 
views 
emphasized the importance of transparency and timeliness in 
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reporting surveillance activities. FAO Assistant Director 
General He Changchui encouraged good interagency 
cooperation 

Agriculture and Cooperatives (MoAC). The President of OIEVs 
Terrestrial Animal Health Standards Commission Alejandro 
Thiermann noted that efforts to contain Al should focus 
activities to break the two most vulnerable links of 
transmission - segregation of domestic poultry from wild 
waterfowl and minimized contact between humans and poultry. 


UN Organizations: More on IPAPI 


7. (U) At a luncheon and working meeting hosted by WHO and 
attended by the Secretary and his delegation 

and UN and other International Organizations 

discussions at the MoPH carried over on the same topics 
often by the same individuals. Secretary Leavitt led off 

the meeting with a discussion of IPAPI 

to work closely with WHO and FAO and to follow open 
transparent 

of Al. The Secretary added that current focus on Al should 
not cause governments to neglect other infectious diseases 
such as tuberculosis 


8. (U) WHO Director Lee welcomed the IPAPI initiative and 
said that WHO and nations of the world must work closely 
with the United States government to address the Al problem. 
He emphasized that the economic effects of an avian flu 
pandemic would be as severe as the cost in human lives. The 
economic costs of the SARS outbreak several years ago has 
been estimated to be greater than $30 billion globally 

said 

would likely dwarf that figure. To prevent the enormous 

costs in lives and damage to the global economy 

must act in collaboration to \"pounce\" on outbreaks with anti- 
virals 

an outbreak at its earliest stage. 


9. (U) FAO Assistant Director General He Changchui agreed 
that the primary emphasis should be to address an outbreak 
at its source - in animals. To that end 

has been working closely with Southeast Asian governments 
WHO 

million since February 2004 on technical cooperation 
projects addressing Al in animals with Thailand\'s MoAC and 
with other government ministries in the region. 


10. (U) The President of OIEVs Terrestrial Animal Health 
Standards Commission Alejandro Thiermann said that small 
farmers in the region have paid the biggest price so far 
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seeing their flocks culled often with inadequate or no 
compensation. He said that the means to interrupt Al virus 
transmission - segregating wild waterfowl from domestic 
poultry 

among domestic poultry 

interaction - are difficult to implement in Southeast Asia 
where wild birds 

proximity. He suggested that the smallest investment with 
the biggest impact would be technical assistance to build 
capacity in the region for surveillance 

prevention of outbreaks in animals. 


11. (SBU) There followed a general discussion on vaccine 
production. Margaret Chan 

& Representative of the Director General for Pandemic 
Influenza 

and liability issues 

as traditionally companies worry about overproduction of 
vaccines and slack demand. Presently 

supply to meet worldwide demand 

sustained? NIAID Director Fauci agreed that sustained 
demand for vaccine was an important issue that companies 
will examine before ramping up production. Increasing 
international demand for seasonal human influenza vaccines 
is one approach to encourage vaccine manufacturers to 
increase their vaccine production capacity. Such increased 
capacity would become particularly important in the event 
of a pandemic where hundreds of millions of doses would 
need to be produced very rapidly. 


12. (SBU) Thailand does not presently produce its own 
influenza vaccines but does produce other human 
vaccinations. Secretary Leavitt repeated his desire to see 
Thailand and other countries in the region develop their 
own vaccine manufacturing capacity. Secretary Leavitt said 
that the U.S. was prepared to offer technical assistance to 
Thailand and other nations to develop vaccine production 
capacity. (Note: At a reception later that evening 

Secretary emphasized to World Bank Thailand Country 
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Director lan Porter the importance of building ThailandVs 
capacity to produce a human Al vaccine. Mr. Porter 
listened 


13. (SBU) Minister Suchai repeated his assertion that the 
number one priority for Thailand was the creation of a 
regional stockpile of Tamiflu. WHO Director General Lee 
said that WHO has an MOU with Roche on a \"virtual 
stockpile\" of Tamiflu whereby Roche has agreed to dispatch 
up to 30 million doses (3 million treatment courses) of 
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Tamiflu anywhere in the world at WHO request should a human- 
to-human outbreak occur. WHO would expedite customs 
clearance in the host country and rush the shipment to the 

local site of the outbreak. Dr. Lee expressed concern 

about pooling of national resources because V'when an 
outbreak occurs 

about their own people first.\" 


14. (SBU) Secretary Leavitt voiced his own concerns: The 
U.S. uses stockpiling for several types of commodities 
said 

noted that work still needs to be done on containment 
strategies at the local level. For example 

decide if an outbreak is containable? NIAID Director Fauci 
added that another question should be addressed - are 
current containment plans effective or realistic enough so 
that stockpiling would have the desired impact? There 
needs to be assurance 

top levels can be matched by implementation capability at 
operational levels. 


DPM: Thailand Helping Neighboring Countries 


15. (U) During his meeting with Deputy Prime Minister (DPM) 
Phinij Jarusombat 

to Thailand on behalf of PM Thaksin 

Europe 

to Thailand 

Secretary Leavitt noted he was accompanied by WHO Director 
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General Lee and a staff of noted epidemiologists 
underscored the gravity the Al situation. V'An avian flu 

case anywhere is a threat everywhere 

as he expressed appreciation to the Royal Thai Government 
for its efforts to combat the disease and its cooperation 
internationally. 


16. (U) The Deputy Prime Minister thanked Secretary Leavitt 
and the U.S. government for its technical cooperation with 
Thailand 

neighboring 

cooperation. \"Each country should help according to its 
needs 

human AI case since September 

Secretary Leavitt a productive visit. 


SIPDIS 


17. (U) At the close of the meeting 
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the U.S. government welcomed PM ThaksinVs decision 

his recent meeting with President Bush 

ban on U.S. beef imports 

decision would be implemented. DPM said the decision would 
be enacted following proper procedures 

Ministry of Agriculture\'s jurisdiction over the process. 


Thailand MoPH-U.S. CDC Collaboration: 25 Year Anniversary 


18. (U) Secretary Leavitt 

Minister Suchai spoke at a colorful outdoor celebration of 
the 25th anniversary of the Thailand MoPH-U.S. CDC 
Collaboration. In his remarks 

history of the Collaboration and noted that the 
CollaborationVs activities in Thailand have focused mainly 
on epidemiology training at the FETP 

programmatic activities through the HHS Global AIDS Program 
and early-warning disease detection through HHS/CDC\'s 
International Emerging Infections Program. Because of the 
long MoPH-CDC partnership 

able to focus immediate attention on the avian influenza 
outbreak last year and work together closely to answer 
epidemiological 

and public health questions. 


19. (U) Secretary Leavitt praised the U.S.-Thai health 
cooperation over the past quarter-century 

infectious diseases such as HIV/AIDS 

acute respiratory syndrome (SARS) 

He expressed condolence to Thailand for the heavy economic 
and human costs Thailand has experienced recently from the 
tsunami 
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government for its offers of assistance after Hurricane 
Katrina. 


20. (U) CDC Director Gerberding said that the Thailand MoPH- 
U.S. CDC Collaboration was the \"jewel in the crown!" of 
international health collaborations and was pleased with the 
success of the FETP. At the conclusion of the ceremony 
placard carrying the logo of the Thailand MoPH-U.S. CDC 
Collaboration was launched high into the sky by numerous 
helium balloons of red 

the Thai and U.S. flags. 


Large-Scale Commercial Poultry Farm Visit: High Biosecurity 


21. (U) Secretary Leavitt and his delegation also visited a 
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large-scale commercial poultry farm owned and operated by 
Charoen Pokphand Corporation (CP) 

company in Thailand and a leading exporter of chicken 
products. The purpose of this visit was to demonstrate that 
the commercial poultry industry in Thailand 

towards exports 

under control in Thailand as well as in neighboring 

countries that could serve as virus reservoirs. 


22. (U) The Secretary observed the operations of one of the 
largest 

processing plant in Thailand 

by the first rate biosecurity measures practiced at the 

farm. CP company agreed to allow the Secretary and his 
delegation inside the facilities only because the chickens 
were only two days away from scheduled slaughter and 
processing so that contamination was less of a concern than 
would be the case if the chickens were younger. Even then 
the Secretary was made to don a hat 

two changes of boots 

spray before entering the facilities. 


23. (U) Once inside CP officials briefed the Secretary on 

farm procedures 

segregation of their chickens from wild birds from the time 
they are day-old chicks to birds ready for harvest. Contact 
with human farm workers is also minimized through the use of 
automated feeding and watering devices 

the temperature-regulated building through closed circuit TV 
monitoring. The biosecurity features cut costs as well - a 
single human overseer can look after more than 100 
chickens. 


24. (U) CP officials told the Secretary that because of the 
possible negative impact on its poultry exports 

preferred these strict biosecurity measures to poultry 
vaccinations - vaccinated poultry are difficult to 
distinguish from poultry that have been exposed to Al 
importing countries such as the EU would not import such 
birds. Other countries in the region 

poultry almost entirely for domestic consumption 

are more interested in [developing and] using Al vaccines 
for poultry. 


25. (U) CP officials also noted that approximately 80 

percent of Thailand\'s chicken meat exports (Thailand exports 
only processed meat) come from large-scale farms. About 20 
percent come from medium-sized farms that often have less 
stringent biosecurity practices. CP officials emphasized 
however 

to their own business - comes from the millions of families 
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engaged in \"backyard\" chicken farming where a family might 
raise a dozen or less poultry for its own consumption. In 
these types of households 

often share the same living space - a perfect setting for Al 
transmission. When asked by the Secretary whether public 
behavior could be modified so that \"backyard\" chicken 
farming could eventually be phased out altogether and 
chickens raised only under biosecure conditions 

officials were not optimistic. This would require a change 

in culture 

to fathom such a change in Thailand 

in our lifetimes in rural areas in other countries in the 
region. 


26. (U) Another item worth noting at the CP visit was the 
comment by one of the company officials that they (CP) 
regard the MoAC as an important V'middle man\" in getting the 
biosafety word out to the larger community. This is an 
interesting contrast to the U.S. model where agribusinesses 
act as the community multiplier of good agricultural 

practices and the government is the source of research and 
policies. 


27. (U) Secretary Leavitt and his delegation visited a 

contract farm that provides some 8 

follows the biosafety methodologies developed by the larger 
company. CP only buys some twenty percent of its birds from 
farms provided they show adequate animal health practices. 
Meeting the CP standards is not easy and CP plans to reduce 
the number of contract farmers that it uses 

bringing all bird production back under its own roof. 


28. (U) Secretary Leavitt and the delegation did not have an 
opportunity to clear this message. 


Boyce 
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Policymaking in a Post-9-11 World\" Institute 
2006 


REFERENCE: State 149595 


1. Summary: Mission Canada is pleased to nominate two 
strong candidates 

consulates in Canada 

Institute. Both play significant roles in educating future 
leaders of Canada and stimulating public debate in Canada on 
security and Canada-U.S. security cooperation in the 

capitals of powerhouse provinces Ontario and Alberta and 
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beyond. Neither has significant first-hand U.S. experience. 
Post provides nominating information below for Dr. Goran 
Pesic 

Council on Transatlantic Relations 

Director of the Criminology Program at the University of 
Alberta. We look forward to selection information. End 
summary. 


N 


U.S. Consulate General Calgary nominee: 


Name: Kevin Daniel Haggerty 
Date of Birth: June 
City of Birth: Regina 
Country of Birth: Canada 
Country of Residence: Canada 
Country of Citizenship: Canada 
Home address: 11328 73rd Ave 
Edmonton 
T6G 0C8 
780-434-0801 
kevin.haggerty@ualberta.ca 
H) Gender: male 
1) Dietary/health concerns: none 


SINO 


J) Current Position: 
Director 
Assistant Professor of Sociology 
Areas of Specialization: Policing and Security; Risk 
Theory; Sociology of Science and Technology; 
Surveillance; Research Ethics 


K) Current Institutional Address: 
Department of Sociology 
University of Alberta 
HM Tory Building 
Edmonton 


L) Past Positions: 

1999-2000 - Postdoctoral fellow 

University of Toronto 

1993-1998 - PhD student 

(assorted research assistant jobs during my time there) 
1992-93 - Research Associate 

University of Toronto 


M) Education: 
1998 Doctor of Philosophy (Sociology) 
of British Columbia 


1992 Master of Arts (Criminology) University of 
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Toronto 


1990 Bachelor of Arts 
Criminology and Criminal Justice). Carleton University 


N) Professional Memberships 
Canadian Law and Society Association 
Society for the Study of Social Problems 
Canadian Sociological Association 


O) Publications (selected): 


Ericson 
the Risk Society. Toronto: University of Toronto Press 
and Oxford: Oxford University Press (487 pages). 


Haggerty 
Politics of Surveillance and Visibility (forthcoming 
2005) 670 manuscript pages 


Erin Kruger and Kevin D. Haggerty. (forthcoming 2006) 
\"Intelligence Exchange in Policing and Security" 
Policing and Society 


Haggerty 
Ruins: Surveillance as a Response to Terrorist 
Threats.V' Canadian Journal of Sociology 30(2) 


Haggerty 
Theoretical Criminology 8:221-227. 


Haggerty 
Surveillant Assemblage." British Journal of Sociology 
51:605-22. 


Haggerty 
Information War 
Politics of Surveillance and Visibility 
Kevin D. Haggerty and Richard V. Ericson. Toronto: 
University of Toronto Press. 


Ericson 
Policing of Risk.\" in Embracing Risk: The Changing 
Culture of Insurance and Responsibility 
Baker and Jonathan Simon. Chicago: University of 
Chicago Press. 


Haggerty 
Encyclopaedia of Police Science 3rd ed. Jack Green ed. 
New York: Routledge 
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Q) Fluency: English is nomineevs first language 
R) Justification: 


The University of Alberta is about to launch an 
\"Institute for United States Studies" (IUSS)-the first of 
its kind in a province that takes its relationship with the 
United States very seriously. In a country that has 
this point 
the United States 
sign that academics and administrators are focusing their 
energies and their funding on a research and teaching 
institute devoted to the United States. The IUSS in 
Edmonton will be housed in the Faculty of Arts 
multi-disciplinary 
policy issues surrounding the very important Canada-U.S. 
relationship. 


Security will be an important focus 
is well-placed to direct this section of the IUSS. He is 
keen to learn more about security efforts in the United 
States following 9-11 (which he correctly says have 
dramatically changed at a pace that make it difficult to 
follow at times) 
Winter Institute will give him the background and first-hand 
exposure to current issues in this field that will prepare 
him well to develop the University of Alberta\'s innovative 
program. 


Canada and the United States arguably share the closest 
security relationship in the world 
American forces side by side protecting North American air 
space at NORAD 
Afghanistan 
and international crime. With a 5000-mile border 
U.S. Ambassador has said 
without each other in the post-9-11 environment. Yet 
Canadian public opinion towards U.S. foreign and security 
policies has grown conflicted. Some view what they perceive 
as U.S. unilateralism as reason to distance themselves from 
U.S. international interventions. Some question the balance 
between counterterrorism measures and personal privacies and 
civil rights in the wake of the Patriot Act. The U.S. 
deportation of Canadian-Syrian Maher Arar to Syria 
was imprisoned and allegedly tortured for nearly a year 
then released without charge 
Canadian government\'s role in his deportation 
public accusing the Canadian security and intelligence 
services of improperly sharing information with Americans 
and the U.S. of violating human rights. In this 
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environment 

Canadian opinion leaders the scale of the stakes in the war 
on terror in the post-9-11 period. Arming Professor 
Haggarty with the facts 

accurately portray U.S. objectives 

in the field of security 

for emerging Canadian leaders in the University of Alberta\'s 
pioneering U.S. Studies Center will address that goal. 


S) Nominee\'s Personal Statement: 


It almost appears as if the focus of this study 
institute was crafted specifically to further my research 
and teaching interests and advance institutional 
developments at my university. 


As the Director of the Criminology program at one of 
Canada\'s premier research universities my professional 
activities routinely address developments in American 
security policy 
longstanding research program concentrates on issues of 
security 
includes publications on the attractions and limitations of 
new surveillance technologies as part of the war on 
terrorism. | have written on recent developments in U.S. 
military practice and also on the complex relationship 
between organizational and technological developments in the 
American military and domestic crime policy - a topic which 
| think is particularly germane after 9/11. Some of my more 
prominent works in this area include the co-authored book 
Policing the Risk Society which was awarded special 
recognition by the Herbert Jacob Book Prize committee of the 
American Law and Society Association. | also have a 
forthcoming co-edited book The New Politics of Surveillance 
and Visibility (University of Toronto Press) which is 
centrally concerned with security developments after 9/11. | 
teach graduate and undergraduate courses where such issues 
figure prominently 
two new courses that concentrate specifically on American 
security policy. 


| believe that my participation in this study institute 
would allow me to benefit substantially in four specific 
areas: 


1) | am committed to continuing and expanding my research in 
the area of U.S. security policy 

on the place of intelligence and information in security 
practice. While | try to remain abreast of developments in 

this area 

and advanced at such speed that it can be difficult to 
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remain current. As such 

study in this area to be a true blessing and would expect 

that my research would receive a monumental boost from such 
an experience. 


2) The University of Alberta is currently discussing a 
faculty-wide initiative to develop an Institute on United 
States Policy Development (IUSPD). My participation in this 
seminar would allow me to solicit concrete advice from other 
participants about how to best develop our proposal and to 
fashion such an Institute. 


3) | would also use this opportunity to further develop two 
courses on U.S. security policy. The first is an 
undergraduate course on American security policy (domestic 
and international) that | envision as being a central 
component of the IUSPD. The second would be a graduate 
course concentrating specifically on developments in the 
aftermath of 9/11. 


4) Participation in this study institute would also provide 
an excellent opportunity to fashion new research and 
teaching collaborations with scholars with similar 
interests. 


While | would attend such an institute seeking to learn 
as much as possible 
experience in this area would allow me to make informed 
contributions to the discussions. Canadians are not 
disinterested observers of American security policy 
actively involved in assorted trans-national security 
collaborations 
lead on security matters. Hence 
would benefit immensely from a more sophisticated 
understanding of U.S. security policy - something that can 
only benefit international relations more generally. 


T) Action Officer: 

Betty Rice 

Consulate General Calgary; Tel 403-444-5203; fax 403-266- 
4743; Email ricebw@state.gov. Please copy CAO Elizabeth 
Kauffman at kauffmanec@state.gov. 


3) U.S. Consulate General Toronto Nominee: 


A: NOMINEE\'S FULL Name: 
First name: Goran 
Middle: Samuel 
Last: Pesic 


B. DATE OF BIRTH: 06-18-1972 
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C. CITY OF BIRTH: Vlasotince 
Nationality: Canadian (1980) 


D. COUNTRY OF BIRTH: SERBIA AND MONTENEGRO 
E. COUNTRY OF RESIDENCE: CANADA 


F. COUNTRY OF CITIZENSHIP: CANADA (1980) 


G. HOME ADDRESS 

85 DUNN 

TEL: (416) 538-0607 CELL: (416) 824-2552 
GORAN.PESIC@SYMPATICO.CA 

H. GENDER: MALE 


Ι. MEDICAL 
CONSIDERATIONS: NONE 


PROFESSIONAL INFORMATION 


J. PRESENT POSITION AND TITLE: EXECUTIVE DIRECTOR OF THE 
COUNCIL ON TRANSATLANTIC RELATIONS. 


K. CURRENT INSTITUTIONAL AFFILIATION AND COMPLETE ADDRESS: 


THE COUNCIL ON TRANSATLANTIC RELATIONS 
TORONTO 


L. WORK EXPERIENCE 
TITLES: 


JUNE 2002- MARCH 2005 EXECUTIVE DIRECTOR 
COUNCIL OF CANADA 


MAY 1997 - JUNE 2002 ONTARIO MINISTRY OF LABOUR 
GOVERNMENT ANALYST 


M. EDUCATION 
DEGREES EARNED AND FIELDS OF SPECIALIZATION: 


2000 UNIVERSITY OF TORONTO 
BACHELOR OF ARTS (HON. B.A.) 
POLITICAL SCIENCE AND INTERNATIONAL RELATIONS 


2001 PUBLIC SERVICE EXECUTIVE TRAINING & DEVELOPMENT 
PROGRAM 
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CONTINUOUS PROCESS IMPROVEMENT PROGRAM 


2002-PRESENT THE COVENANT GROUP 

NUMEROUS MANAGEMENT 

COURSES THROUGHOUT CAREER AS WELL AS RECEIVING ON-GOING 
EXECUTIVE COACHING. 


N. ACTIVE PROFESSIONAL MEMBERSHIPS: 


SINCE 2002-CANADIAN INSTITUTE OF INTERNATIONAL AFFAIRS 
SINCE 2002-CANADIAN INSTITUTE FOR STRATEGIC STUDIES 
INSTITUTIONAL 

SINCE 2003-COMPAS GROUP INSTITUTE OF STUDIES ON DEFENCE 
POLICY (DENMARK) 

SINCE 2003-ROYAL CANADIAN MILITARY INSTITUTE 


O. SHORT LIST OF RELEVANT PUBLICATIONS [NO MORE THAN FIVE 
TO TEN CITATIONS]: 


PESIC 
POLICY. THE TRANSATLANTIC QUARTERLY. THE ATLANTIC COUNCIL OI 
CANADA 


PESIC 
TRANSATLANTIC QUARTERLY. THE ATLANTIC COUNCIL OF CANADA 
SPRING 2004. 


BONNN 
AND DEFENCE POLICY: THE WAYS AND MEANS OF MAKING IT A 
REALITY. BERLIN: LIT VERLAG 


P. PREVIOUS TRAVEL AND STUDY OR RESEARCH EXPERIENCE IN THE 
UNITED STATES 

WHETHER SUCH TRAVEL WAS SUPPORTED BY U.S. GOVERNMENT FUN 
OCCASIONAL TOURIST AND CONFERENCE-RELATED TRAVEL 
SUPPORTED TRAVEL. 


Q. EVIDENCE OF FLUENCY IN WRITTEN AND ORAL ENGLISH (E.G. 
PERSONAL INTERVIEW 


R. RATIONALE: 


Dr. Pesic was recently named Executive Director at the 
Council on Transatlantic Relations 

new foreign policy institution that the Mission expects to 
achieve many of the goals of the complementary Atlantic 
Council of Canada he formerly led: to promote a broader and 
deeper understanding of international peace and security 
issues relating to NATO by engaging Canadians on Canada's 
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role in NATO and its commitment to transatlantic 
cooperation. Dynamic and energetic in reaching out to both 
traditional and younger groups 

on Canadavs approach to security and cooperation among 
Canada 

seminars 

relationships and developments 

NORAD. 


As the former executive director of the Atlantic Council of 
Canada 

programming 

foreign policy publication \"The Transatlantic Quarterly 
which offers an overview and assessment of security 
throughout the Western Hemisphere 

economic dimensions 

role within the NATO Alliance. Further exposure to the U.S. 
positions on security issues and foreign policy would boost 
Dr. PesicVs effectiveness in spurring dialogue that will aid 
the cooperation so essential to both our countries\' security 
and well-being. 


Canada and the United States arguably share the closest 
security relationship in the world 

American forces side by side protecting North American air 
space at NORAD 

Afghanistan 

missions worldwide. With a 5000-mile border 

Ambassador has said 

each other in the post-9-11 environment. Yet Canadian 
public opinion towards U.S. foreign and security policies 

has grown conflicted. Some view what they perceive as U.S. 
unilateralism as reason to distance themselves from U.S. 
international interventions. Some question the balance 
between counterterrorism measures and personal privacies and 
civil rights in the wake of the Patriot Act. And many 

regard upgrades of the Canadian forces as unnecessary 
expenses 

environment 

Canadian opinion leaders the scale of the stakes in the war 
on terror. This nomination seeks to address that goal. 


S. Dr. Pesic\'s personal statement: 


| remember vividly my meeting at Parliament Hill on April 

27 

security policy - Securing an Open Society: Canada\'s 
National Security Policy. A week prior to the announcement 

| received a call from the Privy Council Office inviting me 

to attend a select meeting of security and defence community 
experts to participate in a governments announcement on its 
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new national security policy. | was pleased be to part of 
this historic moment in Canadian security policy history. 


| began to take considerable interest in Canada\'s national 
security position as well as its overall response in the 
Post-9/11 era. This prompted me to write a report for the 
Transatlantic Quarterly magazine entitled: Assessing 
Canada\'s New National Security Policy. | did a 
comprehensive survey of the existing literature 

revealed that Canada was indeed slow to respond to U.S. 
concerns over issues pertaining to national and 
international security 

War on Terror 

issues. Although Canada did eventually begin to shift its 
working priorities closer to U.S. national security policy 
concerns 

relations continue to negatively influence Canadian public 
opinion of our bilateral relationship with the U.S. 


Having since closely observed these issues from my current 
position as Executive Director of the Council on 
Transatlantic Relations (CTR) 

focusing on international policy research and analysis on 
security and defence issues) 

current U.S. strategic defence message and its national 
security policy concerns are not being adequately received 
by Canadian policy-and-decision makers. This is similar to 
the misperceptions and lack of understanding of the security 
field within which NATO now operates - something that | have 
been working hard to address. 


Several weeks ago 

to the European Union and NATO Headquarters. The intent of 
this CTR Canadian Leaders Forum was to provide these 
influential policy-makers and opinion leaders with an 

overview of the new security challenges faced by the EU and 
NATO 

address these new challenges and threats 

discuss Canadavs role in the Fight Against Terrorism. 


The group included 

Pratt 

Honourable Jim Karygiannis 

National Post 

Foreign Affairs Institute 

of British Columbia as well as very senior executives from 
firms such as Hill & Knowlton and Stratos Global 
Corporation. They expressed a keen willingness to be message 
multipliers to their domestic audiences and various 
constituency groups. Given the successful outcome of this 
event 
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toward bringing a similar calibre of Canadians to the U.S. 
As such 

Washington 

sometime in late spring 2006. 


Moreover 

2006 focusing on the Canada-U.S. strategic relationship. 

The first of these high-level events is a Roundtable 
Conference entitled 

Strategy Two Years Later-Perspectives from Ottawa and 
Washington D.C.\" to be held in Ottawa in April/May 2006. The 
second is an International Security Conference focusing on 
Transportation and Security. This conference will closely 
examine best practices in the Fight Against Terrorism. This 
international event will be held in Toronto in early June 

2006. The third event will focus on broader transatlantic 
security issues and concerns. This Forum 

World of e-Borders-The E.U. Experience and the Canada and 
U.S. Smart Border Strategy" 

concepts in international security 

establishment of a transatlantic security perimeter as well 

as emerging themes in V'soft defence\". It is scheduled to 
take place in Ottawa in the late fall of 2006. 


As a result of my extensive work in the Canadian security 

and defence field 

thematic issues involved in the post-9/11 era. However 

am keen to further my knowledge and comprehension of 
American views on what constitutes U.S. national security 
and defence policy 

immediate post-Cold War period to the current War on Terror. 


| believe that | would be a strong candidate in the program 

as | have the specific interdisciplinary skills 

necessary to understand the nuances of advanced 
policymaking. These skills were developed during my ten-year 
association with the Atlantic Council of Canada and through 
my international involvement with the Atlantic Treaty 
Association. 


| am also capable of contextualizing the various historical 
political 

underpin the formulation of U.S. foreign and national 
security policy. For example 

relationship with Foreign Affairs Canada to place top- 
calibre young Canadians graduates at leading Washington- 
based think tanks to examine various international security 
and defence related issues. | negotiated placements with the 
Center for Strategic and International Studies 

Council of the United States 

the Carnegie Centre for International Peace. Facilitating 
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these working relationships between the Government of 
Canada 

had the opportunity to explore firsthand these key elements 
of American policy-thinking. 


| would be truly honoured to participate in the Winter 
Institute\'s program on U.S. National Security Policymaking 

in a Post- 9/11 World. The experience and knowledge | gain 
from the program would filter beyond my own comprehension 
and be used to develop CTR programming and discussions on 
domestic and international security policy issues. Such 
programming would aim at strengthening and enhancing 
Canada-U.S. relations among senior policy-and-decision 
makers 

beneficial to both our countries. 


| thank you for your consideration. 
Goran S. Pesic 


T. Action Officer: 

Nicholas Giacobbe 

General Toronto; Tel 415-595-1721; fax 416-595-5250; Email 
giacobbenj@state.gov. Please copy CAO Elizabeth Kauffman at 
kauffmanec@state.gov. 


End nominations. 


4) Post appreciates the opportunity to nominate candidates 
for this very timely Institute. 


WILKINS 
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known or suspected to be involved in narcotics trafficking or 
other criminal activities 

toleration of illicit behavior by members of the Jamaica 
Constabulary Force - sustains a widespread perception among 
the electorate that both parties are bereft of real ideas and 
unable to take meaningful steps to address corruption. 

Violent crime is a major problem 

boasts one of the top three per-capita murder rates in the 
world. Public concern about violent crime 

widespread perception that the JCF and GOJ are unable to 
contain it 

governed. Meanwhile 

a decline in the agricultural sector due to the end of 
long-standing European sugar quotas 

high unemployment/underemployment rate. A sustained decline 
in Jamaica\'s all-important tourism sector due to a U.S. 
economic downturn could further exacerbate the situation. 


Column 3 
Six-month diplomatic and programmatic strategy: 


5. (C) Anticipating a change in the governing party's 
political leadership in early-to-mid 2006 

simultaneous increase in political posturing in the run-up to 
the national elections due by late 2007 


- more visible USG efforts to reinforce/support appropriate 
GOJ crime-fighting initiatives 

that directly or indirectly impacts U.S. society or 

interests 

violence) and official corruption; 


- increasing our efforts to ostracize those engaged in 

official corruption by using INA 212(f) and other appropriate 
consular tools to cancel non-immigrant visas of corrupt 
police 

travel to the U.S. for familial- 

and other reasons is extremely important and/or desirable to 
most Jamaicans 

source of considerable leverage. 


- coupling anti-crime initiatives with advocacy for 
legislation allowing for asset forfeiture 
etc.; 


- exploring ways of filling the Jamaica Defense Force\'s (JDF) 
officer training void (precipitated by recently announced 

heavy UK and Canadian reductions in long-standing programs 
for initial officer training and aviation training of JDF 
personnel) to ensure that Venezuela 

exploit the situation; and 

- exploring ways to strengthen the judicial system with 
technological assistance 

stenography machines); training in the proper disposition of 
cases; vetting of personnel in sensitive positions 


6. (C) Because PM Patterson has for so long failed to act 
decisively against corrupt subordinates or associates 
periodic public utterances on the issue are often dismissed 
as lip service 

scandal is quickly replaced by resigned acceptance of the 
reality and inevitability of corruption. In the sunset of 

his political life 

elections to contest personally 

afford to act decisively against corruption now in a way he 
has never done; however 

general election looming on the horizon 

take meaningful steps out of concern that a truly impartial 
stance against corruption could complicate his party\'s 
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chances of winning yet again. JCF/JDF successes against 
violent 

coming months 

would increase public confidence in the justice system 

JCF 

allow the GOJ to focus on addressing economic problems 
without worrying about every tropical storm reported over the 
horizon. 


Major needs from the Department or other parts of the USG 
including resources 

diplomacy-related efforts 

these objectives 


7. (C) Developments in more troubled neighboring countries 
rightly absorbing greater attention by senior Department and 
Washington officials 

great weight with the GOJ and the Jamaican public 

they disagree with us. Properly conceived and executed 
frequent public engagement on Jamaican issues (such as those 
described in Sections A and B 

would go a long way here 

trafficking in persons (TIP) arena. Washington- and 
Embassy-based discussion of TIP initially met with 
considerable resistance from the GOJ 

understand the problem 

efforts as unfounded and unjustly punitive. By repeatedly 
engaging with officials 

particularly the public diplomacy engagement via radio and 
television 

resulted in a reluctant acknowledgment of the problem 
awareness of it 


Major impediments 
structural 


8. (C) Apart from the Departments anticipated FY 2006 
resource constraints 
discussed in Paragraphs 9 


Other countries 
influence on GOJ: 


9. (C) As a founding member of Caricom 

first to fellow anglophone CARICOM states for political and 
moral support 

a UN or OAS context. Despite CaricomVs notable lack of 
political agility - witness its months-long dithering on 

Haiti during the crisis surrounding Aristides 2004 departure 
- due in large measure to the consensus principle on which it 
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operates 

is a strong one in Jamaica 

would be likely to continue at least to pay lip service to 
this ideal. 


10. (C) An able politician who came of age politically during 
mentor Prime Minister Michael Manley\'s economically 
disastrous 1970\'s experiment with \"democratic socialism\" 
(both the JLP and PNP grew out of the country\'s labor 
movement 

\"Comrade\") 

and he well understands globalization 

importance of the U.S. (as a major consumer of Jamaican 
goods 

remittances) to Jamaica\'s economy 

profound ambivalence about 

staunch believer in multilateralism as the surest way for 
smaller states to ensure their voices (and votes) are heard 

by wealthier countries 

work with the G-77 countries (which Jamaica currently chairs) 
to enhance the UNVs role and authority 

more responsive to the types of \"development\" issues 
important to Jamaica. Given the small size and relative 
paucity of energy resources in many CARICOM states (Trinidad 
being a notable exception) 

head of government to conclude a \"PetroCaribe\" petroleum 
agreement with Venezuela. Mindful of USG concerns about GOV 
motives without ever specifically acknowledging them 
however 

strings attached" to his oil accord with Hugo Chavez. 


Key areas of democracy promotion supported by GOJ: 


11. (SBU) Despite serious disagreement with the USG over 
Haiti 

member of Caricom 

the protection of democracy in member states 

Caricom and UN fora 

such issues. 


Evaluate consequences of pursuing proactive reform agenda: 


12. (C) Some senior GOJ officials resent what they perceive 
as general USG neglect of the bilateral relationship 
interspersed with crisis-generated periods of engagement. 
For example 

at the annual party conference in September 2005 

of his departure for New York to attend UNGA 

alluded derisively to telephone calls he received from 
numerous 

Secretary) to discuss the hectic final negotiations of UN 
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SIPDIS 

reform issues. Patterson and other senior GOJ officials have 
told us publicly and privately that they would welcome 
increased USG engagement - particularly within a CARICOM 
context. 


13 (C) At the same time 

his party might be inclined to suspect or resent a 

high-profile 

has been in government since 1989 

done more about Jamaican problems. With elections looming 
the JLP could be expected to attempt to exploit any 
indication that the USG viewed the PNP government with 
disfavor 

Further complicating matters are troubling indications of 
serious corruption issues involving some prominent JLP 
figures 

of increased USG attention to such matters is something of a 
wild card. A V marriage of convenience\" with similarly 
concerned PNP counterparts to oppose our efforts could not 
ruled out. In any event 

corruption and strengthening the judiciary would have to be 
carefully crafted to avoid the perception that it was 

intended to influence the electoral outcome or otherwise 
violate Jamaican sovereignty. 

TIGHE 
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statements--including one from an officer who admitted he had 
his back turned at the time--that Jennifer had thrown a stone 
at a police constable and another statement from an 
eyewitness that Jennifer was observed in heated conversation 
with the driver of a police vehicle that was later set on 

fire by protesters. (Note: Six of the seven prosecution 
witnesses against Jennifer were policemen.) Although the 
GORM alleged the stone-throwing resulted in V'grievous bodily 
injury" to the constable 

medical report 

Other opposition activists agreed with Latheef\'s assessment 
noting that Jennifer was originally released from custody in 
November 2003 and told no charges would be filed against her. 
After her father moved to Sri Lanka and began vocally 
opposing the GORM from there in April 2004 

against her was filed two months later. 


3. (SBU) PoloffVs efforts to reach the Attorney GeneralVs 
office on October 18 were unsuccessful. Chief Government 
Spokesman Mohamed Shareef 

us 

eyewitness accounts that Jennifer Latheef had assaulted a 
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police officer 

for medical treatment 

against the Elections Office 

post. When asked if other evidence besides the statements of 
eyewitnesses had been submitted 

believed that videotapes of the protest had been offered as 
evidence 

videotapes captured Jennifer Latheef actually engaged in any 
acts of terrorism. 


4. (SBU) Shareef maintained that the GORM had taken special 
pains to ensure the fairness of Jennifer Latheef\'s trial. 

For example 

proceedings 

accommodate spectators. Second 

investigation had been conducted by a group of V'eminent 
persons" not subject to pressure from the executive branch 

he averred. Third 

throughout the course of the proceedings. 


5. (C) Comment: We have not reviewed the evidence against 
Latheef 

terrorism charges against a wide range of activities it finds 
distasteful 

Ambassador met Attorney General Dr. Hassan Saeed in MaleW оп 
September 27 (Reftel) 

Mohamed Nasheed 

close to coming to an \"understanding\" with the GORM about the 
seriousness of the charges he faces. The 14-month gap 
between the trial and the verdict/sentencing 

harshness of the sentence 

apply pressure on Nasheed to cut a deal with the prosecution. 
LUNSTEAD 
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Airlines -- an Iraqi-owned company based in Egypt that is 
already flying regular 

and Baghdad. After delivering the delegation to Baghdad 
aircraft would fly to Irbil and wait there for additional 
in-country travel 

Youssef did not know the make or model of the Digla aircraft 
but pledged to provide Post with this information if required. 


3. (C) Describing Moussa\'s present itinerary 

the following: Moussa and company would depart Cairo early 
Thursday 

Iraqi government officials all day Thursday. Moussa intends 
to meet President Talabani 

Ministers 

to spend the evening at the Mugamma al Wuzarra next to the 
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Green Zone. On Friday 

Muslim Ulema Council and SCIRI leader al Hakim in Baghdad at 
locations yet to be determined. Moussa intends to conduct 
post-Iftar meetings Friday evening at the residence of Iraqi 
Foreign Minister Zebari 

U.S. Ambassador Khalilzad. Early morning Saturday 
intends to travel to Najaf 

motorcade 

shared that the United Nations was unable to provide 
transportation for this movement 

necessary preparations. Returning to Baghdad from Najaf 
Moussa will fly to Irbil via the Digla charter flight later 
Saturday to meet Kurdish leader Barzani. Depending on a 
possible post 6 p.m. flight curfew 

stay the night at BarzaniVs residence 

Cairo via the Digla charter. 


4. (C) Comment: Post appreciates Baghdad\'s assistance and 
coordination on this subject 

suggestions on how best to help facilitate Moussa\'s visit. 

End comment. 


RICCIARDONE 
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although he commented that \"there will be some issues in the 
coming weeks.\" Asked for more detail 

Amir \"may make a decision V" and \"will put his house in order" 
when the Crown Prince returns on October 19 from London where 
he is receiving medical treatment. What that decision might 

be 

Undersecretary for Amiri Diwan Affairs Khalid Al-Bannai told 

the Ambassador he expected \"a lot of talk 

when the Crown Prince returns to Kuwait. 


2. (C) Shaykh Nasser repeated several times that National 
Guard Chief and leading ruling family member Shaykh Salem 
Al-Ali Al-Salem Al-SabahVs recent comments calling for the 
formation of a tripartite committee to run the country were 
\"very unfortunate. V 


Bio Note: Amir 


3. (C) Shaykh Nasser told the Ambassador that the Amir was 
in \"very good" physical health and in \"perfect\" mental 
health. Although the Amir\'s Parkinson\'s disease worsened 
after his stroke in 2001 

improved after receiving medical treatment this summer at the 
Cleveland Clinic and changing his medications. Despite very 
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poor eyesight 

daily newspapers 

inch from his nose to demonstrate how the Amir reads. He 
said the Amir had himself read carefully the recent criticism 
by Shaykh Salem Al-Ali. 


kkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkk 


Visit Embassy Kuwait\'s Classified Website: 
http://www.state.sgov.gov/p/nea/kuwait/ 


You can also access this site through the 
State DepartmentVs Classified SIPRNET website 
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Comment: More Nuclear Expected 


5. (SBU) Ontario\'s move to refurbish the remaining two 
nuclear reactors at the Bruce generating station is 
indicative of things to come. Analysts and industry 
insiders agree more nuclear power is the only way in 
which Ontario can replace 25 

30 

years while making drastic cuts to emissions in 
accordance with Canada\'s Kyoto commitments by shutting 
down all of its coal-fired generators by 2009. 

Insiders also believe that the financing model agreed 
upon between Bruce Power and the province - already 
used in various smaller Requests for Proposals (RFPs) 
for green energy - is here to stay: the province will 
guarantee a floor price for generators willing to 

assume all market risk and invest in Ontario. 


LECROY 
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issues under scrutiny as new figures show that hiring is on 
the rise. Popular right-of-center Le Parisien headlines: 
VJobs: Things Are Moving.\" 


Today\'s major international story is Saddam HusseinVs trial. 
Left-of-center Le Monde carries a front-page op-ed by former 
`60 minutesY producer Barry Lando titled V'A Trial Under the 
InfluenceW in which Lando explains why certain international 
figures will not appear as co-defends: \"The Americans and 
their Iraqi allies have discreetly resolved the problem by 
creating their own tribunal with its own rules 

stipulates that only Iraqi citizens and residents can be 
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tried. World spectators of the trial will be looking at a re- 
writing of history.\" In left-of-center Liberation editorialist 
Gerard Dupuy V'regrets the hasty\" organization of a trial 
\"guided not by legal imperatives but political ones decided in 
Washington.\" (See Part C) Catholic La Croix interviews Gareth 
Evans of the International Crisis Group on the political 
process in Iraq: V The Sunnis must not be locked in a part of 
Iraq without natural resources 

the North and the Shiites in the South. Iraq must have a 
viable government 

Unless this is implemented there is the risk of Iraq 
disintegrating. But neighboring Arab countries must play an 
active and constructive role rather than trying to take 
advantage of the situation by supporting one Iraqi faction 
rather than another. V" 


China\'s achievement in space is the basis for the editorial in 
Le Figaro 

dual technologies. The threat of U.S. sanctions and Moscow\'s 
desire to contain the ambitions of its neighbor have penalized 
Chinas conquest of space. Yet the space program "made in 
China\' is moving ahead. China is a source of concern for its 
neighbors 

in the space sector. but also because of its increasing 

mastery of all technological sectors." 


Mahmud Abbas\'s visit to Paris yesterday and his forthcoming 
visit to Washington are noted in Le Figaro: V'Abbas 

Arafat 

only WashingtonVs support carries weight to make things move 
forward in creating a Palestinian state. V' Catholic La Croix 
devotes its editorial to “Тһе Palestinians Search for 
Support" (See Part С) 


Financial La Tribune interviews France\'s Trade Minister 
Christine Lagarde 

Trade Commissioner Peter Mandelson on agricultural subsidies 
and the request by 14 EU members that he "not cross the yellow 
line\': VMandelson is operating outside the limits we consider 
desirable. Before his last statement the least one can say is 

he did not engage in too many consultations. The meeting today 
will help to define the perimeter of his mandate. The offers 

he made in answer to the American proposal suggest he went 
outside that perimeter. The American offer is at this point an 
opening. It is a step forward. But of course the Americans 
reserved for themselves a margin for maneuver. V 


(C) SUPPORTING TEXT/BLOCK QUOTES: 


Iraq - Saddam Trial 
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\"Hastiness\" 

Gerard Dupuy in left-of-center Liberation (10/18): \"The 
accused is too important 

defense too weak. From the start the scales are tipping to one 
side. This trial 

could well end up as a trial of the arbitrary dressed up in 
legality. When NGO\'s complain about the conditions of the 
trial 

giving of the law. The December elections and Sunday\'s 
referendum prove that the Iraqis have opted for the democratic 
process. Justice is not revenge. Anyone who opposes the death 
penalty will find something to say against the penalty of 

death in Saddam HusseinVs case if it is the result of an 
expeditious implementation of a shaky legislation. Because the 
Iraqis suffered at the hands of Saddam Hussein 

needed to judge him. This will be done hastily 

Iraqvs new institutions have had a chance to stabilize. And 

the reasons for this have nothing to do with the law 

political imperatives dictated not by Iraqi requirements but 
WashingtonVs requirements.\" 


\"Washington: A Worried Spectator of the Trial\" 

Philippe Gelie in right-of-center Le Figaro (10/18): \"The 

trial opening tomorrow carries for Washington as much risk of 
fueling tension as it does of creating an opportunity to turn 
the page. How Saddam is preparing for his defense is putting 
Washington in a cold sweat 

trial is in the hands of the Iraqis. The U.S. finds itself the 
spectator of a process it was only able to guide from behind 
the scenes. While it waits for the outcome 

staying aloof to see whether the trial will give a new boost 

to the rebellion or turns in favor of the accused. If the 
debates are properly orchestrated 

crimes as a much needed “booster shot for the December 
legislative elections and the principles of democracy.\" 


Middle East - Abbas to Paris- Washington 


\"The Palestinians in Search of Support" 

Dominique Quinio in Catholic La Croix (10/18): V'Cairo 

Madrid and Washington on October 20. The world tour Abbas is 
making gives us a chance to once again look at a region of the 
world we should never turn away from. The Israeli pull out 
from Gaza 

negotiations back on track and relax the tension. The 
Palestinian President 

to be supported and encouraged 

the Quartet. He is in search of political support 

recognition and economic commitments. The obstacles he is 
facing are huge. He must fight on two fronts: abroad he must 
be convincing about his determination in favor of peace and 
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his ability to disarm the terrorists; on the home front he 

must fight the extremist movements which 

want to undermine the chances of a dialogue. After this world 
tour 

meet. This will be one more step 

one. STAPLETON 


42929 

deterioration in freedom of speech as one example. (Ref C) 
The comments provoked a heated debate in the press. The 
government-controlled media accused the United States of 
interfering in YemenVs sovereign affairs 

independent and opposition media praised the comments for 
raising important issues. In this quarter 

determine next steps on press reform 

options for more sustained assistance programs to augment 
existing donor efforts. 


8. (C) In September 

proposal to Washington for approval 

reforming the court system. If enacted 

would make the judiciary independent of the executive branch 
strengthening the integrity of judges and their decisions. 

The plan also includes the cross-cutting theme of corruption 
aiming to control mismanagement and abuse at each stage of 
implementation. If the plan is approved 

implementation will be a central focus of posts democratic 
reform activities. 


9. (C) In October 

donor missions to discuss the adverse effects of corruption 
on development efforts in Yemen. Participants included 
ambassadors from the British 

The group agreed to develop a shared reform agenda in the 
area of governance 

indicators. A U.S. and British-led working group will 
develop these objectives 

field with strong political messages on good governance at 
the top. The ambassadorial group is scheduled to meet for a 
second time in the next quarter. 


10. (C) A multi-donor group for Public Finance Management 
Reform 

with the ROYG on passage of a reform strategy in the Cabinet. 
Post has the lead on mapping existing donor activities 

a World Bank consultant 

an action plan to determine what donor support is needed to 
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encourage transparency of ROYG financial management. A major 
component of the plan is reform of government procurement 
practices 

quarter. Post will also consider additional anti-corruption 
programs as part of 2005 DG initiatives from USAID. 


11. (C) The central feature of the ROYGVs MCC Threshold plan 
supported by the Embassy 

judiciary. Authority to appoint 

will be removed from the PresidentVs office and vested in an 
independent council of legal professionals. With the 

Threshold plan 

on the bench 

experienced enough to adjudicate fairly the cases that come 
before them. 


12. (C) To achieve the stated milestone in adherence to due 
process 

School to train law students in the principle of human 

rights. USAID will also provide USD 85 

grants 

UNDP 

raise awareness among Yemeni women of their rights under the 
law 

Post will continue to work with MEPI in an effort to bring 
representatives of ABA-CEELI to Yemen 

implementing recommendations from a 2005 assessment mission. 


13. (С) NDN's MEPI-funded program in V'Strengthening 
Parliamentary Institutions" produced significant results in 
last quarter\'s Parliamentary session. (Ref D) The legislature 
challenged the ROYG on a number of high profile corruption 
cases 

For the first time in its history 

constitutional authority to summon ministers for questioning 
and to draft legislation. Many of the most active MPs 
received training at NDIVs parliamentary resource center 
met in NDI-sponsored issue groups. 


14. (C) In September 

announcement that the ROYG would allow for the direct 
election of regional governors and district managers in 2007. 
This is a positive sign in keeping with postVs support of 
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decentralized government. The President also called for 
increased funding and responsibilities for local councils. 
The Ministry of Finance has stonewalled all attempts to date 
at fiscal decentralization 

ministries such as health and education remaining under 
central control. The PresidentVs public position has created 
renewed pressure on the ROYG to empower local government. In 
the next quarter 

decentralization and determine next steps to encourage the 
ROYG to fulfill its commitments on decentralization. 
Krajeski 


42930 

accomplishment." He also highlighted the V'sacrifices made by 
security officers V" in the January 2005 confrontations with 
extremists in Kuwait 

fighting terrorism V'in cooperation with the international 
community. The PM emphasized the need to prevent \"sectarian 
exchanges"; encouraged Kuwaiti media to promote \"positive 
freedom\" and avoid creating tensions; and welcomed the 
efforts made to release Kuwaiti Guantanamo detainees. He 
also commented on the licensing of non-governmental 
organizations (NGOs) 

services extended to Kuwaiti citizens. 


No Go On Political Parties 


3. (SBU) National Assembly Speaker Jassem Al-Khorafi in his 
speech 

Government to recognize political parties. Stating that the 
country was in \"great need of political reform 

added that current challenges could not be dealt with by past 
methods. It is illogical to have political associations in 
Kuwait 

them 

saying. Shaykh Sabah dismissed this possibility to reporters 
after the session 

in the issue of legalizing political parties.\" The Speaker 
agreed 

stressing that national unity \"is the heart of the country\'s 
political system with plurality as its artery and social 
integration the base of its strength and immunity.\" 


No Amir; No Substance 


4. (C) This National Assembly session marked the first time 
that Amir Shaykh Jaber Al-Ahmed Al-Sabah failed to open the 
session 

session and deliver his remarks. (Note: Last year the Amir 
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was present for the opening session 

his speech; the PM spoke on his behalf. End note.) The most 
significant aspect of the Amiri speech delivered by the Prime 
Minister was what was left out. He did not address 
controversial legislation on development of the northern oil 
fields known as Project Kuwait 

Law 

districts. 
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resources and all revenues there from are the property of the 
State. It shall ensure their preservation and proper 
exploitation.\" Article 70 of the Constitution specifies that 
any \"treaties\" involving natural resources must be ratified 
as a law by the National Assembly. Article 152 further 
specifies that \"no concession for exploitation of a natural 
resource may be granted except by a law and for a limited 
period.\" 


7. Recognizing the need for foreign technical expertise in 

its oil sector but wanting to set limits on the actual 
participation of the companies 

number 67 of 1964 which deals with public energy sector 
tenders. The Kuwait Oil Company (KOC) added a number of 
stipulations to this law 

foreign companies to be contractors for the oil sector. The 
stipulations include: that the company participates through a 
public tender; that the company is represented by a Kuwaiti 
agent or partner; that the company must abide by GOK labor 
rules 

that any disputes between the contractor and KOC come under 
the exclusive jurisdiction of the Kuwaiti courts. A number 

of foreign oil companies 

technical service contracts with various elements of the GOK 
oil industry. 


8. In 2001 the National Assembly approved a Foreign 
Investment Law which permits 100% foreign ownership of local 
companies in certain sectors. In 2003 the law was clarified 
and the specific sectors where 100% foreign ownership would 
be allowed were identified. Oil and gas exploration and/or 
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production was ruled as off limits and not eligible for a 
foreign investment license. 


9. The Parliament is expected to vote this session on a law 
enabling KOC to sign an Operating Service Contract (OSC) with 
a consortium of foreign oil companies. This law would permit 
foreign experts to further develop and exploit Kuwait\'s 
northern oilfields. If the bill passes 

contract document to three consortia 

a U.S. company. The consortia will bid on this contract and 
the winning consortium will be granted the right to operate 

the northern oilfields. The winning consortium is expected 

to make investments totaling $7 to $8 billion for development 
of the fields and management of the reservoirs over the 
lifetime of the proposed twenty-year contract. The 
consortiumVs return will be cost recovery plus a per-barrel 
fee. Although this law appears not to contravene the 
Constitution 

almost ten years. Some parliamentarians and others view the 
proposal as permitting foreign companies control over 
KuwaitVs natural resources. 


Cumulative and Annual Inflows of U.S. FDI 


10. The only recent U.S. FDI in the oil and gas sector would 
be Union CarbideVs 42% contribution to the $2 billion EQUATE 
petrochemical plant and facilities in 1995 

Dow ChemicalsY contribution to facilities upkeep and 
maintenance. The joint venture achieved its first profitable 
quarter in December 2000 

the actual inflow of additional investment into the facility 

by Dow is minimal. With the three new joint venture 
petrochemical projects expected to begin construction soon 
we can expect additional inflows of U.S. FDI over the next 
few years. 
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the IIP\". He named the party\'s Anbar chief as Abdul al 

Salam 

IIP headquarters after the momentous announcement regarding 
the changes in the constitution. Of the five Anbar 


Column 3 

politicians PolOff has met 

seven 

pray. He appears to have a good 

relationship with Mamoon and boasted of holding 21 
Provincial Council meetings since the body's inception. 


4. (C) Deputy Governor Talib denigrated both political 
parties (\"not representative of the people of Anbar\") and 
tribal leaders (\"who have lost their constituencies V"). He 
criticized the governor (in the presence of Haji Arif 

Legal Advisor to Mamoon) for failing to understand his 
authorities vis-a-vis the Provincial Police Chief. 
Mamoon\'s cousin and advisor 

the governor\'s influence was limited : \"Не can only travel 
between his homes and the governorate center.\" Talib 
accused Shaqr 

allegedly even the Minister of Interior. The deputy 
governor claimed he did not represent V'any one party 
the people of Anbar\". He tucked a copy of the Iraqi 
National Dialogue Council (INDC) party platform into the 
Poloff's notebook as he left. 


5. (C) Police Chief Shaqr praised the INDC\'s leader 

native Shaykh Khalif Al-Uyan for his military experience. 

A few of the Anbar police commanders agreed Al-Uyan was 
\"popular\". Shaqr\'s old boss 

al Ghaoud 

described al Ghaoud as \"tired\" and lacking any support in 
Anbar. (Note. Al Ghaoud\'s party newspaper 

is one of the few publications found on Ramadi streets 

the former governor has been scarce in the troubled 
province. End Note.) Mamoon decried al Ghaoud as not even 
the most senior representative of his Hit-based 

tribe. Shaqr seemed to approve of former Prime Minister 
Ayad Allawi 

forming a coalition with the IIP. 


6. (C) Comment: Organized and proactive political parties 
like the Diyala IIP 

Anbar. With the October 21 election commission deadline 
for coalition and candidate registration fast approaching 
local politicians will need to finalize their coalitions 

and appeal to their (if any) constituents quickly. There 
appear to be no alliances among the leading local figures 
another attestation of the divisive and fractured nature of 
Sunni Arab politics. The voter turnout in Ramadi and 
points west was very low. Focused education and public 
political forums may spark voter interest in the next 
elections. End Comment. 

Khalilzad 


Column 3 

42934 

in the rest of Al-Anbar 

be placed in the reject column. Науай Aboud 

of operations for Anbar 

approximately 170 

in the constitutional referendum 

headquarters has yet to release final figures. Most 
Fallujans who registered went to the polls. The expected 
breakdown will be over 90 percent voting against. There 
were no major security incidents at the city\'s 34 polling 
sites; the IECI-approved tribal security plan 

support and extensive U.S. Marine oversight and 
involvement 

Marine FAO referendum day that the city would remain 
mobilized for the December election. END SUMMARY. 


2. (C) FallujahVs leaders had long predicted high turnout. 
They mobilized the local Sunni-Arab vote over many 
months. City council members 

played particularly pro-active roles. Residents largely 
followed the clerics\' guidance to participate 

heeding informal advice that the draft would lead to a 
division of Iraq. Most Fallujans said they had not seen or 
read the draft prior to the vote. 


3. (C) Fallujah-based IECI operations director 

Aboud 

numbers on the evening of October 15 and more solid returns 
throughout October 16. When the IECI team had finished 
their first review 

overwhelmingly rejected the draft. At some polling sites 
100 percent voted \"no\" -- with only a few scattered \"yes\" 
votes in other sites. Examples of this dramatically lop- 
sided ratio include preliminary stats at three sites (no 

vs. yes votes): 3 

unanimous negative votes at one location. IECI\'s RaVad 
Aboud 

that the V'yes V" votes reflected the number of V'educated 
voters" in Fallujah. (Comment: this is the kind of lop- 
sided turnout that is drawing IECI/Baghdad attention. 
Anbar results could well figure among those re-checked by 
the IECI. End Comment.) 


4. (C) While city imams did not formally advocate a 

negative vote from pulpits 

effectively based on the tentative results -- a quiet V'vote 

no" approach in mosque corridors. Clerics\' whispers echoed 
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the negative aspects of the draft 

division\" as the most prominent mantra. Tribal leaders 
conversely 


R-DAY ATMOSPHERICS; IECI PERFORMANCE; 
TRIBAL SECURITY PLAN A SUCCESS 


5. (C) ATMOSPHERICS: High turnout in the city was spread 
over 34 sites. Each neighborhood had its own polling 
location (schools often) 

their leisure. Fallujah Poloff visited two locations on 
referendum day 

each location 

one. The mood was calm and there was a degree of buzz in 
the air 

participate in the referendum. 


6. (C) IECI PERFORMANCE: IECI staff had their problems 
but also enjoyed baseline success. U.S. Marine logistical 
assistance -- formally requested by IECI -- proved 
invaluable 

regarding ballot transportation 

disconnect stemmed from confusion over whether residents 
could vote at any city site 

registration record was held (based on the PDS/food ration 
system). IECI Chairman Izadin had told Fallujah leaders 
that voting would not be restricted to certain locations; 
however 

Fortunately 

helping to alleviate the problem. IECI also failed to plan 

in advance for ISF voting -- a sizable group in Fallujah. 

The situation was resolved only late in the day when Iraqi 
Army units were finally given IECI go-ahead to vote. 


7. (C) TRIBAL SECURITY PLAN: The tribal security plan 
supplemented by local police 

security incidents. City police performed particularly 

well; police searched Poloff at both locations visited. 
Fallujans will seek to repeat this arrangement in the 
December election 

to expanding this model elsewhere in the province. Future 
and wider success will depend on key parameters 

an adequate CF presence and related coalition commandersV 
assessments 

sufficient training and equipment. 


8. (С) COMMENT: One Anbar city's results -- Fallujah\'s 
overwhelming \"no\" vote -- decisively moved the province 
into the reject column. Zarqawi\'s and associated 
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extremists\' intimidation message failed 

that only a year ago AMZ treated as a safe haven. 
Fallujah\'s high turnout will undoubtedly be noticed in 
other Anbar communities 

Ramadi. Many Anbaris will understandably begin to ask 
whether they want Fallujah to be the vast area\'s singularly 
dominant political voice. Most arguably will not. That 
will be a healthy 

dialogue. Fallujah\'s October 15 surge to polling sites 
might even hasten other Sunni-Arab leaders to move more 
aggressively against extremist intimidation and toward 
similar mobilization. Fallujah 

laid claim to implicit political leadership at the grass- 
roots level. The city\'s mobilized voting bloc will be a 
tempting target in the December election 

win it. Fallujah leaders already predict even higher 
turnout then 

Continued Sunni-Arab political engagement -- not the 
overwhelming and predictable \"no\" vote -- stands as the 
most important referendum day headline in one of Iraqvs 
most well known and volatile cities. END COMMENT. 
Khalilzad 
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to get permission to operate radio and television stations. 
While his company has been pursuing this permission with the 
Ministry since 1994 

suddenly." 


4. (SBU) With little in-house expertise 

team of broadcasting consultants with hopes of having its 
radio station on the air in 6 months 

by a television station. Television broadcasting will be 
particularly challenging given its infrastructure costs 

state-run Oman TV refusing to rent OHI its facilities 

absolutely no market survey data. Saleh admitted he does not 
even know how many homes in the Muscat area have antennas to 
receive his broadcasts; most have only satellite dishes. He 
has 

in the Arab media capitals of Cairo 

programs to air. Getting advertisers will be another 

challenge because the number of companies currently 
advertising on the state-owned television and radio stations 
are few 

experience among Omani marketing firms. 
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5. (SBU) Other firms are still working with the Ministry to 
gain approval for their license applications. According to 
Saleh 

Saleh Zakwani 

optimistic that his company 

able to enter the radio broadcasting business in the near 
future. Zakwani believes that now is the right time for Oman 
to move toward privatization of broadcasting services 
that radio 

costs 

currently publishes a popular weekly and several monthly 
magazines 

radio stations that will be based on a playlist format. 


6. (SBU) Both Saleh and Zakwani believe that the granting of 
broadcasting licenses represents a positive step toward media 
liberalization. Saleh noted that the decision by the 
government to open the airwaves reflected its realization 

that it was becoming increasingly difficult to \"keep people 

in the dark 

and the Internet. Zakwani also expressed his view that a 
certain degree of press freedom already exists in Oman 
making it feasible for the private licenses to be issued. 


7. (SBU) Nevertheless 

apprise the Ministry of its operations and programming 
content 

Ministry officials to discuss what would be permissible in 
this regard. While the Ministry\'s response regarding content 
was predictably vague 

Zakwani said the Ministry was firm in limiting broadcasts to 
the Arabic and English languages. (Note: With 600 
nationals in Oman 

niche. End note.) Zakwani 

officials because of his company's print operations 

that maintaining good relations with the Ministry would be 
important to his radio operations. Meanwhile 

Magbool al-Saleh 

of Information Ministry Under Secretary Shaykh Abdallah 
al-Hosni. Both OHI and Apex said they intend to exercise 
self-censorship to avoid Ministry meddling 

politically controversial offerings from their programming 
menus. 
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8. (SBU) Based on our meetings 

has little idea right now how to implement their new rights 

and even less idea exactly how the government will regulate 
them. For instance 

still-nascent Telecommunications Regulatory Agency (TRA) for 
an assigned frequency on the FM band 

or when the TRA will make that determination. They also know 
their broadcast license must be renewed in ten years 

what the renewal criteria might be. What is clear is that 
however vague the Ministry\'s boundaries 

broadcasters will be careful not to cross them. 

BALTIMORE 
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Avian and Pandemic Influenza: Statement of Core Principles 
in the 60th UNGA (Ref A). Liriano said she would see whether 
Dominican Ambassador to the United States Flavio Dario 
Espinal could attend the related Senior Officials Meeting in 
Washington (Ref B). 

BRINEMAN 
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constitution. He said many Sunni in this northern district 

of Baghdad were also going to support the constitutional 
referendum but efforts to gain their support probably came 
too late to cause a more significant impact. Dr. Riyadh told 
PolOff he saw an opportunity for significant involvement in 
the new government 

the constitution offered for greater Sunni Arab support. End 
Summary. 


2. (C) Dr. Riyadh is a prominent citizen and local 
politician from the Al-Adhamiyah District of northern 
Baghdad. He is currently serving as the Deputy Chairman 
sole Sunni member 

on Al-Adhamiyah District Council 

Association of Physicians 

Party (IIP). Dr. Riyadh contacted PolOff five minutes after 
the polls closed October 15. He said there had been a good 
turnout of registered voters from the predominately Sunni 
Adhamiyah District 

the local vote on the referendum. 


3. (C) Dr. Riyadh noted that he had originally opposed the 
constitution and intended to vote \"no\". But after the TNA 

agreed to amendments to the document that would be determined 
in 2006 
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constitution. IIP support was critical for Dr. Riyadh 

because it is one of the oldest political parties in Iraq and 
best represents what he feels are the basic needs and issues 
of Iraq 

the endorsement of the constitution by the Sunni religious 
leader Sheikh Moyaad of the Abu Hanifa shrine. Though 
endorsements by the IIP and Sheikh Moyaad were influential 
Dr. Riyadh stated that their avowals of support may have been 
Va little too late\" to sway the opinions of the majority of 
Sunnis. He felt that if their support had been expressed 
sooner it would have had a greater impact on the electorate. 
When PolOff asked him about the condemnation of the IIP by 
other leading Sunni leaders and organizations Dr. Riyadh 
responded that this situation was really a misunderstanding 
that could be rectified by Sunni leaders meeting and calmly 
discussing the issues. 


4. (C) Finally 

leadership must continue their efforts to include Sunni Arabs 
in the government. He said the ITG needed to meet three 
basic demands: 1) greater Sunni representation within leading 
governmental positions; 2) an end to the Ministry of 

Interior 

the release of all detained Sunni Arabs. Dr. Riyadh said 

that unless the ITG met these \"crucial 

conditions 

between the ITG and Sunni Arab leaders. 


5. (C) Dr. Riyadh is a well-known and respected leader 
within local Baghdad community and his opinions are highly 
regarded. Though somewhat optimistic about the constitution 
and the future of Sunni involvement in the national 
government 

ITG. He represents a segment of the Sunni population that is 
responding to outreach efforts from the ITG but still 

maintains a basic suspicion of any Shia-led overtures. 
Khalilzad 
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forward on this.\" 


7. (SBU) Comment: Ozturk strove throughout the meeting 
to project a positive outlook for CSI. Post looks 

forward to working with ICE Attache Rome and interested 
Washington-based agencies during the negotiation and 
implementation process. We also point out that a number 
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of post-specific administrative details related to 

security and support 

need to be resolved before ICE officers can be assigned 
to Turkey. End comment. 


8. (U) Begin text of GOT proposed draft CSI Agreement: 


DRAFT AGREEMENT BETWEEN THE CUSTOMS ADMINISTRATION OF 
THE REPUBLIC OF TURKEY AND THE CUSTOMS SERVICE OF THE 
UNITED STATES OF AMERICA REGARDING THE IMPLEMENTATION OF 
THE CONTAINER SECURITY INITIATIVE (CSI) AT DESIGNATED 

PORTS OF BOTH COUNTRIES 


The Customs Administration of the Republic of Turkey and 
the Customs Service of the United States of America 
(hereinafter referred as the V Parties V); 


Considering the principles and terms set forth in the 
VAgreement Between the Government of the Republic of 
Turkey and the Government of the United States of 
America Regarding Mutual Assistance Between Their 
Customs Administrations\" signed on 28 March 1996; 


Recognizing the long-standing close and productive 
relations between the Customs Administration of the 
Republic of Turkey and the Customs Service of the United 
States of America; 


Being convinced that this cooperation can be further 
improved by intensifying the exchange of information and 
best practices between the two customs authorities; 


Recognizing the high volume of trade between Turkey\'s 
seaports and seaports of the United States of America; 


Bearing in mind the World Customs Organization 
Resolution on Security Facilitation of the International 
Trade Supply Chain adopted in June 2002; 


Being convinced that there is a need to deter 

and interdict any terrorist attempt to disrupt global 
trade or to make use of commercial shipping to further 
their own schemes; 


Supporting the Container Security Initiative (CSI) 

which is designed to safeguard global maritime trade by 
enhancing cooperation at seaports worldwide to identify 
and examine high-risk containers and ensure their in- 
transit integrity; 


Have agreed on the following provisions; 
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Article 1 


The Parties shall intensify bilateral customs 

cooperation 

implementation of the Container Security Initiative in 
accordance with the guidelines provided in Annex A 

which shall constitute an integral part of the 

Agreement 

the framework of the \"Agreement Between the Government 
of the Republic of Turkey and the Government of the 

United States of America Regarding Mutual Assistance 
Between Their Customs Administrations V' of 28 March 1996. 


Article 2 


On this basis 
and work together closely to ensure the identification 
screening 


Article 3 


U.S. Customs officers 

the guidelines provided at Annex A 

at Turkey\'s designated seaports with significant volume 
of commercial traffic to the United States of America. 


Turkish customs officers shall be stationed at U.S. 
seaports 

of the Republic of Turkey with the same aim and under 
the same conditions established in this Agreement and 
its Annex. 


Article 4 


The Parties shall consult closely on the implementation 
of this program to ensure continued effectiveness and 
mutual benefit of bilateral customs cooperation. 


Article 5 


The Parties shall consult at the earliest possible 
opportunity with a view to settling any third party 

claim in respect of CSI inspections upon the request of 
either Party. 

Article 6 


This Agreement shall enter into force on the date the 
Parties have notified each other in writing through 
diplomatic channels that the necessary internal 
ratification procedures have been completed. 
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The Agreement shall remain in force until three months 
from the date on which either Party notifies in writing 
through diplomatic channels the other Party its 
intention to terminate the Agreement. 


Done in this day of 


in two original copies in Turkish and English languages 
both texts being equally authentic. 


On behalf of the Turkish Customs Administration 
On behalf of the U.S. Customs Services 


Annex A: Guideline for the Implementation of the 
Container Security Initiative (CSI) at Designated 
Turkish Ports 


Recognizing the following brief contents of the 
Container Security Initiative (CSI); 


VCSI is an anti-terrorism initiative that targets and 
pre-screens containers 

terrorism at designated ports of lading. The 
implementation of CSI at the Turkish ports shall 
include 


-- Using intelligence and automated information to 
identify and target containers that pose a risk for 
terrorism. 

-- Using non-intrusive detection technology to quickly 
pre-screen those containers that pose a risk at the port 
of departure before they arrive at U.S. ports. 

-- Deploying CSI team works in the host country to 
identify and target high risk containers in cooperation 
with the host government which will conduct the 
inspections when deemed appropriate while the U.S. CSI 
team observes. 

-- Thus 

legitimate trade by allowing pre-screened containers to 
enter the U.S. without delay.\" 


This Guideline 

of the Agreement to which it is annexed 

the principles of cooperation between the Turkish 
Customs Administration and the U.S. Customs officer(s) 
stationed at designated Turkish seaport(s). As such; 


1-The number of U.S. Customs officer(s) and the Turkish 
seaports to which they will be deployed shall be subject 
to the consent of the Turkish Customs Administration. 
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2-The examination of the cargo containers that pose a 
risk for terrorism shall be conducted by the Turkish 
Customs Administration. U.S. Customs officer(s) shall 
operate under the supervision of the Turkish Customs 
Administration and shall only observe the security 
screening. U.S. Customs officer(s) shall not be 
entitled to exercise any law enforcement authority and 
shall not possess and carry firearms. U.S. Customs 
officer(s) shall abstain from any activity that is not 
consistent with the aims and purposes of the Agreement 
and this Guideline. 


3-U.S. Customs officer(s) shall not have diplomatic 
status. They shall be subject to Turkish laws and 
regulations and shall not enjoy any privilege or 

immunity. As such 

promptly issued with the necessary working permission by 
the Ministry of Labor and Social Security. 


4-U.S. Customs officer(s) shall wear a pass provided by 
the Turkish Customs Administration for access to certain 
areas at the designated Turkish ports. Access to other 
areas and locations by the U.S. Customs officer(s) shall 
be subject to prior consent and approval of the Turkish 
Customs Administration. 

5-U.S. Customs officer(s) shall not transfer any 
information obtained during the pre-screening activities 
at designated Turkish ports to any third party without 
prior consent and approval of the Turkish Customs 
Administration in writing. The U.S. Customs officer(s) 
shall provide information to the Turkish Customs 
Administration concerning the monitoring reports to be 
submitted to the U.S. Customs Administration. 


6-The U.S. Customs Officers shall not take any document 
or data out of Turkish Customs territory without the 
permission of Turkish Customs. 


7-Establishment and operation of any communication and 
data exchange equipment require prior approval of the 
Turkish Authorities. 


8-The Turkish Government shall not bear any functional 
or personal costs of the U.S. Customs officer(s). 


9-The issues not mentioned in this guideline shall be 
evaluated and tackled by the Turkish Customs 
Administration in consultation with the U.S. Customs 
Service. End draft agreement text. 

MCELDOWNEY 
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GOCR\'s priorities as Non-Agriculture Market Access (NAMA) 
Services 

to least important. 


3. (SBU) Per usual practice 

Tepla deferred to the EU and said the Czech Republic would 
have \"no input\" into the process of formulating the EU 

position on this issue. She added 

Republic did not sign the French petition urging EU trade 
commissioner Mandelson to hold off on making any concessions 
until he consults with national governments. Tepla 

underscored that agricultural barriers in the Czech Republic 
were lower before joining the EU and they would not be 
threatened by a more open agricultural policy. 


4. (SBU) COMMENT: While the Agriculture Ministry continues 
to resist taking any firm position within the EU 

Ministry of Industry and Trade clearly sees this as a timely 
opportunity to get beyond the agriculture debate in the WTO. 
With little at stake in terms of agriculture 

expect the Czech Republic to be overly active in this area 

but also will not hinder granting the Commission greater 
negotiating flexibility. 

CABANISS 
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Vlegal monopoly on armed force. V" Iranzo noted that the 
Quartet statement contained several messages 

need for both sides to fulfill their responsibilities. 
Polcouns responded that indeed that is part of the overall 
message 

disengagement. 


2. (SBU) In his on-going dialogue with Abbas and the 
Palestinians (including in a meeting 5 weeks ago) 

makes clear that the two Intifadas were failures and that 
violence is not only criminal 

Palestinian cause 

Polcouns the need for PA security forces force to have all 
of the material means they need to respond to and control 
radical armed groups 

times prevented them from obtaining needed equipment. 
Nonetheless 

supporting Palestinian security forces and said he believes 
General Ward is very happy with Spanish assistance 
delivered on a bilateral basis and through EUCOPS 
Spanish experts are assisting the Palestinians in 
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restructuring their security forces. 


3. (SBU) Iranzo said that Abbas needs some margin of 
maneuver and has to be careful as he seeks to restrain armed 
groups not to spark a civil war among the Palestinians. 
However 

Vhas an expiration date\" and he needs to take action. 


4. (SBU) Iranzo undertook to brief Polcouns after Abbas! 
two-day visit 

with Spanish King Juan Carlos. 

AGUIRRE 
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local franchisee.\" The Jamaican locations have been 
operated by the parent company since 2003 

Issacs-Green sold her franchises back to the company. 
Despite rumors that the company never gained the market 
share that they hoped for 

licensing requirements of the company were the primary 
reason. 


2. (U) McDonald\'s had been operating in Jamaica since 1995. 
At its height 

initial aggressive push 

Restaurants" (QSRs) existed 

local franchisee 

outlets. In 2003 

back to her corporate parent 

with her family and pursue other interests." McDonald\'s 

sent Steve Blackwood to Jamaica to run the operation while 
seeking a suitable franchisee to take over. 


3. (U) McDonald's franchising requirements 

significant. In addition to the service fees 

fees and monthly rents that are industry standards 
McDonald's also requires that the franchisee spend nine 
unpaid months learning all aspects of their corporate 
culture 

only business interest. In the opinion of local 

entrepreneurs 

for a successor to Issacs-Green virtually impossible. Becky 
Stockhausen 

Commerce and a longtime resident of Jamaica 

October 13: \"Jamaican [businesspeople] would simply never 
sign off on a commitment to one interest over the long 
term.\" Jamaican investors 

different businesses 

one\'s time into a single project would simply not appeal to 
the business culture here. 
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4. (U) Marielena Santana 

McDonaldVs Puerto Rico-based Caribbean Division 
emphasized the corporate atmosphere as the reason why the 
company had difficulty finding a franchisee 

in smaller international markets like Jamaica 

does not typically direct operations. She noted 

that Blackwood will remain in Kingston for several months 

in order to assist the approximately 250 employees who will 
have to transition to new employment 

company meets all its financial and legal responsibilities. 
She said that the company hopes to find a suitable Jamaican 
franchisee in the future 

that they felt that it will be virtually impossible for the 
company to regain even the minimal foothold that it had here 
once they leave. 


5. (U) Comment: This is not the first Caribbean island to 
lose McDonald\'s 

of other QSRs like Burger King and Kentucky Fried Chicken. 
Stockhausen noted that Barbados and Trinidad and Tobago have 
seen the company come and go while others survive. While 
this might seem to suggest an Achilles Heel in their 

globally successful armor 

the product 

to this result. If they intend to return and prosper in 

Jamaica 

required. End comment. 
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the recent visit of GOI Minister of Infrastructure Benjamin 
Ben-Eliezer to Turkey and the meeting of the Turko-Israel 
energy working group 

meetings in Jerusalem and Moscow. He confirmed that there 
was an agreement between Israel and Turkey to pursue the 
following initiatives (in order of likely probability and/or 

timing of realization): 


-ELECTRICITY links between Turkey and Israel (and northern 
Cyprus 

the possibility of transmission inter-connectibility 

subject to EU UCTE technical restrictions and economic 
feasibility. As a first concrete step of energy 

cooperation 

Industries announced plans to jointly build a gas-fired $360 
million power station in southern Israel. 


-OIL links between and through Turkey and Israel (to carry 

oil to India and China). This is envisioned as an extension 

of Turkey\'s long-sought Samsun-Ceyhan Bosphorus oil bypass 
from the Black Sea (reftel). Ceyhan would be linked by 

tankers or pipeline to Israel 
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Elat pipeline -- to the Red Sea (bypassing the Suez canal) 
to carry oil to Asia. 


-WATER links between Turkey 

Turkey recently announced that Turkey would build a 78 km 
water pipeline to the V'Turkish Republic of Northern Cyprus" 
(ΤΗΝΟΥ) 

According to the Turks 

ultimately serve regional 

facilitating linkages and efforts for settlement in Cyprus 

and reduce the cost of an eventual pipeline to carry water 
from Turkey to Israel 

DCM admitted that there were economic challenges to making 
the project workable 

desalination. He also referenced the defunct white elephant 
water project in Manavgat in southern Turkey 

based on original plans to collect water for Israel (he 

noted that 

economic to export water by tanker). 


-NATURAL GAS links with Israel address Turkey\'s long- 
standing desire to re-export Russian gas 

burgeoning energy hub at Ceyhan 

Russian support for re-export and a Samsun-Ceyhan natural 
gas link to the \"Blue Stream" link. The Israeli official 
admitted that Israel did not have an acute need for gas 
having signed a contract with Egypt 

interested in long-term diversification and was receptive to 
Turkey\'s strong support for this element of the North-South 
corridor. He emphasized that Turkey had struck expensive 
non-transparent deals with Russia 

subsidize these bad deals. 


3. (SBU) Believing that Turkey\'s vision of North-South 
linkages must include northern Cyprus 

assent would be necessary for such projects to move forward. 
Israel is game to support Turkey\'s commitment to Bosphorus 
bypass and links to \"TRNC 

for connections with Israel and its quest for 

diversification and Suez bypass alternatives. While aspects 
of the plans are futuristic and optimistic 

attractive element in linkages contributing to peace 

(although pipelines follow - and reinforce - peace 

versa). The broad and ambitious Turkey-Israel bilateral 
energy and water cooperation follows and builds on 
comparably ambitious Turkish-Russian MOU/wishlist 
propounded at four Erdogan-Putin meetings over the past 
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year. 
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potential investors accompanied the Prime Minister in 
October to Kiev 

places on Ukrainian growth and stability. Finland hopes 
to use ePINE to coordinate anti-corruption and good 
governance initiatives in Ukraine with the U.S. and to 
avoid program duplication with the V'Northern Dimension" 
and other multilateral processes. Without timely 
progress on corruption 

could \"backslide.\" 


d) Trafficking-in-Persons: There has been a sea change 
in FinlandVs view of and approach toward trafficking-in- 
persons (TIP). Over the past 18 months 

formed an inter-agency task force 

international conferences 

offense 

national action plan. We augmented these actions through 
TIP-focused IN and VOLVIS programs 

local NGOs. The Embassy also sponsored a series of 
training seminars in Finland by Los Angeles-based police 
captain and TIP expert Nick Senseley. We are well 
positioned to build on this partnership. Finland will 

need help implementing its action plan 

successful prosecution of traffickers and border 
management. Professional exchanges 

programs or other methods 

The GoF also wishes to emphasize combating TIP during its 
EU Presidency 

together toward shared goals. 


e) Security Cooperation: We have continued to receive 
remarkable support from Finland for U.S. security 

interests around the world. The Defense Forces are 

working to increase their troop strength in Afghanistan 

to 100 personnel 

Shift completely their focus from civil-military 

cooperation in the Kabul area 

Provincial Reconstruction Teams. Likewise 

doubled its support for Iraqi police training in Jordan 

to 10 expert trainers. Finland maintains a contingent of 

550 peacekeepers under NATO command in Kosovo 

another 200 under EU command in Bosnia. We are also glad 
to report that Finland is steadily increasing its 

investment in NATO compatibility 

approximately 1 billion Euros in the next few years to 

building a NATO-compatible defense communications system. 
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f) Environment: Viewed from the North (rather than the 
traditional East-West axis) 

indeed next door neighbors 

well-being are closely intertwined. In this context 

have been engaging the Finns for many years on Arctic 
issues. Finland continues to be an important Arctic 
Council partner in addressing environmental hazards in 
Russia. For example 

facilitating a waste water treatment plant in St. 

Petersburg that will serve a community of more than 

700 

to eliminate many land-based pollutants. We stand to gain 
much from further cooperation with the Finns in areas 
like bio-energy and nuclear waste storage. The Finns also 
play a strategic role in the development of shipping 
technology and infrastructure to guarantee the safe 
transportation of Russian oil and gas (which comprise the 
largest reserves outside the OPEC countries) through the 
Baltic Sea and Arctic Ocean. The U.S. Arctic Research 
Commission visited Finland in March with a view toward 
enhanced cooperation on these issues. 


8. (SBU) Most of the superb cooperation between the U.S. 
and Finland remains invisible to the average Finn. Few 
Finns 

commanded NATO brigades in the Balkans 

initiative was there any press coverage when U.S. Marines 
came to Finland for peace-keeping training. Meanwhile 
the international controversy over issues like Iraq and 
global warming fills newspapers here. This imbalance in 
information leads to an undue focus on areas of 
controversy and disagreement 

and to a declining image of America in Finland. 


9. (SBU) Finland\'s rich cultural life 

an area of high-interest public attention where we can 
work to remind this country that our relationship extends 
far beyond security or trade issues. For example 
Finland has a world-class music education system leading 
to a public culture in which orchestra conductors and 
opera singers are topics of front-page news - not gossip 
- articles. Its musical festivals 

grand opera and everything in between 

Finns and tourists in the summer 

performer who comes here 

independently 
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society that reaches well beyond the normal circles in 
which we work in Helsinki. During three interviews that 

| gave last week to influential media sources 

tremendous interest in American arts and culture. A 
senior Washington Post editor wrote recently that 

V Helsinki seems to be the 21st Century answer to historic 
Vienna.V Our arts and culture can build bridges of 
understanding and goodwill. 


10. (SBU) With that in mind 

attention on bringing fine American artists and 

performers to Finland 

artistic communities. From young classical musicians 

like the Julliard orchestra 

Gordon 

demonstrated to Finland the vitality of American culture 
and the lively relationship that already exists between 

our two nations artistic communities. For example 
Julliard orchestra premiered here a portion of a work it 
had commissioned for its centennial from a Finnish 
composer - who is himself a Julliard alumnus of half a 
century ago and is today Finland\'s most celebrated living 
composer. Separately 

had studied in the U.S. programmed a summer chamber music 
festival including fourteen works by modern American 
composers - an outstanding achievement for a full season 
let alone a one-week summer festival. 


11. (SBU) If sustained 

cultural diplomacy will bring new energy to Finnish- 
American ties that retain a base of strength here. 
However 

the post-WWII generation 

remember that period 

be gone. As effective as cultural diplomacy can be 

as active as our relationship with Finland may be in 
everything from Afghanistan to waste-water treatment 
technology 

other country 

and - ultimately - political estrangement. However 
young Finns still love and identify with many aspects of 
American culture. Twenty years ago 

school exchange organization sent 500 students/year to 
the U.S.; this year it sent 71. The long-term impact of 
this trend cannot be missed 

perception of trans-Atlantic drift will become a self- 
fulfilling prophecy if the trend toward fewer and fewer 
Finnish (and by extension 

the U.S. and Americans visiting Finland is not stopped 
and reversed. 
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12. (SBU) This may be the greatest challenge we face in 
turning around negative perceptions of the U.S. | 

believe the State Department must do everything it can -- 
through the Fulbright Program 

programs 

as well as through creative public-private initiatives at 
home and abroad -- to address the issue. The old ways 
of thinking about academic exchanges must be changed. It 
is no longer an ancillary or "value-added\' component of 
American diplomacy; it is a strategic tool. 
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generation\" issues 

before formal negotiations on them commence. The SACU Ministers 
hope to assess progress on the negotiations at a side meeting 
during the Hong Kong WTO Ministerial 


8. (C) Malie clearly concurs with the importance we attach to 
the issues raised and understands how they affect the U.S. - 
Lesotho relationship. Being one of the best-informed and most 
capable members of the Cabinet 

trying to make progress on many issues. His comments on 
Article 98 are additional grounds for cautious optimism that 

this long-standing matter can be resolved. Under MalieVs 
leadership 

and constructive party to the FTA and WTO negotiations. Malie 
a tireless and effective promoter of business investment in 
Lesotho 

for Africa trade delegation to Lesotho if at all possible. END 
COMMENT. 
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Park 

downtown Nairobi. Though the protestors are basically 
peaceful 

for its original purposes - as a location for personal 
reflection and a site for appropriate educational 

and memorial events. The protestors falsely claim that a 
November 5 

the USG to pay each of the 5 

families $270 

previously received assurances from the Nairobi City Council 
that the protestors would be evicted on September 5 but 
later learned that the City Council had changed its position 
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and no longer accepts responsibility for the eviction. 

Moreover 

press coverage of the mid-September meeting in which several 
members of Kenya\'s Parliament discussed the protestorsV 
plight with Senators Hillary Clinton and Barrack Obama. 

They also receive moral support from several local non- 
governmental organizations (NGOs) 

Just Society (CFJS) 

behalf. 


2.(U) Following the 1998 bombing 

established a $42 million victimsY V'Humanitarian Assistance 
Program\" fund that was liquidated in 2002. Since the 
bombing was a terrorist act 

established for moral 

projects: sixteen local hospitals were reimbursed for 
providing emergency care to bomb blast victims and more than 
1 

reconstructive surgery; school fees and costs were paid for 

1 

buildings were rehabilitated and grants given to over 300 
businesses to allow them to reopen and a comprehensive 
nationwide disaster preparedness program was established. 
The fund also allowed for the creation of the August 7 
Memorial Park on the site of the bombing and supported the 
successful prosecution of four of the terrorists who are now 
serving life sentences in the United States. The fund did 

not provide for cash restitution to the victims since the 
United States was also a victim 

the terrorist attack. 


3. (U) After delivering the judgment against the four 
convicted terrorists on November 5 

Southern District Court in New York issued the victims a 
letter confirming that he had ordered the convicted 
terrorists to pay compensation to them for all medical 
property 

attack. However 

might only be symbolic since the four were believed to be 
without assets and each was serving a life sentence. The 
only glimmer of hope was the possible discovery of 
previously hidden assets or if the defendants profited from 
the sale of the accounts of the attack. Though the judgeVs 
wording clearly does not support their view 

claim that the 2001 ruling directs the U.S. Government to 
compensate each of the approximately 5 

victims in the amount of 20 million Kenyan shillings (about 
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$270 

evidently receives support from several local non- 
governmental organizations 

Society (CFJS) 

U.S. sources 

the U.S. Embassy. CFJS has written three letters to Kenyan 
politicians and President Kibaki 

Ambassador. 


4.(U) Strategies for resolving this matter remain vague. 

All efforts to reach out to the group to convince them that 

their claim is with Al Qaida and not the U.S. Government 

have failed. This includes meetings with the former PAO 

the deputy mayor of Nairobi 

several occasions 

memorial and commemoration services held at the park 

group received significant media attention 

occasion the embassy clarified the amount and nature of the 
humanitarian assistance that the United States Government 
had previously provided. At present 

States nor Kenyan Governments have additional victim support 
funds available. At last month\'s September 11 Memorial 
Service the Ambassador again confirmed that the Humanitarian 
Assistance Program funds had been exhausted and that no 
additional funds would be made available. 


5.(U) The 14 protestors themselves show no sign of stopping 
their protest which is by all accounts peaceful. In July 

and August they would chant 

difficult for ceremonial events 

they have simply remained seated stoically on a hill in a 
corner of the park. They sleep much of the day and at night 
under plastic sheeting. Relatives and friends pass them 

food and water through the parkVs iron gates. They use the 
park\'s restrooms for washing and cleaning. When these close 
in the evening they relieve themselves in corners on the 

park grounds 

staff each morning. Pedestrians have complained at 
witnessing the protestors bathing openly on the city streets 
outside the park. The local press ran stories of a mid- 
September meeting between several MPs and Senators Clinton 
and Obama at which the MPs asked the senators to establish 
an additional fund to V'compensate victims of the embassy 
bombing.\" The meeting itself 

direct encouragement of CFJS 

protestors who continue to relay that they will not depart 

the park until their demands are fully met. 
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6.(U) Following the September 21 reversal by the City 
Council 

the idea of eviction and instead will close the Park next 
week until the issue has been resolved. As long as the 
protestors remain 

economically viable 

Park maintains an impressive visitors\' center 

and displays from the August 7 attack. It serves as an 
education center for school trips and a poignant location 
for gatherings. It is also an appropriate setting for 
personal reflection in busy downtown Nairobi. However 
Trustees and park staff have set aside plans to make the 
park economically sustainable until after the protestors 
depart. 


7.(U) The situation confronting these 14 protestors is 
indeed 

the sole reason that they were riding in a bus that was next 
to the embassy when the bombs exploded. However 
particularly sad is that of the more than 5 

these fourteen seem unable to rebuild their lives and move 
on. Rather than channel their frustrations against 
terrorism or the terrorists 

remuneration from the United States will relieve their 
physical and emotional suffering. 
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October. He outlined continuing Kenyan government 
shortcomings that inhibit joint ability to protect ourselves: 
lack of A Joint Terrorism Task Force 

and legal inability to even charge plotters if the government 
decided to detain them. Mbaya provided a strong pledge for 
increased government attention to the issues 

Vreferendum fever" is dominating governmental discussions 
before the November 21 vote on a new national constitution. 


4. (S) SOMALIA: Mbaya focused on Somalia as the source of 
threats to regional stability. Mbaya stressed that Somali 
President Yusuf had \"squashed\" extremist groups when he had 
been President of the Somali Puntland 

would do the same now \"if there were a more proactive role V" 
throughout Somalia 

the expense of Mogadishu-based factions of the Transitional 


Column 3 

Federal Institutions. Mbaya noted Kenya was pleased with the 
role being played by UN SRSG Fall. He noted that the Kenyan 
government is planning to soon move against the corruption at 
Wilson Airport 

illegal flights and passengers transiting Wilson 

money flows in support of the khat (\"miraa\") traffic. All 

flight clearances to/from Somalia must be approved in 
advance. 


5. (S) The Kenyan government is currently drafting a \"Plan 

of Action to support the TFls to re-establish centralized 

law and order. He sought funding and political support for 

this initiative. Kenya envisions training 5000 Somali police 

in general security and 200 more to specialize in government 
institution and VIP protection. Among the issues still to be 
addressed: Who feeds the troops? Who collects the guns turned 
in from warlords\' militias? What guarantees are provided to 
(and by) local communities who cooperate? Mbaya asserted the 
UN arms embargo was never intended to limit the ability of a 
new government to establish itself in Somalia. But he 
concluded 

in support of the TFG 

embargo. He encouraged USG support for the Transitional 
Federal Government as \"the only game in town.\" The 
Ambassador noted a USG Somali policy review was underway and 
stressed our continuing support for all the institutions of 

the transitional authorities. 


6. (С) REFERENDUM: The Ambassador expressed concern that 
government ministers were publicly accusing foreign envoys of 
financially supporting the \"NO\" camp in the run-up to 
November\'s referendum on a proposed new constitution. The 
charge is false -- and damaging to good relations. Mbaya 

agreed 

government\'s official position 

views of individual ministers. He said the perception was 

based in the envoys\' having publicly criticized government 

use of funds for the YES campaign. 


7. (u) AUGUST 7 MEMORIAL PARK: The Ambassador also raised 
the issue of Kenyan protesters having taken over the site of 

the former U.S. Embassy 

the protesters are seeking compensation for injuries 

sustained in the 1998 al Qaeda attack; septel). He 

encouraged the Foreign Ministry to accept an invitation to 

appoint a member to the Board that manages the park. Mbaya 
encouraged the Board to send him a formal letter of request 

which he said the MFA would look upon favorably. 
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possible with the current leadership. V" Lightvoet explained 

that Racke 

disappointed to find a complete breakdown in dialogue between 
Menawi and Wahid as well as between the members of the SLM 
present at the Abuja talks and those in the field. Lightvoet 
attributed this breakdown to growing rifts between the two 
predominant ethnicities of the SLM. 


3. (SBU) Lightvoet asked to be kept informed of British 
Norwegian 

clear 

independently. 

BLAKEMAN 
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take into account the fact that Sawa is not a commercial 

entity 

agreement to complete paperwork by October 31 represents a 
substantial step toward regularizing Radio SawaWs 
broadcasting license in Morocco. 


2. The Ambassador and a BBG delegation composed of John 
Bowen 

David Strawman 

Duckworth 

office; and Larbi Khassouni 

meetings to discuss Radio Sawa licensing in Rabat on 4 
October 2005: one with the Moroccan Minister of 
Communication Nabil Benabdallah and one with President Ahmad 
Ghazali of the Broadcast Media Council and its regulatory 
arm the High Authority for Broadcast Media (Haute Autorite 
de la Communication Audiovisuelle hereafter \"HACA\"). The 
Counselor for Public Affairs was note taker. 


3. In a brief meeting 

Benabdallah recapped his role in the creation of Radio Sawa 
and confirmed that this is now a HACA issue. Mr. Bowen and 
Mr. Strawman thanked the Minister for past and continuing 
cooperation. (Note: BBG recently granted the Ministry/RTM 
eight radio transmitters.) Minister Benabdallah noted that 

at the King\'s behest 

seven Radio Sawa frequencies in 2003. V'At that time there 
was only a text of the Audio-Visual Law (which established 
HACA). We knew that we could have problems because other 
stations like BBC 

applied to the Ministry of Communication. And 

were problems because the other stations asked us: Why 
Radio Sawa and not us? It was difficult to respond to these 
questions." 


4. The Minister continued that now in 2005 there is a new 
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law which privatized the broadcast media sector 

HACA 

license applications. All existing radio stations in 

Morocco were given six months to comply 

government-owned RTM which had been given a year. All have 
complied except Sawa 

August 2005. (Note: BBG sent several communications to HACA 
in a response to the new law 

diplomatic note to the MFA which was never forwarded to HACA 
- requested a special status based on the BBG/VOA bilateral 
relation. There is no provision in the new law for such a 

special bilateral status. The new law requires that radio 

stations be constituted so as to be a company.) 


5. The Minister of Communication said he was glad the U.S. 
team would be seeing HACA where this issue could be worked 
out amicably. V'We will not impose on you program content; 
we just need to know (in the application) percentages of 
content type and language. If you want ten hours of news 

you can have it; if you want only two hours you can can have 
it.\" It is important that the Sawa arrangement follow 

faithfully the new legislation. 


6. After eloquent mutual thank youVs for cooperation 

Minister asked if Radio Sawa was the same group as Hurra TV 
(Mr. Bowen - yes) and if there was a chance that Al-Hurra 
would be broadcast from Morocco (Mr. Bowen - it is 
technically but not programmatically possible). 


7. Mr. Ahmed Ghazali 

with a survey of the history of Radio Sawa in Morocco 
stressing that the unresolved regularization had made HACA 
very uncomfortable. (Note: the day of the meeting a new 
article 

exceptions for Sawa 


8. The president of HACA noted the series of discussions 
about putting Radio Sawa in conformity with the law and the 
lapse of the six month grace period on August 2 

the meantime 

situation had \"normalized\" their status. (Note: these three 


are Medi-1 a 51% Moroccan 49% French company in Tangier; Ain 
Chouck radio in Casablanca 

Radio in Casablanca.) The government-owned RTM radio had 
just finished its regularization under the new law the 

previous day. 


9. Mr. Ghazali continued: \"We want to find the best 
solution for Radio Sawa. HACA will help provide ways to 
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"conform in principleW to the new legislation. Ambassador 
Riley thanked the president and said that BBG told him (the 
Ambassador) last week in Washington that they were ready to 
take prompt action to resolve the Sawa license issue. Mr. 
Bowen said he was in Rabat to try to implement the new 
broadcast media regulation. \"We appreciate the patience of 
HACA 

issue.\" 


10. Mr. Ghazali continued his review of history. On 31 
August 2002 Morocco created HACA to privatize broadcast 
media. In September 2002 

monopoly of broadcast media. Before that date only the 
government could own radio and television and there were 
only three exceptions (noted above) and these three 
exceptions have created new private entities. 


11. In the meantime 

2003 

authorization for seven frequencies for Radio Sawa. Law 
77.03 of 2 February 2005 ended the government monopoly of 
broadcast media 

ended the old system of controlling programs initially 
changed to a principle of controlling programs afterwards (a 
posteriori) 

These included freedom of communication 

dignity 

organization of publicity and ads. 


12. Mr. Ghazali stressed: \"HACA is constrained by the law 
and by public opinion. Our credibility must be established 

so that we can function. Regarding Radio Sawa 

of its peculiarity. We know the entire dossier and from 
October 2004 to October 2005 we have reviewed the dossier 
twelve times in twelve different meetings.\" НАСА is 
accountable to be sure the law is applied. There is also 

the matter of conformity. HACA received a dossier from 
Radio Sawa which did not conform to the requirement that 
Radio Sawa be a company incorporated under Moroccan law 
(societe anonyme). 


13. Mr. Ghazali continued: \"From the second of August until 
now it has been uncomfortable for Radio Sawa and for the 
Moroccan government. We have been patient about the 
situation but it is not in your or our interest to let this 
continue. It has been very uncomfortable for HACA.\" 


14. At this point there was a discussion to clarify the 
procedures HACA expects. First Sawa must form a private 
company which has a name 

these can be foreign shareholders. It is easy to establish 
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a company 

Second 

describe the nature of the company 

Third 

must request a license. HACA and Sawa will then negotiate a 
contract or V'cahier de charges. Once this is negotiated 
HACA can grant a license. 


15. The president of HACA recognized Moroccan laws did not 
foresee the situation of Radio Sawa and that V'Radio Sawa is 
a different reality.\" HACA is willing to do everything it 

can to facilitate paperwork for a Radio Sawa license in 
conformity with the law. 


16. Mr. Bowen responded: \"What you have laid out is very 
helpful. | have been empowered by the BBG to work towards a 
resolution of this issue and to establish a shell 

corporation." 


17. Mr. Ghazali replied: V'If you do the application 

role of HACA established by law and the obligations of Sawa 
in Morocco can be codified in a way that is acceptable. We 
know that Radio Sawa programs are formulated for regions of 
the Middle East as well as Morocco. When we consider its 
application we will ignore that particularity. 


18. HACA board member Prof. Salah-Eddine el Ouadie asked to 
speak and reiterated how important it is that the Sawa issue 

be resolved \"in conformity with Moroccan law.\" V'HACA plays 
an important institutional role in Morocco. Conformity of 


Sawa with Moroccan law is not only of juridical value. It 
is also of value to the general audiovisual environment." 


19. President Ghazali said that it was necessary to have a 
deadline 

three months. He suggested the end of October. Mr. Bowen 
said that the deadline of the end of October is reasonable 
that he accepts HACA\'s offer of assistance with the 
paperwork 

BBG Tangier Director. Mr. Ghazali appointed Prof. El-Hassan 
Bouquentar as the point of contact from the HACA side 
suggested that the first week of November would be a good 
time for a ceremony. The Ambassador thanked HACA for its 
cooperation. 


20. COMMENT Clearly 

this \"regularization\" as quickly as possible. The GOM does 

not want any more bad press over the Radio Sawa anomaly. The 
Minister of Communication told us that he had informally 
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\"advised\" HACA to help us but that HACA was an independent 
entity with whom he had no formal communication. It is 

clear that Radio Sawa can not be licensed via the BBG 
bilateral agreements with the GOM. Formation of a company 
with a Vlegal shell" ("une coquille juridique") is the next 
critical step. We should hold to the October 31 deadline 

for regularizing Sawa. BBG Tangiers has contacted a lawyer 
to implement the shell company. Once that is done they will 
meet with Prof El-Hassan Bouquentar (a former PAS 
International Visitor) to finish the paperwork for a 

license. Mr. Ghazali told us that HACA is already working 

on a draft of the \"cahier de charges" which is the last step 
before licensing. 
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quickly retorted that LFC was behind the questionable police 
action. He went on to note that even Guayaquil mayor Jaime 
Nebot (PSC) believes the law enforcement authorities went 
overboard in their zealousness to bring Noboa back to 
Guayaquil (Nebot\'s second such public spat with LFC in just 
one week). 


3. (SBU) While Noboa\'s lawyer prepares a formal lawsuit for 
the Interamerican Commission for Human Rights seeking his 
release from house arrest until there is a Supreme Court that 
can hear his case 

considering a return to politics. However 

confidant and former Minister of Government Rodolfo Barniol 
later told PolOff that Noboa cannot afford to re-enter 

politics right now. Between the outstanding house arrest 
order and the threat of further charges being brought against 
him by the acting comptroller general 

difficult. “То say nothing of the strong-arm tactics LFC 
would take to oppose it 


4. (SBU) Barniol commented that Noboa is V'a victim of the 
(in)justice system V" here in Ecuador 

situation the former president finds himself in can all be 

traced back to the maneuverings of LFC. When asked what he 
believes LFC\'s motivation to be 

stems from two things: Noboa\'s close relationship with LFCVs 
father (Agustin Febres Cordero Tyler) 

resent 

do the bidding of LFC\'s party. 


5. (SBU) Noboa\'s close friend also believes that things are 
going to get worse for the former president. Specifically 

in addition to the charges settled against him by LFC 

faces the possibility of additional charges from the acting 
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comptroller general 

charges would be against Noboa and his two Ministers of 
Economy and Finance (Luis Iturralde and Jorge Gallardo) for 
supposedly arranging for the transfer of $48 million to 
Salomon Smith Barney for their role in Ecuador\'s debt 
restructuring negotiations. The American company was the 
official advisor to the GOE during these negotiations. 
However 

million as above their fee and more along the lines of making 
some backroom deal with the banks. While Barniol admitted 
that he could not provide any evidence of this intended 
action 

week or two. 


6. (SBU) This latest political drama is another illustration 

of the debilitating predicament facing Ecuador\'s democratic 
institutions. The current lack of a Supreme Court in Ecuador 
means that Noboa\'s case is literally in limbo (under 
Ecuadorian law only the president of the Supreme Court can 
rule on Noboa\'s appeal). The last Supreme Court president 
annulled the charges against Noboa and the person who 
reinstated them was a district attorney 

fact that LFC came out early and very vocally against Noboa\'s 
right to shift residences seems to confirm his personal 
motives. It is also interesting that Nebot continues to 
distance himself from LFC publicly. 
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English translation of the text of the statement below. 


2. Begin informal translation of Spanish MFA Statement on 
Iraq referendum: 


The Spanish government is gratified at the celebration 
without serious incidents and with wide popular 
participation 

place October 15 in Iraq. 


Provisional vote estimates indicate majority support for the 
approval of the constitutional text 

forward advancement of the normalization of the Iraqi 
political process 

Resolution 1546 
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The Spanish government is confident that the political 
transition in Iraq will continue its development in 
accordance with the calendar as planned 

legislative elections in the short term. In this regard it 

(the government of Spain) hopes that efforts will continue to 
fully incorporate all of the political forces represented in 

the country in the effort to build a sovereign 

peaceful 
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generation\" issues 

before formal negotiations on them commence. The SACU Ministers 
hope to assess progress on the negotiations at a side meeting 
during the Hong Kong WTO Ministerial 


8. (C) Malie clearly concurs with the importance we attach to 
the issues raised and understands how they affect the U.S. - 
Lesotho relationship. Being one of the best-informed and most 
capable members of the Cabinet 

trying to make progress on many issues. His comments on 
Article 98 are additional grounds for cautious optimism that 

this long-standing matter can be resolved. Under MalieVs 
leadership 

and constructive party to the FTA and WTO negotiations. Malie 
a tireless and effective promoter of business investment in 
Lesotho 

for Africa trade delegation to Lesotho if at all possible. END 
COMMENT. 
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REF: A. STATE 179062 
B. STATE 80697 


(SBU) Post delivered ref B demarche October 12 to MFA Office 
Director for United Nations Affairs and Nominations 

Saleem. Saleem stated that he would convey the USG request 
to the Minister 

support" the reelection of Judge Thomas Bluementhal to the 
International Court of Justice in The Hague. Later the same 
day 

touch with the Foreign Minister's Cabinet staff and had 
received a Vfavorable message" from the Cabinet in response 
to our request that the GOE support the Buergenthal candidacy. 
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step" with the U.S. proposal. 


4. (SBU) Fawzy mentioned that Egypt 

African Group 

\"micro-ministerial\" meeting in Cairo on October 26-27 

said they needed the \"numbers 

to be able to show the impacts of the proposals on Africa. 

She also said that MFTI was conducting a series of workshops 
for journalists on WTO-related trade issues to better prepare 
them to cover the negotiations. 


5. (SBU) Action Request: Post requests USTR and USDA 
assistance in meeting MFTI request for data regarding the 
U.S. proposalVs ramifications for African markets. 


RICCIARDONE 
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strong showing in the September 7 presidential election. 
While this is Nour\'s version of events 

in the context of political maneuvering in advance of the 
parliamentary elections 

figure in Egypt and his charges are likely to be reported 
widely in the western media. Nour described to poloff a 
Vvicious campaign!" to destroy him 

party. According to Nour 

includes a recording of unknown origin now in circulation 
entitled \"Ayman Nour\'s scandal\" -- which contains separate 
audio recordings purportedly of both Nour and his wife 
Gameela 

respective lovers. 


2. (C) Claiming the GOE was bent on kicking him out of 
parliament 

and bluntly intimidating voters in his home district. Nour 

also accused the GOE of engineering the emergence of a 
parallel Ghad Party -- led by Nour\'s former friend and 
confidante Musa Musa 

Party newspaper and will apparently field its own 
parliamentary candidates under the Ghad Party banner. Nour 
believed he may soon be re-arrested and jailed on a new 
\"trumped up\" bribery case. The dispirited Nour confided that 
all the stress had taken him near the breaking point 

openly contemplated withdrawing from politics and/or leaving 
Egypt. Though we cannot absolve Nour of any wrongdoing in 
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his past 

politically motivated campaign to remove him from the stage. 
End summary. 


3. (C) Poloff met for 90 minutes on the evening of October 15 
with Ghad Party President Ayman Nour 

request. We understand Nour has also been speaking with 
western journalists 

soon publish an article detailing his allegations of GOE 
persecution. In his meeting with poloff 

confident Nour was uncharacteristically morose. Nour said 
that the weeks since the September 7 presidential election 
had been the worst in his life. Nour surprised observers in 
the presidential election by receiving 

official results 

cast. (Nour claims that he actually received many more votes 
perhaps as many as 22 percent of the vote.) V'This result was 
extremely painful for the ruling powers 

they are determined to take revenge by destroying my career 
destroying my reputation 


4. (C) Nour told poloff that he feared That he will be 
re-arrested and returned to jail in a second \"trumped up\" 
case - this time apparently a bribery charge. Nour said he 
had received a call from the office of People\'s Assembly 
Speaker Fathy Surour advising him that the Speaker had 
received a request from prosecutors that his parliamentary 
immunity be lifted and that Surour felt he had no basis to 
deny the request. (Note: NourYs immunity was also lifted 
hours before his arrest in January. End note.) The 
prosecutors request apparently relates to the case of Ayman 
Barakat 

accused of bribery and fraud. Prosecutors alleged Barakat 
paid a poor resident from his village in the Delta to V'stand 
inV for him in jail. Nour told us that last week he was 
informed by the Public Prosecutor\'s office that he has now 
become a target in the investigation -- the \"stand-in\" is 
claiming that Barakat 

acting on Nour\'s orders. (Note: We have no independent 
confirmation that Nour will become a defendent in this case. 
End note.) 
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5. (C) Nour insists he has never met and had never heard of 
the \"stand-in\" before the case broke and is extremely 
agitated by the prospect of returning to jail. V'They are 
planning to put me in Abu ZaVbal - the worst jail in Egypt 

he stated 

first arrest in January. V cannot go back to jail...1 

believe they want me in jail on Election Day (November 9) 
he asserted. 


6. (C) Nour and his wife (and principal advisor) Gameela 

Ismail 

agitated by a CD of unknown origin entitled \"The Scandals of 
Ayman Nour 

week. The CD 

article in the tabloid Al-Midan 

recordings of Nour engaged in a lewd conversation with a 
\"girfriend\" and a second recording 

engaged in pillow talk with a \"lover.\" Gameela said the CD 
was analyzed by a professional audio technician who told her 

it had been heavily dubbed. Ayman and Gameela charged that 
the CD marked a new low in the GOE\'s efforts to destroy them 
by invoking sexual innuendo; a particularly devastating 

weapon against a woman in an Islamic society. 


7. (C) Nour also claimed that State Security intimidation of 
voters in his parliamentary constituency of Bab Shariya 
working class neighborhood in Central Cairo 

increasingly blunt and heavy-handed. The challenger for 
Nour\'s seat in the district 

\"day job\" as a senior officer in the State Security service. 
According to Nour 

constituency 

had been summoned to State Security and warned to withdraw 
their support for Nour or face unspecified consequences. He 
claimed that constituents who shake his hand and greet him on 
the street during his regular visits to the district are 

questioned by State Security minutes later. Additionally 

Nour charged that the work stoppage of the new Ministry of 
Health clinic under construction in his district also 

constituted retaliation against him. 


The Parallel Party 
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8. (C) Nour also complained of actions by Musa Musa 
his best friend and deputy leader of the Ghad Party 
they fought for control of the party in Mid-September. 


9. (C) Musa and fellow expelled members of the Ghad\'s central 
committee Ragab Hilal Hameida and Mursi Al-Sheikh have now 
set up their own Ghad Party in parallel to Nour's. Nour told 
poloff he was convinced Musavs efforts to form a 

rival/parallel Ghad Party leadership were financed by State 
Security and coordinated with the wider GOE. He noted that 
the first "General Conference\" of Musa\'s parallel Ghad Party 
staged in early October 

leading pro-government daily Al-Ahram. Nour asserted that 

the parallel party\'s conference had been populated not by 
dissenting Ghad Party members 

organized by Musa\'s brother 

Mubarak and a member of the NDP policies secretariat. 


10. (C) Nour observed that on October 12 

Party newspaper 

newsstands 

poloff a copy of Musa\'s \"dummy\" Ghad paper 

several articles on the first three pages - one defaming Nour 
as an incompetent and irresponsible autocrat 

Mubarak\'s restraint and dignity in the face of taunts and 
insults from Nour 

are Gamal 

Mubarak\'s political rights being denied? V 


11. (C) Nour claimed that the \"dummy\" paper had cost the 
\"actual\" Ghad paper thousands of dollars in lost revenue and 
was bound to confuse the his paperVs substantial readership. 
Moreover 

distributed without any license or permit 

offense 

complaint to the Public ProsecutorVs office on the matter has 
gone unanswered. Moreover 

signs that Musa\'s parallel party is planning to field its own 
candidates for parliament 


12. (C) Compounding Nour\'s woes 

forgery charges is scheduled to resume on October 22. 
Prosecutors declined to drop the case against him 
observers had expected 

court in June that he had been coerced into giving testimony 
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against Nour by prosecutors (ref B). Nour predicted that the 
court would hold daily sessions beginning October 22 

consume as much time as possible during the two weeks before 
the November 9 election. 


13. (C) Nour was convinced that the campaign against him 
could ultimately be traced back to Gamal Mubarak and his 
supporters. He claimed that they see him as a threat to 
Gamal\'s plans to succeed his father. He also charged that 
the political leadership appears to have delegated to State 
Security the task of coordinating the campaign of harassment. 
Nour confided that the stress of the past few weeks had 
taken him to the breaking point 
of his political career on the horizon. 


14. (C) Although we are unable to absolve Ayman Nour of any 
past wrongdoing in either his political career or his private 
legal practice 

campaign against him switched into high gear in the lead up 
to parliamentary election. Young and charismatic 

diverges from the archetype of the Egyptian opposition 
leader. Virtually all of his opposition counterparts are in 
their seventies 

outdated and impractical political ideologies. On one hand 
even under ideal circumstances 

anticipated electoral support for the NDP parliamentary 
candidates. On the other hand 

offended -- and gotten under the skin -- of the political 
establishment 

arsenal of political tools at its disposal. End comment. 
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circulated. According to Chomicki 
counselor at the Embassy in Vienna 
candidates. 


2. (C) Chomicki asked for U.S. support for BylicaVs 
candidacy 
UNVIE Ambassador Schulte in an October 14 meeting 
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provided a copy of the diplomatic note and his own CV as 

well. Chomicki stressed the strongly cooperative U.S. 
relationship both in Vienna and more broadly on export 

control and non-proliferation 

GWOT. He suggested that the Czech candidate had neither the 
rank nor the long record of experience in export control and 
non-proliferation that Bylica had. 


3. (U) The text of the Polish dip note follows: 
Begin text. 
VNo. 149/05 


The Permanent Mission of the Republic of Poland to the United 
Nations Office and International Organisations in Vienna 
presents its compliments to the Secretary of the Zangger 
Committee and has the honour to inform that the Government of 
Poland is ready to make available Ambassador Jacek Bylica 
Permanent Representative of the Republic of Poland to 
International Organisations in Vienna 

the Chairman of the Zangger Committee. 


The Government of Poland is convinced that diplomatic 
experience in the fields of non-proliferation and exports 

control as well as proven results in the previous posts and 
functions held make Ambassador Bylica a suitable candidate to 
chair the Zangger Committee. Curriculum Vitae of Ambassador 
Bylica is enclosed herewith. 


In reference to the Secretary\'s mandate to conduct the search 
for a new Chairman 

an open and transparent consultation process will result in a 
decision which would be best for the future work and standing 
of the Zangger Committee. 


The Permanent Mission of Poland would be most grateful if 
this note and the enclosed CV are circulated expeditiously to 
all other Members of the Committee. 


The Permanent Mission of Poland avails itself of this 
opportunity to renew to the Secretary of the Zangger 
Committee the assurances of its highest consideration. 


Vienna 


Mr. Tim Andrews 
Secretary of the Zangger Committee 


SIPDIS 
Deputy Head of Mission 
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UK Permanent Mission to the United Nations 
in Vienna 


Enclosure: Curriculum Vitae of Amb. Jacek Bylica\" (NOTE: 
Post did not receive the CV 
provided to Amb. Schulte.) 


End text. 


4. (C) COMMENT. Although Post cannot comment on the Zangger 
Committee or Amb. Bylica\'s tenure in Vienna 

long-term close contact of this Embassy when he was posted 

here in Warsaw 

Policy Department 

non-proliferation 

security cooperation and transnational threats such as 

terrorism. END COMMENT 
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reports that 

constitutional referendum 

been approved. The paper claims that nearly 70 percent of 
votes cast in the Sunni-majority provinces of Tikrit and al- 
Anbar were against the Constitution. However 

majorities in two other Sunni-dominated provinces 

and Nineveh 

therefore fallen short of the three-province threshhold 
required to reject the constitution. All papers note that 
voter turnout in Sunni areas was surprisingly high - over 66 
percent in many critical regions. \"Milliyet\" clams that 
Kurds and Shiites voted overwhelmingly in favor of 
ratification. 


Hughes on Her Regional Tour in September: Undersecretary 
for Public Diplomacy and Public Affairs Karen Hughes said 
she heard ‘strong opinions\' during her regional tour of 
Afghanistan 

reported on Saturday. Responding to questions following her 
speech at George Washington University 

since she had expected to hear strong opinions 

been "taken aback 

surprised that | met with a number of very active women in 
Turkey -- activist 

women - and that some of them disagreed with our decision to 
go into Iraq. | suspect that if | met with a similar group 

in the United States 

| understand that there are a number of people who disagree 
with our decision to go in to remove Saddam Hussein from 
power 
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US Funds for a Cooperation Project with Turkey: Rifat 
Hisarciklioglu 

(TOBB) 

Nancy McEldowney that Turkey wants to further bilateral 

trade with the United States 

News Agency (AA) reported over the weekend. McEldowney said 
that the US Government will donate 500 

cooperation between small and medium-scale enterprises in 
Turkey and the US. The project will be carried out by TOBB 

and the US Chamber of Commerce 


Al-Jazeera Interviews FM Gul: Doha-based Al-Jazeera TV 
hosted Foreign Minister Abdullah Gul on its weekly program 
"Without BordersY broadcast last week from Ankara. 
Responding to a question about Iraq and the Middle East 
said the Turkish Parliament had rejected a US proposal to 
open a northern front against Iraq 

expressed ‘strong and courageous\ criticism to Israel. Gul 
said Turkey\'s objective is to contribute to achieving a 
lasting peace between Palestine and Israel 

Israel and the Arab world. Gul noted that the Iraqi 
Constitution is an issue to be decided by the Iraqi people 
stressing the need to maintain Iraq\'s unity. “Had the 
Sunnis been fully represented in the committee that drafted 
the constitution 

produced 

seek greater involvement in the political process. Gul 
noted that Arab countries neighboring Iraq are worried about 
developments there and seek to help Iraq. Asked about 
northern Iraq 

of the Kurds. He said that the PKK is a terrorist group 

that will eventually harm Iraq as well. `The Kurdish issue 

is not the only problem in Turkey. The solution to all our 
problems lies in expanding democracy here 

whether Turkey has a ‘secret agenda! in Iraq 

Turkey wants to see a genuinely democratic state that would 
benefit all Iraqis. Responding to a question on a possible 
US attack against Syria 

is planning to wage war against Damascus. “It\'s against 
Turkey\'s interests. We don\'t want another war in the 
region. What has happened in Iraq is enough 

harmed all of us 

Turkey as a bridge between East and West following the 
opening of EU accession talks with Ankara 

Turkey has always had been influential in the region. 
"Europe is an important international force that has 
interests in the region. So the EU process will enable 
Turkey to play a bigger role in the region 


Grossman on US-Turkey 
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Undersecretary of State Marc Grossman 

conference on the issue of Turkish-US relations 

that the bilateral relationship may undergo а new "test on 

the issue of Iran 

said Turkey and the US had “common interests\' with regard to 
the democratization of Iran and Syria. “It is in Turkey\'s 
interest thatlran not acquire nuclear weapons. We also have 
a common view that Iran must not export terror. 

Consultations in a more strategic sense may enable us to 
pass this test 

to convince Tehran not to acquire nuclear weapons. Grossman 
said that Syria is not as urgent an issue as Iran 

that it is possible to achieve a more democratic Syria that 
does not support terrorism. Grossman argued that the PKK 
presence in northern Iraq must be removed if anti- 
Americanism in Turkey is to be brought to an end. He 
stressed that Turkey and the US must work together to reach 
the goal of a united lraq that is politically and 

economically stable. 

HRW Concerned About Lack of Freedom of Expression in Turkey: 
In a letter to Turkish Justice Minister Cemil Cicek 

Rights Watch (HRW) urged the Government to make Turkish 
judges and prosecutors who restrict freedom of expression 
understand that the human rights agreements signed by Turkey 
had become part of national law 

reports. The letter expressed concern over the charges 

filed against novelist Orhan Pamuk and the prosecutorVs 
decision to use force to bring Pamuk to the courtroom. HRW 
also drew attention to similar cases against \"Agos\" editor 
Hrant Dink 

chairman Sehmus Ulek 

Ersen Korkmaz. HRW noted that the new penal code still 
contains provisions that infringe freedom of expression. 


Avian Flu under Control in Turkey: The Turkish Ministry of 
Health announced that the bird flu outbreak in the Manyas 
near the Aegean Sea has exceeded its incubation period and 
that it is no longer dangerous. Some 10 

culled in Manyas 

The Ministry asked its officials around Turkey to report any 
further detection of avian flu. The European Commission is 
to send a group of experts to Turkey to investigate the 
situation. A spokesman for the Commission said that EU 
experts are discussing precautionary measures against avian 
flu 

European Commission representative in Turkey 

Kretschmer 

Minister Tayyip Erdogan assured the nation that all measures 
are being taken to prevent the spread of the disease. 

"There is not a single case of bird flu diagnosed in a human 
being in Turkey 
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Ministers is to discuss the avian flu outbreak at its 
monthly meeting today. 


Turkish Aid to Pakistan Earthquake Victims: On October 20 
Prime Minister Erdogan is to take a check for 22 million USD 
in assistance to victims of the earthquake in Pakistan. The 
money has been collected from businessmen in Istanbul 
Monday papers report. Turkey will also send 50 

flour 

the next 10 days. 


MFA Condemns Terror in Nalchik: In a statement released on 
Friday 

acts of terrorism that took place in Nalchik 

the mainly Muslim autonomous republic of Kabardino-Balkariya 
in Russia 

"profound sorrow over the loss of civilian lives in clashes 
between Russian security forces and terrorists. At least 85 
people 

during the fighting in Nalchik. 


Bomb Explosion at a Gas Station in Istanbul: An explosion 
at a gas station in Istanbul\'s Maslak neighborhood on 
Saturday evening that injured five people was caused by a 
remote-controlled bomb planted in a car 

Sunday. Police say they believe the outlawed PKK is 
responsible for the bombing. 


EDITORIAL OPINION: Iraq 


\"Gaining Time in Iraq" 

Ferai Tinc observed in the mass appeal VHurriyetV (10/16): 
“Тһе approval of the Iraq constitution is part of the Bush 
administration\'s strategy to get out of Iraq. This has been 
a slow 

not gained much authority outside the US-controlled green 
line. The Iraqis are still suffering from instability 

they are still living in fear. The daily problems they face 
are not ending 

Bush\'s rhetoric about fighting terrorists in Iraq 

obvious reality indicates that this is a war of interests 
between Kurds 

forces do not have control over this war. . The two most 
influential elements in Iraq are the Kurds and the Shiites. 
They used to work together in efforts to topple Saddam 
Hussein. Today 

but this time it is in an effort to divide Iraq step by 

step. It remains to be seen whether the constitutional 
process will be successful in forging a consensus with the 
Sunnis. But it is certain that this process at least gained 
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everybody in Iraq some time 


\"Supporters of the War and the Iraq Referendum\" 

Yasemin Congar wrote from Washington in the mainstream 
\"Milliyet\" (10/17): V The Iraq referendum took place at a 
time when President Bush\'s popularity and support for the 
war in Iraq is at an all-time low. But the last-minute 
consensus forged among the Iraqi groups 

pressure 

prevented the referendum process from turning into a defeat 
for the Bush administration. The number of loyal 
supporters of the lraq war in Washington has been dwindling 
for some time. This narrow circle considers the referendum 
as a sign of potential success for the Iraq mission. . Both 
the pessimistic and optimistic observers in Washington have 
one thing in common: they believe the referendum process 
including the upcoming general elections set for December 
15 

The only differences they have relate to the timing and 
specifics of a pullout.\" 
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on NTV. In discussing the issue 

example of Taiwan 

trade relations with the whole world. Yakis implied that 
the Government is working on a possible solution to the 
problem. 


Turkey Interested in Chinese Missiles: Visiting General Xu 
Caihou 

Commission 

General Hilmi Ozkok on Monday to discuss military 
cooperation between the two countries 

Turkey wants to make use of China\'s space technology and 
produce short-range missiles with the Chinese. 


AKP Lawmaker Joins ANAP: Hasan Ozyer 

Mugla province 

Tuesday after resigning from the AKP yesterday. The 
following is the new distribution of seats in the 
parliament: AKP 355 

Independent 5 


Kurdistan Freedom Hawks Claim Istanbul Bombing: The 
Kurdistan Freedom Hawks 

PKK splinter group 

Saturday\'s bombing of a gas station in the Istanbul 
neighborhood of Maslak. Police say they are looking for `a 
team of 5 PKK militantsY in connection with the bombing. 
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Three Terrorists Killed in East Turkey: Security forces 
killed three terrorists in the eastern province of Tunceli 

on Monday 

said the three Maoist Communist Party-PeopleVs Liberation 
Army (MKP-HKO) militants were killed in a clash in a rural 
area of Tunceli during operations targeting PKK fighters. 


Motorola Close to Deal on Telsim Sale: \"Milliyet\" reports 
that US telecom giant Motorola is nearing an agreement with 
the Turkish Savings Insurance Fund regarding proceeds from 
the sale of Telsim 

the Uzan family. Motorola has accused the Uzans of 
defrauding the company of several billion dollars in the 

late 1990s. Under the proposed deal 

20 percent of the revenue raised in the sale of Telsim. The 
report claims that a final agreement is being held up due to 
Motorola\'s reluctance to agree to pay back the money in the 
event that the telsim sale is rejected by the Turkish 

courts. 


EDITORIAL OPINION: Iraq 


“Тһе "YesY Vote Will Not Settle Everything\" 

Sami Kohen observed in the mainstream \"Milliyet\" (10/18): 
\"Even though the official figures have not yet been 
announced 

have accepted the constitution. The Sunnis 

the elections in January 

referendum 

tendency in the voting was toward 'no\' votes from the Sunnis 
and mostly `yesV votes from the Kurds and Shiites. This is 
a clear indication that Iraq remains divided on regional 
ethnic 

views the referendum results as a triumph for the 
establishment of democracy in Iraq. The referendum was 
indeed a good test by Middle East standards 

have to wait to see whether this "democracy" will actually 
bring peace 

people of Iraq 

referendum process 

face in their daily lives -- water shortages 

failures 

process in Iraq will be able to address those problems 
remains to be seen." 


\"Iraq\" 

Cengiz Candar commented in the tabloid \"Bugun\" (10/18): \"It 
looks like the Iraq constitution will be approved by a 

narrow margin 
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elections on December 15. This process will be an important 
indicator of whether the Sunni-led armed resistance in Iraq 
will start to weaken. This is especially important 

still cannot talk about a consensus constitution -- a 

majority of Sunnis 

approve it. Iraq and the entire Middle East will continue 

to be problematic. . Iraq is an issue for the entire Middle 
East. In the event that Iraq is divided 

Jordan 

within their current borders 

at the same time as Iraq's. The Middle East will be chaotic 
in the short and medium terms. We need to be prepared for 
this.\" 


\"The lraq Referendum -- Putting Water in a Basket\" 
Mustafa Balbay argued in the leftist-nationalist 
\"Cumhuriyet\" (10/18): \"We have learned from President Bush 
that a majority of Iraqi people have accepted the 
constitution. The American administration decided on the 
Iraqis choice first 

of them. . The US was planning to establish stability and to 
reconstruct Iraq. According to the plans shaped prior to 
the occupation 

achieved by now. But the reality is different. There are 
even reports about insurgents gaining control near the 
“green zone.V In other words 

even in the most secure areas of Iraq. . It looks like the 
US will have a much harder time leaving Iraq than it did 
entering. US efforts to establish order in Iraq are 

starting to look like trying to fill a basket with water." 


MCELDOWNEY 
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page and on the same side!" on the subject of Gls 

number of attendees mentioned ongoing close cooperation with 
USG officials in Washington. Comments on the Canadian 
response to the content of the DVD and talking points are 
provided in paragraph 2. The informational DVD was 
well-received 

listed in paragraph 3. 


2. GOC attendees could think of no major differences between 
the Canadian and U.S. views on the Gl issue 

GOC position of being opposed to clawback and opposed to 
inclusion of Gls in WTO Agriculture Negotiations in general. 
They stated that they see little international support for 

the EU position on clawback 

developing countries view extension as \"their type of 
clawback\" 
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that there is room to influence world opinion if Canada and 
the United States can show developing countries that our 
system will work for them: the discussion of collective marks 
on the DVD was seen as one effective example. Both 
Agriculture and International Trade officials mentioned that 
the potential costs of Gls 

Manufacturers Association spokeswoman on the DVD 
particularly useful point in outreach to developing nations 

as it provides context to the EUYs emphasis on Gl\'s benefits. 
One Agriculture official suggested that specific examples of 
potential repackaging and rebranding costs for developing 
countriesY manufacturers would be especially useful. 


3. The GOC officials were impressed with the DVD and thought 
it hit the right level of technicality for most of the world 

audience. They did suggest 

technical version (going into the finer points of the 

registry system for wine and spirits 

useful for some audiences. The DVD also received compliments 
on its structure 

myths\" approach was particularly useful because those myths 
are what they hear all the time in attacks on the U.S. and 
Canadian stance on Gls. 


4. Finally 

players campaigns on Gls 

hard to get its message across and describing how the EU is 
offering workshops throughout SE Asia to promote its position 
on Gls. An Agriculture and Agri-Foods official suggested 

that it might be useful for Canada and the United States to 
work together to gain international support 

organizing similar workshops for local businesses and 
officials. 


5. ACTION REQUEST: We have offered to provide the talking 
points in French to GOC officials as soon as they are 

available from Washington. Please send them to Elizabeth 
Mader 


Visit Canada\'s Classified Web Site at 
http://www.state.sgov.gov/p/wha/ottawa 
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Armenian Conference\" here (ref A) told former U.S. 
Congressman and GOT consultant Steven Solarz October 7 that 
the watershed conference would embolden students to pursue 
more serious and objective research on the topic. They 

averred - largely on the basis of anecdotal evidence and 
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contrary to Solarz\'s understanding - that Talat Pasha\'s 
orders to deport and kill Armenians pre-dated by several 
months the murder of tens of thousands of Muslims by 
Armenians in the town of Van. They suggested the richest 
source of archival materials on the 1915-16 events is the 
Dashnak archives in Boston 

the Soviet era and still closed to all except members of the 
Armenian Revolutionary 


Conference will Encourage Further Study 


2. (C) Organized by the Consulate at Solarz\'s request 
gathering included Sabanci University\'s Hakan Erdem and Aksin 
Somel 

recounting his once having been hung in effigy on an Armenian 
parade float in the U.S. for his pro-Turkish views. He then 
asked about the logistics behind the conference 

content and conclusions. Erdem noted that 

press accounts 

viewpoints 

not directly related to the question of genocide. Professor 
Somel 


3. (C) The three scholars agreed that the conference marked 
a new beginning for scholarship on the topic. Whereas 
graduate students in the past had avoided the sensitive 
issue 

objective and scholarly research. Nonetheless 

archives in Turkey and Armenia are \"technically\" open to 
scholars 

Q.S.-based Turki 

scholar in Armenia. (Note: This 

particular arrest appears to have resulted from the scholar\'s 
inappropriate removal of archival materials (ref B). End 
note.) The scholars asserted that the richest source of 
materials is the Dashnak archives in Boston 

Armenia during the Soviet era. Those reportedly remain 
closed to all except members of the Armenian Revolutionary 
or \"Dashnak\" party (Note: A political party active in Armenia 
and the dominant political organization in the Diaspora. End 
note). 


Did They or Didn\'t They? 


4. (C) Solarz focused mainly on the period 1915-16 
specifically on the question of \"intent 

it was the Ottoman government\'s intent to annihilate the 
entire Armenian population on the basis of ethnicity. All 
three interlocutors cited testimonial evidence that 
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then-Interior Minister Talat Pasha ordered governors via 
telegram to deport Armenians. Unfortunately 

acknowledged 

Most governors reportedly complied with the deportation 
order; others resisted and were themselves replaced. In very 
few instances (five to eight out of a total of several 

hundred) 

governors refused to follow orders. 


5. (C) There is also evidence -- again 

largely anecdotal -- that Talat ordered the Committee of 
Union and Progress to kill Armenians 

with the help of the so-called V'Special Organizations" 
(composed of recently-released criminals). Hundreds of 
thousands of Armenians also died during or after deportation 
of hunger or disease. Others 

governor 

deportees were provided with food. Contrary to SolarzV 
understanding that the Armenian deportations/killings 
followed the killing of tens of thousands of Muslims by 
Armenians in the town of Van 

that Talat\'s orders were issued several months prior to the 
Van massacre. 


Why the Angst? The EU Does lt... 


6. (C) Solarz asked why the Turkish government objects so 
strongly to a U.S. Congressional resolution -- especially one 
that was non-binding -- when the EU Parliament recently 
passed one that was barely noticed in Turkey. Solarz 
emphasized that such a Congressional resolution would in no 
way reflect the views of the U.S. executive branch. 

According to Erdem 

anti- Turkish/anti-Ottoman for centuries and the Turks have 
become inured to such an attitude. Americans 

are considered more impartial 

be harder to take; the average Turk would not make the 
distinction between \"official USGV and V'CongressionalV views. 


7. (C) Comment: The question of \"intent\" is key for many 
in determining whether \"genocide\" properly describes the 
tragic events of 1915-16. These Turkish (none of whom is an 
ethnic Armenian) scholars do allow for this intent 

they acknowledge that it has not been documented. The 
\"smoking gun 

archives 

documents to which access has been restricted (ref C). 
JONES 
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accompli 

noted that many of the objections the Dutch might raise 

during the Consultative Group are intended for Dutch domestic 
political consumption -- the Dutch government would like to 

be able to tell Parliament that it made a V'good faith effort\" 

to raise concerns related to Dutch nuclear industry posed by 
the U.S.-India civil nuclear cooperation agreement. 


BLAKEMAN 
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constitution. 


5. (U) Palacio\'s proposal consists of a one-question 
referendum 

public whether they authorize the convocation of a national 
constituent assembly to restructure the Ecuadorian state 
under a new constitution. It would be established in the 
following manner: 100 members 

province in the first trimester of 2006 

representatives and 50 members of civil society 

present government officials or anyone elected to government 
posts within the last four years 

ex-presidents. The assembly would finish its deliberations 
before regularly scheduled national elections in 2006. 


6. (U) Reaction to Palacio\'s announcement was mixed. Social 
groups who had supported the ouster of Gutierrez praised it 

as fulfilling the reform mandate of the people. Independent 
presidential candidate Leon Roldos 

presidential polls with 3096 support 

did the fringe leftist MPD party 

Pachakutik 

put up for debate in an assembly. 


7. (U) Meanwhile 

most political party leaders condemned the presidents move 
including Democratic Left president Guillermo Landazuri and 
Social Christian party leader Leon Febres Cordero 

Landazuri lamenting PalacioVs rejection of former Government 
Minister Molestina\'s reform package and declaring that the 
Congress would pass its own constitutional reforms. ID 
congressional leader Jorge Sanchez told PolChief on October 
17 that the ID would react to Palacios proposal in congress 
on October 18 

impeachment. 

Comment 
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8. (C) By attempting an end run around large party leaders 
and Congress 

of that risk. Acting Minister of Government Galo Chiriboga 
stated as much 

own fate at the hands of the assembly. The Ambassador has 
privately stressed to Palacio the risks of this gambit 

his frustration with Congress and stubborn allegiance to what 
he sees as the principles of the movement that brought him to 
power has prevailed. 


9. (C) The electoral tribunal is headed by Febres Cordero\'s 
PSC and composed of representatives from seven political 
parties. Of these 

assembly 

Noboa 

presidential polling 

second place finisher. A constituent assembly would open the 
possibility of calling early elections 

and Roldos 

ID have not even announced candidates). A fourth vote in 
favor could come from the Citizens New Country group 
("Ciudadanos Nuevo Pais") 

candidate Freddy Ehlers. The PSC 

an assembly. 


10. (C) To convince four members of the PSC-headed tribunal 
to approve the referendum will probably require incentives 
from the government or strong public support from civil 
society. Thus far the public has been unmoved. Polls show 
them focused more on economic than political questions 
pro-reform street action has yet to appear. Gutierrez\' 
presence adds an unpredictable factor to the mix. Palacio\'s 
insistence on a constituent assembly has provoked party 
leaders 

their resentment of Palacio. Despite rumored internal 
divisions 


Suggested Press Guidance on Constituent Assembly Proposal 


11. (U) If asked for USG views on a constituent assembly 
recommend: 


-- repeating our commitment to help Ecuador strengthen 
democratic institutions 


-- declaring this to be an internal matter for Ecuadorians to 
resolve 


- expressing the view that the Ecuadorian people deserve a 
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democratic system which benefits all. 
JEWELL 


42978 

constitution that was conducted on October 15 

in cooperation with the United Nations. This fact is another 
important step in the process of rebuilding Iraqi statehood. 

It is proof that democracy in Iraq is being strengthened and 
that Iraqis themselves are taking over responsibility for 

their country. Thanks to the referendum 

political calendar foreseen by the provisions of UN Security 
Council Resolution 1546 has been carried out. It strengthens 
our conviction that the date of parliamentary elections set 

for December 15 this year and the date of the appointment of 
a new constitutional government in Iraq will be kept. 


VA compromise on the main assumptions of the constitution 
that was reached just before the date of the vote confirmed 
the will to reach agreement among major political and 
ethnic-religious powers in Iraq. With particular 

satisfaction we have welcomed a high turnout in the 
referendum 

make it possible for this community\'s representatives to 
participate in the political process more broadly. 


V Poland is following the course of changes in Iraq with 
attention 

stabilize and reconstruct this country. We deeply believe 
that the ensuring of security and a full normalization of 
Iraq are only the matter of time. We declare our will to 
further support the Iraqi government and nation in their 
effort to build a democratic and united state. We will also 
continue actions to develop and strengthen a partnership 
cooperation between our two countries based on a plan of 
rebuilding the bilateral relations that was initiated during 
the government delegation Vs visit to Iraq in July this year." 


3. End text of statement. 
ASHE 
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of the very complex immigration issue to achieve cheap 
propaganda ends.\" (text in FBIS ref B). The Algerian 
response 

marks a departure from Algeria\'s usual posture of presenting 
its policy positions in terms of the interests of the 
international community 

Council resolutions 

by an unnamed senior MFA official reported in Ref A. Below 
is embassy\'s lightly edited 

French text of the MFA statement as published in the 
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semi-official daily El Moudjahid October 18. 


2. Begin edited text of MFA statement: \"In the face of the 
flood of fanciful 

Moroccan governmental authorities manifestly seeking to blame 
others for their own actions 

position of calm and level-headedness. Morocco\'s unfortunate 
relentless effort (to blame others) 

spectacle 

relentless effort 

unjustified mixing together of the complex problem of 
clandestine immigration and the question of the 
decolonization of the Western Sahara are evidence of a 
regrettable moral and political drift. The painful 
humanitarian developments arising from the phenomenon of 
clandestine immigration are followed by Algeria with all the 
attention and levelheadedness required by a particularly 
sensitive and complex question...it is surprising that the 
Moroccan governmental authorities 

given themselves over to a deplorable escalation of 
defamatory and malicious remarks against Algeria in the 
context of the difficult situation which has developed on 
Moroccan territory..." 

3. A passage follows on Algeria\'s commitment to work with 
African and international partners to find a solution to the 
clandestine immigration problem. The statement concludes: 
V'The unfortunate hostility toward Algeria that the Moroccan 
authorities incessantly entertain will not have the least 
impact on Algerian positions that conform with international 
law and are historically coherent. V 

ERDMAN 
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and poverty to the world 


A) South African culture minister (speaking for all 

African states) 

B) Canadian heritage minister 

be implemented V'in full respect of existing 

international commitments.\" 

C) Mexican culture minister 

which cultural products we consume"" (while still 
exporting our products to other countries.) 

D) UK ambassador (speaking for EU member states and 
aspirants) 

U.S.)...dialogue has continued we greatly value the 
return of the U.S. to UNESCO as we are committed to 
the same principles and valuesthis is a disagreement 

t 

between member states and UNESCO should not be 
blamed." (comment: the statement about dialogue was a 
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disingenuous attempt to categorize for other member 
states our discussions with the UK as negotiations 
when there has been no willingness at all by EU states 
to reopen the convention.) 

E) Turkish ambassador 

compromise and Turkey has no reservations. (note: we 
were told earlier that the convention actually 

violates the Turkish constitution but intense EU 
pressure forced the Turkish government to withdraw 
their earlier reservation.) 


5. At the same time the media campaign has heated up. 
US Ambassador to UNESCO 

availability attended primarily by Canadian and French 
press (NY Times did attend and will write on 

Thursday). A scheduled joint press conference by the 
French 

ministers was cancelled over a dispute between the UK 
and France over who should speak about the convention. 
EU internal rules have heretofore prohibited member 
states from speaking about the issue and have reserved 
that right for the presidency. Regardless of the 

rules 

for Thursday at the French ministry of culture. (note: 

the French culture minister was quoted in the French 
press on Monday as saying that with the passage of the 
convention 

of exception culturelle 

U.S. contention that the convention has been about 
trade all along.) 


6. We have reported septel about the shape of the 
voting and about those few brave countries that either 
dared to vote in support of the U.S. position or 
abstain. We have also reported on Japan\'s unseemly 
haste to sign onto the convention. While we gained 
scant support for the 28 U.S. amendments to the 
convention 

each of its amendments and put them to a vote. The 
refusal to reopen the convention was so strong that 
among the amendments voted down was a proposal to add 
Vrespect for" to the words cultural diversity in the 
preamble and V'in conformity with other international 
obligations V' in other operative articles. 


7. (SBU) (comment) for those readers who remain 
perplexed why the United States has not been able to 
join in a convention about cultural diversity 

suggest that you type the terms cultural diversity and 
diversite culturelle into an internet search engine. 
You will find that in English the term primarily 
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refers to cultural and ethnic diversity as understood 
by Americans. The latter will yield results about 
anti-globalism 

cultural hegemony. Despite its high sounding 
language 

the latter. 


8. (SBU) (comment continued) as we have said in 
previous messages 

when culture ministers are allowed to make foreign and 
trade policy. Unfortunately 

efforts 

on key points and with potential to cause serious 
mischief in the areas of trade and human rights is 
within days of passage. 

9. (SBU) (comment continued) it has been pointed out 
to us by several delegations that one of the fault 

lines running through the convention is the broad 
language on the importance of minority and indigenous 
populations contained in the preamble while the 
operant language gives states the sovereign right to 
impose a national culture on their populations. 


10. (SBU) (comment continued) the role of the EU and 
EC in promoting this convention is noteworthy. The 
convention only needs ratification by 30 parties (as 
opposed to states parties) to come into effect and 

these parties can include V'regional economic 
integration organizations 

a form of additionality. We are also concerned that 
representatives of EU member states at UNESCO 

in concert with Canada and Brazil 

enthusiastically to thwart the U.S. at every turn to 

ensure a sizable vote against any U.S. attempt to push 
for more negotiation. This happened during 
negotiations and has continued at the General 
Conference. Actions at UNESCO were accompanied by 
intense EC 

capitals urging other members not to reopen the 
convention (in effect not to support the U.S.) we 

heard some voices among EU members complaining about 
the process and the heavy hand of the commission 
there never seemed to be a serious effort by members 
to push back or to look at the consequences to UNESCO 
and broader relations with the U.S. 


11. (SBU) (comment continued) Canada has been raising 
the flag of Canadian culture for years. We are not 

quite sure what it is in Anglophone Canada 

seems to feel it must be protected there as well as in 
Quebec. Canadian media accounts have expressed 
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disappointment that the convention is ambiguous about 
its relationship to other instruments and does not 

have clear precedence over WTO disagreements. 
Regardless 

Canada intends to ratify by the end of the year. 


12. (SBU) (comment continued) Brazil has also been 
problematic in this process. Besides working with the 
EU and Canada against the U.S. 

all attempts to include any discussion of IPR in the 
convention beyond the preamble. The Brazilian 
ambassador was also annoyingly aggressive in his 
interventions. It probably did not take much to get 
Brazil to join in the cultural diversity parade 

the year of Brazil in France certainly must not have 
hurt. 


19. (SBU) (comment continued) Japan\'s haste to sign 
onto the convention was unseemly. Japan allowed its 
already weak draft resolution on the interpretation of 

the convention to be further weakened by Canada. In 
order not to upset the tenuous agreement they had 
reached with Canada 

ostensibly gave them cover to vote for it 

treated to the spectacle of Japan voting against each 

of the U.S. amendments and speaking against a U.S. 
proposal to add language from the UNESCO constitution 
to the amendment. We can only surmise that Japan did 
this to prevent Director General Matsuura from losing 
face. Time will tell if the DG ultimately loses much 

more face when he is remembered as the one in charge 
when this convention was drafted and adopted. 


14. (SBU) (comment continued) this leads us to the 
future of UNESCO. Several disquieting trends have 
emerged along with the convention. First 

the EU acting as a bloc 

out with united positions in support of the 
convention. Few were the small countries willing to 
go against their regional positions. The various 
groups included the G-77 

union 

as those in Central America 

CAFTA 

If this trend continues on other major issues or at 
other UN venues 

isolation. 


15. (SBU) comment continued) there is also the issue 
of venue shopping. We believe that when France and 
other supporters of V'Nexception culturelleW could not 
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get recognition of the concept in the WTO 

to UNESCO where business is conducted with much less 
rigor than in other international organizations. We 

already hear disquieting talk of UNESCO taking over 

the \"substance\" of the internet with technical issues 
remaining at the ITU in Geneva and UNESCO encroachment 
into WIPO and who areas of expertise. 


16. (SBU) (comment continued) finally 

back to UNESCO to engage in the organizations 
education 

cultural diversity). We are already starting to see 
good results in those areas and have just been elected 
to the world heritage committee. Unfortunately 
may have also unwittingly lent legitimacy to the 
proponents of cultural diversity ala UNESCO. Our 
good-faith efforts at negotiation were not 
reciprocated 

a process that would have had little value without a 
U.S. presence. Clearly 

with UNESCO will have to be examined carefully. 


OLIVER 


2. (U) On October 14 

convened ministers with responsibilities for avian flu 
preparedness 

the Inter-Ministerial Delegate for Avian Flu 

discuss risks related to the reports of the appearance 

of the H5N1 virus in Romania and Turkey. 
Contemporaneously 

measures concerning both the reinforcement of 
surveillance of wild and domestic fowl 

preventive measures concerning human health. Finance 
Minister Thierry Breton noted that France had earmarked 
an additional 200 million euros from the 2005 budget to 
fund preventive measures. While the GOF sought to 
strike a reassuring note 

his goal was to prepare France \"as if the pandemic was 
to occur tomorrow." 


3. The French National Plan to fight a V'pandemic Πωλ" 
on which experts started working five years ago was 

last revised in May 2005 (text 

the Health Ministry website: 
(http://www.sante.gouv.fr/htm/dossiers/grippe /pandemieg 
rippale plan.pdf). The GOF announced on October 14 
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that an updated version of the plan 

account the most recent scientific information 
available 


Protect the population 


4. (SBU) Sanitary Masks/Anti-Viral Medicine: France 
has stockpiled some 50 million masks 

distributed amongst French hospitals. Another 150 
million will be available by 2006 

200 million was ordered by the Health Ministry last 
week. The reported GOF goal is to eventually stockpile 
600 million masks. Government health authorities claim 
to be in possession of between five to nine million 
anti-viral treatments (we\'ve seen conflicting numbers) 
and have announced that 14 million more such treatments 
will be available by the end of 2005. GOF officials 
reportedly informed the press on October 17 that France 
has taken steps to cover the needs of 30 percent of its 
population 

been told that the EU and the WHO recommend coverage 
for 25 percent of a country's population. End note.) 

In anticipation of the emergence of a Tamiflu-resistant 
virus 

GlaxoSmithKline to stockpile another anti-viral 

treatment 

has said that the GOF will maintain the stockpile of 
anti-virals and distribute them -- under the strict 
supervision of the French army -- at no cost as needed 
in case of a pandemic. 


Preventing the spread of the disease 


5. (U) Although it is still too early to determine 
exactly where France stands with regard to recently 
issued EU guidance concerning domestic poultry 
has announced a number of measures to ensure: 
-- Increased surveillance of migratory birds; 

-- Screening of domestic poultry for avian flu; 

-- Encouraging farmers to keep poultry indoors to 
prevent contacts with migratory birds; 

-- Stricter controls to prevent the introduction in 
France of already banned birds and bird products 
(feathers 

-- Improved reporting of suspect deaths by both farmers 
and people in contact with wild birds (hunters 
working in natural parks 


6. (U) Agriculture Minister Dominique Bussereau also 
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announced on October 14 that a \"realistic exercise" 
will take place in Brittany in early November based on 
the hypothetical discovery of a source of infection in 
the area. Applying the "precautionary principleV 
France has also decided 

to immediately ban the import of poultry from Turkey or 
Romania. 


7. (SBU) According to an Embassy contact at the 
Agriculture Ministry 

Health (OIE) experts who recently analyzed migratory 
patterns of wild birds coming from the Urals region are 
of the opinion that the birds will head to the southern 
and western parts of Africa where they will winter 
avoiding continental France entirely. However 
anticipating possible avian flu outbreaks in Africa 
Inter-ministerial Delegate for Avian Flu Houssin has 
emphasized the difficulties inherent in controlling the 
spread of the H5N1 virus if it appears there. He also 
has highlighted risks when potentially infected 
migratory birds return from Africa to Europe and urges 
the international community to help African countries 
counter the virus in Africa. 


8. (U) Comment: Concern regarding the steady creep of 
the avian flu into southeastern Europe has created an 
incessant flow of commentary in the media. Paris\' role 
as a major international transportation hub increases 

its vulnerability to any pandemic outbreak. The 

average Frenchman is not certain what s/he should do. 
The government is well into planning for a pandemic 
while at the same time urging the public to remain 

calm. End comment. 


STAPLETON 


42983 

42984 

any serious economic crisis in Brazil 

international environment.V This positive outlook was based 

on the lack of any foreseeable internal or external economic 
crisis that could affect the country\'s trade performance 

which was propelled mainly through exports of commodities and 
manufactured goods. Brazil soon would become the world\'s 
largest exporter of commodities 


13. (C) CSFB Chief Economist Teixeira (strictly protect) 

noted that it was important to remember that today\'s Brazil 
cannot be compared to the Brazil of 1997. In the past 

monetary guidelines were not observed and other macro targets 
were never met because of economic shocks which distorted 
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economic and fiscal fundamentals. Now 

greater discipline and a tighter monetary policy helps keep 
inflation under control. He saw automatic inflation indexing 
of wage contracts gradually decreasing and (hopefully) 
phasing out by 2008. Teixeira foresaw energy risks ahead in 
2008/2009 

If Brazil wants economic growth averaging 5 percent a year 
he noted 

needed 


14. (C) With respect to the GOB\'s reform agenda 

said that passage of these measures needed the urgent 
attention of Congress. The country's labor legislation was 
obsolete and needed to be completely overhauled and brought 
into line with global standards. Nevertheless 

approval of such reforms would be a lengthy process and 
wasn't sure the Brazilian Congress would be willing to deal 
with it as the election year grew closer. Given the delays 

he did not expect Brazilian sovereign debt to reach 

investment grade status until 2009. 


15. (C) UNIBANCO\'s Mauricio Oreng (strictly protect) noted 
that the reversal of global economic growth trends 
weakening of the USD 

international terrorism were all potential external risks 

that had to be looked at carefully. On the domestic front 
the probable risks Brazil faced were the 2006 elections and 
related political corruption scandals; an inappropriate 
political reaction to a less favorable economic environment; 
and difficulty in maintaining the quality of its fiscal 
adjustment. 


16. (U) This cable was cleared with the OCC team prior to 
being transmitted. 
DANILOVICH 


6. Craigen noted that Apache Canada (based in Calgary) plans to 
officially open in October its own C02 project at Midale 

located in southern Saskatchewan. Apache\'s project 

be built in phases from 2005 to 2010 at a cost of some C$95 
million 

noted that Apache will tap into the same DGC pipeline currently 
serving the Weyburn facility 

cubic feet per day of C02. Craigen did not necessarily 
characterize Apache\'s facility as competition 

will be a smaller plant and there appears to be plenty of C02 
for both projects. (The Midale field was discovered by Shell 
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Canada in 1953 and originally contained 515 million barrels of 
oil in place. Up to the end of 2004 

had been recovered 

waterflood. The planned C02 flood will still leave some 60% of 
the original oil in the ground 

the coming decades are expected to reduce that number. Over the 
40-year life of the Midale project 

would have gone into the atmosphere will be reduced by 8.75 
million tonnes.) The Apache project is expected to enable 
recovery of an additional 45 million barrels of oil from the 

Midale field and 8.75 million tonnes of C02 stored 

represents on a daily basis enough C02 sequestration to offset 
all the emissions from all of the houses in Regina that same day. 


7. The Weyburn project appears to be a win/win for both 
producers and environmentalists - if the technology proves to be 
efficient over the long run. While Craigen 

technology would result in the same effect as removing millions 
of cars from the road 

injecting C02 into the ground will be as cost effective as 
backers of the project would like it to be. Craigen emphasized 
that production continues to be closely monitored. An important 
issue that is certain to be addressed and negotiated in the 
future is who will be awarded emissions credits for their good 
deeds - DGC for transporting C02 away from their plant 
EnCana for injecting it into the ground \"for thousands of 
years". 
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(Iraq 4 All News 
B. \"Constitution without Agreement" (Sawt Al-Iraq 
C. \"Everyone Who Says No to the Constitution Will Be 
Ashamed\" (Sawt Al-Iraq 
D. \"This Is the Best Compensation for lraqis\" (Sawt Al-Iraq 
10/18) 


A. V'The Iraqi Constitution and Another Incomplete Mission\" 
(Editorial by Abdul Wahab Bader Khan - Iraq 4 All News - 
http://irag4all.org/viewnews.php?id-10367 ) 
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\"The 'new\' Iraq does not need a constitution that documents 
power-sharing among parties that emerged from occupation and 
invasion; it needs a simpler constitution that emphasizes 

the common factors shared by all components of society. Only 
this type of constitution would be a unifying factor for 

Iraq. In the current document 

as a torn entity 

its future. What is worse is that one of the powerful 

parties overlooks its responsibility to rebuild Iraq 

instead only acknowledges its narrow interests. 


VReality is stronger than any script. What is witnessed on 
the ground is stronger than all the discussions that took 
place during the months of the constitutional process. There 
is another constitution that has been established on the 
ground and it will be the one implemented-but without any 
referendum; it is the constitution that was formed during 
the governing council 

following transitional government through militia-type 
thinking 

chaos 

permits further bloodshed. 


V'The referendum that was carried out is expected to yield a 
"positiveV result; it serves the American agenda at the 
desired time-without any delays. President Bush will be able 
to claim today or tomorrow that ‘another victory" has been 
achieved in Iraq. But Americans are no longer in the mood to 
hail such triumphs. The only thing concerning them about the 
Iraqi constitution is the possibility of withdrawing troops. 

As for the rosy dream portrayed by their president of a 

quiet and clean occupation that provides the opportunity to 
export democracy: this dream has died with time. 


\"The only concern for us is Iraq and Iraqis. Have they 
actually taken a step towards stability? There is no doubt 
that a constitution is an essential step in the process of 
building a state 

Since no agreement was reached 

through the constitution has been postponed. 


\"It will soon be clear that problems were not embedded 
within the constitution 

implementations of scripts. These practices that were 
inspired by militias have been modified to become the basis 
of a state in which narrow interests prevail. | believe that 
fair ‘distribution of wealthY will be a good example to 
demonstrate that all constitutional items are nothing more 
than writing in the sand.\" 
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B. VConstitution without Agreement" 

(Editorial by Hisham Al-Qorawi - Sawt Al-Iraq - “Тһе Voice 
of ай," - http://www.sotaliraq.com/articles- 
iraq/nieuws.php?id=1 7610 ) 


\"A number of analysts believe that the constitution 

supported by most of the National Assembly members will fail 
to achieve any of the Bush administration\'s significant 

goals 

accord sought by different [factions] in Iraq. 


V'This assumption is not based on the content of the draft 
but on reactions expressed by the main Iraqi factions 
especially the Sunni Arabs. It is true that the draft 

prevents the formation of an Islamic state that was feared 
by many; it is also true that the draft avoided glorifying 
Shiite clerics and provided Sunnis with a basis to prevent 
any type of Shiite or Kurdish suppression against them. But 
if the insurgency that almost drove lraq to a state of 
paralysis were to end 

the insurgency 

tolerant document that guarantees them a safe home in Iraq. 


\"The fact is that most Sunnis see the constitution 

current form 

result in Iran taking over most of the southern region 
impoverishing the Sunnis economically as Shiites and Kurds 
grow to dominate oil and gas resources. They also see the 
eradication of BaVath party members as an attempt to 
eliminate all Sunnis from the government and army. They 
believe that the U.S. was more intent on presenting the 
draft on time than addressing Sunni concerns 

American efforts to convince Shiites and Kurds not to ignore 
Sunni reservations. 


\"Sunnis\' basic concerns involve the formation of new federal 
regions that control natural resources and security forces; 
Sunnis might have trained themselves to accept a Kurdish 
region 

especially given the high potential for new discoveries of 
oil and gas in the region. This would mean that any Shiite 
control would lead to their [Sunni] deprivation of an 
economic future. As for security forces 

items allow the regions to form security forces [a security 
force would have jurisdiction within a governorateVs 
borders]; it thus weakens any motivation to join national 
security forces. This would lead to the possibility of 
security forces in Sunni regions being composed of those 
insurgents who now carry weapons.\" 


C. V Everyone Who Says No to the Constitution Will Be 
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Ashamed\" 

(Editorial by Saif Allah Ali - Sawt Al-Iraq - \"The Voice of 
Iraql" - http:/Awww.sotaliraq.com/articles- 
iraq/nieuws.php?id=17586 ) 


V'Yes to freedom and democracy 

Humans are free; the mind is free; and opinion is free. How 
beautiful the word `по\' is when it is put in the right 

context 

context. According to my basic information 

between `уеѕ\' and 'no\' intensifies during elections due to 
conflicts among parties and movements [seeking] to gain 
authority 


V'They [parties and movements] deceive them by adopting 
programs that toy with peoples emotions and win their 
confidence. With regard to voting.the draft constitution is 
genuine and it has guarantees for all spectrums of Iraqi 
people 

The writer Ahmed Al-Shemrai wrote in his articles about 
stupid Shiite donkeys; | add the dirty Sunni pigs-they voted 
against the constitution because they benefited from the 
fallen regime. They are sectarian or ignorant like Shiite 
donkeys. 


VI understand Sunni pigs vote against the constitution 

because they are worse off 

Shiites reject the constitution when it guarantees all their 

rights 

any donkeys more stupid than those? When those donkeys and 
pigs see the advancement and development of Iraq 

be ashamed because they stand against the will and ambitions 
of Iraqi people. V 


D. \"This Is the Best Compensation for Iraqis V" 

(Editorial by Hussein Ali Ghalib - Sawt Al-Iraq - V The Voice 
of ай," - http://www.sotaliraq.com/articles- 
iraq/nieuws.php?id=17616 ) 


VAn Iraqi official mentioned that there is a program 

arranged by lraqi and international experts that offers 
financial compensation and additional compensation for our 
people who suffered under the former regime due to bloody 
and gruesome crimes-a regime whose gloomy rule exceeded 
thirty years. 


\"In fact 

deny its importance. But if you ask any Iraqi citizen in or 
outside our home about the most important request 
response will be that the former regime members should be 
tried.lragis expected progress after the collapse of the 
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former regime and the gradual demise of regime members and 
on top of them 

former regime stole the pleasure of the regimes fall and 
quickly returned to practice their criminal and destructive 
operations. 

V'The best compensation and service that could ever be 
offered to the victims of the former regime and to future 
generations who should live in peace and calm is to root out 
the followers of the former regime. They were all gathered 
under one name: BaVathists. Now we see different names for 
them 

possessors of rights. According to Iraqis 

are the same: they are followers of the former regime.\" 
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B. VThe Referendum" (Al-Sabah Al-Jadeed 

C. \"National Unity Conference... National Dialogue 
Conference V' (Baghdad 

D. \"The Right Step to Establish Democracy: Resorting to 
Ballot Boxes!" (Al-Ittihad 

E. V The Constitution Prevails\" (Al-Dawa 

F. VPredictions and Unique Truths\" (Al-Adala 


A. \"The Referendum Experience V 
(Al-Dustoor 
editorial by Bassim Al-Sheikh) 


V'The referendum process represents a victory for democracy 
whether the result is positive or negative. We will feel 
satisfied not because of the results 

deal with the situation in a tolerant manner 

people. The draft constitution may fail 

important is that everyone now has the motivation to seek 
representation in the next parliament 

important groups are aware that the channels of dialogue and 
participation in the political process are more effective 

than all the worlds weapons. 


\"It is a new beginning for those who have opposing opinions 
towards the changes in lraq-they are trying to reconstitute 
their ideology in a different way; they need to move away 
from negative opinions and develop effective and positive 
ideologies.\" 


B. \"The Referendum\" 
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(Al-Sabah Al-Jadeed 
this front-page editorial by Ismael Zair) 


V'The situation is the same no matter what the results of the 
referendum are because the most important thing is that 
millions of Iraqis went to the ballot boxes to express their 
opinions freely and without fear. Whatever the result 

will never change this fact. No one can take away this honor 
from Iraqis; they are honorable people because of their 
courage and their commitment to constitutional rights. 


V'There are some facts that have resulted from this 
referendum day; one of them is the rebuke of lraq\'s enemies 
who have attempted to raise the specter of civil war. No one 
has the right to interfere with a great people like the 

Iraqis 

interests of our people better than us. \" 


C. \"National Unity Conference... National Dialogue 
Conference" 

(Baghdad 

lyad Allawi 

Hussain Omran) 


\"Under the auspices of the Iraqi National Accord 

of local 

to discuss the truth and to reinforce national unity and the 
rights and duties of citizens. 


\"Delegations from throughout Iraq responded to Mr. lyad 
AllawiVs call for the conference to discuss: the vital needs 
of the Iraqi people 

in Iraq 

respected by the government. 


V'They all came to ensure their support for national unity in 
Iraq and to back the call of the National Accord. They will 
talk about their goals and objectives 

bright-unified Iraq 

our Iraqi economy 

democracy. National unity is one of the Accord\'s main aims. 
Let us unite our efforts for the benefit of our great Iraq." 
D. \"The Right Step to Establish Democracy: Resorting to 
Ballot Boxes!" 

(Al-Ittihad 

Jalal Talabani 

Hadi Mehdi) 


\"Regardless of results emerging from the constitutional 
referendum 
accept the results determined by ballot boxes and lraqis 
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will again prove to the world that despite all critical 
circumstances 

country\'s future 

participation in the referendum. 

The wide range of Iraqi participation in this process has 
confirmed the unity of Iraqis under the severest 
circumstances; engaging through a peaceful struggle that 
guarantees an opportunity for each citizen to participate in 
the democratic process. 


\"So regardless of the final result 

boxes has prevailed over that of weapons 

intimidation. These are the rights steps to be taken on the 
path towards a democracy that was nowhere to found on the 
Iraqi scene for many decades 

to those opposing participation in the new Iraq 

clear that this is the only acceptable way for Iraqis and 
reinforcing that the era of oppression is over and that it 

will not return. 


\"Within less than a year Iraqis were able to record two 
epics 

took part despite security threats and difficulties--the 
will of Iragis to rebuild their country formed the basis on 
which the success of the elections was built. 


\"The other epic came on referendum day on Oct. 15 

Iraqis participated in another patriotic battle where по 
incidents affected the process or its outcome. The two Ὕθον 
and "NoY teams will accept the results because it represents 
the outcome of a democratic process lragis are trying to 
maintain. This courageous and responsible stance 
demonstrated by lraqis has gained them the respect the 
world\'s nations 


E. \"The Constitution Prevails\" 
(Al-Dawa 
published this page-two editorial by Jasim Al-Sayid) 


V Regardless of the obstacles enemies have placed along the 
path to democracy (especially those with permanent seats on 
despicable Arab satellite news channels who glorify 
everything that brings harm to the Iraqi people) and in 

spite of the artillery professionals targeting us 

regardless of all this. Iraqis have freely had their say 
rejecting slavery and the division of their country 

(formerly oppressed by tyrants) and rebuking those whose 
hands are stained with Iraqi blood. We have endorsed the 
constitution 

everything new that will serve Iraq. 
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\"Iragis set out on the glorious dawn of Oct. 15 

mark a day remembered in this country by coming generations 
to approve the constitution written with pride and defiance 

of those seeking endless power who were unable to stop the 
people from marching towards ballot boxes despite threats 
and explosions 

violence claiming lives of women 

from a variety of different religious and sectarian 

backgrounds. 


VPeople marched towards the one common goal of making the 
democratic process a success; even those voting `noV have 
exercised their right to express their opinion. The main 
thing is that Iraqis have agreed to participate іп the 

political process 

and instead resort to logic 

The will of the people has prevailed and foiled the attempts 
of those involved in disgraceful bargains. There remains 
only one step to be taken within the next two months; Iraqis 
will embark on new elections at the end of the year to 
conclude a new stage in Iraq that will set an example for 
the region and the whole world." 


F. VPredictions and Unique Truths\" 
(Al-Adala 
published this page-three column by Dr. Ali Khalif) 


\"All media outlets are talking about voting percentages 
among Iraqi provinces for the referendum on the draft 
constitution. Nothing is sure until the IECI announces 
results of the referendum--initially through preliminary 
results followed by final results. Several media outlets 
claim that they represent the Iraqi media but | suspect they 
represent BaVath party institutions and are trying to 
broadcast poisoned news about the referendum results. 
If Iraqis in western provinces voted "yes to the 
constitution its the truth because they are tired of 
terrorism and terrorists using their land to conduct 
operations-if thatVs the case it will be the unique truth 
that Iraqis want a better future and a secure Iraq. 


\"There are those who swore that majority in western Iraq 
would vote 'no\' to the constitution and others who confirmed 
that a big surprise was coming from Al-Anbar and Mosul. The 
TAL states that two-thirds of Iragi provinces can reject the 
constitution therefore UIA (United Iraqi Alliance) members 
protested the article and declared their reservations to the 
anti-democratic article. 


V'The fact is 
those who live in western areas in Iraq--they all said yes 
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to the constitution. Iraqis are looking forward and working 
hard to achieve their goals 

political process succeed and defeat terrorism in Iraq. The 
unique truth we are censoring here is that terrorism was 
defeated and Iraq will soon become more secure. V 
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VIVENDI TO ENABLE INDIA CIVIL NUCLEAR COOPERATION WITH NSG 


REF: (A) STATE 190856 (B) OTTAWA 2909 (C) OTTAWA 2768 
Classified By: POL M/C BRIAN FLORA. REASON 1.4 (B) AND (D). 


1. (C) Polmiloff delivered reftel demarche points to Terry 

Wood 

Foreign Affairs Canada on October 18. Wood expressed 
appreciation for timely briefing materials in light of last 

weeks discussions at the G-8 Senior Group meeting in London 
and this week\'s NSG Consultative Group meeting in Vienna. 
He said that Assistant Deputy Minister Jim Wright looked 
forward to following up on U/S Joseph's invitation to consult 

in Washington prior to the November 24-25 meeting of the IAEA 
Board of Governors. 


2. (C) Wood said that Canada agrees with the strategic 
reasons we have articulated for engaging India. He 
reaffirmed that his government welcomes Indias new 
commitment as manifested in the Joint Statement of July 18 
(REF C) 

ensure a net gain to nonproliferation objectives and no 
weakening of the nonproliferation regime(s). For example 
Wood said 

Vcomprehensive safeguards" as a condition of supply. 


3. (C) The Canadian government generally agrees with the 
terms and principles for a modus vivendi at the NSG 
continued 

\"defensible\". He outlined Canada\'s position going into the 
Consultative Group meeting 

forward in a \"calibrated manner" with specific steps: 

-- India must formally adhere to NSG guidelines; 

-- India must halt fissile material production; 

-- India must sign and ratify the CTBT. 


4. (C) Wood emphasized that 

Canada\'s four-point program for potential civilian nuclear 
cooperation with India (ref B) was \"fully consistent with 
existing policy\"; no decision had been taken to pursue active 
civil nuclear cooperation with India at this time. India 
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will need to meet its nonproliferation obligations first 

said. He speculated that a likely difficult hurdle in this 
regard would be the GOC\'s understanding that India is not 
prepared to put its CIRUS reactor (originally donated by 
Canada in the 1950s for peaceful nuclear pursuits) under 
safeguards. (COMMENT: Resumption of active nuclear 
cooperation with India would be decided at the political 
level 

party's domestic political standing in the run-up to national 
elections an important consideration. END COMMENT). 


Visit Canada\'s Classified Web Site at 
http://www.state.sgov.gov/p/wha/ottawa 
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is a trend that will continue for the foreseeable future!" 
said Navarro. 


4. South Africa. Sipho Zikode (Chief Director of the 
Industrial Participation Secretariat within South Africa\'s 
Commerce and Trade Ministry) pointed out that offsets are a 
good mechanism for obtaining technology from foreign 
corporations. Zikode noted the importance of maintaining a 
consistent policy on offsets for as long as 25-30 years in 
order to show multinational corporations the emphasis the 
government placed in this area. According to Zikode 

are two large ongoing offset programs in South Africa: the 
national industrial program and the defense industrial 
program. These programs apply all government foreign 
purchases and are used as a tool to develop strategic 
partnership agreements with foreign corporations. Most 
importantly 

help develop of South African industry by more effectively 
utilizing the instrument of the government procurement. 
Target sectors are: clothing 

aviation and aerospace 

chemicals 

communications. 


5. Portugal. Rui Augusto (President of the Portuguese 
Ministry of Economy\'s Office Committee) stated that his 
country\'s offsets focus on the defense sector 

government has been able to develop and implement a series 
of deals during the past decade. Its practices and 

objectives 


6. European Union. A question was raised from the audience 
regarding the EU position on offsets. A private sector 
representative from the Netherlands answered 


Column 3 

this was a very sensitive issue as it dealt with defense 
technology transfer 

now 

things might change in the future as the EU Commission is 
increasingly examining the practices of its members in the 
field of defense. 


7. United States. An audience member immediately posed a 
follow-up question inquiring about U.S offset policy: was 

it determined by the government or market driven? The 
Managing Director of a U.S.-based offset company (Industrial 
Participation Projects LLC) responded that at this time 

there was no overarching U.S. policy and that he didn\'t see 
one coming about for a few years. 


Commercial Promotion and Market Access in Brazil 


8. Maria Elisa Rabello Maia 

Access Division in the Brazilian Ministry of Foreign Affairs 
spoke about the current state of offsets in Brazil. She 

noted that while Brazil is not willing to participate in 

market access discussions for government procurement in WTO 
the country is an active member of the transparency debate 
group. Her rationale was that Brazilian companies are 
unprepared to compete with foreigners. According to Maia 
Brazilian companies are hesitant to take the steps necessary 
to gain access to foreign markets. Asked about the time 

line in which she sees Brazil institutionalizing offset 

practices 

medium termV'. Brazilians are mainly using offsets in the 
defense sector through a 30-year old Air Force program. 
However 

(successfully) taking the lead in using offsets in the 

private sector. 


9. Maia said that draft offset legislation has been 
discussed at the ministerial level 

2006 the Ministry of Foreign Affairs will seek the 
Presidents approval to submit the bill to Congress (though 
no vote on any law is expected until 2007 at the earliest). 


10. The Industrial Participation Projects representative 

stated that Colombia and other Latin America countries are 
developing good offset programs and Brazil should do the 
same. He emphasized the importance of offsets for promoting 
trade and gaining market access; eighty-four countries 
participate in offset programs worldwide. (Purportedly 

first case of offset compensation took place in 1851 when 
Samuel Colt sought to sell revolvers to the British. The 

British would only buy the guns if the manufacturing plant 
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was located in England.) He concluded by noting that even 
if the WTO limits offsets 

because they can be an effective development and marketing 
tool. 
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(SAFE) 

of State\'s Bureau of Diplomatic Security that the employee 
has undergone equivalent security training. The contact 
for this training is Assistant Director for Training at 

(703) 205-2617. Country clearance will not be granted for 
any traveler with planned TDY in excess of 30 days if this 
information is not stated/certified. POC for additional 
information is RSO Wellington. 


b. (SBU) The U.S. Mission in New Zealand currently rates 
the threat from transnational and indigenous terrorism as 
low. There are no terrorist groups or Support groups 
believed to be operating in New Zealand at this time. In 
light of the worldwide security alert all visitors should 
heighten their security awareness and report any unusual 
incidents to the Regional Security Officer. 


c. (SBU) Anonymous telephonic threats and obscure threat 
mail have occasionally targeted U.S. diplomatic missions 

in New Zealand. In response to U.S. policies and actions 
various groups in New Zealand have demonstrated 
occasionally at the Embassy in Wellington and at the 
Consulate in Auckland. These demonstrations are usually 
small and are peacefully conducted. During these 
demonstrations 

services normally provide adequate protection to the 
Embassy and Consulate. 


d. (SBU) New Zealand is considered a medium threat crime 
environment. As such 

experienced an increase in violent and petty crimes 
they are usually non-confrontational in nature. However 
home invasion robberies and assaults 

becoming more frequent. Burglaries and thefts occur 
countrywide but primarily in the large cities of Auckland 
Christchurch and Wellington 

especially aware that street crime 

pickpockets 

Common sense precautions should be taken 

night 


e. (SBU) Generally 
significant role in the world drug situation; however 
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evidence indicates that New Zealand has been utilized as a 
transit point for shipments of Ecstasy 

to Australia. The most abused drugs in New Zealand are 
locally produced methamphetamine and cannabis. There have 
been increased amounts of lab seizures and violent crime 
associated with groups attempting to control this market. 


f. (U) All forms of public transportation are generally 

safe at all times of the day; however 

should use common sense precautions so as not to become a 
target of opportunity. 


g. (U) The traffic situation in Auckland can be difficult 
with a moderate amount of congestion. Wellington and 
Christchurch traffic is significantly better; however 
during rush hour moderate delays can be expected. 
Visitors are advised that traffic drives on the left-hand 
side of the road. Visitors are advised that traffic 
accidents are common and that it is safe to pull over so 
that police may take an accident report. However 
visitors who experience hostility or anti-American 
sentiment should depart the scene immediately and notify 
the RSO. 


h. (SBU) Travelers intending to bring and use any USG 
provided electronic or photographic equipment must contact 
the RSO prior to introducing that equipment into the 
Chancery. Personal electronic or photographic equipment 
is not permitted in the Chancery. Only in severely 

limited cases will a notebook or laptop computer be 
permitted to be used in the Chancery. 


i. (U) Precautions should also be taken to not discuss 
sensitive or classified information outside secure 
environments or over unsecured and/or cellular telephones 
and to securely safeguard classified or sensitive 
information at the Chancery and not at hotels or 
residences. 


j. (U) Visitors should also be aware of the State 
DepartmentVs Consular Information sheet for New Zealand 
and the most recent Worldwide Caution Public 
Announcements 

http://travel.state.gov 


k. (U) In essence 

appropriate caution and be alert to their surroundings 
with regard to their personal security. Suspicious 
incidents/activities should be reported to RSO Wellington 
(Telephone (64)(4)462-6000 
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portable computer must be disabled or de-installed 
include infrared ports and sound card 

the CAA 


8. Official visitors are required to receive a security 
briefing from the RSO shortly after arrival at post. 
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3 note from the Foreign Ministry 

that we had heard that the Brazilians may have concerns 
regarding the reporting requirements of APIS+ as a matter of 
principle 


3. (SBU) During the implementation of the PNR data sharing 
program 

reasons as the airline Varig appeared unable to overcome the 
technical hurdles. In the end 

without the USG having to mount considerable pressure and 
face significant delays. (Ref B) Unfortunately 

this Non-Paper 

the Brazilian Embassy in Washington 

APIS+ implementation process may not be easy either. On the 
other hand 

reflected in the Non-Paper is a Foreign Ministry initiative 

only 

(one of which 

compliance). Follow-up reporting will be provided as 
additional information is available. 


4. Action Request - Post requests guidance on how to respond 
to the Brazilian non-paper. 


5. (SBU) An unofficial translation of the GOB Non-Paper 
follows: 


Begin text. 


Non-Paper on \"Advanced Passenger Information System Plus\" 
(APIS+) 


-- The Brazilian government has been following with concern 
the projected adoption of measures in the field of civil 
aviation known as \"Advanced Passenger Information System 
Plus\" (APIS+). 
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-- The National Union of Airline Companies (SNEA) advised 
the Ministry of Foreign Affairs that as of October 4 the 
specialized U.S. government agencies (Customs and Border 
Protection - CBP and Transportation Security Administration 
- TSA) plan to require that airlines who operate flights to 

the U.S. collect and send additional information 

included on passports 

U.S. citizens or authorized residents of the U.S. 


-- The information requirement and timing for supplying it 

is special cause for concern to the airline companies and to 
the Brazilian government. The technical difficulties 
inherent in obtaining the requested information at the time 
of departure will cause insurmountable hardships in airports 
that already operate near the limit of their capacity 

will adversely affect all flights 

domestic. 


-- The Brazilian government understands that the requirement 
for this kind of information corresponds in practice to the 
transfer of immigration control procedures not covered under 
the jurisdiction of U.S. law - a privilege characteristic of 

state sovereignty - normally done in the territory of the 
country who receives the visitors 

appropriate consular authority at the time the visa travel 
request is analyzed. 


-- The Brazilian government notes that the international 
norm established by the International Civil Aviation 
Organization (OACI) 

12th edition) to the Convention on International Civil 
Aviation 

States establish a system of advance passenger information 
that involves collection of data contained on passports or 
visas 

stipulates 

identification information to be transmitted is specified 
the Contracting States should require only information 
available via mechanical scanning of travel documents. 
Annex 9 further establishes 

Contracting States shall refrain from imposing fines or 
penalties on airline operators for any errors resulting from 
system failures resulting in non-transmission or 
transmission of incorrect information. 


-- In this regard 

yet adopted mechanical scanning of travel documents 
should take place starting next year 

international norms on the subject. 
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-- The Brazilian government has made very effort to 
cooperate with the U.S. government initiatives to strengthen 
air and maritime transportation security 

same concerns. Notable in this regard are the positive 
results of meetings for the purpose of sharing Passenger 
Name Record (PNR) data 

formalized by the parties 

guidelines for reciprocal visits to ports and airports in 

both countries. 


- Therefore 

observations to the appropriate U.S. government authorities 
with a request to reconsider adoption of APIS» for Brazilian 
airline flights 

international commitments defined by competent multilateral 
organizations. 


End text. 


6. (U) This cable was cleared and coordinated with Consulate 
General Rio de Janeiro. 
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relationships with the United States." END SUMMARY 


2. On the second day of the new Foreign MinisterVs term 
front-page of the country\'s highest circulation daily (\"New 
Zealand Herald") carried an article entitled \"Peters ready 
to Build US Bridges." The article was written by the 
newspaper\'s Assistant Editor 

follow. 


BEGIN TEXT: 

\"Foreign Minister Winston Peters says he is prepared to 
tackle head-on the “big challenge\' of rebuilding New 
Zealand\'s relationships with the United States. 


\"His diplomatic skills will be put to the test early in the 

New Year when he is expected to lead moves to open 
discussions with the US about burying the 20-year-old 

dispute over nuclear ships. Departing US Ambassador Charles 
Swindells signaled in July that Washington wanted to move on 
and establish a new security 

to strengthen the relationship. 


\"Mr. Peters said he could not make any detailed comments 
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until he had been briefed by officials and consulted Prime 
Minister Helen Clark. 


\"He may call on political colleagues such as former Trade 
Ministers Mike Moore (Labour) and Philip Burdon (National) 
to help push through his initiatives.. 


V'The Foreign Minister also signaled he wanted to play a more 
active role in the South Pacific 

influence had been reduced since the region became a 
"battlegroundV for Chinese and Taiwanese influence.. 


VHe also indicated he had his views on filling the plum US 
ambassadorship 

raft of high-profile names -- including Governor-General 
Silvia Cartwright -- has been privately floated. 


VBut Mr. Peters emphasized the job should be filled by 
someone with "diplomatic and trade skills 

could be prepared to support the appointment of a high- 
profile former politician who had the right credentials.. 
END TEXT 


3. On day one of in his new position Winston Peters was 
interviewed on Radio New Zealand\'s highly-influential 
flagship program 

follows. 


BEGIN TRANSCRIPT: 

INTERVIEWER: In terms of foreign policy do we need closer 
relations with the United States? Do we need to go ahead 
with the free trade agreement with China 

government appears committed to trying to get? 


FOREIGN MINISTER PETERS: Well 

country the closer your relationships with them 

And obviously if we have differences with other countries 
we should try and sort them out and particularly when you 
are talking about old friends. It is important that you keep 
them 

world\'s biggest economy 

long way away from a free trade agreement. Right now | would 
think dealing with the protocols by way of agreement are 
important. But | come back to the point that that is in the 
province 

of Trade 

ENDS. 
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daily 

interview with regard to his appointment of Legislative 
Yuan President Wang Jin-pyng to attend the APEC summit 
with the headline: \"Bian: China Is Worried That Wang\'s 
Rise Will Affect [Taipei Mayor] Ma [Ying-jeou\'s Plan] 

to Run in the [2008] Presidential Elections.\" The pro- 
unification V'United Daily News 

an inclusive interview in its inside page with U.S. 

Pacific Command Chief Admiral William Fallon 

topped with the headline: \"Fallon: Taiwan Should Be 
Prepared for Beijing\'s Attacks." The sub-headline 

added: \"The Pacific Command Will Continue to Satisfy 
the Requirements [Stipulated in] the Taiwan Relations 

Act and Defend Taiwan When the U.S. President Orders It 
to Do So 

Effective Defense Capabilities.\" 


2. Several newspapers editorialized on Chen\'s remarks 
made during his interview with Sanlih TV. Columnist 
Antonio Chiang commented on U.S. Defense Secretary 
Donald RumsfeldVs current visit to China in the mass- 
circulation \"Apple Daily.\" Chiang said Rumsfeld\'s trip 
will heat up Washington-Beijing ties 

meantime 

attempt to stabilize its Asian policy will remain 

relatively the same. An editorial in the limited- 
circulation 

language \"China Post" said Rumsfeld\'s visit is long 
overdue and hopefully will help to restore some trust 
and momentum to the U.S.-China military and strategic 
relationship. End summary. 


A) \"The United States Wants a Soft Landing on China\" 


Columnist Antonio Chiang commented in the mass- 
circulation \"Apple Daily\" [circulation: 570 
(10/18): 


\"U.S. Defense Secretary Donald Rumsfeld 

times criticized China\'s military expansion in public 
arrives in Beijing today for his first official visit. 
Rumsfeld\'s trip will heat up Washington-Beijing ties 
but in the meantime 

States\' attempt to stabilize its Asian policy will 
remain more or less the same. . 


\"As a matter of fact 

putting a majority of its energy and efforts on Middle 
East issues because the area ranging from the Middle 
East to Central Asia and from South Asia to Iran has 
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long-term strategic interests for the Americans 
whether it is with regard to oil 

or nuclear proliferation. 


\"Subtle changes have occurred in the Middle East region 
recently 

the ties between Israel and Palestine and politics of 
those countries like Syria 

Arabia. U.S. President George W. Bush believes that 
his Mideast policy has harvested good results 

evidently only a few people agree with him. 

Nevertheless 

area 

able to get away easily in a short period of time. 


\"Bush has put the United States strategic focus as 
well as history\'s evaluation of him in the Middle East; 

he can hardly divert his attention to issues in Asia 

and can only seek a ‘soft landingV in the region via 
micro adjustment. Even though Rumsfeld is well-versed 
in the China threat 

attitude toward China for the sake of U.S. strategic 
interests because China now plays a key role in the 
United States\' plan of soft landing in Asia. .\" 


B) \"Reluctant Rumsfeld in PROV 


The conservative 
\"China Post" [circulation: 30 
(10/18): 


V. The Beijing trip [by U.S. Defense Secretary Donald 
Rumsfeld] is a must and can't be further delayed. 
China\'s recent effort at Westernization 

in supporting the U.S.-led anti-terror war and curbing 
North Korea\'s nuclear ambition 

gratifying. The rising China is not a fundamental 

rival like the former Soviet Union but a vital 
"stakeholder" in advancing America\'s global agenda. 


“Тһе Pentagon hoped the visit could contribute to 
improving a military-to-military relationship that 

fractured in April 2001 with the midair collision of a 
Chinese fighter and an American surveillance plane over 
China\'s southern coast. Ship visits and officer 
exchanges have resumed since then 


VOn the other hand 

hosting a Bush administration hardliner 

Washington is not shunning China as a looming military 
foe 
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strategic competitor to the U.S. . 


\"Rumsfeld\'s visit is long overdue 

help to restore some trust and momentum to the U.S.- 
China military and strategic relationship. Yet the 
depth of distrust and misperceptions in both military 
establishments toward the other is palpable and not 
easily overcome. 


\"For Taiwan 

approach for the Bush administration. With China as a 
"responsible stakeholder in managing global affairs 
Washington is better posed to maintain the peaceful 
Taiwan status quo." 


PAAL 
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term loss reflected in its financial report. CPC is 
obligated to take more care of peoples need and the 
overall national economic development." 


Taiwan reduces taxes to help CPC and entice Formosa back 
into the domestic market 


13. (U) On September 29 

that Taiwan would reduce commodity taxes on gasoline and 
diesel by NT$1.8 (US$0.20 per gallon) for three months. 

K.Y. Lin believes that the reason the government decreased 
taxes was because it wanted to stop CPCVs losses. Since CPC 
did not decrease prices after the tax break 

amounts to a NT$1.8 increase in profits for CPC. 

Essentially 

to CPC. 


14. (U) K.Y. Lin said that Formosa\'s gas stations are now 
able to compete because of a combination of decreasing world 
crude oil prices and TaiwanVs tax largess. Since the spot 
market in refined gasoline is no longer as high as it was in 
August 

the gasoline and reimburse gas station owners. Dr. Bor said 
that Formosa may not want to antagonize Taiwan officials 
because there are many other business projects that Formosa 
is working on that need approval. For example 

that Formosa has been negotiating with Taiwan to allow it to 
build a naptha cracking plant in the PRC. 


15. (SBU) Shih-Ming Chuang 
International Affairs 
of Energy told AIT that he believes Premier Hsieh is 
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prepared to keep reducing taxes to keep gasoline prices low. 
Chuang said that if crude oil prices do not come down by 
December 


Tax decrease timed to December elections 


16. (SBU) Dr. Bor said that there are also political reasons 
for the tax decrease. The tax decrease is being timed to 
keep prices low until the end of the elections in December. 
Bor explained how the ruling party wants to avoid handing a 
political victory to the opposition party. Bor said 

Formosa is \"like the Microsoft of Taiwan. V Y.C. Wang 
founder of Formosa 

Taiwan because of his rags to riches success story. Bor 
said if the government did not find a way to draw Formosa 
back into domestic gasoline market it would be evidence that 
the ruling party is bad for business. Bor said that V'if 
Formosa is giving up on Taiwan 


17. (SBU) Comment: Taiwan is bent on keeping gasoline prices 
locked at NT$25.40 per liter (US$2.88 per gallon) 

until after the elections in December 2005. Taiwan will 
accomplish this through a combination of gasoline tax 
reductions and having government owned CPC sell at a loss. 
The breaking point for the Taiwan authorities will be when 
Formosa finds it more profitable to export gasoline rather 

than sell it to the domestic market. End Comment. 


43002 
constitutionally from running for office because he is 
related to a magistrate in the Supreme Court. 


National Party Calls for Straight Ticket Voting 


2. President of the National Party Gilbert Goldstein said 
that National Party followers need to vote for the entire 
ticket of National Party candidates in their Departments so 
that the National Party is guaranteed winning the presidency 
and the Congress in the elections. He said the message is 
clear in the National Party: to win the November elections 
the individual vote is not acceptable. Goldstein said that 
the Party must be united and needs straight ticket voting 
which will be crucial in congressional voting. The new 
Electoral Law 

option of voting for an individual and thus allows splitting 
congressional votes for the first time in Honduras. 


Recovered ID Cards are Not Ones Stolen in 2004 
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3. National ID cards found recently scattered along a 
Tegucigalpa road do not belong to the batch of ID cards 

14 

Persons (RNP). However 

will continue to conduct investigations on this matter to 
decide if they were simply lost or if this has to do with 

theft. (See refs A-B for details.) RNP Director Mario 

Aguilar Gonzales 

by the office of the Attorney General to testify on this 

matter 

activists. Some 778 IDs were found scattered on the side of 
the road. According to the press 

had already been reissued by the RNP and 251 replacement IDs 
were used by voters in the February primary elections. 
Aguilar has promised that he will continue to investigate RNP 
employees for possible negligent behavior in the distribution 
of these personal documents. 


Williard 
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sold in the bookstores as well as in separate dedicated 
franchise stores. Vice President for Public Affairs Karen 
Yang told AIT/T that the franchise start-up fees in the PRC 
at NTD 600 

in Taiwan and include the costs of interior fixtures 
information systems hardware and software. Afterwards 
firm collects ten percent of the franchiseVs profits every 
month. She said that initially most of the franchise 
stores in the Mainland were owned by Taiwan investors. 
However 

Mainlanders. 


|-Stone Jewelry... 


6. (С) I-Stone started out as a manufacturer of semi- 
precious jewelry and moved its factory from Taiwan to 
Guangzhou in 1991. The firm did not have any of its own 
retail outlets until 2000. According to I-Stone President 
Stoney Su 

stores in the PRC. It does not have its own retail outlets 
in Taiwan. Its target is to have 2 

Mainland in 2008. I-Stone does not charge any initial fees 
to establish a franchise store or charge royalties. 

Instead 

exclusively sell products made by I-Stone. The parent firm 
has a large advertising budget for China and provides 
consulting services to franchisees on management and 
interior store design. Su told us that because of the 
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structure of its franchise agreements nearly all of the 
franchisees are Mainland Chinese. Su believes that because 
they are more familiar with local conditions 

the legal system 

more effectively than Taiwan investors. 


Easy Way Soft Drinks... 


7. (C) Easy Way is a soft drink outlet franchise. It has 
about 500 franchise establishments in Taiwan 

United States and a few in Australia. In the PRC 

are currently more than 90 Easy Way establishments 
in the Guangzhou area. In Taiwan 

take-out stands 

seating. Initially all of the franchise operators were 
Taiwan investors 

increasing. 


Uni-President Group (Starbucks) 


8. (C) Large Taiwan enterprises have also been active in 
penetrating the Mainland retail market. President Group 
which owns the 7-Eleven franchise in Taiwan 

secure those franchise rights for the PRC. Those rights 
were instead claimed by Ito Yokado the franchise owner in 
Japan 

the U.S. firm that owns the 7-Eleven brand. However 
President has been active in the MainlandVs retail market 
in other ways. The firm has a joint venture with Starbucks 
that owns 66 Starbucks outlets in the Shanghai area. In 
addition 

hypermarkets with FranceVs Carrefour. It also has ten 
Cosmed drug and cosmetic stores in the PRC 

Taiwan chain. 


Comment - Small Investment 


9. (C) Manufacturing investment and trade in electronics 
goods and components dominate the picture when you look at 
cross-Strait macro-economic data. Even after a more 
thorough look 

of cross-Strait economic integration and the rapid rate at 
which the two economies are becoming more tightly bound. 
The amount of Taiwan retail activity in the Mainland is one 
aspect of the cross-Strait relationship that might escape 
notice at first. Nevertheless 

ACFP are a representative sample 

franchises have nearly 40 percent as many establishments in 
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the Mainland as they have in Taiwan 

will almost certainly rise rapidly in coming years. 

10. (C) Taiwan retailers view the PRC market as their best 
opportunity for growth. With growing numbers of Mainland 
investors establishing Taiwan franchises 

retailers will depend on economic ties to Taiwan. 
Furthermore 

Taiwan brand products 

specialists will be more focused on Mainland trends 

PRC preferences could begin to have a stronger effect on 
products and consumption habits in Taiwan. This type of 
activity may not require the level of financial commitment 
that building a factory does 

widespread and profound impact on the lives of more 
individuals on either side of the Strait and their views of 
the opposite side. End comment. 

PAAL 
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Women\" in Taiwan 

Budapest 

\"Contracting Out: Danger Signal for Working Men and 
Women.\" 


The author of such titles as \"Between Trapezes: Flying 
Into a New Life with the Greatest of Ease\" and \"In My 
Wildest Dreams 

discussion that would encourage attendees to think 
\"outside the box 

books 

Institute of Management has over 4 

wide 


Outcome: To inspire businesspeople to practice good 
management; to look at work/life balance issues and 
diversity in the workplace; to create/explore new 
possibilities in careers and personal lives; and to 
create/reinforce contacts between U.S. business experts 
and New Zealand managers in business and government. 


4. Audience Expected: To include business people 
academics 

think-tankers 

International Affairs (NZIIA) 


5. MPP THEME: MPP GOAL 06-04 Economic Growth and 
Development. 


6. NAME(s) OF SPECIALIST REQUIRED: Suggestions in 
priority order are: 


Column 3 

a) Gail Blanke 
Contact details: 
Lifedesigns 

16 E. 52nd Street 
New York 


E-Mail: infoplease@lifedesigns.com 
Phone: (212) 752-3777 


b) Jay Cherny 
Contact: http://www.teambuilding.com 
Phone: (610) 358-1961 


c) David Cooperrider 

Revolution in Change.\" 

Contact: http://www.ovationnet.com/ 
Professor of Organizational Behavior 
Weatherhead School of Management 
Case Western Reserve University 
10900 Euclid Avenue 

Cleveland 

Phone: (216) 368-2030 


d) Daniel Goleman 
Contact: goleman@javanet.com 


6. POST PROJECT OFFICER: 

Control officer: Christine Vivian 

Office phone: 644-462-6112; Fax: 644-499-0490 
Email: cmvwell(actrix.gen.nz / vivianc@state.gov 


TECHNICAL OFFICER: Ola Thorsen 
Office phone: 644-462-6015 

Cell: 6427-451-2535 

Email: thorsenO@state.gov 


Please note: TELEPHONE NUMBERS AND LOCATION - to be 
advised. Please advise soonest. Many thanks. 
BURNETT 
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increasing irrelevance against a backdrop of an explosion of 
Arab satellite television networks. With support and buy-in 
from the Bahraini Minister of Information Abdul Ghaffar 
eager to modernize and \"brand\" Bahrain as a financial 
services center to the region 

in news content. These changes included granting editorial 
control of Royal Court News to the News Department 
quickly acted to shorten Court news items 

team of five reporters to local news coverage instead. BRTC 
has created a digital newsroom 
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greater efficiencies throughout the organization. The local 
program V'Bab Al Bahrain\" has begun airing real local Arabic 
language news 


5. On October 16 

to the Minister of Information 

the strategies recommended by CHUM Television International. 
CHUM\'s recommendations for BRTC include substantial 
organizational and management changes 

production 

channels. 


6. According to Tolefat 

with what he referred to as \"radical changes.\" He said the 
ultimate objective of this reform is a broadcaster that is 
customer-oriented and driven by the needs of the audience 
for news 

these changes and overcome the entrenched resistance to 
change among its aged and atrophied civil service 

convinced it needs a foreign expert to assist in the 
implementation stage 

years. The Ministry has requested USG assistance to at 
least partially fund this project 

advisors with whom they have already worked. These two 
consultants would work with the Chief Executive Officer 
(CEO) and the Chief Operating Officer (COO) to oversee and 
implement the recommendations. COMMENT: From mission 
perspective 

working relationship with BRTC management. 


BRTC Genesis 


7. CHUMVs recommendations for organizational changes are 
aimed at improving BRTC\'s commercial viability and editorial 
independence 

experience in market and customer-driven organizations 

a COO. Other recommendations include: introduce job 
descriptions for corporate officers and department heads; 
develop a mission statement for BRTC as a domestic public 
broadcaster and as an international broadcasting service; 
clarify lines of authority and responsibility; simplify 
management structure and consolidate operating units; 
evaluate BRTC\'s opting out of the civil service system in 
order to reorganize departments for operational efficiency 
with a merit system for performance; initiate 12-month 
program planning cycles and budget; improve planning 
process; acquire financial software and systems to support 
BRTC\'s budget; and develop a centralized Information 
Technology Department. 

8. Recommendations for commercial production changes include 
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creating an independent commercial production unit to serve 
both radio and television. This unit would be a profit- 

center for BRTC. A promotions department would serve to 
brand and promote BRTC on and off the air 

a marketing plan in conjunction with the sales and marketing 
department. 


9. CHUM\'s recommendations also include changes to BRTC news 
content and channels that would foster competitive domestic 
channels that inform 

found that due to a lack of audience research 

programming priorities are driven by subjective preferences 

rather than objective market information. Objectives also 

include the development of quality international channels 

that resonate beyond Bahrain. 


10. The heart of the CHUM recommendations are in the area of 
News Programming and include the following: develop news 
programming that is relevant to the people of Bahrain; 
increase local news coverage of events and issues inside 
Bahrain 

and localize and personalize news content and presentation. 
Since the assessment began 

editorial control of Royal Court coverage 

address the deficit of local news that has resonance for 
everyday Bahrainis 

reporting 

topics. 


11. In contrast to Bahrain print media 

substantial print to local events and community news 

reporting 

recommends the appointment of a full-time News Director as 
Soon as possible 

News Advisory Board to define editorial content and 

standards 

Broadcasting) CPB/PBS-style editorial independence. The 
board would work on issues such as elections coverage 
ethical standards 

BRTC also plans to re-launch the successful Arabic local 

news program \"Bab Al Bahrain\" as a sophisticated local news 
program 

set 

department and Bab AI Bahrain should be free of interference 
from the marketing department 

how to handle requests for coverage from government agencies 
and the private sector. 


12. COMMENT: Backing from the Bahraini government for 
increasing the editorial independence of BRTC is an 
important development in the course of Bahrain\'s democratic 
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reform process 

interest that has major potential benefits for the country 

and its media freedoms. According to Tolefat 

report has provided a \"spark\" in an environment where the 
organization\'s younger members (Vnew blood") are already 
eager for change 

television competitive 

Bahraini public and the Gulf region. 


13. ACTION REQUEST: Bahrain has requested support for the 
hiring of two consultants for two years (total cost: 

$500 

fund about one-half of the costs 

the remainder 

symbolic impact of USG commitment and backing of this reform 
project. The Embassy strongly recommends participation in 
this project 

in Bahrain by encouraging development of independent media. 
By contributing to this project 

reforms 

to ensure the Ministry holds to its commitment to 

independence of its News Advisory Board. 


MONROE 
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that Finnish-American relations were strong 

looked forward to working together with the U.S. in the 

future on a broad range of shared goals. The Ambassador said 
that he was pleased Secretary Rice and Foreign Minister 
Tuomioja would meet in early November. Halonen agreed and 
expressed hope for a successful meeting. Turning to 
hurricane Katrina 

for Finland\'s assistance. Halonen said that she empathized 
with President Bush and the problems he faced with the relief 
effort; she understood that most of the problems originated 

at the local level and likened it to problems with civil 

crisis management in the Nordic-Baltic region where local 
capabilities were still inadequate. 


2. (C) Halonen then addressed Finnish press coverage of her 
conversation with President Bush on the margins of the NATO 
Istanbul Summit in 2004. (Note: Halonen straightened the 
President\'s tie during a group photo op 

journalists interpreted this as a sign of Halonen\'s 
VdesperationV for interaction with the President). Halonen 
said that the President had actually asked her to fix his 

tie 

it would spark a media row in Finland. As it turned out 

media here did indeed highlight this interaction. The 
Ambassador said that he was pleased also that Halonen met the 
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President at the UNGA (and subsequently reiterated this 
during a television interview on FinlandYs major news 
network). Finland is an important country for the U.S.-- 
small in size 

relations were strong as he departed. Finally 

Ambassador expressed disappointment that former Finnish 
President Ahtisaari had not won the Nobel Peace Prize. 


...and on her Advisors 


3. (C) Ambassador Mack subsequently met with HalonenVs 
Chief of Staff 

Paivi Kairomo-Hella. The Ambassador raised the topic of 
Russia 

someone Finland knew and could deal with since he had a 
Vnorthern mentality. The Ambassador characterized this 
description as \"the devil you know 

Viinanen responded that given Russia\'s importance to Finland 
the GoF will have close relations with whomever is in power 

in Moscow. He said that during recent meetings between Putin 
and Halonen 

with China 

understood how problematic long borders with big communist 
powers could be. 


4. (C) Viinanen opined that Finland was 

better shape now regarding its border policy with Russia 
because of the postwar settlement after World War Il. The 
treaty of mutual understanding with the Soviet Union had 
resolved outstanding border issues 

the other hand 

difficulties with Russia over unresolved border issues. On 
the China Arms Embargo 

that the issue might arise during Finland\'s 2006 EU 
Presidency. Viinanen replied that the embargo was a \"badly 
written agreement" after Tienamen 

for the EU now. 


MACK 
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world" be added to the text. Dari also agreed to cooperate 


with Ambassador Khalilzad in organizing a meeting of key 
Sheikhs. End Summary. 
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2. (C) At the suggestion of former Prime Minister Iyad 

Allawi 

October 3 in Allawi 

veteran former Ba 

Khalid Tabra 

trusted \"old friends." Speaking for the group 

long prepared statement to the effect that most ex-Ba 

are not associated with Saddam 

patriotic Iragis who accept democracy and want only to live 
normal lives. Ironically 

BaVathist rank and file from government jobs 

ongoing \"persecution\" has brought ex-Baathist party members 
closer together than they ever were when they ruled the 
country. He deplored continued persecution of ex-Ba 

who have not committed crimes. He also noted their concern 
that Iraq remains unified 


3. (C) Ambassador Khalilzad observed that Iraq is passing 
through a very difficult transition. The new Iraq needs to 

be inclusive 

reject all forms of extremism and terrorism. Khalilzad 
stressing the need for an \"accountability and reconciliation\" 
process 

re-integration of ex-Ba 

serious crimes 

Iraqi society. He provided the group with copies of recent 
proposed revisions to the new Constitution. The revisions 
clarify that \"former members of the Ba 

not senior leaders and who did not commit crimes\" shall enjoy 
equality and protection 


4. (C) Farouk and the group lauded the new constitutional 
language on the rights of ex-Ba 

December election is crucial. They also stressed that they 
want good relations with the U.S. and an end to 
confrontation. Allawi 

Khalilzad that the group has decided to issue a public 
statement supporting the new Constitution as an acceptable 
stepping-stone to the crucial December elections. 
Bolstering Tribal Contacts 


5. (C) Khalilzad also called on Sheikh Dari al Fassal al 

Jarba from Mosul 

has been living in Amman over the past year. Note: Dari is 
the brother-in-law of Saudi Arabia 

uncle of Prince Mish 

and clerical contacts throughout Iraq 

assiduously with Talal al-Gaaod and others since late 2004 on 
defeating extremism and returning stability to Iraq. In 
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recent months he has worked closely with (Jordan) King 
Abdullah 

conduit between the Jordanian and Saudi rulers. Dari also 
attended Ambassador Khalilzad 

Sunni tribal leaders in Amman (ref b). End note. 


6. (C) Ambassador Khalilzad outlined to Dari his recent trip 
to Saudi Arabia and the U.A.E. 

currently focusing on key tasks: obtaining additional 
revisions to the draft Constitution to address Sunni 
concerns 

election 

nationalist leaders and movements that will work toward a 
unified 

the recent proposed revisions to the Constitution dealing 
with federalism 

and lraq 

prepared to come to Baghdad on October 10 for a meeting of 
inter-ethnic leaders who will endorse the Constitution. 


7. (C) Dari praised the recent revisions and expressed 
willingness to come to the Baghdad meeting and bring other 
Iraqi tribal figures with him. Note: He subsequently made 
this agreement dependent on insertion of language stating 
Vlraq is a member of the Arab world." End Note. Dari also 
promised to promote emergence of a moderate 

leadership and encourage a large Sunni voter turnout in the 
December election. Dari noted that 

al-Gaaod and others 

success behind the scenes in strengthening the moderate Sunni 
Wadf against the Islamic Scholars Council and its 
confrontational leader 


Stabilizing Tal Afar 


8. (C) Dari praised Khalilzad 

forward and expressed appreciation for Khalilzad 
understanding of Iraq 

mentality. He cited the Tal Afar episode as a typical 

example of a problem that arose out of misunderstanding and 
manipulation of U.S. forces by outsiders tied to SCIRI. 

Note: Dari spent two weeks in the Tal Afar area visiting with 
tribal leaders in early July. End Note. 


9. (C) Dari asked Ambassador Khalilzad to attend a notional 
meeting that Sheikh Dari will set up with Tal Afar area 

tribal leaders 

regional military figures with him. Dari said that he wants 
Khalilzad to explain how the insurgency facilitates Iran 
agenda 
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Zarqawi gives money 

Iraq will stay. He also stressed the importance of dealing 

with hunger and offering employment and other legitimate 

sources of money to the impoverished Tal Afar people. 
Ambassador Khalilzad acknowledged that the U.S. had made some 
\"mistakes\" in understanding the background of the Tal Afar 
situation 

notional meeting. 


Meeting with Hassib al-Obeidi 


10. (C) Khalilzad 

Constitution drafter (and a former Saddam Hussein 
international relations advisor) Hassib Aref al-Obeidi 
(ex-Prime Minister Allawi was also present). Note: Hassib is 
a Sunni Arab from Kirkuk who heads a small political movement 
with a moderate 

According to Talal al-Gaaod 

with Saleh Mutlak and Savad al-Janabi. End Note. Hassib 
told Ambassador Khalilzad that the draft Constitution was 
acceptable with minor changes 

that rules on citizenship will be regulated by law 
Ambassador said he has already agreed to support. Hassib 
also wanted a statement that Iraq is part of the Arab world 
and elimination of specific references to \"Saddamite\" 

Ba 


11. (C) Hassib asserted that the Constitution is going to be 
ratified in any event 

December election. In that respect he asked that the U.S. 
pay close attention to issues of voting logistics and 
\"fairness.\" Khalilzad assured him that we are very conscious 
of this need. Hassib said that Allawi will be the next Prime 
Minister 

join his pre-election coalition. He claimed to have recently 
met with the Syrian Prime Minister 

suspicions of active Syrian support for Zarqawi are 
\"exaggerated.\" He asserted that Iran 

\"Silk Road of al-Qaeda.\" Hassib warned against launching 
large-scale military operations in the run-up before the 
referendum 

referendum-related intimidation. Khalilzad assured Hassib 
that any operations held prior to the referendum will be 
limited 

active cooperation and support of local people. 
RUBINSTEIN 
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in the Caucusus and boundary disputes with the Baltics. In 
the GOF\'s view 
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GOR has not initiated longterm policies aimed at resolving 
them. In the Caucusus 

of Armenia\'s relationship with Turkey and with the EU; 
Georgia\'s improving relationship with Ukraine and its 
tensions with Russia; and free and fair elections in 
Azerbaijan. End Summary. 


2. (SBU) On Oct. 5 

Viinanen and Special Advisor Paivi Kairamo-Hella briefed DCM 
and PolChief on Finnish President Tarja Halonen\'s official 
visits to St. Petersburg on September 22 and to Georgia 
Armenia 


Finland/Russia: Increasing Environment and Border Cooperation 
3. (C) In Russia 

Putin represented another in a series of what Viinanen 
characterized as productive and increasingly cordial meetings 
aimed at furthering cooperative initiatives 

addressing areas of controversy. The two presidents 
inaugurated a wastewater treatment facility as part of a 

joint Swedish-Finnish-Russian effort to improve water quality 
in the Baltic Sea. The plant -- plans for which date back to 
Soviet times -- will treat the wastewater of 750 

Petersburg residents that previously flowed into the Baltic 
untreated. Finland has made substantial progress in focusing 
GOR attention on environmental issues and 

view 

started to happen." The health of the Baltic Sea remains a 
crucial regional issue 

contentious over time as a bilateral irritant between Finland 
and Russia. For example 

accuses the Finns of seeking to V'hamper Russia's economic 
development" when they raise environmental concerns. 
However 

potential oil spills 

clear that its use of the Baltic as a major export route for 
crude will remain non-negotiable. 


4. (C) On border security 

progress in theory -- if not in practice. According to 
Viinanen 

full cooperation and wants to see all border-crossing 
stations fully functional. Unfortunately 

newest 

Russia has failed to improve the road to it. Viinanen said 
he expects Russia to find the funds 

Putin\'s intense interest in improving both security and 
commerce 

GOR\'s ability to find the necessary funding. 
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Russia and Its Neighbors: Putin Complains 

5. (C) Turning from bilateral issues to RussiaVs neighbors 
Viinanen lamented that Putin appears unable or unwilling to 
develop strategies to resolve disputes with the Baltics and 
elsewhere. Putin expressed to Halonen bitter frustration 

over his perception that he is continually being distracted 
from his efforts to expand the domestic economy and improve 
Russians standard of living by boundary disputes and unrest 
on Russia\'s borders 

Estonia remains unsigned and 

Putin put all the blame for this on the Estonian legislature. 
Likewise 

has played in the disputed areas of Georgia as destabilizing 
or counterproductive 

practices such as issuing passports to people in those areas. 
(Comment: We recognize here that Viinanen\'s views do not 
track exactly with information reported in Reftel A. End 
Comment.) 


6. (C) Viinanen\'s general assessment was that Russia is in 
large part responsible for many of its \"neighborhood 
problems 

strategy for resolving them. Each issue 

region 

driven by Putin in order to be resolved 

unless Putin is willing to put such processes in place 
will continue to find himself distracted from his domestic 
agenda. If there was a bright spot 

Putin remains extremely encouraged about his rapidly 
improving relationship with Latvia\'s President 
Vike-Frieburga. In response to our question 

said that Putin did not raise with Halonen the issue of 
Russian minorities in the Baltics. 


Finland and Armenia 

7. (SBU) On the heels of her St. Petersburg trip 

made her first official visit to the Caucusus. This trip 
comes as the EU looks to establish a policy of engagement 
with the V'new neighborhood 

its own options within that wider framework. Finland took a 
particularly active role in working with the Baltic countries 
prior to their EU accession 

now is far too early to envision such robust Nordic 
cooperation in the Caucuses. Georgia 

are \"too far away" and far too different from one another for 
the GOF to say what its or the EUVs specific role in those 
countries will be at this point. 


8. (С) While in Armenia 
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leadership look forward 

relationship with Turkey. Continued hostility toward Turkey 
will ultimately prove counterproductive to Armenia\'s 

interests 

EU. According to Viinanen 

this 

continues to pressure the GOA regarding Turkey. In 
Azerbaijan 

openly called on the government to ensure free and fair 
elections. To us 

government and the opposition have \"taken a lesson from 
Ukraine\" which may not necessarily be positive: the GOAJ 
recognizes that widespread allegations of fraud could prompt 
an uprising such as occurred in Ukraine 

unfortunately 

President Aliyev expressed concerns to Halonen that it might 
seek to make false claims of fraud in order to prompt a 
popular movement. 


9. (C) On Georgia 

Ukraine and expressed the hope that reform efforts in both 
countries would prove mutually reinforcing. President 
Saakasvili complained angrily to Halonen about Russian 
meddling in Abkhazia and South Ossetia 

is intent on annexing the territories. However 

noted that Saakasvili expressed willingness to entertain 
ideas of limited autonomy or other flexible measures to 
resolve the problems. 


Comment 

10. (C) While Halonen\'s (and Viinanen\'s) impressions of 
Georgia 

newcomers to the region 

efforts to establish dialogue. As Viinanen noted 

to early to expect a Baltic-like Finnish engagement in the 
region 

neighborhood 

play would be welcome. As for Russia 

themes addressed differ little from those Putin and Halonen 
discussed during his late July visit here (Ref B). 
Nevertheless 

eschewing controversial bilateral issues 

forward in mutually beneficial areas have built confidence on 
a bilateral and personal level. End Comment. 

MACK 
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The remaining distribution of portfolios 


7. (C) The troublesome police portfolio has gone to Annette 
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King 

coordinating responsibility for race relations. Steve Maharey 
takes the education portfolio. As expected 

Minister Michael Cullen keeps the finance portfolio 

takes charge of tertiary education. The new health minister 
is Pete Hodgson 

associate. Together with Goff 

widely recognized as the most accomplished. 


8. (C) Cabinets third-ranked minister 

leader of the Progressive Party 

Labour -- has been handed agriculture 

fisheries. Trevor Mallard 

takes over the economic development portfolio 

held by Anderton. Lianne Dalziel -- returning to Cabinet 
after a spell on the back benches -- is the new minister of 
commerce. At number 15 

Cabinet ministers. There are five other new faces among 
CabinetVs 21 members. 


9. (U) Other changes include Damien O\'Connor 

was a minister outside Cabinet and is now the minister of 
corrections and minister of tourism. David Cunliffe 

also a minister outside Cabinet 

portfolio. Nanaia Mahuta is customs minister 

Cosgrove is the minister for building issues. 


10. (C) The big mover into the Cabinet ranks is David Parker 
who is one of the few Labour MPs with a legal background. 
Parker becomes energy minister 

general and the minister responsible for climate change. 
Burnett 
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an event that started on March 8 
Burkina Faso 


6. OZGUR GUNDEM: Adana Security Directorate conducted 
home raids in Adana and detained 6 persons. The officers did 
not divulge any information about the reasons for the 

detentions. 


7. OZGUR GUNDEM: A 21-year-old male disappeared in Adana 
on October 10 
life of their son. 


8. OZGUR GUNDEM: The daily reported incidences of 
mutilated bodies of terrorists killed 

(Turkish) judicial system for not responding to cases in which 
there were complaints filed by the regional Human Rights 
Associations on the issue of terrorists\' body parts 
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ears 
from the body. 


9. OZGUR GUNDEM: The second court hearing of the Ugur and 
Ahmet Kaymaz case will be held in Eskisehir on October 24. (The 
first hearing was held in Eskisehir on July 12.) According to 

the daily 

issuing \"intimidating\" messages and \"stirring\" tension in the 
province as the day for the court trial draws closer. Security 

officers in the province have already been taking precautions to 
heighten security measures. 


10. BOLGE: A whirlwind caused material damage in Adana\'s 
Karatas district causing a roof of a building in a mosque 
complex and two separately located minarets to collapse. 


REID 
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Ref: TAIPEI 4144 

SENSITIVE BUT UNCLASSIFIED. PLEASE PROTECT ACCORDINGLY. 


1. (U) On October 5 

police and investigative authorities searched the campaign 
offices of Soong Li-hua 

for Pingtung County magistrate 

Soong\'s supporters and campaign workers. Carrying out 
searches based on allegations of vote-buying 

authorities discovered raffle prizes including televisions 
refrigerators 

away to supporters at parties hosted by Soong\'s campaign 
aides beginning from June 2005. Seventy-seven of Soong\'s 
campaign aides and supporters were interviewed. Authorities 
detained one of Soong\'s core campaign staff. 


2. (SBU) Soong Li-hua is the wife of incumbent Pingtung 
independent legislator Tsai Hao. Soong reported to the 
Pingtung Prosecutor\'s Office on October 13 

was charged with vote-buying and was released on bail of NTD 
one million (USD 29 

she did not commit vote-buying and that she would not 
withdraw from the election. She also questioned the amount 
of bail 

prosecutors 

refrigerators were found in her personal office 

she must have known about them. 
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3. (U) Despite her arrest 

Television (ETTV) on October 11 

increase in Soong\'s rate of support 

13.2 per cent. Her support rate in the last poll from late 
September was only 8.29 percent. 


4. (SBU) This is the first large-scale case of vote-buying 
lodged against a magisterial candidate in southern Taiwan 
during the 3 in 1 elections. In talking with a variety of 
prosecutors AIT/K learned the status of vote-buying 
investigations and cases as a result of the upcoming 
elections is already high. Most of the investigations 
surround allegations of vote-buying in the form of meals 
entertainment 

indictments will never be brought in most of these cases. 


5. (SBU) As of October 17 
running tally of election corruption cases emerging from the 
upcoming \"3 in 1\" elections stands as follows: 


Pingtung police have received 64 complaints. Of these 
60 are under informal investigation by the county police 
and four have been referred to prosecutors for formal 
investigation. No indictments have yet been brought. 


Kaohsiung police have received 42 complaints. Of these 
39 are under informal investigation by the county police 
and three have been referred to prosecutors for formal 
investigation. Indictments have been brought in two 
cases against four persons. 


Tainan police have received 205 complaints. Of these 
193 are under informal investigation by the county police 
and twelve have been referred to prosecutors for formal 
investigation. Indictments have been brought in two 
cases against twenty-six persons. 


Chiayi police have received 40 complaints. Of these 

are under informal investigation by county police and 

five have been referred to prosecutors for formal 
investigation. Indictments have been brought in one case 
against twenty-six persons. 


Taitung police have received 34 complaints. Of these 
are under informal investigation by county police and one 
has been referred to prosecutors for formal 

investigation. No indictments have yet been brought. 


Penghu police have received 179 complaints. Of these 
are under informal investigation by county police and 123 


Column 3 
have has been referred to prosecutors for formal 
investigation. No indictments have yet been brought. 


6. (U) AIT/K was unable to obtain numbers for Yunlin County. 


THIELE 
PAAL 
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Technical & Scientific Cooperation" and an \"Agreement on 
Military Training. Turkey has signed similar agreements 

with 46 countries. 

5. South Korea: Turkish Defense Minister Vecdi Gonul met 
with South Korea\'s National Defense Minister Kwang-Woong 
Yoon on September 2 (The semi-governmental Anatolian News 
Agency). 

6. Albania: Turkey signed an agreement on TAF assistance to 
the Albanian Army on September 6. As reported by the 
Anatolian News Agency in late September 

military equipment and supplies worth 1.3 million USD to the 
Albanian Army. 


7. Netherlands: TGS CHOD General Hilmi Ozkok met with Dutch 
Defense Chief of Staff General Dick Berlijn in Ankara on 
September 21. No information on the subject of their 

meeting was made public. 


8. Chile: On the occasion of the Chilean Defense Minister\'s 
visit to IDEF 

military attach offices in both countries. Turkey will 

also start training Chilean F16 pilots in 2006 (The English 
News Anatolian). 


Defense Industry Activity 


9. Sikorsky\'s Vice President Joseph Gigantelli stated that 
Sikorsky considers Turkey an anchor country for Black Hawk 
helicopters. Indicating that Sikorsky intends to bid on the 

52 helicopter tender (32 for the Turkish Armed Forces and 20 
for the Forestry Service) announced by the Undersecretariat 
for Defense Industries (SSM) 

Sikorsky wins the tender 

of the Black Hawk helicopters in Turkey together with the 
Turkish company TAI (Tusas Aerospace Industries) (center-left 
daily Radikal). 


10. Aselsan signed a USD 500K contract with TAF (Turkish 
Armed Forces) for the manufacture of electronic war systems 
for 281 helicopters and 2 cargo planes in the TAF\'s 
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inventory. (centrist daily Milliyet). 


11. Roketsan\'s General Manager Huseyin Baysak announced that 
Roketsan has developed the capability to produce all types 

of long-range missiles. Roketsan was the first company to 

provide TAF with long-range anti-tank missiles and is 

developing long-range plans to provide the full range of 

missiles to the TAF (leftist daily Cumhuriyet). 


12. Aselsan obtained a certificate of proficiency for its 
"Volkan protection system 

electronic modernization of the TAF-owned Leopard-1 tanks 
(leftist daily Cumhuriyet). 


13. TAI signed two protocols with SSM for “Conceptual Design 
Studies toward Development of a Primary and Basic Training 
Aircraft and “Unmanned Aerial Vehicle Platform 
Development. 


MCELDOWNEY 
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war 

importance of Iraq in preserving stability in the region and 
of the need to prevent Iraq from becoming a terrorist 
breeding ground from which terrorists could strike Qatar and 
the Gulf 

states in the region were not adequately sharing information 
which he suggested that if done on a weekly basis could 
provide a clearer picture of the situation in Iraq. He also 
expressed his firm opposition to Bremer\'s plan for 
categorical de-Ba 

Vyou could not get a job in Saddam 

Ba 


Iraqi Constitution 

3. (C) HBJ advised Jeffrey and delegation that V'even if it 
takes two to three months 

secure Sunni Arab support for the constitution 

that without Sunni buy-in the constitution would be rejected 
and another year of political wrangling would ensue. Jeffrey 
pointed out that that the parties had dithered for months 

the expense of American and Iraqi lives 

ultimately the deadline that pressed them to produce the 
constitution. Jeffrey praised the constitution 

that Ambassador Khalilzad believed that additions should be 
made 

what action would be taken against the former senior 
leadership. When asked by HBJ whether Chalabi had the ear of 
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the USG 

one person or party 
Chalabi on de-Ba 


Arab Police Force 

4. (C) Referring to a proposal that HBJ had previously 
transmitted to General Abazaid 

an Islamic police force should be deployed in Iraqi cities to 
reduce the American presence there and to leave fewer 
American targets for insurgents to attack. \"Then the 
insurgents) will be killing Arabs 

explained. The proposed police force would be composed of 
Muslims from countries in the region (with the exception of 
Syria). BG Mike Jones 

requested more detail on the composition and capability of 
the force 

at peacekeeping Iraq is not currently peaceful. Some 
countries may resist the kind of rules of engagement that 
success in a environment like lraq requires. Further 

such force would have to have the express support of the 
Iraqi government to operate. Jeffrey added that any such 
force would require fighting elements as this would be a 
combat mission 

official response to their proposal from the USG. 


Sunni Leaders 

5. (C) On the subject of Sunni leadership 

Americans should be careful not to \"insult\" Sunni tribal 
chiefs 

could prove difficult to work with for years to come. HBJ 
said that the USG should \"press its) policy on them slowly.\" 
\"Let them play the game 

respect. Jeffrey agreed and asked for QatarVs help in 
identifying specific leaders with whom the USG should work. 
HBJ replied that his Executive Assistant had already passed 
names to former Ambassador Maureen Quinn. After some 
discussion about the head of the Iraqi Muslim Ulema Council 
Jeffrey warned HBJ about talking to people with blood on 
their hands. 


Diplomatic Help: Iran 


6. (C) HBJ told Jeffrey and delegation 

interfering in Iraq. They want to keep you busy with this 
job.V Jeffrey responded that he hoped that HBJ had told the 
Iranian foreign minister not to interfere 

he had. Responding to a misconception heard elsewhere 
Jeffrey told HBJ that 

Iranians. Мо one is more opposed to the Iranians than the 
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U.S. We fought a two-year naval war in 1986-88) against 
them.\" Jeffrey also instructed HBJ that the Qataris 
friends of the U.S. 

to discourage them from deliberately closing their eyes to 
the passage of foreign fighters into Iraq. HBJ said he had 
done so within the past few days 


7. (C) Jeffrey told HBJ that the U.S. needs help\"from Arab 
countries that are on the fence 

ambassadors by Qatar and Iraq would be helpful. HBJ said he 
would consider the Jeffrey 

safe housing for a Qatari ambassador. 


Iraqi Debt 

8. (C) When encouraged by Treasury representative MacDonald 
to reengage with the Iraqis on Iraq 

responded that the USG had his word that V'at the right time 
Qatar) will be helpful." HBJ noted that Qatar was the only 
country that pledged to help during Jim Baker 

visit 

Qatar 

pledged to work with Ambassador Untermeyer and assured the 
delegation that it could rely on Qatar. MacDonald said an 
announcement along those lines would be helpful 

Qatar 

countries like Saudi Arabia and Kuwait to do the same. 


Al Jazeera 

9. (C) HBJ ensured Jeffrey and delegation that Qatar was 
\"working hard to improve it 

their relationship with the U.S. to be affected by this 
issue. He said that Qatar can deliver on a wide range of 
issues 

Israel 

ventures 

serious small partner by the U.S. HBu indicated that they 
were very sensitive to pressure on Al Jazeera. He told the 
delegation 

journalists think | own 40% of it. If that were true 

would sell it.\" 


10. (C) HBJ expressed his willingness to continue dialogue 
with the USG and stated he would report the meeting to the 
Amir. HBJ also stated that he would meet with Ambassador 
Untermeyer within a week to continue the discussion. 
UNTERMEYER 
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doing today... following Daw Suu KyiVs path or Kalama 
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(derogatory word for Indian) Win Mya Mya\'s?\" An accompanying 
notice 

attitude 

National leader 

texts of both documents have been emailed to EAP/MLS desk 
officer Alex Barrasso.) Win Mya Mya professed to be 
untroubled by the propaganda 

public understands that it is a ruse on the part of the 

regime. In addition 

Association 

that she has a very strong 

Monks Association because her family regularly sends food and 
other goods to imprisoned monks. 


6. (C) Win Mya Mya told the Charge that the NLD appreciates 
and supports the recent Tutu-Havel report 

nonviolent approach 

taking up the issue of Burma. The Charge said that the U.S. 
actively supports the initiative to have the UNSC discuss 
Burma. Win Mya Mya said that the NLD has sacrificed much and 
she requested the U.S. provide support to pro-democracy 
activists. The Charge responded that one of our highest 
priorities is to provide moral support to pro-democracy 
activists. She said that many in the Embassy were frustrated 
with the present situation and wanted to do more 

Win Mya Mya had any specific requests the Embassy would be 
pleased to consider them. Win Mya Mya replied that she was 
proud to hear this. 


Local NGOs Find Ways Around the Authorities 

7. (C) Mandalay YMCA and World Vision activists told the 
Charge that government officials recently began restricting 
NGOs from direct community involvement. Pending projects 
range from the establishment of a primary school to 
introducing a program on personal hygiene to children in 

local communities. Many Township Coordinators 

projects in the past 

superiors have made it clear that final approval will no 

longer be forthcoming for any project. The climate is such 
that Township Coordinators are scared to approach even those 
authorities who might accept and approve project proposals. 
Even though World Vision has an MOU with the Ministry of 
Heath to provide better health care to Burmese citizens 

every new project now must receive permission to take place. 
If the project does not strictly adhere to the MOU 

government refuses permission. In addition 

has made it harder to get visa extensions for foreigners 
working with YMCA and World Vision. 


8. (C) However 
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classes and workshops at their Mandalay headquarters and at 
its branches around Mandalay 

grassroots organizing and leadership. The activists agreed 
that despite the added pressures 

end-runs around the regime. One of the participants 

his own travel business 

began refusing to allow international tourists to donate 
school supplies directly to poor schools north of Mandalay. 
He therefore put in requests for supplies from the schools 
that happened to match the donations received 

the government that a local person would fill the schoolsV 
request. 


Monastery Runs the Only Quasi-Private School in Burma 

9. (C) The Charge toured the Phaung Daw Oo Monastery High 
School -- one of the few schools that provide an education 
and curriculum not entirely dictated by the government. The 
Monastery has a total of 5 

poor. They come from throughout Burma 

areas. All of the students benefit from the higher standard 
of training the teachers have received 

brightest students 

taught classes in both Burmese and English with the English 
courses using imported textbooks and supplementing the 
curriculum. U Nayaka 

the freedom to offer extra curricula and better teaching 
methodologies because they fall under the jurisdiction of the 
Ministry of Religious Affairs 

Education like all other schools. However 

two high schools like this in the entire country and the 

other only uses the Burmese curriculum. 


10. (C) Comment: Mandalay is the second largest city and is 
the cultural heart of Burma. We spoke to a variety of people 
willing to stick their necks out to make a positive 

difference in their country. They have a sense of how hard 
and where they can push to do more for the disadvantaged. 
These particular individuals are not unique. Many people 
throughout the country quietly strive for ways to bring 

change to Burma. The cumulative impact of these individual 
efforts can be powerful 

Villarosa 
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start from scratch.\" End note.) While the newly-created 
Federal Relief Commission (FRC) set up an office in the Prime 
Minister's Secretariat and began hammering out a concept of 
operations 

organized 

Army helos carried supplies to hastily-established 
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forward-operating bases in Muzzafarabad and Mansehra 
into narrow valleys to survey areas inaccessible by road. 

the danger was underscored by the loss of an MI-17 and its 
crew on October 13th when a change in weather trapped it in a 
valley. PAF C-130s began air drops of relief supplies within 
the first few days of operations. The military has deployed 
every resource at its disposal -- from sophisticated air 
assets to mule trains -- to get help to those who need it. 

In many leveled towns 

physical infrastructure collapsed 

officials and service providers among the quake victims. The 
army worked to fill that void 


4. (SBU) Troops (11th Corps) garrisoned in the region 
immediately began relief operations in the NWFP 

their units lost suffered close to 1300 casualties 

than 450 killed. (Note: Many troops would have not only 
lost comrades 

garrisons. End note.) Despite the new mission that nature 
involuntarily thrust upon it 

to these new demands without compromising on-going security 
operations in the Federally-Administered Tribal Areas to the 
west of the quake zone. Instead 

reinforced its brother unit with troops and supply lines from 
the Punjab. In effect 

Pakistani military (the 11th Corps in particular) has been 
waging the equivalent of a two-front war -- and 

view 


5. (SBU) Of course 

occasional institutional friction along the way 

nascent FRC has bumped against the near omnipotent GHQ. Even 
with these growing pains 

not always seamlessly) managed a relief system that has moved 
more than a half milllion pounds of humanitarian assistance 
along with rescue teams 

managers 

imaginable. Ten days into the crisis 

be encouraging. GHQ acknowledges the FRC\'s leadership role 
telling emboffs that the FRC \"speaks for the GOP.\" 
Coordination between military and civilian agencies improves 
daily. 


6. (SBU) The best evidence of Pakistani military 
professionalism has been the grace with which U.S. military 
assistance has been accepted and welcomed. Confident that 
our assurances that U.S. forces are to support the Pakistani 
relief mission are sincere 

an increasing level of transparency and openness in 
coordinating with U.S. military interlocutors. Simply put 

our uniforms speak the same language as their uniforms; 
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together 

post\'s military liaisons were haggling to secure access for 
Embassy motorcades at the Chaklala air field; today 
same air field 

Center is running independent flight operations for 400 
fixed-wing and helo sorties and managing a logistical 
operation pushing tons of relief supplies to the disaster 
area. 


7. (SBU) It cannot have been easy for the proud Pakistani 
military to admit that it needed help to respond to the needs 
of its citizens; that it has done so demonstrates that its 
commitment to duty trumps institutional vanity. By according 
the Pakistan military the respect it deserves for its 
competent and comprehensive emergency response 

makes it easier for military leaders to be receptive to our 
guidance and suggestions for improving coordination and 
efficiency. In the end 

PakistanVs crisis; as a FRC contact told emboffs on October 
18 

our internal organizational abilities to bring relief to our 
nation. V 

CROCKER 
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on rice and cigarettes 

tariff to 100% and 150%. The additional tariffs were 
imposed on rice and cigarettes to encourage local production 
of rice 


4. As of October 12 

because the \"Green Book!" 

their associated tariff was yet to be published 

draft copy had been approved by the Federal Executive 
Council (the Cabinet) 

Budget Office of the Federation. She said the Nigeria 
Customs Service (NCS) would not begin implementing the CET 
until it gets a copy of the V'Green Book!" via a circular. She 
confirmed that discussions between the Minister of Finance 
and NCS was ongoing and would hopefully result in the 
publishing of the Green Book before the end of October. 


5. Mrs. Oyero said some imported items that arrived at the 
ports before the announcement of the implementation of the 
CET and were yet to be cleared would benefit from the lower 
CET tariffs. Raw materials imported by bona fide 
manufacturers who were beneficiaries of the recently 
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suspended manufacturing incentives would attract the new CET 
tariff. Consumer items that were yet to be cleared at the 

ports 

rates. 


Domestic Industry Reaction 


6. Though the Manufacturers Association of Nigeria (MAN) had 
earlier complained that implementing the CET would adversely 
affect their businesses because infrastructure deficiencies 

in Nigeria increase the cost of doing business far above 

other ECOWAS countries 

complaints have been taken into consideration. She thought 
MAN would be would be satisfied when manufacturers digested 
the details of the yet to be published \"Green Book". 


7. Comment: The GON likely will implement the CET before 
the end of December 2005 

thrown his political weight behind it. Some might be tempted 
to translate the proposed \"phased-in\" implementation as slow 
and uneven 

apply to what items and when. 
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sectors. The Economics Minister had expressed surprise when 
his colleague at the Agriculture Ministry signed on to a 

French memorandum which was \"defensive\" in supporting current 
benefits and prerogatives for Austrian farmers. That said 
Habermayer expressed a desire for all parties in the WTO 
discussions to make a commitment to discuss the range of 
issues. As the U.S. had argued 

agricultural market access 

internal support. 

van Voorst 
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prevails 

those caught in the middle 

up relief camps to shelter tribals who fled their homes when 
their villages were attacked. Curfew has also been imposed. 


3. (U) On several occasions in the past 
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witnessed ethnic violence involving Karbis and other 

communities. This time 

intensified and the involvement of militant groups has 

aggravated the situation. According to the police 

war is perpetrated by militant outfits - the Karbis United 

People\'s Democratic Solidarity (UPDS) and the Dimasas Dima 
Halong Daogah (DHD). Both groups are under a ceasefire with the 
GOI 

control in Karbi Anglong. The UPDS demands a separate homeland 
for Karbis and the DHD wants the same for the Dimasas. Both 
groups claim territory in Karbi Anglong and North Cachar Hills 
districts. 


4. (SBU) The Karbi Longri North Cachar Hills Liberation Front 
(KLNLF) 

with the GOI 

Chairman Dilip Nunisa reportedly blamed the outfits 
\"anti-talks\" faction \"Black Widow\" for the violence 

that the main outfit was responsible. A senior Assam police 
official told post that although there is little doubt that 
militants are responsible for the carnage 

specifically identify the culprits since the site is very 

remote 

the area is inaccessible for the administration and the police. 


5. (SBU) Assam Chief Minister Tarun Gogoi has ordered a judicial 
probe into the violence. The state government has also 

suggested that the UPDS and DHD negotiate for peace. On October 
18 

immediate shifting of the DHD designated camp - that are 
established after a militant group has signed ceasefire 

agreements with the GOI -- from the Dhansiri area of Karbi 
Anglong. The cadres of this camp are allegedly involved in the 
violence. The state government also plans to meet DHD leaders. 
A Congress Minister told CONGEN that the government is adopting 
confidence-building measures to ensure the Karbis and Dimasas 
agree to coexist peacefully 

by deploying security forces alone. He asserted that Assam (home 
of more than 30 tribes) has historically been an arena for 

ethnic conflict. 


6. (U) Meanwhile 
Asom Gana Parishad (AGP) and the Bharatiya Janata Party (BUP) 
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have held the stateVs ruling Congress responsible for failing to 
stop the mayhem. They note that the Congress Party also has the 
majority of the representatives in the Karbi Anglong Autonomous 
Council (KAAC) that locally governs Karbi Anglong district. The 
BJP has demanded imposition of PresidentVs Rule in the state. 
The state unit of the Communist Party of India (CPI) has held 

the Congress government responsible for the massacres and 
demanded the government ensure no further casualties. 

7. (SBU) Comment: The Congress-led Assam government is anxious 
to stop the escalating violence as soon as possible. State 
elections are expected in May 2006 and the government had 
already been working to resolve a host of other insurgencies 

such advocating negotiations between the GOI and the major 
insurgent group 

However 

communities are in Assam and constitutes a significant setback 
for the government. CM Gogoi is now desperately applying 
available resources to both security and political 
confidence-building measures to tackle the situation. 


JARDINE 
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misunderstandings. Lee suggested he had planned his trip 
intentionally to fall well after Hu Jintao\'s trip to the 

United States but without any consideration of the timing of 
Chen\'s transit. 


3. (C) Lee also assured the Director that his remarks in the 
U.S. would not touch on Taiwan independence but would instead 
focus on \"democracy 

it was a \"mistake\" to characterize him as the leader of an 
\"independence movement 

interested in Taiwan becoming a \"normal country 

Taiwan independence. Lee stated that he would present no 
problems for U.S. policy and that he would not talk about 
U.S. policy during his trip. He explained that he wanted to 
visit the United States as a representative of the Taiwan 
people to help V'U.S. friends . . . understand the real Taiwan 
domestic situation.\" Lee concluded by stressing that he did 
not want to cause problems and that it was his longstanding 
goal not to give the United States \"too much trouble." 


4. (C) On September 14 
Secretary General Huang Kun-hui (now Vice President of the 


SIPDIS 

\"deep-Green\" Taiwan Advocates) called on the AIT Acting 
Director to convey a further message from former President 
Lee Teng-hui regarding his planned trip to the U.S. Huang 
said he had been instructed by Lee to convey Lee\'s 
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appreciation for the Director's August 30 visit to see him. 

Lee 

Director\'s message delivered at that time 

summarized in two points: (1) U.S. concern about the 
proximity of Lee\'s planned early October U.S. visit to 
President ChenVs U.S. transit 

not talk about independence or cause problems for U.S. policy 
during his visit. With respect to the second point 

conveyed Lee\'s pledge not to push for independence while 
visiting the U.S. 

advocate independence but rather that Taiwan should become a 
Vnormal country. When questioned about the distinction 
between independence and a V'normal country 

that \"there is a difference." LeeVs purpose in going to the 
U.S. 

democratization 

government. 


5. (C) With respect to the Director\'s first point 

said that 

proximity of LeeVs trip to ChenVs 

trip to mid-October. Huang emphasized that LeeVs trip would 
be private and personal 

Government. Noting that it would be difficult for Lee to 

avoid speaking opportunities during his trip 

would focus on shared democratic values between the United 
States and Taiwan. Lee would emphasize the universal values 
of democracy 


6. (C) Huang told the Acting Director that the China visits 

of opposition Pan-Blue leaders Lien Chan and James Soong 
following the passage of the anti-secession law had misled 
the people of Taiwan and the U.S. He noted that U.S. 
\"policymakers\\" comments welcoming dialogue and interaction 
across the Taiwan Strait had led many Taiwan people to assume 
the U.S. government supported the opposition leadersY trips. 
Lee\'s trip 

political information and promote regional peace and 
stability. 

7. (C) The Acting Director responded that Lee\'s prior 
position as President and his active role in Taiwan politics 
meant that his trip would inevitably have political 

implications 

private capacity. Therefore 

Lee would attract close media attention. The Acting Director 
reiterated the importance of Lee\'s visit remaining low-key 
and not causing problems for U.S. policy. In early 
September 

telling the Director that the former president was 
outspokenly critical of President ChenVs inconsistency and 
his wifeYs personal corruption. This adds to indications 
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from Presidential Office personnel of V'very bad relations V 
between the two men. 


8. (C) Comment. Lee Teng-huiVs U.S. visit was organized by 
his personal staff with some assistance from Taiwan 
Advocates 

Union (TSU) 

leader 

fact 

with former President Lee and his staff.) LeeVs associates 
and staffers were extremely skittish and close-hold about the 
trip 

Lee himself. Presidential Secretary General James Huang and 
other government officials repeatedly emphasized to AIT that 
Lee\'s visit was purely private and had nothing to do with the 
Taiwan government. They also indicated that President Chen 
was none too happy about the Lee visit. They did 
nonetheless 

in the U.S. End Comment. 
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Nazarbayew\" just hours before Secretary Rice\'s arrival in 
Astana. 


3. (C) According to an October 14 presidential press service 
announcement 

Civil Service Agency 

Mukhamedzhanov 

administration and chief of the PA legal department since 
June 2003 

Mukhamedzhanov 

training. He served as Minister of Justice from 1997-2000 
and deputy Prime Minister from 2002-2003. In recent months 
several human rights contacts had identified Mukhamedzhanov 
as the initiator of the recent string of repressive 

legislation 

amendments 

meeting with the Ambassador (Ref B) on election-related 
issues 

open and constructive. 


4. (C) Comment: There had been rumors for several weeks that 
Turisbekov was on his way out for unspecified reasons. It is 
possible that the Tokhtasynov arrest was the last straw 

resulting in his significant demotion. Posts cooperation 

with the Interior Ministry on law enforcement and security 

issues has been quite good; it remains to be seen whether 
Mukhamedzhanov will be as proactive an interlocutor. End 
comment. 

ORDWAY 
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Fakhro said that he had held discussions with NDI\'s Fawzi 
Guleid about an upcoming \"dialogue meeting\" NDI is organizing 
End summary. 


2. (C) Minister of Industry and Commerce Hassan Fakhro 
close confidant of the King 

during an October 17 discussion the latest royal family 
thinking on recent political developments 

decision this month by boycotting opposition society Al-Wifaq 
to register under the new political societies law (reftel). 
Hassan said he wanted to make two points 

be viewed as official positions: 


-- first 

parliamentary elections 

considering doing so. Fakhro confided that he was the 
anonymous high-level official recently quoted on the front 
page of Al-Ayam as stating rumors of a possible postponement 
were not true. (Comment: This rumor first surfaced in 
September 

during the opening of Parliament in early October that he 
would extend the current parliamentary session by an 
additional two years. He made no such announcement 
rumor has resurfaced from time to time. End comment.) 


-- second 

the four boycotting societies in the 2006 parliamentary 
elections 

participation. He said that the government realized that \"it 
will be no picnic\" having the boycotting societies in the 
parliament 

may be totally different. After the elections 

expect to spend increasing amounts of time in parliament 
answering questions and inquiries (with Al-Wifaq and other 
boycotters inside the Council of Representatives) 

is a reality of life in a developing democracy. 


3. (C) Fakhro said that he had been in discussion with NDI 
representative Fawzi Guleid about the latterVs plan to 

organize a \"dialogue meeting that would include members of 
parliament 

He said that he had told Guleid that the government had no 
problem with this event 

discussion stayed within an agreed-upon scope and did not 
venture into areas more properly handled by the government or 
the parliament itself 
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constitution. When the Ambassador pushed back 

the constitution would seem to be a reasonable subject for 
discussion 

government some time. The constitution didn\'t come out of 
the blue 

compromise. Since there is no ruling party in Bahrain 

King devised a formula whereby the elected parliament could 
not vote down the government regularly 

wouldn't feel the need to dissolve the parliament. 


4. (C) The King 

concept for three decades 

dissolved while he was Crown Prince. By establishing an 
appointed Shura Council as an upper house 

resolved the problem of no ruling party to protect the 
governments interests. The Shah of Iran had gone a 
different route 

\"and we all know what happened there." Bahrain needs more 
time to let its parliamentary institutions develop 

repeated. 


5. (C) On the issue of amending the Constitution 

that opposition boycotters now seem to have accepted that 
there will be no changes to the constitution before the 2006 
elections. After the election 

issue to be addressed by the new Parliament 

feature a much stronger opposition. When the Ambassador 
commented that any constitutional initiatives could easily be 
blocked by the appointed Shura 

expected in time for there to be some evolution in the 
composition of the Shura 

becoming \"perhaps less unilateral.\" 


6. (C) Asked what issues might be discussed at the proposed 
NDI dialogue meeting 

and its evolving role. He cited the budget as a notable 
parliamentary achievement where the parliamentarians have 
played an increasingly important role. And he noted the 
accelerated use by parliament of V'desired resolutions V" 
(Viqtirah raghbah 

Congress" resolutions). Fakhro said that this mechanism is 
increasingly and successfully being used by elected 
parliamentarians to 

funding of projects. He said that at the previous day's 
Cabinet meeting 

most were approved. 

MONROE 


43027 
43028 
WTO Technical Level Consultation on Gls Extension 
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September 2005 - Brief Response to USA Concerns of September 
14 


(1) Solidarity Support 


Kenya is a founder member of the Group of Friends of 
Geographical Indications (Friend of Gls). The Friends of 
Gls advocate for extension of the provisions of Article 23 
of the TRIPS Agreement to products other than wines and 
spirits. The Friends holds that "ExtensionY will open new 
market opportunities by preventing trade distortions and 
misappropriation. The benefits resulting from "extension\' 
will foster development of local rural communities and 
encourage a quality agricultural and industrial policy. In 

a time of trade liberalization in these sectors 

will help make Gls a valuable tool for the marketing and 
promotion of quality products from developing and developed 
countries alike. 


(2) Consultation Topics 


a. Extension in Trips Vs in Agriculture Negotiations: 
The issue of Extension should be pursued at the TRIPS 
Council independently from the goings-on in Agriculture or 
any other WTO body. 


b. Scope of Extension: Product Range and No. of Gls: 
The Extension should be to all products. No listing of 
products. One product should have as many Gls as legitimate 
under the TRIPS Agreement. 


c. Extension Effect on Trademarks: No negative effect 
- in consideration of Arts. 22.3 and 23.2. Enough saving 
clauses under Arts. 24.5 and 24.7. Furthermore 
not currently have Gls registered as trademarks. 


d. Extension Effect in Third Country Markets: 
Positive. Extension will enhance market access for all WTO 
Members during the Gls system. 


(8) Extension Effect on Parties 


a. Extension Effect on Producers in Gls Area(s): 
Positive: Extension will facilitate market access for these 
areas to other areas. 


b. Extension Effect on Other Producers: Positive: 
Enough saving clauses under the TRIPS Agreement. 
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c. Extension Effect on Consumers: Positive: No 
further deceit. 


d. Extension Effect on Governments: Positive: Users 
to pay for cost of running the system. Besides 
market access without trade distortion implies enhanced 
foreign exchange and thus national growth. Besides 
just like any other Intellectual Property Rights (IPRs) are 
private rights acquired and enforced by owners who meet all 
the costs and thus the issue of EU registering many Gls in 
Kenya is only to benefit EU and not Kenya does not arise. 
The same scenario holds for all other IPRs that we already 
protect successfully. Gls should not be an exception. 


(4) Extension Effect on WTO System 


a. Extension Effect on Distribution of Rights and 
Obligations of WTO Members: None. 


b. Extension Effect on WTO Trade Liberalisation 
Objective: Supportive. 


End Text. 
Bellamy 
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the Taiwan edition of Beijing\'s \"Anti-Secession Law" and 
called for the bill to be blocked by violent means if 

necessary. The controversial PFP bill specifically 
acknowledges the \"1992 consensus\" (referring in explanatory 
notes to differing interpretations of one China) 

ruling Democratic Progressive Party (DPP) has long rejected 
and establishes a new opposition-controlled legislative 
committee to manage cross-strait policy. In addition 

again accused PFP Chairman James Soong of meeting covertly in 
the U.S. early this year with Chen Yunlin 

PRC Taiwan Affairs Office 

The PFP will likely postpone legislative action on the V'Peace 
Promotion Bill\" in hopes of preventing Chen from using it as 

a campaign issue. End Summary. 


2. (U) In the past few days 

strongly against the V'Cross-Strait Peace Promotion Bill 
which specifically acknowledges the \"1992 consensus" 
(referring in the draft lawYs explanatory notes to differing 
interpretations of one China) 

rejects. The bill would also place control of cross-Strait 
relations in the hands of a new Legislative Yuan (LY) 
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committee to be selected by political parties according to 
their representation in the LY. If implemented 

cross-Strait policy would be moved into the hands of the 
opposition Pan-Blue parties (Kuomintang (KMT) and PFP) 
have the majority of seats in the LY. During a television 
interview on October 17 

the Taiwan edition of Beijing\'s Anti-Secession Law 

blocked from passage at all costs 

battle in the LY. A day earlier Chen had charged: \"It\'s a 
peace promotion law on the surface 

reality.... If it is passed 

Taiwanese would take to the streets to oppose it.\" DPP 
Chairman Su Tseng-chang charged that the V'surrender law" 
would complete the PRC\'s three-step strategy to swallow 
Taiwan 

law and the PRCVs invitations to then Kuomintang (КМТ) 
Chairman Lien Chan and PFP Chairman James Soong to visit. In 
addition to attacking the PFP bill 

attacked PFP Chairman James Soong for allegedly meeting 
covertly in the U.S. early this year with Chen Yunlin 

Director of the PRC Taiwan Affairs Office 

vehemently denies. 


3. (C) Late on October 17 

(Hsien-yao) told the press that the PFP has decided to 
postpone LY action on its controversial V'Cross-Strait Peace 
Promotion BillV until late December to prevent Chen Shui-bian 
from using the bill as a campaign issue in the December 3 
local elections. Earlier the same day 

Professor Emile Sheng had told AIT that he did not expect the 
KMT or PFP to push the controversial bill forward because it 
would provide the DPP an opportunity to shift the focus of 
media and public attention away from DPP corruption to the 
controversial issue of cross-Strait policy. That would 

enable Chen and the DPP to seize the moral high ground and 
win votes from the opposition by focusing on the V'China 
threat" and their efforts to protect TaiwanVs interests. 
Prominent DPP legislator Lin Cho-shui recently suggested to 
AIT that it is uncertain if the cross-Strait bill will 

actually pass because some KMT members might defect on a 
vote. Even if passed 

court would reject the bill as unconstitutional. Bearing out 
Lin\'s doubts 

he and many other KMT legislators V'do not support" the PFP 
cross-Strait bill and would be quite happy to see it 

scuttled. 


Comment 


4. (C) Taiwan has entered a no-holds barred campaign season 
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and Chen Shui-bian is trying 

seize the initiative from the opposition by shifting media 
and public attention from DPP troubles by tarring the 
opposition as Beijing fellow travelers. By postponing the 
Cross-Strait Peace Promotion Bill 

hope to keep the focus on DPP scandals 

cronyism 

weeks and which threaten to cost the DPP dearly in the 
December 3 polls. 
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work with Ayad 

not work for him again.\" He told us that he could 
never understand AllawiVs reluctance to work with 
Sistani 

psychologists!" to understand this form of political 
suicide. Daoud cautioned us that the failures of 
Prime Minister Ja\'afari\'s administration would not 
bolster Allawi\'s standing with the public. 


5. (C) He reported that the most interesting recent 
rumor he had heard was Dawa\'s proposed alliance with 
Muqtada al-Sadr. Daoud predicted it wouldn't last 

long 

people had come to see Daoud last Thursday 

allegedly tried to woo him away from Sistani. When 
asked about the possibility of the two Kurdish parties 
(the PUK and KDP) merging into one for the elections 
Daoud shrugged and said that Talabani was negotiating 
with other parties to ensure that he would retain his 
post as President. It would be difficult for Talabani 

to go back to Sulymaniyah after this 

and KDP leader Masud Barzani would never willingly 
share power with PUK leader Talabani in the north. 
(Comment: REO Kirkuk reports that all parties assure 
us KDP and PUK will definitely run together in 
December 

will have to share power with PUK if he wants to have 
any say over the Sulaymaniyah part of Kurdistan 
Region. End Comment.) 


6. (C) For his part 

Hussein al-Sharistani 

come to him offering alliances with his moderate 
secular party. He reiterated his intention to ally 

with SCIRI 

Madhi was the best choice to be the next Prime 
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Minister. PolOffs questioned Daoud on how he planned 
to maintain his small party\'s moderate identity 

he claimed that SCIRI was the most moderate and 
liberal party in Iraq. He was less upbeat 

on the issue of SCIRIVs relationship with Iran and 
admitted that this was a problem. Daoud claimed not 
to have talked about specific portfolios in a 

potential alliance with SCIRI 

that he wanted a pan-security oversight role 

to that of the U.S. Homeland Security director 
oversight over the Ministries of Defense 

National Security and Intelligence. 


7. (C) When PolOffs mentioned SCIRI\'s and Fadilah\'s 
scheduled participation in Allawi\'s conference 
however 

really speak for Fadilah (see ref). As for SCIRI 

Daoud claimed to have an understanding with SCIRI 
leader Abd al-Aziz al-Hakim. 


8. (C) Finally 

October 21 deadline for registering political parties 
and coalitions. Claiming that there was no time to 
properly investigate coalition opportunities during 

the constitution negotiations and the referendum 
Daoud complained that a week was not enough time to 
finalize the delicate negotiations that coalition 
building required. PolOffs cautioned that the 
timeline would be difficult to change much. The U.S. 
strongly supported the December 15 election date 
noted. 


9. (C) Daoud is a reliable conduit on the various 
rumors and relationships of Iraqi politics 

policy of engaging with all sides gives him access to 
a wide range of information on all sides. The 
possibility of reconciliation between Allawi and 
Daoud is an encouraging sign that the moderate 
liberals may not be hopelessly fractured. Daoud\'s 
pride prevents him allying with Allawi 

he seems to have grasped onto SCIRI as a way of 
gaining a ministerial post. It is doubtful that he 
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could moderate SCIRI as he claims 

in his more honest moments he is truly concerned about 
being linked to a party that has such close ties to 

Iran. 

Satterfield 
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the decline of Turkey\'s Greek Orthodox population (now 
numbering fewer than 2 

both Latin and classical Greek 

are former Orthodox priests. 


4. (U) Tezic said Halki could be reopened as a higher 

education institution under the Ministry of Education 

not under YOK. The GOT would be prepared to recognize it as 
an institution offering a one-year degree 

would last three or four years (he did not explain why the 

GOT would only recognize a one-year degree). He claimed that 
the Ecumenical Patriarch accepts this idea. 


5. (U) Tezic said Halki could not be placed under YOK for a 
variety of reasons. YOK does not recognize any one-year 
institutions 

Halki were under YOK 

the standardized university entrance exams 

be appropriate for a seminary. 


6. (U) To make this arrangement work 

Patriarchate would have to manage Halki through a foundation. 
In this way 

foundation 

acknowledged that the Patriarch opposes the idea of running 
Halki through a foundation. (Note: Patriarchate officials 

have told us they cannot accept the idea of exercising their 
historical authority over Halki through a foundation 

reducing the Patriarch to a foundation board president. End 
Note.) 


7. (U) Before such a legal arrangement can be worked out 
however 

serve as the foundation of the Halki issue 

the past 

high school in Thrace with books and teachers 

exchange 

Istanbul. After the emergence of Turkish-Greek conflict in 
1955 

If these exchanges could be resumed 

political cover for reopening Halki. Tezic said Turkey and 

Greece need to discuss these issues bilaterally 

the EU context 

restrictions on their respective religious minorities. The 
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U.S. can play a role 
up the issue. 


8. (U) Charge noted that the USG places a high priority on 
education in its relations with Turkey. The U.S. spent USD 
15 million on education programs in Turkey in the past six 
months alone. Most of these programs are focused on 
disadvantaged families in rural areas 

families in urban areas. She noted that the USG has tripled 
the size of Turkey\'s Fulbright program in the past two years 
and that the Turkey program now receives more USG funding 
than any in the world. We want to continue these types of 
educational exchanges 


9. (U) Charge said the exchange program between YOK and the 
State University of New York (SUNY) got off to a good start 

in 2003. Under one part of the program 

Turkey\'s economically depressed southeast have been placed in 
the SUNY system. However 

the scholarships necessary to maintain the program. She 

asked what the Embassy can do to help get the program back on 
track. 


10. (U) Tezic described himself as a strong supporter of the 
SUNY program in general 

southeast 

complications over the legal/regulatory framework have 
blocked the program for the time being. Because the program 
involves expenditures for teachers! salaries 

involves transferring funds to the U.S. 

Finance Ministry last year and asked officials there to 
establish a legal arrangement that would cover the program. 
The Finance Ministry advised him to develop a regulation 
which he did. 


11. (U) However 

sufficient legal authority 

in Turkish law covering the types of expenditures involved in 
the program. Tezic said a finance/tax expert is currently 
reviewing the regulation and will report to him shortly. If 

the expert advises him that he can proceed with the program 
under the regulation 

the YOK assembly and ask for their backing. Tezic said he 
wants to avoid any possible charges of malfeasance 

that police recently arrested the president of Van University 
in a case related to university expenditures. Tezic said 

this is an internal GOT matter 
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Embassy can do to help. 


12. (C) There is no shortage of broad ideas for resolving the 
Halki situation; roughly once a month the press quotes a GOT 
official promising an imminent breakthrough based on a 
sketchy premise. But these reports will be mirages as long 

as there continues to be no regular dialogue between the GOT 
and the Patriarchate (let alone between the GOT and the Greek 
Government). Neither the GOT nor the Patriarchate can open 
the seminary unilaterally. If there were a regular give and 

take 

willing to compromise 

could be worked out. 


13. (C) With Turkey Y's EU accession talks finally underway 

are looking for ways to encourage a fresh approach to this 
long-dormant issue. We would be interested in Embassy 
AthensV and Department views on the efficacy of a coordinated 
approach to the Turkish and Greek governments. One option is 
to pursue simultaneous action by Athens and Ankara on 
parallel tracks. For example 

engage the GOG in a dialogue aimed at allowing the GOT\'s 
Religious Affairs Directorate to open a mosque in Athens 
exchange for which the GOT would negotiate with the 
Patriarchate an agreement for reopening Halki. Such an 
agreement would provide mutual cover for each party to 
compromise on a controversial issue. Though we reject the 
idea that the rights of the two minorities are linked 
governments insist on linking them politically. With this 
approach 

that leads to a mutual solution. 

MCELDOWNEY 
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2. Embassy understands that no assistance is necessary. 
3. Visitors are reminded that bearers of diplomatic and 
official passports coming to Spain on official business need 
to obtain a Spanish visa prior to arrival to Spain. 

4. THREAT ASSESSMENT: 

In general 

other large cities in Spain --including resort/convention 


areas such as Benidorm-- attract a large number of criminals 
and pickpockets and frequent incidents of crime of 
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opportunity against the unwary do occur. Carry only 

essential items including a photocopy of your passportVs 
photo page. Visitors can protect themselves against crime by 
being street-smart 

In the event you are victimized by crime 

security-related incident 

Regional Security Office at 91-587-2550 or after hours at 
91-587-2355. Official visitors to the Embassy in Madrid or 
the Consulate General in Barcelona are encouraged to receive 
a security briefing from the RSO office at their earliest 
convenience. Additional information regarding safety and 
security in Spain is available on the U.S. Department of 
StateVs website (www.embusa.es). 


Travelers are encouraged to review the most recent Worldwide 
Caution issued by the Department of State. As the Department 
of State continues to develop information on any potential 
security threats to Americans overseas 

threat information through its Consular Information Program 
documents 

http://travel/state.gov. In addition to information on the 
Internet 

calling the Department of State in Washington 

202-647-5225 from their touch-tone telephone 

information by automated telefax by dialing 202-647-3000 from 
their fax machine. 

AGUIRRE 
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the human rights situation in Cuba" and that Douste-Blazy had 
delivered a strong message demanding the release of 
dissidents. The French had adopted а V'constructive dialogue V 
approach 

failed to produce tangible results. Cuban gestures at the 

end of 2004 (prior to the EU vote on suspending sanctions) 
and the relatively successful May 20 dissident congress had 
raised French hopes that such engagement could effect change. 
However 

Cuba -- which Chaux characterized as similar to the situation 

in March 2003 -- were \"provocations\" that had convinced the 
Gor that the Castro regime had \"crossed the red line." 
According to Chaux 

that the GoC had \"played long enough\" and that the GoF 
expected concrete actions 

dissidents. 


2. (C) Comment: A genuine shift in France\'s Cuba policy may 
be in the making. This would be a welcome change 
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has been second only to Spain in trying to water down EU 
efforts to confront Castro. The GoF was the first EU country 
to invite GoC officials to its national day 

similarly inviting dissidents to the same event 

the suspension of EU sanctions. The GoF added injury to 
insult by providing Perez Roque a platform at the event from 
which to speak. No such platform 

following the October 11 meeting in Paris; Perez Roque did 
not speak to reporters afterwards 

Paris had no comment on the discussion. The silence on the 
part of the GoC suggests the French were indeed forceful in 
their demands. Whether this recent dress-down is an 
indication of a significant policy shift -- one that will be 
followed up with further action -- remains to be seen. End 
Comment. 

Please visit Paris Classified Website at: 
http://www.state.sgov.gov/p/eur/paris/index.c fm 
STAPLETON 
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others emphasize that \"America\'s fingerprints are all over 
this trial.\" Still others note that \"how the trial is 

conducted will determine lraqWs fate." (See Part C) 


Le Monde devotes its lead to a poll by the Human Security 
Center of the University of Vancouver which concludes that 
conflicts have been reduced by 40 percent since 1992. The 
editorial comments: \"While Cold War diplomacy was a source of 
conflicts 

generator of peace. Remaining threats are nuclear 
proliferation 

one power continues to question today\'s international order 
including the UN which has considerably helped the world to 
put out some of its fires.V' Le Monde interviews Gareth Evans 
of the International Crisis Group: \"The fact that the U.S. has 
authorized the resolution on Darfur and on the ICC marks a 
great change in Washington\'s attitude 

since Secretary Rice\'s arrival at the State Department. V 


Le Monde also carries on its front page an article entitled: 
\"The U.S. Isolated at UNESCO." The convention on cultural 
diversity adopted at UNESCO elicits several articles and 
commentaries 

(See Part C) Le Monde carries an op-ed by Culture Minister 
Donnedieu de Vabre titled V'Cultural Diversity Is Not 
Arrogance.\" "UNESCO 

serve world unity. It now must serve plurality. And this is 
not only a cultural project. It is also political in the 

widest sense of the word 

peace. Cultural diversity is not arrogance. It is not a reflex 
of survival. It is an emergency in order to stop the spiral of 
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integrism and trigger the spiral of peace and humanism.\" 

In right-of-center Les Echos analyst Jacques Hubert-Rodier 
writes a commentary titled V'The Franco-American Quarrel Is 
Symbolically Over." (See Part C) 


The economic papers report that V'France is isolated in its 
attempts to control European Commissioner MandelsonVs freedom 
in international negotiations 

negotiations on agricultural subsidies.\" 


(C) SUPPORTING TEXT/BLOCK QUOTES: 
Iraq - Saddam Trial 


\"Let\'s Let the Iraqis Do Their Job\" 

Pierre Rousselin in right-of-center Le Figaro (10/19): \"No 
matter what the situation on the ground 

know the magnitude of what they have endured. The defense will 
harp on the conditions of the trial. But if Saddam is being 

tried at all it is thanks to the U.S. Army. Other dictators 
summarily executed were not so lucky. The Tribunal must avoid 
serving as a sound box for the Sunni insurrection. It must 

also keep from turning into a sideshow once the accused begins 
to tell his stories of past complicity with France and the 

U.S. For Iraq to emerge as a nation that respects the right of 
law 

able to say that a war that was waged under false pretexts has 
had a positive effect. LetVs give the Iraqis a chance to do 

their job 

watching. V" 


\"Imperfect\" 

Patrick Sabatier in left-of-center Liberation (10/19): 
\"Saddam\'s trial will be no exception to the rule of an 

imperfect justice. But it is better than no justice at all. 

Having said this 

not to see the trial as a travesty of justice. America\'s 

attempts to not appear as being both judge and jury are not 
convincing. The former dictator will be judged by his enemies 
Shiites and Kurds 

court would have been more convincing. This trial cannot serve 
as a foundation for the right of law in Iraq: it will 

exacerbate Sunni bitterness. Its only merit is that it will 

serve as a teaching tool and remind everyone of what it was to 
live under Saddam.\" 

\"Justice First and Foremost\" 

Bruno Frappat in Catholic La Croix (10/19): \"Neither hate nor 
vengeance must guide this trial. And those who will treat 
Saddam as he never treated his opponents must be honored. Yet 
this trial should never serve as a case study in law schools. 

It was put together by Paul Bremer under conditions which do 
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not grant it legitimacy. But the need for this trial goes 
beyond justice; there is a political stake: while Iraq has not 
yet found the peace and stability promised by the Bush 
administration 

future of Iraq. A wise and non-hysterical trial will 
demonstrate maturity. A hasty one will be a missed 
opportunity" 


UNESCO - Cultural Diversity 


VA Strong Sign" 

Jean-Claude Raspiengeas in Catholic La Croix (10/19): \"The 
U.S. 

number of amendments and increased ¡ts pressure to minimize 
the import of the text. In the end 

gesture to say that activities of the mind could not be 

reduced to trade goods. This diplomatic breakthrough is to be 
noted. A diplomatic treaty is always indicative of a temporary 
power struggle. The U.S. cannot accept the idea that one of 
its principal and most influential export sectors could be 
contained. Having returned to UNESCO in order to fight this 
battle 

So much so that it upset its allies. Europe 

and joined by Canada 

speak with one voice. Next comes the battle for the 
ratification. V" 


VA Diplomatic Battle And America\'s Obstruction Efforts 
Amplified the Convention\'s Import\" 

Natalie Nougayrede in left-of-center Le Monde (10/19): \"Until 
the end 

renamed ‘cultural diversity 

U.S. which feels that UNESCO\'s role is not to serve as an 
arena to resolve international trade issues. French diplomacy 
strongly assisted by Canada 

text that has become emblematic in the battle against 
globalization. French diplomatic circles could barely hide 
their glee as the U.S. found itself isolated. A diplomatic 
source added that this was all the more ironic that 
paradoxically 

the text such import.\" 


Transatlantic Relations 


\"The Franco-American Quarrel Is Symbolically Over\" 
Jacques Hubert-Rodier in right-of-center Les Echos (10/19): 
\"France and the U.S. have operated a spectacular 
rapprochement. Secretary Rice\'s visit to Paris served to 
illustrate the joint determination in keeping Iran from 
acquiring nuclear weapons. Bilateral military relations have 
also improved 
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was awarded a medal in the U.S.: in short 

alliance has not exploded. The Americans themselves recognize 
the “spectacular contribution made by France to NATO. The 
differences that remain are greatly minimized. including about 
Iraq. The hatchet between Paris and Washington has been 
buried. The reconciliation is real 

to lower opinion ratings for both national leaders." STAPLETON 
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3. (C) Ambassador also asked Alimi for assistance in 
clearing Embassy radios and transmitter equipment from 
airport customs authorities. The radios and equipment will 
be used for emergency communications only 

that the Embassy could even share some of the radios with the 
security forces responsible for protecting the Embassy and 

its staff. This way 

forces could have reliable and close contact during a crisis 
even if fixed and mobile telephone networks were unavailable. 
Alimi responded that he recognized that walkie-talkie 
technology was V'available to anyone" in developed countries 
but that V'immature countries V' such as Yemen still had 
sensitivities about portable radios. He noted that 

addition to several embassies in Sanaa 

companies had also applied for permission to use portable 
radios. It is the ROYG\'s intention 

a comprehensive policy to allow for and regulate the use of 
portable radios V'very soon. Alimi claimed that there would 
be an interagency meeting on the issue on the night of 
October 17 

early as next week.\" 


4. (C) COMMENT: Post does not believe that Alimi will have 
a positive answer for us by next week. We will continue 
pressing the issue with relevant officials. ROYG security 
officials are clearly hesitant to permit the use of 
communications technology without the means to monitor it. 
We are optimistic that once they have monitoring resources in 
place 

equipment will be forthcoming. 

Krajeski 
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enters politics 

that the only role religion should play in politics is as a 
spiritual V'advisor to all." Al-Sadr noted that care should 
be taken to make sure religion does not become a political 
tool 

he said 

Accordingly 

other Iraqis to participate in the political process. The 
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Ambassador agreed that involvement in politics would benefit 
neither the Marjaya nor Ігад\'ѕ political process. 


3. (C) AI-Sadr continued by saying that religious extremists 
are trying to divide Iraqi society. It is necessary 

said 

which lraqis of all stripes can live and work together. The 
best waQto do this 

political alliances 

cross-sectarian political parties. Iragis must think of 
themselves as Iraqis 


4. (C) According to Sadr 

alliance would be Ayad Allawi. Allawi 

capable of bringing together Iraqis from across the political 
spectrum. If sectarian parties are elected 

then whole ministries would \"belong\" to a sect. This 
warned 

government. 


5. (C) Sadr complained that ISF are not adequately equipped 
or trained and are therefore unable to protect lraq\'s 

borders. He said that as a result 

station 30 

order to protect Iraqis. The Ambassador countered that 
building an Iraqi army from scratch will take time and that 
good progress has been made. 

Satterfield 
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legal experts had studied the text closely 

nonproliferation experts in Moscow had not studied it in 
depth 

nonproliferation office on the Russian position. The 
Russians added that they hoped to soon receive guidance 
could not assure the French that there would not be some 
\"difficulties.\" 


(3) (SBU) Jaunet promised to keep ESTH/NP officer apprised 
of any further response from the Russian Embassy on the 
matter. ESTH/NP thanked Jaunet for the French government\'s 
cooperation on this issue of mutual concern. 

Please visit ParisW Classified Website at: 
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http://www.state.sgov.gov/p/eur/paris/index.c fm 
STAPLETON 
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programs are written and produced by one of Chad\'s leading 
human rights advocates. The first broadcast aired on the 
national radio station June 1 

weekly basis. To date there have been a total of twelve 
programs 

languages. The grantee has transmitted to the Embassy two 
financial reports summarizing expenditures but has not yet 
provided the necessary payment documentation to liquidate its 
advance. This shortcoming has been brought to its attention 
and will soon be addressed. 


Amount obligated: $42 
Amount disbursed: $15 
Unexpended balance: $37 
Completion date: February 28 


3. Grant S-CD300-05-GR017 was awarded to ADCFL 
development association in the Borkou oasis of ChadVs far 
north 

broadcast capacity of a local radio station which began 
broadcasting in February 2005. Though located in the largest 
town of the region 

requires the radio to have an autonomous energy supply. The 
HRDF project has provided for the purchase of a primary and 
back-up generator 

regulators. Broadcasting each night for 2-3 hours 

effort is clearly an example of grassroots democracy at its 

best. The radio announcers are volunteers; operating costs 
such as fuel and spare parts for the generators are covered 

in part by charging spectators a nominal fee to watch French 
television broadcasts projected on the compound wall in the 
evening. The Ambassador visited the radio station June 28 and 
provided a live interview. French soldiers based in Faya 
Largeau have commented to the Embassy about the moderating 
influence this radio station has on the more radical forms of 
Islamic currents of thought beginning to circulate in the 

area. Finally 

education programs being produced under \"The Right to Know" 
grant (para 2 above) were provided this community radio 
station in Faya Largeau. 


Amount obligated: $ 8 

Amount disbursed: $ 7 
Unexpended balance: $ 640 
Completion date: February 28 


4. Embassy is pleased with the manner in which both of these 
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grants are meeting their objectives and will continue to 
provide the necessary oversight to ensure that all funds are 
properly expended and accounted for. 

WALL 


NNNN 
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with the management of running a brothel.\" Two other 
men 
Police say they found a sawn-off shotgun 
condoms. 


Cuddles has about 12 rooms. There is an electric fence 
at the back of the building and some of the windows are 
boarded. 


Det Insp Mark Nevitt said: \"We went to the property to 
execute a warrant in human trafficking. Intelligence 
suggests the girls were brought into the country under 
false pretenses 

the massage parlor. 


V'These girls could be subject to violence 

assaults and forced to work as prostitutes. When they 
arrived in this country 

to trust the police 

delicate process." 


Amnesty International said victims of trafficking did 

not receive the protection they needed. A spokeswoman 
Sarah Green 

or support or assessment of the risks they face if sent 
back. Communities might not want these women back if 
they know what has happened to them 

evidence of people being re-trafficked. If you deport 
them very quickly and arbitrarily 

throwing them back into the fire. V 


Amnesty is calling on the government to sign up to the 
new European convention on action against trafficking 
in human beings 

emergency housing and medical care and a temporary 
resident permit in the country they have been taken to. 


The government is resisting because it feels the 
convention may be open to abuse by people with no right 
to stay in Britain. 
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More than 200 children have been rescued from 
prostitution in the past five years on Merseyside 
childrenVs charity 
TEXT. 

3. Published by The Telegraph on Saturday 


TITLE: Sex slaves freed as police smash human 
trafficking operation 


BEGIN TEXT: Police have smashed a major human 
trafficking ring after freeing 19 women who were being 
held captive and forced to work as prostitutes in the 
West Midlands. 


A special task force raided the Cuddles massage parlor 
in Birmingham and released women who came from a number 
of countries across Europe and beyond. 


Four people 
suspected of being part of the management 
arrested and were last night being questioned. 


A team of 50 officers - half of them female - were 
involved in the swoop on Wednesday night. It is 
thought that the women were tricked into coming to 
Britain 

in the grimy massage parlor at night to work. 


During the day they are believed to have been locked in 
a nearby house and made to stay there until their 
evening work began. 


Police also found a sawn-off shotgun and four 

telescopic batons. Windows were boarded up to stop the 
women from escaping and electric fences are also said 
to have been erected at the rear of the building. 


Det Insp Mark Nevitt 

\"We went to the property to execute a warrant in human 
trafficking and intelligence suggests the girls were 
brought into the country under false pretences 

and held against their will in the massage parlor. 


\"These girls could be subject to violence 
assaults and forced to work as prostitutes in the 
premises.\" 


He said the 19 women present were \"obviously very 
distressed\" and added: \"When they arrived in this 
country the girls would have been told not to trust the 
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police so interviewing them will be a delicate process. 


\"Immigration has been informed but it is too early to 
establish whether any of the girls were in this country 
illegally.\" 


The women come from Greece 
Italy 


The month-long investigation is part of West Midlands 
Police\'s Operation Strikeout 

violent crime and robbery in the force area. A former 
visitor to the premises said: \"The women were 
obviously very polite but you could tell they were very 
cagey and frightened of their bosses.\" 


Kate Allen 
urged the Government to sign up to the new European 
Convention Against Trafficking. 


She said 

crackdown on traffickers and their vicious trade in 
women who are held prisoner and forced to work as 
prostitutes. 


\"But the UK needs to protect the victims of this brutal 
industry as well as catching the traffickers. 


\"We must turn the system around so that they are 
recognized as the victims and not the perpetrators of 
crime. The UK Government must sign up to the new 
European Convention.\" 


Details of such activities in Birmingham came to light 
in February when a gangster was jailed for 11 years at 
Southwark Crown Court. 

Vullnet Ismailaj 

trafficked eastern European women into Britain 

him 300 


The following month 

Pisha 

Crown Court along with two other men for their part in 
forcing a teenage girl into prostitution. The 15-year- 
old Lithuanian girl was forced to work in a brothel in 
Birmingham two days after arriving in Britain when a 
man paid 4 

imprisoned in Pisha\'s house in Coventry. 


According to Home Office estimates 
were trafficked into Britain in 2000. END TEXT. 
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4. Published by Hurriyet on Friday 
TITLE: Turkish Sex Slaves in Britain 


BEGIN TEXT: It was reported that there were women from 
Turkey among the 19 prostitutes saved during a 
crackdown on a brothel in Birmingham 


The police announced that the women were forced to 
Serve as sex slaves and were made to work at a massage 
parlor against their will. The names of the Turkish 

women captured at the brothel were not available. 


During an operation on a massage parlor 
eastern European women were kept by force 
people 


It was discovered that on the back of the brothel 
which looked like a prison 
END TEXT. 


5. Published by Bugun on Saturday 
TITLE: Sex Slaves 


BEGIN TEXT: Elina Siderova has been giving a fierce 
struggle for nine months for saving the women forced 
into prostitution by gangs. IOM\'s Turkey Secretary 
Siderova stressed that this human tragedy could be 
prevented only with support from the women. 


Siderova noted that until now they managed to save 159 
women from the houses they were locked into in Turkey 
through the 157 hotline they established. 


She noted that their Turkish clients informed (security 
officials) about the women who were forced into 
prostitution. She said 

have sex are burned with hot oil or cigarettes are put 
out in their eyes.\" END TEXT. 


6. Published by The Peninsula 
Daily 


TITLE: Three appear in court over trafficking 


BEGIN TEXT: Three people appeared in a British court 
yesterday accused of running a brothel in which 19 
foreign women 

were found during a police raid. 
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Carl Pritchett 

Richards 

firearm which was found at the massage parlor in 
Birmingham 


The three were arrested after a squad of mostly female 
police officers stormed the Cuddles sauna on Thursday 
night. 


Nineteen foreign women - from Slovakia 

Italy 

from the building after the raid. 

A West Midlands Police spokeswoman said six of the 
women were being dealt with the Immigration Service. 
The rest have been released without charge. 


At the half-hour hearing at Warley MagistratesV Court 
the defendants spoke only to confirm their names 
and addresses. 


Pritchett is also accused of possessing an offensive 
weapon. He was remanded into custody after being 
refused an application for bail. Richards and Langston 
were both granted unconditional bail. 


All will return to the magistrates court next Friday 
October 7. 


Meanwhile British police and immigration officials 
yesterday were offering support to the women. 


A force spokesman confirmed that seven of the women 
\"rescued\" from the Cuddles parlor were being 
interviewed by immigration officers. Twelve others are 
still at police stations while they are found 
accommodation. 


The women are thought to have been tricked into 
becoming \"sex slaves.\" 


\"They had their passports taken 
said. 


\"They were locked into the venue during the evening to 
work and taken away during the day and locked ina 
house 


Amnesty International welcomed the raid but called on 
the government to do more to protect victims of 
trafficking. 
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Spokeswoman Sarah Green said there was no protection in 
law for victims of trafficking who were normally 
classed as illegal immigrants and deported. 


\"Most are deported without any care or support or 
assessment of the risks they face if sent back 
said. 


\"Communities might not want these women back if they 
know what has happened to them and there is evidence of 
people being re-trafficked. 


\"If you deport them very quickly and arbitrarily 
are simply throwing them back into the fire. V 


Green also appealed to the government to sign up to the 
Council of European Convention on Action against 
Trafficking in Human Beings 

victims the right to emergency housing and medical care 
and a temporary residence permit in the country they 
find themselves in. 


V'There is no reason why Britain should not sign up 

she said. V' These people are victims of a series of 
vicious human rights violations and should be protected 
in law.\" 


Meanwhile 

Midlands 

year-old man from Wolverhampton are being held on 
suspicion of being concerned in the management of a 
brothel. 


A sawn-off shotgun and 7 
in cash were also recovered during the operation and a 
vehicle was seized. END TEXT. 


7. Published by Cumhuriyet on Monday 
TITLE: REASON FOR IMMIGRATION: GLOBALIZATION 
BEGIN TEXT: Prof. Metin Kutal 
International Relations at the Kadir Has University 
said that economic and political instability in 
countries played a major role in fueling the Mafia that 
is involved in (illegal) immigration. He noted that 
unless these economic and political problems were 
resolved 
globalization has deepened the abyss between the 
developing and developed countries. V 


Kutal said that immigrants prefer to go to developed 
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countries mostly because these countries represent 
freedom and economic welfare. He emphasized that 
measures should be taken at global level against the 
\"immigration Mafia. V 


He stressed that Turkey could not struggle against this 
problem by itself and added 

location 

This has created a picture against Turkey on the 
international arena. It brings along many legal and 
political problems." 


Kutan said that among the measures taken an effective 
control mechanism was key and noted 

must be under control. This type of smuggling does not 
contribute to the economy. It fuels further the 
unregistered economy. As sources increase 

will get stronger in a fashion that it would be 
untouchable.\" 


HUMAN TRAFFICKERS IN ACTION 


Despite all efforts and operations 
human trafficking from Central Asia 
Africa to Europe has been going through Turkey. 


According to a recent report by the Smuggling and Fight 
against Organized Crime Department 

organized at the international level were involved in 
human trafficking. The security forces were mobilized 
when the U.S. brought on the agenda some sanctions 
including an embargo 

to prevent human trafficking. 


Upon a proposal by the MFA 

established with the participation of the TNP 

the Coast Guard and the MIT. As a result of the work 
of this Force 

this development 

among countries that take measures against human 
trafficking. But none of this prevented Turkey from 
being used as a transit country in human trafficking. 


There are around one million immigrants in Turkey 
waiting to go to the West. Last year 61 

were captured. It is estimated that the same year 

those who managed to end up in the West through Turkey 
was at least ten times this figure. 


In the last activity report by the Smuggling 
Department 
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According to the report entitled 
and Human Trafficking 
a transit country in order to take immigrants from 
Central Asia 
countries. 


The report stressed that in recent years Turkey also 
turned into a destination country. Many immigrants 
from the Middle East and Africa reportedly come to 
Turkey to live here. 


An immigrant from Iraq or Afghanistan has to travel 
thousands of kilometers and pass through dozens of 
countries in order to reach Western Europe. If he 
manages to pass through these borders without being 
detected 

Paris 

ghettos of Germany. It is not possible for an 
individual immigrant who is not happy with his life in 
his country to do this on his own. So he goes to the 
Mafia. He pays between 3-7 (thousand) Euros to the 
Mafia that is involved in human trafficking depending 
on the country he is going or the itinerary he will 

use. The annual income of the Mafia involved in human 
trafficking is up to $8 billion. Since it is very 

profitable 

trafficking 


According to the report of the Smuggling Department 
the most important characteristic of the Mafia that is 
involved in human trafficking is that they are 
organized at international level. There are Turks 
among the influential people in the Mafia. 
SECURITY FORCES DO NOT SIT STILL 


The Smuggling Department conducted many operations last 
year against human trafficking. Some important 
operations included: 


- Yayla Operation: It was conducted on April 25 

in Ankara 

that operation 30 immigrants 

captured and 117 fake passports were seized. It was 
learned that Chinese immigrants first were brought by 
plane to Jordan and from there were taken to Syria. 
Later they entered Turkey through Hatay. Traffickers 
were planning to take the immigrants through Romania 
and Greece to Western European countries. 


- Sea Project Operation: 
This operation was conducted jointly with Britain. In 
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Kocaeli and Istanbul 60 immigrants 
Iraqis 
During the operation 10 organizers were arrested. 


- Alaca Operation: 

It was conducted at the same time in Istanbul 

and Edirne on December 25 

immigrants were captured and 30 organizers were 
detained. Four of the gang members were Greek. During 
searches at their residences 

10-meter speed boat used in human trafficking 
Kalashnikov 

pistols. END TEXT. 


Two Pakistani illegal immigrants who were treated in 
the Emergency ward of the hospital were sent to the 
Infectious Disease Department and were put under 
quarantine. 


8. Reported by Anadolu Ajansi on Tuesday 


TITLE: Antalya Prostitution Operation - Four suspects 
including a woman 

trafficking and encouraging prostitution and ten 
foreign women who are allegedly involved in 
prostitution were captured. 


BEGIN TEXT: Four suspects 

allegedly involved in human trafficking and encouraging 
prostitution and ten foreign women who were allegedly 
involved in prostitution were captured in Antalya. 


The Antalya Public Order Police Morals Department made 
an announcement and noted that after receiving a tip 

they carried out an operation and captured G.T. 

was involved in human trafficking and mediating for 
prostitution. Others captured were M.A. 

the owner of the hotel 

including six Moldovans and four Uzbeks 

involved in prostitution 


On their testimony at the Public Order department 
police discovered that three of the foreign women 
(18) 

each from an unidentified woman for the purpose of 
using them as prostitutes. 


It was reported that suspect G.T. was earlier charged 
12 times for mediating prostitution and two times for 
serving as a prostitute. END TEXT. 
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9. Published by Kuwait News Agency on Wednesday 


TITLE: Tracking Trafficking from Ankara throughout the 
Black Sea Region 


BEGIN TEXT: The International Organization for 
Migration (IOM) announced Tuesday that a new initiative 
to track trafficking throughout the twelve nations of 

the Black Sea Region will be launched from Ankara 
today. IOM spokesperson Jean-Philippe Chauzy told 
reporters that this was a major step forward in 

Turkey\'s efforts to combat trafficking in cooperation 

with its neighboring states in the CIS and the European 
Union. He added that the project aims to create a 
regional information hub in Turkey for trafficking 
information and trends 

hot spots 

prosecution rates in the Black Sea Region. According 
to Chauzy 

trafficked individuals throughout the nations bordering 
the Black Sea. So far this year 

victims return to their home countries 

Ukraine and 43 to Moldova. The project announced today 
is designed to work in coordination with Turkey and the 
11 other member states of the Black Sea Economic 
Cooperation (BSEC) 

Russia to the North and Georgia to its West. The 
project is designed to complement on-going campaigns to 
combat human trafficking 

public awareness activities 

law enforcement and medical 

assistance to victims of trafficking. END TEXT. 


10. Published by Cumhuriyet on Thursday 
TITLE: Cut-off nose trial delayed 


BEGIN TEXT: The Diyarbakir Heavy Penal Court Number 3 
continued the case of R.G. 

thrown on the street after being raped when she refused 

to abide by her husband\'s family wish to serve as a 
prostitute. 


Her husband was in prison then. 
Feyyat Gezginci 
and Ekrem Gezginci and M.G. 


release 


R.G.Vs lawyer asked the court to arrest the two 
suspects who were released at the first court session. 
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Meanwhile 
release of his clients. 


The chief judge rejected the requests and adjourned the 
next session to complete the missing points in the 
file. END TEXT. 


11. Reported by Radikal on Thursday 


TITLE: R.G. with a cut-off nose: | was forced into 
prostitution 


BEGIN TEXT: R.G. (15) 
who raped her when she was 12 
of her three brothers-in-law and her father-in-law. 


Three years ago 

Sabahattin Gezginci. When she found out she was 
pregnant 

her. She was forced to marry her rapist in a religious 
ceremony. 


Gezginci was arrested and put in prison in 2003 for 
raping a 7-year-old boy. 


R.G. moved in with her in-laws. The family cut her 
nose on March 11 

the streets too many times. Upon her complaint 
three brothers-in-law and father-in-law were arrested. 
They are charged with forcibly keeping and cutting the 
nose of aminor. The prosecutor demanded 15-year 
sentences for each. 

The Diyarbakir Heavy Penal Court Number 3 on October 5 
2005 continued the case. In the previous session 
court released two of the four suspects 

Turan Gezginci. 


The two also attended the session on October 5. Feyyat 
Gezginci took all the blame. He said 

entered prison 

parents\' house against our will. She was going in the 
early morning and coming back late in the evening. | 
followed her for three days and noticed that she was 
speaking to four men. When she claimed that | did not 
have a say 


R.G. testified without appearing in court because of 
security concerns. She said 

tried to tie me up and rape me. They claimed that | 
was serving as a prostitute and to teach me a lesson 
they would cut my nose. They were forcing me into 
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prostitution. When they cut my nose 
of bleeding. To stop the bleeding 
and wheat and applied it to my nose. V 


The session was adjourned and the court asked for a 
report. END TEXT. 


12. Reported by Anadolu Ajansi on Friday 
TITLE: Interior Minister Aksu due to Greece 


BEGIN TEXT: Turkish Interior Minister Abdulkadir Aksu 
will leave for Greece to attend a meeting on illegal 
migration and human trafficking. 


The Interior Ministry stated on Friday that the meeting 
will be held with the participation of Turkey 

Pakistan 

11th. END TEXT. 


13. Published by The Guardian on Monday 


TITLE: European mission unearths torture claims in 
Turkey 


BEGIN TEXT: Reports follow launch of EU membership 
talks. Ankara dismisses findings as V'silly stories. V" 


A European parliament delegation visiting Turkey to 
check on its progress in human rights has found 
\"shocking\" reports of murders and mutilations 

British MEP said yesterday. The findings 

week after Brussels launched membership talks with 
Turkey 

predominantly Muslim country needs to make in its quest 
to join the European Union. 


Richard Howitt 

seven-member human rights subcommittee 

Guardian: \"What we heard was shocking. There were 
accounts of soldiers cutting off people\'s ears and 
tearing out their eyes if they were thought to be 

Kurdish separatist sympathizers . You cannot hear these 
things without being emotionally affected. V 


The MEP 

and a champion of Turkey\'s EU accession 

abuses had been corroborated by human rights 
organizations. A trip by the group to Turkey\'s Kurdish- 
dominated south-east had also confirmed allegations 
that security forces were reverting to tactics from 
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\"the bad old days 
instances of torture had fallen by around 13 percent 
since last year. Indiscriminate shootings 
extrajudicial killings 
of masked men raiding homes in the night were reported 
to have made a comeback. 


\"Our sources were very credible and the evidence was 
corroborated by all the different groups we spoke to 
said the MEP. V'They left me in no doubt of the 
veracity of the claims." 


But Turkey\'s foreign ministry spokesman 

called the claims V'silly stories." V'They are purely 
fictitious. They have nothing to do with the truth. 
You will not find anyone who is credible in Turkey 
saying such things." 


Mr. Howitt said that in September alone 95 people had 
been arbitrarily arrested in Van 

Among them was Yusuf Hasar 

Kurdish rebel sympathizer whose body was found last 
week after being arrested by police the previous day. 
The violations have coincided with an upsurge of 
violence in TurkeyVs troubled south-east. Armed 
clashes have intensified since rebels lifted a 

unilateral ceasefire in June last year. 


The delegation 

report that will feed into Turkey\'s membership 
negotiations 

violence against women and allegations of body organs 
being removed by security forces. Mazumber 
representing the relatives of torture victims 

MEPs that vital organs were routinely removed from the 
bodies of ethnic Kurds 

illicit trade in people trafficking. 


Mr. Howitt said it was essential the abuses be 
confronted before Ankara got into the nitty-gritty of 
the talks. 


Since assuming power in 2002 

Islamist government has won plaudits for overhauling 
the penal code 

dismantling once-dreaded state security prisons and 
increasing cultural rights for ethnic minorities. But 
Turkish human rights defenders still speak of a 
pervasive \"culture of violence\" in the country\'s 
police 
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14. Reported by BBC News on Monday 


TITLE: People-smuggling racked \"smashed\" 


BEGIN TEXT: An alleged multi-million pound people- 
smuggling racket 

200 

raids. 


Ten people 
London and Lincolnshire 
thousands of Turkish Kurds into Britain. 


Police say the racket\'s ringleaders are among 10 
detainees 


Operation Bluesky has involved police from around 
Europe. 


The network is thought to have brought people to 
Britain 
Cars 


We have today dismantled a huge organized criminal 
network of human smuggling - Tarique Ghaffur 
Commissioner. 


The illegal immigrants 
of Turkey 
journeys which often take months. 


The journeys involve being passed on to gang members in 
several European countries 

before being smuggled into the UK in cramped 

conditions. 


Many of the immigrants find low-paid 
menial jobs in north London\'s Turkish community. 


Scotland Yard Assistant Commissioner Tarique Ghaffur 
said the V'massive operation" had been aimed at those 
\"right at the top of this network." 

VWe have today dismantled a huge organized criminal 
network of human smuggling 


Low-paid jobs 

The racket had mainly targeted people from the Kurdish 
areas of Turkey with the promise of a better life 

Ghaffur said. 


VOne here some of these people get into low-paid jobs 
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others are clearly left to their own devices to find 
work 


\"Our commitment is to take out such networks and this 
operation is the latest in our collaboration with the 

growing number of law enforcement agencies in Europe to 
work robustly to achieve this mission.\" 


The 10 were arrested in raids on 12 addresses in London 
and one in Boston 


More than 200 officers were involved in the London 
raids at five houses in Enfield 

one each in Barnet 

Tower Hamlets. 


\"European prosecutions\" 


BBC correspondent Neil Bennett said \"tens of thousands\" 
of people were alleged to have been smuggled into the 
UK by the network with \"many millions of pounds made.\" 


There had already been prosecutions in several European 
countries in relation to the network 


There had been disruptions of the gang\'s activities at 
various stages of the chain in other countries. 


There would certainly be charges of people trafficking 
here 


\"The police believe that this operation has certainly 
uncovered one of the biggest people trafficking 
networks they have ever uncovered in this country 
added. END TEXT. 


15. Reported by TimesOnline on Monday 
TITLE: Europe\'s biggest human-traffic ring smashed 


BEGIN TEXT: Eight people suspected of masterminding a 
pan-European human-trafficking network 

smuggled up to 200 

among 19 arrested in a series of dawn raids today. 


The arrests are the result of a two-year investigation 
Operation Bluesky 

have collaborated with counterparts in Italy 

Holland 

movements and trace its hierarchy. 
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Detectives said that the eight - who were arrested from 
12 residential and business addresses in London and one 
in Boston 
criminal network that charged asylum seekers between 
3 


Of the other 11 people detained in today\'s operation 
two were women 

ring-leaders 

Another six people were held as suspected illegal 
immigrants 

laundering and two more for theft. 


Police said that the majority of the migrants would be 
driven across mainland Europe in groups of 20 to 
coastal ports. The journey could last several months 

in cramped conditions and some migrants never arrived. 


There 

smuggled aboard ferries in secret compartments hidden 
in lorries and cars. Some were taken across the 
Channel in light aircraft and flown into provincial 
airfields in Kent and Cambridgeshire. 

Once in Britan 

been absorbed into north London\'s Turkish community 
working in the capital\'s black market economy. 


Some illegal immigrants have obtained stolen or forged 
UK papers. Many have used the money they earn to 
sponsor other family members to join them. 


The smugglers are estimated to have made tens of 
millions of pounds. Money has been invested in 

property and small businesses such as cafes and snooker 
halls. It is believed officers also recovered hundreds 

of thousands of pounds. 


One source described the scale of the operation as 
\"absolutely massive\" and \"frightening.\" 


This morning\'s raids were part of Scotland Yard\'s 
Operation Maxim 
immigration crime in London. 


More than 200 police officers were involved in this 
morning\'s raids at five houses in Enfield 
Bexleyheath and one in each of Barnet 

Hamlets 


Scotland Yard\'s Assistant Commissioner 
Ghaffur 


Column 3 
said: \"We have today dismantled a huge organized 
criminal network of human smuggling. 


\"We have been working on this operation for two years 
and we have worked with agencies across Europe. It is 
a massive operation.\" 


Mr. Ghaffur said today\'s raids were aimed at those 
\"right at the top of this network.\" 


Detective Chief Superintendent Bill Skelly 

lead officers in the operation 

searching for at least one more man in connection with 
the investigation. 


\"This is the most significant action taken by the 
Metropolitan Police against a London-based human 
smuggling network 


\"We believe these are the very top people in this 
network. Having arrested them it will end its 
activities in the short term and it will take some time 
for the network to recover 

TEXT. 


16. Published by Life Style Extra (www.Ise.co.uk) and China 
View (www.xinhuanet.com) on Monday 


TITLE: 10 arrested in people smuggling raids 


BEGIN TEXT: Ten people suspected of being involved in 
one of Britain\'s largest ever human smuggling rackets 
were arrested today. 


Seven men and two women were held after a series of 
dawn raids were carried out at 12 addresses across 
London this morning involving more than 200 officers. 
Another man was arrested in Lincolnshire. 


Those arrested were involved in running an organized 
criminal network 

from Turkey 

Italy 


Today\'s arrests were carried out under Operation Blue 
Sky 

Holland 

Europol 

and Eurojust. 


The operation was led by the Met\'s Operation Maxim 
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which aims to eradicate human trafficking 
a government sponsored multi-agency taskforce dealing 
with organized immigration crime as well as the 
National Criminal Intelligence Service 
Service and the Passport Service. 


Metropolitan Police Specialist Crime Directorate 
Assistant Commissioner Tarique Ghaffur said: \"We have 
today dismantled a huge organized criminal network in 
human smuggling. 


VOur commitment is taking out such networks and this 
operation is the latest in our collaboration with a 

growing number of law enforcement agencies in Europe to 
work robustly to achieve this mission.\" 


Detective Chief Superintendent Bill Skelly 
Metropolitan Police Service\'s Operation Maxim said: 
\"Today\'s arrests were the result of a co-ordinated 
response involving numerous parts of the Metropolitan 
Police Service 

agencies across London and Europe 

expertise and working closely together. 


\"Under Operation Maxim 

REFLEXT activity 

supported by Europol and Eurojust 

its efforts against those seeking to make profit from 
the illegal movement of people into the United 
Kingdom.\" END TEXT. 


17. Reported by The Anatolian Times on Tuesday 
and by The New Anatolian on Wednesday 


TITLE: Turkey Takes All Steps to Fight Human 
Smuggling 


BEGIN TEXT: Turkey takes all legal and administrative 
steps to fight human smuggling 

Turkish diplomat at the Office of Turkey\'s Permanent 
Representative to the UN. 


The UN General Assembly First Committee which deals 
with social 

plenary session on prevention of crimes 

drug trafficking and penal law and discussed four draft 
resolutions the same day. Addressing the session 

Serhat Aksen said that Turkey adopted the UN Convention 
against Transnational Organized Crimes and the UN 
Protocol to Prevent 

Persons 
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Aksen also stressed that the Turkish Penal Code which 
went into effect on June 1st 

imprisonment terms from 8 years up to 12 years for 
those who are involved in human trafficking. 


Aksen also referred to the shelters built for victims 

of human trafficking by the National Mission Group to 
Fight Human Trafficking (founded in Turkey in 2002) and 
the aid-information telephone line established for 

victims in many languages 24 hours a day. 


Turkey was at the transit route of international drug 
trafficking because of its geographical location 

said and added that Turkey signed all related UN 
conventions on the fight against drug trafficking and 
bilateral cooperation agreements with 66 countries on 
the issue. END TEXT. 


18. Reported by Financial Times on Monday 
TITLE: UK police break human smuggling ring 


BEGIN TEXT: UK police on Tuesday arrested at least 18 
suspected of involvement in one of Europe's largest 
human smuggling ring 

raids across London and one in Lincolnshire. 


Reports on the number of arrests have varied between 18 
and 19 

women in London. Seven of those are believed to be the 
ring leaders 

will be charged with residing in the country illegally. 
Those arrested also included former asylum seekers. 


The joint operation code named “Bluesky 

out by 200 British police working in conjunction with 
detectives from Italy 

Denmark. 


Scotland Yard said the raids followed a two-year 
investigation into the smuggling network that brought 
illegal immigrants 

London from mainland Europe. 


The ring 

behind the smuggling of up to 200 

UK 

human trafficking operations the British police have 
encountered. 
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Bill Skelly 
Metropolitan police 
a huge problem. \"Worldwide 
is a business worth 8 billion pounds and for the UK it 
is estimated that it is as significant as the 
trafficking of Class A drugs.V 


Police said the gang is believed to have lured 
thousands of economic migrants from eastern Europe to 
Britain with the promise of a better life. 


Those illegal immigrants would have paid between 3 
and 5 

at a time - from the Balkans. The journey may have 
taken several months to cross from mainland Europe to 
the continents western coastal ports. According to 

Mr. Skelly 

inherently very dangerous." 


After arriving in Britain 

low-paid work in menial jobs. Some are believed to 

carry stolen or forged UK papers and many use the money 
they earn to sponsor other family members to make a 
similar trip to Britain. 


The smuggling ring is estimated to have made tens of 
millions of pounds from the racket 

goes into businesses such as cafes and snooker halls. 
END TEXT. 


19. Published by Sabah 
Wednesday 


TITLE: BLOW TO HUMAN TRAFFICKING GROUP 


BEGIN TEXT: Police in Britain gave a blow to the 
biggest human trafficking network of Europe 

Turks as well. According to an announcement by the 
British Police 

people enter the country secretly and that it earned 
millions of Euro for human smuggling. Approximately 
200 policemen raided 12 houses and offices in the early 
morning hours in the capital London and in Lincolnshire 
and detained suspects 


According to the police announcement seven of them were 
detained for human trafficking 

an investigation 

Law 


The police noted that eight of the detainees were the 
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leaders of the network. In the operation codenamed 
VBlue Sky 
Italian 
network is believed to have used to bring in people in 
20-person groups on cars 
aircraft. 


The police said that immigrants sometimes paid 4 

7 

sometimes lasted for months in return for a promise of 
a better life. 


Those who enter Britain through illegal means are 

mostly from the Southeast Anatolia and during their 
voyage as they traveled in Europe they were handed over 
from one gang to another and sometimes were kept in 
secret cell houses and in very bad conditions. 


Most of the immigrants are employed with low salaries 
at the Turkish quarters in northern London. These are 
either illegal workplaces or they are employed in the 
service sector. Smuggling leaders 

of Euros they earn from smuggling 

pool bars. 


Bill Skelly from the British police said 

operation was a product of a two-year study and it is 
part of an international operation." He added that 
some of the immigrants 

voyages in very bad conditions 

could reach Britain. END TEXT. 


20. Published by UNFPA News (www.unfpa.org) on Tuesday 
October 11: 


TITLE: Merchants of Misery: Human Trafficking in 
Moldova 


BEGIN TEXT: Silvia\'s descent into the dark world of 
trafficking began when a neighbor told the 19-year-old 
that she could get a good job as a sales girl in 
Moscow. Unemployed 

husband or job prospects in her hometown of Uhgheni 
Silvia (not her real name) decided to travel to the 
Moldovan capital of Chisinau where she was to meet two 
men who would arrange her travel to Moscow. Upon 
arrival in the capital 

care of one of the manVs sisters. V'I still do not know 
what was happening to me until the day we left for 
Moscow and all my papers 

confiscated 


Column 3 
did not cooperate 
again.\" 


In poverty stricken Moldova 

business 

networks. According to some estimates 

140 

flesh trade 

to traffickers through neighbors or school classmates. 
Like Silvia 

rural areas where more than half the population is 
unemployed. 


Now 21 and reunited with her daughter 

out in Chisinau. Like a fugitive 

undisclosed location 

the smuggling ring are being charged with trafficking. 
VI still fear for my life and that of my daughter 
explains Silvia in an unsteady voice. \"I do not know 
if | will ever again feel safe. Certainly not until 

the people who trafficked me are in prison.\" 


Sitting on a couch in her "safe house\' - ап 
International Office of Migration (IOM) haven for 
trafficked women - Silvia does not look like a victim - 
except for the deep sadness in her large brown eyes. 


VI was sick 

looking down at the floor and grasping her hands 

tightly together. \"I was really in bad shape when | 
arrived here. | was shaking constantly 

headaches and continuing nightmares. If not for the UN 
[United Nations] system here and help from IOM 

be either dead or in a mental hospital. V 


The shelter has provided her with medical treatment and 
psychosocial counseling 

Silvia 

learned about reproductive health 

how to take better care of myself апа my daughter. V 


Since 1999 

and International Organization on Migration (IOM) have 
been collaborating closely to assist trafficking 

victims. The IOM shelter is not far from a UNFPA- 
supported health center 

of reproductive health services 

transmitted infection (STI) testing and treatment 
contraceptives and pre- and post-natal care. 


IOM 
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providing Silvia with a skill. \"! am taking beauty 
courses 
manicures and pedicures once | have completed my 
training. She adds 
normal life again.\" 


Returning to normalcy is a huge challenge for girls 
trafficked into the sex industry. Most are unable to 
have trusting relationships with men. \"Many girls are 
so destroyed by the experience that even after being 
rescued and returned home 

themselves 

coordinator for IOM in Moldova. 


Nearly 90 per cent of returnees that come through 
Chisinau have acquired an STI that needs treatment 
1.2 per cent are HIV positive. \"Before we set up this 
rehab facility and shelter 

no help at all in this country 

have assisted over 1500 girls here 

more.\" 


According to Kolomeyets 

pass through the facility are emotionally traumatized. 
\"Some will never recover 

up to 85 per cent had suffered domestic abuse prior to 
falling into the clutches of traffickers. \"There is a 
history of violence in their families 

\"So they see their sex slavery as another form of 
domestic abuse 

their lives.\" 


Silvia\'s own \"journey into hell 

lasted for a year and a half. \"| was smuggled into 
Moscow along with 11 other young women 

Moldova 

the girls were doing this voluntarily. We refused to 
work at first 

overseers took an instant dislike to me. He raped me 
then beat me senseless.\" 


Her \"home\" in Moscow was a grimy hotel in a seedy 
section of the city. Actually 

brothel 

Belarus and other former Soviet republics. \"At first 
we were forced to walk the streets in search of 
clients 

clients 

even in the middle of the Russian winter. V 


Silvia became numb in both body and spirit. The cold 
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and brutal conditions under which they were forced to 
live wore most of the girls down. \"A number of girls 
tried to commit suicide. | stayed alive because of my 
daughter.\" 


When one girl from Ukraine threw herself out of the top 
floor window 

a piece of garbage. \"The police did nothing to close 
the brothel or take action against the operators 
explains Silvia. \"The police were in the back-pocket 
of the criminals. We had to service lots of cops for 
free. V 


Her captivity in Moscow lasted a full year. Although 
she was permitted to send $100 a month to Chisinau to 
support her daughter 

contact. V'Other than this 

the money | brought in 

as we charged $150 for sex 

service up to 30 clients in one day.\" 


When Silvia got sick and had to be hospitalized for 
exhaustion and venereal disease 

back to Moldova to visit her daughter. \"I was still 

weak and afraid all the time 

even know what disease | had.\" She later guessed that 
it was syphilis. 

After recovering her health 

again by the same two men who had smuggled her into 
Russia. They threatened to harm her daughter if she 
did not continue to work for them and shortly 

thereafter smuggled her into Turkey via Izmir. 


After just three months 
hotel 

in jail 

repatriated back to Moldova. (Comment: Kolomeyets has 
admitted to IOM Ankara that Silvia is actually several 
women and that none of the women were imprisoned in 
Turkey for two months. End Comment.) 


Why does Silvia want her story told? \"At first | 
thought all the stories about trafficked girls were 
fake 

better 

real and can happen to anyone.\" 


Silvia pauses to dry her eyes and collect her thoughts. 
\"When | came back from Turkey and collected my 
daughter 

Says 
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21. 


— 


future. Here | found myself and have learned a lot.\" 
She pauses 

she says defiantly. V'No one should have to endure what 
| went through. No one." END TEXT. 


Published by The Independent on Wednesday 


TITLE: Drinking dens provide link for those seeking 
better life 


BEGIN TEXT: The network of Turkish social clubs and 
cafes dotted throughout Wood Green in north London are 
the focal point for scores of illegal immigrants being 
smuggled into London. 


For the Turkish men and women seeking a better life 
but who do not have family in Britain 

bars and drinking dens provide a crucial link 
according to community leaders. 


But Yashar Ismailoglu 

biggest Kurdish and Turkish community and information 
center 

migrants to London\'s underworld. 


\"Some of the people who are smuggled from Turkey come 
from rural areas 
contacts in Britain. 


\"They end up in [the north London boroughs of] Hackney 
or Haringey in the underground cafes and social clubs. 
Many of these places do not have licenses 

or fire escapes. People can end up getting involved in 
drugs and prostitution. People can end up sleeping 
rough. They do not have any money 

all getting into the country. It can cost 8 

per head.\" 


He added that he had heard of cases in which people 
were \"packed into lorries in confined spaces unable to 
move for hours.\" 


\"Some have mental problems 
heard about smugglers who have abandoned people at 
sea.\" 


Mr. Ismailoglu said many of the Turks that were 
smuggled into London ended up working in the hidden 


economy. 


\"They end up in kebab and coffee shops 


Column 3 
building sites. There is an established network 
throughout the country among the Turkish and Kurdish 
community. 


V'They go from London to cities such as Liverpool 
Manchester and Doncaster 


Scotland Yard yesterday released an X-ray image which 
shows illegal immigrants packed into secret 
compartments on a lorry 

by people smugglers. 


Most of the Turkish Kurds smuggled into Britain by the 
gang targeted yesterday are believed to have been 
brought in hidden on lorries and vans. It is estimated 
the gang could have made up to 100 

lorry-load of 20 migrants. 


Police say the immigrants 

eastern Turkey 

be smuggled in groups of up to 20 across mainland 
Europe to the continents northern ports. Once there 
they waited in safe houses until the time was right for 
them to be brought into Britain. 


Some were taken across the channel in light aircraft to 
small provincial airfields in Kent and Cambridgeshire. 
The journey takes several months. The police who 
carried out the investigation said that most of the 
Turkish people being smuggled into Britain should not 
be considered \"victims\" as they co-operated with the 
trafficking gang and most immigrants were coming to 
Britain to live illegally with family and friends who 

were legitimately living in this country. The officers 

said there was no evidence to suggest that violence was 
used by the gang members against the people they were 
smuggling into Britain. END TEXT. 


22. Reported by Sabah on Thursday 
TITLE: Some Donate Organs 


BEGIN TEXT: An immigrant speaking to the British 
Daily 

knowing where we were heading. They (the smugglers) 
did not tell us that the trip would last for six days. 

We could have suffocated.\" 


Ibrahim Dogus 
many of them (the smuggled) did not have enough money 
their organs are taken. Some of them (the smugglers) 


Column 3 
just disappear." END TEXT. 


23. Published by The Turkish Daily News on Friday 
14: 


TITLE: 7 charged in UK over human smuggling ring 


BEGIN TEXT: Seven men were charged on Thursday with 
people trafficking after being detained in police raids 
aimed at smashing a ring suspected of bringing tens of 
thousands of Turkish Kurds into Britain 
The seven were charged with conspiracy to facilitate 
illegal entry into Britain 
charged with money laundering at Croydon magistrates 
court in south London. A further six men suspected of 
immigration violations were released by police to be 
dealt with by the Immigration Service. A total of 19 
people were arrested Tuesday in the raids at a dozen 
houses and business premises in London and in Boston 
eastern England. END TEXT. 

MCELDOWNEY 


4. (U) Homsi explained that JAVs low-cost model focuses on 
minimizing overhead costs and by V'stimulating passengers" who 
otherwise would not fly. JA\'s has a staff of approximately 
70 

Homsi stated that JA has outsourced as much of the 
services-end of the business as possible 

(Navitair) 

handling (Kuwait Airways). Homsi said that JA will offer 
reservations via Short Message Service (SMS) in addition to 
the more traditional call center 

model. The airline will not schedule overnight stops or 
contract codeshare arrangements. JA will also keep costs 
down by not automatically providing meals or drinks 

instead sell them aboard flights. 


5. (U) Homsi said he does not expect JA to directly compete 
with GOK-owned Kuwait Airways 

using low fares to entice people into flying when they 
otherwise wouldn't 

offered the example of an ex-patriot Egyptian worker who 
might choose to fly to Egypt instead of taking a bus if the 
airfare were cheap enough. Although JA will focus on this 
niche of traveler 

a certain amount of V'stolen passengers" who will be attracted 
by fares as much as 50% below Kuwait Airways. Airfares in 
and out of Kuwait are high 
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competition will force prices downward; he noted Kuwait 
Airways\'s announcement that morning that they will cut fares 
by 50% on the routes to be flown by JA. 

LEBARON 
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the Israeli Government 

take steps to ease the daily plight of the Palestinian 
people. The statement came in the wake of travel 
restrictions imposed on the Palestinians by the IDF 
following Sunday's terrorist attacks in the West Bank. 
The media quoted McCormack as saying 

that all sides take into account the potential 
ramifications of whatever steps that they do take and 
keep their eye on the ultimate objective which we all 
know and all sides share of two states living together 
side by side in peace and security.\" According to 
Yediot 

\"small\" terrorist attacks. Jerusalem Post quoted 
Foreign Ministry Spokesman Mark Regev as saying: V'In 
Israel 

against Israeli civilians. We want to send a very 
strong and sharp message to the Palestinians 
temporary suspension of talks is that message. V 


Maariv and Israel Radio reported that the IDFVs Central 
Command is expanding its plan to build separate roads 
for Israelis and Palestinians in the West Bank 

order to achieve a complete separation between the two 
populations in the territories. 


Leading media reported that at their meeting in Paris 

on Tuesday 

denounced the flow of illegal weapons and terror groups 
into Palestinian refugee camps in Lebanon. Jerusalem 
Post reported that over 240 Fatah activists in the Gaza 
Strip resigned on Tuesday V'in a move that is likely to 
deepen division in Abbas\'s ruling party." 


Major media cited a story in the German weekly Der 
Stern 

assassination of former Lebanese PM Rafiq Hariri has 
found that Syrian President Bashar Assad\'s brother-in- 
law and Syrian intelligence chief Gen. Assef Shawkat is 
the main suspect in the murder. Israel Radio also 
reported that today 

Larsen will present to UN Secretary-General Kofi Annan 
a report about Syria\'s continued involvement in 
Lebanon. 


HaVaretz reported that NATO and Israel agreed in 
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principle to post a senior IDF navy intelligence 

officer permanently at the military alliance\'s southern 
headquarters in Naples. The deal is yet to be approved 
by the GOI. 


Maariv reported that Noam Chomsky 

linguistics expert and critic of U.S. and Israeli 
foreign policy 

intellectual 

by the British magazine Prospect/Foreign Policy. 


HaVaretz 

Levy 

disappeared after traveling to Athens on business more 
than a week ago. Levy entered Greece on his U.S. 
passport. HaVaretz reported that the Greek police 
believe that the motive behind his disappearance could 
be either nationalist or criminal 

investigating all possibilities. HaVaretz wrote that 

the U.S. Embassy in Athens is also taking action to 
find the missing man. 


Yediot reported that the annual Corruption Perceptions 
Index of Transparency International 

devoted to combating corruption 

on Tuesday 

countries 

clean and 0 V'highly corrupt). Yediot notes that 
Israel ranked 18th on the list in 2002 

grade. 


All media reported on 
Iraqi president Saddam Hussein\'s trial 
start today in Baghdad. 


Maariv cited a Washington Post story 

which the Israeli company Foxcom is suspected of 
involvement in a corruption scandal in Washington. 
According to The Washington Post 

280 

in order to install antennae on the roof of the U.S. 
Congress. 


All media reported that the first case of avian 


influenza was reported in Greece 
possibility that the pandemic could reach Israel. 
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Summary: 


Independent 

\"Israel ... is obligated to use an appropriate degree 
of caution fighting terrorism. Such an attitude is 
guided not by vengeance for a terrible terrorist 
attack 

Palestinian partner that will be capable of replacing 
Israel in this war.\" 


Veteran op-ed writer and assistant to the late prime 
minister Yitzhak Rabin Eytan Haber opined in the lead 
editorial of mass-circulation 

Aharonot: \"Arik Sharon handed [the Palestinians] a gift 
on a golden platter 


Conservative 

\"Abbas should be told 

real action 

critical test of America\'s resolve to defeat terrorists 
-- not just some terrorists 


Nationalist 
U.S. administration does not care for the Israeli 
norms 


Block Quotes: 


|. \"A Partner in the War on Terror\" 


Independent 

(October 19): \"In the absence of magical solutions to 
eliminate terrorism 

to reinstate harsh measures that were in practice 

during the worst days of the Intifada 

Palestinians from driving on main roads in private 
vehicles.... These measures rely on the assumption that 
there is nobody reliable on the Palestinian side 

that apparently also will be the assessment Abbas hears 
in his upcoming meeting with the President of the 
U.S.... Abbas\'s difficulties in thwarting all attacks 

while the occupation remains in effect throughout the 
West Bank do not call for Israel\'s forgiving attitude 
toward terrorists 

worthy partner in the anti-terror campaign: a partner 
who appears to be willing to adopt the old adage that 
you should fight terrorism as if there were no peace 
process 

were no terrorism. Israel 
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the political developments in the territories in recent 
months 

degree of caution fighting terrorism. Such an attitude 
is guided not by vengeance for a terrible terrorist 
attack 

Palestinian partner that will be capable of replacing 
Israel in this war.\" 

II. "What a Messed Up People (the Palestinians) V 


Veteran op-ed writer and assistant to the late prime 
minister Yitzhak Rabin Eytan Haber opined in the lead 
editorial of mass-circulation 

Aharonot (October 19): \"Beyond the tragedy of the 
Etzion Bloc 

whom we did not choose 

years of terror and blood 

missing every opportunity to establish a state 

appear as a collection of gangs with no law and no 
judge 

Supreme Court justice in his own right. A band of 
corrupt officials and money gatherers 

be their government and authority looks more like a 
circus performance in a madhouse. One cannot help but 
mull over their bitter fate: what a messed up people. 
How is it that they did not succeed in producing a 
leader -- one 

darkness into the great light. Arik Sharon handed them 
a gift on a golden platter 

him.\" 


lll. “Мо More Excuses\" 


Conservative 

(October 19): \"Once IsraelVs guard is lowered 

carnage can only be expected. The only surprising 
aspect about Sunday\'s slaughter was that it didn\'t 
occur earlier. The PA claims 

to have foiled 17 terror plots. But there have been 
numerous attempts 

preempt via operations that only earned it vehement PA 
condemnation and international rebuke. However 
number of roadblocks abandoned and Palestinian traffic 
unhindered 

would run out.... Just as it is naive to believe that 
groups like Hamas can be talked into disarming 

naive to expect Abbas to do more than talk unless he is 
forced to do so. More lives 

Palestinian 

no choice but to take the admittedly difficult steps he 
has been avoiding to date. The United States and 
Europe 
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assistance 

excuses are no longer acceptable. Abbas should be 
told 

will not be propped up. This is a critical test of 
America\'s resolve to defeat terrorists -- not just some 
terrorists 


IV. "With Thanks to the United States\" 


Nationalist 

19): “Тһе U.S. administration issued a statement that 
contains implicit criticism of the restrictions imposed 
on Palestinian movement on the roads of Judea 

and Gaza [i.e. the territories] 

[criticism] of the policy that separates Jewish traffic 
from Palestinian traffic. Restrictions on Jewish 
movement in Judea 

years 

the US administration behaved this way 

Israel should adopt the American norms in this area 
for example [those in force] in Iraq and Afghanistan. 
In these countries 

roadblocks shoot every day 

civilians who approach the roadblocks. This U.S. 
policy does not exist only in regions of tension. For 
example 

Philippines against the American presence 
Americans announced in advance that at certain points 
demonstrators who approach the fences of the bases 
would encounter live fire. They indeed approached 
indeed encountered. Therefore 

administration does not care for the Israeli norms 
perhaps we should adopt their norms. V 


Chief Economic Editor and senior columnist Sever 
Plotker wrote in mass-circulation 

Aharonot: \"Will the Americans be forever able to eat 
other peopleVs savings? Of course they wonVt. V 


Block Quotes: 


\"It\'s the Economy 
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Chief Economic Editor and senior columnist Sever 
Plotker wrote in mass-circulation 

Aharonot (October 19): V'Contrary to everything that has 
ever been taught about development economy 

has become the rich United StatesV greatest financial 
provider.... The U.S. economy has never been as 
dependent upon the good will of the senior officials of 
the Chinese Communist Party and the [Persian Gulf] 
emirates.... If the Chinese change their ways and 
decide to buy dollars 

representative on earth -- Alan Greenspan -- will be 
able to save the dollar from a debacle.... Will the 
Americans be forever able to eat other peopleVs 
savings? Of course they won\'t. The inevitable 
adaptation will happen. The standard of living in the 
U.S. will have to decline. This means tightening belts 
... cuts 


JONES 
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of helping a friend buy airplane tickets for the group. But 
for now Soto remains suspended both from his official post 
and from the Central Committee of the ruling PLD. Two 
subordinate Migration officials are suspended for their role 
in facilitating airport formalities for persons bearing the 
false documents. 


(SBU) The Dominican Municipal League (LMD) 

that passes central government funds to city governments for 
most of their operating revenues 

its controversial and politically ambitious secretary general 
Amable Aristy Castro 

investigation. Aristy announced that 39 persons on a list of 

72 suspect city councilmen sent by the AG\'s office were not 
on the LMD\'s rolls and were presumed to be false. Some 
commentators discounted these forthcoming gestures by V'Mr. 
Moneybags on the municipal corruption circuit." Aristy is a 
former speaker of the lower house of Congress who aspires to 
run for President from the opposition PRSC in 2008; his 
daughter is the successful mayor of the eastern city of 

Higuey. LMD Technical Sub-secretary Amaury Guzmn was one of 
those arrested and charged for collusion with the city 
councilmen. 


(SBU) At least one senior official has defied investigators 
and engaged in a test of wills with the district attorney. 
Central Election Board (JCE) president Luis Arias 

court controls not only the national election machinery but 
also the civil registry offices and issuance of identity 
documents 
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access to any of the registry offices or archives. Arias 

cited a law dating from before the JCE had jurisdiction over 
the registry. 

(U) In another indication of disarray in the registries 

majority of the nine JCE judges voted October 13 to remove 
from office whistle-blowing registrar Luis Felipe Rodrguez. 
Rodrguez had been running an efficient registry in the 
twelfth district of Santo Domingo 

the press the widespread practice of other registry officials 
of pocketing fees for documents that by law should have been 
issued free of charge. The JCE said it had fired Rodrguez 
for \"indiscipline\" and V'the needs of the service." Leaders 
of all three big political parties and civil society 

criticized the JCE for what they characterized as its hasty 
action in removing Rodrguez. 


(U) Civic groups 

(CitizensV Participation 

studied the situation in the registries and are calling for 
reforms. The JCE has again announced plans 
development for years 

registry. The issue will become acute as the Dominican 
Republic prepares for the May 2006 Congressional and 
municipal elections 

identification cards (cedulas) to vote. For now 
prevailing practice is that a notarized certificate from a 
registry is required for many government actions 
registering children for the new school year 

document is valid for only three months. 


(SBU) The stark truth is that as many as 20 percent of the 
Dominican population -- 1.8 million persons -- lack identity 
documents. The registry\'s inefficiencies 

arbitrary administration 

points in the verdict of the Inter-American Court of Human 
Rights against the Dominican Republic brought on behalf of 
two Dominican children of Haitian ancestry. Commissioner of 
Justice Alejandro Moscoso 

acknowledged to the press on October 17 that the civil 
registries \"have been rife with disorder and corruption for 
many years -- they\'re a real chaos." 


(U) El Caribe portrayed the realities in its October 17 
editorial: 


\"Being a civil registrar in this country is one of the most 
prized aspirations of many petty politicians who don\'t 

qualify to be legislators 

They work in tiny offices with standing room for two or three 
persons and suffer the heat and body odor of a growing mass 
of people who seek personal documents. They earn meager 


Column 3 
salaries 
be aregistrar? Not for the salary; for the income. 


V'The civil registries charge extraordinary fees for almost 
all services 

provided gratis. Those funds don\'t go to the National 
Treasury 

some cases 


V'It is sad to see long lines of poor and very poor people 
standing in the rain or under the hot sun 

semi-literate employee or secretary to try to locate a birth 
or marriage certificate or verify data in the records. 

\"No government since Trujillo has been concerned about 
eliminating this indignity 

Dominican citizen. In other words 

has ruled the country has had any interest in resolving the 
problem. V 

(U) 2. Drafted by Bainbridge Cowell. 


(U) 3. This piece and others in our series can be consulted 
at our SIPRNET web site 
http://www.state.sgov.gov/p/wha/santodmingo along with 
extensive other material. 
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decree" directing that government procurement above defined 
ceilings be carried out through an open bid 

process 


- - Illegal narcotics -- The Ambassador showed the President 

a chart of tracks of recent drug flights 

from Venezuela; the Ambassador compared them to a Venezuelan 
attack on the Dominican Republic. 


- - Police training program - - Concern that Secretary of 
the Interior Almeyda had not been supportive of 
plans for USG (INL)-funded police training activities 


- - Cubavs activities in the Dominican Republic 


- - Preview of the SOUTHCOM-organized assessment of 
management of the border with Haiti 


- - Recent interruptions to express courier service due to 
forceful Customs interventions 


2. (SBU) Fernndez raised the OAS General Assembly 
will take place in Santo Domingo in June 
2006 
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3. Detail follows: 


(SBU) Millennium Challenge Corporation Funding: The 
Ambassador explained that the Dominican 

Republic was unlikely to be chosen for MCC funds this year 
based on its ranking on a series of indicators 

compared to other lower middle income countries. He provided 
a list of the formal indicators used to rank 

countries 

competitiveness had dropped significantly in 

the past year. U.S. officials suggested that the 
administration could work to show it had the political will 

to 

improve 

better prospects in 2006.  Fernndez said he had 

wanted to put together a committee of people to work on this. 
He asked the Ambassadors opinion about a 

possible chair for the committee and suggested Andres van der 
Horst of the Competitiveness Council or 

Technical Secretary of the Presidency Temistocles Monts. 
U.S. officials suggested that as a senior 

administration official Montas might be a better choice. 
Fernndez said he would name Monts to head the 

committee. 


(C) HIV/AIDS: Fernndez commented that the Dominicans need to 
be concerned about HIV/AIDS because 

neighboring Haiti has high rates. The Ambassador pressed 
Fernndez to get his officials to deliver results 

from the phase 1 grant from the Global Fund of USD 14 million 
so as to qualify for a Phase 2 grant of USD 

37 million. | Fernndez expressed disappointment at hearing 
the program was functioning slowly. He said 

that he had thought that director of the anti-AIDS program 
COPRESIDA Alberto Fiallos would be more 

efficient than his predecessors. 


(SBU) Electricity Sector: Fernndez said he expected energy 
to be very expensive for about two weeks. 

VIf the price can get down to USD 60/barrel after that 

can manage.\" He planned to make budget 

adjustments in the last quarter of 2005 to cover the higher 
costs. Fernndez considered that the 

government could not pass along higher LPG prices to 
customers because that could provoke unrest. 

Fernndez said that in addition to the recent price shock 

the Dominican Republic faces a problem with 

inefficient distributors in electricity. Separately 

noted that the publicly owned distributors were not 

meeting IMF/World Bank targets on cutting losses via improved 
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collections 

for government-owned regional distributors Ede-Norte and 
Ede-Sur had been hired. Fernndez said had 

given up on the idea of buying the two coal plants the 
government had been considering after learning that 

the seller was less than reputable. Instead 

would issue an international public tender for 

coal plants to be constructed in 2007. 


(C) Ethics Commission: Commenting on the abrupt resignation 
of technical director of the new Ethics 

Commission Gustavo Montalvo in August and later press reports 
of differences between the Commission 

and the director of the presidency\'s office for information 
services (OPTIC) Domingo Tavarez 

said that since OPTIC had been looking at acquiring Microsoft 
systems 

been malfeasance in regard to the briefly published request 

for bids to furnish an \"electronic portal for 

government.\" He said he had felt embarrassed by the need to 
suspend the tender and to ask for an Ethics 

Commission review. Fernndez commented that Montalvo had 
been unhappy anyway and had thought he 

was in charge of the e-government initiative. Fernndez 

said Montalvo had previously quit other 

assignments when unhappy. 


(SBU) Draft \"Bridge Decree on Government Procurement." The 
presidency has been holding since 

March a draft decree that would require government agencies 
to use public bidding process to acquire all 

goods 

restricted amounts. Fernndez said he wanted 

to hold a seminar in the next 15 days or so with government 
entities that would have to implement the 

decree. The seminar would explain the changes and officialsV 
responsibilities under the new process. As 

soon as everyone understood 

it. He anticipated needing 6-7 months to 

establish all of the institutions needed for full 

implementation; even so 

structure in place and ready to go at the time the CAFTA 
agreement goes into effect. 


(C) Police Assistance/Almeyda. The Ambassador raised his 
concerns that recently announced programs 

of cooperation with the John Jay College of Criminal Justice 
in New York might distract from the NAS- 

funded basic training activities for the National Police. 
Fernndez expressed his strong interest in 

Dominican cooperation with John Jay 
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Department 

exclusion of the USG-financed program. He inquired whether 
the USG might be able to fund the John Jay 

program. He said recognized that Secretary Almeyda\'s abrupt 
manner had caused some problems; he was 

aware 

Dominican police chief in front of subordinates. 

Fernndez said he was \"working on the Almeyda problem." 


(C) Cuban Assistance. The Ambassador inquired about rumors 
that Cuba might be seeking involvement 

in police work and training. Fernndez said emphatically 

that Cuba was not doing any political 

\"sensitive\" training 

come through him. 


(SBU) The President said Cuban assistance is accepted only 
for non-security 


- -Adult literacy - under Cuba\'s program 
taught to read in 7-8 weeks 


- - Providing copies of their educational curricula K-12 

curricula in math 

the Dominicans can compare them with the national curriculum 
and that used in New York state. The 

Education Ministry has already compared the national 
curriculum with that of New York. 


- -Training of teachers 


- - Eye care - originally 
travel to Cuba 
Cubans to train Dominicans here. 


- - Assistance in the area of preventive medicine at the 
primary care level 
for the already overflowing Dominican hospital system 


- - Certain kinds of natural disaster assistance (forestry 
etc). Fernndez said that he wants Dominican 

technicians to understand what Cuba does in this area and 
how. The Ambassador referred to the USG 

programs in this area 

provide training in meteorology. Fernndez said 

he would be interested in forming an alliance with Florida\'s 
hurricane center. 


(C) Illegal Narcotics: Fernndez said he had named lawyer 
Vinicio \"Vincho\" Castillo his adviser on 
counter-narcotics and wants Castillo to develop strategy and 
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policy for fighting illegal narcotics trafficking. 

He commented said that the National Anti-Drugs Agency (DNCD) 
needs to be cleaned out again. The 

Ambassador showed Fernndez a chart of recent air tracks 

from Venezuela to the Dominican Republic and 

compared the situation to a Venezuelan attack on the 

Dominican Republic. Fernndez looked and listened 

without comment. 


(C) Haiti. The Ambassador again expressed USG concern about 
Haitian nationals residing in the 

Dominican Republic while seeking to destabilize the Haitian 
elections. 


(SBU) Border Assessment: The Ambassador noted that the 
assessment of the Dominican-Haitian border 

based on extensive fieldwork in July coordinated by the U.S. 
Southern was almost ready. Its 

recommendations would offer an opportunity for fundamental 
change. 


(SBU) Express mail companies: The President and Ambassador 
reviewed the conflicts and changes that 

had resulted in a four-day suspension of Customs clearing 
services for all express mail companies 

the major international firms UPS 

reaffirmed that Customs Director General 

Miguel Cocco is capable and a man of integrity. He commented 
that the suspension was bad for the 

country\'s image. Fernndez had heard of the conflict while 

he was in the United States. The Ambassador 

said that honest U.S. companies should not be penalized for 
the suspect behavior of others. 


(SBU) OAS General Assembly: Fernndez said he wants to 
propose the theme of V'Digital Solidarity\" for 

the June 2006 general assembly meeting to be held in Santo 
Domingo. His concept is to pursue a plan to 

get financing to provide more individuals access to the 
Internet. 


(C) A new Dominican Repuiblic: At the end of the two-hour 
conversation 

the Dominican Republic was still in a painful transition 

he was having to deal with many problems 

simultaneously. \"It will take a long time - more than 
another 4 year term or two - to create a modern 

Dominican Republic. He felt very alone 

there was not yet a critical mass of people 

committed to public service with experience in running a 
modern government. Technical Secretary 
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Temistocles Montas 

Advisor Pina Toribio were three who did 

understand and who formed the core of his team dedicated to a 
modern state. 


(C) As for himself 

democracy and to establishing a modern 

Dominican state. He said he identified with the United 
States 

understood perfectly the importance of the bilateral 
relationship. 

BRINEMAN 
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that could work either for or against the U.S. position 
depending upon the interpretation of those charged with 
implementing it. 
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(BUT NOT POLITICS) 


REF: A. NEW DELHI 8073 
B. NEW DELHI 7990 
Classified By: Charge Robert Blake 


1. (C) Summary: Terrorism aside (Ref A) 

vibes of disaster diplomacy are resonating well in India. 

The GOI warmly welcomed MusharrafVs October 18 decision to 
permit \"апу amount" of Kashmiris from J&K to cross the LoC 
into Pakistani Kashmir to assist with earthquake 
reconstruction and meet their relatives. Some Indian 
Kashmiris are now preparing to cross over to join relief 
workers 

River on quake-created bridges. New phone services linking 
Kashmiris are also widely hailed for further expanding 
people-to-people interaction. As much as diplomacy is 
boosted 

October 18 terrorist attack on a secure VIP residential 
enclosure 

unabated -- although Kashmiris insist that relief should come 
first 

destruction 

of a \"soft\" LoC 
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which promises a chance for more normalized relations down 
the road. End Summary. 


Freer Movement Across the LoC 


2. (C) The GOI was upbeat over Musharraf\'s announcement of 
softening the LoC to allow freer travel by Indian Kashmiris 
into Pakistani Kashmir 

transportation routes. MEA Spokesman Navtej Sarna 

GOl\'s quick and positive reply to the initial news of the 
announcement 

\"advocacy of greater movement across the LoC 

admitted that V'practical details\" remain to be solved. He 
also reminded journalists of the GOIVs offer earlier this 

year to create with the GOP special zones along the LoC for 
divided families to meet. PDP President Mehbooba Mufti said 
separately that her party is ready to move fast on 
cross-border assistance" and Editor of the Urdu-language 
weekly \"Chattan\" Tahir Mohiuddin told us that MusharrafVs 
declaration was \"welcomed by all.\" 


Creative Kashmiris Already Voting with Their Feet 


3. (C) According to Mehbooba 

is facilitating cross-LoC travel. The earthquake dislodged 
boulders that fell into the river 

villagers -- apparently unopposed by security forces on 
either side -- as a literal bridge across the LoC. 


Can You Hear Me Now? 


4. (C) In response to moderate separatist leader Mirwaiz 
Umar Farooq's call for telephone connectivity across the LoC 
(which had been \"switched off" since 1991) 

October 18 directed the Department of Telecommunications to 
set up four Telecom Facilitation Centers in Srinagar 

Uri 

relatives in Pakistani Kashmir starting from October 19. For 
the first two weeks 

All four centers are located in or near police facilities 
apparently to better protect them against possible terrorist 
attacks. A top GOI contact told us this was a personal 
decision of the PM. The several Hurriyat members who talked 
to us after these centers became operational hailed them. 

Our contacts in Srinagar report that 

only offer trunk calls that need to be booked in advance. 


5. (C) MusharrafVs statement that mobile phone service will 
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be allowed in and out of Pakistani Kashmir will also improve 

the diplomatic vibes. Many Indians already rely on mobile 
phones 

make mobile phone service a more immediate link than awaiting 
restoration of landline service. 


Home Secretary Reviewing Security 


6. (U) Home Secretary VK Duggal is in J&K October 19 
reviewing security in the wake of the October 18 terrorist 
attack on a secure VIP residential compound. Before his 
departure 

intelligence services continue their investigations and would 
examine al-MansoorianVs claim of responsibility. 


Domestic Politics Remains Virtually Unchanged 


7. (C) Press speculation continues unabated on whether the 
earthquake and its aftermath would allow PDP Chief Minister 
Mufti Mohammad Sayeed to stay in place 

his position in November as planned under the PDP-Congress 
election pact. However 

Habibullah (strictly protect) on October 19 told us that 
Congress leader Sonia Gandhi responded curtly when he briefed 
her on J&K Finance Minister Muzzafar Beg\'s lobbying on 
Mufti\'s behalf: What has Mufti done for the nation 

Congress Party" was her response. Habibullah explained that 
Mrs. Gandhi continued to hold a grudge against Mufti for his 
decision to abandon Rajiv Gandhi in 1989 and support the VP 
Singh government (1989-1990). \"She is very Italian 
Habibullah commented 

for those who cross her family. In the meantime 

uncertainty over the transfer of power in Srinagar keeps the 
rumor mill producing at full steam. 


8. (C) On a positive note 

Abdullah told us that most Kashmiris have put politics aside 

to help with relief work. Abdullah and Mehbooba each thanked 
us for USG aid that is arriving through NGOs 

Abdullah also denounced the GOI policy of refusing direct 
bilateral assistance as \"stupid.\" 


Observations of QuakeVs Long-Term Impact 


9. (C) Habibullah also shared with us his judgment that the 
earthquake will cause more political and social change on the 
Pakistani side of Kashmir than on the Indian side. He noted 
that the Indian sectors hardest hit 
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already predominately Indian Army-run areas where civil 
authority was largely inactive and ineffective and the state 
government maintained a minimal presence (which is why the 
Army has the lead on relief and reconstruction). Habibullah 
predicted that the quake would have a more dramatic long-term 
impact on Pakistani Kashmir. 


Comment: Plus Ca Change ... 

10. (C) It is perhaps axiomatic in Indian (and broader South 
Asian) politics that disaster brings together those most 
closely affected 

from the distance of Delhi remain focused on their own 
political calculations. We would not be surprised to see a 
rush of Kashmiri politicians cross the border to offer 
assistance 

leader Yasin Malik (Ref B). They do so out of a genuine 
desire to help 

camera 

itis early to predict how this will play out 

widespread sense here in Delhi that aside from its geologic 
impact 

underneath the Kashmir issue. The PM is using the earthquake 
to advance his vision of an increasingly permeable LoC that 
ceases to be the central issue of the dispute. Kashmiris 
themselves have enthusiastically embraced this vision 
providing a window of opportunity for future progress toward 
normalization of life across the erstwhile state of J&K. 
BLAKE 
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influenza. The GOP faces a stiff challenge in disseminating 
information and enforcing the new regulation on keeping 
poultry contained and banning the sale of live birds. The 
Polish countryside is expansive and the extent to which local 
veterinary authorities will be able to conduct adequate 
monitoring remains to be seen. The migratory patterns of 
birds wintering to the South will most certainly mean that 
some potential carriers of H5N1 will pass through Poland next 
spring. Though it seems unlikely 

virus has already passed through Polish territory 

suspected outbreaks have been detected. On the bright side 
most of Poland\'s poultry is produced by large-scale 
industrial farmers with modern facilities that are operated 
entirely indoors. GOP officials confirm that these farmers 
are taking appropriate precautions. End comment. 

ASHE 
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coopted or they're infiltrated 

5. (C) The economy was another area of focus. Porias said 
that Belarusian President Alexander Lukashenko had been 
relatively successful in buying a certain level of popular 
support by propping up the economy. In this connection 
Porias said he was interested in discussing the consequences 
of Russian membership in the World Trade Organization for the 
Belarusian economic situation. 

6. (C) The views of Belarus\' neighbors was important 

Porias agreed with the U.S. approach in this regard. He said 
Russia\'s interest was primarily in stability 

starting to hear talk among Russian policy makers that 
Lukashenko may not 

in Belarus. It would be important to maintain a close 
dialogue with the Russians 

personal relationship between Lukashenko and Russian 
President Vladimir Putin was not terribly good -- in fact 
Lukashenko had a much better personal relationship with 
Ukrainian President Viktor Yushchenko. Porias agreed with 
our view of the need to engage with countries which neighbor 
Belarus and which have gone through a transition to 
democracy 

7. (C) Porias argued for the Austrian position that it is 
important not to isolate Belarus 


Lukashenko free rein to continue his anti-democratic policies 
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inside the country. Instead 


process of dialogue. Porias pointed to the Central European 
Initiative 

for such dialogue. That said 

Lukashenko -- he agreed that the main thrust of a Belarus 
strategy had to be pressure for a democratic transition. 

van Voorst 
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Council (CNE) (ref a) to conduct an audit of the electoral 
register. CAPEL has refused to discuss the terms of the 
audit with anyone not participating 

obligations to the CNE. It appears 

relying heavily on CNE access 

conduct what had been billed as an independent study. As a 
result 

audit under restricted conditions 

participation until CAPEL explains its methodology. 
Meanwhile 

observing the audit and had considered performing a special 
study to complement CAPELVs work. 


3. (C) On October 11 

Program Director of the Interamerican Institute of Human 
Rights (IIDH) 

said the study would likely conclude the electoral registry 

was fundamentally flawed 

and did not occur during President ChavezVs presidency alone. 
He noted 

Office\'s (Onidex) birth records were so incomplete that the 
existence of 80 percent of the voters in CAPELVs sample could 
not be verified. When CAPEL warned the CNE of this problem 
the CNE directors at first tried to blame CAPELVs 

methodology 

the voters whose records could be found. CAPEL agreed to the 
CNE\'s suggestion and found that 

records consisted only of the person\'s name on a piece of 
paper with an Onidex official's stamp. The auditors also 
continued to examine the list of voters with missing birth 
records to determine any patterns and have found that most 
problems lay in rural areas. 
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4. (C) Contrary to what IIDH Executive Director Roberto 
Cuellar told PolCouns September 26 

inadequate records and CNE foot dragging in handing over 
material would delay CAPEL\'s report for several weeks. In 
fact 

until October 9 and technicians will probably not finish 
processing the information until October 15. He speculated 
that a preliminary report 

time in November 


5. (C) During last week\'s meeting between Cuellar and CNE 
leaders to iron out the auditorsY problems in getting access 
to material 

mishandling the report. (Note: Cuellar told PolCouns 
September 26 that CAPEL was concerned that the CNE would 
publish only the favorable sections of the report.) Cuellar 
said the CNE had three options: publish the report in its 
entirety 

Cuellar encouraged the CNE to publish the report 

be the best solution 

be unwise but within the organizationVs discretion. 

However 

option a breach of good faith and would distribute the report 
itself. After that warning 

publish the full final report. 


6. (C) Emboffs have met with representatives from several 
organizations in the past few weeks that have expressed 
concerns about CAPEL\'s audit. On October 14 

Maria Corina Machado told the Ambassador and PolCouns that 
CAPEL appeared to be relying on CNE selected staff to carry 
out field work 

In addition 

has found several potential methodological problems 
including the possible exclusion of new voters from the audit 
and uncorrected biases in its random sampling method. NDI 
Program Officer Carlos Claramount 

third-party audit observer Ojo Electoral 

visiting NDI technical advisor told Ojo that he had found 
similar errors in CAPEL\'s methodology 

make it impossible to define the study\'s margin of error. 


7. (C) On September 30 Robert Ansuini 
who worked on the electoral registry 
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found several defects that could potentially allow the CNE to 
pad the voter rolls undetected. According to Ansuini 

CNE used to issue each state new voter identification 
(\"cedula\") numbers based on their projections of new 
registrants for the year. The cedula numbers that were not 
used were dropped from the system and the new numbers would 
start where the last series ended. Ansuini alleges that 

older citizens who have registered to vote in the past two 
years are receiving the previously discarded cedula numbers 
from their birth year instead of a number from the year they 
actually registered. Ansuini said he had raised this issue 
with the CAPEL team 


8. (C) Opposition political parties continue to criticize 
CAPEL\'s unwillingness to explain its methodology and on 
September 13 sent a letter to CAPEL requesting a suspension 
of the audit until the opposition is included. As in 

poloff's previous meeting (ref b) 

decision to deal only with the CNE as complying with a 
contract with a member organization and denied that such a 
relationship meant CAPEL was biased toward the Venezuelan 
electoral board. Valverde was highly critical of the 

opposition and qualified their choice not to observe the 

audit as a grave strategic error and a huge waste of an 
opportunity. Valverde acknowledged the opposition\'s 
observers would have been participating under severe 
restrictions 

sufficient insight into the quality of the governmentVs 

records. Valverde said the opposition\'s complaints about not 
knowing the audits parameters were untrue as CAPEL had 
called a meeting September 8 to explain its plans 
opposition\'s sole representative walked out before the 
meeting began because CNE officials were not present. 


9. (C) Despite suspected flaws and biases in CAPEL\'s 
methodology 

with the electoral registry that suggest meaningful elections 
using the current voter rolls are doubtful. However 

and IIDH representatives have made strong statements about 
holding the CNE accountable before 

them when tested. Therefore 

contain as strong a rejection of the registry\'s unreliability 
as Valverde implies it will. Valverde\'s and the oppositionVs 
criticism of each other have some merit. Both sides have 
forfeited a golden opportunity to ensure a more balanced 
election by outing CNE misconduct and ineptitude 
communication and CNE manipulation will keep the audit 
shrouded in unnecessary mystery and likely undermine any 
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potential utility of the report. 
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5. (SBU) The SLM conference planned for late October 

in Darfur is still on track. Various versions exist of 

who 

the planning commission and others acknowledge that an 
attempt was made to have all groups represented in the 
planning stage. Some 

Khamis 

Minawi 

conference earlier in Kofra - as agreed to by the 

others. Chadian President Deby has told Abdel Wahid 

and some members of the International Community that he 
will try to convince the three leaders to go to Chad 

for a meeting 

apparently would be a prelude to Deby\'s idea of a 

broader SLM Conference to be convened by him in Abeche 
or elsewhere in Chad. Many members in Abuja back this 
suggestion 

favorites right now and may not attend. 


6. (SBU) An air of frustration and almost fear hangs 
now over the SLM here. All acknowledge the need for a 
general conference soon. Most do not believe the 
conference planned to be held within the next few days 
is a Mini affair or a Zaghawa plot - especially since 

the co-chairmen are from the Massaleit and Bergit 
tribes. An emerging plan 

that this conference is held 

the leadership remains intact for an interim period 

while the movement is organized. That would remove the 
threat of removal from Wahid especially 

breathing space in which to structure the SLM 

hopefully keep it united 

of negotiators acceptable to all factions. 


7. (SBU) The talks are bogged down but not broken. If 


Column 3 

the next round is to be successful 

should limit numbers from all parties and consider the 
venue. A stream of researchers 

representatives from NGOVs and even the Holocaust 
Museum competed for time with the parties 

from the negotiations. Current AU planning is to limit 
the delegations to 30 members each 

and efficiency reasons. In addition to expected 
intensive efforts to try to resolve the problem of a 
weak 

from international partners 

attempts toward capacity building especially for the 
movements. The planned Norwegian/World Bank wealth 
sharing training workshop in Nairobi the week of 
November 8 

anticipated negotiators 

the sorts of efforts which might help. On a different 
tack 

representative of the GNU with prominent SPLM 
participation would make a difference. The movements 
even come close at times to insisting on it as a 
condition for negotiating with the GOS 

an issue that can be resolved in Abuja or by the AU. 
Salim plans to reconvene Round 7 on November 20 
working to and through Christmas if necessary. 
Everyone knows that it will take that long and longer 
to get the comprehensive agreement which is needed. 
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liveliest and most comprehensive Arabic-language forum for 

political and social discourse in the country 

and personalities rarely addressed in the conventional media. 
While not totally free 

opinion 

window into the hot topics and unvarnished views of the day. 

This edition of Oman Online contains the following topics: 


-- IraqVs Draft Constitution 

-- Oman\'s History In East Africa 
-- Loud Imams In Salalah 

-- Sheikh Khalifa\'s Gift To Oman 


End summary. 


2. The entire text of the draft Iraqi constitution was posted for 
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al-Sablah\'s readers 

20 responses) took the opportunity to criticize the document 
article by article. \"This so-called constitution was written by 
American Jews 

before the occupation - and was approved by the 2002 London 
conference of Iraqi opposition leaders under the supervision of 
U.S. Ambassador Khalilzad 

in 

For a constitution to be successful 

freedom and security 

Iraq.\" 


3. Although some respondents supported the referendum 
strongest comments came from those opposed to the constitution. 
\"Anybody who thinks a unified Iraq will result from this 

ratification is mistaken. There will just be a number of small 
states in conflict 

happened in South Yemen during the British occupation 150 years 
ago 

constitution is an example of "Divide and Rule. Curse the 
drafters of this constitution and those who have paved the way 

for it. V" 


4. Oman\'s imperial history in East Africa surfaced as a topic on 
the Internet message board 

responses. A debate ensued over Oman\'s legacy in the region 
with contributors citing slavery and Islam as the SultanateVs two 
main exports. V'The majority of Omanis who immigrated to Africa 
did so with the purpose of establishing trade and commerce. 
Unfortunately 

than bringing over science or culture 

carnation plants to Zanzibar in the hope of making money 
offered one writer. Another lamented 

of the Omanis during their rule of Zanzibar. This type of human 
trade is abhorrent to Islam in particular and humanity as a 
whole." 


5. Others defended Oman\'s record: V'The Omanis were certainly 
interested in trade and expansionism 

neglected the mission of Islam. The good reputation of the 
Muslims always preceded the conquering forces. The people of 
East Africa were influenced by the nobility of Islam 

why they still embrace it willingly today. V 
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6. Continuing on the theme of Islam 

that an imam in Salalah had turned up the volume on his mosque 
loudspeakers to intolerable levels. V'In order not to cause 
problems for both children and sick people 

Ministry of Awqaf and Religious Affairs to intervene and keep the 
volume at a moderate level 

viewed the topic 

mosques in our country 

loudspeakers to find them to pray." Another said 

Muslims living near the mosque 

privacy and feelings.\" Others disagreed: \"What a beauty it is 
that our children wake up to a voice saying 'God is Great.\ It 

is strange 

the broadcasting of prayers is a disturbance. V 


7. In a popular topic that provoked 1 

an author asked "What happened to the RO 100 million gift 
(roughly $260 million) from the ruler of the UAE (Shaykh Khalifa) 
that was supposed to go towards building a dual carriageway 
(highway) from Nizwa to Salalah?\" Others took up the call: "We 
heard from Dubai and Abu Dhabi TV that the gift was intended for 
the construction of a dual carriageway 

ignored the issue. Is this deliberate 

been put to other uses?" 

8. The conversation then turned to a critique on the tenure of 
Ahmed Abd al-Nabi Macki 

want to ask the president of the UAE if he ever heard Macki 
saying that the funds would be shifted to other destinations 
declared one respondent. Another asked 

what basis can he dispose of Sheikh KhalifaWs donation to the 
Omani people?\" Others became more emotional: \"Isn\'t this a 
suitable time for this man to step down and stop his policies 

that increase the agony of the Omani people every day? Doesn't 
he feel the suffering of his countrymen? The answer is no 
thousand times." 
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recommended the Independent Electoral Commission of Iraq 
(IECI) delay an announcement of final results until they 

invite representatives from all political parties to a 

special investigative session with senior officials. The 

goal would be to reconcile allegations on the spot as a 
means to gain public acceptance of the referendum results. 
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2. (U) In an October 18 interview on Al-Arabia TV 
Spokesman Saleh al-Mutlak accused the IECI of attempted 
fraud. He claimed ICND polling data reflected an eighty 
percent vote against the constitution in Anbar 

Salah ad Din Provinces. He also accused the Iraqi Police 
of taking ballot boxes in Diyala 

intimidating voters at polling sites across the country. 


3. (C) Dr. Hassan al-Bazazz 

Baghdad University Political Science professor 

FSN October 18 that forgery must have occurred in these 
same provinces because the public opinion is \"obviously\" at 
least two-thirds against the constitution. He argued that 
international press reports suggesting that the referendum 
would likely pass has increased suspicions of fraud among 
Sunni Arabs. He predicted violence would increase as a 
result of this perception. 


4. (C) Deputy President Ghazi al-Yawr told PolCouns 
October 19 that there was Kurdish interference in the 
Ninewah referendum process. PolCouns asked for concrete 
examples. Ghazi noted he had only heard allegations from 
his Ninewah contacts but he had no specifics. He added 
that these contacts also were complaining about the 
distribution of polling centers. PolCouns noted that the 

IECI office had worked out locations with the relevant 
security forces. If there were problems with the 

distribution 

office in Ninewah with suggestions for how to improve them. 
Yawr warned that Kurdish-Arab ethnic tension is growing 
around Mosul. The referendum had made this tension worse. 
Yawr mentioned that Saleh Mutlak\'s televised rants hit an 
emotional chord with many of Sunni Arabs who think the U.S. 
in in league with the Kurds. He emphasized the U.S. must 
be seen as impartial or many Sunni Arabs will drift to 

harder line politics. PolCouns took the point and said we 

are urging the IECI to be more transparent by explaining as 
widely as possible what it is doing. Yawr agreed this 

would help. 
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more so than some other countries in the region 

rural households in Malawi 

high disease prevalence and limited livelihood 
opportunities 

in good years most smallholder households struggle to get 
by through a combination of own production 

(ganyu) on wealthier farms or estates 

and/or remittances. Shocks such as erratic rainfall 
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rising food prices 

thus easily push these households over the edge and into 
a food security crisis. 


4. This year Malawi is facing all three of these shocks. 
The 2005 main harvest was the worst since 1994 
combination of poor rainfall and 

sources 

Southern Region 

country 

all smallholder rural households in the south have 
consumed their harvests and are relying on informal 
trading and casual labor for money to purchase food. 
Observations from the USAID team's field visit confirm 
that the hunger season in Malawi is progressing more 
rapidly than usual. Households are already showing signs 
of stress 

foods and mangoes 

day 

benefit from winter crop production 

was also adversely affected by low residual moisture. 


5. The Malawi Vulnerability Assessment Committee (MVAC) 
report released in June 2005 estimated V'missing food 
entitlements\" under two different scenarios. In the 
first scenario 

current rate of inflation (peaking between 19-23 
kwacha/kg) 

4.2 million people requiring 270 

second scenario assumed maize prices rising to South 
African import parity levels (between 31-40 kwacha/kg) 
with a population-at-risk of 4.6 million requiring 

434 


6. Data provided by FEWSNET 

visits by the USAID assessment team 

prices for maize (nearly all of which has come through 
informal trade channels from Mozambique) in southern 
Malawi are approaching V'scenario two!" levels 
significantly higher than the same time last year. This 
is an indication that supplies are more constrained than 
last year 


7. Evidence indicates that nutritional status amongst 
affected populations is deteriorating in Malawi. 
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According to UNICEF 

Rehabilitation Units (NRUs) 

malnutrition 

in 2004. Action Against Hunger\'s (AAH) latest 

nutritional surveillance report also indicates that 

children are V'appreciably thinner" based on z-scores than 
at the same time last year. 


8. The USAID team visited NRUs in Nsanje and Phalombe 
districts. Numerous patients exhibited edema 

indicator of kwashiorkor and resulting from inadequate 
protein and other nutrients in the diet. This raises 
concerns about the content of the household food rations 
being distributed by the WFP and DFID 

consist only of maize. WFP\'s plan does call for 
distribution of cereals 

this will not start until November due to pipeline 
constraints. DFID initially did not plan to distribute 
commodities other than maize 

for DFID to purchase some pulses through WFP or to lend 
from WFP. The outcome of these discussions is not yet 
clear. 


9. The MOH 

nutritional surveys in November in the worst-affected 
districts. While the surveys will provide better 
information on the situation 

identify malnourished children 

immediate term 

NRUs 

clinics 

Health Surveillance Staff also refer cases 

extremely limited. Given the likely deterioration in 
nutritional status over the next few months 

activities and referral systems should be strengthened to 
ensure that cases are identified and treated as early as 
possible. 


10. Although access to sufficient inputs is a chronic 
problem in Malawi 

depleted farmerVs resources (seeds 

it difficult for them to recover. Although nearly all 

farmers have prepared their fields in anticipation of 

planting in November 

or fertilizer. Unfortunately 

on accessing fertilizer through a government-sponsored 
fertilizer subsidy scheme (see para 13). 

11. While UNDP is seeking some USD 34 million for maize 
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seed and fertilizer for 2 million farmers as part of the 
Flash Appeal 

either sustainable or appropriate. What may be more 
appropriate at this point is support to short-cycle 
crops 

cropping season. In addition 

ongoing agricultural support activities is needed. 
Information on the relief community\'s plans to assist 
farmers in the agricultural/livelinoods sector is 
currently lacking (who is doing what 


12. Apart from the GOM 

contributed to the humanitarian response. Major 
contributors are USAID 

Bank 

Food for Peace is planning to provide at least 30 

of food of which 20 

to Malawi. A five year USAID development assistance 
program through a consortium of 9 NGOs is providing a 
further 12 

purchased an option on the South African exchange market 
(SAFEX) to import an additional 60 

of October 1 

effort is close to 255 

2(424 

humanitarian gap of some 169 

assistance is required. 


The government parastatal 

maize to people at the subsidized price of MK 17/kg. 
However 

sporadic and insufficient 

reportedly nearly exhausted. In addition 

insufficient to ensure that the subsidized maize reaches 

the most vulnerable households. The USAID team heard of 
traders re-selling maize from ADMARC depots at the higher 
prices found in the markets in southern Malawi. 


13. The GOM also plans to assist smallholder farmers 
through a voucher scheme to subsidize the cost of 
fertilizer. However 

have reportedly not yet arrived in-country 

concern that farmers will not receive the fertilizer in 
time for planting 

In Phalombe District 

of fertilizer had been received to date out of some 

79 


Column 3 

14. The UN issued a Flash Appeal on August 30 for some 
USD 88 million. The appeal was revised last week to 
include an additional request of USD 10 million for 
nutrition activities 

sanitation 

activities. According to the UN 

the appeal total some USD 50.9 million to date. 
(Comment: The UN appeal was a surprise and involved 
little consultation with stakeholders. The overall 
impression is that 

regarding the upcoming hunger season and recovery needs 
little planning was done by the UN or implementing 
partners to assess or respond to anticipated needs in 
sectors other than food aid. The international community 
is now forced to play catch-up given the rapid 

deterioration of the situation in recent weeks. End 
comment.) 


15. In the food sector 

much improved over the crisis in 2001-2002. The World 

Food Program (WFP) and its NGO partners have an emergency 
distribution capacity already in place. DFID is also 

supporting the GOM\'s voucher scheme to provide food to 
vulnerable households in districts not targeted by WFP. 
However 

both food aid and other responses 

and more support is needed to ensure that we avoid a 

repeat of the 2002 crisis. 


16. In FY 2005 

food aid through its pipelines with WFP (24 

the PVO consortium 

LIFE is carrying out demand-driven food for work 
activities aimed at creating productive assets and 
infrastructure (e.g. roads and community small-scale 
irrigation- ponds 

healthy and nutrition interventions in the 8 districts. 
USAID has also provided USD 400 

nutritional surveillance and rehabilitation activities in 
response to the Flash Appeal. 


17. Staff from USAID/Malawi and USAID/DCHA traveled to 
Southern Region from August 28 to September 4 

October 3-6 to assess the situation and discuss response 
plans with potential partners. The Mission will continue 

to closely monitor the situation and consider additional 
response activities as appropriate. 
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asked what the company\'s goal was in selling the books. Yelki 
said that officials were concerned about both Turkish and 
Kurdish language Christian materials 

Bibles. 


3. (SBU) Yelki mentioned that Malatya officials had refused his 
company the opportunity to exhibit their Christian books in a 
local religious book fair every year for the past three years. 

Every book displayed at the fair was about Islam 

Sunni Islam 

societal prejudice and censuring of Christian materials had made 
it impossible for Kayra to stay in business (Note: Yelki 

estimated annual books sales at only 500 to 600 copies. End 
Note.) 


4. (SBU) Local Muslim leaders have been publicly speaking out 
against Christians 

declared that Christian missionaries were trying to destroy 
Turkish society; that the missionaries were turning Turkey into 
a Christian land by returning to the tactics of the Crusades. 
Yelki reported that his office manager 

Christian 

three occasions over the past year 

to cease their public anti-Christian declarations. 


5. (SBU) Comment: Post continues to monitor reported instances 
of religious discrimination and persecution by officials in 
southeast Turkey. Unfortunately 

to us by Migi and Yelki are still common occurrences throughout 
the region. End Comment. 
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mobilize for mischief if they wished. Tekeda estimated that 

40 percent of the young adults in Addis were unemployed 
plenty of V'combustible material to cause a problem if 
politicians were irresponsible. EU-EOM head Ana Gomes had 
already poured fuel on the fire 


4. (C) The Charge returned to the point that the future was 
still largely in the GOEVs hands. People both within Ethiopia 
and in the international community were looking to the GOE to 
do something to calm the situation. She noted that the 
international donor community hoped that both sides of the 
current dispute would work together to move forward 
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everyone risked falling backward. Ethiopia stood at an 
important crossroads in its democratic evolution. The Charge 
underscored that Ethiopia\'s opposition leaders had far less 
experience in government 

primarily to the GOE for leadership. A public message 
emphasizing the GOE\'s readiness to work with all parties to 
develop a truly open 

start 


5. (C) Tekeda recognized that the GOE did have a greater 
responsibility to manage the situation. Tekeda said that 

while he was not an EPRDF member 

coalition\'s leadership understood the political sea change 
that had taken place as a result of the May elections. The 
ruling party\'s acceptance of this reality was evident when 
the EPRDF ceded control of Addis Ababa -- the historical 
center of power in Ethiopia. The difficulty 

that the top leadership in the ruling coalition was not sure 
that opposition leaders from the Coalition for Unity and 
Democracy (CUD) would \"play ball." While Ana Gomes was 
fueling anger with the EU-EOM report 

opposition leaders in Washington (note: from the UEDF) issued 
a statement calling for public protests in early October. 
Members of the governing Ethiopian People\'s Revolutionary 
Democratic Front (EPRDF) were wondering whether such people 
were really ready to engage with the GOE within the 
Constitutional order. Tekeda confided that GOE officials like 
him could argue that the GOE had to lead the way out of the 
current crisis 

can | trust our opponents to cooperate?" 


6. (C) Tekeda lamented that moderate leaders in the 
opposition 

Beyene Petros 

internal party debates. The UEDF was extremely dependent on 
financial support from the United States 

somewhat less so. Tekeda argued that most Ethiopian Diaspora 
leaders had ties to the former Mengistu regime 

DERG. If they were in Ethiopia 

jail for crimes committed under that government. It was 

ironic 

source of extremism in Ethiopia\'s current situation. There 

was still time 

control 

good intentions known. Tekeda believed that the GOE was still 
open to dialogue with them. 
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7. (C) Pol/Econ Counselor noted that the GOE could take 
certain measures on its own initiative -- with or without 

direct negotiations with the opposition -- that might lower 

the level of tension and stem popular anger against the 
government. The GOE might express willingness to revisit the 
package of changes to parliamentary procedures that the 
ruling coalition hurried through in the dying days of the 
previous parliament 

opposition\'s access to the state-run broadcast media would be 
another potential confidence-building measure. Such steps 
could improve the GOE\'s tarnished image on the street in 
Addis and make it easier for moderate opposition leaders to 
justify taking their seats in parliament. Positive steps 

would also make it easier for the international community to 
press the opposition on participating in parliament. 


8. (C) Tekeda took the suggestions on board 

that changes in media\'s conduct should not be so difficult if 
a climate of greater trust existed. At the same time 

noted that VPM Meles has only so much political capital. Is 
he really in a position to take more steps toward the 
opposition? The PM cannot stray too far from his followers in 
the EPRDF. He lost a lot of capital with them by allowing 
Eritrea to secede. He also brought the EPRDF to this point 
(in the election/democratization process). What did they get? 
The lost Addis." Tekeda commented while Meles was strong 
was not all powerful 

common. 


9. (C) The Charge concluded by saying that the international 
community wanted to work with the GOD to promote a peaceful 
solution to the current impasse 

willing to address the problems that existed with the 

electoral process and Ethiopian institutions. Everyone would 

be looking for GOE leadership. \"I\'m worried that the ruling 
coalition has decided that it can\'t give anymore 

precisely the time when more initiative is most needed 
concluded. Tekeda replied that the most difficult period 
seemed to have passed now. 


10. (C) COMMENT: It is unclear how open members of PM Meles\' 
inner circle are to new initiatives that could ease tensions 

and pave the way for a successful new parliament in Ethiopia 

but our suggestions will no doubt reach EPRDF ears. 
HUDDLESTON 
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emerged. 

3. (SBU) Luggauer-Gollner said that Austria considered 
paragraph 2 of Article 20 of the draft convention to prevent 
an interpretation of the Cultural Diversity Convention as 
taking precedence over other international agreements. 
(Note: The relevant language states 

Convention shall be interpreted as modifying rights and 
obligations of the Parties under any other treaties to which 
they are parties.\" End note.) We urged Luggauer-Gollner to 
instruct the Austrian delegation to make a statement to this 
effect in order to clarify the record for future 

interpretation. Luggauer-Gollner undertook to discuss our 
request with Austria\'s interagency community. 

4. (SBU) Gabriela Habermayer 

Economics and Labor\'s Multilateral Trade Affairs Division 
told us that Austria believed the Cultural Diversity 
Convention and WTO obligations did not conflict 

mutually supportive. Pressed 

Culture Ministers statements about the precedence of the 
Cultural Diversity Convention could presage an attempt on the 
part of France and others to use the convention as a lever in 
WTO discussions. However 

to fail in the face of the existing consensus on the nature 
and scope of the convention. 


van Voorst 
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for our central and eastern European allies to help them 
improve their eligibility for visa-free travel. Lithuania is 

an active participant in the program 

with the government here in a public diplomacy campaign to 
reduce the number of illegal Lithuanian workers and overstays 
in the United States -- the principal reason for Lithuania Vs 
ineligibility. 


BELARUS 


Lithuania has been active far beyond its size in providing 
support for democratization in Belarus 

responsibility as the NATO contact embassy in Minsk 
seriously. But economic interests often collude to pressure 
the government to circumvent the ban on contacts with senior 
Belarusian officials. Recently 

defied an EU ban on senior level contacts by hosting the 
Belarusian Prime Minister to dinner to discuss bilateral 
economic issues. If you have the opportunity during the 
Brazauskas meeting 

the importance of maintaining a united democratic front on 
keeping pressure on the Lukashenko regime. 


5. (U) Mr. Secretary 

busy schedule. We eagerly look forward to supporting your 
visit. 

Respectfully 

Steve Mull 

MULL 
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to success in Doha. Rantekoa noted that the GOL views 
agricultural issues as important for Lesotho in the long-term; 
as a Least Developed Country 

by many of the subsidies and other trade-distorting measures. 
As the country develops economically 

increasing impact. The PS said the EU should respond 
constructively to the USG proposal; he promised to discuss this 
with Minister Malie. Sekoto noted that the U.S. and EU must 
come to an agreement in order for there to be any progress on 
agriculture. LDC\'s 

special status or benefits in whatever final agreement is 
reached. The DPS and Cekwane noted that their respective 
ministries would be studying the U.S. proposal intensively to 
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come up with a government position. 


4. Both WTO issues were raised during the Ambassadors meeting 
with Acting MFA Sekatle. Sekatle agreed that developing 

countries would benefit from the U.S. proposal in agriculture. 

As Minister of Local Government 

that potential agricultural exports from LDCYs suffer from 

barriers such as those desired by the EU. 
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DETENTION IN PARIS OF TWO SUSPECTED MEMBERS OF THE 
SPANISH TERRORIST ORGANIZATION \"GRAPO\" 
THE RECONSTITUTED SPANISH COMMUNIST PARTY (PCER). THE 
ARREST IS THE RESULT OF A COMBINED ON-GOING SPANISH 
FRENCH AND ITALIAN POLICE INVESTIGATION ON TERRORIST 
GROUPS. ACCORDING TO INVESTIGATORS 
MAINTAINED CONTACTS WITH OTHER KNOWN EUROPEAN TERRORIS 
GROUP MEMBERS IN AN ATTEMPT TO CREATE A PAN-EUROPEAN 
LEFTIST TERRORIST GROUP. THE INVESTIGATION IS ALSO 
RELATED TO ITALIAN ANARCHIST GROUPS THAT SENT LETTER 
BOMBS TO SOME EMBASSIES AND EUROPEAN COMPANIES. NO ARMS 
OR EXPLOSIVES WERE FOUND IN THE SEARCH OF THE SAFE 
HOUSE OF THE INDIVIDUALS. 


3. NAME: RAMON TEIJELO 


- GENDER: MALE 
- DPOB: APR. 5 
- CLASS: POSITIVE 


4. NAME: ONTANILLA GALAN 


- GENDER: FEMALE 
- DPOB: 54 YEARS OLD 
- CLASS: POSITIVE 


AGUIRRE 
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an impeachment trial. The opposition has so far ignored 
outside advice and has pressed ahead to put in place 
procedures that would allow the impeachment of Mutharika 
before the end of the year. 
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5. (C) Comment: There are a good many things wrong with this 
picture. First 

whatever misdeeds Mutharika might have committed 

deserve impeachment. Thus this discussion is to this point 
entirely theoretical and political. Second 

Governing Council proposal makes a major change in the 
constitutional schema 

succession to a single elected official. Should the NGC 
proposal be adopted 

interim governing body 

without public debate and composed of a coalition of 
opposition figures who are unlikely to be able to govern 
effectively 

door to an unbudgeted and expensive election within the 
current fiscal year and within the current food crisis 

something that neither we nor the IMF should be excited 
about. Finally 

nasty as we have seen it in the eleven years and some months 
since the departure of the Banda dictatorship. 


6. (C) Donor heads of mission discussed a possible joint 
intervention in their regular monthly meeting October 19. It 
was agreed that the UK mission would draft a set of points 
with an eye to issuing a statement of concern about the 
impact of this fight on Malawi 

have made in the country in recent years. Prior to issuing 
such a statement 

draft to key leaders (the government 

to attempt to get the effect without necessarily intervening 
publicly in the debate. The group agreed that it would be 

far preferable to encourage a Malawian reconciliation effort 
to emerge 

which has played this role in the past 

of the running for mediator in this current crisis. The 

South African High Commissioner agreed to raise the question 
in the AU group here whether the AU might consider a 
political mission or statement of concern 

and US heads of mission urged her to re-visit whether South 
Africa might find itself able to urge restraint 

and reconciliation on the Malawian poltical actors. 


7.(C) The saving grace is that while it might be close 

will be difficult for the opposition parties to get the 2/3 

majority they need for either the NGC or impeachment. It 
would take surprise defections from the dwindling government 
camp to enable a two-thirds majority. And a combined effort 
on their part was not enough to get a 2/3 majority on a 
separate issue this past July (reftel B). However 

Parliament focuses on the push for impeachment they 
effectively ignore other pressing business 

looming food crisis (in any sense other than slamming the 
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government for nonfeasance) or a long-delayed anti-money 
laundering bill. For its part 

little strategy other than to stall the impeachment process 
as long as possible. Their hope is that the momentum behind 
impeachment will fade with time 

that Parliament 

a half to run. Unfortunately 

procedures voted yesterday 

government 

pressing business. 
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and are getting results. V 


2. (SBU) Gamal responded that corruption had long been an 
issue in Egyptian politics and acknowledged that it remains a 
problem in Egyptian society. At the same time 

asserted 

bringing many prosecutions on corruption cases 

number of high profile cases. Gamal asserted to the 
Ambassador that many of the economic and political reforms 
recently implemented 

implementation (most designed by GamalVs policies secretariat 
within the ruling NDP) 

battle against corruption. 


3. (SBU) \"The point is not what people are saying about 
corruption 

agreed. Egypt 

and cited the overhaul of Egypt\'s taxation regime 

reforms 

units as examples of reforms that would V'fundamentally change 
the way the GOE does business!" and sharply reduce 
eliminate 

more structural reforms designed to improve governance and 
fight corruption will be GOE priorities for the new People\'s 
Assembly. 


4. (SBU) The Ambassador reemphasized to Gamal the USG\'s 
interest in the issue of corruption and its readiness to help 

Egypt redouble its efforts to combat it 

ongoing USAID programs supporting governance reform. Gamal 
welcomed the offer. 


5. (SBU) Comment: The Ambassador\'s conversation with Gamal 
Mubarak follows up previous discussions of the issue with 
Minister of Trade Rashid and Minister of Investment 

Mohieldin. Recent evidence of new GOE attention to 

corruption came during the presidential campaign and 
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subsequently through the public comments of both those 
officials. The Ministry of Investment is expected to publish 
new corporate governance guidelines in the near future. 
Meanwhile 

debate 

on a draft anti-corruption law which is understood to 
establish a new government agency especially charged with 
combating corruption. The last significant spurt of 
anti-corruption activity came in 2001-2 

Administrative Control Authority (ACA) brought a number of 
high profile corruption cases 

Governor of Giza 

under the leadership of prosecutor Hitler Tantawi in 
2001-2002. Tantawi has since left the job 

activities have mainly dropped off the public radar screen. 
End comment. 
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and describing the event in some detail. Webislam 
Spanish-language Islamic web portal usually critical of the 
US 

attended to at the dinner 

aside a prayer room. The publishers also posted the text of 
the Ambassador\'s speech on the site. 


6. Comment. The iftar was a significant element in Embassy 
Madrid 

the Ambassador\'s recent visit to the main mosque in Madrid 
known as the &M-30 mosque8 and its Muslim center and 
school; speeches on religious tolerance 

distinction between Islamic fanatisicm/terrorism and the 
Muslim faith; a luncheon for Muslim Ambassadors; and events 
earlier in the year for which Public Affairs brought American 
Muslim speakers to speak to the community in Spain and to 
meet senior Muslim leaders. Post also identified several 
Muslim community members for our 2005 International Visitor 
program and has already begun looking closely for potential 
candidates for next year. Post looks forward solidifying 
relationships with the many new contacts we made at this 
event 

longstanding contacts in the community. End comment. 
AGUIRRE 
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OFFICIAL 

SUSPEND OPERATIONS IN WESTERN SAHARA UNTIL SETTLEMENT 
REACHED 


Column 3 
REF: A. STATE 192163 
B. RABAT 2144 
Classified By: Ambassador Richard W. Erdman 


1. (C) DOM delivered reftel demarche to Polisario 
\"Ambassador\" Mohammed Beissat October 19 
inacceptability of threats to American citizens and interests 
such as those contained in a Polisario press release October 
12 

retracting these threats. After checking with more senior 
Polisario officials 

the spirit of our bilateral dialogue 

the Polisario\'s October 14 statement 

Polisario V'has never resorted to terrorism and will never do 
so in order to make the legitimate rights of our people 
prevail. V 


2. (C) Beissat claimed the Polisario\'s press service SPS had 
not officially released the threatening statement of October 

12 

released officially. Beissat said the \"unauthorized\" 
statement had been issued in frustration at an announcement 
by Kerr-McGee that it intended to begin offshore drilling 
operations 

international law. 


3. (C) He underscored the Polisario\'s strong objection to 
Kerr-McGee\'s operations in the Western Sahara 

Polisario\'s insistence that they be suspended \"until a 
settlement is reached 

company had recently done. Beissat said 

despite Polisario\'s opposition to Kerr-McGee\'s operations 
did not mean to threaten Americans and was ready to provide 
further assurances if needed. 


4. (C) Comment: Beissat\'s assurances notwithstanding 
October 12 statement including the implicit threat is still 
posted on the SPS website 

follow up with Beissat to insist that SPS remove the 
statement from its website 

additional official statement denying any threat to American 
citizens or interests. Ambassador will also raise with 
Foreign Minister Bedjaoui in a meeting scheduled for early 
next week. 

ERDMAN 
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to EI Salvador late October 17 

arrival and requested a one-on-one meeting. Expressing his 
concern over a declaration he affirmed he and the GOES did 
not agree with 

blocking use of the word \"blockade\" in the resolution 

had apparently not received much support and failed in the 
end. Lainez added that 

\"blockade\" changed to V'embargo 

Prime Minister Rodriguez Zapatero 

Lainez to let the issue go away \"in the best interests of the 
summit.\" Lainez characterized Rodriguez Zapatero as having 
\"good intentions 

mistakes 

not prepared to govern. 


2. (C) Lainez said that Venezuelan President Hugo Chavez had 
developed a clear plan in advance of the summit in 

conjunction with the Castro government 

Venezuelans did not make a move throughout the summit without 
consulting the Cubans. At one point during deliberations 

Lainez overheard the Venezuelan Foreign Minister say to one 
of his aides \"you better run that issue past the Cuban 
delegation.\" Lainez added that the Cubans were \"masterful\" at 
manipulating the Spanish press. Lainez opined that Chavez is 
not crazy 

staged every summit event to draw the limelight 

GOV delegation of over 100 people with him 

other heads of state left public areas so that he could 

receive ovations from staged crowds. 


3. (C) Separately 

Vice-President Eduardo Stein had argued in Lainez\'s presence 
that stories circulating about Chavez giving money to the 

left throughout Latin America is simply not true. Lainez 

also characterized the Dominicans as playing both sides in 

the dispute between Chavez and the U.S. 

Dominicans \"know that Chavez is a dictator.\" 


4. (C) Lastly 

feels President Bush should make a stopover in El Salvador 
either on his way to or back from the Summit of the Americas. 
Lainez said that the GOES needs a positive boost from 
President Bush at this time. 


5. (C) Comment: Lainez and the GOES are clearly 
embarrassed by the outcome of the \"blockade\" and Posada 
Carriles resolutions at the Ibero-American summit 

summit declaration and resolutions passed by consensus 
the GOES 

the U.S. went along with our detractors. 

Barclay 
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mortality in Darfur exceeds 6 

and \"without vastly increased international resources 
including NATO military personnel 

continue indefinitely in Darfur. Nothing could burden future 
operations by the AU Peace and Security Commission more 
onerously than such a legacy. V 


The second attachment is an overview of the International 
Crisis Group\'s report this summer 

Darfur: Bridging the Gaps.V | hope you are aware that in 

early July the ICG stated that it wants NATO and others to 
offer additional help to the AU in \"force preparation 
deployment 

communications and tactical (day and night) mobility 
including the deployment of their own assets and personnel to 
meet capability gaps as needed." 


Whatever the international and regional political nuances 
organizational mechanics 

excuses 

protect civilians in Darfur. As Susan Rice wrote in a 
Washington Post article this past August 

simply a regional or domestic issue. WA government that 
commits or condones genocide is not on par with one that 
say 

suppresses free speech 

Genocide makes a claim on the entire world and it should be a 
call to action. V 


Although many are pleased to hear NATO has promised to extend 
the airlift of AU troops to Darfur until the end of October 

many others have called for the alliance to become involved 

in a more integrated and result-oriented way. Insisting that 

such an initiative would need the approval of both the AU and 

the Sudanese government misses the point. 


To believe that the Sudanese government would ever condone 
NATO involvement in a capacity more than transporting AU 
troops is folly. The people of Sudan cannot wait for this. 
Acknowledging that something exists but refusing to take 
action is just as bad as denying something exists at all and 
claiming that no action is necessary. Claims that the 
situation has stabilized and requires only humanitarian aid 
must end 

can we remain idle because of fears that strong action will 
lead to the Comprehensive Peace Agreement (CPA) falling 
apart. The case is precisely the opposite: without a 
solution to the current crisis 
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Two Canadian observers returned from Sudan several days ago. 
Consider several of their observations while on the trip: 


- Several armed men opened fire on a bus near El Fasher 
Darfur this past Friday 

wounding seven. They spoke to several witnesses. 

-- None of the Rwandan 

Malawi AU troops were present during the attack. Even if they 
had been 

they could have done was report the incident. 

-- An Egyptian policeman in Sudan told one of the 
Canadians that it is ridiculous that the AU troops are 

unarmed - it allows the janjaweed to act with absolute 
impunity. 

-- While at the Zam Zam military base controlled by 
Rwandan AU troops 

had never been used because they were waiting for a new coat 
of paint. 

-- Inthe Abu-Shouko camp 

women and children 

soldier in two hours. 

-- The nutrition and living conditions of the AU troops is 
very poor 

perform their duties effectively. 

We must all do our part to bring an end to the catastrophe in 
Sudan; we as ministers 

have the capacity to make a difference. Abhorrent violations 
of human rights cannot continue because we chose 
indifference. If everything we do accomplishes nothing 

are simply silent partners in genocide. Are we really 

willing to allow another Rwanda or Bosnia to take place while 
we stand and watch? We must let \"Never Again\" mean something. 


“а greatly appreciate your comments on this issue in a form 
that might be shared. Thank you. 


Sincerely 
David Kilgour 
End Text 


Visit Canada\'s Classified Web Site at 
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\"hung\" assembly but \"The Asian Age\" wrote 

Lalu Prasad Yadav) in trouble.\" All observes agreed that the 
Lok Janata Party (LUP) was doing worse than last February. LUP 
Leader Ram Vilas Paswan had hoped to create a viable alternative 
to the UPA and NDA 

political base 

Members of the Legislative Assembly (MLAs) 

February election 

conflicting polling numbers make the election difficult to call 

until the final results from all four election phases are 

released on November 22. 


4. (U) On October 21 

constituencies. The Election Commission (EC) wanted to delay 
polling in these districts to ensure the presence of sufficient 

law enforcement and security forces to protect the polling 
stations from Maoist insurgents 

the election and threatened to attack voters and voting 

officials. Phase ΙΙ will begin on October 26 in 69 
constituencies. 


5. (U) Comment. Although 

few persistent themes in all the reports. The LJP is now very 
weak and Union Minister for Steel 

Vilas Paswanvs future as a member of the UPA cabinet is bleak. 
In addition 

major gains in this election from last February\'s results 

poll\'s predict the same for the RJD. The RJDVs prospects appear 
to range from very bad to not very good. The most the party can 
hope for is to retain a very slim majority 

enough to allow it to form the government unless its allies do 
well. 


JARDINE 


43096 

43097 

million already committed to lease helicopters for the AU 
force in Darfur. He added that they are often required to 
move quickly but still follow (onerous) procurement rules 
which is a challenge. 


5. (SBU) The Secretariat was also responsible for the 

planning of the DART team deployment to Pakistan. This began 
with a \"3D (diplomacy 

reconnaissance" to Pakistan within 24 hours of the quake 

by START Director General (and Ambassador for Land Mine 
policy) Ross Hynes within days of the quake 

senior representative from Defense and CIDA. The team 
assessed the help that Canada could bring and a 
recommendation made to Cabinet that the DART be deployed. 
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Martin pointed out 
medium-term of a crisis; it is not a first responder. 


INTERNATIONAL COORDINATION 


6. (SBU) Martin said that Canada is interested in the right 
mechanism to coordinate its approach to post-conflict 
stabilization with other countries having similar constructs 

e.g. the U.S. 

France. He speculated that the G-8 might be one way to go 
or alternatively establish coordinated meetings or conference 
calls. Martin said that Canada is most interested in 

practical discussions of VrealV cases that we may all be 
working in the future 

In most cases 

planning begins the better. Martin acknowledged that at 
present civilian planning for crisis response tends to be 
married to military planning 

planning experience and significantly more personnel devoted 
to the process. For Afghanistan operations 

Martin said his bureau continues to depend heavily on U.S. 
CENTCOM for most of its intelligence and planning support for 
the PRT. 


7. (SBU) Comment: The START Secretariat has taken on a number 
of missions since its inception. Though it appears to be 

managing them capably 

thin on the personnel side. START personnel would welcome 
increased contact with U.S. counterparts at some point 

especially discussions about potential future missions where 

we may one day share a foxhole. They also expressed interest 

in sharing lessons learned from recent experiences 

not yet have such lessons catalogued themselves. 


Visit Canada\'s Classified Web Site at 
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GoF has long advocated. Cvach concurred that there was a 
growing and welcome willingness among Iraqi Sunnis to advance 
interests to the political process 

asserted that the GoF was not trying to be the \"Sunnis\' 
lawyer.\" Instead 

Sunnis still needed to be convinced that they had a stake in 
participating in lraq\'s political process 

elections would be the decisive test. Poloff responded that 

the GoF should seek to advance inclusivity by encouraging to 
the maximum degree Sunni participation in December elections 
and offering tangible support for the electoral process. 
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4. (C) Comment: Despite the positive GoF response to the 
referendum 

Iraq. Despite repeated MFA assurances to us that he will 
return to post 

France after departing Baghdad over two months ago due to 
security threats. Meanwhile 

investigation into the involvement of two senior French 
diplomats 

for Food-related corruption 

particular) on the defensive 

French media coverage criticizing the MFA and GoF Iraq policy 
in general. The end result is a GoF more prone to remain on 
the sidelines 

help promote lraq stability. End comment. 

Please visit ParisW Classified Website at: 
http://www.state.sgov.gov/p/eur/paris/index.c fm 
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B. "Saddam Tells Tyrants to Beware\" (Sawt Al-Iraq 
C. \"From Referendum to Saddam\" (Independent Iraqi News 
Agency 


A. V'No One Cares About Saddam\'s Trial\" 
(Editorial from the Saudi Al-Watan newspaper 
4 All News - http://iraq4all.org/viewnews.php?id=10376 ) 


V'The curtains are open 

audience is busy with something else. Today is the first day 
of Saddam Hussein\'s trial 

seems to have lost its glamour. It has been a long time 
since the fall of the BaVath regime and it seems that Iraqis 
have realized that Saddam\'s reign ended with the fall of his 
statue in April 2003. In these critical times Iraqis are 
indifferent to Saddam\'s trial; they would rather question 
the repeated power outages and water shortages 
concentrate their efforts on finding jobs and improving 
security conditions. 


\"The U.S. media machine might suffer terrible consequences 
after promoting Saddam\'s trial; even assuming that most 
Iraqis hate Saddam 

turned out. Sunnis 

and the disrespect toward lragis. 
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\"Describing Saddam\'s trial as ridiculous might be as 
accurate as possible. The defense teamVs absence during 
certain proceedings as well as accusations of neglecting 
legal procedures by the court will result in a chaotic trial 
that is more of a political play than anything else 

will fail to meet international standards. 


\"The U.S. has exploited Saddam\'s trial to serve its 
interests; it also tried to extend the trial to strengthen 

its presence. The idea that the trial\'s results will support 
U.S. plans is questionable 

consideration the trial of Serbian president Slobodan 
Milosevic 

presence and reputation of international forces in Serbia. V 


B. VSaddam Tells Tyrants to Beware" 

(Editorial by Sarum Al-Faili - Sawt Al-Iraq - V'The Voice of 
Ігаа\" - http://www.sotaliraq.com/articles- 
iraq/nieuws.php?id=1 7679 ) 


\"Saddam will stand trial today in front of Iraqis. There 

will be photos and footage of the man who previously put all 
courts of justice on hold and ran everything through his 

military intelligence [apparatus]. Today the tyrant stands 
without power 

be condemned to hell.and go on to remember the many crimes 
that he committed 


\"Let\'s turn this trial into a triumph of the weak who were 
unable to take a stand for themselves 

sectarianism 

Saddam. Today 

democracy emerge victorious; Saddam was their enemy. It is 
the moment of justice for many lives raped; bodies torn 
apart; many widows; grieving mothers; and orphans suffering 
fear and deprivation. By trying the tyrant 

who contributed to-or overlooked-the suffering of innocent 
people. 


\" am sure that all tyrants will spend their nights haunted 

by the suppression of their nations after seeing Saddam in 
the defendant\'s cage. It might be an opportunity for them to 
change 

and those who seek to regain it in Iraq." 


C. \"From Referendum to Saddam\" 

(Editorial by Ja\'far Mohammed Ahmed - Independent Iraqi News 
Agency - http://www.normal.iraq- 
ina.com/showarticles.php?id=1 492 ) 
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V'The constitutional referendum passed more peacefully and 
calmly than expected. There were some attacks 

minor compared to the lethal explosions in the preceding 
days. Iraq chose democracy in its own unique way-not as 
American President George Bush would like. Iraqis went to 
ballot boxes and said their words regarding the 

constitution. They chose the weapon of words rather than 
bombs and bullets. 


\"Iragis used the referendum to prove that they are the 
opinion-holders and they determine Iraqvs future 

American occupation that deceived them with false promises 
and dreams that turned into nightmares. [American] 
falsehoods were revealed just like the weak justification 
used to invade Iraq. Iraqi people challenged the difficult 
conditions and threats and practiced their rights to vote 

and express their attitudes. 


\"Participation in the voting process 

participation after realizing the huge mistake of boycotting 
elections last January 

reconciliation and.[the need for] Amr Musavs visit to 
Baghdad. All should work to make this initiative successful; 
it will lead Iragis toward reconciliation 

Iraq will not rebuild or reform. 


\"Iragis overcame the constitution battle and now they face 
former president Saddam Hussein\'s trial 

Wednesday. It is undoubtedly an exciting trial and it will 
bring back painful memories and anger. The paradox is that 
the trial 

after the constitutional referendum. Will it pass 

peacefully 

deepen Iraqi wounds and return Iraq to the very beginning? 


\"Between the referendum and Saddam\'s trial 

with Arabs and Muslims 

painful past and bring back security 

during the American occupation. The referendum\'s result is 
the peopleVs decision; Saddamvs trial is the responsibility 
of the judiciary.\" 
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Fourat 

B. \"The Trial" (Al-Adala 

C. \"Messages from the People\" (Al-Bayyan 

D. \"The Ballot Results Implore Respect for CitizensV 
Opinions\" (Al-Ittihad 


Column 3 
E. VDue Date!" (Al-Sabah 


A. \"Dialogue is the Only Path Towards Settlement" 
(Al-Fourat 
three editorial by Hamid Al-Dulaimi) 


V Dialogue is the only language to generate solutions to the 
many crises in this country 

diminished among political groups. Dialogue requires sincere 
and honest intentions in order to be successful 

groups want to seize time for their own interests--they use 
dialogue only to further their interests and reach their own 
goals. 


\"Everyone claims to be in support of the political process 
and says they want it to succeed but all signs indicate the 
opposite; conflict prevails as if dialogue were marginalized 
and useless. The truth is that dialogue is a magic 
instrument for dealing with society\'s problems. 


\"Both intellectuals and the media are responsible for the 
continuous emphasis on dialogue and the necessity for 
reaching positive outcomes to save Iraqi society from 
conflict and war. Iraqi society is facing a significant and 
dangerous test and it will either return to dialogue 
forgiveness 

path of sedition of division. There is a fine line between 
both; therefore politicians must be very careful in choosing 
the path forward. Which route will they choose?" 


B. \"The Trial\" 
(Al-Adala 
published this page-three column by Dr. Ali Khalif) 


\"The Iraqi Special Tribunal will today convene the trial of 
the dictator 

will face charges 

end of this week 

announced and all expectations point to an overwhelming 
ratification of the referendum for the new Iraqi 
constitution. 


\"This synchronism of the trial and referendum process 
illustrate public rejection of oppression 

and the tyrant who caused Iraqis to suffer for such a long 
time. What we should realize about this tribunal is that it 
does not represent revenge against Saddam 
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through sectarianism 

it\'s a trial of a civilian leader for crimes committed 

against his own people. Iraqis have a right to rush their 
demands to hang Saddam even without a trial and they are 
eager for the moment when they see him in the dock. They 
believe that this is the right judgment for the victims of 

his massacres and the random execution of innocent Iraqis. 
Iraqis believe that he does not deserve a fair and public 
trial 

treated with justice. 


\"The Iraqi Special Tribunal is the appropriate forum to 
examine the crimes committed in mass graves resulting in the 
martyrs of Al-Anfal and Halabja. Iraqis are trying to 
rebuild the rule of law through a legitimate trial. Some 
have accused this tribunal of being a weak forum-an 
institution unwilling to hang Saddam under pressure from 
those who only want a life-sentence. This is a conspiracy 
theory the former regime has propagated. Iraqis should 
believe that Saddam is of no more use to anyone 

in prison for two years now 

the judge must hand him an execution sentence." 


C. V Messages from the People" 
(Al-Bayyan 
JaVafari published this page-five editorial by Salim Rasoul) 


V Many prescient messages have by sent by the Iraqi people to 
the rest of the world: to the Arab world 

countries 

the referendum. One of the messages is: the Iraqi people are 
decisively intent on continuing state and institution 

building. That means the entire world should stand with the 
Iraqi people and support their efforts to rid Iraq of 

terrorism. 

VAnother message to Arab and neighboring countries is: the 
Iraqi people want to live in peace and to build their 

country. There are those who believe in dialogue 

political process 

representatives on the ground in Iraq. Therefore 

countries want to help the Iraqi people as they claim then 
they should double their efforts to stopping the 

infiltration of terrorists across their borders 

must curtail media support for terrorists in Iraq under the 
pretense of resistance. 


\"The Iraqi people went out in millions 

and condemning external efforts supporting terrorists. That 
was the clear message from the Iraqi people throughout 
referendum day. 
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V'The message that was sent to lragi politicians is: Iraqi 
citizens have indicated their confidence in their leaders 
therefore political parties must respect their constituents\' 
opinions and honor the trust that has been placed in them. 
They must understand the importance of securing the people\'s 
trust-the message is clear and the election is near. V 


D. \"The Ballot Results Implore Respect for CitizensV 
Opinions" 

(Al-Ittihad 

Talabani 

Mahdi) 


\"As we await the results of the referendum different groups 
have been trying to comfort their constituents with regard 

to their successes in the constitutional process. No one can 
disagree that the referendum process occurred in a 
democratic environment-both sides have admitted this as well 
as international monitors; it's considered a glorious Iraqi 
accomplishment 

constitution is considered to be a civilized accomplishment 

a precedence in Iraq and perhaps the region-everyone should 
respect citizensY opinions through the results of the 
referendum. 


\"It seems that the group that anticipates its political 

failure is already beginning to claim that results were 

forged in such and such a province. It is shameful to accuse 
others of forgery and vote rigging unless there is evidence 
to back it up.V 


E. VDue Date" 
(Al-Sabah 
Network 

Abdul Jabbar) 


\"The referendum date has passed peacefully and more than 60% 
of registered voters were able to vote on the constitution. 

At the time of writing 

has passed. 


V'The success of the referendum process is another indication 
that the political process in Iraq is moving forward 
peacefully-at least on the formal level. In other words 
accordance with the timetable of dates established to move 
the political process forward and accomplish set goals. We 
still have one more event on the schedule and that is 
parliamentary elections scheduled for December 15 

the constitution successfully passes. 


\"The main objective of the political process is to rebuild 
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the Iraqi state which disintegrated on April 9 
state in a comprehensive definition 

peoples 

consolidates national sovereignty. 


VShould the permanent constitution pass successfully 

it will be considered the groundwork to build a solid state 
which democratic and constitutional institutions are built 
upon. The constitution includes a lot of articles that are 
essential to erect a democratic Iraqi state. It encompasses 
many issues (some intentionally postponed) in addition to 
guarantees to adjust and amend disputed articles following 
the election of a new legislature which will make the 
existing constitution a provisional one rather than a 
permanent one. 


V'This means that we have an open text in our hands that 
allows us the ability to amend it. The amendments are 
necessary in order to build national consensus which 
currently exists on a legal basis but will be strengthened 
through a larger national consensus. 


V'It is very important to understand that those who refused 

to cast votes were not necessarily rejecting the 

constitution or the political process itself nor are they 
boycotters. In the worst case scenario they were absent from 
participating politically 

political judgment. 


VWe have to realize that participation in the referendum and 
the election in general is a right and not a duty. In other 
words 

simply yielding his right for a particular reason. As a 

result 

recent Egyptian presidential election 

elected with only 23% of the registered vote and nobody 
bothered to discuss the legitimacy of that election." 
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New State Prosecutor for Port-au-Prince 


5. (C) Former State Prosecutor for Port-au-Prince Daniel 
Audain submitted his letter of resignation on September 14. 
Audain stated that he refused to take orders from Minister 
DorleansY Chief of Cabinet Carlos Hercule. Hercule claimed 
he was assisting the Minister to increase productivity in the 
State Prosecutor\'s office. Lamarche speculated that his 
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resignation probably had more to do with a personality 

conflict between Hercule and Audain (Comment: Poloff learned 
later that Audain had been vocal about a conflict of interest 
regarding HerculeVs position in the Ministry and his role in 
representing some of detainees. AudainVs resignation did not 
cause much stir in the legal community as he was not widely 
viewed as a proactive prosecutor. End Comment.) Alce Emane 
a young jurist who was previously justice of the peace in 

Cite Soleil before becoming AudainVs deputy in August 
replaced Audain. 


6. (C) Comment: While Dorleans has managed to stimulate an 
impressive reform effort within his ministry 

approach issues from a narrow 

judicial reform forward he will need to hone his political as 
well as his judicial and administrative skills. a cabinet 
that has otherwise failed to meet expectations. Lamarche 
told us that although the impact of the reforms are not 
immediately apparent 

long-term reform. Post will work to ensure that the new 
government that takes power in February preserves the 
progress Dorleans has made. 
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decision\" on October 28 

the table. The provinces are looking at a combination 
domestic tax/tariff proposal. End Summary. 


2. (C) In a meeting with the Ambassador on Tuesday 
Premier Charest said that the Premiers of Ontario 

BC had met last Friday at B.C. Premier Campbell\'s request to 
try to develop common positions on the softwood issue. 
According to Charest 

positions on softwood 

different because of the beetle infestation issue; however 
all want to get Canada back to the negotiating table with the 
U.S. The three Provinces plan to propose a &hybrid 
approach8 to solve the softwood issue: a combination of a 
domestic tax and a tariff. 


3. (C) However 

NAFTA panel remand 

U.S. seriousness; if our response is satisfactory they will 

take that as a signal that it is time to return to the table. 

Charest observed that PM Martin has indicated that the GOC\'s 
position is that they will not return to the table until the 
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deposits are returned. The three provinces have a slightly 
more flexible take on the deposit issue; they are willing to 
start negotiations 

agenda item to be solved. The other key agenda issue 
their view 


4. (C) The Ambassador asked whether PM Martin would seek a 
resolution of the softwood dispute before the election (still 
forecast for the March-April 2006 timeframe). Charest 
responded that one of the questions Quebec asks itself is how 
serious Ottawa is about resolving the issue. Charest seemed 
somewhat hopeful that the three provinces would be able to 
get PM Martin to the table. &Quebec has no leverage 
because Martin knows he can 

Quebec for the election. But British Columbia does have 
leverage as Campbell is in a position to deliver more seats 

for the Liberal party in the next election.8 


5. (C) Charest also said that he is prepared to tell PM 

Martin that if Martin wants to continue taking a hard line 
against negotiations 

prepared to start financially supporting our 

softwood companies 

Ottawa continues to refuse to negotiate 

to ratchet up the pressure on Martin. (Comment: one Quebec 
industry official has publicly floated the idea of Federal 

loan guarantees for companies using the accumulated deposits 
as collateral; additional subsidies 

to help Canadian firms survive CVD action strike us as a 
further complication of the issues. End comment) 


6. (U) In public remarks in the Quebec National Assembly 
Charest said that Quebec is going to work through the federal 
government 

the matter now. Charest has appointed former PQ Premier 
Pierre Marc Johnson to be Quebec 

two provinces; Johnson is currently in Vancouver discussing 

the matter with his counterparts. Charest publicly said at a 

joint press conference with Ambassador Wilkins that we needed 
to get back to the negotiating table. 


7. (C) Comment: Pressure is clearly building here to move 
forward from the current impasse. Industry is not disposed 
to await the outcome of the current round of litigation; 
industry contacts have told us that possibly 8096 of industry 
wants to come back to the table now. The challenge will be 
to get provincial industries with diverse structures and 
interests behind a common negotiating position if we are to 
avoid a repeat of last summers talks. End comment. 


Visit Canada\'s Classified Web Site at 
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Classified By: Economic Minister Counselor Tom Delare for reasons 1.4 ( 
b) and (d). 


1. (C) Summary: Senior Advisor to the Minister of Oil Abdul 
Sahib al-Qutub said that he was working with the Ministry of 
Finance to organize payment o/a October 19 of some $450 
million in arrears to Turkish firms for fuel imports. 

Ministry of Oil officials blamed the poor security situation 

in the north - which blocks pipelines to and from Bayji 
refinery and thus limits domestic production - for the 
\"doubling\" of Iraqvs fuel imports. They also blamed Turkish 
mis- or non-supply of appropriate fuel for the shortage of 
gasoline in the northern provinces. End Summary. 


2. (C) In a meeting with Emboffs October 18 

to the Minister of Oil Abdul Sahib Al-Qutub acknowledged that 
$450 million dollars was past due to Turkish companies for 
fuel imports. According to him 

also owed but that account was current. (Comment: This is 
does not match Turkish claims cited reftel 

not prepared to acknowledge any more than the figures given 
here. End Comment). Al-Qutub 

the State Oil Marketing Organization (SOMO) Oversight 
Commission 

officials were working with officials from the Ministry of 
Finance to organize a payment of $450 million V'today or 
tomorrow." 


3. (C) Al-Qutub said that the arrears had been over $800 
million twice before: once in May 2005 and again in 
July/August. The GOI had paid down these debts to roughly 
half each time. \"From time to time 

he said. Al-Qutub maintained that other suppliers were more 
patient with Iraqvs \"difficult situationW than Turkey 
Vcommercial interests are superseding friendly relations.\" 
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4. (C) Al-Qutub said that a number of Turkish supply 
contracts had recently been terminated and new ones signed 
effective October 1 

minimum amounts of fuel required under the old contracts and 
what al-Qutub said was a Turkish government preference to 
have a smaller number of larger suppliers working with SOMO 
as reasons for the cancellations. 


5. (C) Al-Qutub maintained that Turkish suppliers had not 
been sending the agreed-upon amounts and types of fuel since 
August 

instead of gasoline) has caused problems meeting fuel 
requirements in the northern provinces. V'Supply is done 
according to the desire of the Turkish companies 

according to IraqWs needs 


6. (C) Al-Qutub said that Iraq had been forced to double its 
imports because poor security in the north had limited 
domestic fuel production 

General for Distribution Bassin. In particular 

that failure to safeguard the crude pipeline from Kirkuk to 
Bayji affects negatively the amount of fuel that Iraq can 
produce; the failure to secure the product pipeline from the 
Bayji Refinery to Baghdad impacts MoO\'s ability to move what 
it does produce to consumers. Lack of security on the road 
from the Turkish border to Mosul is also problematic 

said 

north faster than the GOI can bring it in. 
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the IGOH\'s seemingly singleminded focus on Dumas Simeus 
Denis said that he understands the CEP has a copy of his US 
passport and that he ought not be allowed to run under the 
Constitution. 


2. (SBU) ОРІ will present 84 candidates for the House of 
Deputies and 22 candidates for the Senate. While some around 
him believe that OPL will win a simple majority 

he is hopeful for a plurality of legislative seats. 
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3.(C) He stated that his primary concern with respect to 
the elections is financing 

discouraged to see other candidates spending money he thought 
might be ill-gotten. Denis said that OPL 

sits directly beside that of Serge GillesY Fusion party 

could seek political alliance with Fusion or the Komba party 
of Chavannes Jean Baptiste 

In the first round 

himself. Denis acknowledged that no one is likely to win a 
simple majority in the legislature and that coalition 

building would be an essential step in order to prevent the 
new President from installing yet another powerless Prime 
Minister. 

CARNEY 
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in Solidarity" Party 

President of the Congress. Those opposed to this tenuous 
pact are bitter about having lost control of the Congress in 
the June elections and threaten to undermine the Colorados 
legislative agenda. Filizzola is often at odds with U.S. 
policy. He opposes U.S. military exercises in Paraguay and 
has called actions in Afghanistan and Iraq \"genocide.\" While 
as President of the Congress he will likely moderate his 
views 


6. (U) Paraguay\'s formal economy relies on agriculture. It 
features bloated but weak state institutions and the heavy 
involvement of state-owned enterprises. There is 

considerable activity involving the trading of imported 

legitimate goods 

products 

The Duarte government took office in 2003 on the heels of 
Paraguay\'s worst recession in years promising to attack 
widespread corruption and reform the economy. Duarte named a 
non-partisan 

their efforts. On a macro-economic level 

performance has been strong: economic growth reached 2.6 and 
4.0 percent in 2003 and 2004 

brought down to near 3 percent in 2004. However 

government succeeded early on in getting some significant 
economic reform laws through Congress 

year has been slow. For Paraguay to escape from the poverty 
affecting roughly half of its population 

to increase productivity by attracting capital and raising 

annual growth rates closer to 5 or 6 percent. Success will 
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require the government to stay the course on macro-economic 
stability and undertake deeper structural reforms. 


7. (U) Members of the Free Fatherland Party (PPL) 

political movement based in the countryside 

subsequently murdered the daughter of a former president 
Cecilia Cubas 

Evidence ties the PPL to the Revolutionary Armed Forces of 
Colombia (FARC). A culture of distrust allowing for little 
inter-institutional cooperation hampers the ability of 
Paraguay\'s law enforcement community to tackle rising 
concerns about public security; Paraguay\'s National Police 
are widely disparaged by the general population as 
incompetent and corrupt. Last November 

confidence in the police 

out of the barracks to assist with law enforcement efforts. 

Its profile on the street has diminished in recent months as 
focus on the Cecilia Cubas kidnapping recedes from the public 
eye. The Cecilia Cubas murder and clear evidence of FARC 
involvement shocked Paraguay\'s leaders and population. 
Increased cooperation with Colombia and the U.S. and 
realization of the need for better intelligence and other 
Security measures were one result. 


8. (SBU) Note: The Paraguayan Attorney GeneralVs Office 
recently requested FBI assistance in isolating the voices of 
suspected Colombian and Brazilian nationals on an audio-video 
recording of a PPL kidnapping rehearsal exercise. LEGAT 
Buenos Aires forwarded the recording to the FBI crime lab. 
Several months ago 

assigned to Embassy Asuncion to send to the FBI crime lab 
remnants of several charred address books seized in a raid 
pursuant to the Cubas investigation. FBI analysis of both 
evidentiary requests is pending. End Note. 


9. (U) The Tri-Border Area (TBA) 

meets Brazil and Argentina 

is a primary USG concern. The area is notorious for drug and 
other smuggling 

intellectual piracy 

manufacturing 

Friendship Bridge connecting Paraguay with Brazil. 


10. (U) Paraguay cooperates closely with us in addressing all 
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the problems of greatest U.S. concern 

fund raising by Hezbollah. Paraguay took the lead in 
establishing a four-nation coordination group known as the \"3 
plus 1V' (Argentina 

despite the lack of specific anti-terrorist statutes 

Paraguay has actively prosecuted known terrorist fund-raisers 
on tax evasion charges. FARC involvement with the Cubas 
kidnapping and links to the local violent leftist PPL have 
heightened Paraguayan concerns about terrorism. President 
Duarte noted the threats from international crime 

terrorist fund raising 

address. 


11. (C) Despite preoccupation with close-to-home terrorism 
issues including kidnappings 

FARC 

to take a lead in the war on terrorism beyond its borders. 
This is due to pressure from Brazil as well as domestic 
concerns that an aggressive anti-terrorism policy (e.g. 

a vis the Middle East) will draw terrorist reprisals. In 
addition 

dictatorship remain a factor. Last year 

received Chairman of the Joint Chiefs of Staff General Myers 
but then made a public show of announcing that Paraguay would 
not send a contingent to Iraq despite surprisingly having 
offered to do so when he met with President Bush a year 
earlier. Given recent false allegations that the U.S. wants 
to establish a military base in Paraguay to combat terrorism 
in the TBA 

Paraguay\'s role in the global war on terrorism in a way that 
will not lend fuel to these false claims. Fresh claims of 
abuses under the 35-year dictatorship of Alfredo Stroessner 
also make counter-terrorism legislation and action sensitive 
topics. 


12. (SBU) Paraguay is a significant transit point for the 
transportation of cocaine and other narcotics by air from 
Colombia to Brazil. Much of the northwestern part of the 
country is uninhabited 

enforcing the law due to geography and the political power 
some drug traffickers wield. Paraguay\'s national 
anti-narcotics secretariat (SENAD) coordinates GOP 
interdiction efforts 

DEA. In November 2004 

collaborated in a joint operation that produced the seizure 
of 260 kilograms of cocaine and the arrest of Brazilian drug 
kingpin Ivan Carlos Mendes Mesquita 

drug trafficking charges involving Colombia\'s FARC 
guerrillas. Paraguay extradited Mendes Mesquita to the U.S. 
on June 27 

congratulations are appropriate. Post considers this case 
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emblematic of the success we achieved by working with the 
SENAD as an autonomous unit. Paraguay has no radar and some 
interlocutors may request U.S. assistance in this area. We 

are looking into this possibility in the context of JIATFVs 

operation V'Southern Light 

more important than obtaining radar 

phased improvements in enforcement and prosecution. 


13. (SBU) U.S. interests in Paraguay are focused on 
strengthening democratic institutions 

economic policies and good governance 

organizations 

maintains bilateral assistance programs dealing with 
combating narcotics trafficking 

intellectual property violations 

The U.S. has assisted the Paraguayan Government in 
developing draft money-laundering and counter-terror 
legislation. In the wake of the Cubas kidnapping 

President Castiglioni traveled to the U.S. for meetings with 
Vice President Cheney 

key officials to discuss a comprehensive approach to 
Paraguay\'s security challenges 

seminar that the Center for Hemispheric Defense Studies 
(CHDS) conducted here in September. USAID and the Peace 
Corps also have programs in the country. Paraguay has been 
named a threshold country for Millennium Challenge Account 
funding 

proposal to the Millennium Challenge Corporation. 


14. (SBU) The PNP\'s Counter-Terrorism Unit (SEPRINTE) is an 
effective ally in our efforts to counter terrorist activity 

and terrorism finance in the region. As noted in paragraph 

9 

all the problems of greatest U.S. concern 

terrorist fund raising by Hezbollah. We are also working 

closely with Paraguay\'s national anti-money laundering 
secretariat (SEPRELAD) to improve Paraguay\'s ability to 


SIPDIS 

investigate and prosecute money laundering and terrorism 
financing. The establishment of a LEGAT office in Asuncion 
is a key aspect of our strategy for combating transnational 
financial crimes. As noted in paragraph 11 
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significant assistance from DEA 

national anti-narcotics secretariat (SENAD) has achieved 
considerable success in combating illicit drug trafficking. 
Paraguay is also taking positive steps to investigate and 
prosecute trafficking in persons 

document forgery 

customs and immigration violations. 


15. (U) The military\'s primary mission is to protect 
Paraguay\'s territorial integrity 

authorities in accordance with the Constitution 

cooperate in civil defense. It does not have a lead role in 
counter-drug operations 

unit to support SENAD. The military\'s Special Forces unit is 
in the process of organizing a company-size counter-terrorism 
unit 

counter-terrorist platoon. The Navy has a law enforcement 
mission on Paraguay\'s rivers. The military is still seen as 
the first to be called whenever there is a \"crisis 
Paraguayans feel \"safer\" when the military is out on the 
streets with the police. 


16. (C) Recent press reports that Minister of Defense Roberto 
Gonzalez conveyed to members of Paraguay\'s Congress interest 
in adopting a shootdown policy appear to have been 

inaccurate. Given Paraguay\'s lack of radar equipment 
Paraguay does not have the capability to monitor air traffic 

much less bring down planes involved in illicit activity 

traveling in Paraguayan air space. The Ambassador flagged 

for the Defense and Foreign Ministers the legal and political 
ramifications of a decision to adopt a shootdown policy. 

They assured the Ambassador that the Government of Paraguay 
had no intentions of adopting such a policy. 


17. (C) We expect that Vice President Castiglioni will 

explain the administration\'s vision and goals 

largely focus on domestic concerns related to reforming 
Paraguay\'s culture of impunity and corruption because it 
relates directly to the nations law enforcement and security 
challenges. He will express the government's commitment to 
the struggles against terrorism and drug trafficking. The 
Duarte administration believes that Paraguay\'s solid efforts 

in these fields warrant more international assistance 
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particularly from the U.S. Castiglioni probably will note 
Paraguay\'s significant successes against drug traffickers and 
other transnational criminals 

equipment such as radar and helicopters. Castiglioni will 
welcome increased U.S. law enforcement and security 
cooperation 

enhanced cooperation from Colombia. Your meeting with 
Castiglioni would be a good opportunity to explore closer law 
enforcement and security ties. 


18. (SBU) A few topics you might discuss with Vice President 
Castiglioni are as follows: 


-- Congratulate Paraguay on its successes against drug 
traffickers 
was recently extradited to the U.S. 


-- Welcome Paraguay''s continuing solid support in the 
struggle against terrorism 

terrorist financiers 

authorities in this arena. Note that passage of anti-money 
laundering legislation pending in the Paraguayan Congress 
will enhance the tools Paraguay has to fight this scourge. 
Also note that the establishment of a LEGAT office in 
Asuncion is a key aspect of our strategy for combating 
transnational financial crimes. 


-- Note the importance to the U.S. and Paraguay of our 
cooperation on other key law enforcement matters 
appreciation that the Duarte administration has given such 
matters its full support despite domestic as well as foreign 
criticism in the region. 


-- (If asked:) Acknowledge that LEGAT Buenos Aires forwarded 
to the FBI crime lab the request from the Attorney GeneralVs 
Office for FBI assistance in isolating the voices of 

suspected Colombian and Brazilian nationals on an audio-video 
recording of a PPL kidnapping rehearsal exercise 

the FBI representative assigned to Embassy Asuncion forwarded 
to the FBI crime lab remnants of several charred address 

books seized in a raid pursuant to the Cubas investigation. 

FBI analysis of both evidentiary requests is pending. 


19. (SBU) Castiglioni hopes that you will speak with the 
press during your visit 

exiting your meeting with him. He indicated that he would 
not accompany you to the podium. Press interest will likely 
be high. Paraguayan journalists are generally friendly 
people. We suggest that you lead off with a short statement 
about the purpose of your visit and your impressions after 
meeting with the Vice President 
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below 


-- The purpose of this visit is to meet key government 
leaders involved in law enforcement. The FBI Director will 
also meet with Supreme Court President Fretes 

of the Interior 


-- In June 2005 
and met with FBI Deputy Director John Pistole. 


-- Among the items discussed was the establishment of a Legal 
Attach office at the U.S. Embassy in Asuncion 

open in 2007. The Legal Attach is a representative from the 
Federal Bureau of Investigation (FBI) 

Department of Justice headed by Attorney General Alberto 
Gonzales. 


-- Asuncion will be the eighth capital city in Latin America 

to receive the services of a Legal Attach office. Full 

service Legal Attach offices now exist at the U.S. Embassies 
in Brasilia 

City 

maintains fully operational Legal Attach offices in 53 
overseas locations 

the next two years 


-- The Legal Attach office in Asuncion will conduct 

traditional law enforcement liaison and provide training 
activities for appropriate law enforcement personnel in 
Paraguay. It will provide diplomatic representation and a 
bridge of communication between U.S. and Paraguayan law 
enforcement authorities 

databases and other resources maintained in the United States 
and elsewhere. 


-- The FBI Director\'s visit to Asuncion is part of a regional 
visit to five Latin American cities. Director Mueller will 
arrive in Asuncion following meetings in Brasilia. 

(If asked:) 


FBI Involvement in Paraguay 


-- Q: When will the FBI office open here 
will staff it? 


-- A: The current plan is to open the office sometime in 
2007 


-- Q: Vice President Castiglioni has said the main purpose of 
the FBI office here will be to provide training to Paraguayan 
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law enforcement personnel. What specific types of training 
and services will the FBI office in Asuncion offer? Will the 
FBI office do things other than arrange for training? 


-- A: Training the FBI provides to local and international 

law enforcement partners is designed to develop a 

professional cadre of leaders through the FBI\'s National 
Academy and similar programs 

expertise 

values in law enforcement. In addition to training 

Legal Attach office will provide traditional law enforcement 
liaison between U.S. and Paraguayan law enforcement 
authorities 

other resources maintained in the United States and elsewhere. 


-- Q: Does the FBI plan to conduct law enforcement operations 
in Ciudad del Este? Will the FBI investigate crimes in all 
parts of the country? 


-- A: The Legal Attach office is intended to provide 
diplomatic representation and a bridge of communication 
between U.S. and Paraguayan officials. This is not our 
jurisdiction 

enforcement investigations or operations here. Anything the 
FBI does here will be pursuant to operations conducted by 
Paraguayan authorities 

in this sovereign nation. 


International Crime and Counter-Terrorism 


-- As clearly outlined in the U.S. Report on Global 
Terrorism 

are basically fundraising and financing 

nature. 


-- We rely on the authorities in the countries involved to 
provide the legal structure to allow the investigation 
arrest 

activities. 


-- We are pleased by Paraguay\'s active cooperation in the 
fight against terrorism. It has taken important steps to 
counter this grave problem and was instrumental in helping 
strengthen regional cooperation with the U.S. (through the V3 
plus 1\" mechanism). 


Q: What proof do you have that Paraguay funds terrorists? 
-- We never said that \"Paraguay\" funds terrorists 


that individuals in Paraguay (specifically in the Tri-Border 
Area) fund organizations engaged in terrorist activities. 
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-- Illicit activity 

fosters corruption 

development 

launderers and terrorist financiers. 


-- President Duarte mentioned the threat from terrorist 
financing in his annual message to Congress. 


-- In recent years 
tax evasion who have also been implicated in laundering money 
for terrorist groups. 


-- It is vital that Paraguay continue to prosecute and 
convict those implicated in illicit activity 
laundering and terrorist financing. 


Counter-Drug Efforts 


-- Paraguay is making an important effort against drug 
trafficking 

achievements 

Mesquita 


-- We are confident there will be continued good performance 
in this area 
well as the region at large. 


Q: What types of assistance will the U.S. provide Paraguay to 
meet its security challenges? Can you give us radar and 
helicopters? 


-- In 2004 

funds to assist Paraguay in combating narcotics trafficking 
money laundering 

property rights piracy. 


-- Those funds support training for judges 
police 


-- Since 1987 
assist Paraguay\'s law enforcement efforts. 


FARC Ties 

-- Evidence of FARC ties to the Cubas kidnapping is very 
disturbing. The FARC has demonstrated its readiness to 
commit any number of atrocities 


other forms of terrorism 


-- The U.S. recognizes Paraguay\'s commitment to address this 
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problem. 


Rumors of a U.S. Military Base 


-- Reports of U.S. intentions to base U.S. troops in Paraguay 
are not true. 


-- The truth is that small numbers of U.S. personnel 
groups of generally 10-20 persons 

Paraguayan military colleagues during periods of two to six 
weeks and then return to the U.S. No U.S. soldiers will be 
deployed in Paraguay for extended periods of time. 


20. (SBU) Topics you might discuss with Latorre 
Benitez 


-- Recent successes against drug traffickers 
Mesquita extradition. 


-- Continuing solid support in struggle against terrorism and 
close cooperation on prosecuting terrorist financiers. 


-- Importance of passing anti-money laundering legislation to 
enhance Paraguay\'s ability to fight this scourge. 


-- (With Isasa:) Note importance of alliance with SEPRINTE in 
struggle against terrorism and terrorism finance. 


-- Importance to the U.S. and Paraguay of cooperation on 
other key law enforcement matters 

Duarte administration has given such matters its full support 
despite domestic as well as foreign criticism in the region. 


-- (With Latorre:) Ask what he sees as his primary role in 
his new job as National Security Advisor 
priorities are. 


-- (With others:) Ask what they see as Paraguay\'s top law 
enforcement priorities. 


-- (If asked:) Acknowledge that LEGAT Buenos Aires forwarded 
request for FBI assistance in isolating suspected Colombian 

and Brazilian voices on PPL kidnapping rehearsal video 

that Embassy Asuncion forwarded to the FBI crime lab remnants 
of several charred address books seized in a raid pursuant to 
the Cubas investigation. FBI analysis of both evidentiary 
requests is pending. 
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July 

knowledge level of CAFTA-DR was proportional to the 
education level achieved by the respondent; 96 percent of 
those having at least one year of University-level 
education had some knowledge of the agreement 

of those completing their high school studies 

percent of those completing primary education. 


3. As compared to a similar CID/Gallup poll conducted in 

July 2005 (Reftel) 

that those who responded that they were \"somewhat\" or V'very 
much\" in favor of CAFTA-DR increased from 56 percent to 64 
percent. Those who responded that they were \"somewhat\" or 
\"very much!" opposed to the agreement fell from 30 percent 
to 26 percent. Since the U.S. approved CAFTA-DR in late 
July 2005 

the local media. Nicaraguavs recent ratification of CAFTA- 

DR on October 10 

issue in Costa Rica. Looking closer into the breakdown of 

the responses to this question 

said they were very much in favor of CAFTA-DR (21 

23 in July 

somewhat in favor (35 

opposed (13 

(17 


4. The poll also asked the following question to those who 
said they knew at least \"a little\" of the agreement: 

\"Taking everything into account 

Costa Rica will benefit from CAFTA-DR?Y' Responses revealed 
that 61 percent think that Costa Rica will benefit Wa lot" 

or some 

May 2005. Those who think the country would benefit 
\"little\" or \"not at all constituted 25 percent of the 
responses 

May. Those having no response or opinion were 14 percent 
of the respondents 

May. 


5. Comment: The most recent CID/Gallup results show that 
support for CAFTA-DR is expressed by a strong majority of 
Costa Ricans and is growing. The opposite is true of those 
expressing opposition to CAFTA-DR in Costa Rica. These 
results are consistent with other recently conducted polls. 

The most significant changes over the year have been the 
percentage of respondents who said they knew of CAFTA-DR 
and believe the agreement will bring at least some benefits 

to the country. 
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held in Slovenia to launch status negotiations on Kosovo. The 
invited would include Presidents 

President of Parliament of all the parties (Belgrade 

Albanians and Kosovo Serbs) involved in discussing the final 
status of Kosovo. Drnovsek said he had discussed this with 
former Finnish President Marti Ahtissari whom he expected 
would be appointed as Special Envoy on Kosovo on Friday 

who would be invited together with other representatives from 
the CG. Drnovsek took pains to stress that this was to be an 
informal meeting with \"no expectations" as to results 

for purposes of the players getting to know each other better 
without pressure Νο perform" as a confidence building 
measure. He said Slovenia was motivated to make this offer 

out of a strong sense of its close historical ties as a 

former member of the Yugoslav Republic and as the only EU and 
NATO member among the successor states. He made clear that 
PM Jansa and FM Rupel were on board with the proposal. 
Drnovsek said he would be traveling to Belgrade on November 2 
and would propose the idea to all parties at tat time. End 
Summary 


2. (SBU) On October 19 

the resident Ambassadors of the U.S. 

the EU) 

the meeting was to discuss an idea Slovenia had to gather all 
the relevant parties to the Kosovo status/standards talks in 

a neutral location (Slovenia) for an informal 

building meeting. (Note. FM Rupel has mentioned previously 
the GOSY readiness to play such a roll End Note.) Slovenes 
have been keeping a close eye on developments in Serbia and 
Kosovo and have pushed hard for status talks to get underway 
in parallel with on going standards work. 


3. (SBU) In addition to proposing this informal meeting 
President Drnovsek shared his thoughts on points that an 
ultimate outcome should include. Most importantly 

security for the Serb minority must be assured. Serbs in 
Kosovo should have significant autonomy for their communities 
as well as a permanent representative in government and 
parliament. He noted the strong emotional attachment have to 
their churches and historical sites in Kosovo and proposed 

that some of the most important Serbian cultural sites within 
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Kosovo be given a sort of extraterritorial status. These 

could be the types of concessions the Kosovars should be 
willing to make to Serbia in order to gain sovereignty. 

Asked about the need for NATO or EU forces after status talks 
concluded 

especially around Serbian settlements 

Kosovars had their independence 

interested in threatening the Serb minority. 


4. (SBU) Saying that Kosovo independence was inevitable 
that everyone including the Serbs know it 

that it needed to be accomplished sooner rather than later 
months 

the outside limit. A gradual approach was not the way to go. 
He added that Kosovo needed to start to take over UNMIK 
responsibilities now. Drnovsek said that with the 
concessions from Kosovo and prospects for eventually joining 
Europe and the EU 

to make necessary political and economic reforms. Kosovo 
would have to do the same. 


5. (SBU) Comment. Drnovsek has strong political credentials 
both pre and post Yugoslavia. He was the penultimate 
president of the rotating presidency of Yugoslavia 

has held the position of Prime Minister and now President 
almost continually since independence. He is well known in 
the region 

factions 


mediator. In this meeting 

interest in helping its former compatriots to reach a 

settlement on sovereignty for Kosovo which would also ensure 
continuing peace and stability in the region. There is no 
ambition to interfere in the ongoing Contact Group process 
however 

Slovenia to offer its good offices in the area of confidence 
building. As Drnovsek said 

speak their language. V 
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would have to be worked out. Reaction on both sides of the 
border appeared positive 
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of when and how. End Summary. 


A NEW MUSHARRAF PROPOSAL ON KASHMIR 

2. (U) During a press conference in Muzaffarabad 

Musharraf unveiled a new plan to allow Kashmiris from across 
the Indian side of the Line of Control (LOC) to enter AJK to 
Vhelp their brothers in reconstruction work on this side." 
While categorical that the proposal was only for civilians 
Musharraf said he was open to the idea of allowing political 
leaders from the two sides to meet and interact on 
reconstruction issues. He also suggested the opening of 
landline and mobile phone links between Kashmiris on either 
side of the border 

several years. 


3. (C) Musharraf described his announcement as a V'suggestion V" 
and said that the modalities would have to be worked out 
formally by both sides. A call to Ministry of Foreign Affairs 
(MFA) Director for Kashmir Affairs Miriam Aftab today 
confirmed that it was an idea developed by Musharraf (or his 
close aides) and not by the MFA. (Comment: If left to the 
MFA 

aspect of the Kashmir issue. End note.) Aftab candidly 
admitted that she had been cut out of the loop and was unable 
to answer questions on how or when MusharrafVs proposals 
would be implemented 

had begun 


PAKISTANI AND INDIAN REACTION 

4. (C) Musharraf\'s announcement received front-page coverage 
in this morning\'s Urdu and English language dailies 

continue to be otherwise consumed by earthquake-related news. 
Newspaper articles covering Musharraf\'s proposal were upbeat 
and positive in most Pakistani newspapers; editorial comment 
will take another day to emerge. Thus far 

parties--including the MMA--have remained quiet on the 
proposal. Militant groups 

United Jihad Council 

strengthen the cause of Kashmiris. 


5. (C) Press reports indicate that the Indian Government 

reacted warmly to Musharraf\'s proposals 

well in line with what India has long advocated--greater 
movement across the LOC. India\'s External Ministry Spokesman 
Natvej Sarna and former Indian Ambassador to Islamabad G. 
Parthasarthy were quoted in the Indian Express and Reuters 
saying that India welcomed the remarks 

\"vindicated India\'s advocacy of the need for a soft border.\" 
Sarna said he is waiting for word from Pakistan to work out 
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the Vpractical details\" of implementing Musharraf\'s proposal. 
Prime Minister Manmohan Singh immediately acted on 
MusharrafVs call for better communication links 

Department of telecommunications to set up four Telecom 
Facilitation Centers (one each in Srinagar 

Tangdhar). The Indian telecommunications centers are supposed 
to be operational for two weeks 

groups--including the main separatist alliance in Indian 
Kashmir--the All Parties Hurriyat Conference (APHC) said they 
welcomed the offer. 

COMMENT 

6. (C) Musharraf\'s proposal is a well-timed attempt to turn 
public opinion in Kashmir to his side. Given the beating the 
GOP has taken for reacting too slowly to the crisis and 
several media accounts of militant groups being first on the 
ground 

and allow freer movement of relief personnel across the LOC 
is a welcome step. Consistent with MusharrafVs usual style 
he announced first and has left it to the bureaucrats to work 
out later. What happens to the proposal sticks remains to be 
seen; the Pakistani bureaucracy will only move on the 
proposal if consistent pressure is applied from the top. 
CROCKER 
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international Codex standard for this cheese type. New 
Zealand 

development of a standard 

internationally recognized as being a generic name and 
that consumers do not expect parmesan cheese to 
necessarily originate from the \"Parma\" region. New 
Zealand expressed the view at the Rome meeting that Codex 
was not the appropriate forum for the issue of Gl 

protection to be addressed 

Intellectual Property Organization and the WTO Agreement 
on Trade-Related Aspects of Intellectual Property 

(TRIPS). 


7. New Zealand may soon enter into negotiations with the 
EU related to wines and spirits. New Zealand looks 
forward to this as an opportunity to address access 
issues for its products in EU markets and anticipates 
that the EU will seek to gain New Zealand Gl recognition 
for clawback listed products. While these generic names 
are commercially less important today to New ZealandVs 
wine industry than previously 

preserve future rights. A New Zealand court ruled in the 
early 1990s that Champagne could not be used on 
Australian product sold in New Zealand. The court 
reserved its ruling exclusively for this product and no 


Column 3 

other judicial determination or New Zealand law affords 
Gl protection to other products found on the EU\'s 
clawback list. 


8. New Zealand firmly opposes the EUVs intent to achieve 
the results for geographical indications called for in 

the October 10 Statement of its Conditional Negotiating 
Proposals in the Doha Round. This includes the EU\'s 
request to engage on V'intensive negotiations on the 
Register and to have a firm agreement in Hong Kong to 
commence negotiations immediately on the extension of the 
register" from wine and spirits to include Gls for other 
products. New Zealand agrees with the U.S. position that 
the EU\'s proposed register goes beyond the mandate in the 
TRIPS Agreement and in DOHA to establish a voluntary 
System and opposes EU efforts to create an automatic 
supranational system that establishes binding Gl rights 

on all WTO members for all products. New Zealand further 
agrees with the United States that Article 23 Extension 

are not validated by evidence that existing TRIPS 
obligations for protection of other products is 

inadequate. In addition to the policy considerations 
expressed above 

account its economic assessment that the EUVs efforts to 
obtain а \"more certain legal environment" (enhanced) for 
marketing its products globally through increased Gl 
protection would result in significant real costs and 
commercial uncertainty for New Zealand\'s own agricultural 
trade. 
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the view that the UNESCO Convention can not be used to 
restrict trade or the free flow of information. Angsana told 
us that V'the U.S. concern in this regard is also a concern of 
my government." 
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allows these terror groups to function without the support of 
sponsors. He said Hizballah has an independent capability 
because it is involved in fundraising in places like North 
America 


6. (C) Yaakov said Britain and France are not taking 
effective steps to curb the activities of Islamic charities 

such as INTERPAL in Britain and CDSP in France 

claimed are involved in terrorism finance. He said these two 
organizations have not been outlawed and continue to 
function. He also added that the GOI knows which Islamic 
charities are involved in funding terrorism. He indicated 
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that when one charity is shut down 

cited Germany 

countries that have experienced this phenomenon. 


7. (C) Yaakov said terrorist groups in the Middle East 
function much like proxy powers in a polarized world. Iran 
and Syria support terror organizations in places like Iraq 
Lebanon 

state sponsors of terrorism to project their power in the 
region. Iran and Syria in particular exert influence through 
terrorist networks that seek to affect events by killing and 
inflicting damage to civil infrastructure. 


8. (C) Yaakov said the Palestinian Authority (PA) lacks the 
ability to curb terrorism finance because it does not have a 
Financial Investigative Unit (FIU). He told the delegation 
that the PA has no financial transparency 

financial controls 

control the flow of money to terrorist groups operating in 
the territories. He said the PA has no will or ability to 

fight terrorism finance at this point. 


9. (C) On October 10 

director of Counterterrorism Finance 

by MFA official Khaldi 

and econoff. Levi said the GOI is not optimistic about Saudi 
Arabia\'s efforts against terrorism or terrorism finance. He 
said the Saudi government is still one of the major 
supporters of terrorism around the world and that it has not 
curbed non-governmental organizations involved in funding 
terrorist groups. He said Saudi Arabia has many V'mediators V 
who move money between private donors 

terrorist groups. 


10. (C) Levi said Iran is also involved in providing money to 
Palestinian terrorist groups. He asserted that Iran tried to 
funnel three million dollars through the UAE to various 
(unspecified) Palestinian terrorist groups in the occupied 
territories 

transfer. He said the UAE and other gulf countries are 
transit points for terror money and for the proliferation of 
weapons. 


11. (C) Levi criticized European dialogue with Hamas 
that it legitimizes the organization as a player in the 
political arena. He said that Hamas is a terrorist 
organization that works closely with Al-Qaeda and other 
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terrorist networks. In conclusion 

efforts to help the PA set up an alternate social security 
program 

Hamas\'s system of social welfare (Ref B). The financial 
support slated for the PA will come from an escrow account 
made up of a variety of Palestinian pension accounts 

other funds paid into by Palestinian workers. The GOI will 
transfer money from this escrow account to the PA to help it 
Set up a social security system in the territories. He 
indicated that the Prime MinisterVs office and Ministry of 
Finance are aware of this program and have given it full 
support. 


12. (U) This cable was cleared by the staff delegation. 
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Columnist Mohmmad Abu Rumman writes on the op-ed page 
of the independent 

(10/19): \"Despite news reports about extensive no- 
voting by the Sunni Arabs on the constitution 

very difficult for the Sunnis to politically abort the 
constitution. Yet 

that a major development occurred on the Sunnis\' 
political stand to the effect of breaking the 

consensus that existed against the political process . 

a break that took place when the Islamic party 
declared its acceptance of the draft constitution 
provided that amendments to it are made. The party 
however 

the point of armed assaults against some of its 
members 

considered its stand as disappointing and sometimes as 
collaboration with the occupation. The stand of the 
Islamic party poses a pivotal question about the 
options of the Sunni Arabs and the requirements of the 
upcoming stage: do they continue their political 

boycott and armed resistance or do they take part in 
the political process? Had the situation in Iraq been 
normal and similar to the experience of Arab peoples 
under colonialism 

without a doubt 
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resistance until the occupation is removed 

not only a legitimate stand 

approach.. Having said this 

is quite different and requires a logical and 

objective reading. This poses the question about 
which is more dangerous to the future of Iraq: the 
American occupation or the explosive domestic 
situation? An objective reading of the situation 
shows clearly that there is a major defect in the 
internal status quo 

an easy occupation and which is dragging Iraq towards 
a real disaster. The most dangerous problem does not 
lie in the occupation but among the Iraqis themselves 
who have two options: either resorting to the use of 
weapons and the logic of extermination and civil war 
which inevitably will lead to dividing Iraq into 

warring small states 

dialogue and communications 

through the current political process.. Those who 
oppose and reject the stand of the Islamic party 
namely their participation in the political process 
must provide convincing and rational alternatives 
provided that the Iraqi Sunnis and Iraq do not end up 
paying the price. Enough bloodshed and wastage in 
Iraq. The lraqis have the right to brush off the dust 
of the past and start their future rationally.\" 


-- \"Support the Iraqi Islamic party" 


Columnist Jamal Khajugji writes on the op-ed page of 
independent 

V'The reaction of extremist groups and the Salafi-Jihad 
oriented factions against the Iraqi Islamic party\'s 
success in achieving major concessions in its favor in 
the draft constitution was violent 

and bloody.. The Islamic party's move is positive and 
takes the Sunnis from the realm of boycott and 
marginalization to the realm of positive participation 
and decision-making 

extremists] do not want and so they launched a 
campaign of hatred and killing against the party. The 
party and all those moderate forces in Iraq need 
support in order to help Iraq and its stability. V" 


-- VThe referendum: what is it for?\" 


Daily columnist Rakan Majali writes on the back-page 
of the center-left 

Dustour (10/18): V'The processes of elections 
referendums 

tools in the big game aiming at deepening Ігад\'ѕ 
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wounds 

disintegrating Iraq Vs steadfastness ... leading to 
dividing the people\'s belief in the fact that Iraq 

must be united 

what America wants to achieve by feeding the 
conflicts 

This is the result that America hopes to achieve and 
reinforce in Iraq through the referendum. Everything 
else is mere details!" 


-- \"lraq and the Arabs V 


Chief Editor Ayman Safadi writes on the back page of 
Al-Ghad (10/18): V'The Arab League\'s Secretary 
General 

carrying what he calls an Arab project to help save 
Baghdad from the chaos 

occupation. The Arab League will go down in history 
as having made its initiative two and half years after 
the Iraqis started to put together their country that 
was dismembered by war and dictatorship. Amr Mousa\'s 
visit to Baghdad will be a meaningless page in the 
history book of post-Saddam Hussein Iraq 

interim elections took place ten months before the 
Arab League realized its responsibility towards Iraq 
and voting on the constitution occurred a few days 
before the Arab League envoy arrives in Iraq. The 
results of these major stations in the political 

process are much bigger than a wordy initiative by the 
Arab League could do to change them. This 

does not negate the need of Iraq to have support from 
the Arabs as it feels its way out of the quagmire in 
which the failed American policies have put it. The 
success of any Arab effort in Iraq is dictated by the 
IraqisV acceptance of that effort. The first thing 

that needs to be done is a candid statement that the 
Arabs accept whatever the Iraqis accept for 
themselves. The role must be that of assistance and 
not guardianship.\" 

RUBINSTEIN 
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attendance is necessary to mount a more effective relief 
response. In the Provincial Assembly 

unanimous resolution on October 17 

earmark of international relief funds for NWFP. This 
reflects a deeply-rooted distrust in national decision-making 
that the assembly feels will short change the province. The 
English-language provincial press remains critical of the 
Army for an insufficient initial response 

Indian helicopter support 
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defense resources to the crisis. The Urdu-language 
provincial press has 

complimentary of army efforts in the province. 
Punjab 


6. (SBU) In Punjab 

and funnel relief efforts north are prominent and ongoing. 
While opposition parties remained relatively quiet during the 
first week following the earthquake 

break their silence. Opposition members explained that they 
had refrained from criticizing the government relief efforts 

in order to present a unified front 

appearance of taking political advantage of the crisis. The 
initial grace period has now come to an end and they will 
raise their complaints at the October 20 provincial assembly 
session. Both opposition politicians and PML members have 
begun to criticize the lack of information and transparency 

in the collection and distribution of relief goods and 
donations. They additionally criticized a perceived lack of 
concern from both federal and provincial leaders. The 
continued absence of the Chief Minister is cited as the prime 
example. Instead of being in the affected areas with the 
people 

of the Chief Minister 

One PML member noted that although Nawaz Sharif had major 
faults 

goods to to the victims. She stated \"This is not a people\'s 
government and it comes across at a time like this. V 


Karachi 


7. (SBU) Karachi is taken with the call to help fellow 

Pakistanis in the earthquake zone. Collection sites for 

relief goods have sprung up at schools 

near mosques and bus stations. Karachi university students 

and others have lined up to give blood and appeals for 

monetary donations are plastered on bill boards and the sides 

of buildings. Large amounts of money have reached NGO\'s such 
as the well respected Edhi Foundation. Pakistan Navy Karachi 
Commander Vice Admiral Muhammad Asad Qureshi stated that each 
of Pakistan\'s armed services stationed in Karachi have 
\"adopted\" a zone in the earthquake effected area and plan to 
focus their individual attention in those particular areas. 

(Note: It is unclear if this is an organized effort. End 

note.) All major local press was dock-side for the October 

18 arrival of the USS Pearl Harbor and off-loading of its 
humanitarian relief cargo 

this USG assistance. In courtesy calls with the Pakistan 

Navy''s District Commander 
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Karachi Port Trust 

for assisting relief operations 

facilitate future port calls to the maximum extent possible. 
This warmth seems to be shared by many here in Karachi. In 
full dress whites 

waves and smiles as they passed in a Pakistan Navy motorcade 
from call to call. At one traffic intersection a group of 

covered women leaned out of the back of a taxi-bus to smile 
and wave. Pakistani men on the side of the road nodded their 
heads in agreement. 


Balochistan 


8. (SBU) In contrast to other parts of the country 

in Balochistan report that business continues as usual in 
much of the province. Collection points appear active only 
in Quetta and Pashtun areas in the north. Baloch-audience 
papers reportedly returned to their normal news coverage at 
the end of last week. According to one Baloch tribal leader 
most Baloch view AJK and NWFP as totally outside their area 
of interest. While tribal loyalty among Pashtuns compel 
sympathy with their NWFP compatriots 

sense of national tragedy in Baloch areas. If anything 
certain amount of resentment prevails that a similarly 
massive national and international relief operation did not 
materialize when massive floods devestated parts of 
Balochistan earlier in the year. 


9. (C) Comment: One-week after the earthquake 

over what the public views as slow and uncoordinated GOP 
relief operations continues to build. President Musharraf 
remains above-the-fray 

Relief Commission in the Prime Ministers Office (the 
designated execution coordination points for relief efforts) 

to bear the brunt of the criticism. While the opposition 
hopes to use public anger over the GOP response to discredit 
the President 

October 14 National Assembly debate or its refusal to attend 
an October 18 FRC briefing held at the PM\'s Secretariat 
helped the opposition s cause. The media is asking 
increasingly uncomfortable questions about the state\'s 
historic failures on disaster preparedness and tolerance of 
shoddy construction projects. Those in the affected-areas 
remain skeptical of GOP-assistance 

current desperation and beyond the GOP\'s control. We believe 
that as the situation stabilizes and reconstruction begins 

the GOP retains the opportunity to rebuild its image with 
these parts of the population. End Comment. 

CROCKER 
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loyalists. (Note: Lakas controls about 75 seats in the 

House. KAMPI has about 35. Arroyos coalition 

includes several other parties in addition to Lakas and 

KAMPI 

Note.) The immediate flashpoint for the tension is how many 
representatives on the powerful Committee on Appointments 
should be reserved for members of the KAMPI grouping. (Note: 
The Commission on Appointments is a bicameral House/Senate 
body 

cabinet secretaries 

police appointments. End Note.) KAMPI leaders are demanding 
at least two seats on the 24-seat body. De Venecia 

of the Lakas party 


3. (SBU) A major source of continuing tension 

Constitutional change. No doubt at the explicit instructions 

of President Arroyo and her advisers 

leery of Constitutional change proposals to create a 
unicameral parliamentary form of government 

the proposed changes would curb Arroyo\'s term (which ends in 
2010) or her powers. KAMPI is so upset over the matter that 
it has withdrawn its support for De Venecia\'s Constitutional 
change proposal until the Commission on Charter Change 
(appointed by President Arroyo) submits its recommendations 
to the House in December (see Ref B). 


4. (C) Growing dissatisfaction by KAMPI with Lakas has led 
some observers to speculate that there might be a KAMPI-led 
leadership challenge to De Venecia. Contacts have related to 
us that KAMPI members Congressman Luis Villafuerte or Ronaldo 
\"Ronnie\" Puno may at some point take a run at De Venecia\'s 
position as House Speaker. There are also reports that 
Congressman Prospero \"Butch\" Pichay 

challenge De Venecia with KAMPI support. If any of these 
figures were to run against De Venecia 

certainly be with Malacanang\'s backing and be very divisive. 
However 

is planning to make any such move in the immediate future 
though a possible timeframe for a challenge would be when the 
House ends its current recess and re-convenes on November 7. 


5. (C) The latest friction in the Lakas/KAMPI relationship 
comes after several months of cooperative links between the 
two sides as they worked together to defeat the OppositionVs 
impeachment complaint (Ref C). When Opposition lawmakers 
filed impeachment charges against President Arroyo in July 
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Lakas and KAMPI members stood firmly by the President. Lakas 
members -- whose backing for the President is sometimes more 
nominal than actual -- refused to endorse the impeachment 
complaint 

Senate. This cooperation was a notable change from the 
partisan competition that had been the norm in relations 
between the two groups since 2004. (Note: Then-senator 
Arroyo formed KAMPI in 1997 during the run-up to her bid for 
the vice presidency. The group fell into relative obscurity 

until mid-2004 when Arroyo 

victory 

influence of Lakas -- see Ref E.) 


6. (C) The divisions in ArroyoVs coalition in the House add 
to her pre-existing problems with a recalcitrant Senate and 
potentially threaten her legislative agenda. The next 
several months of business in the two bodies will be busy 
ones as the House prepares the budget for 2006 
Constitutional change proposals 

anti-terrorism legislation. Arroyo has already basically 

lost control of the Senate due to defections from her camp 
over the summer (Ref A) 

seemed steady 

and defeated the impeachment drive in September. At this 
point 

and КАМРІ\ѕ problematic ties could potentially delay and 
complicate the path of key legislative items. 


Visit Embassy Manila\'s Classified SIPRNET website: 
http://www.state.sgov.gov/p/eap/manila/index. cfm 


You can also access this site through the State DepartmentVs 
Classified SIPRNET website: 
http://www.state.sgov.gov/ 
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out to the current coalition 

can still learn new tricks V") has ruled out ever serving as 
Prime Minister again 

consider \"success\" in next years elections the return of 
HZDS to a ruling coalition. Despite the overtures they are 
making to the current coalition of SDKU 

HZDS leadership told us that they cannot rule out any course 
of action. Still 

and predict what the government will look like in a year 
almost all agreed that it will involve a partnership between 
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HZDS and SDKU. END SUMMARY. 


ΜΕΟΙΑΗΝ5 EMISSARY: WEVRE REACHING OUT TO THE COALITION 


2. (C) During an October 19 lunch with HZDS MPs Milan 
Urbani 

Urbani -- Meciar\'s designated \"emissary\" to the United States 
Embassy -- told us that HZDS is growing in popularity 
particularly with the young and the \"forty-something\" crowd. 
The MPs speculated that this bump was due to Slovaks finally 
getting over the mistakes of the 1990\'s 

Minister of Justice -- said disingenuously that HZDS was 
forced to make \"bad concessions\" to its then-coalition 
partners 

unreconstructed of the group. End Comment). Tothova said 
that she could see HZDS working together with Prime Minister 
Dzurinda\'s SDKU party 

luncheon by saying that all options were on the table for 
HZDS in the upcoming elections 

that HZDS was reaching out to the current coalition. Urbani 
was particularly interested in how the United States would 
react to a SDKU-SMK-KDH-HZDS coalition government; the 
Ambassador told Urbani that the USG is interested in having 
Slovaks choose their own leaders in an election that is free 
fair 

Meciar\'s past transgressions and expressed our support for 
many of the policies Slovakia has followed since Meciar\'s 

fall. 


3. (C) While the MPs admitted that Meciar is an \"old dog 
they had faith in his ability to learn \"new tricks\" in the 
upcoming political campaign season. While Strofova -- a 32 
year old new mother -- waxed sentimental about Meciar\'s role 
as the \"father of our country 

by her passionate display of loyalty. Urbani admitted 

however 

the polls; without Meciar 

significantly. Clearly 

unchallenged boss. 


MECIAR WANTS POWER 


4. (C) The MPs outlined their party as built upon three 
\"pillars:\" \"We are a Christian party 

and a party that believes in social capitalism 

With an aggressive and well-defined outline of what reforms 
it feels should be continued 

the members clearly spoke from the perspective of their 
traditional voter base in rural and eastern Slovakia 
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joblessness remains a problem and wages currently hover at 
around 40 percent of the EU-25 average. When asked about 
what would constitute \"success\" for Meciar 

\"power.\" When asked to clarify 

wants HZDS to be in the ruling coalition again -- and is 
actively pursuing partnership with SDKU 

there -- but that Meciar himself does not aspire to be Prime 
Minister (or any other Minister 

Urbani told the Ambassador that Meciar has on no fewer than 
three occasions assured him that he does not want to be in 
power again. Urbani smiled coyly when we asked if Meciar was 
angling to be Chairman of the Parliament. 


THE BIG QUESTION: WHEN CAN MECIAR MEET THE AMBASSADOR? 


5. (C) Following the lunch 

aside to ask \"when (Urbani) might be able to tell the 

Chairman he can meet (the Ambassador).\" The Ambassador told 
him the time wasnt right. 

VALLEE 
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large number of expatriate workers from Asia and the 
extensive international travel common to Kuwaitis. At this 
time the GOK does not have any supplies of Tamiflu (the 
anti-viral drug used to treat Al) but has on order doses for 
one million people. END SUMMARY 


2. (U) On October 17 

(notetaker) met with Director of Public Health Dr. Rashed 
Al-Owaish and Head of the Communicable Disease Control Unit 
Dr. Mussab Al-Saleh of the Department of Public Health to 
discuss the GOKVs preparations for a possible Avian Influenza 
(Al) outbreak in Kuwait. Al-Owaish explained that he heads a 
committee comprised of himself 

committee coordinator) 

Laboratory 

Director of the Ambulance Service 

private hospitals in Kuwait 

drug industry. This committee is charged with planning and 
coordinating the GOK\'s preparations for 

Al outbreak. The committee 

last week and had another meeting scheduled for October 18 
uses WHO guidelines for responding to an epidemic as well as 
the GOK\'s 2003 experience in preparing for bio-warfare 

later for Sudden Acute Respiratory Syndrome (SARS). 
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Al-Owaish said he anticipates the creation \"soon\" of a higher 
level Al committee organized by the Cabinet of Ministers and 
staffed by all major ministries at the undersecretary level. 


3. (U) Both Al-Owaish and Al-Saleh agreed that Kuwait is at 
a \"high risk\" for Al 

workers (about 60% of the population 

and the frequency with which Kuwaitis travel. To that end 
once the WHO declares a Stage 1 pandemic 

infrared temperature monitors 

SARS outbreak 

on flights originating from affected countries 

those with passports indicating travel to those same 
countries 

that the PM is seriously concerned about Al 

economic impact on government services and Kuwait\'s oil 
industry if large numbers of workers get sick. Al-Owaish 
stated that the PM\'s interest ensures that the committeeVs 
planning recommendations are likely to be adopted. 


4. (U) Al-Saleh estimated that an Al pandemic in Kuwait 
would likely affect 900 

needing medical attention 

hospitalization 

Kuwaiti hospitals currently have about 4 

government hospitals) and that the capacity could be pushed 
to 6 

Responding to Medoff 

have very few rooms with V'negative flow" ventilation and a 
relatively small number of isolation rooms in Intensive Care 
Units (ICU); there are about 650 ICU beds in Kuwait. 
Although the number of beds is well below his own projection 
of the number of potential persons needing hospitalization 
Al-Saleh insisted that the Kuwaiti hospital system can handle 
a pandemic with a quarantine and at-home treatment 
supplementing the hospitals. 


5. (U) Responding to Econcouns\'s query about what 
preparations are now underway 

committee is working on a public information campaign 
composed of Arabic language brochures and also preparing 
lectures for doctors and other medical personnel. Econoffs 
suggested that brochures in English would be useful as well 
given that most of Kuwait\'s residents speak more English than 
Arabic. Additionally 

quarantine and treatment protocols by which hospitals can 
process affected patients in the most efficient way. 

Al-Saleh said that DPH epidemiologists are resident in each 
hospital and that initial cases would be sent to the 

Infectious Disease Hospital for quarantine. If and when the 
Infectious Disease Hospital reaches capacity 
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would establish an isolation ward; Al-Saleh said that 
designating specific hospitals as Al-only would upset 
Kuwaitis who likely would demand that they be allowed to go 
to the nearest hospital regardless of its designation. 


6. (U) Al-Owaish said that the GOK does not have any Tamiflu 
stocks at present but has ordered 10 million tablets 

to treat 1 million patients. However 

worldwide shortage of Al anti-viral drugs he does not expect 
to receive the drugs until June 2006. Because of this delay 
Al-Owaish said 

order the drug Relenza 

cases and is more widely available. Al-Saleh reiterated that 
the PM is very interested in the response planning 

that the initial proposal was for buying 6 million tablets 

and that the PM told them to \"make it 10 million. V" 
Additionally 

vaccine that is being developed and has 5 million doses on 
order. Al-Saleh worried that 

pandemic and a continued shortage of anti-viral drugs 
might come to be seen as a national security issue 

some countries may declare all drugs and vaccines produced in 
those countries for domestic use only 

the ability of nations without pharmaceutical industries to 
obtain medications. He said that both Germany and France 
traditional medical suppliers for Kuwait 

sales in the past due for national security reasons. 


7. (U) Reflecting reftel concerns 

preparations for educating the general public as well as 
health care professionals; and the committeeVs plans to test 
isolate 

responsible international bodies promptly. When asked what 
obstacles he sees to the GOKVs response 

concern that medical professionals may downplay the 
seriousness of an Al pandemic 

coordinate quarantines. He related that some doctors think 
the DPH is \"crying wolf" about health threats 

after stockpiles of anthrax vaccines (obtained prior to the 
Iraq invasion) were never used 

non-event in Kuwait despite DPH warnings. Al-Saleh also said 
that he was concerned about panic among the general 
population should an outbreak occur. 


8. (U) Econ/C asked what help the USG might provide. Both 
officials were primarily concerned with the availability of 
drugs. Al-Owaish asked that the U.S. help speed their order 
of Tamiflu 

allow generic firms to manufacture Tamiflu 

stockpiles of the drug. Al-Saleh also said that any planning 
assistance from CDC would be welcome. 
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radiating lightbulb is AKPVs official party logo. End 
Comment.) Although highly supportive of the Afyon AKP mayor 
and the current Ag Minister Mehmet Mehdi Eker 

were critical of PM Erdogan and the former Ag Minister Sami 
Guclu. (Comment: Minister Guclu was forced to resign 
earlier this year because he could not resolve a 
Turco-Russian agricultural trade dispute. End Comment.) 
Although they seemed resigned to the reality 

also complained about the downturn in the sugar beet 
industry. (Note: Turkey\'s protection of its sugar beet 
growers results in Turkey having sugar prices far above world 
market prices. End Note.) 


6. (U) Afyon\'s economy also benefits from the city\'s 
location at an important crossroads. It is home to a company 
that owns the central Anatolian distributorships for both 
Proctor and Gamble and Philip Morris. An outlet mall is 
under construction for Levi\'s and other western clothing 
companies. In fact 

the coastal resort town of Antalya is located in Afyon. 


7. (C) Although there is a lot of opportunity in Afyon 

heard many complaints about economic inequality. We 
repeatedly heard from our contacts that young men and women 
who are raised in Afyon 

education elsewhere 

their return to their hometown. We met young entrepreneurs 
who have successfully expanded and diversified their 
traditional family businesses; we also met wealthy tycoons 
who like to show off their expensive toys and hobbies and no 
doubt contribute to some of the social class resentment we 
heard in Afyon. 


8. (C) Durmus Yoruk and Huseyin Sen 

professors at Afyon 

AKP high marks for its management of the Turkish economy 
complain about persistent problems related to instability and 
inequality. They say most of the economic growth 

in Afyon 

and medium-sized businesses have not seen any improvement. 
They lament that the income distribution in the city is not 

fair -- there are a few wealthy families 

the people are \"just getting by.\" The professors say that 
young women (and their parents) are looking for marriages to 
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young men with job security. These women prefer men who have 
secure government jobs to men with higher paying 

insecure private sector employment. 


9. (C) COMMENT: Turkey\'s strong economic growth and the 
stabilization of the economy since the 2001 crisis is 
impressive 

representative: many ordinary Turks profess not to have felt 
these improvements. We believe their complaints need to be 
taken with a grain of salt: people tend not to go out of 

their way to praise economic policy-making when the principal 
benefits to most ordinary Turks are the end to wild swings of 
instability and a reduction of inflation. Nevertheless 
perception of an absence of \"trickle-down\" is widespread 

the big beneficiaries of recent growth are concentrated among 
a relatively limited group of businesspeople 

recently-hired employees. Given the history of economic 
instability 

entrepreneurialism. Few Turks are willing to face the fact 
that many mom-and-pop operations and small farms (often less 
than 20 acres in size) will have to grow 

out of business if the country is transitioning into a 

modern 

the meantime 

irresponsible rich will play with their toys 

Turkish family will continue to get by while living in fear 

of another economic crisis. END COMMENT. 
MCELDOWNEY 
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economic reform and private sector development. While 
Al-Rabah was complimentary of the newly-elected chairman 
Yusuf Al-Zalzala 

Al-Zalzala\'s support for the private sector. (Note: 
Abdulwahab Al-Haroun served for nine years and was a strong 
proponent of developing KuwaitVs northern oilfields and 
greater private sector participation in the economy.) As an 
aside 

\"Halliburton Committee" was prompted by similar internal 
political disputes resulting from allegations of impropriety 

in fuel contracts against Minister of Energy Shaykh Ahmad 
Fahd Al-Ahmad Al-Sabah. 


3. (SBU) Al-Rabah commented that economic reform in Kuwait is 
hampered by political disputes being played out in the 
parliament. However 

economic and political reform with the with the entry of 

women into the country\'s political elections in 2007. 

Al-Rabah added that the participation and election of women 

in the upcoming elections would be \"a very positive 
development\" for the country and one that could help reshape 
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parliamentary representation in conjunction with proposed 
districting reforms. He noted that Kuwait was entering \"a 
very encouraging era\" that would result in significant social 
and political changes over the next 20 years. 

LEBARON 
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It is 

parliamentary vote of confidence in the government. The term 
&supply8 applies to votes on budget measures that provide 
the government its supply of money. 


3. How can the government lose confidence and supply? 


If a party either in the governing coalition or providing 
confidence and supply withdraws its support from the 
government 

legislation. In such circumstances 

Seek a parliamentary vote of confidence. However 
government would not seek such a vote if it expected defeat. 
Instead 

general election. The opposition also could make a motion of 
no-confidence in the government. In 1996 

Jenny Shipley called for a confidence vote in Parliament 

after New Zealand First opted out of the coalition government 
with the National Party. National won the vote 

continued to govern. 


3. Can the government also lose confidence and supply via 
legislation? 


Yes. If the government fails to pass a piece of legislation 

that is sufficiently broad-ranging or weighty enough to 

either affect its performance or hinder its ability to 

govern 

on by Parliament. This motion takes the form of an amendment 
to the original troublesome legislation. Any party in 

Parliament can move to attach such an amendment. The budget 
is one sufficiently broad-ranging item whose non-passage 
could precipitate a government 

unlikely -- to have a situation like the one recently in 

Japan 

House in August 2005 triggered a general election. 


Two other principal litmus tests of a governmentVs 
\"confidence and supply" are the non-legislative procedures of 
\"Address and Reply!" (a broad-ranging policy statement at the 
opening of a term of Parliament) and \"the Prime Minister's 
Statement" (given annually on the first sitting day of 
Parliament). Though neither the \"Address and Reply" nor the 
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VPrime Minister's Statement" are legislative 
followed by a motion of no-confidence. 


5. What is required for a motion to carry? 


A motion must secure a majority of votes to carry. Members 
who do not vote or who abstain are not considered in 
determining the majority. As part of the support agreement 
with Labour 

of confidence. Because the Greens hold six seats in the 
121-seat Parliament 

votes to survive a test of confidence. 


6. Does Parliament require a quorum to meet? 


Yes. At least one Minister and 20 members must be present 
for the House to meet 

Orders of Parliament" However 

regarding the attendance of any particular party. 


7. Can a member vote by proxy? 


Yes 

vote (party or personal) and the size of the party. In any 
event 

vote by proxy 

must have 37 members present to cast a party vote on behalf 
of its full 50 seats 

vote on behalf of its 48 seats. 


8. What happens if the government loses confidence and supply? 


Parliamentary convention would call for the government to 
resign or call for a new general election 
to form an alternative governing majority. 


If the government did not take action 
as the Head of State 


-- She could confirm whether the Prime Minister can produce 
enough votes from elsewhere to restore the governmentVs 
parliamentary majority. 

-- She could ask whether the Leader of the Opposition 
example the National Partys Don Brash 

votes to form a parliamentary majority and thus an alternate 
government. 


-- She could dissolve Parliament with the aim of having 
another general election. 


8. What is \"Cabinet\"? 
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This a political arrangement used by government to establish 
and coordinate government policy. Though Cabinet has no 
constitutional or legal authority 

the final arbiter of government policy. Nonetheless 

legal authority to govern is vested in the Ministers of the 
Crown 

consideration for the Prime MinisterVs portfolio 
recommendations. 


8. What does it mean for a Minister to be V'outside of 
Cabinet"? 


Ministers 

inside or outside of Cabinet. It is common in New Zealand to 
have several ministers and associate ministers who sit 
outside of government. However 

that ministers who sit outside of Cabinet generally have less 
influence. Moreover 

are ministers with portfolios of lesser priority. The 

current situation of Foreign Minister Winston Peters sitting 
outside Cabinet is unprecedented and potentially awkward 

it is not illegal. 


9. What is \"collective responsibility\"? 


Collective responsibility is a convention of government 
whereby members in government are expected to publicly 
support government policy 

policy. Under the current governing arrangement 

agreed to revise the Cabinet manual to limit the \"collective 
responsibility” of two ministers who sit outside Cabinet -- 
Foreign Minister Peters and Revenue Minister Peter Dunne 
leader of United Future. This is a governing innovation that 
allows Peters and Dunne the ability to criticize aspects of 
government policy that fall outside of their portfolios. 
Burnett 


43133 

American Embassy 

with whom 

Commission discussed this contract several times and decided 
to grant an export license for the following reasons: 1) the 
nature of the goods - non-explosive 

no intermediary company or broker was involved. 


4. (S) Bahchevanova recalled the April 11 meeting in which 
she and Christo Atanasov 

Poloff's predecessor. According to our records 

officials Bahchevanova and Atanasov informed Poloff\'s 
predecessor that the GOB would not approve this transfer. 
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However 

anything. It was not in our mandate at the working level to 

do so.V She said that she had reviewed her meeting notes 
which she passed to her deputy minister and minister 

asserted that no assurances were given and claimed there was 
\"some kind of misunderstanding. V 


5. (S) Bahchevanova gave Poloff copies of the following 
documents: 1) an end-user certificate from the Egyptian MOD; 
2) a delivery verification certificate for 50 units from Arab 
International Optronics 

Government-owned company 

Egyptian MOD; and 3) a three-page document in Arabic 
pertaining to the sale bearing the stamp of the Bulgarian 
Embassy in Cairo. 


6. (S) Bahchevanova expressed her personal opinion that the 
USG and the GOB should formalize the consultation process and 
create some sort of written record of the final GOB decision 

in cases such as this to avoid future misunderstandings. 

(Note: The GOB has had a draft consultation procedure from us 
since the diplomatic notes were exchanged in January 

yet to formally accept it. In conjunction with our multiple 
demarches 

consultation procedure). Bahchevanova added that it was 
possible there might never be another instance in which the 
GOB would want to export MANPADS or MANPADS components. 
Poloff asked Bahchevanova to continue the export license 
suspension until she heard back from us. She agreed. 


7. (S) COMMENT: The GOB\'s decision to proceed with this 
contract despite USG objections is disappointing. However 
we do not expect the GOB to make a habit of evading the 
spirit of the agreement in the future. It appears that this 
transaction was allowed to proceed 

originated prior to the exchange of diplomatic notes. We 
will use this opportunity to push the GOB to formally accept 
a structured consultation process. We suggest Washington 
provide instructions requesting the approved export license 
be cancelled in the spirit of our agreements. Additional 
talking points supporting this position are requested. 
LEVINE 
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Patriotic Iraqi List.\" Mussa said the Allawi 
coalition currently includes 

following key political groups and leaders: 


-- Iraqi National Accord (Wifaq 
-- Adnan al-Pachachi 
-- Naseer Chaderchi 
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-- Arab Socialist Movement 
-- Мина al-Jaza\iri 

-- Ayad Jamal al-Din 

-- Husayn al-Sadr 

-- Wijdan Mikhael Salim 


3. (C) On October 19 

supporters Wijdan Mikhael Salim (Chaldo-Assyrian TNA 
member) and Hussein Al-Adili (Islamic Democratic Trend 
Party) 

Ismael (assistant of Anadem Al-Jabiri 

Fadhila Party). All expressed their hopes for a 
government that is more representative of all Iraqis 

and less sectarian. 


4. (C) Adili said the main goal was to form a 
coalition that can rival the 169 List to balance the 
National Assembly. Our sources 

Yawr on October 19 

underway. None would confirm the finalization of any 
deals. Regarding the Sunnis at the conference 

Adili said there was no final agreement between the 
Iraqi Islamic Party and the Allawi team. Saad Janabi 
whose cross-sectarian Iraqi Republican Gathering 
attended the October 17 conference 

that the Islamic Party might put some candidates on 
AllawiVs Patriotic List in selected governorates. 

The future of the Shia Islamist party Fadhila as an 
Allawi partner is also up in the air. Fadhila leader 
Nadim al-Jabiri attended and spoke at the October 17 
conference. However 

coalition deals had been finalized. He indicated that 
Fadhila also is negotiating with Sadr 

Dawa. 


5. (C) Vice President Ghazi al-Yawr told PolCouns on 
October 19 that he was snubbed at the conference 
not deliver his speech and left the conference early. 
He didn\'t blame Ayad Allawi but rather his conference 
planner Mehdi Hafez for the order in which politicians 
spoke at the event. (Yawr was keen to point out that 
given his social level 

of 5 TNA seats 


Column 3 

Allawi. Instead Fadhila Partys Nadeem al-Jabiri 
ICP Hamid Mussa 

Al-Yawar was scheduled to speak fourth but instead 
left the conference.) However 

leaves the door open for an Allawi alliance. 


6. (C) Faisal Qaragholi 

Monarchy political party (but not invited to the 
conference) told PolOff on October 18 that Allawi is 
trying very hard to win National Assembly seats by 
having Kurds 

the minds of most Shia will not be able to grasp 
voting for an Allawi list that has Sunni 

and Kurds. Faisal labeled the conference a rainbow 
coalition that gave the limelight to a host of 

political speakers and did not result in any 
guarantees of signing on to AllawiVs coalition. 


7. (C) So far 

sectarian political alliance as the December 2005 
elections near. Ayad Allawi seems to have built a 
coalition that includes a wide range of key secular 
leaders who ran separately in the last election. 
Whether Allawi will be able to broaden the coalition 
to larger Sunni 

be seen. We are urging our contacts that favor 
liberal 

to work as part of a larger electoral alliance like 
AllawiVs. 


Satterfield 


43135 

special day.V IST Judge RaVad told PolOff that he was 
proud to help fulfill a sense of duty to the Iraqi 

people in helping to bring Saddam to justice. He 
added that the IST team is confidant Saddam will 
receive due process and a fair trial. 


Satterfield 


Anti-Corruption 
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5. (SBU) Ambassador pressed Rashid and the NDP to go on the 
offensive in fighting corruption in Egypt and take concrete 

steps to ensure credibility of the effort. With President 

Mubarak leading the effort 

through technical or other assistance more directly targeted 

to supoort GOE anti-corruption efforts. Deputy Minister 

Samiha Fawzy commented that Gamal Mubarak would be the one to 
grab the reins on this issue and run with it. She said he is 

well versed in the G-8 process and would respond positively. 
Rabiey commented that some arrests would also help get the 
message out. Commenting on electoral transparency 

predicted positive steps regarding transparent ballot boxes 

and local observers. 


6. (SBU) Referring to concerns brought to us by 
Northrup-Grumman regarding their feeling \"locked out" of 
contracts tendered by the Ministry of Civil Aviation 
Ambassador asked Rashid to ensure that Northrup-Grumman 
all American firms 

contracts. While Boeing had recently been successful in an 
aircraft sale to EgyptAir 

contracts where U.S. firms either were not invited to bid or 
invited only very late in the game. Rashid said that he had 
been \"involved\" with the Ministry of Civil Aviation on 
Northrup\'s case since he took office over a year ago. He 
would continue to follow the issue and he endorsed 
Ambassador\'s intent to take up the issue with Minister Shafik 
directly. 


RICCIARDONE 
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indications that it will worsen significantly. End Summary. 


3. (U) Approximately 10 

gathered near the Mendiola bridge in the vicinity of 
Malacanang Palace in Manila on October 21 to demand the 
resignation of President Arroyo. The rally was led by 
left-wing party list representatives Satur Ocampo 

Casino 

southern and central Luzon and from Metro Manila faced off 
against police in a tense 

obtained a permit to hold a rally at Plaza Miranda (a 
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well-known protest site) but instead marched on the Mendiola 
Bridge 

October 14. The Philippine National Police (PNP) 

with the President\'s \"Calibrated Premeditated Response" (CPR) 
policy (Ref A) 

Malacanang where they had no permit to gather. A small group 
unsuccessfully tried to break through the police cordon 

leaving at least four protesters and one policeman injured. 

In a separate incident 

in Quezon City reportedly roughed up a man they claimed was a 
military intelligence infiltrator before police on the scene 

rescued him. 


4. (U) Poloff on the margins of the scene reported that 

of 4:00 PM local time 

4 

Most of the demonstrators had withdrawn to the approved rally 
area at Plaza Miranda 

speeches and activists performed street theater. The police 
who had called for reinforcements earlier in the day 

including three fire trucks 

forces in place to keep the situation under control and to 
protect Malacanang. 


5. (SBU) The Chief of Staff of the Armed Forces of the 
Philippines 

Embassy and PACOM that he would not after all attend the 
Chiefs of Defense conference at PACOM next week 
situation.\" His staff clarified that President Arroyo had 
approved his travel this weekend and had not/not requested 
that he change these plans. 


6. (SBU) Comment: This latest rally is part of a long 

string of anti-Arroyo protests going back several months. 
While not the largest 

bad blood between Malacanang and its opponents. Despite 
General Senga\'s caution 

situation will become more tense or worsen significantly. 
End Comment. 

JONES 
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terms\" that construction in the \"E-1\" Jerusalem-MaValeh 
Adumim corridor \"would contravene American policy.\" 
Israel Radio quoted an Israeli official as saying that 
Secretary Ricevs comment represents the United StatesV 


SIPDIS 

traditional policy. However 

Rice as saying that \"it is important not to lose sight 

of the larger picture\" as Israel has withdrawn from the 
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Gaza Strip. HaVaretz briefly mentioned Rice\'s remarks. 


In its lead story 

tell PA Chairman [President] Mahmoud Abbas during his 
visit to the White House today that he must disarm 
Hamas and Islamic Jihad. The newspaper says that 
Abbas\'s visit will be solemn 

of him will be unequivocal. HaVaretz reported that a 
senior State Department official told the newspaper on 
Wednesday that the U.S. administration expects to hear 
how Abbas plans to cope with the V'inherent 
contradiction" between the status of Hamas as an armed 
terror organization and its intention to participate in 

the PAVs political process. \"It is something the 
Palestinians are grappling with 

quoted as saying 

to know what the PA plans to do. Palestinian officials 
have said in the last few days that the PA does not 
intend to confront Hamas on this issue. Jerusalem Post 
reported that V'U.S. sources\" told the newspaper that at 
his meeting with Abbas 

insist that Abbas bar Hamas from participating in the 
Palestinian Legislative Council elections 

will not force Abbas to disarm the terrorist group. 
Jerusalem Post quoted sources in Washington as saying 
Wednesday that Abbas\'s visit is intended to be \"low- 
key.V Israel Radio says that the U.S. will try to find 

a compromise solution to the problem. 


HaVaretz writes that regarding the establishment of PA 
institutions 

to accelerate efforts to ensure the rule of law. The 
newspaper reported that a replacement for Lt. Gen. 
William Ward 

issue on behalf of the U.S. 

HaVaretz quoted State Department officials are saying 
that the U.S. is satisfied with the participation of 

Israel and the Palestinians in talks 

\"cooperation can be improved.\" HaVaretz writes that 
Palestinian officials are expected to tell the 

Americans that Israel has been dragging its feet in 
negotiations. The newspaper quoted State Department 
officials as saying that the U.S. would like to see the 
pace of talks on the economic rehabilitation of the 
Gaza Strip \"pick up a bit. V 


Yediot (Shimon Shiffer) reported that Sharon\'s bureau 
has told the U.S. administration ahead of the Bush- 
Abbas meeting that IsraelVs patience is wearing out 
that Abbas does not control the Palestinian 

territories 
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gestures. Yediot cited the GOIVs growing belief that 
King Abdullah Il of Jordan cannot serve as a 
substantial element in the region. The newspaper also 
reported that Egyptian President Hosni Mubarak will not 
come to Israel. 


HaVaretz banners a remark made by Saddam Hussein at the 
opening of his trial in Baghdad Wednesday that he is 

still president of Iraq. Jerusalem Post told the story 

of an Israeli family of Iraqi origin 

members was hanged 37 years ago by Saddam\'s regime for 
allegedly spying for the U.S. and Israel. Leading 

media quoted Secretary Rice as saying Wednesday in 
testimony before the Senate Committee on Foreign 
Relations that U.S. troops could still be serving in 

Iraq in 10 years 


Leading media (lead stories in Maariv and HaVaretz 
(English Ed.)) cited a warning given by the Health 
Ministryvs DG on Wednesday that the avian influenza 
could reach Israel within the next few days. HaVaretz 
reported that officials from Israel's Veterinary 

Service will meet with their Jordanian counterparts 

this morning to coordinate measures against bird flu. 
The newspaper says that it is not yet clear whether 
officials from the PA\'s veterinary service will also 
attend the meeting 

Allenby Bridge. HaVaretz quoted FM Silvan Shalom as 
saying that Israel and Jordan were trying to forge 
plans for a joint effort against the flu 

considered likely to spread to the Middle East in the 
near future. He was quoted as saying that Israel would 
also be happy to cooperate with other countries on this 
issue. Ha\'aretz reported that Israeli officials denied 
reports published in several Arab newspapers that 
Israeli officials would also meet on the issue with 
counterparts from other Arab states 

and Iraq. The newspaper quoted the officials as saying 
that there would be indirect coordination between 
Israel and other Arab states 

coordinating its moves with both Israel and with its 
Arab neighbors. 


Maariv reported that Hamas is V'on the verge of 
splitting." The newspaper says that Mahmoud Zahar 
leads the movements extremist line 

side is headed by Ismail Haniya 

gathering weapons from activists and putting an end to 
terrorist attacks. 


HaVaretz reported that officials in Jerusalem have 
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clarified on Wednesday that Israel has no new plans to 
separate Israel and Palestinian traffic on the roads of 
the West Bank. The clarification comes in the wake of 
harsh U.S. criticism of the restrictions imposed by 
Israel on Tuesday on Palestinian vehicular traffic in 
the territories. 


HaVaretz reported that before dawn on Thursday 

met with Meretz-Yahad head Yossi Beilin 

visiting Washington. The Palestinian leader told 

Beilin that the purpose of his trip to Washington is to 
ensure the Palestinian elections will be held as 
scheduled and without interference despite Hamas 
participation. HaVaretz writes that Beilin told Abbas 
that it is vital that the PA make a commitment to 
disarm Hamas immediately after the elections are held. 


HaVaretz reported that Peace Now is advocating the 
immediate evacuation of 26 isolated settlements in the 
West Bank as a follow-up to the disengagement from 
Gaza. 

Yediot quoted Maj. Gen. (in the reserves) Amos Gilad 
the head of the Defense Ministry\'s Political-Security 
Bureau 

in Syrian President Bashar Assad being toppled. Gilad 
was quoted as saying: \"The Israeli interest is to turn 
Syria from a terror-sponsoring country into a peace- 
seeking country" Yediot also quoted senior diplomatic 
sources in Jerusalem as saying that the U.S. 
administration will soon increase its pressure on 
Assad\'s regime 

which Assad \"repents\" and abandons his instruments of 
terror rather than being deposed 

extremists could replace him. 


Israel Radio and the HaVaretz web site reported that 

this morning 

Palestinian boy found to carrying weapons at the Hawara 
checkpoint south of Nablus. The youth aroused the 
suspicion of troops 

possession a 52-millimeter mortar shell and two knives. 
The youth said he was asked to smuggle the bomb through 
the checkpoint by members of a Palestinian armed group. 
The media reported on several other security-related 
incidents in the West Bank. 


Yediot and Israel Radio reported that over 200 olive 
trees were uprooted and burned in the Palestinian 
village of Salem 

Sunday\'s terrorist attack in Gush Etzion. The media 
quoted local Palestinians as saying this was a 
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retaliatory action by settlers. HaVaretz reported that 
the IDF\'s Central Command has decided to cancel the 
military escort for Palestinian children on their way 

to school south of Hebron. The escort had been 
introduced to protect the children from attacks by 
settlers. 


On Wednesday 

stringent policy in recent weeks 

Department and the U.S. Army refuse to let Israeli 
firms participate as subcontractors in Iraq 

they reject bid offers by those companies. The 
newspaper notes that Israeli companies served as 
subcontractors in the past. Maariv cited assessments 
of unnamed sources that the new policy is related to a 
series of sanctions imposed on Israel by the U.S. 
administration over Israels defense connections. 


Yediot reported that on Wednesday 

(phon.) 

Geneva with Israels Deputy Education Minister 
Member Majalli Whbee (Likud) 

Israel\'s aid proposal following the earthquake on the 
Indian subcontinent. 


Independent 
\"Israel has an interest in utilizing its current edge 
to shape the outlines of the next diplomatic move." 


Veteran columnist Yaron London wrote in the editorial 
of mass-circulation 

lesser evil is to decide to let the Palestinians form 
their own democracy 

to them.\" 


Diplomatic correspondent Efraim Ganor wrote in popular 
pluralist Russian-language Novosty Nedely: \"U.S. 
pressure on Israel ... and the Palestinian leader is 
unlikely to increase in the short-term; the U.S. isnVt 
interested in weakening Abu-Mazen.\" 


Block Quotes: 
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|. Beyond the Holiday Table V 


Independent 

(October 20): \"Israel has no time. Following the 
disengagement 

the moral high ground and international legitimacy. 

But its control of this essential high ground is liable 

to be short-lived. As memory of the evacuation of Gush 
Katif fades 

weaken. Violent incidents are liable to erase it 
completely. Therefore 

utilizing its current edge to shape the outlines of the 
next diplomatic move. If it does not 

be defined 

in that event 

be lost. Ariel Sharon also has no time. The 
disengagement from Gaza and his victory over Binyamin 
Netanyahu strengthened his position both among the 
general public and within his own party. Nevertheless 
one long winter of discontent could deprive him of all 
this. A Hamas takeover of Gaza 

a confrontation with the U.S. could return Sharon to 
that same political valley of the shadow of death from 
which he emerged thanks to his disengagement plan.... 
It is acceptable to enjoy the lull for one more moment. 
It is acceptable to enjoy the last fruits of this sweet 
disengagement holiday. But immediately after the 
[current Jewish] holiday [of Sukkoth] 

ourselves back into work with all our energy. Both 
Israel and Sharon must make it clear to themselves 
where they are headed.\" 


Il. \"Let Us Not Obstruct Elections in the PA\" 


Veteran columnist Yaron London wrote in the editorial 
of mass-circulation 

20): \"The elections for the Palestinian Legislative 
Council 

to be held in less than three months. Our neighbors 
view them as an important chapter in the history of 
their people... If the elections are conducted 

properly 

of a democratic regime 

exist in any Arab state apart from Lebanon. We have 
already seen the initial signs of democracy in the 
elections for PA chairman.... It should be understood 
that in the conditions of semi-occupation that exist in 
the areas of Judea and Samaria [i.e. the West Bank] 
denying help means obstructing and possibly preventing 
the elections.... [But] the militants will not disarm 

and the PA leadership will not become entangled in a 


Column 3 

civil war in order to force them to do so.... If we do 

not firmly oppose the inclusion of Hamas in the 
elections 

waived an important clause in our agreements with the 
PA and will undermine the American effort to crush the 
terror organizations. Hamas 

Damascus 

hammer and the anvil 

The lesser evil is to decide to let the Palestinians 

form their own democracy 

help to them. Hamas is a large and complex entity: not 
everyone who supports the social aspects of the Hamas 
ideology is a bloodthirsty individual. We will handle 

the villains as we handle terrorists who are not under 

a parliamentary guise.\" 


lll. “Тһе VRaisV Has Been Authorized to Ask..." 


Diplomatic correspondent Efraim Ganor wrote in popular 
pluralist Russian-language Novosty Nedely (October 
20):\"The [Israeli] sanctions on the Palestinians 
[subsequent to Sunday's terrorist attacks] caused a odd 
reaction in Washington. ... The Israeli decision to 
restrict the Palestinians\' travel was harshly 

criticized by the U.S. Department of State. The U.S. 
envoy in the Middle East William Ward called on Israel 
to take steps to Vease the daily plight of the 

Palestinian people 

[Sean McCormack] said that although Israel 

U.S. 

should] act in terms of long-term peace 

security.... Although the U.S. also called on the 
Palestinian Authority to fight terror more intensely 

this request obviously would not have any practical 
results. The PAVs inability to do anything in this 
direction is absolutely clear. It is considered in 
Jerusalem that the Bush-Abu Mazen meeting would turn 
out to be a series of complaints about various Israeli 
actions.... U.S. pressure on Israel ... and the 

Palestinian leader is unlikely to increase in the short- 
term; the U.S. isn\'t interested in weakening Abu 
Mazen.\" 
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reality is quite different; blankets are piled up due to 

poor distribution capacity and flawed procedures that fail 
to distribute supplies equitably. Some organizations were 
reportedly \"dumping\" goods en route to Uri to avoid angry 
crowds and time-consuming checkpoint delays. 
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12. All reports indicate the loss of lives is widespread 
throughout Baramulla 

Save the Children 

registered with the Government of India 

that hundreds more have lost members of their immediate 
family 

trauma counseling that followed the tsunami 

local volunteers are poised to address the special needs of 
children and youth and will do so through recreational 
activities and the resumption of schools. Such activities 
simultaneously address child and youth protection issues by 
ensuring these vulnerable groups are accounted for 

in activities and 

income generation in community-focused programs. 


13. While food has not been widely reported as a pressing 
requirement 

has established free food kitchens known as \"langhars\" in 
the Uri area and has air-dropped commodities 

given the lack of data on village conditions 

imperative that continued assessments be done to determine 
evolving and site-specific needs. Many villages 

example 

position to access markets than the villagers who rely on 
mule or transportation by foot to higher elevations. Some 
farmers have already stored their summer harvest 

others have yet to clear their fields. Corn and rice 

among other items 

in the house for the winter months 

suggested that much of this stock will be salvageable once 
the debris is cleared away. Nonetheless 

organizations have distributed food 

sugar and oil 

burden of recovery. 


14. While there are no major concerns regarding health or 
water and sanitation at this time 

be closely monitored. The national armed forces have been 
addressing the more serious injuries and providing 
medicine 

deployed. State authorities have 21 medical teams on the 
ground with 15 ambulances 
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are assisting these efforts. Catholic Relief Services 
example 

assessments and render basic health care. The full extent 
of health needs is not yet known. Nonetheless 

effort to avoid serious public health risks 

have been incorporated into many of the distributions 
public health training for communities is planned to ensure 
basic health services are available. In terms of water and 
sanitation 

distributed and there is much discussion regarding how to 
best approach latrine needs. Many among the affected 
populations had latrines in their homes 

traditionally use designated sites on hillsides. Needs in 
these sectors will vary from village to village. 


15. Many have lost their means to generate income. For 
example there are numerous reports of loss of cattle. 

Similar to the aftermath of the tsunami 

need time to rebuild their homes and lives. Furthermore 
Baramulla and Kupwara are characterized by widespread rural 
poverty 

Cash-for-work programs are being explored to offer income 
opportunities that will address an immediate need for 

income 

each family. 


16. The complex nature of this disaster will require close 
coordination among the humanitarian community 
government officials 

coordination meeting among NGOs was held on Saturday 
October 15 

local and international NGOs were present 

The meeting was a good opportunity for newcomers to better 
understand the context of the disaster from the viewpoint 

of long-standing NGOs 

meetings are scheduled to ensure continued information 
sharing and collaboration 

USAID/OFDA-funded grantees will be strongly encouraged to 
attend. UNDP is also coordinating donor meetings in New 
Delhi. 
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17. Security: Those NGOs with regional experience are 
hesitant to assume that humanitarian access will endure 
through the winter months. There is also concern among some 
NGOs about affiliation with armed forces. However 

NGOs are working with the military forces to provide the 
necessary relief. Those NGOs with longstanding presence in 
the area may elect to maintain their neutrality by not 

working directly with the military.. 


18. Access: Restricted access is directly correlated to 

the security situation. Army checkpoints and registration 
requirements have delayed the movement of commodities. In 
addition 

are compounding the problem of accessibility. In many 
cases villages are so remote they can only be reached by 
foot. This issue has also resulted in a dearth of accurate 
assessment information to guide relief operations. While 
assessments are still underway by the Army and humanitarian 
community 

party 

Tangdhar and Uri areas. 


19. Logistics: The aforementioned constraints have a direct 
impact on the ability to transport much needed relief to 
affected populations. The Army appears to be in the best 
position to facilitate relief efforts under the 

circumstances; since the onset of the disaster it has been 
providing helicopter and truck support for aid 

distribution. Many NGOs are reliant on their own vehicle 
transport 

foot. While necessary 

have been the cause of delays in the provision of emergency 
relief. 


20. Time: Efforts to assist those in need are further 
aggravated by the need to move quickly with harsh winter 
weather on its way. According to locals 

region becomes impassable in winter 

communities prepare to be isolated for months at a time 
during this season. Already the main road to Tangdhar was 
closed temporarily due to snowy conditions. There may bea 
short window of opportunity for intervention to many 

isolated areas. By early December 

full force. 


21. USAID/OFDA and USAID/Delhi are in close contact with 
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the relief community and government officials 

continue to monitor the situation. Five proposals are 
under collaborative technical review provided by 
USAID/OFDA\'s Regional Advisor 

Management Team 

opportunity to alleviate the suffering in Kashmir and to 
further strengthen the ties of friendship and cooperation 
between India and the United States through prompt and 
coordinated action on the ground. Additional logistical 
support provided by the U.S. military would be a welcome 
complement to USAID/OFDA assistance 

should not be sent until we receive an official GOI request 
which post is seeking. 
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but noted some divisions. Poland wants to do what it can to 
support democracy movements in Cuba 

German model in inviting opposition and government officials 
to separate events on the same day for their upcoming 
November 11 national day. Szlajfer asked our assistance in 
helping to arrange a video conference between the dissidents 
and former Polish President Lech Walesa. End Summary. 


3. (C) Szlajfer 

Communist government 

in time 

economic stagnation. Prior to his trip the Cuban MFA called 
the Polish Charge in Havana to warn that Szlajfer\'s visa had 
been issued \"by mistake 

met at the airport by the UK DCM (representing the EU). When 
the Cuban government said officials would not meet with him 

if he met with the opposition 

opposition 


4. (C) Szlajfer met with several opposition leaders and 
groups 

Oswaldo Paya 

that he understood that USINT Havana had some concerns about 
Sanchez 

but noted that none of the other dissidents had any problem 
meeting with Szlajfer with Sanchez present. End Note) He 
also met with the \"Ladies in White\" group of wives of 
political prisoners 

with Dagoberto Valdes and the local Catholic bishop. He 
commented that the later group\'s activities were tolerate by 
the Castro government because of their ties to the Vatican. 
Szlajfer noted that he met all the opposition leaders at the 
now-vacant residence of the Polish Ambassador 
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his road trip to Pinar del Rio he was followed for some time 
by security 


5. (C) Szlajfer said he thought there was some \"progress\" 
among the opposition in terms of overall unity and 
determination 

he thought Marta Roque was the \"most energetic 

some of the others were concerned about her close ties to the 
emigre community in Miami 

some \"resentment\" among some of the others over the role of 
the emigre community. He was most impressed by the 
\"determination\" of the V Ladies in White\" group. He said 
their situation was difficult not only because of repression 

but also because 

population are not alienated by the regime 

they owe something to Castro. He thought the police were 
more brutal than Poland had experienced under communism 
was struck by the activism of the neighborhood V'revolutionary 
committees" in monitoring the actions of individuals. 


6. (C) The opposition saw two possible scenarios for 
post-Castro Cuba. One is a peaceful transition 

he spent \"hours\" discussing Poland\'s transition with the 
dissidents. They were 

Poland handled \"reconciliation\" with those who participated 
in the communist government 

\"reconciliation\" as a way forward. Szlajfer said some of the 
dissidents saw the alternative as violence V'along the Haiti 
model 


7. (C) Poland\'s policy is to support efforts to bring 

democracy to Cuba 

will follow GermanyYs model (Ref B) for its national day on 
November 11 

two separate events on the same day. The Polish government 
knows the Cuban government will not be happy. \"Let them 
refuse\" to come 


8. (C) Szlajfer said the opposition asked if Poland could 

help organize a real-time video conference with former 
President Lech Walesa 

that sparked PolandVs own transition to democracy. Szlajfer 
said the Polish government supports the idea and asked if the 
U.S. could participate on both ends to make this happen 
Walesa appearing from the Embassy Warsaw DVC facility and the 
Cuban opposition meeting at USINT in Havana for the 
conference. He said the Cuban opposition wanted to work with 
us to make it clear Walesa was speaking from Poland in order 
to convey symbolically the path Poland had taken in its 
peaceful transition to democracy. 

9. (C) Comment and Action Request: The Poles are strong 
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supporters of pro-democracy efforts vis a vis Cuba. Jacek 
Saryusz-Wolski 

June 

government is formed next week 

others in the incoming center-right coalition government. 
Embassy Warsaw would like to work with the Poles make the 
video conference happen. We have an in-house DVC facility 
which we believe would work for such a program. We stand 
ready to move forward and look forward to a response from 
USINT or WHA/CCA. 
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Malaysia -- continue. Thai MFA officials acknowledge 
privately that while working level cooperation continues 
overall relations between the capitals are at a low point. 
Improving relations will require support from the highest 
levels; unlikely for the time being 

rhetoric from the capitals 

continuing violence on the Thai side of the border. 

Restoring cooperation is absolutely necessary in order to 
address the problem in southern Thailand. END SUMMARY 


INCREASING RHETORIC BETWEEN CAPITALS 


2. (C) On October 19 

General for East Asian Affairs Prasas Prasasvinitchai and 
Malaysia desk officer Jiraporn Sudanich to discuss the 
ongoing situation involving the group of 131 southern Thai 
Muslims who fled into Kelantan state in northern Malaysia 
(reftels B 

increasingly tough exchanges in the press between the Thai 
and Malaysian leadership over the situation in southern 
Thailand. 


3. (C) Rising tension began in August when Prime Minister 
Thaksin abruptly canceled a visit to Malaysia to meet with 
Prime Minister Badawi. The spat has intensified since August 
30 

officials claim that Malaysia broke a private agreement not 

to discuss the issue through the press -- sparking the 

current back and forth between the capitals. The involvement 
of UNHCR has added to the tension between Bangkok and Kuala 
Lumpur. These incidents play against the backdrop of the 
overall violence afflicting southern Thailand which has 
obviously been of considerable concern for neighboring 
Malaysia. 


4. (C) There has been daily 
press between Foreign Ministries. In the latest jab on 
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October 19 FM Kantathi told journalists he would not reach 
out to his counterpart unless Malaysia showed V'sincerity and 
positive signals." (NOTE: On October 19 Kantathi also 
responded defensively to an Organization of Islamic 
Conferences (OIC) statement critical of the RTGVs handling of 
the situation in the South 

militants 


THAILAND\'S "MOST IMPORTANT" RELATIONSHIP HAS BEEN DAMAGED 


5. (C) DDG Prasas said that Foreign Minister Kantathi 
\"regrets\" having to use such strong statements but indicated 
they feel like they have no choice. \"Over the past eight 
weeks we have not gotten the cooperation we need from the 
Malaysians 

disappointed by the way the Malaysians have handled the group 
of 131 

South. Prasas said relations with their neighbor 

V most important 

he explained 

our overall relationship. V 


6. (C) Prasas complained that the Malaysians have not been 
responsive to Thai requests. Citing one example 

the RTG has been trying for weeks to get photos and 
fingerprints from all the 131 

rebuffed 

Krit and Malaysian MFA Secretary General Fuzi. (NOTE: Prasas 
will join a high-level Thai delegation next week -- led by 
director of Joint Intelligence at Supreme Command LTG 
Chayasit Linthong -- which will travel to Malaysia to meet 

with Malaysian officials and the group of 131 in an attempt 

to resolve the situation. END NOTE) 


7. (C) The MFA officers acknowledged that Malaysia was in a 
difficult position due to domestic political considerations 

in Kelantan state with the PAS party. However 

the Malaysians should not let V'domestic political concerns V" 
trump the bilateral relationship. 


WORKING LEVEL COOPERATION CONTINUES 


8. (C) While mostly downbeat about the state of Thai- 
Malaysian relations 

out some areas that remained healthy 

ground" cooperation along the border 

militaries continued. Prasas also pointed out that the 

ongoing quiet cooperation between police and intelligence. 
Prasas emphasized that Thailand and Malaysia would continue 
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to discuss joint development projects along the border 
especially in agriculture and tourism. 


COMMENT - WORK NEEDED TO RESTORE RELATIONS 


9. (C) The negative tone from the Thai MFA officials is not 
surprising -- they are taking their cues from the top. 
Following the brutal murders this week of a Buddhist monk and 
two novices (reftel A) Prime Minister Thaksin told the press 
that Thailand would not seek cooperation from Malaysia 
best to rely on oneself." The Thais are defensive about 
public attitudes from a fellow ASEAN member 

concerned the situation in southern Thailand not be seen as 
an \"international\" issue. The Thai government has gone to 
great lengths to portray the violence in the South as purely 
a domestic issue -- tough to do when the problem is taking 
place along an international border. 


10. (C) Beyond the high-level rhetoric and sensitivity 

there is obvious working level frustration 

Thais and Malaysians acting like the wounded party. With no 
resolution expected in the short term for the group of 131 
Thais in Kelantan -- and with no end in sight to the violence 
in ThailandVs South -- there will likely be more trouble 

ahead for the already strained relationship between Bangkok 
and KL. Restoring a cooperative relationship -- at all 

levels -- will be absolutely essential to address the problem 
in Thailand\'s southern border provinces. END COMMENT 
BOYCE 
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resolve any outstanding Iraqi asset issues 

information with 

Interior 

final definitive reports from these Moroccan government 
entities before preparing a comprehensive response for the 
Embassy. 
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bottom line was that Russia is increasingly playing hardball to 
limit U.S. influence in Tajikistan. END SUMMARY 


2. (SBU) While on home leave and consultations 
Ambassador to Washington Homrahon Zaripov called on the 
Ambassador on October 19. Sirozh Rajabov 

Ministry\'s Deputy Chief of Administration for Europe and North 
America 
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EVERYTHING\'S MORE OR LESS FINE~ 


3. (C) The ambassadors agreed that in principle the bilateral 
relationship is on track and about 90 percent smooth. Zaripov 
noted that President Rahmonov is generally satisfied 

because \"he does not like sharp ups and downs in relationships. V 


4. (C) Zaripov expressed pleasure that U.S-Russia (i.e. 

and RAO UES) cooperation appears possible to develop 
Tajikistan\'s hydropower potential. He recounted how he had been 
an early champion of this cooperation 

hard in the United States to promote it 

dangerous to be involved in such big business.\" Ambassador 
Hoagland noted a successful collaboration between AES and RAO 
UES would have political value because it would concretely 


SIPDIS 
demonstrate U.S.-Russia cooperation for economic development in 
Central Asia. 


5. (C) The Ambassador briefed Zaripov in detail about the 
October 13 visit of Secretary of State Rice. Zaripov had little 

to say 

the Central Mosque and Girls Madrassa. He confirmed it had not 
been reported on Tajik State TV and said no one had mentioned it 
to him. 


6. (C) The Ambassador handed Zaripov a copy of the Tajik 
Governments recent diplomatic note requesting what 

view 

working in Tajikistan (ref A). Zaripov read it carefully 

glanced at Rajabov 

such a request and 

added that both sides should be patient and avoid V'sharp 
decisions. The United States should understand that Tajikistan 
as an independent state is only 14 years old. \"All of these 

kinds of questions are solvable with patience 


7. (C) In response to a question 
Rahmonow\'s September meeting in New York during UNGA with George 


Soros. Zaripov said that the meeting was positive in general 

but had its sharp moments. He recounted that Soros had asked 
Rahmonov if he has suspicions about the Open Society Institute 
in Tajikistan. Rahmonov had responded firmly that he was highly 
suspicious and watched it closely. So far 

fault 

\"irregularity\" came to his attention. 


8. (C) About life in Washington 
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to work with the State Department and the National Security 
Council. He praised EUR DAS Byrzavs energy 

involvement 

noted that it is still difficult for him to make much progress 

on Capitol Hill where he continues to run into pre-conceived 
notions about Tajikistan. Ambassador Hoagland commented that 
Embassy Dushanbe has worked hard to change Washington 
stereotypes about Tajikistan 

diplomatic reporting and relies more generally on media accounts 
and information from groups with special interests. Both 
Ambassadors agreed that it would be useful for CoDels and 
StaffDels to visit Tajikistan so that they could gain 

first-hand 


~EXCEPT RUSSIA IS AN EVER BIGGER PROBLEM 


9. (S) At the end of the meeting 

had a one-on-one pull-aside in the Embassy garden apart from 
Rajabov. The Ambassador repeated that the latest Tajik 
diplomatic note requesting excessive information about U.S. NGOs 
in Tajikistan is ominous and disturbing. He is seeking guidance 
from Washington before responding. He asked for Zaripov\'s 
candid assessment. Zaripov counseled go-slow caution. He 
volunteered that President Rahmonov is subject to a drumbeat of 
anti-U.S. attacks from the Ministry of Security prodded by 
Moscow - not only from Russian mass media (ref B) 

the Russian-dominated Tajik Ministry of Security. Zaripov said 
the message from Moscow 

Security 

kick the Russians out of their military base 

influence from Afghanistan into Tajikistan as a link to 
\"U.S.-dominated Kyrgyzstan.\" The U.S. goal in this scenario is 
\"a string of anti-Russia military bases from Baghram to Manas.\" 


10. (S) Zaripov continued the anti-U.S.-NGO drive - especially 
against National Democratic Institute 

InterNews - comes directly from Moscow. Rahmonov is trying to 
maintain an uneasy balance by not registering these three NGOs 

but also by allowing them to continue to operate. Zaripov 

concluded that he sincerely hoped the timing of the new 

diplomatic note about U.S. NGOs - which he in fact did know 

about but did not want to discuss in front of Rajabov - was 

simply coincidental to Rahmonov\'s October 7-9 meetings in Moscow 
and St. Petersburg with Putin. 


11. (S) Zaripov elaborated on his earlier comment about the 
danger of being involved in \"big business.\" He confirmed the 
AES report (ref C) that then-Tajik PermRep to the UN Rashid 
Alimov had tried strenuously to prevent the meeting in New York 
between Rahmonov and the AES CEO 

U.S. Government is maneuvering AES to wreck Russian-Tajik 
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hydropower cooperation and push Russia out of Tajikistan. 

Zaripov recounted that he had taken Rahmonov aside and had V'a 
shouting match with him.\" He said 

or even go to prison.\" But he convinced Rahmonov to hear out 

AES 

AES-RAO UES cooperation. (COMMENT: Although Zaripow\'s version 


may be somewhat self-serving 

disparate details we continue to pick up. Russia is playing 
hardball to limit the influence of the United States in 
Tajikistan. END COMMENT.) 
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problem in Vietnam since the border with China opened up in 
the early 1990s. The GVN is making real efforts to tackle 
human trafficking by introducing programs to raise awareness 
amongst rural women and policing the border areas." 


4. (U) In March 2005 

for Order and Social Crimes Investigation held a conference 

to discuss the implementation of the 2004 - 2010 TIP plan of 
action. Maj. General Pham Xuan Quac 

the MPS Department for Order and Social Crimes Investigation 
(the central government-level parent of the HCMC Department 
hosting the conference) 

and ignominy\" and said Vietnam will strive to reduce 
trafficking by 20 percent during the 2004 - 2006 period and 
solve \"most of the problem!" by 2010. 


5. (U) MPS has had some success in enforcing TIP laws. 
During the March conference in Ho Chi Minh City 
General Quac reported that between 1998 and 2005 
detected 1 

involving 2 

Cambodia border areas are centers of TIP activity. 


6. (U) Most recently 

Oanh 

PeopleVs Police 

ever woman trafficking ring 
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lured 40 women to prostitution dens in China. The ring 

by Le Quoc Dzung 

committed 21 cases 

was successful and benefited from the effective cooperation 
between the Vietnamese local police and Chinese 
counterparts 

case also led to the discovery of a number of other 
trafficking rings 

suspects. 


7. (U) In a separate case 

arrested four people accused of human trafficking and are 
currently seeking two of their accomplices 

Nguyen Van Thanh 

(in Hanoi). The arrest came almost a month after a 25-year- 
old woman was reported missing to local police. Two of the 
alleged traffickers admitted to taking the woman across the 
border in Lang Son 

they sold her for 5000 Chinese Yuan (equivalent to USD 580). 
Thanh said the four men confessed to deceiving and selling 
seven women to agents in China in the past three months. 
The seven victims are believed to still be in China. 


8. (U) A Chinese spokesman quoted in the Vietnamese press 
stated that China has always attached great importance to 
the protection of the rights and interests of women and 
children. He said 

cracking down on trafficking of women and children. Those 
held responsible will be punished in accordance with Chinese 
laws and regulations. The Chinese government is willing to 
cooperate with relevant countries to crack down on border 
criminal activities. V 


9. (U) Since early July 2005 

PeopleVs Police has been working on a campaign against 
trafficking in women and children along the border with 
China. This campaign focused on six key border provinces: 
Quang Ninh 

Chau. The campaign\'s purpose is to identify and eradicate 
the gangs trafficking women and children to China. 
Vietnamese police are cooperating with their Chinese 
counterparts in order to identify and support Vietnamese 
trafficked women and children (and help them return to 


Column 3 
Vietnam) and to arrest the traffickers who are at large in 
China. 


10. (U) As part of a two-month joint \"anti-abduction 
campaign\" from July to September 2005 involving police from 
China and Vietnam 

eight suspects were arrested (six of them Vietnamese) for 
organizing the trafficking of the victims. Combating 
trafficking in persons is the first campaign under a package 
of agreements between Chinese and Vietnamese police in 
fighting cross-border crimes 

Ministry of Public Security official 

Vietnamese press. Joint efforts began in April 

from the two sides reaching agreements to cooperate on law 
enforcement 

personnel. (Note: See reftel on year 2005 Chinese- 
Vietnamese security cooperation. End note.) Much 
trafficking involves women and girls from Vietnam who are 
destined for the sex trade 

reported incident 

Province launched a raid to rescue 11 Vietnamese sex 
workers. Besides Guangxi 

trafficking destinations are Guangdong 

Shandong and Henan Provinces. MPS statistics indicate that 
Guangxi has repatriated more than 1 

over the past four years to Vietnam. 


11. (U) According to MPSY anti-trafficking unit 

first six months of 2005 

northern border provinces discovered 46 cases related to 
trafficking women and children to China 

were arrested and 109 victims were identified. The 
Vietnamese police also cooperated with Chinese police to 
rescue 61 women and children who were trafficked to China 
and returned them to their families. This campaign to 
combat transnational trafficking in women and children in 
the Vietnam - China border area was based on cooperation 
between the two countries\' security ministries 

Maj. General Cao Ngoc Oanh 

Department of PeopleVs Police. This 

the activities of National Plan of Action to Combat 
Trafficking in Women and Children 2004-2010. 


12. (U) The Vietnamese press has featured Sino-Vietnamese 
police cooperation against trafficking prominently in recent 
months. According to Tuoi Tre (\"Youth\") newspaper 

recent joint effort 

arrested and charged with trafficking nine women to work for 
gangs running prostitution rings in China. The four 

suspects 

young women from the Central Highlands province of Gia Lai 
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(not normally known to be a hot trafficking source point) to 
Vietnamese-run brothels in China. 


13. (U) During May 25 - 27 

USG-funded anti-trafficking workshop in Quang Ninh Province 
the northeastern border province famous for containing both 
the UNESCO World Heritage Site of Halong Bay and the 
decidedly non-UNESCO gambling and \"entertainment\" center of 
Do Son. The workshop attracted participants from central 
and local levels in China and Vietnam. As a result of the 
two-day workshop 

recommended a list of issues for the two governments plans 
of action 

combat trafficking in persons; simplification of 

administrative procedures on civil registration 

permits 

provision of land/housing for victims; establishment of 
reception centers in both countries; issuance of special 
policies or regulations to protect the rights of women and 
children in the prosecution and trial process of trafficking 
cases; prompt dissemination and implementation of agreements 
by the two countries\' security ministries; strengthening 
cooperation in research on trafficking in persons between 

the two countries; allocation of a budget to provide 

training on legal issues and legal assistance for counseling 
staff; involving participation of psychologists 

anti-trafficking work; exchanging visits 

experience; and 

international organizations. 


14. (U) Late last year 

conference on combating trafficking in women and children 
across the Vietnam - Cambodia border. During the 

conference 

situation in both countries and preventive measures and 
community reintegration. The two sides agreed to closer 
coordination to promptly detect trafficking cases. Earlier 
Vietnam and Cambodia held another conference in Ho Chi Minh 
City on border law enforcement 

component. 


15. (U) Most recently 
(UNODO) pledged more assistance for the Vietnamese judicial 
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system and law enforcement agencies to improve their 
capacity to combat human trafficking in Vietnam. An 
agreement to this effect was signed on August 26 in Hanoi by 
Senior Lieutenant General Le The Tiem 

Public Security 

Representative Office. Under the deal 

the second phase of a project involving Vietnam\'s Border 
Army and the Ministries of Public Security and Justice. The 
project aims to strengthen current mechanisms that prevent 
and combat human trafficking by strengthening the judicial 
and law enforcement agencies 

investigations 

and training officers of related agencies. Implementing the 
project will help the country adopt and accelerate the 
implementation of the UN Protocol to Prevent 

Punish Trafficking in Persons 

and help build a related national action program 

states. 


16. (U) Earlier 

organizations had pledged to work with MPS to design a 
training program for officials in charge of antitrafficking. 
The commitment was delivered at a seminar 

by MPS 

(UNICEF) 

International Organization for Migration and Save the 
Children (UK) 

2005-07 training program will not only target Vietnamese 
officials but also include officials from other countries in 
the Greater Mekong Subregion. 
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do just that. However 

has hurt rather than helped him. 

10. (SBU) In addition to Taipei County 

its efforts on winning llan County and Chiayi City 

under the rule of the DPP 

Vthe sacred lands of democracy." Of the races where Pan-Blue 
parties could not settle on one candidate 

Miaoli County are the most competitive districts where the 
KMT risks defeat. 

PAAL 
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with a small-scale epidemic 
the past two years 

know what to do. V 


7. (U) Quoting Ho Chi Minh City Health Service Vice-Director 
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Dr. Le Truong Giang 

Al preparedness plan has been issued to all local related 
agencies in Ho Chi Minh City. The plan is focused on the 
quarantine and monitoring systems at the district healthcare 
level. Press reports indicate that Ho Chi Minh City is 
importing 14 kilograms of Tamiflu powder as part of its Al 
preparedness plan. According to Giang 

of Tamiflu 

Ho Chi Minh City has already stockpiled 

cope with a pandemic of approximately 15 


HHS Secretary Leavitt Visit to Vietnam 


8. (U) U.S. Health and Human Services (HHS) Secretary 
Michael Leavitt and his delegation of Al experts visited 
Vietnam October 15-18. The Secretary met with MOH 
VietnamVs National Institute of Hygiene and Epidemiology 
(NIHE) 

Department and Hospital 

HIV/AIDS Voluntary Counseling and Testing Center (septels). 
The Secretary also visited a Hanoi wet market and met with a 
family that had contracted and survived AI during his four 

day visit. 


9. (U) The Secretary\'s delegation included: Undersecretary 
of State for Global Affairs Paula Dobriansky 

Chief of Staff Kerry Weems 

Development Assistant Administrator Kent Hill 
Undersecretary James Butler 

Director Julie Gerberding 

Infectious Diseases Director Anthony Fauci 

Vaccine Program Office Director Bruce Gellin 

Secretary Suzy De Francis 
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Steiger 


Poultry Vaccination Program Update 


10. (U) According to Vietnam News 

700 billion (USD 44.3 million) for the national vaccination 
program 

program plans to vaccinate an additional 100 million in 
November. According to the World Bank 

process of purchasing an additional 260 million doses. 
Since winter 2004 

strategy to prevent new outbreaks of Al in poultry and 
waterfowl 

and large-scale vaccination campaign for domestic poultry 
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and ducks. 


11. (SBU) USDA Undersecretary James Butler observed poultry 
vaccinations in Bac Ninh province and had discussions with 
officials from MARD\'s Department of Animal Health (DAH) on 
October 12. Butler\'s visit was useful in defining USDAVs 

role in assisting VietnamVs AI control program. USDA APHIS 
Epidemiologist Dr. Cheryl Hall 

training in real time PCR (a diagnostic test) 

posted to Hanoi as an Embassy Science Fellow. DAH currently 
has one laboratory capable of real time PCR 

extend the capability to two more labs. The additional 
equipment and supplies for this expansion would cost in 

total $100 

USDA should consider providing equipment along with a 
laboratory expert. USDA could also use its Al funding to 
replace some of the inadequate Chinese injection guns being 
used in the vaccination program with better American models. 
FAO has identified 2 suppliers in Europe to provide better 

guns but it will probably take additional suppliers to 

quickly procure 20 

needs. End Note) 


U.S. and Other Donor Assistance and Coordination 


12. (U) The United Nations Resident Representative hosted a 
meeting of resident ambassadors in Vietnam on October 17 to 
discuss Al issues with the new Global Coordinator for Al 

David Navarro. Navarro spoke about the importance of donor 
coordination and of balancing short-term efforts with medium 
to long-term planning. He encouraged support for the 
upcoming November 7-9 meeting of international donors which 
will determine the principles for Al funding distribution 

and establish a mechanism for donor communication. 


Al Town Hall Meetings 


13. (SBU) The DCM hosted an Al preparedness \"Town Hall 
Meeting" for private American citizens and representatives 
of U.S. companies on October 19 (septel). Sponsored by 
AmCham 

a side conversation 

expatriate community 

Company on October 14 that they will not be able deliver 
their current Tamiflu order. Roche told SOS that the GVN 
was \"taking\" the drugs for their use in the country. (Note: 
This is unconfirmed but likely an indication of the GVNVs 
efforts to stockpile Tamiflu under Central Government 
control. End Note.) 
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14. (U) In Ho Chi Minh City 

gave an Al presentation to approximately 110 AmCham members. 
The session touched on what is known about Al in Vietnam 
fact vs. speculation 

responsibilities to the Amcit community in case of a broader 
Al outbreak. ConGen\'s medical staff was on hand to give an 
overview of causes of 

including a summary of TamifluVs potential role in treatment 
and prophylaxis. The presentation was followed by a 
question and answer period 

raised a wide range of issues 

Tamiflu 
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company's address and principals. In addition 

company's website: www.avon-com.fr This website 

includes a \"Northrup Grumman Electronic Systems Sperry Marine\" 

logo gives V'service contact V" Patrick Campagnoli and provides his 

mobile phone number 33-6-13-36-92-09 and email P_Campagnoli@avon- 
com.fr The website appears to give no further information or 

links. Our consul in Marseille visited the company site in the 

VVillage d\'Entreprises Saint Henri\" and confirmed their place of 
business. 


4. Consul Marseille met with Avon Communications Director 
General Pascal Avon on October 14. According to him 

company installs 

systems on boats. They also do some work on airplane systems 
but not as much (they have some dealings with Eurocopter). Avon 
represents Sperry Marine (part of Northrop Grumman) and has 
worked with them for many years all over the world 

especially in Francophone Africa and the Middle East. They work 
in both the military and private sectors. They have several 

years of experience working for the French Navy installing and 
maintaining navigational systems and 

have almost a monopoly on this work. They work primarily on 
ships built in France 

customers include the French Navy 

foreign Navies: Morocco 


5. Mr. Avon also said that they work on merchant marine vessels 
and private yachts. He noted that they had a booth at the recent 
Monaco Yacht Show. Avon has been working with the Nigerian Navy 
since 2001. According to Mr. Avon 

wanted to overhaul and upgrade their old 

Avon began by installing Sperry Marine civilian navigational 

systems. Now they want to install \"MK 39 MOD 3A Ring Laser\" 
Inertial Navigation Systems 
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agreement. Only Avon\'s technicians (French) will be doing the 
actual installation. Mr. Avon did say they may hire someone 
locally 

handyman assistance role. Avon Communications seems to be a 
thriving business. They have offices in Le Havre 

Naziare 

Marseille. Since 1994 

company to what it is now with 18 full time employees. They 
work primarily with Sperry Marine. Lastly 

that they have signed similar TAAVs in the past and understood 
our licensing process. 
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will not prevail in the face of ASEANVs commitment to 
consensus and universality. The MFA representative made a 
strong pitch that the declaration should wait until the 
VASEAN-U.S. SummitV in November 2006 in Hanoi 

Vietnam has proposed but that we have yet to accept. It was 
clear from our conversations with the MFA in the last two 
days that the GVN is fixated on the ASEAN-U.S. SummitVs 
being held in Vietnam next year at the time of the APEC 
summit. That might be a possible bit of leverage to use to 
convince the GVN to support the signing of the Enhanced 
Partnership declaration in Busan. End Summary and Comment. 


2. (SBU) Poloff met with ASEAN Section Chief Vu Ho October 
19 to deliver reftel points and the draft Declaration on the 
U.S.-ASEAN Enhanced Partnership. Vu Ho complained that the 
United States did not provide enough time to review a 
document that was ultimately going to have to receive the 

Prime Ministers approval 

the GVN as quickly as possible to try to generate some 
comment before the USGVs October 20 deadline. 


3. (SBU) On October 20 MFA\'s Deputy Director General for 
ASEAN Nguyen Tien Minh met with Charge and Poloff to deliver 
Vietnam\'s initial reaction to the draft declaration. He 

said that Vietnam \"welcomes\" the U.S. proposal 

to see that the U.S. draft coincides with the release of an 
ASEAN draft declaration 

ASEAN Senior Officials Meeting (SOM) in Kuala Lumpur the 
week of October 17. The United States and ASEAN members 
Vhave the same will and intention 


4. (SBU) At the SOM 

importance of enhanced and accelerated relations with the 
United States 

a declaration to be presented to the United States at the 
Informal Coordination Mechanism (ICM) meeting in Hawaii. 
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5. (SBU) Minh said that in reviewing the U.S. draft 
surprised that the United States is proposing to sign the 
declaration in Busan during the APEC summit. The time 
remaining before the summit is V'too short" to achieve 
agreement and consensus on the declaration text 

and noted that for ASEAN 

would require the presence of all members 

seven who are part of APEC. 


6. (SBU) In addition to the declaration 

ASEAN summit is also very important 

have great significance 

declaration signing should happen together." He noted that 
Assistant Foreign Minister Nguyen Trung Thanh had proposed 
in the August ASEAN-U.S. meeting in Washington that an ASEAN- 
U.S. summit occur on the margins of the APEC summit in Hanoi 
in November 2006. \"That would give us the time to craft a 
good 

addition 

it falls close to 2007 

States will celebrate the 30th anniversary of relations. 


7. (SBU) Busan 

declaration. There is too much to accomplish too soon 

the lack of participation of Burma 

be a problem for ASEAN. It would be such a problem 
predicted 

would fly in the leaders of the three non-APEC economies to 
ensure that ASEAN is represented completely. He recalled 
that ASEAN had canceled its participation in he ASEM 
Economic MinistersY meeting in the Netherlands this year 
because Holland imposed an EU-mandated visa ban on high- 
level Burmese officials. V'This should demonstrate how 
committed ASEAN is to universality and consensus 

8. (SBU) Privately 

ASEAN members 

bilateral relations it would be for the signing to occur 

during an ASEAN Summit held in Hanoi during the 2006 APEC 
Summit. \"This would be very significant for both of our 
countries.\" He also promised to discuss the issue with the 
Vietnamese delegation in Hawaii led by Deputy Director 
General for ASEAN Nguyen Hong Cong. 
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gave prime space to the rantings of Dimitris Koufodinas 
top gunman for the terrorist organization November 17 
currently serving multiple life sentences for his murderous 
acts. Koufodinas called the murder of Embassy officer 
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Richard Welch in 1975 (N17Vs first assassination) the 
Vdetermining act of our generation.V The interview 
unprecedented in its length 

in the Greek press for N17Vs so-called revolutionary acts and 
comes just weeks before the N17 appeals trial 

on December 2. At our suggestion 

of the organization of family members of N17 victims (V'Os 
Edo 

was murdered by N17 

\"Eletherotypia\" for space to answer Koufodinas and present 
him as the coldblooded 

SUMMARY. 


2. (U) Dimitris Koufodinas 

his role as the chief gunman of the November 17 terrorist 
group 

(center-left 

all of N17Vs proclamations) that occupied the two center 
pages of the papers October 13 edition. Koufodinas 
assumed the \"political\" responsibility of all of N17Vs 
terrorist actions 

ideology 

as Van organization of political and social protest." 


3. (U) When asked to describe how he came to join N17 
Koufodinas launched into memories from the Greek resistance 
against the Nazis 

uprising of November 1973 (from which the terrorist group 
derived its name) and the Vnarrowing of the realm of 
legitimate struggles." Indeed 

of the revolutionary climate of those days 

VCIA (Athens) station chief (Richard) Welch... (was) a 
determining (act) for our generation." (Note: Welch was 
murdered by N17 on December 23 


4. (U) Koufodinas denied that N17 was defeated 

the Greek Left of having become a \"neo-liberal Left 

is 

struggles of peoples \"won\'t lead to a new dark epoch 
rather to Vforward motion." He argued that N17 had failed to 
re-design its armed struggle when it had the opportunity and 
according to the changing conditions of society. Asked about 
his defense at the upcoming trial 

in to details and called for \"solidarity and respect" among 
the 17N defendants. 


5. (SBU) The generally sympathetic interview comes only 
weeks before the opening of the N17 appeals trial (scheduled 
for December 2) and against the backdrop of increasing 
reports that the N17 convicts are deeply divided over legal 
tactics as well as political and ideological questions. 
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Koufodinas has been publicly assailed by supporters of his 
co-defendant Alexandros Yiotopoulos 

leader of the terrorist group and who is also serving 
multiple life terms 

Commenting on this 

attack against me degrades our whole case. V 


6. (SBU) COMMENT: That Koufodinas found prime printspace 
for his utterances in one of the largest circulation dailies 

is not a surprise given the sympathetic approach with which 
this quadrant of the Greek media deals with domestic 
terrorism. Before him 

Yiotopoulos and N17 bomber Savvas Xyros 

radio interviews and published letters and articles. 
KoufodinasVs interview was unprecedented 

sheer length. \"Eleftherotypia\" did not reveal how the 
interview was conducted 

came to produce point to either a minimum 10-12 pages of 
single-spaced typescript 

face-to-face oral exchange. Skillfully crafted Q&A obviously 
aimed to further enhance Koufodinas\'s reputation as the 
Vquiet ideological thinker\" of the 17N terrorist group -- and 
provide receptive ears with yet more of the \"revolutionary\" 
pseudo-philosophy cant that seeks to justify N17\'s murderous 
history. 


7. (SBU) COMMENT (cont\'d): Embassy has contacted the \"Os 
Edo\" ("Enough already V) organization made up of family 
members of N17 victims -- including Athens Mayor Dora 
Bakoyianni 

death 

employees -- to see if there is interest in responding. Os 
Edo President George Momferatos 

N17 thugs 

\"Eleftherotypia\" to ask for space to present the victimsV 
side of the story and present Koufodinas as the coldblooded 
remorseless killer that he is. 
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politics for nearly two decades 

Chairman for seven years prior to being elevated to the Party 
Secretary post in 2004. (Danang and Quang Nam were split to form 


SIPDIS 
two separate provinces in 1997.) 


3. (SBU) Foreign and local contacts all say that Thanh thrives on 
cultivating an image of a hardnosed 
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populist politician; as PeopleYs Committee Chairman and Party 
Secretary he routinely dispenses favors and allocates land 


SIPDIS 

accepting and approving petitions from Danang\'s citizens on his 
walkabouts through the city or on his Saturday morning \"meet the 
people" sessions. 


4. (SBU) Danang\'s development strategy is one-dimensional and 
mirrors the hardnosed style of Ba Thanh. According to contacts in 
Danang 

with the opening of the East-West corridor to Laos and Northern 
Thailand -- will attract foreign investors in droves. Thus 

the past few years 

building and widening. In typical Ba Thanh style 

decides where the roads and bridges go 

a new bridge to Quang Nam Province to ease travel to his hometown. 


5. (SBU) Although Thanh told the CG tQt all the road building was 
internally financed 

Thanh directs financing from State-owned banks in Danang to 
finance the construction. As a result 

faces a credit crunch. A local furniture manufacturer told us he 
could not obtain credit to expand his operations. One businessman 
complained that three major building projects with which his 
company has been involved have been frozen for the past year 
because contractors had not been paid by state agencies or state- 
owned enterprises. 


6. (SBU) Thanh highlighted for the CG his leading role in 
transforming Le Quy Don high school into a showcase institution 

for cultivating Danang\'s and Quang Namvs future leaders. Danang 
invested at least ten million dollars into building the high 

school campus 

spacious dormitory 

three times the national average. In addition to having an 
outstanding academic record and passing a rigorous entrance exam 
the schoolVs 750 students also must demonstrate that they are of 
“high moral caliber." 


7. (SBU) Our contacts in Danang say that Thanh is intensely 
ambitious and is lobbying Hanoi hard for a promotion in advance of 
next year's tenth Party Congress. He is arguing that his 
\"transformation\" of Danang merits his elevation into a more 
prominent political position in Hanoi or in HCMC. 


8. (SBU) While Thanh has a clear political agenda 

his colleagues in the Peoples Committee and Danang Trade 
Promotion Center 

Danang would follow once the roads were built (which they largely 
are). Despite the CG\'s prompting 
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he would promote Danang overseas or what other policies were 
needed to attract foreign investment and stimulate the private 
sector. Thanh and other key Danang leaders demonstrated no 
awareness of or interest in policy debates surrounding key 
economic legislation such as the common investment law 

their impact on Danang\'s economic growth. In his meeting with the 
CG 

to adjust\" to international competition. He pooh-poohed 
agricultural reform and said that only through industrialization 

could Vietnam become a wealthy state. He shrugged when the Consul 
General pointed out that the United States remains the world\'s 
largest agricultural exporter. Using standard Party terminology 
Thanh told the CG of the success of his \"five NOs\" campaign (no 
illiteracy 

launch the follow up \"three YESes\" campaign (housing 

civilized social lifestyle). Some of our contacts told that the 

five NOs policy runs only on four main streets of Danang City. 
However 

trained and motivated police force starkly loyal to hizzoner. 


9. (SBU) Wearing a short sleeve shirt and sporting a heavy five 
o\'clock shadow 

minute monologue on how the United States should manage its 
relationship with Vietnam. Thanh said he operates under the 
principal of \"not cooperating with those who oppose us.\" He 
criticized displays of the flag of the Republic of Vietnam in the 
United States. Referring to the attendance of prominent 
dissidents at ConGen\'s Fourth of July reception 

that 

while \"lawbreakers\" were in the room. In reply 

General observed that 

with dissidents 

transparent. Moreover 

Party and the GVN to narrow differences whenever possible. 


Hoang: Reformist \"CEO\" of Quang Nam 


10. (SBU) Although they were one province eight years ago 

Namv's senior leaders could not be any further in style 

and approach from Ba Thanh and Danang. In meetings in the 
provincial capital of Tam Ky October 6 and in HCMC October 18 
Party Secretary Vu Ngoc Hoang laid out his plan to transform Quang 
Nam into the industrial and tourism hub of Central Vietnam 

centered respectively around the Chu Lai Open Economic Zone and 
the UNESCO world heritage site of Hoi An. 


11. (SBU) Flanked in both meetings by representatives from the 
HCMC-based Fulbright Economic Teaching Program (FETP) 
professional 

provinceVs strengths and weaknesses with the CG. He made it clear 
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that he understands the importance of effective management at all 
levels of government administration. He portrayed himself as CEO 

of Quang Nam Inc. 

and then allowing his senior staff to flesh out and execute the 

plan. Quang Nam People\'s Committee Chairman Nguyen Xuan Phuc 
himself a FETP graduate 

Operating Officer. 


12. (SBU) Hoang and this team welcome and solicit outside advice; 
Quang Nam has asked FETP to act as de facto consultants as the 
province moves to develop the Chu Lai OEZ 

and regulatory framework. In HCMC 

AmCham to intensify Quang NamVs dialogue with U.S. business. 
Hoang said the province also has solicited input from potential 
OEZ investors to ensure the zone\'s master plan meets as many of 
their needs as possible. Hoang said that it was his 

responsibility to take that proposal to Hanoi and sell it to the 
Politburo and the GVN 

an OEZ 


13. (SBU) Belying his years of study in the former Soviet Union 
Hoang was firm that only the private sector could deliver the 
economic growth that the Vietnam needs. Government\'s role is to 
create the environment -- legal and administrative -- that allows 

the private sector to flourish. He said he and his team had 

studied intensively the experience of Binh Duong province near 
HCMC 

predominately agrarian economy to one of VietnamVs fastest growing 
industrial provinces (ref b). 


14. (SBU) Hoang was comfortable and well versed on national level 
issues. He acknowledged that the current draft of the common 
investment law was unsatisfactory and noted there is a push 
underway to modify it. Turning to the upcoming tenth Party 
Congress 

will accelerate Vietnam\'s economic reform process. However 
differences between party factions still are being hammered out 
over contentious issues such as whether Party members can also 
have business interests. Vietnam\'s inability to accede to the WTO 
before the Party Congress would not have an appreciable impact on 
the push to accelerate reform. Hoang looked to the Party Congress 
to boost his ability to adopt more liberal economic polices in 

Quang Nam. 

15. (SBU) Turning to bilateral ties 

saw the United States as a key partner. He wanted his staff to 
learn U.S. management skills and sought Mission assistance in 
establishing a sister-city/state relationship with a suitable 

partner in the United States. 


16. (SBU) Comment: One contact close to Ba Thanh said his 
monologue on bilateral ties and dissidents was particularly 
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intense because Thanh 

burnish his credentials with the conservative faction of the Party 

with which he associates. Even so 

Quang Nam and Danang and between Hoang and Ba Thanh illustrate the 
gap between reformists in the Party 

U.S. as a key partner 

the implications of more rapid economic reform and international 
integration on their power and privilege. 


17. (SBU) Comment Continued: Throughout southern and central 
Vietnam 

province outshines the other in Vietnam\'s increasingly competitive 

and globally integrated economy. U.S business contacts tell us 

that Quang Nam is well on its way to creating the pro-growth 

private sector environment Hoang envisions. Although Quang Nam is 
starting from a much lower economic base than Danang (USD 264 GDP 
per capita to USD 581 in 2004) 

investment bets that it will eclipse Danang. End Comment. 


Additional BIO Notes 


18. (SBU) Born in 1953 

career in Danang. He was Danang People\'s Committee Chairman for 
seven years prior to becoming Party Secretary in 2004. Prior to 
that 

Director of the Department of Agriculture of Quang Nam-Danang 
Province from 1992-94. Ba Thanh has а B.S. in Forestry and a 
Ph.D. in Economics. He has not studied overseas. Known for his 
quick temper and brash style 

strongman of Danang. Ba Thanh\'s father was a friend of current 
Politburo member and Danang strongman Phan Dien. During the 
Vietnam War 

special Party school for promising future leaders (truong hoc sinh 
Mien Nam). Ba Thanh is married and has two children 

has just graduated from Danang University College of Economics 
and a daughter attending Le Quy Don High School. 


19. (SBU) Born in 1952 

since 2002. From 1995 to 2002 

then Chairman of the provincial People\'s Committee 

planning and finance. Prior to that 

Tam Ky District 

Agricultural Economics in Minsk in the former Soviet Union. He 
confided to us that even in school he had a reputation as an 
independent and critical thinker. Hoang has at least one 
daughter 

and economics at the Sorbonne. Hoang indicated that he wants her 
to continue her post-graduate studies in the United States. 


20. (SBU) Quang Nam People\'s Committee Chairman 
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was born in 1954. He holds a B.A. in industrial economics from 
the National Economics University of Hanoi. Phuc was one of the 
first graduates of the Fulbright Economic Teaching Program based 
in HCMC. From 1978 to 2001 

the provincial government including the Director of the Department 
of Planning and Investment and director of the Tourism Department. 
Phuc is regarded as one of the individuals responsible for Hoi 
An\'s emergence as a tourist center. In Central Vietnam he is 
rumored to be a possible candidate for promotion to Hanoi should 
the GVN decide to create a Minister for Tourism. 
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\"meaningless\" in the present situation. MK Nepal told the 
press 

but will not let the polls happen anywhere at any cost." The 
alliance announced an aggressive series of V'active protest 
programs 

from December 11 

proposed municipal polls. 


... And Plans Dialogue with Maoists for Peace 


3. (U) In the October 19 meeting 

officially decided to hold dialogue with the Maoists. The 
alliance statement said 

will be taken immediately for dialogue with Maoists to make 
the cease-fire fruitful." Amik Sherchan 

PeopleVs Front Nepal 

responsibility in writing to top Party leaders to perform all 
necessary tasks for the talks. He said that the immediate 
objective of the dialogue was to convince Maoists to prolong 
their unilateral cease-fire to create a conducive atmosphere 
for dialogue so that confidence building measures could be 
explored. Party leaders said that for security reasons they 
would not make public the date or venue of talks 

names of those participating. Sherchan said 

assess the situation first and also may invite international 
observers to ensure security if deemed necessary. MK Nepal 
told the media that Parties would approach Maoist leaders 
immediately to finalize the date and place of talks which 
would be decided \"soon.\" 


MK Nepal: Parties Have Large Rural Base of Support ... 


4. (C) MK Nepal told the Ambassador that over the recent 
Dasain holiday he had visited all 24 Village Development 
Committees (VDC)in his electoral district of Rautahat 
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Terai region of central Nepal 

MK Nepal reported that he found a strong base of support 
everywhere he visited 

in each VDC. Villagers told MK Nepal that they did not 
support the Kings proposed elections and would participate 
in demonstrations called by the Parties. MK Nepal said that 
the UML would focus protests in various regional hubs 

as Biratnagar 

gathering 50 

UML group would compete with neighboring UML groups and NC 
groups to get the most people to participate in these 

rallies. 


... And Can't Rule Out Maoists Genuinely Want Peace 


5. (C) MK Nepal also told the Ambassador that the parties 
remained suspicious of Maoist intentions but were continuing 
contact 

The UML leader believed that some Maoists were ready to give 
up the armed struggle 

a harder line. MK Nepal opined that the Parties should 
support a constituent assembly election to call the Maoists\' 
bluff. He said that if the Maoists sequestered arms and 
allowed international observers 

a constituent assembly. He argued that local party cadre 
could monitor Maoist actions in the villages. If Maoists did 
not allow cadre in villages 

Maoists were not sincere. 


Comment 


6. (C) The parties are playing with fire 

they increase pressure on the King by seeking rapprochement 
with the Maoists 

be seen whether this gamble will pay off. 
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government needs to realize this and issue policy that gives 
people the freedom to develop as they see fit. V" 


5. (U) Since the early “90s 

entirely as a result of private 

investment followed the domestic private sector. Hoi An is now 
home to 70 hotels with 2 

hotel rooms in Hanoi 

are four-star 

first foreign-invested hotel 

Hoi AnVs hotel industry employs 2 
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6. (U) Just as private enterprise has formed the basis of Hoi An\'s 
hotel business 

services 

Hoi An officials noted that Hoi An is home to more than 1 
historic sites 

homeowners have opened to tourists for profit. Giang and Thuy 
reported that 60 percent of Hoi An\'s population of 80 

the tourism industry 

supports 2 

not live in Hoi An 

sector. 


7. (U) The two main challenges facing Hoi AnVs tourism industry 
are environmental concerns and human resources needs 

job training. Hoi An\'s leaders are trying to balance the rapid 
development of the tourism sector with the need to conserve the 
environment that is the source of the sectors success. For 
example 

10 million wastewater treatment plant; in addition to addressing 
Hoi An\'s wastewater needs 

polluted canal that flows beneath Hoi An\'s star tourist 

attraction 


8. (U) Hoi An Chairman Giang admitted that another challenge to 
Hoi An\'s growth is providing trained labor to the tourism 

industry. Currently 

training to its employees. The vast majority of townVs tourism 
workers receive only on-the-job training. Hoi An\'s leadership 
does not have specific plans to address this challenge 
recognizes the dilemma inherent in transforming rural laborers 
into employees capable of functioning in a demanding service 
sector. 


9. (SBU) COMMENT: Hoi An authorities have wisely allowed the 
market to determine the path of the town\'s development. Chairman 
Giang said that Hoi An has been so progressive in its policies 

that on occasion the town\'s leaders have been \"reined in" by the 
GVN. Hoi An\'s success in the tourism sector is a marked contrast 
to the only modest success of the nearby imperial capital 

where tourism continues to be both tightly controlled by the 
government and dominated by SOEs. (reftel) 


10. (SBU) COMMENT 

local initiative 

leaders 

Xuan Phuc. (Analysis of Quang Nam\'s leadership is provided 
septel.) Phuc is a graduate of the HCMC-based Fulbright Economics 
Teaching Program and advocates a leading role for the private 
sector in Quang Nam\'s economy 

He is rumored to be a potential candidate for Minister of Tourism 
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should the GVN create such a ministry. 
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Footprint Project 

people on the continent and including photographs and 
commentary about Chad. For the Chadian audience 
presentation to environmental groups and officials during his 
November 2004 visit. He returned in March 2005 to conduct an 
aerial survey 

National Park; they counted 3 

buffalo 

population numbers for some of the other species. He will 
return to Chad next week with a new airplane to undertake a 
new 


3. Impressed by Chad\'s wildlife populations and its rugged 
remote desert regions which include the Tibesti Mountains and 
the Ennedi massif 

NGOs and foundations have begun arriving in Chad for a 
four-month project which will result in a long-term 

conservation plan for the country. A number of specific 
studies are to be conducted during this period 

another aerial survey of large mammals 

the desert regions where the addax and oryx once roamed in 
large herds. Though it is likely that a number of specific 
zones throughout Chad will be identified and recommended for 
protective status 

areas north of latitude 16. Strategies and funding mechanisms 
will also be recommended. 


4. Hoping to build on past successes of Paul Fentener van 
Vlissingen 

of several wildlife game reserves in Africa and who has 
expressed an interest in becoming more involved in 
French-speaking African countries 

Conservation and its partners in this effort intend to 
explore such avenues of private funding for the areas 
included in their conservation plan. They also intend to 
approach the ESSO oil production project to see if there 
might be private sector interest there. The model used by 
the Dutch conservationist involves subcontracting park 
management to private companies 

which would be recommended for Chad. 


5. During this briefing from the African Parks Conservation 
representative 

additional National Geographic coverage of Chad\'s environment 
and wildlife is expected in the near future. 
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6. Comment. Embassy continues to believe that fragile 
states such as Chad which teeter on the brink of both 
political instability and environmental disaster need the 
appropriate assistance programs to shore them up. This 
explains our insistence that an environmental strategic goal 
be retained in the FY 2007 MPP. The presence of 200 
refugees from Sudan 

the environment in eastern Chad 

natural resource constraints in the Darfur and poor 
stewardship of the environment. Embassy is appreciative of 
the modest amounts of assistance received in previous years 
from the Department of Interior\'s Fish and Wildlife Service 
and ESF allowances from AF which have been well utilized and 
have made significant differences in the environments of 
communities where those resources have been allocated. A 


growing recognition on the part of the NGO community and 
private foundations that Chad still has an environment worth 
preserving 

to make it happen 

to encourage and support. 

WALL 
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abduction and looting of unarmed people across the 
country. V" 


MAOISTS CONTINUE TO ABDUCT CIVILIANS AND TARGET SCHOOLS 


3. (U) Within a month of the ceasefire announcement 
Maoists abducted more than 4 

teachers and students 

programs and for indoctrination. On the day the Maoists 
declared the ceasefire 

students and teachers in Kalikot District 

Doti District 

Districts. During the third week of September alone 
Maoists abducted 2 

students 


4. (U) The Maoists and the All Nepal National Free 
Students Union (Revolutionary) (ANNFSU-R) 

of the Maoists 

demanding the schools be managed by the government of 
Nepal. Maoists have forced dozens of schools to close 
across the country 
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including 10 

District. The ANNFSU-R locked up dozens of schools in 
Udayapur District after the unilateral ceasefire was 
declared. The Maoists have ignored repeated appeals 
including that of the National Human Rights Commission 
unlock the schools. All academic programs in 19 schools 

in Jhapa District have been suspended since August 17 due 
to repeated threats from ANNFSU-R. Some of the schools in 
Jhapa District have re-opened after transferring 
management over to the government of Nepal. 


REBELS ATTACK INFRASTRUCTURE 


5. (U) Insurgents continued to attack development 
infrastructure. On September 20 

buildings of the Village Development Committee (VDC) 
Child Development Center and Agriculture Office in Doti 
District. On September 22 

WorkersV Party bombed the office of a team studying the 
proposed Koshi River high dam. The blast shattered the 
windowpanes of the ground floor 


MAOISTS CONTINUE EXTORTION AND LOOTING 


6. (U) The rebels have increased their looting and 
extortion activities across the country during the 
ceasefire. On the day the ceasefire was announced 
insurgents looted USD 2 

Nuwakot District Development Committee (DDC) 

for construction of a suspension bridge. Days later 
terrorists stole cash and valuables worth USD 836 (rupees 
60 

Makwanpur District 

September 22 

USD 418 (rupees 30 

District. Two days later 

(rupees 500) each from the teachers of Beltar School in 
Makwanpur District 

salary. 


MAOIST ATROCITIES CONTINUE 


7. (U) Insurgents continued to attack civilians after the 
unilateral ceasefire began 

civilian in Rautahat District and two civilians in Banke 
District. Two children were severely injured in Maoist- 
planted bomb explosions. On September 4 

shot dead a civilian in Rautaht District. The mother of 
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the deceased also sustained serious injuries after Maoists 
attacked her. On September 16 

killed a civilian in Kailali District. 


8. (U) Three security personnel have died since the 
unilateral ceasefire declared by the CPN-Maoist. On 
September 17 

Armed Police Force (APF) personnel. On September 26 
unarmed RNA soldier was found dead in Dailekh District. 
Sixteen insurgents were killed 

Kailali District after a clash with security forces on 
September 3. 
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officials would respond to the PatriarchateVs concerns -- 
some of them life and death issues for the community\'s 
survival. Meanwhile 

have linked the re-opening of Halki seminary with the 
imam-hatip school issue (ref d). (Note: Halki had 
functioned previously as a vocational school 

that imam-hatip schools enjoy. End note.) 


5. (C) It is conceivable that some within the GOT could 
seize upon the Halki issue to move forward their agenda on 
imam-hatip schools 

re-opening that inadvertently strengthens the status of those 
schools and their graduates would be sure to raise the 
hackles of the secular community. Interestingly 

visits by U.S. officials to imam-hatip schools was one of the 
suggestions made by Cuneyd Zapsu 

Minister Erdogan 

as a means of countering accusations in a recent Washington 
Times editorial that the AKP had V'islamo-facist" tendencies. 
End Comment. 
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checkpoints. Arthur Tveiten 

opined that a lack of casualties or even shrapnel damage 
after the attacks points to improvised explosive devices 
rather than proper military hand grenades. The commanding 
general of the 22nd infantry division reported only one death 
in over 30 grenade attacks over the last three months. The 
SLA suspects that hastily trained irregulars 

LTTE cadres 

such an attack 

house to house searches. The SLMM believes that these 
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searches often continue a week to ten days after the attack 
intimidating the Tamil population as a form of punishment. 
According to the SLA 

reported in the last three months. INGO representatives 
agreed that the LTTE continues to recruit or coerce minors 
into their ranks. All parties agree that the majority of 

incidents go unreported. NGOs involved in housing complained 
that the commanding general of Trincomalee had created 
burdensome paperwork and inspection procedures to obstruct 
construction material from going to the uncleared areas. 


HERE COMES THE RAIN AGAIN 

3. (SBU) Trincomalee has a need for 6000 permanent houses 
of which 

The UNHCR said that of those 600 

Leelananda admitted that 

his office now had MOUs signed with donor organizations and 
was expecting housing construction to accelerate. The GA has 
identified six transitional housing zones as vulnerable to 
monsoon flooding and is ready to handle their evacuation if 
necessary. Housing for Life 

reports that transitional housing design and construction in 

the district vary in ability to withstand monsoon rains. 

Houses range from having a concrete slab four inches above 
the ground to a three foot foundation wall capable of 
withstanding several days of rain. The GA said he learned of 
the new coastal buffer zone regulations through the 
newspaper. To date 

from Colombo. There is much confusion among the displaced 
over the new policy 

development 

were ready to support getting conflict internally displaced 
persons (CIDPs) into permanent houses. This change will 
improve the lives of most people living in two major welfare 
centers for IDPs and could result in the closure of those 
centers in the future. 


BULLETS OR BALLOTS 

4. (SBU) The November 17 presidential election raises many 
challenges for the authorities in Trincomalee. Leelananda is 
predicting a 60 per cent voter turnout. This includes an 
estimated 20 

exercise their right. To accommodate the voters coming from 
LTTE territory 

shuttle the voters to 100 polling stations. Since 

Trincomalee is always at the point of boiling over 

to Leelananda 

joint security plan to suppress election violence. Oddly 
despite the high level of interest in Colombo 
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and the GA have said there is little talk of elections among 

the general population. LTTE political head ThamilchelvanVs 
comment that neither southern Sinhalese Buddhist candidate 
can address the needs of the Tamil people may minimize Tamil 
voter turnout. 


COMMENT 

5. (C) While spared the daily killings of the shadow war in 
adjoining Batticaloa district 

spring. The armed forces appear to have the situation in 

hand 

Tamil residents. Having made the right decision in relaxing 
the coastal buffer zone requirements 

quickly to ensure officials in the affected areas - like the 

GA in Trincomalee - are given adequate guidelines for 
implementation. The Ambassador raised the issue of ensuring 
voters from uncleared areas would be able to vote with both 
the GA and the SLA commander and received assurances from 
both. This could be an important factor in what looks like a 
close election. 

LUNSTEAD 
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the Colombo-based Center for Policy Alternatives predicted 
that if the election were held tomorrow 

clear winner between UNP candidate Ranil Wickremesinghe and 
the Sri Lankan Freedom Partys (SLFP) Mahinda Rajapakse. 
This suggests that the minority vote could be decisive in the 
election 

Comprehensive polling is a relatively new phenomenon in Sri 
Lanka 

a growth in media-sponsored SMS polling around the country. 
In two such SMS polls 

UNP\'s Wikremesinghe the clear lead 

Lanka Rupavahini Corporation poll predictably favored 
Rajapakse. End Summary. 


If the Election Were Tomorrow... 
It Would Be Too Close to Call 


2. (C) On October 19 

Alternatives submitted to the Mission the \"Concise Report" of 
the results of a USAID-sponsored V'Knowledge 

Practices Survey" (KAPS) 2005 covering З 

election issues 

reconstruction. The full results will not be publicly 

available until December 

several conclusions regarding the November 17 presidential 
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election. According to the poll 

tomorrow 

candidate Ranil Wickremesinghe 

would vote for the Sri Lankan Freedom Party (SLFP) candidate 
Mahinda Rajapakse. However 

Muslim Congress (SLMC) 

nationalist Janatha Vimukthi Peramuna (JVP) 

electoral pact with the SLFP 

either candidate are approximately equal. After factoring in 
a margin of error and 13 percent of undecided voters 
Program Officer Mark Silva concluded the survey results are 
too close to predict a winner. 


3. (C) The close survey results may indicate that the Tamil 
vote 

Tamil National Alliance (TNA) 

the election. Sumith Guruge 

Ltd. and political spectator 

are roughly divided between the two candidates 

minorities are bound to determine the winner. In addition 
these surveys were conducted in August 

candidate Rajapakse signed electoral pacts (Reftel) with the 
JVP and the Jathika Hela Urumaya (JHU). Guruge predicted 
that SLFP\'s return to its nationalistic roots may alienate 

Sri Lankan minorities 

voters to vote in favor of the UNP. 


4. (С) KAPS 2005 drew several conclusions about voter Vs 
priorities in the upcoming elections. According to the 

survey 

rising cost of living (53.7 percent) and the peace process 
(28.4 percent). On both issues 

believe the situation is the same or worse than one year ago. 
83.1 percent of voters think the cost of living has 

increased 

Lankans. On both of these issues 

UNP 

UNP\'s ability to 

and negotiate a peace settlement with the LTTE. (Before the 
2004 Parliamentary poll 

UNP on peace but strongly favored the SLFP on economic 
issues.) Even among supporters of the current government 
76.9 percent of SLFP and 81.5 percent of JVP supporters think 
the cost of living has worsened in the last year. 

Interestingly 

tsunami reconstruction. 
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SIPDIS 


5. (U) The popularity of affordable SMS messaging has led a 
number of media companies to conduct SMS polls to gauge 
voters presidential preferences 

widely mixed and unreliable. The Maharaja Group of Companies 
(which is closely linked to the UNP) and the state owned Sri 
Lanka Rupavahini Corporation have sponsored the first 
country-wide presidential election SMS polls with 
diametrically opposite results. Susara Dinal 

of News for Maharaja Television Network (MTV) 

group's seven media stations 

conversation that 100 

70 percent of the vote. (Comment: Obviously 

biased in favor of urban 

likely to watch Maharaja programs and traditionally support 
the UNP. End Comment.) Sri Lanka Rupavahini Corporation 
Director General and political appointee Nishantha Ranatunga 
on the other hand 

company's poll of 35 

70 percent. Ranatunga defended the results by explaining 
that Rupavahini hired a private company to conduct the polls 
but also admitted that he fears that Rajapakse\'s pact with 
the JVP and JHU has \"alienated the minorities" and is a 
Vgreat loss" to the SLFP. 


6. (U) According to KAPS 2005 

Lankans think the Cease Fire Agreement (CFA) has reduced the 
level of violence in the country and improved ethnic 

relations. Surveyors expected this to translate into a 

better standard of living 

those polled believe their standard of living has remained 

the same or deteriorated since the CFA. This helps explain 
why 

Sri Lankans view the economy as the number one issue in this 
election. Although the survey reveals that people are more 
confident in the UNP on economic issues as well as the peace 
process 

close election. 

LUNSTEAD 
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friends V' in different political organizations 
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pro-Marxist/nationalist Janatha Vimukthi Peramuna (JVP) 
explain the views of local residents in Jaffna regarding the 
impending November 17 presidential election. (Comment: 
Given the geographical and ideological proximity of TNA MPs 
to the Liberation Tigers of Tamil Eelam (LTTE) 

discussions of Vlocal views" generally echo Tiger talking 
points and can thus provide a window into current LTTE 
thinking.) 


2. (C) The pair expressed dismay at the hard line on the 
peace process adopted by Sri Lanka Freedom Party (SLFP) 
presidential candidate and current Prime Minister Mahinda 
Rajapakse (Ref A). In general 

north are not interested in the outcome of the election. 

Having given up their demand for a separate state 

people can accept nothing less than some kind of federal 
system that allows them the right to self-determination 
asserted. An SLFP victory at the polls would be disastrous 
for the peace process 

community 

President Chandrika Bandaranaike Kumaratunga to work with 
opposition United National Party (UNP) presidential candidate 
Ranil Wickremesinghe to present the LTTE with a viable 
proposal based on a federal system 

responded that bipartisan consensus on the peace process is 
important and desirable but emphasized that the U.S. does not 
favor one candidate over another. The U.S. will work with 
whomever is elected to advance the peace process; the crucial 
thing is that the polling be free 

asked if the LTTE would support that goal by refraining from 
intimidation and allowing Sri Lankan voters in Tiger-held 
territory to cross over to polling booths on the government 
side. Sithamparanathan asserted vigorously that the Tigers 
had no interest in obstructing the vote 

only help Rajapakse. Instead 

danger is that Sri Lankan Army (SLA) soldiers and anti-LTTE 
Eelam PeopleYs Democratic Party (EPDP) activists 

that Tamils in LTTE areas will likely vote for the 

opposition 


3. (C) Professor Shivakumaran asked (somewhat wistfully) if 
the LTTE were to encourage people to vote 

international community view such action favorably and 
re-engage with the Tigers. Having known the LTTE for a long 
time 

changing 

retard that positive development 

Tamils 

the Tigers do but nonetheless believes the LTTE is the only 
organization capable of securing an equitable settlement for 
his community. Poloff noted that the Tigers would have to 
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undertake a number of other measures--such as renouncing 
violence in word and deed--before the U.S. could engage with 
the Tigers. That said 

commitment to the peace process by not impeding the vote. 
When asked who they think will win the presidential election 
the pair looked troubled and said they believe it will be 

close. Even though they declared the UNP can count on the 
minority vote (which they quickly enumerated by district) and 
a good percentage of the majority vote as well 

expressed concern that Wickremesinghe would fail to pull 
through. 


4. (C) With respect to the killings of the two high school 
principals in Jaffna (Ref B) 

husband expressed bemusement at attempts in some Sinhalese 
and English newspapers to assign blame to the 
LTTE--especially since the Kopay College principal was an 
LTTE supporter. Other reports in the English and Sinhalese 
press that the Tigers had imposed a draconian \"Taliban-like\" 
dress code on female Tamils were equally erroneous 

said. Since female Tiger cadres themselves wear trousers 

how could the LTTE prohibit other women from doing the same 
Sithamparanathan observed. Such misleading press reports are 
part of an ongoing campaign from Sinhalese nationalist 

quarters to distort what is actually happening in the north 

they asserted. 


5. (C) Comment: Tiger thinking and behavior at any given 
time are hard to predict 

window 

obvious concern at the prospect of a Rajapakse victory--and 
their broad hints that the international community thus ought 
to support the UNP--suggest parallel concerns may exist in 
Kilinochchi. The pair\'s almost plaintive plea for 

recognition of LTTE non-interference in the polling could 
indicate that the Tigers are feeling the sting of the 
near-universal international condemnation--including the EU\'s 
September 26 declaration of a travel ban--following the 
Kadirgamar assassination. We can only hope that the Tigers 
are as concerned as the TNA delegation suggested and will 
refrain from impeding the polling. 
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13\" have augmented the drop out rate. He commented on plans 
to create an alternative 

to reduce the drop out rate. The alternative diploma will 

be introduced with legislation requiring students to stay in 

school until age 18 

Minister Bentley said that the alternative high school 

diploma 
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apprenticeship programs 
opportunities for achievement. 


Ontario Invests in Education 


3. Minister Bentley explained that the government is 
investing heavily in all levels of education. He referred 

to the October 12 Throne Speech (reftel) in which the 
government outlined its commitment to invest C$6.2 billion 
more in universities 

programs. Minister Bentley stated that his government 
considers investments in education essential to give 
Ontario\'s workforce the skills it needs in the rapidly 
changing global competition for investment and jobs. 


Tighter Regulations for Private Career Colleges in Ontario 


4. Minister Bentley said that private career colleges 
operate under weak guidelines. Investigations of financial 
scandal involving a private career college in Toronto have 
recently gained media attention. He anticipates changes to 
the Private Career Colleges Act will tighten requirements 
for operation and give students financial insurance. He 
does not support Charter schools or high schools. Charter 
High Schools 

do not operate in the province. However 

single-race high schools might exist due to demographics. 


Bilateral Academic Exchanges Get an ΑΝ 


5. Both the CG and Minister Bentley expressed their support 
for bilateral academic exchange programs. Minister Bentley 
commented that the government is eager to help American 
institutions build relationships with colleges and 

universities in Ontario. The CG gave the Minister a brief 
overview of ConGen Toronto\'s foreign national student 
internship program. 
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Brussels\" is Le Figaro\'s headline. The Figaro editorial titled 
\"Divorce Between Paris and Brussels\" and most reports 
emphasize France\'s isolation in this latest fight. (See Part 

C) Right-of-center Les Echos carries an op-ed by Interior 

Minister Nicolas Sarkozy titled: No! to а Dupes\' Bargain.\" \"! 

say it clearly: the American demands and the offers made by 

the EU Trade Commissioner are unacceptable. They mark the end 
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of the EU joint agricultural policy. | can somewhat understand 
the U.S. position which is to maximize their gains while 
weakening our agriculture. But in so doing they are offering 

us a dupes\' bargain. What | understand less is the position of 
the European negotiator who does not hesitate to put Europe\'s 
interests in danger. Mandelson is going beyond his mandate. V' 


The postponement of Saddam\'s trial is front-paged in several 
outlets 

analysis to the fact the international legal system is trying 

to define the best way to try dictators and comments: \"The 
Milosevic trial served as the measuring stick for trying 

political leaders for crimes against humanity. Saddam\'s trial 
according to Richard Dicker of Human Rights Watch 

respond to the demands of the international legal system. VV" 


Popular Le Parisien interviews former socialist Foreign 

Affairs Minister Roland Dumas under Francois Miterrand 

also one of SaddamVs defense lawyers: \"This trial leaves much 
to be desired with regard to the rules of an international 

trial. including the way it was put together by the Americans. 

| and his other defense lawyers received all the documents a 
day ago. When | became Foreign Minister 

million francs for military weapons. France sold lraq tanks 

and trained pilots. The Americans did the same. This part of 
the trial is sure never to come out.\" 


The pressure Syria is feeling from both the U.S. and France is 
reported in Le Figaro (See Part C) which also interviews 
Syria\'s Interior Minister Walid Mouallem: V'The Americans and 
the French have a plan to increase pressure on Syria. The 
report on Hariri\'s assassination is part of that plan. The 

first step was to cut us from our relations with lraq 

Palestine and Libya. We are now in the second phase 

to isolate Syria. The next phase involves economic sanctions 
through a UN resolution. But Russia and China will oppose the 
idea of sanctions. We want to negotiate with the Americans 
but they have closed the door. They need a scapegoat in order 
to deflect attention from the chaos in Iraq. We are ready to 
cooperate on Iraq 

U.S. will not decide to attack Syrian targets. Because then we 
will open the borders to Iraq." 


Left-of-center Le Monde interviews LebanonVs Prime Minister 
who is on an official visit to Paris: VI want to say clearly 

that the question of Hezbollah\'s armament must be the subject 
of an intra-Lebanese dialogue. Contrary to what some believe 
Hezbollah is not simply a group of combatants. It represents 

an important section of Lebanese society; it has elected 
representatives in the government. V" 
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(C) SUPPORTING TEXT/BLOCK QUOTES: 


Syria 

VWashington Urges Damascus to Adopt Different Stance\" 
Philippe Gelie in right-of-center Le Figaro (10/20): V'After 

her European tour 

with Kofi Annan. At the center of that meeting 

approach of the international community or a lone stance by 
the U.S. to force Damascus to change its attitude. Until now 
the joint approach adopted by Washington and Paris has been a 
guarantee of success. But before taking action on Syria 
diplomats will have to agree on a joint objective. While for 
France 

is the complacency of Damascus towards terrorists infiltrating 
Iraq 

debate has a flavor of dj vu - what is in the best interest 

of the U.S.? A change of attitude in Damascus or a change of 
regime? For the time being Secretary Rice is in the lead with 
the first option. The proposals to Syria are similar to the 
option made previously to Libya: stop interfering in Lebanon 
destabilizing Iraq and sponsoring terrorists and Syria Vs 
dictator can stay.\" 


EU Trade Issues - Agricultural Tariffs 


VA Divorce Between Paris and Brussels!" 

Nicolas Barre in right-of-center Le Figaro (10/20): \"The 

French stance in Brussels is akin to keeping the European 
Trade Commissioner from exercising his power. France is more 
and more isolated on this issue 

Britain confirmed Mandelson\'s mandate. France\'s offensive in 
n 

Brussels has ended in a disappointing outcome. Agriculture has 
for years been excluded from trade talks on liberalization. 
Farmers from countries as different as France and the U.S. are 
trying to keep it that way. The system of protection for 
agricultural products is slowly changing and the EU is better 
prepared than the U.S. In spite of French concerns 
understandable to a point 

some benefits for European farmers to the extent that it would 
force our partners 

policy of subsidies. The stakes here go well beyond 

agricultural issues. The EU Trade Commissioner made an offer 
on tariffs in answer to a U.S. proposal on agriculture. But 

its scope is much wider and touches on trade and services: a 
sector that weighs much more than agriculture in our developed 
economies. It may be that what has France concerned is that 
sector\'s liberalization 
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Observers clearly understood the statement to mean that the 
party is using a matter of procedure to avoid controversy 
BharatiVs letter is not a V'proposalV under party rules -- a 
technicality that does nothing to conceal the fact that over 

half of the party's MP members openly revolted. Afterwards 
BJP president for MP held individual woodshed meetings with 
signatories to explain that the national leadership is in no 

mood to hear their demands 

Vdisciplinary action [will be] taken against those who have gone 
public.\" The party was also rumored to have yanked Bharati from 
campaigning in Bihar 

campaign there as originally planned. 


Congress To Support a Breakaway Bharati Government? 


8. (SBU) Embassy Delhi reports that there is growing speculation 
in the capital that Bharati has opened negotiations with 

Congress 

with her supporters to form a new government in MP. While the 
Congress had reportedly indicated it would support her 
government from the outside 

Congress actually hoped to split the BJP in MP 

credibility there 

bring Bharati down. However 

on October 19 BharatiVs supporters decided to bide their time 
until after the final round of the Bihar elections on November 

19. Staunch Bharati supporters gave clear statements indicating 
that they would prefer to fight from within the party 

rumors of an impending breakaway BJP government with outside 
Congress support. 


Comment 


9. (SBU) The BJP appears to have decided to bury its differences 
over Uma Bharati until after the Bihar elections. The party 
already weakened by a variety of internal power struggles and 
its future course in serious dispute 
in MP during the critical Bihar elections. Bharati seems 
determined to regain the CM position in Bhopal 
her past behavior offers any guidance 
herself be heard after November 19. Bharati\'s machinations will 
now move from public view to behind closed doors 
difficult to determine whether she has enough backing to compel 
the BJP leadership 
leader 
Bharati remains a loose cannon 
threat to much of the BUP second-tier leadership. With this 
group and the RSS against her 

The party is unlikely to silence her 
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continue to disrupt the BJP. Uma BharatiVs plight is another 
visible symbol of the BJP\'s internal fractures as it attempts to 
re-define its place in Indian politics. End comment. 
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would relay demarche points and dipnote to National 
Commission for UNESCO Secretary-General Karina Danielyan 
is still in Paris for the UNESCO General Assembly. 
EVANS 
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Minister" Javier Solana 

Jose Borrell 

PM Gerard Latortue. 

DECLARATIONYS MAJOR POINTS 


3. (U) Aside from the Cuba-related issues 
addressed points including: 


POLITICAL 

- Concern over the \"institutional crisis\" in Nicaragua. 
- Support for Haiti\'s transition process. 

- Support for strengthening democracy in Bolivia. 

- Recognition of Colombia\'s peace efforts 
disarmament of illegal armed groups 


international support for those efforts. 


- Demand for UK and Argentina to resolve Falkland Island 
claims under UN and OAS guidance. 


ECONOMIC 


- Desire to exchange external debt for investment in 
education. 


- Expression of support for free-trade negotiations between 
EU 


SOCIAL 


- Solidarity with the victims of Hurricane Stan 
for increased international aid for the victims. 


- Desire for more humane treatment of migrant populations 
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and the provision for a future Meeting on Latin American 
Migration. 


- Work toward Millennium Development Goals 
cooperation between Latin American states against drug 
trafficking. 


CUBA ISSUES 


4. (C) Posada Carriles: Paragraph five of the 
declaration\'s \"Special Communique of Support for 
the Fight Against Terrorism\" raises the 

Posada Carriles issue by calling for the \"extradition 
or bringing to justice\" of those responsible for the 
\"terrorist attack\" on a Cuban airliner in October 
1976. It does not mention Luis Posada Carriles by name but 
the reference is perfectly clear. Apparently 

text called only for the \"extradition\" of Carriles. 
Ambassador Aguirre intervened with Spanish Foreign 
Minister Moratinos to express our concerns 

let them be known in the Spanish press. Moratinos 
agreed to add \"or bring to justice\" in the final text. 
He later told the Ambassador that his Latin American 
counterparts resisted the change 

was altered in the final text. 


5. (C) Helms-Burton/Cuba Sanctions: A separate section 
of the declaration addresses Cuba sanctions 

for an end to the \"economic 

blockade\" against Cuba. We understand that the first 
draft of the text referred only to a \"blockade.\" 
Ambassador Aguirre raised concern with Moratinos about 
this term 

Spanish press. Moratinos and his MFA team argued 

that UN declarations have used the term \"blockade\" 

and also argued that in Spanish the term \"bloqueo\" can 
be interchanged with the word \"embargo.\" The Ambassador 
who is a native Spanish speaker 

In the final version 

but the Spanish MFA claimed that the addition of the 
words V'economic 

distinguished the term from a military blockade 

is the traditional diplomatic usage of this term. 

Deputy FM Bernadino Leon also told the Ambassador that 
the MFA views as a success its action to move the 
Helms-Burton language from the main part of the 
declaration into a secondary statement. 


SPANISH EXPLANATIONS 
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6. (C) First Vice President Fernandez de la Vega 
organized the summit 

17 that Cuban issues had not been part of the summit 
discussions until the very last phase 

Cuban FM Perez Roque\'s arrival in Madrid. We heard 
from other diplomats involved that Foreign Ministers 
were personally negotiating the declaration text until 
the very last minute and were not including their 
respective staffs in the deliberation. Spanish Deputy 
Foreign Minister Bernardino Leon was SpainWs chief 
negotiator. He and Moratinos told the Ambassador 
that when they proposed changes to the text after the 
Ambassador\'s intervention with them 

support from other Latin American leaders. 


7. (C) In response to SpainVs concern that the US had made 
its views known in the press 

we had responded to press queries following the Foreign 
Ministers\' press conference in which the Cuba issues 

were raised. He said he welcomed the opportunity to 
continue close dialogue with Spain on these and other 
issues 

He told Moratinos that this was his motivation for 

letting the press know that US-Spain relations 

remained productive and based on dialogue. 


SPANISH GOVERNMENT TAKES A HIT IN THE PRESS 


8. (U) Most Spanish press criticized President 

Zapatero and his government for allowing Cuban issues 
to overshadow the summit 

Vblockade.V The Cuba issues 

dominated press coverage in Madrid during the Summit. 
Many papers 

government El Pais 

Cuban issues to dominate. The Ambassador\'s discussions 
with Moratinos about the wording of the declaration 
were on the front pages of the major dailies on 

October 15. Zapatero refused to discuss what he 
called the false controversy of the Cuba declarations 
and defined the US-Spain relationship as \"appropriate 
correct 


HUGO CHAVEZ IN SALAMANCA 


9. (U) Hugo Chavez thanked the Ibero-American leaders 
for supporting Posada Carriles\' extradition to Venezuela. 
He said that he had no problem with last-minute changes 
to the declaration 

Carriles to be tried in Venezuela 

tried in the US 
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He told the press that the negotiations for the purchase 
of military equipment from Spain were V'moving forward. V 
Chavez emphasized that Venezuela would use the planes 
to transport medicines and rescue personnel and the 
boats to take care of its coastal waters. President 
Zapatero said on October 15 that he had not 

talked to Chavez about the sale during their bilateral 
meeting 

the companies involved. Chavez also stated that 
Venezuela intended to reach a long-term agreement 

for the provision of oil to Spain. 


OTHER LEADERS 


10. (U) Cuban FM Perez Roque said that the Summit\'s 
declarations regarding Cuba were an important diplomatic 
and political victory for his country. EU Commission 
President Barroso pointed out that the parts of the 
declaration related to Cuba should not be taken as 

a sign of tolerance towards Castro\'s regime 

regarding human rights violations. He also said that 
one cannot compare the US with Cuba 

is a democracy whereas Cuba is a dictatorship. 
Enrique Iglesias 

Secretary General 


SIPDIS 

declaration applies not only to Posada Carriles but also 
to other countries that have open terrorist 

extradition cases. 
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time on the floor of the assembly 

committees 

other benefits. ANAP 

official party groups to three: the other two party groups 

are the governing and Islam-influenced Justice and 
Development Party (AKP) with 355 MPs and the main opposition 
center-left Republican People 

AKP MP and TGNA Interior Committee Chair Akbulut told us he 
expects the only effect of the new parliamentary group will 

be more extended debate 

right to speak. 


3. (C) Turgut Ozal founded ANAP in 1983. The party won the 
general election later that year with 45.1 percent of the 
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vote and ANAP formed a single-party government with Ozal as 
prime minister. In the 1980s and 1990s 

and patriotic center-right party that consistently advocated 
liberal economic reforms (including privatization) 
democratization 

a secular party 

tolerating increased public expression of Islamic piety. 

ANAP was also strongly in favor of Turkey signing the Customs 
Union with the EU and 

and economic reforms. 


4. (C) ANAP is also associated with political corruption. 
Corruption is endemic in Turkey 

assert that political corruption exploded under Ozal. As the 
1990s progressed 

political corruption and scandal. 


5. (C) In every election since 1983 

support for ANAP has declined: ANAP received 36.3 percent in 
1987 

percent in 1999. In 2002 

the vote 

electoral threshold required to win seats in parliament. 

ANAP 

including the return to the electoral arena in 1987 of 
politicians and parties banned after the 1980 coup; Ozal 

death in 1993; the failure of a series of coalition 

governments that included ANAP in the 1990s; and increasing 
allegations of political corruption. 


6. (C) On March 17 

joined ANAP (reftel). Soon afterwards 

party leader. By June 1 

accumulated 17 MPs by the end of August. Mumcu deserves 
credit for successfully targeting and eventually persuading 

21 MPs to join his party. The hard part will be persuading 

the Turkish people to support ANAP. Public opinion polls 
from earlier this summer indicated that less than 10 percent 
of the population supports ANAP. 


7. (C) Mumcu 

does not wear a headscarf. He was elected to parliament in 
1995 and 1999 on the ANAP ticket 

and was elected to parliament on the AKP ticket in 2002. He 
has served as a minister in several cabinets and covered a 
variety of portfolios 

National Education. 
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8. (C) Many Embassy contacts have suggested that Mumcu is too 
young 

his party. Former ANAP minister Lutfullah Kayalar 

example 

not trust Mumcu and are keeping their distance from the 
party 

that Mumcu 

uses a type of rhetoric that appeals to elites 

the common man. Mumcu also suffers from the fact that he 
switched parties (twice) 

like Kayalar and gives many Turkish voters the impression 
that he is an overly ambitious opportunist. 


9. (C) ANAP 

refugees from other parties. The delegation includes 
classical liberals 

and social democrats 

CHP 

National Action Party (MHP) 

(SHP) 

tiny Liberal Democratic Party (LDP). One of the only things 
ANAP 

the leadership of the other parties and a proclivity for 
switching parties -- fully 21 of the 22 ANAP deputies have 
been members of other parties during this parliamentary 
session; four have switched at least twice. 


10. (C) Of the 22 MPs who joined ANAP from March 17 to 
October 19 

eight were originally elected on the CHP ticket 

elected as independents. ANAP 

represent the Kurdish southeast and less likely to represent 
Turkey 

percent (9 of 22) of ANAP 

part of the country 

deputies overall. Twenty-eight percent of MPs come from one 
of Turkey 

Bursa 

percent) represent these populous areas. 


11. (C) Unlike in the 1980s 
terms of ideology and public policy preferences is unclear. 
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Contacts from outside ANAP have remarked that the party lacks 
an ideological core -- as the AKP TGNA Interior Committee 
Chair put it 

eggplant and a tomato. Another contact commented that he is 
unsure what ANAP stands for 

longer the liberal democratic party of Ozal. In a recent 
speech 

ANAP occupies the \"national center" of the political 
spectrum. Emin Sirin 

early on and is rumored to be in line to become the party 
group leader in parliament 

PolOffs asked him to describe ANAP 

the party is \"economically liberal and V'socially socialist 

but also \"national\" without being \"nationalist.\" Есір Safder 
Gaydali 

that ANAP is an economically liberal and internally 
democratic party that will follow in the tradition of Ozal. 
Mehmet Erdemir 

that ANAP is building on the Ozal legacy and trying to build 
a grand democratic party based on a diverse coalition. 


12. (C) This confusion extends beyond mere ideological 

labels. For example 

quick to condemn the recent EU negotiating framework and had 
almost nothing positive to say about the EU. Gaydali 

contrast 

pains to emphasize that the EU process is important to 

Turkey 


13. (C) ANAP 

recruitment of MPs from AKP and CHP. ANAP MP Dursun Akdemir 
told us that ANAP 

parliamentarians to form a party group and then focus on 

party building in advance of the next election. Forming a 
parliamentary group 

it would give ANAP more visibility and press coverage 

the real focus needs to be on building the party at the 
grassroots and not recruiting and endless stream of dissident 
MPs. This sentiment was echoed by AKP MP Mehmet Erdemir. 
The additional funds ANAP will receive from the state because 
itis now an official parliamentary group will also aid 

ANAP 


14. (C) There are also rumors that former PM and ANAP leader 
Mesut Yilmaz may try to take over the party at next year 

party convention if corruption charges against him are 

dropped. Although Yilmaz is clearly associated with liberal 


Column 3 

reform and strongly supports Turkey 

tainted by allegations of corruption that will not go away 
even if he is cleared by the courts. Yilmaz 

strength within the party is untested 

threaten Mumcu 


15. (C) Comment: ANAP\'s future is unclear. Mumcu deserves 
credit for successfully recruiting enough MPs to form a party 
group -- something other leaders of small parties have been 
unable to do -- and some of the criticisms of his leadership 
style and potential may be rooted in jealousy. The real test 

for Mumcu 

developing a coherent set of policy positions that address 

the concerns of average Turks; sell these positions to the 
public in a coherent manner; and recruit and train the new 
young cadres necessary to build a strong grassroots 
organization. Even if Mumcu and ANAP accomplish these tasks 
they will still need considerable skill -- and some luck -- 

to successfully challenge the AKP juggernaut and reclaim the 
lost glory of the Ozal years. However 

reborn 

contribution to the rather lackluster Turkish political 

scene. End Comment. 
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that in the past 

confidence-building measures with Iran 

the EU-3 propose a compromise in which Iran would: 


- reduce feedstock in Esfahan by 50% (Note: \"Feedstock\" 
refers to the gases needed for enrichment and to \"feed\" the 
rest of the nuclear fuel cycle. End note.); 


- stop conversion at the U4 stage rather than proceeding to 
the more advanced U6 stage; and/or 


- export finished nuclear materiel rather than storing it 
within Iran. 


3. (C) Our German interlocutor added that Saran emphasized 
that Iran could become more confrontational if backed into a 
corner. Saran reportedly indicated that New Delhi is willing 
to speak to Iran 

A UK poloff confirmed to us on October 19 that Saran was 
sincerely interested in a dialogue with the EU3 and its 

allies. She posited that although there is no guarantee 

India will vote the same way again at the November IAEA 
meeting as it did on September 24 

step away from pro-NAM or pro-lran rhetoric and 
constructively plan ahead and engage with others is an 


Column 3 
encouraging sign. 


But Politics Persist... 


4. (SBU) Internal debate on India\'s IAEA vote referring Iran 
to the UNSC is also heating up. In a recent London School of 
Economics speech 

India\'s vote as a massive foreign policy V'blunder 

to convince the US that it was an ally 

support for an Indian Security Council seat. Ram was not 
alone in this assessment- a variety of pundits and 

politicians have painted IndiaWs decision in the same harsh 
light 

to abstain in any future IAEA vote. On October 3 

leaders from the leftist CPI(M) 

agreed to begin a nation-wide V'campaign of agitation" to 
begin October 28. The campaign will try to force the GOI to 
reverse its position on referring Iran to the UNSC. In 
addition to reports on the left\'s activities 

pieces have pointed out that IndiaVs relationship with Iran 
will be strained and that India will now be perceived as 
subject to undue American influence. Nevertheless 

debate in the media has not been one-sided. Some analysts 
have posited that India has actually enhanced its reputation 
of fairness and independence by breaking with the NAM in the 
IAEA vote. Furthermore 

India\'s inputs to the resolution allowed Iran further time to 
negotiate before being referred to the Security Council. 


Iranian Lobbying 


5. (U) Despite the MEA\'s publicity efforts 

sees a faultline within the GOI and is attempting to broaden 
that rift. Press reports indicate that senior Iranian 

diplomats met key leftist politicians with the hopes of 
recruiting allies within the GOI. Also 

Iran\'s Ambassador to India S.Z. Yaghoubi called on External 
Affairs Minister K. Natwar Singh. Although the MEA press 
statement provided no details 

the media that the meeting was part of an Iranian campaign to 
pressure India to change its IAEA stance. Yaghoubi has also 
taken his campaign public 

Times of India and Hindustan Times that talk up Iran-India 
energy cooperation and decry V'politically motivated ' pressure 
from Vforeign colonial powers\" against Iran- an argument that 
resonates with domestic critics of India\'s vote. 


6. (SBU) On October 19 
GOIVs decision-making dilemma by unexpectedly calling for an 
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October 24 meeting of the Joint Working Group on the proposed 
Iran-Pakistan-India pipeline. Iran is expected to continue 

to lobby the GOI to abstain in November\'s vote. Media have 
reported that a GOI delegation will attend the meeting in 

Tehran 

yet whether MEA or the Ministry of Petroleum will be leading 
that group. 


Comment 


7. (C) The Congress-led UPA Alliance committed itself to the 
September 24 vote without attempting to garner support from 
Parliament or political leaders. In an October 15 

conversation with the ChargeV 

Chairman Jay Panda commented that Prime Minister Singh has 
gone well beyond the national consensus in siding with the US 
in the IAEAVs September vote. Against the background of 
leftist agitation 

be obliged to back down. Prime Minister Singh himself has 
let it be known that he is committed to his current course 

but that opinion is not unanimously shared amongst our 
Congress contacts. Although India voted with the US in 
September 

to sustain that position. The GOI faces intense domestic 
criticism and pressure to back down from its stance 

hoping to avoid further controversy by resolving the Iran 

issue through behind the scenes diplomatic negotiations that 
would avoid a November IAEA vote. Our German colleague told 
us that Saran mentioned an \"ехії in honor" for Iran. As New 
Delhi pursues this course 

about our own red lines 

EUS. End comment. 
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minister\'s adviser felt the domestic political fallout of an 
attack was unpredictable; Italy was not the UK 

Spain. He said center-left and center-right politicians 
alike tended to be nonpartisan in their support of 
counter-terrorism action. Whether the Italian presence in 
Iraq came in for increased criticism 

depend on the opposition leadership. Other analysts point 
out that such an attack -- or even heightened concern and 
chatter about the prospect -- could strengthen the 
center-rightVs prospects at the polls. End Summary. 


2. (S) An adviser on Middle East Affairs in the prime 


Column 3 

ministers office October 18 told Pol M/C he thought there 
was a high possibility of an Al-Qaida attack somewhere in 
Italy during the Olympics or just before national elections 
here next spring. Stressing that he spoke privately 
adviser noted that the pattern with al-Qaida until now has 
been that it follows through on its threats 

been specifically cited (reftel). He noted that the Olympics 
in February and national elections in the spring (note: April 
9 is the expected date for legislative elections. end note) 
were obvious targets of opportunity. Italian security forces 
were doing everything possible to prevent such a contingency 
but it was difficult to defend against. \"І take the train 

and metro every day 

someone to get a bag of explosives on board. V 


3. (S) What was less clear 

would be of any attack. Italy was not the UK 

citzenry quickly rallied behind the government after the 
London underground bombings. Nor was it Spain 
government had blundered and angered the public by initial 
efforts to blame the al-Qaida terrorist action on Basque 
separatists. It was not inconceivable that some politicians 
on the left would point the finger at the Italian presence in 
Iraq as making Italy a target. (Note: The center-right has 
also criticized talk of troop withdrawal by center-left 
politicians as inviting attacks. End note.) But politicians 

of both the center-left and center-right tended to be 
nonpartisan when it came to support for counter-terrorism 
action. Moreover 

full well that the aim of an attack would be to undermine the 
Berlusconi government and accelerate Italian troop withdrawal 
from Iraq. That could actually trigger a backlash of support 
for the center-right 

generally favors the center-right. 


4. (U) Meanwhile 

Minister Giuseppe Pisanu\'s meeting October 18 with the 
bicameral parliamentary oversight committee for the security 
services. Pisanu told the legislators there was no specific 
evidence 

during the Winter Olympics in Turin and the elections. The 
head of the oversight committee 

Enzo Bianco 

information. But international terrorism continues to choose 
moments of particular exposure for any country 

clear that (for Italy) this could be the most delicate 
moment.\" 


5. (S) The prime minister\'s adviser said it was difficult 
to predict the domestic political fallout of any attack; 
Italy was not the UK 
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center-right politicians alike tended to be nonpartisan in 
their support of counter-terrorism action. The extent to 
which the Italian presence in Iraq became a greater issue 
would depend on the opposition leadership. 


6. (S) Comment: To date 

information about potential attacks on Americans at the 
Olympics 

established at Embassy Rome for the games will compile 
threat 

releaseable to the Italian authorities to assist them in 
deterring attacks in Italy. All sides of the political 

spectrum here seem to recognize that Italy may be under 
heightened threat in coming months. Some 

minister\'s adviser 

stepped-up criticism of the Italian role in Iraq. Others 

point out that such an attack could actually backfire and 
strengthen the center-right\'s prospects at the polls. Others 
point out that an actual attack 

about security and terrorism 

turnout. This 

voters tend to be less ideologically motivated than those on 
the left. End comment. 
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problem which relates to all Africa and Europe.\" 
Consequently 

Morocco control its borders and combat human trafficking. 
During the October 11 press conference following the 
ministers joint meeting 

important and urgent priority not only for Spain but for the 
entire EU to design a very ambitious policy for cooperation 
in tackling immigration. V 


3. (U) According to Moroccan official news agency Maghreb 
Arab Press (MAP) 

following the ministers meeting that V'Morocco is taking its 
responsibility in the fight against illegal immigration and 

is determined to protect its borders 

is despite the fact that Morocco has not received one euro 
or a single dollar" from Europe for keeping illegal migrants 
away from its borders. Fassi Fihri added that "Morocco 
alone cannot continue to tackle immigration V 


4. (U) Moratinos and Benaissa agreed to set up an ad hoc 
bilateral interdepartmental joint committee to tackle 


Column 3 

migratory flow challenges faced by the two countries and the 
region. According to the ministers\' declaration 

committee will meet as soon as possible to evaluate 
migration in the region and to work out a strategy with 
adequate and sustainable solutions. The same declaration 
announced that the two countries will organize a Euro- 
African ministerial conference to be held in Morocco that 

will involve all the countries of V'origin 

destination.\" 


5. (SBU) Following the meetings 

at the Spanish Embassy Jorge Cabezas who said that the 
Spanish are \"generally happy 

between the two countries thus far on the issue. He 
estimated that the ad hoc ministerial meeting would likely 
not occur until mid-November 

which ministries are to be involved will take some time. 
Indicating that the GOS had already contacted both the 
European Union and the African Union 

the larger Euro-African ministerial convening all of the 
countries involved would likely not take place at least 
until early 2006. 
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under control.\" End Note.) In addition 
mountainous terrain 

continuing tremors 

is a major constraint. 


5. (SBU) To date 

been provided to India for earthquake relief. USAID is 
proposing additional grants to NGOs working in the area 
through OFDA. Additional U.S. Government support 

to NGOs established on the ground in J&K 

urgent needs of affected communities and would demonstrate 
U.S. commitment and solidarity with those impacted by the 
earthquake. 


6. (SBU) Another avenue we are exploring informally is 
military-military assistance. Given the positive reaction 

(in J&K and more widely through positive press reporting in 
India) to the Indian Army 

for PACOM under the umbrella of our recently launched 
disaster assistance initiative. Unlike our assistance to 
NGOs 

GOI for all mil-mil assistance. 


Security Concerns Not Insurmountable 
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7. (U) Terrorism is not uniformly distributed in J&K. For 
example 

infiltration route into J&K from Pakistani Kashmir 
therefore the site of terrorist attacks and confrontation 
with Indian security forces. In contrast 

the Srinagar-Muzaffarabad cross-LoC bus route 

secure town. Because of this 

to invest in local projects in Uri 

viewed more positively by the local residents than in some 
other districts 

base from which terrorists can operate. Security in J&K is a 
concern 

police 

and not insurmountable. 


Comment: Time is of the Essence 


8. (U) Snows are already blocking some roads 
transportation problems will only worsen as winter sets in 
and aftershocks continue to make overland travel risky 
costly 

save lives and be seen to be doing so is closing within the 
next few weeks. The U.S. Mission in India urges the 
strongest possible Department support for OFDA 
recommendations for increased 
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Social Democrats and Greens voted against the measure on 
the grounds that the bill excluded Parliament from the 
process of appointing the management of the Fund and the 
Foundation. The opposition also criticized the goal of 

the Future Fund 

purpose of the Reconciliation Fund (to address injustices 
committed under National Socialism). 
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organizations. Regardless of their banned" status 
suspected that these groups still raise funds through 
affiliated and sympathetic mosques 

who routinely collect \"charitable\" donations during this 
Ramadan season. JUD 

sectarian organizations 

portion of all donations to their militant arms; post 
believes it will continue to do so. 


4. (S) JUD relief efforts have been prominently and 
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positively highlighted in the local media. Articles have 
praised JUD\'s working alongside the USG in distributing 
assistance 

terrorist organization. While the GOP has professed a desire 
to close JUD relief operations 


5. (S) Several Kashmiri militant/terrorist and sectarian 
extremist organizations are raising funds overseas 

directly or through supportive clerics 

Persian Gulf 

This revenue flow increases during Ramadan 

zakat to support \"charitable\" efforts in Pakistan. Pakistani 
clergy fundraise among Islamic communities in Europe and the 
United States; however 

requirements have limited the ability of supporters of 
extremist/militant/terrorist organizations to travel to these 
countries. International Islamic charities are 

raising funds for the victims of the earthquake disaster 
worldwide. Islamic Relief 

attention for its relatively aggressive posturing 

having its website listed on CNN and BBC as a possible 
contact for charitable donations. (Note: As Washington is 
aware 

list 

agencies for some time. End note.) 


6. (5) Comment: Тһе GOP faces a serious dilemma dealing with 
the proliferation of fundraising and relief efforts by 
militant/terrorist/extremist organizations 

Musharraf has publicly promised to close as part of his 
crackdown on extremism. While the fact that a portion of the 
money raised may be diverted to militant activity is 

disturbing 

extremist parties have become the face of relief operations 
in some difficult-to-access parts of AJK. With organized 
relief efforts reaching into remote areas of the disaster 

zone 

supplant militant organizations as the primary source of 
assistance 

operations with little negative public reactions. 
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2. (C) On October 13 

promoting democracy and civil society in Belarus with Pim 
Dumore 

Affairs. Dumore stressed that the Dutch are very supportive 
of promoting civil society in Belarus 

Dutch and other Europeans were not comfortable with overly 
\"robust\" programs aimed at changing the regime. Dumore 
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expressed frustration with the European approach since 
his view 

the Belarusian people a real chance to determine their own 
future. 


3. (C) POLCOUNS asked how active the Dutch were prepared to 
be in Belarus bilaterally 

EU. Dumore responded that the Dutch were one of relatively 
few EU countries with the ability and will to provide 

assistance directly to NGOVs inside Belarus. In his last 

job 

personally involved in such efforts 

working through Polish or Lithuanian organization. As far as 
possible 

step with the EU. Dumore noted that EU relations with Russia 
would naturally be a factor in determining EU policies toward 
Belarus. 


4. (C) On October 17 

meeting with Dutch MFA POLDIR Hugo Siblesz. Siblesz shared 
Dumore\'s view that the EU had become \"deadlocked\" over how to 
handle Belarus. None of the various approaches tried so far 

had been successful in moderating Lukashenko\'s behavior 

added. Noting that Russian President Putin would visit the 
Netherlands in early November 

probably be on the agenda 

any breakthroughs. 


5. (C) Charge also raised reftel points with Renee Jones-Bos 
MFA Director-General for Regional and Consular Affairs 
October 20. Jones-Bos 

Rights Affairs 

promoting civil society in Belarus. She noted that the Dutch 
had good relations with several NGO\'s in Belarus and provided 
support through the Dutch Embassy in Warsaw. She added 
however 

policy of constructive engagement with Belarus to one of 
isolation. 
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terrorism. If we do not work together to stop terrorism now 
he warned 

agrees completely with President Bush that we must not back 
down in the face of terrorism and that to do so would be a 
serious defeat. He said that the progress Iraq is making 
politically -- with its election 

constitution 

message to the people of the region living under 
dictatorships: democracy is possible. V'If we obtain a 
victory here we will help many people throughout the region 


Column 3 
to win their freedom." 


6. (C) Thabit 

Order Brigades 

excellent training and are becoming more and more successful 
in engagements with terrorists. He boasted that the 

terrorists his forces encounter no longer stand and fight but 
run away instead. When asked about the level of public 
support for the ISF 

and more civilians are coming forward to report terrorist and 
insurgent activities and their hiding places. In addition 
insurgents who are captured are informing on their colleagues 
more than has been true in the past. LTG Renuart emphasized 
the need to have police forces that are trusted and respected 
by the public 

every day in their communities. The force must be composed 
of individuals who are representative of all communities in 

Iraq. Thabit replied that this is increasingly the case. 


7. (C) USDP Edelman asked Jabr about problems caused by its 
neighbors. Jabr replied that two kinds of interference are 
encountered: direct or government-supported interference and 
indirect interference in which individuals in a neighboring 
country are permitted to cause problems for Iraq. With 
regard to the first 

its borders to fighters from other countries and allows them 

to pass through to enter Iraq. He produced a handful of 
foreign passports he claimed were taken from foreign fighters 
and noted that the last stamps in all of them were entries 

into Syria. He also showed one that had a receipt for a 
one-way ticket into Syria tucked inside. With regard to 
\"indirect\" interference 

that the Saudis permit their citizens to support the 

insurgents financially and that many of the foreign fighters 
who come to Iraq are Saudi. When asked about Iran 

replied that it was not a problem. Only a handful of people 
have been arrested crossing the Iranian border to cause 
trouble. Jabr did 

have informed him that they suspect many of the improvised 
explosive devices that have killed their soldiers and others 
are based on technology imported from Iran. 


8. (U) This cable was cleared by USDP Edelman. 
Satterfield 
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legislative framework of the state of institutions and law 
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that is based on the separation of powers.\" In his speech 

the Amir announced a shift in the State\'s focus and presented 
a framework for good governance. While the Amir praised the 
implementation of the new constitution 

more difficult challenges lie ahead: ensuring good governance 
and government efficiency 

advancing Qatar\'s social and economic development. 


3. (U) To achieve these new priorities 

that both public and private sectors must play critical 

roles. According to the Amir 

attention toward V'creative executive work 

the "management and work systems in the State organs. V То 
this end 

some important sectors and utilities from governmental 
restrictions and rules and established free zones and 
financial centers with systems that meet international 
standards. While he acknowledged Qatar\'s overall good 
economic performance 

in particular financial institutions 

opportunities that would V'absorb the savings of citizens and 
the surplus of development." 


4. (U) In reviewing Qatar\'s economic progress over the last 
decade 

health 

universal health care for citizens. The Amir also stressed 
that while citizensV rights are protected 

balanced by their duties to the State. The Amir provided an 
inventory of positive economic achievements: An increase in 
GNP to approximately QR103.5 bn (US$ 28.4 billion) in 2004 
from about QR29.5 bn (US$ 8.1 billion) in 1995; and a record 
annual growth rate of more than 13% during the last ten 
years 

expected to be surpassed in 2005. These positive economic 
indicators were marred by an increase in the rate of 

inflation 

2004 and 2005. While the Amir did not reveal what was the 
actual rate of inflation 

to study the problem and forward proposals for resolving it. 
One of the factors fueling the rise in the rate of inflation 

are the soaring rents for commercial and housing properties 
in Qatar. Calling for the Advisory Council to look into the 
inflation "phenomenon 

move on the part of the Amir. On the one hand 

responsive to this growing problem 

not want to directly jeopardize the \"good results" in Qatar\'s 
economic activities 

major contributor. 


5. (U) The Amir\'s remarks on the importance of embracing a 
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culture based on competition 

as the elements of success in accordance with international 
standards could be a signal to government agencies on the 
coming changes Qatar must make in order to have a Free Trade 
Agreement that Qatar is eager to sign with the U.S. The Amir 
then highlighted a number of economic reforms which have 
already been undertaken to provide a suitable climate for 
investment 

Financial Centre to attract foreign financial institutions 

with the opportunity for 10096 foreign ownership and allowing 
foreign investors to own up to 25% of the shares on the Doha 
securities market. 


6. (U) The Amir\'s remarks on Qatar\'s foreign policy were 
sparse at best. The Amir stated that strengthening relations 
with and integration among the GCC countries top Qatar\'s 
foreign policy agenda. The Amir then welcomed the new 
Sudanese government and the steps it took to end the conflict 
in Darfur 

Vbrotherly Somalia\" would continue. These were the only two 
foreign countries mentioned by name in his address. 


7. (U) Absent from the Amir\'s speech was any mention of the 
pending parliamentary elections--this despite his emphasis on 
the importance of the recently promulgated constitution and 
the onset of its implementation 

history. This suggests that the elections will not take place 
soon 

of the Advisory Council was extended for another year. Note: 
Post believes that elections will be held in early 2007. End 
note. 


8. (U) Overall 

members of the Advisory Council and by those in the business 
and foreign communities. General sentiments were that the 
Amir provided a good sketch of Qatar s domestic and foreign 
policy agenda and forwarded a clear message for greater 
coordination and effort within and between the public and 
private sectors. 


9. (U) The Amir\'s speech was followed by that of the chairman 
of the Advisory Council 

speech 

the chairman called attention to the advancement of women in 
leadership positions in the government and private sectors. 
He stressed that Qatari women are enjoying full political 
rights. With respect to international issues 

expressed hope for a complete Israeli withdrawal from all 
Palestinian territories and a permanent and comprehensive 
peace settlement. Al-Kholaifi also condemned the Israeli 
occupation of Syria\'s Golan Heights and the Sheba farm area 
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in Southern Lebabon. In referring to the situation in Iraq 
Al-Kholaifi expressed his wish for unity among all lraqis. 
UNTERMEYER 
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method of how we receive these reports 

that he had found one of them (presumably sent from the MFA) 
Von the fax machine. V" 


DIA\'s unclassified snippets for September 


3. (C) PAO told Khanfar that despite an overall decrease in 
negative coverage since February 

showed a worrying increase in such programming over the 
previous month. She summarized the latest USG reporting on Al 
Jazeera by noting that problems still remain with 
double-sourcing in Iraq; identifying sources; use of 

inflammatory language; a failure to balance of extremist 

views; and the use of terrorist tapes. 


4. (C) Having had an opportunity to review the July and 
August reports 

make. On a semantic level 

\"agreement\" as used in the August report on the first page 
under the heading \"Violence in Ігад\" 

\"In violation of the stations agreement several months ago 
with US officials etc". "The agreement was that it was a 
non-paper 

sign agreements of this nature 

in writing is of concern to us. V 


5. (C) He then said that broadly 

into three categories. Some are simple mistakes which we 
accept and address 

said 

context by the USG report. V'This report takes bits and pieces 
from a whole thing and does not give the context 

noting that in some instances during the AJ broadcasting day 
a comment made or position taken by one person may be 
balanced with a different comment or position later in the 
same show or later on during the same day. Since Al Jazeera 
is live 24 hours a day 

possible to provide needed balance at the moment itself 
said. The report 
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achieved in the following news hour 

the same day. Thirdly 

which resolution does not seem possible 

terrorist tapes. \"We have always said that we are going to 
use these tapes and we will continue to use them. The 
question is how. None of the tapes are used just like that 

he said 

and are edited. Concerning the use of inflammatory language 
Khanfar said the station\'s concern is with the language used 
by its own reporters and anchors. No station staff member is 
permitted to use loaded vocabulary. The reports\' focus on 
inflammatory language is on that used by non-Al Jazeera 
interviewees 

people say? | can only control Al Jazeera staff. All we can 

do is try to balance what these people say in other parts of 
the program 


6. (C) Commenting on the reports overall 

balance in that they only focus on the negative. \"A report 
like this should have both sides 

report the voice we have given to American spokespeople over 
the recent past 

spokesman 

have some success. This is not mentioned.\" Speaking of Al 
Jazeera\'s coverage of the Iraqi referendum 

station provided 12 hours of continuous coverage 

featured voices from all those vested in the process -- 

Kurds 

really like to see that in next monthVs report 

Khanfar repeated that he would respond in more detail to all 
three reports over the coming days and pass the response to 
PAO. 


Troublesome website material 


7. (C) PAO raised the question of an Al Jazeera website piece 
published in the last week 

Coverage\" 

Afar\". The site opens to an image of bloody sheets of paper 
riddled with bullet holes. Viewers click on the bullet holes 

to access testimony from ten alleged \"eye witnesses\" who 
described recent military operations in Tal Afar. 


8. (C) Khanfar said that 

promise to PAO (Ref B) 

had two images removed (two injured children in hospital 
beds 

out that the testimony of a \"doctor\" in the piece also 
implied that poison gas had been used on residents of Tal 
Afar and that the appearance of the piece 
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bloody bullet hole icons 

journalistically questionable. Khanfar appeared to repress a 
sigh but said he would have the piece removed. V'Not 
immediately 

or three days 


9. (C) He said he had told the website staff that in future 
when they want to add an item to the V'Special Coverage" 
section of the website 

over to his office. (Note: The AJ website is located in a 
separate building across town. End note.) He noted that until 
two or three months ago 

more autonomy. Now 

Mahmoud attends the weekly editorial meetings at the TV 
channel offices 

the umbrella of the same editorial standards as the TV 
channel. \"! don\'t say that such things are not going to be 
repeated on the website 

Khanfar. 

UNTERMEYER 


43188 

health ministers from MECC member countries. We will report 

on developments as we receive updates from Silbermann and GOI 
officials. While it\'s not yet clear whether this initiative 

will result in several countries in the region getting 

together around avian influenaz 

of our support. End comment. 
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Visit Embassy Tel Aviv\'s Classified Website: 
http://www.state.sgov.gov/p/nea/telaviv 


You can also access this site through the State DepartmentVs 
Classified SIPRNET website. 
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REF: A. ROME 2624 
B. ROME 2005 


1. (SBU) After being alerted by Alitalia 

Police prevented a passenger on the TSA \"No Fly\" list from 
boarding Milan-JFK flight 413 on Saturday 

passenger 

PDOB 24 Dec 1963 

United States on a valid G4 visa 

UN. 
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2. (U) Comment. This is further evidence Alitalia has 
developed an effective and systematic program for complying 
with TSAVs "Мо Fly" procedures. End comment. 

SPOGLI 


43191 

product; the decree does not state what form the safeguard 
might take 

December 31 

5 

tariffs and/or quotas 

a product from China cause injury or threaten injury to 
domestic producers of that product or a similar product. 
This decree also deals with the specific case in which 
increased imports from China are the result of trade 
diversion caused by measures taken in other WTO member 
countries. Safeguards for products other than textiles may 
not extend beyond December 11 

8. Producers seeking relief must submit their safeguard 
petitions to the Foreign Trade Secretariat (SECEX) in the 
Ministry of Development 

Foreign Trade Chamber (CAMEX) will make the final decision 
on application of safeguards based on an analysis and 
recommendation from SECEX. SECEX has four months to close 
the investigation in the case of textiles 

case of other products. Importers 

interested parties may provide written submissions for a 
period of 30 days following initiation of the investigation. 
Upon opening the investigation 

preliminary consultations with China. The Chinese 
government will be given 10 days from the initiation of 
investigation to respond to the request; the consultations 
must be held with 30 days. 


9. For textiles 

exists when imports from China are increasing rapidly 
either in absolute terms or relatively 

impede the orderly development of trade in the specific 
product. In making a determination 

consideration the impact of the imports on the domestic 
industry 

capacity utilization 


10. Once SECEX completes a preliminary positive 
determination for a textile product 

China will again be requested if a pre-condition is met. 
The pre-condition is that China immediately limit exports of 
the product in question so that they do not exceed 7.5 
percent of the quantity imported by Brazil during the first 
12 months of the most recent 14 month period. The 
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consultations must begin within 30 days from receipt of the 
request and can last for 90 days 

if both parties agree. Should the consultation precondition 
not be met or the consultations not result in a mutually 
satisfactory result 

December 31 of the year in which the first request for 
consultations was made. If the consultation request was 
made within the last three months of the year 

will be in force for a period of 12 months. CAMEX retains 
the authority to suspend the safeguard for reasons of public 
interest. 


11. In making determinations for injury or market imbalance 
for other products 

of growth of imports in absolute and relative terms 

market penetration of the imports 

domestic industries of both the product and of similar 

products as evidenced by changes in economic variables such 
as production 

share 


12. Should SECEX/CAMEX conclude that a delay in applying a 
safeguard measure for a product (other than textile) would 
cause damage that would be difficult to repair 

provisional measure 

and/or specific tariff 

Notwithstanding 

determination for a product 

consultations with China. The consultations must take place 
within 30 days and may last for a period of 60 days from the 
date of the request. Should the consultations not result in 

a mutually satisfactory result 

the form of an additional ad valorem and/or specific tariff 
and/or a quantitative restriction will be applied for a 

period necessary to prevent or repair the market imbalance. 
Should the safeguard be applied for more than 2 years when 
the increase in imports was relative 

than 3 years in the case where the increase in imports was 
absolute 

could suspend substantively equivalent concessions or 
obligations. 


13. Decree 5 

increase in imports be due to trade diversion. The decree 
states that trade diversion exists when a measure applied in 

a third WTO member country to a product imported from China 
in order to prevent or repair a market imbalance in that 

country 

of that product from China to Brazil. In making its 
determination on trade diversion 

consideration the actual or imminent increase in the share 
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of product imports from China in the Brazilian market; the 
nature or extent of action adopted or proposed by China or 

the third WTO member country; the actual or imminent 
increase in the volume of imports from China owing to the 
measure taken or proposed by China or the third WTO member 
country; the market conditions (supply and demand) within 

the Brazilian market for the product; and the volume of 

Chinese exports destined to WTO members which apply a 
provisional or definitive safeguard measure. 


14. The provisions for trade diversion also provide for 
preliminary consultations with China. After SECEX makes a 
preliminary positive determination on trade diversion 

GoB will again request consultations with China and/or the 
third country applying the measure; the consultations would 
take place within 30 days and last up to 60 days. Should 
the consultations not reach a mutually satisfactory result 
Brazil could withdraw concessions 

imports from China 

prevent or repair the trade diversion. Application of a 
safeguard measure to remedy trade diversion would lapse 30 
days after termination of the measure causing the trade 
diversion. If the measure causing trade diversion is 
modified 

the safeguard should be revised 


DANILOVICH 


2. (SBU) Concerning the Holocaust Remembrance Resolution 
Sakar said Foreign Minister Gul had spoken to Israeli FM 
Shalom on the margins of the UNGA. Shalom reportedly asked 
Gul for Turkey\'s support on the resolution 

that Israel V would understand" if Turkey is not able to do 

so. Speaking personally 

made a firmer approach to Gul 

already decided to co-sponsor the resolution. With Shalom 
perceived as having given Turkey an V'out 

is now taking its time to consider the consequences of 
co-sponsorship. Sakar said the issue is currently on FM 
Gul\'s desk for decision. 


Anti-Israel Bias: To be Decided 


3. (SBU) On anti-Israel bias 

followed the matter but undertook to report to the highest 
level our hope for a Turkish \"no\" vote or 
abstention/absence. Again speaking personally 


Column 3 

Turkey had long supported the Palestinians 

three UN bodies 

dramatic progress in the Middle East Peace Process. He did 
however 

noted that none had voted \"yes\" last year. (Note. As an EU 
candidate country 

aligning its positions with those of the EU. End note.) 


4. (U) Post will follow up and report final GOT decisions on 
these issues as they are reached. 
MCELDOWNEY 
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registered 

permit employment (unlike the V'Blue Card" issued to 
recognized refugees). 


3. (SBU) Unlike Blue Card holders (recognized refugees) most 
of the demonstrators receive no government or UNHCR 
assistance and survive on illegal employment (if they can 

find it) and handouts from a few largely overwhelmed 
churches and charitable organizations. According to UNHCR 
there are around 20 

and they see their hopes of moving on fading now that UNHCR 
has stopped doing refugee status determinations (RSDs) 
resettlement opportunities evaporate 

to take hold in the south. They are facing what must seem 

to them 

homeland as the only alternative to a continuing hand-to- 
mouth existence in Cairo. 


4. (SBU) According to Dessalegne 

demonstrators in the park fluctuates daily between 400- 

1 

no violence (although one of the demonstrators died of 
natural causes in his home in Maadi). UNHCR says the 
demonstrators were encouraged to come to the park in the 
mistaken believe that they would be able to exchange their 
Yellow Cards for Blue Cards and that UNHCR would reopen 
their files offering the possibility of third country 
resettlement. UNHCR believes that once the reality that 
none of this will happen sinks in 

and the demonstrators will have dispersed by the end of 
Ramadan (early November). 


5. (SBU) Dessalegne points out that this is no longer a 
\"refugee\" problem within the meaning of UNHCR\'s mandate. 
The Sudanese are technically free to return home 

want to. UNHCR says that some demonstrators are new 
arrivals who continue to come to Egypt on one-month tourist 
visas looking for resettlement. Sudanese overstayers are 
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not deported when they fall out of status and routinely turn 
to UNHCR hoping it can regularize their situation in Egypt 
and provide access to Australia 


6. (SBU) The demonstrators have given UNHCR a long list of 
demands 

(e.g. 

refugees regardless of what part of the country they come 
from or their individual circumstances; they want UNHCR to 
"fast-trackV refugee status determinations and 

resettlement). UNHCR has been through the list point-by- 
point with the demonstrators pointing out the limitations on 
its ability to meet their expectations. UNHCR has also 

urged them to form working groups to focus on individual 
concerns and offered advice on how some of these concerns 
can be addressed. But the demonstrators have refused to 
budge 


7. (SBU) UNHCR has also met twice with the Egyptian Foreign 
Ministry urging the GOE to accept some responsibility for 

the welfare of the Sudanese demonstrators. UNHCR apparently 
pointed out that since it began operations in Cairo in 1994 
UNHCR has received 60 

50 

have been resettled. If the GOE accepted some 

responsibility for those remaining in Cairo 

good example of burden sharing - 50/50 between Egypt and 
UNHCR/resettlement countries. But UNHCR left these meetings 
unconvinced that the GOE was disposed to assist the Sudanese 
and was instead content to let the present situation drift 

and hopefully 


8. (SBU) UNHCR is growing increasingly frustrated that it is 
seen by the refugee community 

obstacle to better conditions and third-country resettlement 
for the Sudanese in Cairo. It notes that since the number 

of Sudanese in Cairo qualifying for refugee status under UN 
mandate has virtually dried up 

is no longer a refugee issue and UNHCR is powerless to act. 


9. (SBU) UNHCR stresses that although asylum seekers have 
virtually no access to its office 

operational through the work of the NGOs who act as its 
implementing partners. 


Ricciardone 
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months. In a major October bust that freed 31 victims of 
forced labor trafficking 
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shelter. The GoG has committed to increase GoG-NGO 
cooperation 

protection. Comprehensive TIP developments from Athens and 
Thessaloniki will be reported septels. END SUMMARY. 


Care NGO Opens TIP Shelter in Athens 

2. On October 13 

International Society for Family Support" inaugurated its 
hilltop shelter for victims of domestic violence and 
trafficking in the Athens suburb of Melissia. Care is headed 
by the energetic and well-connected activist Irini Dorkofiki 
whose previous church-affiliated NGO and shelter 

closed in Spring 2005. Dorkofiki plans to offer full victim 
support services 

domestic violence 

mothers at the 22-bed Melissia site 

16 additional victims at sites in Galatsi and Marathona. 
Care\'s building was provided by the Ministry of Health. The 
popular Health Minister Nikitas Kaklamanis declared at the 
opening 

art 

less fortunate.\" 


Solidarity NGO Opens Shelter 

3. On October 8 

opened the doors of its 50-bed shelter for abused women and 
children and victims of trafficking in the Kypseli suburb of 
Athens. The Ministry of Foreign Affairs\' Hellenic Aid 
provided one million euros of its 3.1 million euro anti-TIP 
budget for 2004 to Solidarity 

construction of the shelter 

closer to the GoG. At the shelter\'s ribbon-cutting 

Foreign Minister Evripidis Stylianidis hailed the shelter as 

a way to \"provide relief to the victims of modern-day 
slavery.\" Archbishop of Athens and All Greece Christodoulos 
called the six-story structure a \"marvelous and healthy 
collaboration between the Church and State. The shelter 
which had its groundbreaking June 2004 

to provide psycho-social support and legal advice to victims 
of trafficking. 


Meanwhile 

4. The Ministry of Health\'s Center for Urgent Social Aid 
(EKAKV) opened TIP shelters in both Thessaloniki and Athens 
in 2005 

victims were sheltered and costs ran high. Present at the 
opening of the Care shelter was Andreas Milios 

EKAKV 
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closure. Milios commented to poloff that compared to the 
huge budget of his shelters 

and 24-hour security 

sustainable. Notably 

likely to regularly shelter domestic violence victims 

are not in short supply in Greece. Meanwhile 

active TIP shelter in Athens 

(MdM) 

delayed and there was a change in the NGO\'s administration. 
And the psychiatrist/NGO activist who runs the only shelter 
in Thessaloniki 

40 

from MFA\'s Hellenic Aid. 


Major Labor Trafficking Bust 

5. In one of Greece\'s first major labor trafficking busts 
police from the anti-trafficking division arrested 17 
Romanian traffickers and freed 31 Romanian TIP victims on 
October 1. The victims had been lured to Greece under the 
false promise of 35 euros per day employment in return for a 
500 fee to cover travel expenses. Upon arrival in Greece 
the migrants were \"charged\" another 800 euros 

the confiscation of their daily wages. According to the 
police 

construction 

scarce 

evenings 

by the traffickers 

victims were allegedly tortured 

and given minimal sustenance. The traffickers were 
reportedly charged 

anti-trafficking division nor the director of IOM had any 
details about the status of the victims. 


6. COMMENT: Greece\'s challenge remains to comprehensively 
and systematically implement its prevention 

prosecution strategies 

more victim protection. With two church-affiliated 
organizations 

relations and large shelters are in place to do just that. 
Care\'s Dorkofiki is a tireless advocate for victims and 
despite her sometimes unorthodox methods 

of receiving many victim referrals from the police. Police 
IOM 

of TIP victims they identify ask to be repatriated 
immediately 

shelter or protection. If police and victims better 
understood the benefits available to TIP victims 

choose to receive it. We will continue to follow up on TIP 
cases and trials 
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that better screens 
victims. END COMMENT. 
RIES 
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disarray 

Of the two center-right contenders 

\"European 

re-launch the politically-integrated 

Europe that the Constitution sought to institutionalize. 
Villepin 

in using ad hoc partnerships to bolster French industries and 
interests. Giscard described the French people as 
pro-American on a personal level 

country -- now of medium rank -- should be handled with the 
deference due its history as a great power. Above all 
France does not want to appear to be submissive to the will 
of the U.S. End Summary. 


2. (C) Giscard took obvious pleasure in using an 

introductory get-together with Ambassador Stapleton to impart 
some fundamentals for understanding France 

observations on the current political scene. Giscard 

affirmed that a key to understanding his 

is an appreciation of the continuity with its past. Itis a 
country whose institutions 

derive from a past which the French revolution did not 
succeed in cutting off. In fact 

relatively short-lived affair which had a significant but not 
exclusive impact on subsequent French history. He observed 
that the left in France is a product of the social divide 

that developed during the period of France\'s 

industrialization beginning in the 1870s and lasting through 
the years just preceding World War I. It is a left still 

informed by the bitterness and alienation of the working 

class of those years 

self-centered policies of the ruling bourgeoisie. 


3. (4) Giscard cited de GaulleVs historic contribution of 
containing the Communists after the Second World War 
preventing them from taking control of the governmental 
structures -- thereby permitting France to escape the 
experience of an American occupation regime which might 
otherwise have been its fate in the developing Cold War. 
Noting that 

Gaulle 

when de Gaulle decided to withdraw France from NATOVs 
integrated military structures and to evict the Alliance from 
France. Giscard quoted De Gaulle 

had moved against NATO: \"Do you know why I\'ve asked the 
Americans to leave? Here\'s why: An American official has 
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asked to see me. | inquired when and how the American 
official was arriving in France 

U.S. officials 

outside of Paris) without any knowledge of French 
authorities. France was not exercising control over its own 
airspace 


4. (C) Giscard observed that relations over the past year 
with the U.S. have largely returned to normal 

strained period dating to the break over Iraq. President 
Bush\'s visit to Europe early in the year and the Secretary\'s 
visit to Paris early in the year had succeeded in launching 
this rapprochement. The French 

basically well-disposed to the American people; they are 
interested in the U.S. 

they find themselves naturally drawn to Americans. However 
the political relationship is a sensitive one given France\'s 
history as an erstwhile great power. Because of its 

relatively recent fall in the geopolitical standings 

can not be seen as submissive to the U.S.; it will always err 
on the side of keeping up appearances as an independent 
actor. Responding to the Ambassador\'s question with regard 
to French perceptions of U.S. attitudes towards Europe 
Giscard referred to the \"permanent ambiguity\" of the U.S. 
position. He offered his own first-hand observations of 
recent U.S. presidents. He cited Ford and George H.W. Bush 
as favorable to Europe\'s political evolution 

Carter 

characterized the U.S. during President Bush\'s first term as 
unfriendly to the idea of Europe as a strong political actor 

on the international stage -- but the strains over Iraq had 
obviously contributed to this result. 


5. (C) Giscard noted that there are three conceptions of 
Europe: a free-trade zone 

countries; and 

the entire 

favors the first option; some 

tempted by the second; the constitution had been an attempt 
to institutionalize the third. Giscard stated that he did 
foresee significant movement in any direction in the 
immediate future 

of the French Presidential elections in 2007. 


6. (C) Giscard willingly pronounced on the current array of 
Presidential contenders 

towards Europe. There are no statesmen in the political 
offing 

Giscard added 

Sarkozy. The left 

not see Socialist Party leader Hollande as exercising 
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control 

candidates are credible contenders. Jospin 

man and a competent Prime Minister (\"who made several big 
mistakes 

week 

likely emerge as a rallying point for the left; his return 

would in fact announce the failure of the left. There is a 
significant difference between Villepin and Sarkozy 

as Giscard is concerned. Villepin is a \"nationalist 

Sarkozy more a classic pro-European. Villepin 

know a whit about economics 

\"national champions and to reaching out selectively across 
Europe for economic 

Sarkozy is more wedded to the traditional French concept of 
multiplying France\'s influence through its support for and 
leadership of a politically integrated Europe. Assessing the 
rivals 

attractive but without a political machine at his disposal 

while Sarkozy is energetic and smart enough -- and in control 
of the main party of the center-right. Villepin is currently 
enjoying the advantage of \"novelty 

over time. The period remaining until the April 2007 
elections is sufficiently long to render any predictions 
chancy. 


7. (C) Stressing he is not \"obsessed\" with the failure of 
the European Constitutional Treaty 

authorship 

to Europe 

political purposes. In Chirac\'s calculation 

constitution had offered the possibility of a referendum 
which was to be his vehicle to re-election in 2007. Giscard 
said he had warned Chirac against instrumentalizing the 
Constitution in this way; a referendum was not needed 
risked turning into a losing plebiscite. The referendum 
defeat was resulted from a number of factors -- in particular 
lack of confidence in Chirac and the Raffarin Government 
unease over past EU enlargements 

enlargements. What it did not measure was popular feelings 
about the constitution itself 

supported by a strong majority of the French public (Giscard 
cited a figure of 60 per cent support as measured in a poll 
just after the referendum.) Giscard noted that the 
referendum was not Chirac\'s first political miscalculation 
and cited the dissolution of the National Assembly (following 
de Villepin\'s advice) in 1997 

forced co-habitation with the Socialists under Lionel Jospin. 
In 2002 Chirac received the lowest score ever for an 
incumbent president in the first round of the elections -- 

well below 20 per cent. But he then made the mistake of 
interpreting the 80 per cent rejection of the Front 
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Nationale\'s Jean-Marie Le Pen in the second round as a 
landslide in his own favor. 


8. (C) Comment: Giscard clearly enjoyed his opportunity to 
pronounce on the current scene and its context -- 

particularly for the benefit of the Ambassador of a country 

he admires and whose pre-eminence in international affairs he 
willingly acknowledges. The 79-year old former President 
said he intends to continue to visit the U.S. 

specifically an outstanding invitation to Stanford -- and 

looks forward to receiving American visitors and maintaining 
an ongoing conversation with Ambassador Stapleton. GiscardVs 
low esteem for Chirac 

relationship 

Sarkozy over Villepin likely derives from his own historic 

rivalry with Villepin\'s mentor -- but is notable 

Giscard\'s standing as France\'s senior statesman and his 
continuing influence within at least a portion of the 
center-right. Finally 

least over the short term 

leading proponent of a politically empowered EU. 


Please visit Paris\' Classified Website at: 
http://www.state.sgov.gov/p/eur/paris/index.c fm 
STAPLETON 
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meeting in Cairo as a \"practical necessity 

political requirement.\" He acknowledged that the Iraqi 
Transitional Government and the majority of Iraqis themselves 
might insist on meeting only in Iraq 

would comply with Iraqi wishes. Moussa also repeated his 
expectation that he will \"need\" to address with Iraqis the 
topic of foreign troop withdrawal 

attempt to re-direct such a conversation more positively 
toward helping Iraqis stand on their own. While again 
commending Moussa\'s willingness to visit Iraq and engage 
politically 

avoiding in any way undermining either the elected Iraqi 
government or the political process put in place by UNSCR 
1546 

Iraq 

of an Arab League diplomatic presence at the Ambassadorial 
level. End summary. 


Secretary\'s Oral Message Reviewed 


SIPDIS 


Column 3 

2. (C) During a late October 19 meeting at the residence of 
Arab League Secretary General Amre Moussa 

Moussa\'s departure for Iraq 

Secretary\'s oral message (ref A) on his visit and on Arab 


SIPDIS 

League efforts on Iraq (refs B and C). The Ambassador 
underscored our fundamental concern that Moussa and the 
League must convey clearly to the Iraqis and the broader 

public that th AL recognized the legitimacy of both the Iraqi 
Transitional Government (ITG) 

the constitution referendum and do nothing that could be 
perceived as undermining them. Moussa stated that he \"liked\" 
the Secretary\'s message and Ambassador Jeffrey\'s statement of 
support for his mission. 


3. (C) Discussing the AL proposal to host a national 
conference of Iraqis 

themselves will determine whatever name such a gathering 
would be given. But 

first hosting a \"preparatory\" gathering of Iraqis in Cairo at 
the Arab League \"to allow the maximum number of regional 
foreign ministers and others to participate.\" Asked if the 
Cairo venue was a League political requirement 

clarified that a meeting in Cairo was not a political 

objective but rather a \"practical necessity\" to increase 
participation of Arab ministers and others who might be 
unwilling to travel to Iraq due to security concerns. The 
Ambassador advised that the majority of Iraqis from all walks 
of life would probably want the meetings held in Iraq as a 
matter of national pride. Moreover 

trust foreigners that come to them 

day-to-day living conditions faced by Iraqis. They would be 
less likely to trust those who refused to visit lraq 

indeed may draw unfavorable contrasts between the fearful 
Arab VIPs who dare not ever visit Baghdad 

westerners who both visit and stay there. Moussa took the 
point 

Iraq. 


4. (C) Moussa told the Ambassador that another outcome of 

his mission would be an announcement of plans to open an Arab 
League diplomatic mission in Baghdad in the near future. 
Moussa explained that he was thinking of sending someone with 
V Head of Mission rank with Ambassadorial title." (Note: 
October 20 press reporting quotes AL sources as saying that 

the League would establish an office in Baghdad: a notably 
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forward-leaning move on Moussa\'s part. End note). By 
establishing an Arab League mission in Baghdad 

AL member states would feel compelled to follow suit. 


5. (C) As expected 

withdrawal and his need to at least discuss the issue with 
the Iraqis during his visit. While asserting that he aimed 

to support the UNSCR 1546 process 

intention to undermine it or the ITG 

additional efforts (i.e. 

states) were required to bring disaffected (though not 
terrorist) groups into the political process and drain 

support for the resistance and insurgency. The Ambassador 
again cautioned Moussa to avoid taking any position that 
could even be taken to imply an AL effort to establish 
alternative processes to either the elected Iraqi government 
or the UNSCR 1546 political process. Any discussion of 
\"withdrawal 

supporting Iraqis in building their own security forces and 
taking full responsibility for their national security. 

Moussa said he \"understood 


6. (C) Moussa said he had received death threats in addition 
to pleadings from friends and strangers not to make this 

trip. His wife was particularly unhappy but \"accepts his 
responsibilities.\" Zarqawi and Egypt\'s Muslim Brotherhood 
had both publicly criticized him for his trip. But 

insisted that he would not be deterred from his mission. 


7. (C) Moussa noted his pleasure over his expected meeting 
Ambassador Khalilzad in Baghdad October 20. Moussa also 
explained that President Talabani requested their meeting 
take place in Sulaymaniyah on October 22 

Moussa meets with Barzani in Irbil. He extended his visit by 
one day to accomodate both Kurdish leaders. Moussa expressed 
personal anxieties over the possible use of helicopters to 

get from Baghdad to Najaf 

but indicated his readiness to do so if necessary. Moussa 
and delegation plan to remain in Irbil overnight October 22 
departing for Cairo on October 23. 


RICCIARDONE 
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rises for gasoline begun in September (Ref B) have spread to 
Basrah 


2. (SBU) Fuel shortages are having a direct impact on black 
market prices for gasoline 

provinces where the fuel situation has become serious (ref A 
and septel). An informal price survey carried out by 

Regional Embassy Offices (REOs) and State Embedded Teams 
(SETs) around Iraq showed the following prices as of October 
18 ($1.00 equals 1470 Iraqi dinar): 


Baghdad $0.89/gallon 
Basrah $0.76/gallon 
Kirkuk $1.26/gallon 
Tikrit $0.63/gallon 
Najaf $1.77/gallon 
Mosul $2.53/gallon 


3. (SBU) The \"unofficial\" price rise from $.05 to 
$.13/gallon for regular octane gasoline that went into 

effect in Baghdad in mid-September (Ref B) has been 
introduced in government-owned gas stations in Kirkuk and 
Mosul 

reported prices as high as $.15/gallon. Reports from 
smaller cities continue the old price or $.05/gallon at 
service stations. 


4. (SBU) Private stations and 

owned stations 

sporadically. For example 

stations 

that the price of fuel is open to negotiation for amounts 
above the 50 liter/customer limit. The rise to $.13/gallon 
appears to be as much an acknowledgement of that reality as 
it is true price reform. It is unclear how much of the 
increase actually makes it to the governmentVs coffers. Any 
amount exceeding the governments new price ceiling is 
certainly going into the station-owner\'s pocket. 


Satterfield 
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democratic values 

Franco-American cooperation in international affairs. He 
cited recent coordination on Lebanon and Syria as a case 
study in teamwork 

V positive. V 


2. (C) The U.S. should pay more attention 

development aid 

and President Bush\" should be more receptive to initiatives 
for creative financing on a V planetary Y" scale as proposed by 
President Chirac in tandem with President Lula. Douste-Blazy 
referred specifically to the notion of a tax on international 
airline tickets. Acknowledging the Ambassadors rejoinder 
that President Bush had doubled U.S. assistance to Africa and 
on HIV/AIDS 

channeling aid through international mechanisms rather than 
bilateral programs. Development aid 

to the fight against terrorism 

significant that three of the perpetrators of the London 
bombings hailed from the African Sahel region. V'If Africans 
who are often Muslims 

AIDS 

kamikaze attacks in New York 

Douste-Blazy said he looked forward to pursuing discussions 
with World Bank President Wolfowitz during 13-14 October 
meetings 

rally the U.S. administration. 


3. (SBU) FM Douste-Blazy and the Ambassador each praised the 
excellent commercial relationship between France and the U.S. 
Douste-Blazy mentioned there were over 2 

subsidiaries in the U.S. accounting for a billion dollars in 
business each day. The Ambassador added that there were 
about 500 

thanks to American and French companies. Douste-Blazy 
encouraged the Ambassador to meet with Clara Gaymard 
young woman 

promote foreign investment in France as President of the 
\"Invest in France V' agency (ΑΓΙ). Douste-Blazy asked for the 
Ambassador''s help in countering a prevalent American 
stereotype of France with its 35 hour work week and street 
protests by communists and unions. France 

enjoyed the highest worker productivity worldwide 

attributed to a culture of arts 

(sic). That said 

would be acceptable. Unions 

in France. The Ambassador observed that U.S. companies were 
mostly happy with the quality of their French employees 
considering the constraints of the French social protection 
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system. The way to attract further U.S. investment 
suggested 

already operating in France. 


4 (SBU) Turning to the risk of an avian flu pandemic 

Ambassador appealed for close Franco-American cooperation and 
urged French participation in IPAPI. Douste-Blazy noted 

that 

French response plan on avian flu. He noted that Aventis 

French company 

vaccine 

another in France. Douste-Blazy pledged to raise the matter 

with the Secretary. 


Please visit ParisY Classified Website at: 
http://www.state.sgov.gov/p/eur/paris/index.c fm 
STAPLETON 
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2. (C) A Chadian conference would correspond to Deby\'s 
perceived need to engage personally on Darfur 

stated. Deby was thinking in terms of reviving the call in 

the April 2004 agreement for rebel cantonment 

was not sure how this could work. Deby was also talking 
about somehow incorporating Janjaweed leaders into a 
conference. Joubert was amenable to the U.S. proposal for a 
November Nairobi workshop. He had thought the U.S. was open 
also to the option of a Mini Minawi organized event 

prompting Africa Watcher to note our concern that such an 
initiative might further fuel rebel divisions (Ref A). 


3. (C) Joubert commented to DASD Whelan that he had reached 
the conclusion -- in the course of the last two weeks -- that 

the Sudanese no longer wanted peace in Darfur. Instead 
Khartoum is \"buying time\" and \"back to old tactics 

stoking differences among rebel commanders. Perhaps relieved 
by Garang\'s death and fortified by SPLM troop withdrawals 
Khartoum was also going slow on CPA implementation 

doubts about its commitment 

lamented the lack of ready international leverage on 

Khartoum 

whether the U.S. was pulling its punches because of the need 
for CPA implementation. 


4. (C) Recent violence in Darfur was now posing a challenge 
to the credibility of the African Union (AU) and it was vital 

to counter any perception of AU failure 

political settlement on Darfur within the near future did not 
appear a realistic prospect 

breakthrough. Joubert 
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could last another 12 months 

and the structural and capacity problems of the AU itself. 
Expansion to 7 

funding would continue for another 5-6 months at most. 


5. (C) Joubert said DPKO U/SYG Guehenno had told him at a 
10/17 lunch that the UN had no expectation of beginning a 
Darfur operation before mid-2006 

key obstacles to UN deployment as i) lack of an AU exit 
strategy 

UNMIS itself was heavy going. To commit the UN to another 
major operation 

significant cost implications 

France 

not hardware\" in addressing the problem 

headway and rebel cohesion could count for more than 
international troop increases. 


Please visit ParisY Classified Website at: 
http://www.state.sgov.gov/p/eur/paris/index.c fm 
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bottles.\" Reprising past practices 

failed to get the party nomination say they will run as 
independents. The NDP is gambling that independents will not 
do as well as they did in 2000 -- when only 38 percent of 
official party nominees won. (Most were eventually absorbed 
back into NDP ranks anyway.) Neither the ruling NDP nor the 
opposition appears to have made the inclusion of women and 
minorities a priority this year. Of 444 candidates the NDP 

will field 

Finally 

far to be exceeding the low standard set by the commission 
which oversaw the presidential race. End summary. 


2. (C) November 9 will see the first of three rounds of 
Egypt\'s parliamentary elections (reftel). Our efforts to 
press the GOE toward practices that will enhance the 
transparency of the process have met with some significant 
Successes 


On the positive side we have: 


-- Persuaded the GOE that police stations are not suitable 
venues for polling places; 
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-- Secured collaboration between IFES and the GOE\'s State 
Information Service 

campaign aimed at minimizing the confusion which marked the 
Sept. 7 presidential polls; 


-- Convinced the GOE to take a more forward leaning and 
affirmative position toward domestic election monitors; 


-- Worked closely with NDI 
arrived in Egypt last week 
monitors across Egypt; 


and 


-- Secured high level oral assurances that a substantial 
international assessment team organized by NDI will be 
allowed to operate in Egypt 

officials and the opposition 

parliamentary elections process. 


On the other hand: 


-- While we succeded in putting the issue of transparent 
(clear plastic) ballot boxes high on the GOE\'s agenda (and 
saw it subsequently reported and debated in the Egyptian 
media) - it appears that an affirmative decision will not 
come in time for such boxes to be used this year. 


3. (C) As Egypt approaches parliamentary elections on 

November 9 

focused on developments and maneuvers within the ruling 

National Democratic Party (NDP). Following a relatively 

low-key annual conference in late September 

announced in mid-October that it had settled on its slate of 

candidates to compete for seats in the new People\'s Assembly. 
The final list discarded 35 percent of the party\'s 

incumbent MPs 

education) Abdel Rahim Shehata. Two other cabinet members 

Education Minister Anmed Gamal Eddin Moussa and Investment 

Minister Mahmoud Mohieldin (a protege of Gamal Mubarak) 

failed to secure the NDP\'s support for their bids to seek 

parliamentary seats. (The official explanation for 

Mohieldin\'s withdrawal from the race is that it was due to 

pressure from his own family - he was to compete against his 

uncle 


4. (C) Comment: We read Minister Shehata\'s failure to get his 
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party\'s nod to run again for his seat in parliament as a vote 

of no confidence in him from the political leadership and 

would bet against his survival in the next cabinet shuffle 
expected sometime after the parliamentary elections. Shehata 
is rumored to have been implicated in a nascent corruption 
scandal within his ministry. The significance of Education 
Minister Ahmed Gamal Eddin\'s failure to get NDP support for a 
run at a parliament seat is less clear cut - he is generally 
viewed as a reform-minded technocrat in synch with the 
message of the new NDP.\" On the other hand 

ally Hossam Badrawy has long sought a seat in the cabinet 
and 

Committee 

We doubt that Investment Minister Mohieldin\'s aborted 
campaign will cause any damage to his career 

marks he continues to receive 

role in promoting structural economic reforms. End comment. 


5. (C) Gamal Mubarak asserted to us earlier this fall that 

the party's candidate selection would yield progressive 
electable candidates. Instead 

opaque selection process 

Velectoral college\" (apparently a combination of internal 
straw-polling and back-room deals) seemed to demonstrate the 
continuing influence of V'old guard\" machine politicians like 
Kamal El-Shazly and Safwat El-Sherif 

Secretary-General and Secretary-General 
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bases for selection 

electability and adherence to the party\'s vision for a new 
modernist Egypt. 


6. (C) Despite the party\'s \"New Thinking\" fanfare 

emerging consensus among those analyzing the NDP\'s new fall 
line up is that the group is merely \"old wine in new 

bottles 

the pro-government Al-Ahram Weekly declared the \"Party\'s Old 
Guard Prevails\" in reporting the new slate. Observers have 
been quick to point out that the party\'s veteran old guard 
stalwarts Kamal El-Shazly 

disgraced former Agriculture Minister Youssef Wally have all 
gotten the nod as NDP parliamentary candidates. 


7. (C) While the nominations of neither Shazly nor Azmy are 
surprising 
their long and deep history with him 
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arguably more puzzling - in the context of continuing 
controversy over scandals which occured on his watch 
including the importation of dangerous pesticides blamed for 
the tainted watermelons which reportedly hospitalized scores 
of Egyptians this summer. A number of commentators in the 
Egyptian press have been quick to point out that many among 
the NDPVs new candidates are in fact veterans of old school 
politics and were members of the 1995-2000 parliament. 


8. (C) Comment: We believe the old guard - new guard 
dichotomy in discussing intra-NDP dynamics is becoming less 
relevant. Gamal Mubarak\'s grip on the ruling party appears 
stronger than it ever has been. Old guard figures like 

Shazly and Safwat 

displacement some predicted 

and increasingly seemed V'on message\" and in step with Gamal 
in their public actions and statements. To the extent that 

they represented competing factions in the past (a subject of 
vigorous debate among Egypt watchers) 

aside their differences in the interest of expediency 

least until the parliamentary elections are settled. End 
comment. 


9. (C) Almost all of the NDP incumbents displaced by this 
year\'s process 

as independents this year. Clearly 

scenario is a repeat of the 2000 elections 

nominees took only 38 percent of the seats they were 
competing for. The ruling party only retained its crushing 
majority in parliament after it wooed the victorious MPs back 
into the tent after the elections. This year 

official (and Mubarak\'s chief of staff) Zakaria Azmy 
announced that \"NDP renegades\" - party members who run for 
office against official nominees - will not be welcome to 
return to the party 

position could become more malleable should the NDP\'s 
nominees perform worse across the board than the party 
leadership hopes. 


10. (C) One troubling early indicator from the slates of 
candidates that have been published so far is the dearth of 
women candidates. The NDP 

candidates out of 444. The united opposition front does only 
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slightly better 

The NDP has gone even lighter on its selection of candidates 
from the Coptic Christian minority 

percent of the population. Bishop Morcos of Shubra 
al-Khaima 

Orthodox Church 

that the exclusion of Copts was a V'bad way to reward the 
church." (Comment: Morcos was presumably referring to Pope 
Shenouda\'s controversial expressions of fealty to Mubarak in 
the run up to the September 7 Presidential Election 

some had speculated would be \"rewarded\" with unspecified 
gestures to the Christian community later on. End comment.) 


11. (C) In contrast to the performance of the Presidential 
Election Commission (PrEC)--widely criticized for its 
imperious style and lack of accountability--the Parliamentary 
Election Commission (PaEC) appears to be off to a better 
start. The PaEC 

Mahmoud Aboul Leil 

civil society monitors to observe both voting and vote 
counting. By contrast 

Society monitor access until mid-way through voting day 
decision that led to confusion and additional loss of 
credibility. In addition 

communications with manufacturers of transparent ballot 
boxes 

procurement of boxes from Egyptian suppliers. However 
noted above 

in time for the GOE to deploy the boxes this year seems more 
and more unlikely. 
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Washington could present a good opportunity to launch these 
initiatives. With October 3 behind us 

year in Turkey\'s EU accession process before us 

and perhaps Russia considering new approaches to Cyprus 
TalatVs visit is a golden opportunity. End Summary. 


2. (C) Athens and Nicosia have offered their views on the 
current Cyprus situation (refs A and B). We too see this 
issue as stalemated. Perhaps post October 3 
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window in which to start to make some progress. It strikes 
us as worth a try. 


3. (C) In the aftermath of the April 2004 Cyprus referenda 
the USG embarked on a policy of ending Turkish Cypriot 
isolation. The Turks genuinely and publicly appreciate USG 
efforts to date. Our efforts have done little to ease the 
sense here that Turkish Cypriots remain isolated and that 
Turkey has received little concrete reward for the political 
capital it spent on seeking settlement in 2004. Absent a 
signal of flexibility from the ROC 

for maneuver on Cyprus and contributes to the stalemate in 
overall settlement efforts. 


4. (C) "TRNC President" Talat\'s visit to Washington and 
October 28 meeting with Secretary Rice is the USG\'s latest 
and most high-profile effort to reach out to Turkish 

Cypriots. In line with our policy of engagement 

could use Talat\'s visit as an opportunity to initiate 

regular 

Cypriots. 


5. (C) One possibility would be for the Secretary 

her October 28 meeting with Talat 

contact with \"TRNC\" authorities in areas of unassailable U.S. 
interest 

Such areas include law enforcement 

counternarcotics 

aviation safety 


6. (C) If this seems a useful approach 

work to foster contacts between \"TRNC\" authorities and the 
FBI 

Southeastern Europe Cooperative Initiative (SECI) Center in 
Budapest. A companion idea would be for the USG to 
systematize mid-level contact between \"TRNC\" and USG 
authorities from outside the island by regular visits to the 
north. 


7. (C) As seen from Ankara 

U.S. could help ease Turkish Cypriot isolation; strengthen 
the hand of pro-settlement forces in Ankara and northern 
Cyprus; and furnish a road map for nations outside the EU to 
reach out to Turkish Cypriots. It could also do what the EU 
cannot (viz. 

north 

revival of the UN-brokered final settlement on Cyprus. And 
it could accomplish this within the bounds of existing U.S. 


policy 


8. (C) In the context of TalatVs visit 
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consider offering OPIC or TDA financing for projects in the 
north not involving Greek Cypriot land or infrastructure. 
This would 

economic gap between the two sides of the island 

the ground for eventual reunification. 

MCELDOWNEY 
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provided by ref A leads each section. 


2. (С) DESIRED OUTCOME: The GOJ should eliminate criminal 
penalties under the press law 

journalists 

station and one TV station to broadcast on all subjects. 


3. (C) Press Laws: The recommendations of the royal 
commission for the National Agenda 

Minister Marwan Muasher (ref B) 

press and publications 

journalists to access information. These changes would 
require acts of Parliament. In conversations with Post 
Muasher recognized that liberalizing legislation was only a 
first step; of more importance will be implementing the 
reforms. 


4. (SBU) Radio Broadcast Licenses: No new stations were 
licensed during the quarter. Any new station must receive a 
license from the Audio/Visual Commission (AVC) 
authorization from the Cabinet before transmitting. All of 
the current FM stations broadcast entertainment/music and 
abstain from political reports. A different (and more 
expensive) class of license must be obtained for news 
reporting. The AVC is reviewing applications for small 
university-based radio stations; one application is from 
Al-Hussein University in MaVan in the south 

British Council 

Irbid in the north 

State 

acquire a license to broadcast in Madaba 


5. (C) TV Broadcast Licenses: No new stations were licensed 
during the quarter 

stations have begun broadcasting yet. The terrestrial 

station belonging to the owner of Al-Ghad newspaper 
centrist Arabic daily 

according to the AVC. Two current private TV stations 
include a business channel and a real-estate channel. Post 
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is looking into reports that a second applicant for a new TV 
license has faced difficulties with the security services. 
Seven functioning satellite TV stations continue to operate 
in JordanYs Free Media Zone (FMZ). Several of the stations 
operating out of the FMZ are facing legal problems over 
copyright infringement issues 

issues. 


6. (SBU) Press Association: In September 

commission recommended the repeal of laws that require 
journalists to join the Jordan Press Association (JPA). The 
GOJ believes that allowing journalists to opt out of JPA 
membership will free them from the political agenda of the 
association\'s leadership 

reform agenda as well as normalization with Israel. This 
will be reported in detail SEPTEL. 


7. (SBU) Technical Assistance: USAID is due to award a new 
technical assistance contract in November 2005 to support 
free and independent media in Jordan. The contract program 
will improve university journalism curricula 

skills of practicing journalists 

legislation 

mass media. The overall goal is to professionalize and 
de-politicize the media. DRL and ECA also support programs 
in this area 

that includes Jordan. 


8. (C) DESIRED OUTCOME: The GOJ should support the 
enforcement of legal codes protecting women and civil society 
organizations should report a 25 percent increase in the 
number of honor crimes prosecuted over the next year. 


9. (U) Honor crimes that are reported are prosecuted. The 
concerns of womenVs and human rights activists are focused on 
the fact that sentences handed down to perpetrators of these 
killings are often very short 

by Article 98 of the Jordanian penal code. The chief 
prosecutor of the criminal court system appeals all sentences 
that are shorter than those recommended by his prosecutors. 
In the third quarter 

one short sentence; a ruling on the appeal is still pending. 
The Family Protection unit of the Public Security Directorate 
is increasing public awareness of domestic violence and is 
offering greater services to its victims 

counseling for families and victims 

families in high-risk situations (ref D). 
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10. (U) A women's shelter designed to house and help 
potential victims of honor crimes live independently still 
has not opened. According to NGO and GOJ sources 
construction of the shelter is complete 

questions linger. The shelter is part of the GOJVs Family 
Protection Project 


11. (U) Freedom House is undertaking an awareness campaign 
sponsored by MEPI 

women 

public performances of an interactive play on this subject. 


12. (C) DESIRED OUTCOME: The GOJ should adopt and implement 
the new judicial code of conduct. 


13. (U) There are two USAID-sponsored judicial reform 
programs in Jordan. The first 

implemented by the American Bar Association (ABA) 
strengthen judicial independence and integrity 

on courts through alternative dispute resolution (ADR) 
upgrading legal education 

profession. A working group met in August to finalize its 
report on recommendations to improve judicial accountability 
and ethics. A Court Employee Ethics Committee is among the 
accomplishments of the program 

legal education conference 

supporting a MEPI sponsored G8 Forum for the Future 
Conference in Amman on civil society organizations and the 
rule of law. The project began in May 2004 and is scheduled 
to conclude in July 2007 


14. (SBU) USAID\'s Improved Rule of Law Program 
implemented by DPK Consulting 

running from August 2004 through July 2007. It is working to 
enhance the capacity of the Ministry of Justice (MOJ) 
re-design an internal/supply-oriented court system 
strengthen the inspection and monitoring capacity 

improve civil society 

recently awarded a sub-contract to a local firm in order to 
document court processes and procedures 

the forms used by the MOJ and courts. Other recent 
activities include assisting the MOJ to implement its reform 
strategy 

date through surveys of judges 

users 

the MOJ will be examining two areas of concern: pressure 
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exerted on judges 


15. (SBU) The Rule of Law Program authored a report on 
judicial independence and developed a strategic planning 
document during the quarter titled \"Advancing the 
Independence of the Jordanian Judiciary\". A technical team 
meeting was held in August to discuss progress made on the 
automation of Ammanvs First Instance Court 

Department 
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played a key role in the timing of the arrests. Asked 
whether prosecutors would be able to make the charges against 
Azzouz and the others \"stick\" this time 

was acquitted of similar charges earlier this year 

Maan 

so.\" He went on to note that terrorism prosecutions are 
relatively new in the Netherlands 

not yet fully clear how much evidence will be needed to 
obtain a conviction. 


3. (U) The alleged Hofstad group members -- the seven just 
arrested and the 12 charged earlier this year -- are the 

first defendants to be prosecuted under the provisions of the 
August 2004 legislation that made membership in a terrorist 
organization and conspiracy to commit a terrorist attack 
criminal offenses. Thus 

establish the standards of evidence required in such cases. 


4. (C) The prosecutors noted that proof of both V'terrorist 
intent and a specific planned attack were required for 
conviction. While it is not clear what evidence would prove 
\"intent 

terrorist intent would not be difficult in the case of the 
seven. They acknowledged that concrete evidence of a 
specific attack planned by the group was thinner than they 
would like. Digna van Boetzelaer 

money laundering cases 

weapons or explosives had been recovered in the raids and 
follow-up searches. She and others noted that evidence a 
suspect was trying to obtain weapons could be used in 
establishing that he or she was planning an attack. The 
prosecution would be able to introduce evidence obtained 
though wiretaps 

obtained from computers seized during the raids. They would 
not be able to introduce evidence from intelligence sources 
(other than wiretaps and surveillance videos) because the 
proposed legislation to allow testimony from intelligence 
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agents without revealing the identity of the source has not 
yet been enacted. 


5. (SBU) According to Mann 

regarding CT prosecutions has not been completed. He 
anticipated that passage of pending legislation 

the bill to permit the use of evidence from intelligence 

sources 

prosecutors agreed that the August 2004 law represented a big 
step forward in being able to prosecute terror suspects in 

the Netherlands. 


6. (C) The group was also in agreement that the Hofstad 
group was a \"homegrown\" terror group. Nevertheless 
members may have contacts with other 

For example 

Spain to meet with a Madrid bombing suspect. Most of those 
linked to the Hofstad Group are very young; all but one of 
those arrested October 14 are between 18 and 24; the other is 
30. Van Boetzelaer acknowledged that they do not know for 
sure how many more individuals may be linked to the Hofstad 
Group 

leaders 

satisfaction with decision by the Rotterdam Court that 
Mohamed Bouyeri 

Gogh 

as member of terrorist group; this is the first time a Dutch 
court has permitted an individual already serving a life 
sentence to be tried for an additional crime. Of the 12 
suspected Hofstad group members charged earlier this year 
with membership in a terrorist organization 

released from jail pending the trial 

December. 


7. (SBU) Prosecutors who attended were National 
Counter-terrorism Prosecutor Thomas Maan; Digna van 
Boetzelaer 

money laundering and war crimes cases; Alexander van Dam 
of two prosecutors for the initial Hofstad group case; and 
Monte van Capelle 

Appeals 


8. (U) There has been extensive coverage of the arrests and 
background on the alleged Hofstad group members in the local 
press. The reports have focused on the alleged farewell 
videotape; Samir Azzouz\'s previous acquittal on similar 
charges and the prosecution\'s appeal of the acquittal 
(scheduled to be heard October 13); the Rotterdam court 
decision October 17 authorizing the seven to be held in 
custody for 15 days pending the filing of formal charges; the 
role of the Dutch intelligence service (AIVD) in collecting 
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information about the group's activities; and the links 
between the seven just arrested and the 12 Hofstad group 
members already awaiting trial in December. 
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ran an editorial entitled Regional Security." “Тһе 
Secretaries of Defense and Security of Central America met 


SIPDIS 

in Key Biscayne 

the United States 

of creating a regional security force." 


VIn this meeting 

North American relations 
participated as observers 
supported decisively by Guatemala 
and Nicaragua. V 


VAccording to information from the international press 
proposal is intended to establish a rapid response force to 
combat terrorism 


V'The participation of the armed forces in this regional 

security force is interesting 

treaty framework for regional democratic security. We 

suppose that whatever collective agreement emerges coincides 
with this treaty already in full effect. V 


\"The declarations of Secretary Rumsfeld are opportune in the 
sense that with more organization and cooperation we can 
destroy the threats that exist against security ‘only 

together we can face these threats. VV 


VBut the Minister of the Interior of Belize 

has valid concerns when he insists that 

creation of a regional security force 

forces and the military be very clear ‘to counter the risk 
of militarizing nations or politicizing the armed forces." 


Williard 
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payments. In discussing the on-going debate over the 
impending Senate elections 

Democratic Change (MDC) Secretary for Legal Affairs David 
Coltart and MDC Bulawayo Mayor Japhet Ndabeni-Ncube both 
stated the need for the party to identify and remove 
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infiltrators and opportunists to survive. Businessman and 
exporter to the U.S. Jyotirdhar Laxmidas suggested that local 
industry could not survive another three years of economic 
decline. End Summary 


2. (C) Bloch 

Zimbabwe (RBZ) Governor Gideon Gono 

RBZ Advisory Committee 

\"voluntarily\" provided the $120 million arrears payment to 
the IMF in late August (Ref A) in a complicated deal applying 
various exchange rates and terms for later access to foreign 
currency. Bloch claimed he had seen the names and amounts: 
three \"non-eastern\" embassies (US$27 million) 

international NGOs (US$36 million) 

million). Bloch confirmed that Hippo Valley Estates was one 
of the sources 

funds voluntarily. (Note: Hippo Valley Estates declared ina 
public notice in September that the RBZ had forced/forced it 
to surrender US$2.68 million from its foreign currency 
account on trumped up charges of exchange regulations 
violations. The RBZ did approve embassies with an offer to 
pay a 40 percent \"bonus\" on forex exchanged at the GOZ\'s 
official rate and we cannot rule out that some may have taken 
up the offer.) 


3. (C) Citing various GOZ and SAG sources close to 
necessarily involved in 

countries 

12 political conditions. Mugabe had subsequently sought help 
from China 

handed. Mugabe then went back to the South Africans and got 
some of the conditions (unspecified) dropped. However 
negotiations were still stalled over some of the remaining 
political conditions 

MDC President Tsvangirai; negotiations with the MDC ona 
political solution that would guarantee Mugabe 

from prosecution 

Presidential elections 

government that would oversee internationally monitored 
elections. 


4. (C) Bloch claimed the South Africans were also pressing 

for a Commission of Inquiry to investigate Operation Restore 
Order and wanted compensation for seized South African-owned 
farms. If the GOZ breached the terms of the agreement 

Africa was threatening a travel ban on all GOZ Ministers and 
Deputy Ministers as well as all ZANU-PF Politburo and Central 


Column 3 

Committee members. In addition 
with Malawi 

same travel ban. 


5. (C) Coltart said the MDC must either shed its pro-GOZ 
infiltrators and other opportunists or split in two and 

disappear. He suggested that some of Morgan Tsvangirai\'s top 
advisors had been compromised. Ndabeni-Ncube expressed a 
similar opinion. Coltart said he was incredulous at 

Tsvangirai\'s reaction to the National Council's vote to 
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participate in the election. He had expected Tsvangirai to 

state his opposition but then abide by the decision. The 

largely minority Ndebele population of Bulawayo and the two 
Matebeleland provinces had worked hard to get rid of ZANU-PF 
politicians and did not want them back by default. While 

there were compelling reasons not to participate 

had to respect the National CouncilVs decision. 

Ndabeni-Ncube agreed 

were going forward with candidate selection. 


6. (C) Coltart added that TsvangiraiVs attempt to override 
the party's decision had shaken his faith in the man as a 
leader and made him wonder whether Tsvangirai himself had 
somehow been compromised. When pressed on this point 
however 

Morgan\". Ndabeni-Ncube said that the MDC leader had lost 
credibility; he suggested Tsvangirai would end up alone if he 
tried to overrule the will of the majority. (Comment: 

Outside of Matableland 

to favor a boycott 

the upper hand in the argument over whether his actions are 
democratic.) 


7. (C) Laxmidas of TAG International 

that exports to the U.S. 

as proof that Bulawayo industry could not wait out another 
three years for economic conditions to improve. His factory 
was operating at 40 percent capacity and would have reduced 
its workforce from 220 in 2002 to 66 by January 2006. That 
said 

businessmen who were contemplating local property acquisition 
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at fire sale prices in preparation for the post- Mugabe 
period. 


8. (C) Bloch\'s take on the source of the IMF payment largely 
contradicts our and other Embassies reports of alleged RBZ 
misappropriation of company foreign currency accounts and we 
are frankly skeptical. We are also skeptical with regard to 
Bloch\'s information on South Africa\'s loan conditions. We 
would love to believe SAG conditions include Mugabe\'s 
departure 

Zimbabwe. 


9. (C) Coltart and Ndabeni-Ncube\'s assertions of infiltration 
within the MDC are not new and their take on TsvangiraiVs 
\"anti-democratic\" behavior is self-serving and partly a 
reflection of the MDC\'s ability to compete successfully 
against ZANU-PF in Matebeleland. The reality is that MDC 
participation would give legitimacy to a powerless and 
temporary body created to help solve ZANU-PFYs own internal 
power struggle 

seats. However 

Matabeleland and would be won by Coltart and Ndabeni-Ncube 
political allies. Reports in today\'s Financial Gazette claim 

that 10 of 12 provincial party structures under pressure from 
the grassroots 

favor of TsvangiraiVs call for a boycott 

extent to which he is in touch with popular sentiment and 
conversely the isolation of the other MDC elites. 

DELL 
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presented the following plan to the Varig creditors: a short- 
term capitalization by National Development Bank (BNDES) of 
US$62 million to pay the money Varig owes its lessors 

the creation of a Specific Purpose Society (SPE) to gather 
investors interested in purchasing VarigWs two most 

profitable subsidiaries -- VarigLog (cargo branch) and Varig 
Engineering and Maintenance (VEM) -- with up to two-thirds 
of the value financed by BNDES. Apparently the door opened 
for government intervention last week when the Ruben Berta 
Foundation (FRB) 

it would provide seats on the council to its creditors 

most crucially 

controlling role. A debt-swap 

as essential for Varig\'s survival (Ref B) 
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consideration. How the existing debt would be settled is 
unclear at this point. 


VarigLog Sale Blocked 


3. (U) Varig attempted to sell off its VarigLog subsidiary 

to inject cash into the company in August 

blocked by the airline labor unions. The President of the 
Varig management council 

stated that the cash influx was necessary to make payments 
to the lessors in order to convince the U.S. courts to block 
repossession of the companiesY airplanes. The U.S. 
investment company Matlin Patterson had expressed interest 
in purchasing VarigLog and the sale negotiations appeared to 
have been progressing well. It wasnVt clear that the FRB 
would have granted final approval 

make it to that point. The sale of VarigLog 

future consideration of selling VEM 

Labor Court after a filing by the labor unions. In obvious 
desperation 

didn\'t have a \"Plan B\" if the sale of VarigLog fell through. 
We do not know if the new GOB plan will overcome the Labor 
Court decision. 


Varig Must Pay Its Lessors 


4. (SBU) The GOB plan indicates its recognition that 
whatever the long-term plan for Varig may be 

its lessors immediately. According to one industry source 
the lessors have been very patient 

investment return on their assets. If Varig does not pay 
them 

temporary restraining order (TRO) blocking the lessorsV 
repossession of their airplanes before its current November 
11 deadline. Repossession of these aircraft would be a 
mortal blow for Varig because it would mean the loss of its 
major income earning assets (the international flights). 


Slow Death or Mortal Blow? 


5. (SBU) According to another industry source 

intervention of the GOB could increase lessors\' confidence 
in a solution; this could include the GOB imitating the 

Matlin Patterson deal but with BNDES financing instead and 
extending the sale to include VarigLog 

Smiles. (Note: The press expressed concern that Matlin 
Patterson is a \"vulture\" investment fund 

been a stumbling block to consummating the VarigLog sale. 
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When EconOff mentioned this 

ironic if Matlin Patterson were viewed as the vulture when 
they offered US$103 million for only VarigLog 

may be asking for VarigLog 

million. End Note.) On the other hand 

the GOB intervention could be only a ploy so that when Varig 
sinks 

repossessed the planes\" (a perfect alibi). 


Not to Mention Maintenance 


6. (SBU) Even if Varig is able to retain possession of its 
leased planes 

viability: its dismal maintenance record 

and its insurance policy renewal. First 

keep current on its maintenance requirements may result in 
the grounding of a total of 29% of its fleet by the end of 

the year. According to press reports earlier this month 
Varig\'s VP of Operations produced a technical report that 
predicted that Varig would have to ground at least eight of 
its planes by the end of the year because of maintenance 
reasons. The grounding would be the result of a pattern of 
cost reductions in maintenance over the last few years. The 
same article reported that Varig had only purchased 1096 of 
its parts supplies needs in September 

in 2004. If the additional eight planes were grounded 

would bring the total non-operating fleet to 23 planes 

29% of it total fleet. Second 

Varig leases will expire in 2006 

seem unlikely if Varig were not in better health. Third 
Varig\'s insurance policy were not renewed or if its premiums 
increased (although relatively small in comparison to the 
leasing payments) 

Comment: Economics versus Politics 


7. (SBU) Looking at the problem from a strictly economic 
perspective 

booming 

expensive for the GOB than letting it ground to a halt. 
From a political perspective 

in 2006 and a political crisis already on its hands 

may have decided to intervene in the restructuring of its 
flagship air carrier to avoid another black spot on its 
record (e.g. 

employees). Given VP AlencarVs statements that the GOB 
intervention was motivated by its concern for V'the workers 
however 

be a leveraged cash-influx from BNDES 

GOB may still only be avoiding the inevitable. Indicative 
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of its two minds on these issues 

aviation authorities to order VASP to cease flying earlier 
this year 

was possible (which is dragging on in the judiciary). 


8. (SBU) In any case 

appeased by superficial measures or wait for a prolonged 
viability study. We also do not believe that a short-term 
cash-influx from BNDES or even the sale of VarigLog and VEM 
will solve the problem. If the BNDES money only becomes 
available after a 3-4 week period 

be too long. If Varig does not pay the lessors quickly 
consider it highly likely that the lessors will seek to 
repossess their planes and take their business elsewhere. 

If beyond the cash injection and sale of VarigLog and VEM 
there are not deep structural changes and downsizing to 
Varig 

speed up the demise of the remaining (unprofitable) Varig. 
In sum 

prolonged finale 

U.S. lessors as the scapegoat. However the GOB proceeds 
must maintain clear communication with the lessors or the 
fate of Varig may be out of its hands. 
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Quada\" elements upon his return to Baghdad. According to 
Muthanna 

reside in Baghdad. On or about August 16 

warned Muthanna\'s parents that their son would be returning 
to Iraq soon and upon his return 

lesson\" that Muthanna\'s young son would never forget. 
Muthannavs parents contacted their son with this information 
which the family interpreted as a death threat. Muthanna 
initially told them not to worry 

A week later 

Ministry to end his tour in Poland and return to Baghdad. 
According to Mr. Muthanna 

threatened him apparently knew the Foreign Ministry\'s plans 
to recall him before he did convinced him that whoever 
threatened him has access to internal Iraqi government 
personnel information. 


2. Mr. Muthanna told CONOFF that he came to Warsaw without 
previous diplomatic experience at the behest of the Coalition 
Provisional Authority to open up a liaison office here for 

the new lraqi government. His Polish diplomatic identity 

card 

Charge dVAffaires. According to Muthanna 

without success since August 23 to convince the Foreign 
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Ministry to find him another overseas posting. Muthanna 

stated that he is not a wealthy man and could not afford a 
personal bodyguard should he return to Baghdad. He 
approached CONOFF as a first step in an attempt to secure USG 
assistance for his situation. Muthanna stated that he has 

not told anyone at the Iraqi Embassy here of his decision to 
contact the USG. Muthanna has a wife in Warsaw (who he says 
is ailing) 

(born premature). 


3. Embassy Warsaw is unable to verify Mr. Muthanna\'s claims. 
We are requesting Department guidance on how to proceed with 
Mr. Muthanna\'s request. 
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reported. The survey was carried out by Dicle University in 
Diyarbakir 

provinces 

participants thought the women should be punished in other 
ways such as having their ears 

Papers comment that the results are 'scaryY at a time when 
Turkey is striving for membership in the European Union. 
Turkey Improves on Corruption Perception: Turkey placed 
65th in Transparency InternationalVs (ТІ) 2005 Corruption 
Perceptions Index (CPI) 

Turkey\'s corruption perception indices rose to 3.5 in 2005 
following results of 3.1 and 3.2 in 2003 and 2004 
respectively. France 

Nigeria 

perceptions of corruption. Iceland leads the list as the 
least corrupt country with 9.7 points. More than two-thirds 
of the 159 nations surveyed scored less than 5 out of a 
score of 10. The worst corruption is seen in Chad 
Bangladesh 

are also among the poorest countries in the world. 


EDITORIAL OPINION: Iraq; Turkish Cypriot Leader to 
Washington 


\"Will the Constitution Be Good Enough to Save Iraq? V' 

Omer Taspinar wrote this commentary from Washington in the 
liberal-intellectual \"Radikal\" (10/19): V'The Bush 
administration is maintaining its usual optimism 

that the new constitution will help reduce the chaos in 

Iraq. The rate of Sunni participation in the referendum is 

a reason for some optimism. But neither the American people 
nor international opinion share this optimistic expectation. 

. It will be very hard to keep Iraq intact 
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strong government and no overarching Iraqi identity. A 
Yugoslavia-style dissolution process looks like the most 
realistic scenario for Iraqvs future. A civil war in Iraq 
seems inevitable 

pullout of American forces. But the US is very determined 
to pull out of Iraq 

being avidly debated in Washington. Due to a decrease in 
public support for the war 

as quickly as possible. . As for the civilians 

President Bush\'s effort to disseminate optimism 

belief is that the terrorism in Iraq will not end as long as 
American soldiers are stationed there. The US has become 
like a magnet for terror in Iraq. Thus 

the White House have agreed on the need for a significant 
reduction of US troops in Iraq. The debate now is about 
timing and numbers. The location of military bases is 
another issue 

rational option." 


VPossibility of US Action against the PKK is Very Weak\" 
Hakan Celik wrote in the mass appeal-tabloid Postal" 
(10/19): WPrime Minister Erdogan once again criticized US 
policy on the PKK yesterday. This issue is very important 
for Turkish-US relations. The increasing PKK terror 
activities sting the Turkish Government 

with good intentions on the issue. The US has repeatedly 
said that it considers the PKK to be a terrorist 

organization. . But the occupation of Iraq and Washington\'s 
close relations with the Kurds in northern Iraq have caused 
the Bush administration to be unwilling to take any concrete 
steps on this issue. The Americans keep repeating the same 
sentence 

like to eliminate the PKK 

have enough firepower to do it.' Despite PM Erdogan\'s 
rightful rebuttal 

full to deal with the PKK. | hope | am mistaken.\" 


\"It Should not Remain Only Symbolic\" 

Sami Kohen wrote in the mass appeal \"Milliyet\" (10/19): \"The 
invitation to Mehmet Ali Talat to Washington as a "Turkish 
Cypriot leader" by Secretary Rice is a very important event 
both symbolically and substantively. . This invitation 
indicates that the US administration is determined to 
maintain direct contact with the Turkish Cypriot side. This 
means that Washington 

existence of Turkish Cypriots on the island. It also 

provides hope that the US will take an active role in the 
settlement of the Cyprus issue. Every step taken by the US 
to end the economic isolation of the Turkish Cypriots 

is the main expectation from the Rice-Talat meeting 
encourage others to take similar action. . Along with its 
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symbolic importance 
could be the harbinger of some new developments on Cyprus.\" 
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struggle will require a direct challenge to the extremist 

voices within Islam 

world has seen the terroristsV vision of governance in 
Afghanistan under the Taliban regime 

artificial conformity that eliminated individual freedom 
enslaved women 

ruled by terror.\ The antidote 

justice and the freedom agenda. "This is obviously not 
something the American government can do. It is Muslim 
voices from around the world that must take up this 
challenge 

legal scholars in the United States and elsewhere have 
issued statements condemning terrorism. We must champion 
these efforts and empower other moderate voices throughout 
the Muslim world that stand for peace and tolerance.V 

Hadley warned that "withdrawal from the fightV will not make 
the threat go away. 


MFA on Iraq 

Namik Tan said at a weekly press briefing on Wednesday that 
Turkey is closely following and supports the political 

process in Iraq. ‘It will be useful to send a team to Iraq 

under the auspices of the UN 

elections in the country 

importance of broad participation in the December polls. 
Commenting on Prime Minister Tayyip Erdogan\'s statements 
regarding the outlawed PKK 

the first countries to declare the PKK a terrorist 

organization. "We naturally expect a friendly and allied 
country like the US to fulfill its responsibilities stemming 

from that friendship and alliance 


Erdogan to Visit Earthquake-Stricken Pakistan: Prime 
Minister Tayyip Erdogan 

humanitarian aid agencies 

show Turkey\'s support for the quake-stricken country. 
Erdogan took to Pakistan 36 million USD in assistance and 
five cargo planes with relief supplies. Erdogan will meet 
with Pakistani President Musharraf and Prime Minister Aziz 
in Islamabad before returning home later in the day. 


EU Kicks Off Turkey Screening Process: The EU meeting which 
will mark the opening of Turkey\'s EU screening process will 
take place on Thursday in Brussels 

member Turkish delegation 
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technology experts 

the screening of the first chapters to be broached during 
the negotiation process -- science 

The talks will be made up of 35 chapters in which Turkey 
will try to bring its entire system into line with EU 
legislation. The screening process is expected to continue 
until September 2006. 


EU: Turkish Bureaucracy Resists Reforms: The EU Commission 
Progress Report on Turkey will stress that judiciary and 
institutions such as the Foundations Directorate 

watchdog (RTUK) 

resisting EU reforms 

The Commission told Turkish Foreign Ministry (MFA) officials 
in Brussels last week that despite progress in legal 
arrangements 

problematic in Turkey. The Commission advised the Turks to 
end the resistance displayed by the Turkish bureaucracy. 

The Commission 

in politics is still strong in Turkey 

by the military must be restricted to defense and security 
issues. 


Allawi Due in Ankara: Former Iraqi Prime Minister lyad 
Allawi will visit Ankara on Friday for talks 

Allawi 

received by Foreign Minister Abdullah Gul and hold talks 
with Turkish officials on the existing situation and 
possible developments in Iraq. 


Erdogan to Britain Next Week: Prime Minister Erdogan is to 
visit the UK October 27 to press for a breakthrough on the 
Cyprus problem 

EU leaders in London that the EU lift all restrictions on 
northern Cyprus 

negotiate with the Greek Cypriots within the framework of UN 
initiatives 


Turkey to Respond to Greek Cypriot Exercise: Papers report 
that the Turkish Air Force intends to respond to the Greek 
Cypriots\' decision to hold the Nikiforos military exercise 

by flying F-16s over the island and landing them on the 
airstrip in Gecitkale. \"Radikal\" claims that the Turks have 
informed the United States of their intention to counter the 
Greek Cypriot exercise with a `Тогоѕ\ exercise. ~Toros\' has 
not been held for the past four years. The article claims 

that Turkish land and naval forces will also be involved in 

the exercise. 


Kyrgyz Delegation Calls in Turkish Cyprus: Papers report 
that a Kyrgyz parliamentary delegation arrived in northern 
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Cyprus as the guest of ΤΗΝΟΥ Foreign Minister Serdar 
Denktas on Wednesday. The Kyrgyz delegation of 3 deputy 
ministers and 15 lawmakers arrived at Ercan Airport on a 
Cyprus Turkish Airlines (KTHY) plane from Istanbul. Arslan 
Maliev 

and Greek Cypriots made their positions clear in the 
referendum held in April last year 

seen which side had "good intentions. `The isolation of 
the Turkish Cypriots should end at once 

Kyrgyz delegation will meet with "state and government 
officials 

Thursday before departing northern Cyprus over the weekend. 
Aksu Visits Russia: Interior Minister Abdulkadir Aksu 
discussed international terrorism and cooperation against 
international organized crime with his Russian counterpart 
Rashid Gumarovich Nurgaliyev on Wednesday in Moscow 
report. Nurgaliyev said after meeting with Aksu that Russia 
and Turkey exchanged information with regard to more than 
900 subjects in the first nine months of 2005 through the 
mediation of Interpol. The majority of the information 
exchange was about economic crimes 

ministers also discussed the issue of extradition of 
criminals. The Russian Interior Ministry said that the two 
ministers decided to hold the next meeting of the Russian- 
Turkish working groups in Ankara in 2006. 


University Rector Detained on Corruption Charges: The 
Higher Education Council (YOK) Rectors Committee held an 
extraordinary meeting yesterday to discuss the arrest of 
Professor Yucel Askin 

the eastern province of Van 

papers report. In a statement after the meeting 

chairman Erdogan Tezic stressed that Professor Askin had 
been detained because he was ‘trying to protect the secular 
order at the university.V "Standing by Askin means standing 
by the republic 

universities signed a joint letter protesting the arrest of 
Askin on ‘baseless charges 

attempting to give Turkish universities an Islamic identity. 
The rectors agreed to go to Van on Sunday in a show of 
support to their imprisoned colleague. Meanwhile 
\"Milliyet\" reports that in the 2006 draft budget 

government had reduced the funds apportioned to Van 
University and the YOK. The paper underlines that no cuts 
were made in the budgets of other educational institutions. 


Kirkuk-Ceyhan Oil Pipeline Reopens After Six Weeks: The 
pumping of oil has recommenced through the Kirkuk-Ceyhan 
pipeline 

insurgents. The pipeline runs from the oil-rich Kirkuk area 

in northern Iraq to the port of Ceyhan on Turkey\'s 
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Mediterranean coast 

barrels a day. Iraqi oil officials stated that the pipeline 
has been repaired and is now pumping 700 

at pre-war prices to storage facilities in Ceyhan. 


EDITORIAL OPINION: Iraq/Saddam\'s Trial 


\"Who is Holding the Trial?\" 

Okay Gonensin commented in the mass appeal \"Vatan\" (10/20): 
\"All political trials bring the same crucial question to 

mind: Who is really holding the trial? In the case of 
Saddam 

pro-American Iraqis. This factor weakens the ones who are 
presiding at the trial and strengthens the one who is being 
tried. Following the US occupation 

divided into three. Shiites do not hide their sympathy for 
the Iranian administration 

best to be supportive of the US at all costs so that the can 
reach their ultimate goal -- an independent Kurdish state. . 
The acquittal of Saddam at this trial is very unlikely. But 
the verdict will not have a significant impact 

his supporters or his opponents. . Saddam Hussein was a 
cruel and archaic dictator. But if he is able to survive in 

the 21st century 

US administration more than anyone else." 


\"Iraq Disintegrates 

Cuneyt Ulsever commented in the mass appeal \"Hurriyet\" 
(10/20): “Тһе only thing certain about the Turkish 
government's Iraq policy is the desire to protect Iraqvs 
territorial integrity. It is obvious that the American 
struggle is also concentrated in that direction. But with 
every passing day 

being successful in this struggle. Although the 
constitutional referendum resulted in a majority of `уеѕ\' 
votes 

impossible. Moreover 

implemented 

country\'s dissolution. Meanwhile 

in the US to pull out of Iraq as quickly as possible. So 
the possibility of Iragi disintegration increases with every 
passing day. What is our plan B for this strong 
possibility?\" 


\"The Trial of Saddam\" 

Turgut Tarhanli wrote in the liberal-intellectual \"Radikal\" 
(10/20): \"Saddam\'s trial should have taken place in an 
international forum made up of UN-designated international 
judicial officials. All the charges he faces are crimes 

under international law. Even chiefs of state can not be 
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immune from such charges. There could be two reasons for 
him not being tried by the international courts: It could be 

an effort by the occupation forces to protect their 

influence in Iraq during the legal process. Or it could be 

part of an effort to use Saddam\'s trial as a positive 

turning point in the power struggle going on in the country. 

In the end 

trial is about as legitimate as the ones that took place 

before 2003." 


\"Saddam Should Be Tried 

Ibrahim Karagul argued in the Islamist-opinion maker V'Yeni 
Safak\" (10/20): VOf course Saddam should be tried 

must take place in an international court. There will never 

be a fair ruling coming from a court made up of those who 
hate him. . Those who were oppressed are becoming more cruel 
than their previous oppressor. There have been many crimes 
against humanity since the occupation began 

massacres in Fallujah and Tal Afar 

northern Iraq. Who will bring those crimes before a court? 

. Yes 

he caused. He is a dictator and he is guilty. But those 

who try Saddam are also guilty. Who is going to judge 
them?" 
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vote under these circumstances would further divide the EU 
an outcome that Van der Vliet found undesirable. Tilleman 
acknowledged that the new Palestinian Ambassador to the UN 
may V'soften the edges\" of the resolutions but doubted that 
any such revision would lead to a change in the Dutch 
position. 


4. (SBU) POLOFF asked Dutch counterparts whether the decision 
by world leaders at the 2005 World Summit to review all UN 
mandates older than 5 years might contribute to a shift in 

Dutch 

Van der Vliet replied that 

the three UN bodies are thoroughly scrutinized 

will not V'politicize the issue\" by aggressively advocating 

for such a review. 

BLAKEMAN 
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the GoF 

for the Core Group and a Lebanon conference before year-end 
and the need to focus on UNSCR 1595 (vice UNSCR 1559) and 
bring to justice all those who \"instigated 
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executed" the Hariri assassination. MFA contacts told us PM 
Villepin reminded Siniora of the need to implement UNSCR 1559 
and the need to quickly start a \"national dialogue\" leading 

to Hizballah disarmament 

long-term approach on the issue. MFA contacts told us they 

did not have a readout of the October 18 Siniora-Abbas 

meeting 

agreement on the need for Palestinian camps to respect 
Lebanese sovereignty and obey Lebanese law. End summary. 


3. (C) MFA A/S-equivalent for North Africa/Middle East 
Jean-Francois Thibault and MFA DAS-equivalent for 
Egypt/Levant Herve Besancenot briefed Pol M/C and poloff late 
October 19 on recent 

Mahmoud Abbas and Lebanese PM Fouad Siniora to Paris. 
(Thibault\'s comments on BMENA and a possible Iraq UNSCR are 
reported septel.) PA President Abbas met with President 
Chirac for 90-minutes on October 17 

October 18 with Lebanese PM Siniora 

Hariri 

meanwhile 

Villepin 


ABBAS-CHIRAC: HAMAS 


4. (C) Thibault 

described the PA leader as seeking French support on the 
issue of Hamas participation in January elections 

to relaunch the roadmap 

improvement in Palestinians\' daily lives via implementation 
of the Sharm al-Sheikh understandings. Thibault described 
the PA leader as at once worried 

noted that Abbas was nervous about Hamas 

that he could not be expected to declare \"civil war\" against 
Hamas. Instead 

needed to allow him to pursue his own policy on January 
elections 

bring Hamas on board. Thibault described Abbas as worried 
about prospects for resumed violence in Gaza 

more time from the international community to allow him to 
handle the Hamas issue. Thibault said Abbas appeared 
confident that he could prevail over Hamas in January 
elections 

non-violence he advocated with the Palestinian people was the 
right one. 


5. (C) Thibault described Abbas as sanguine on PM Sharon\'s 
decision to cancel their planned summit 

killing of three Israelis by Palestinian militants 

Abbas condemned publicly. Abbas told Chirac that it was not 
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the first or the last time that Sharon had suspended 
contacts 

meeting was canceled 

the meantime 

Israel to do more to implement the Sharm al-Sheikh 
understandings 

transfer of four West Bank towns to PA control 

the issue of the deportees from the Church of the Nativity. 
Thibault said Abbas told Chirac that he wanted to advance 
with the Israelis 

Abbas stressed that he had to deliver quickly and give 
Palestinians a sense that their daily living conditions were 
improving 

6. (C) On Gaza 

help with the port 

that Abbas also briefly confirmed to Chirac his non-objection 
to a possible 3rd party EU role in border control 

initiative floated by FM Douste-Blazy during his early 
September visit to Gaza (reftel). Besancenot concluded that 
the EU needed to discuss the border monitor issue further 
with Israel 

Wolfensohn. 


7. (C) Thibault characterized Abbas as \"open\" on the issue of 
Palestinian camps in Lebanon 

Chirac. Abbas expressed respect for Lebanese sovereignty and 
readiness to cooperate with PM Siniora 

Lebanese concerns that Palestinians should not display arms 
outside the camps. Thibault said Abbas was critical of 

Syrian interference in Lebanon and confirmed reports that 
Syria had been transferring arms into Lebanese camps. Abbas 
also confirmed his total support for international law on 
Lebanon 

investigation. Thibault concluded that though Abbas\' 

goodwill on Lebanon was not in question 

influence the camps remained questionable. 


SINIORA VISIT: CORE GROUP 


8. (C) Thibault described Lebanese PM Siniora as talking a 
lot 

meetings with FM Douste-Blazy and PM Villepin. Thibault 
speculated that Siniora\'s lack of candor was due perhaps to 
the presence of his \"Hizbullahi\" FM Salloukh 

him throughout the meetings. Thibault said Siniora thanked 
France for its support on Lebanon 

ensuring a successful Core Group ministerial in New York. 
Siniora stressed the need to maintain the goal of holding a 
VFriends of Lebanon\" conference before year-end 

situation became more complicated -- to which the GoF agreed. 
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He discussed his reform program and expressed confidence 
that reforms could be achieved in such areas as fiscal 
responsibility 

Siniora had championed as Finance Minister. 


9. (C) On Hizballah 

the issue in the context of UNSCR 1559 and instead concluded 
that the Hizballah problem could not be resolved until the 

GOL had both a national consensus and a social policy for 
southern Lebanon. Thibault said the GoF was struck by 
Siniora\'s apparent strategy V'of several months" for 
addressing the disarmament issue 

urged him to address the issue with more immediacy. PM 
Villepin reminded Siniora that UNSCR 1559 remained 
unresolved 

national dialogue leading to Hizballah disarmament. Thibault 
observed that the presence of FM Salloukh during the meeting 
illustrated the difficulty of Siniora\'s position. In an 

October 20 V'Le Monde\" interview 

\"haste\" on the issue of Hizballah disarmament 

described as a topic of inter-Lebanese dialogue. In the same 
interview 

of combatants 

Society 


10. (C) On UNSCR 1595 

expressed full support for pursuing the Mehlis report 

findings and for making UNSCR 1595 the immediate priority 
before UNSCR 1559 implementation. Siniora insisted that all 
those who V'instigated 

assassination should be brought to justice and punished. PM 
Villepin commended Siniora for his courage in arresting the 
four former security chiefs. Thibault noted that Siniora 

made a general appeal for French judicial assistance in the 
aftermath of the Mehlis report 


SINIORA-ABBAS MEETING 


11. (SBU) Thibault told us he had no information on the Abbas 
meetings with Siniora 

Larsen which took place in Paris October 18. According to 
press reports 

Siniora-Abbas meeting confirmed the need for Palestinians in 
Lebanon to respect Lebanon\'s sovereignty and laws 

AbbasY full support for GOL efforts to prohibit weapons 
outside Palestinian camps and to halt the illegal entry of 
weapons and people into Lebanon. The Abbas-Siniora statement 
also confirmed that Palestinian-Lebanese dialogue should deal 
with Palestinian refugee issues in Lebanon 

to implementation of all relevant UNSCRs which address 
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Palestinian weapons in Lebanon (i.e. UNSCR 1559) 

with the TaVif agreement and without confrontation between 
Lebanese authorities and armed Palestinian groups. In press 
remarks after the meeting 

Lebanese government had 

Palestinians that there was no justification for an armed 
presence outside the refugee camps. Abbas 

confirmed publicly that Palestinians are guests in Lebanon 
who must respect the law and should not interfere in 
Lebanon\'s affairs. 

Please visit ParisW Classified Website at: 
http://www.state.sgov.gov/p/eur/paris/index.c fm 
STAPLETON 
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portable computer must be disabled or de-installed 
include infrared ports and sound card 

the CAA 


8. Official visitors are required to receive a security 
briefing from the RSO shortly after arrival at post. 
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B. VSpeed Up the Procedures\" (Al-Adala 

C. V Hope In the National Unity Conference\" (Baghdad 
D. VLet Us Turn the Next Page\" (Al-Fourat 

E. WProbable Suspicions\" (Al-Da\'wa 


A. "What Follows the Constitution ?V" 
(Al-Ittihad 

Jalal Talabani 

Zuhair Abdul Malik) 


\"Ten million Iraqi voters participated in the constitutional 
referendum on October 15 by voting 'yesY or `noV to the 
proposed permanent constitution. This is the major goal we 
have all been looking forward to though supporters of 
terrorism and the former regime have worked hard to cause 
the process to fail. Whatever the results of the referendum 
the most important thing is that there are no more 
abstainers in the political process 
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V[Sunni] Politicians sometimes use bizarre words 

their claims that they were forced to abstain from 

participating in the political process. However we believe 

that they either 

intimidation or 

Saddam\'s regime which held power over their people-perhaps 
it\'s their notion of masters and slaves. 


V'This [referendum] is a new lesson in democracy for Iraqis. 
The referendum results will indicate the majority\'s decision 
regarding important issues but it does not mean suppression 
of the minority. If Iraqis had realized that 

common expression which states that ‘government is a 
contract between the people and their ruler would be 
applicable. We the people have empowered you (our 
government) to operate under our conditions and to govern us 
for a limited period of time. 


VOur condition for government is that it works hard using 
all its technical and educational resources to serve us 
rebuild our country 

our identity and to seek democracy 

dealing with all of our neighbors and with the international 
community. However 

understand these results. Personally | do not believe they 
will. Will neighboring governments and their satellite news 
channels realize the meaning of our significant victory? 


VI do not think so 

in transparency and they are afraid of human rights which is 
why they do not want freedom and democracy in Iraq. 
Terrorism and violence will not halt us from reaping the 
benefits democracy has brought to our country. Our battle 
today is between democracy and its enemies; between 
democrats and dictators. The [main] message from the 
constitutional referendum is that people and nations have 
decided to fight terrorism and back their democratic 
governments." 


B. VSpeed Up the Procedures" 
(Al-Adala 

Aziz Al-Hakim 

Ali Khalaif) 


\"Yesterday was the first public trial of an Arab president 
who exercised the worst form of dictatorship against his 
people. Although this trial has come late it has provided a 
sort of comfort to Iraqis who have waited a very long time 
for it. 
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VWhat brings us pleasure is that this is the first trial in 
the region of a senior official 

the entire world witnessed the opening session 

neither the tyrant nor his associates were exposed to any 
insults. 


\"What we are seeing is that the Iraqi people want the trial 
to speed up. The adjournment has caused further pain to 
victims and their families who have already waited for two 
years. People saw the tyrant and his associates lying and 
denying the crimes they committed in Dujail. People also saw 
those demonstrating in support of the former regime 
callous disregard for others\' feelings. 

\"Therefore 

have been granted more time to lounge in jail. Although we 
are for the establishment of such tribunals in the region 

we also advocate on behalf of the people and support the 
victims who demand the expediting of this trial and closure 
of this issue before the coming election in order to turn 

the painful page in our peopleVs history and to open a 
shining book for building the new Iraq. V 


C. \"Hope In the National Unity Conference" 
(Baghdad 

lyad Allawi 

editorial) 


\"For the first time there is hope for Iraqis; a candle 

lights the way in the darkness by the holding of a national 
unity conference. Efforts by Dr. lyad Allawi 

and interests of Iraq 

enhanced the hope for Iraqis that they are able to pass 
through the crisis. 


V'This conference is a good start and gives hope for the 
future. We should get beyond our wounds in order to build 

our future 

decent Iraqi men have gathered and compromised for a loving 
Iraq. Dr. Allawi exerted much effort several months ago by 
encouraging all Iraqi factions to review developments in 

Iraq and appealed to them to join him in saving their 

country. 


\"Iragis now have enough time to have intelligent discussion 
about what happened 

country--no one will save their country but them. This large 
gathering includes bona fide people and is supported by 
decent powers in the world. We congratulate the national 
unity conference for this great historical accomplishment 
and congratulations to Dr. Allawi also.\" 
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D. VLet Us Turn the Next Page" 
(Al-Fourat 

page editorial by Dawood Al-Farhan) 


V'The chatty and cheerful demeanor displayed by the 
transitional president 

National Assembly celebrating the last-minute amendments to 
the draft Iraqi constitution cannot conceal the tense 

situation that blankets the entire country. Talabani wanted 

to inspire Iraqis by demonstrating that disparate political 
groups have reached agreement regarding the disputed 
articles in the constitution. 


V'The speeches made by other representatives in the 
parliament were similar [to TalabaniVs] however the lraqi 
Islamic Party representative tried to justify the change in 

his position 

arguing that the amendments will satisfy the party\'s demands 
for now but that they hope for substantial changes in the 
future. 


V Regardless of the presidentVs witty answers to the press 
telling them the exact number of verses in the Qur'an 
[responding to a previous challenge] 

the Green Zone that night is nothing short of deception; 
self-deception and deception of others! Everyone knows that 
there were no meaningful amendments to the draft 
constitution-the changes were like taking Valium to ease 
tension and ensure the referendum would pass easily 

with minimal damage. 


VIf two-thirds of the voters (in three provinces) reject the 
draft constitution it means that sectarian or ethnic 
majorities in Iraq rejected amendments in order to achieve 
their goals outlined in this "premature draft constitution. 


V Now the referendum party is over. The Iraqi government 
demonstrated democracy through its enactment of extended 
military operations against residents in rebellious western 
parts of Iraq in order to pave the way for referendum day. 
They arrested thousands and imprisoned them 

those from rebellious provinces. They intentionall 
conducted random distributon of ballot in reellius 

povices mposed curfes 

centers in Baghdad for residents of Al-Anbar-how were they 
supposed to vote? All kinds of obstacles and barriers were 
placed in front of voters who only wanted to reach polling 
centers to vote. And finally 

and others stolen from polling centers. 


V Moreover 
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designed by the interior police 

sectarian militia 

coalition forces to the outer circles protecting the polling 
stations. In addition 

directed by their leaders in order to protect the voters and 
later to transport the ballot boxes. 


\"We are waiting for the referendum results. | am not a 
fortune-teller but | understand the government will ensure 
the constitution Vs passage no matter what hurdles they have 
to jump. President Bush gambled his reputation (if any 
remains) and political future to make lragis sectarian and 
guarantee the draft constitution passes and succeeds. The 
Iraqi government is doing its part to negate any attempts at 
rejection of the constitution. 

They have declared that the draft constitution is the main 
key to providing Iraqis with: security 

stability 

enter the gates of heaven with the same key. 


VCan we turn the next page? Yes 

the occupation forces. In any case 

prosperity of the historic achievement they are talking 
about and at the same time those who believe in national 
unity and Iraqi unity and who are against sectarianism 
should prepare for intensive participation in the coming 
parliamentary elections and exercise their presence in the 
political process.\" 


E. VProbable Suspicions\" 
(Al-Da\'wa 

Party led by Al-Anzi 

Jasim Al-Sayid) 


\"The entire world 

witnessed the success of the constitutional process in 
accordance with international criteria and public scrutiny. 
Many developed countries have praised the discipline 
commitment 

the constitution. Some international and official parties 
even described the process as an incredible practice of 
democracy. 


Vlragis 

peacefully and in a civilized manner that surprised enemies 
and foiled their dirty speculations about sectarianism and 
sedition. Their last chance at that was incinerated by the 
Iraqi people who went to the polls challenging danger and 
omnipresent risks of death. 


\"We are waiting for the announcement of the formal results 
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by the IECI 

we suspect that there are some groups which have decided 
(even before the referendum) to accuse others of vote- 
rigging. They must understand that the days of publicly 
forging election results and forcing citizens to say "Yes 

are gone. V 


SATTERFIELD 
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B. VSaddamvs Trial Should Not Be PersonalV (Kitabat 
C. \"Saddam in the Prosecution\'s Cage\" (Sawt Al-Iraq 


A. V'The Trial" 
(Editorial by Abdul Wahab Baderkhan - Iraq 4 All News - 
http://irag4all.org/viewnews.php?id-10385 ) 


VFinally.the trial. Finally Iragis have the chance to see 
their dictator in a cage after seeing him brag and boast for 
thirty years 

to reemerge from a hole and open his mouth for a medical 
exam. After that he was seen in investigations 

in court. 


V'This is the first Arab president to stand trial in front of 

his people 

actually cover all his crimes. He was deposed by the 
occupation and stands trial today thanks to the 
occupation-without which he would have been killed long ago. 
This is the first Arab president to stand trial not only for 

his crimes 

issues. 


VVictims all over Iraq have the right to consider this trial 
as the start of their legal condolence after all the 

suffering caused by the previous regime\'s power and 
indifference. This suffering had wiped out the word 
"justiceV from their world; for a long time [Iraqis] felt 

they were chosen to suffer every injustice in the world 

both from their ruler and from U.N. sanctions. Perhaps this 
trial could be seen as an attempt to set justice back on 
track. 


VWhatever this court does 

colleagues more injustice than what was inflicted on [the 
Iraqi] people. As for restoring respect for justice 

remains to be seen. It seems that Iraqis currently in power 
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have set unrealistically high standards; unfortunately 
witnessed yesterday a contradiction between the courtVs 
vision of the accused and his crime. The criminal was 
considered normal 


V'There has been an overwhelming desire for unprofessional 
conduct to undermine the accused 

reason behind beginning with the Dujail case-and maybe end 
with it 

aggressive bloody psychology of the defendant and not 
related to any political objective. In all other cases 

including the gassing at Halabja 

and the suppression of the 1991 uprising 

to avoid politics. No one can talk of mood-related crimes 
and this raises the question: How long can these trials 
continue without showing the fingerprints of U.S. politics ?V' 


B. \"Saddam\'s Trial Should Not Be Personal" 
(Editorial by Mahdi Qasim - Kitabat - \"Writings\" - 
http://www.kitabat.com/mahdi_294.htm ) 


\"The tyrant 

savageness and barbarianism that dominated the previous era. 
It is not surprising that this tyrant is still popular among 

Arab nations and is idolized in some areas 

countless number of terrible crimes and atrocities [he 
committed] that human consciousness cannot even begin to 
imagine. 


\"Saddam represented the most extreme pattern of violence and 
brutality. He spread death and destruction not only in Iraq 

but also in neighboring countries through his many BaVathist 
wars; despite all of this 

justify his horrific wars as defending Islam and 

Arabs-failing to mention that he was the main reason for 

U.S. troop presence in the Gulf previously 

currently 

Middle East for a while. 


VIf Saddam was more brutal than other Arab leaders 

not preclude the fact that they are no different from him in 
their mentalities of suppressive dictatorship. Many of these 
rulers have died or stepped out of the spotlight without 
being tried for their crimes and destructive roles that led 

to the decline of the Arab nation. Saddam\'s trial should be 
a trial for all Arab regimes and dictatorships in the past 
present 

convicted.based on significant evidence 

of thinking that sees humans as nothing more than cheap 
sacrifices should also be convicted. 
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VSaddam might be sentenced to death or life imprisonment 
but sooner or later he will be wiped out from the Arab 
memory; however 

continue to live on in the millions of Arabs who support 

him. This mentality should be eradicated by exposing his 
crimes and the nature of his empty personality. 


VLet Arabs discover that their historic leader and the 
symbol of their Arab nation is nothing more than a thug. He 
might have been a hero in ruining a country like Iraq-a 
country with deep roots in civilization-that continues to 
suffer the effects of barbaric policies to this day. V 


C. \"Saddam in the Prosecution s Cage\" 

(Editorial by Dr. Ahmed Abdul Allah - Sawt Al-Iraq - V'Voice 
of Ігад\" - http://www.sotaliraq.com/articles- 
iraq/nieuws.php?id=17725 ) 


\"Innocent Iraqis who were victims of SaddamVs bloody rule 
were pleased on October 19 

and pretend to be a strong man 

words showed he was in low spirits and psychologically 
beaten. 


\"Saddam led the orchestra that sat with him and announced he 
was innocent of the Dujail charge! This is shocking for 

Iraqis because they know what he did in Dujail: starting 

with mass killings 

people of Dujail 

court of "revolution to issue death sentences within 

several hours and execute the sentences within two days. 

That is a tragedy that reminds me of Dantes hell! 


\"Saddam Hussein and Taha Yassin Ramadhan may still be living 
under their illusions as they struggle to act strong and 

attract national sympathy. We also might smile mockingly as 

we hear Saddam\'s objection to the court\'s legitimacy. This 

court was formed according to a law legislated by the 

elected National Assembly. He violated Iraqi law for decades 

as he ruled with iron and fire. He killed hundreds of 

thousands 

others to go missing or to become displaced as they fled 

Iraq as far as they could to escape his tyranny. 


VWe do not know if people sympathetic to Saddam\'s rule have 
awoken from the shock of seeing their former commander 
sitting in a cage. This should show the deceived Arabs the 
truth; they should now believe what millions of Iragis have 

been saying-that Saddam\'s era is gone forever. 


VLet this first session be a beginning of trials for anyone 
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who harmed and committed unjust acts against our people. We 
hope every Iraqi becomes convinced that the new Iraq is 
standing on the right path and is moving toward democracy 
and freedom-that is 
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candidates. In terms of the Presidential race 

the overwhelming favorite. The Democratic Pole and Liberals 
will run candidates 

change. A victorious Uribe could secure majorities in both 
houses in the March elections. End Summary. 


2. (SBU) The Court\'s October 19 decision in favor of 
reelection 

allowing President Uribe to run for reelection in May 2006. 
(Note: Additional sub-decisions were made 

different vote outcomes. End Note.) Court approval of 
implementing legislation (known here as the \"guarantees\" law 
or ley de garantias) 

remaining legal hurdle. While a negative Court ruling on 
implementing legislation would be a setback (and might 
provoke heated legal debate here) 

contacts concur that Uribe would still be able to run in 

2006 

permit reelection. Uribe allies in Congress 

are preparing additions to pending electoral code legislation 
in a parallel effort to stave off legal challenges. 


3. (U) President Uribe reacted positively but quietly to the 
CourtVs decision 

approve a reform (defeated in a previous session) to allow 
for reelection of governors and mayors as well. All major 
opposition leaders announced their parties would respect the 
CourtVs decision. However 

head of the Liberal Party (PLC) 

Democratic Pole (PDI) Presidential nominee 

Carlos Gaviria 

publicly disagreed with the merits of the decision. Cesar 
Gaviria was strongly critical of alleged pressure tactics 
used against the Court by the GOC and Uribe loyalists. 


4. (C) Uribe goes into the May 2006 election as the 
overwhelming favorite 

over 70 percent and support for his reelection at a similar 
level. The Democratic Pole will run Navarro. The party is 
interested in increasing its Congressional numbers 
running a Presidential candidate as crucial in the 
vote-garnering effort nationwide. The Liberal Party 
Colombia\'s two traditional parties 
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and work hard to expand its numbers in Congress as a 
counterweight to UribeVs coalition. The party will choose 

its candidate in March 

Two-time Presidential nominee (1998 and 2002) Horacio Serpa 
the current front-runner for the nomination 

will continue in the race 

that Serpa may drop out 

confrontation with Uribe. Two-time former Bogota mayor and 
independent Antanus Mockus is a wild card who is rumored to 
be considering a run. 


5. (C) The leading pro-Uribe parties (Ref B) will be 
well-positioned to be majorities in both houses of Congress 
beginning in July. But cohesion of those majorities might 
still be an issue. UribeVs break with the traditional 
pork/patronage Executive-Legislative relationship has 
strained his dealings with Congress on numerous occasions 
over the last three years 

in 2006. 


6. (C) Comment: This is an historic change based on support 
for Uribe and consequent confidence in Colombia\'s government 
and governability. But Uribe is not yet on the ballot and 

has not formally confirmed he is a candidate. When he does 

SO 

support institutional democracy 

own. 

WOOD 
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for geographical indications in Agriculture Committee 
negotiations 

forum for further discussion of this issue. Stone was aware 
that the EU may use the debate as a bargaining chip in 
discussions on agriculture. Coincidentally 

meet later that day with Ambassador Ransford Smith 
Permanent Representative in Geneva 

deliver our position and talking points both to Ambassador 
Smith and to the GOJ Mission in Geneva by fax. 

TIGHE 
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the draft is a fairly good text.\" Then 

a personal observation 

this context" USG concerns about the ConventionVs potential 
for being used to restrict trade and the free flow of ideas. 
TIGHE 
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privileged relationship" between the Latin American 
signatories and the United States 

relationship contributed greatly to the stability of the 

region. Saca said that CAFTA-DR is a model for economic 
growth 

However 

the countries as they address the changes that the agreement 
will bring. Saca emphasized that each of the signatories 
present must make a commitment to implement all needed 
changes 

2006. 


3. (U) President Bolanos 

role as rotating head of the Central American Integration 
System (SICA) 

neighbors for their support in preventing the loss of 
democratic 

that SICA played a vital role in support of his government. 
Bolanos further announced that 

National Assembly passed legislation suspending 

2007 

Nicaraguan democracy. Bolanos affirmed that all the Central 
American countries are undertaking substantial reforms in 
each country 

Through CAFTA-DR 

important export platform to reach the large U.S. market 

also a region which attracts substantial investment capital. 
Our adherence to CAFTA-DR will allow us to better insert 
ourselves in the global economy. Bolanos averred that the 
Central American countries are moving apace to establish a 
regional customs union 

workers\' rights 

judicial sector. Bolanos said he was especially concerned 
over weaknesses in rule of law and the judicial system 
especially in Nicaragua. He noted his concern about the high 
cost of oil 

Conference on energy October 28. Bolanos closed by stating 
that 

passed CAFTA-DR 

accompanying legislation before January 1. Bolanos then 
assured the group that Nicaragua would meet all conditions so 
that President Bush could certify compliance before January 
1 


4. (U) President Maduro added that all his Central American 
counterparts had felt threatened by the domestic political 
threats in Nicaragua against President Bolanos 
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how vigorously and valiantly Bolanos had responded to those 
threats 

the delegations. President Berger opined that 

Vgreat project 

that we must think creatively of ways to support the medium 
and small businesses (PYMES) as well as the agricultural 
sector. 


5. (U) Secretary Gutierrez thanked President Saca for 
hosting the meeting and the presidents for traveling from 
their countries 

not only public sector officials 

He added that 19 company executives were part of the 
delegation 

and look for long-term business partnerships. We feel 
passionately that CAFTA-DR will help strengthen democracy and 
lead to economic development and job creation. This 
endeavor 

project whose impact will be felt in five 

years 

the opportunity to lead the way for all other countries in 

the hemisphere 

assuming a real leadership role. However 

be able to start on January 1 

certify that the accords reached through CAFTA have been 
complied with by each of the signatories. In that regard 
Gutierrez asked that each country do its utmost between now 
and December to comply with pending items that will allow 
President Bush to certify. Secretary Gutierrez then asked 
the directors of the EX-IM Bank 

Agency 

Executive Director at IDB to make presentations about the 
roles of each of their organizations in promoting CAFTA-DR 
goals and objectives. Each official reiterated that CAFTA-DR 
was a top priority for each of their agencies 

concrete examples of projects being financed in CAFTA-DR 
countries. Secretary Gutierrez promised to follow-up with a 
detailed written 

presentation from each agency to the presidents. Gutierrez 
stressed three key points: (1) we need to walk the fine line 
between safe and secure borders without impeding the free 
flow of trade. In that regard 

before to Puerto Cortez 

for effectively maintaining this fine balance; (2) the 
unification of customs processes must be accomplished and is 
a key mutual agenda item; (3) 

signatories must create the right conditions to attract 
investors. Investors 

of clarity in the legal system and their ability to protect 

their investments 

intellectual property rights protection. Investor 
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confidence 

CAFTA signatories created the right investment climate 
countries could attract investors from other geographic 

regions. The Secretary concluded by asking each of the 
presidents to do everything possible to help President Bush 

be able to certify CAFTA-DR before Congress. Presidents Saca 
and Bolanos stated that their countries would meet all 
necessary conditions for certification before January 1 


6. (U) This message was cleared by Secretary GutierrezVs 
delegation prior to departure. 
Barclay 
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for medical equipment purchases from Finland. No formal 
charges have yet been filed. 


COMMENT 

2. With the release of Rodriguez and Calderon at the outset 
of national election season 

the two former presidents will play in the national debate. 
Ricardo Toledo 

Christian Unity Party (PUSC) 

strong support within the party 

drawing only seven percent of likely voters in recent polls. 
This is not likely to change 

wield considerable power within the party 

back Toledo. He (and possibly Rodriguez) might 

play a role in legislative elections. With their release 

they have become marginally less damaged goods 

work behind the scenes to consolidate party support for PUSC 
aspirants to the Legislative Assembly. But even under the 
rosiest of such scenarios 

ten seats in the 57-member body 

19 that PUSC won in the last election. 

FRISBIE 


43239 

43240 

become available until late on October 20. COA has held a 
press conference to express gratitude to the Coast Guard for 
making the seizure. The Coast Guard and the Taiwan CDC 
together destroyed and burnt the birds on October 15 

area was disinfected. All workers involved in the seizure 

and destruction of the birds are being monitored. COA will 
continue testing all birds imported into Taiwan. During the 
press conference COA urged public caution about contact with 
birds. 


2. (SBU) Comment: This test result refutes China\'s denial of 
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an ongoing avian flu problem. The fact that smuggling from 
China to Taiwan is commonplace 

by the Coast Guard 

also present in Taiwan. 

PAAL 


43241 

CAFTA and to its relationship with the United States 
thanking President Bush for his attention to El Salvador. He 
also stressed the importance of the CAFTA-DR agreement in 
pushing back against growing populism in the region 
particular that led by Venezuelan President Hugo Chavez. 
Saca commented on problems and progress in Central American 
integration and stability. Ambassador Rene Leon 

meeting 

Customs presence to El Salvador to improve its 
competitiveness in the region. End Summary. 


2. (U) Secretary of Commerce Carlos Gutierrez began his 
October 20-21 visit to El Salvador with an hour-long meeting 
with President Elias Antonio (\"Tony\") Saca. Participants 
were: 


USG 


Secretary of Commerce Carlos Gutierrez 


SIPDIS 

Ambassador H. Douglas Barclay 

Claire Buchan 

Israel Hernandez 

Walter Bastian 

Regional FCS Director Daniel Thompson 
Economic Counselor Jessica Webster (notetaker) 


GOES 

President Elias Antonio (Tony) Saca 

Foreign Minister Francisco Lainez 

Minister of Economy Yolanda de Gavidia 

Ambassador to the U.S. Rene Leon 

Private Secretary Elmer Charlaix 

Technical Secretary Eduardo Zablah 

Vice Minister of Economy Eduardo Ayala Grimaldi 

Vice Minister of Economy Blanca Imelda Jaco de Magana 


3. (U) The meeting was friendly but businesslike 

CAFTA and regional political issues. Both the Secretary and 
President Saca emphasized the value of the U.S.-Salvadoran 
relationship. Secretary Gutierrez thanked the President for 
ΕΙ Salvador\'s firm and steady support of the U.S. 
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and in private 

participation in Iraq and Saca\'s leadership in securing 
Salvadoran and U.S. Congressional approval of CAFTA. 
President Saca thanked Secretary Gutierrez for his own work 
to get CAFTA approved. 


CAFTA 


4. (U) President Saca reiterated El SalvadorYs commitment 

to the CAFTA-DR agreement. He expressed his confidence that 
CAFTA could be implemented in January 2006 and told the 
Secretary that El Salvador had already made most of the 


SIPDIS 

changes necessary to comply with the terms of the accord 
noting that the GOES expected to secure legislative approval 
for reforms to its intellectual property rights law in 

November. He noted that El Salvador was meeting its CAFTA 
implementation obligations 

the necessary message to other Presidents in the follow-on 
meeting about the importance of meeting CAFTA commitments. 


5. (U) Saca focused his comments on CAFTA-DR on the 
political message of the Secretary\'s meeting with Central 
American Presidents. He said the meeting should show the 
United States! political support for the region 

neighbor 

The message should be how CAFTA widened the free trade area: 
CAFTA was \"half of the FTAA 

importance of entry into force on January 1 

seven signatory countries. Saca said he believed that Costa 
Rica would find a way to ratify the agreement soon 
conceded that entry into force on January 1 even without 
Costa Rica was important to send the right political signal. 


6. (SBU) Without CAFTA 

region would be difficult. He was very concerned with the 
trend in Latin America toward populist policies 

which he viewed as growing steadily stronger 

CAFTA a triumph in that context. Saca said that Central 
America had gotten over populist movements 

that Central American presidents were like-minded in their 
philosophy. Still 

over the next 14 months and U.S. support was important to 
support democratic outcomes. Saca acknowledged frankly that 
EI Salvador was in the United StateVs zone of influence and 
that the two countries needed to focus on strengthening that 
economic relationship 

partners were courting Central America and the United States. 
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7. (SBU) Saca explained that there were historical and 
continuing reasons (including the large Salvadoran population 
in the United States) for El Salvador\'s enduring 

affinity for the United States. Saca said El Salvador lost 

little in identifying itself with the United States 

that his ARENA party had won the election on a platform of 
free trade and with soldiers in Iraq. Saca predicted that 

the outcome of the upcoming March 2006 legislative and 
municipal elections would be similar to the 2004 Presidential 
elections in which voting was strong and the majority of 

votes were cast for ARENA; the election would result in a 
more favorable Assembly composition for the government 
would allow the GOES to implement important programs. Saca 
said that educating the U.S. Congress about CAFTA had been 
his role; recalling that some CAFTA opponents in Congress had 
told him that their Hispanic constituencies were against 
CAFTA 

Salvadorans 

States. Saca thanked President Bush for being attentive to 
the relationship with EI Salvador. 


8. (U) The President commented that the GOES would announce 
within days the establishment of a Code of Ethics for 
government employees 

helped the GOES prepare 

commitment to transparency. Saca linked this to El 
Salvador\'s efforts to secure a compact with the Millennium 
Challenge Corporation. Technical Secretary Eduardo Zablah 
explained that the Code of Ethics would be implemented under 
Executive authority by the end of October 

of preventing instances of corruption 

government procurement. 


VENEZUELA AND OIL POLITICS 


9. (SBU) Saca called Venezuela\'s Chavez a \"headache for 
Latin America 

important issue for the region. Asked if Chavez was 
pressuring El Salvador 

supported the FMLN but claimed that Chavez had made no 
inroads in El Salvador. Commenting on a recent incident in 
with the GOES refused entry of Venezuelan nationals who 
arrived on a flight carrying relief supplies 

the 30 people who were turned back were not relief workers 
but activists seeking to generate support for Chavez and 
extension 

Nicaragua. 


10. (SBU) Saca commented that high world oil prices allowed 
Chavez to position himself as the \"good guy\"; without high 
oil prices 
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Mexico 

policy more toward Latin America. Even though 

Chavez promises to sell oil more cheaply might not result in 
benefits for consumers 

Chavez used to his advantage. Mexico could help counter 
those expectations. Foreign Minister Lainez said that 
Foreign Ministers from the region would meet in Mexico on 
October 31 to discuss the possibility of developing PEMEX 
incentives for Central America. 


NICARAGUA 


11. (SBU) Saca expressed concern about political conditions 
in Nicaragua and the strength of AlemanYs PLC and Ortega\'s 
FSLN parties. He suggested that an agreement brokered to 
freeze reforms until 2007 provided some breathing room 
admitted that he did not have a clear vision of how the 
political crisis would work itself out. 


IRAQ 


12. (SBU) Saca said it would be a good sign if the people 

of Iraq approved the draft Constitution put to a vote last 
weekend. He said that El Salvador had taken a large number 
of risks in Iraq and he called this the hardest theme of his 
administration. 


REGIONAL INTEGRATION 


13. (U) The Secretary asked about progress in harmonizing 
border crossing issues with neighboring countries 

that consistency in customs administration was part of CAFTA. 
Saca said the region had advanced in integration and El 
Salvador had simplified border crossing procedures with 
Guatemala. Minister de Gavidia explained that El Salvador 
was working out an issue with Nicaragua over entry for 
foreign trucking. (Comment: Statements in the press 
conference following the meeting of Central American 
Presidents indicated that this issue was generally resolved 
and President BolanosY intervention was praised.) She 
informed the Secretary that Central America was considering 
the adoption of a protocol on key customs and border issues. 


CONTAINER SECURITY INITIATIVE 


14. (U) Ambassador Rene Leon asked for the Secretary\'s help 
in getting El Salvador into the Customs and Border Patrol\'s 
Container Security Initiative (CSI) 

Saca first proposed to USTR Zoellick a year ago (ref c). 

Leon said that to take advantage of CAFTA and give it an edge 
in commerce 


-- Ambassador Charles Salmon 1. Program Description: In Support of MPP Goal 06-01, Active Anti- 
The RTG is actively stockpiling the antiviral medicine Tamiflu and considering producing the drug in ` 
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project at the existing Port of Acajutla to prepare for later 
introduction of CSI at the Port of La Union 

construction began several months ago. De Gavidia and 
President Saca stressed the value of CSI in exploiting the 
transportation linkages between the future La Union port and 
ports in Guatemala and Honduras. De Gavidia acknowledged that 
EI Salvador did not have the volume of trade to justify CSI 

but stated that El Salvador wanted parity with Honduras on 

the issue. Secretary Gutierrez agreed to follow up. 


15. (U) This cable was cleared by the delegation. 
Barclay 
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space and would most possibly focus the development of 
space business in the fields of observation 
communications 


3. The pro-independence 

Times\" called upon the WHO to put human lives before 
politics 

order to fight hand-in-hand against avian flu. The pro- 
independence 

Taiwan should use the APEC mechanism to contribute to 
the research and development of avian flu vaccines 
added that Taiwan officials should let the public 
understand the danger of bird flu. End summary. 


A) \"The Success of the Shenzhou XI Would Not Lead to 
Global Competition in Space" 


The centrist 
[circulation: 400 


V. A more objective statement is that China has become 
a major power 

Shenzhou XI project. The so-called "major power in 
space\' means that a country could independently design 
and complete a space project of certain scale 

China has obviously crossed this threshold. A 
"superpower in space 

industrial and economic foundations. . Comparing with 
the United States and Russia 

behind. 


V. China started to develop space business in 1956 out 
of military concerns 

developing guided-missiles. Regarding satellites 

entry remote sensing satellites with reconnaissance 
capabilities were the biggest part. After China 
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adopted the ‘reform and open policy [in 1979] 
space business was obviously aimed at facilitating 
economic development. ChinaVs thinking is to 
industrialize space technology and promote its 
applications. . The most possible direction for 
development should be focused on observation 
communications 

[ChinaVs] joint operations. In the foreseeable future 
itis burdensome and unnecessary for China to move 
toward ‘militarization in the space\' 


B) Health Politics and Halting Bird Flu\" 


The pro-independence 
[circulation: 30 


V. Taiwanese 

concerned about the spread of this disease. But as 
Taiwan is not a member of the World Health organization 
(WHO) - because of China\'s incessant political 
interference - it is excluded from the global disease 
prevention and control network. As a result 

only seek help indirectly from other WHO member 
nations. This makes a mockery of the WHOVs 
humanitarian and sans frontier claims. It also poses a 
threat to the Taiwanese population 

loophole in the international public health network. 


\"Whether looked at from the perspective of Taiwan\'s 
basic rights to healthcare or global disease 
prevention 

near-solitary fight against the SARS epidemic in 2003 
to happen again. 


\"Instead 
become an observer nation. Human lives must be put 
before politics.\" 


C) \"Everyone Responsible for preventing Avian Flu\" 


The pro-independence 

[circulation: 20 

\"Therefore 

offered by the upcoming meeting of the Asia-Pacific 
Economic Cooperation forum in Pusan 

propose cross-border cooperation to research and 
develop effective vaccines. 

\"If we are able to promote the successful development 
and production of effective vaccines through the APEC 
mechanism 

to global society. 


3 country clearance to Caleb Charles McCarry, Cuba Transition Coordinator, to travel to Madrid, Spair 
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\". Official efforts to raise awareness are especially 
critical 

stop on the migration paths of various types of birds 
in East Asia and its role as a nesting and breeding 
spot in the autumn for birds flying from the north from 
northeast China 

Japan to Southeast Asia or the South China Sea. .\" 


PAAL 
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their agency certify to the State Department Bureau of 
Diplomatic Security that the employee has undergone 
equivalent security training. The contact for this 
certification is Assistant Director of training 

telephone (703) 205-2617. Country clearance will not be 
granted for any traveler with planned TDY in excess of 30 
days if this information is not stated/certified. POC for 
additional information is DS RSOBangkok@state.gov. 


B. CRIME: 


Crime is generally non-confrontational in nature. Criminal 
acts are usually crimes of opportunity such as 
purse-snatchings 

pocketing. Visitors should be especially alert in crowded 
buses 

should lock valuables in hotel safe deposit boxes not in 
their hotel rooms. 


Be aware of common scams and frauds (including credit cards 
in particular). Visitors should only use credit cards at 
well-established and reputable businesses. Visitors should 

be careful when purchasing branded or copyrighted goods. 
There are many pirated counterfeit products in the 
marketplace; their purchase is against post regulations and 

it is illegal to import these products into the U.S. Be wary 

of common scams for jewelry 

antiquities. There are no Thai government-owned or sponsored 
gem stores. If victimized 

Police by dialing 1155. 


Visitors are cautioned from visiting bars involved in the sex 
trade. Many of these operate illegally and clients can be 
subject to RTG law; they often charge exorbitant drink prices 
and cover charges. There are also many incidents of crime 
against patrons in these establishments. Drugging and 
robbing of unwary individuals is not uncommon. There are 
frequent reports of victims being drugged and robbed or 
beaten when visiting these bars. The drugs used can cause 
serious temporary memory impairment 
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overdosed 


TRAFFIC: 


The traffic situation in Bangkok can be difficult and 
dangerous for both pedestrians and vehicle occupants. All 
visitors should be alert to traffic patterns and unexpected 
motorcycle drivers. Traffic drives on the left-hand side 
opposite from the U.S. 

flows in the opposite direction. Pedestrians should use the 
overhead walkways for crossing busy streets. 


TERRORISM: 


The threat from transnational terrorist groups to the U.S. 
Mission in Bangkok is currently ranked high. Despite stepped 
up RTG efforts to monitor its borders 

porous and allow easy illegal access. Transnational terrorist 
groups 

utilized Thailand as a transit point. 


The threat from indigenous terrorist groups is currently 
rated as low. There is no evidence to indicate that 
indigenous terrorist groups are planning acts against U.S. 
personnel or facilities. The far south of Thailand has 
experienced incidents of criminally and politically motivated 
violence 

Muslim separatist groups. Although Americans have not been 
specifically targeted in the past 

of past attacks by these groups - including bombings of 
public places - indicates a potential threat to American 
citizens. 


The State Department is concerned that there is an increased 
risk of terrorism in Southeast Asia 

Travelers to Thailand should therefore exercise caution 
especially in locations where Westerners congregate 

clubs 

other places frequented by foreigners. 


E. OTHER SECURITY TIPS: 


- Visitors should avoid making any pejorative comments about 
any members of the Thai Royal Family or engaging in 
disrespectful conduct within temples or toward religious 
objects. Such behavior can result in arrest and/or expulsion 
from Thailand. 


- Precautions should also be taken not to discuss sensitive 
or classified matters outside secure environments or over 
unsecured and/or cellular telephones 


Column 3 
safeguard classified or sensitive materials at the Chancery 
and not at hotels or residences. 


- Visitors should also be aware of the State Departments 
Consular Information Sheet for Thailand and the most recent 
Worldwide Caution Public Announcements 

via the Internet at http://travel.state.gov. DOD personnel 
must review the PACOM Force Protection Levels for Thailand 
found at http://131.84.1.218/staff/at/athome.shtml. 


- In essence 

caution and be alert to their surroundings with regard to 
their personal security. Suspicious incidents/activities 
should be reported to RSO Bangkok (Tel. 02-205-4000 
hrs/day). On behalf of U.S. Embassy Bangkok 

have a safe and pleasant visit. 

BOYCE 
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their agency certify to the State Department Bureau of 
Diplomatic Security that the employee has undergone 
equivalent security training. The contact for this 
certification is Assistant Director of training 

telephone (703) 205-2617. Country clearance will not be 
granted for any traveler with planned TDY in excess of 30 
days if this information is not stated/certified. POC for 
additional information is DS RSOBangkok@state.gov. 


- (U) Crime is generally non-confrontational in nature. 
Criminal acts are usually crimes of opportunity such as 
purse-snatchings 

pocketing. Visitors should be especially alert in crowded 
buses 

should lock valuables in hotel safe deposit boxes not in 
their hotel rooms. 


- (U) Be aware of common scams and frauds (including credit 
cards 

at well-established and reputable businesses. Visitors 

should be careful when purchasing branded or copyrighted 
goods. There are many pirated counterfeit products in the 
marketplace; their purchase is against post regulations and 

it is illegal to import these products into the U.S. Be wary 

of common scams for jewelry 

antiquities. There are no Thai government-owned or sponsored 
gem stores. If victimized 

Police by dialing 1155. 


assy Ljubljana welcomes the visit of and grants Country Clearance to Rossitza B. Petrov and Eric de 
'"ROIT REF: TORONTO 2248 Classified By: Acting Consul General Michael Schimmel for reasons 1 


O. 12958: N/A TAGS: ECON, EFIN, PGOV, PHUM, ZI, Economic Situation SUBJECT: SOARING CO 
easons 1.4 b/d. 1. (U) The Independent Election Commission (CEI) released October 18 its latest fic 


EAID, EFIN, NP, Maoist Insurgency SUBJECT: NEPAL: COST OF THE MAOIST INSURGENCY REI 
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- (U) Visitors are cautioned from visiting bars involved in 

the sex trade. Many of these operate illegally and clients 

can be subject to RTG law; they often charge exorbitant drink 
prices and cover charges. There are also many incidents of 
crime against patrons in these establishments. Drugging and 
robbing of unwary individuals is not uncommon. There are 
frequent reports of victims being drugged and robbed or 
beaten when visiting these bars. The drugs used can cause 
serious temporary memory impairment 

overdosed 


C. (U) TRAFFIC: 


- (U) The traffic situation in Bangkok can be difficult and 
dangerous for both pedestrians and vehicle occupants. All 
visitors should be alert to traffic patterns and unexpected 
motorcycle drivers. Traffic drives on the left-hand side 
opposite from the U.S. 

flows in the opposite direction. Pedestrians should use the 
overhead walkways for crossing busy streets. 


D. (SBU) TERRORISM: 


- (SBU) The threat from transnational terrorist groups to 

the U.S. Mission in Bangkok is currently ranked high. Despite 
stepped up RTG efforts to monitor its borders 

relatively porous and allow easy illegal access. 

Transnational terrorist groups 

Jemaah Islamiyah (Jl) 

point. 


- (SBU) The threat from indigenous terrorist groups is 
currently rated as low. There is no evidence to indicate 
that indigenous terrorist groups are planning acts against 
U.S. personnel or facilities. The far south of Thailand has 
experienced incidents of criminally and politically motivated 
violence 

Muslim separatist groups. Although Americans have not been 
specifically targeted in the past 

of past attacks by these groups - including bombings of 
public places - indicates a potential threat to American 
citizens. 


- (U) The State Department is concerned that there is an 
increased risk of terrorism in Southeast Asia 

Thailand. Travelers to Thailand should therefore exercise 
caution 

such as clubs 

areas 


CSI E.O. 12958: N/A TAGS: ASEC, KNNP, PARM, ENRG, IN, Energy SUBJECT: CONTAINER INSF 
: GENEVA 2465 1. (U) Summary. Government representatives, NGOs and UN staff turned out in for 
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3N1 NOT CONFIRMED, ALL TESTING INCONCLUSIVE REF: ATHENS 027151 1. (SBU) Summary 
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E. (U) OTHER SECURITY TIPS: 


- (U) Visitors should avoid making any pejorative comments 
about any members of the Thai Royal Family or engaging in 
disrespectful conduct within temples or toward religious 
objects. Such behavior can result in arrest and/or expulsion 
from Thailand. 


- (U) Precautions should also be taken not to discuss 
sensitive or classified matters outside secure environments 
or over unsecured and/or cellular telephones 

safeguard classified or sensitive materials at the Chancery 
and not at hotels or residences. 


- (U) Visitors should also be aware of the State 

DepartmentVs Consular Information Sheet for Thailand and the 
most recent Worldwide Caution Public Announcements 
available via the Internet at http://travel.state.gov. DOD 
personnel must review the PACOM Force Protection Levels for 
Thailand found at http://131.84.1.218/staff/at/athome.shtml. 


- (U) In essence 

appropriate caution and be alert to their surroundings with 
regard to their personal security. Suspicious 
incidents/activities should be reported to RSO Bangkok (Tel. 
02-205-4000 

we hope you have a safe and pleasant visit. 

BOYCE 
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really here?" When PolOff approached Ahmed Chalabi for a 
comment 

Zuhair Humadi 

PolOff on October 20 that Amre Musa was on his V'best 
behavior. Humadi reported that Musa proposed organizing а 
national dialogue conference in Baghdad in mid-November. 
Humadi said he urged Musa to open an Arab League office in 
Baghdad 

League\'s presence would raise pressure on Arab countries to 
be more forthcoming about the level of diplomatic relations 
and that more would send Ambassadors to Baghdad. 


SUNNI AND KURDISH REACTION 


4. (C) Ahmed Najati Agha 

President Ghazi al-Yawr 

with Amre Musa had gone well. Agha told PolOff that he was 
impressed by the size and length of the visit. Agha said 


118185 1. (SBU) DCM met with MEA (Americas) Joint Secretary Jaishankar to present reftel deman 


REPUBLIC DEMARCHES REF: A. STATE 188927 B. STATE 188933 1. Embassy on October 2 
DUGAN-STILWELL 1. (U) On Oct. 5, PolOff delivered talking points and curriculum vitae of Internat 
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that Musa suggested to VP Ghazi al-Yawr that hosting a 
national dialogue with dignitaries from the Arab world would 
add balance to the political discourse in Iraq. Agha said 

that Musa offered to organize such a conference in November 
and that al-Yawr was very pleased with the idea. National 
Assembly staffer Saifaldin Abdul-Rahman told PolOff that 
Musa 

been brief but positive. 


5. (C)MFA Chief of Staff Hariri told PolOff that Foreign 
Minister Hoshyar Zebari greeted Amre Musa upon arrival at the 
airport. They exchanged a few words and promised to discuss 
\"projects and possibilities\" at an October 21 iftar hosted by 
the MFA. Hariri said MFA interaction with Arab League 
delegates had been very friendly. 


MFA SEVERE LACK OF ORGANIZATION 


6. (C) Two days prior to the visit 

Ambassador Abdel Amir Tabikh provided PolOffs with a 
jam-packed 3-day itinerary. With the exception of perimeter 
security (see ref b) 

completely Iragi-organized. The first day of the visit was 
plagued with logistical problems. Scheduled meetings were 
canceled at the last minute because the MFA neglected to 
check if politicians were in town. Meeting sites were 
changed because MFA assumed that GOI officials would be 
meeting in their offices rather than their homes. On two 
occasions 

Green Zone sites for meetings 

lead car in the convoy. 


6. (C) The disorganized schedule required several entries in 
and out of the IZ 

was 2 hours behind schedule. Special Assistant to UN 
Representative Steven Siqueira told PolOff on October 20 that 
the delegation failed to show for a meeting with UN Special 
Representative Ashraf Qazi. Five hours after the scheduled 
meeting 

delegation might drop by the next day but could not specify a 
time. 


7. (C) Amre Musa\'s schedule for October 21 includes 
additional meetings in Baghdad with political leaders. On 
October 22 

transportation arranged by Embassy Baghdad. 


SUPPLIES MAY BE AFFECTED (CORRECTED COPY) REF: KATHMANDU 02210 1. (SBU) Only 
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5. OZGUR GUNDEM: Ministry of Culture and Tourism stopped 
the construction of a mosque in Diyarbakir\'s Kulp district 

because the mosque was intended to replace a historical Armenian 
church. The Subgovernor of the Kulp district said that there 

were already two mosques in the village 

was going to be built 

village other than the location of the church. 


6. EVRENSEL / OZGUR GUNDEM: Following Diyarbakir 
Governor\'s Office\'s probe into a monument erected by the Sur 
Municipality to commemorate Ugur and Ahmet Kaymaz\'s killing in 
MardinVs Kiziltepe district in November 2004 

Interior started an investigation against the mayor of the Sur 
Municipality on charges that the municipality\'s budget was 
deliberately spent \"improperly\" for construction of the 

monument. Ahmet and Ugur Kaymaz are reportedly referred to as 
\"terrorists\" in the report of the Ministry. 


7. ҮЕМІ SAFAK: Road expansion work on the road between Van 
and Hakkari has been suspended due to depleted dynamite 

supplies. Expansion tasks will resume as soon as Van\'s Regional 
Directorate of Highways sends 5-tons of needed dynamite. 


ECONOMIC DEVELOPMENTS 


YENI SAFAK / BOLGE: Edwar Mum 

that operates MersinVs Free Trade Zone (FTZ) 

volume of transactions in the FTZ in the first nine months of 

2005 has fallen behind last year\'s transaction volume during the 
same period. Harmonization with EU laws brought about changes 
in the FTZ status to where it is no longer covered under tax 
exemption procedures. 


REID 
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fertilizer compound by using less nitrogen 

lead to a weaker basic fertilizer. The GOZ is also 
advising farmers to plant now and apply fertilizer 
\"later.\" End Note.) 


7. (U) Тһе GOZ\'s command and control economic 


3ASUCCESS Classified By: Political Counselor Robert Ford for reasons 1.4(b) and (d) 1. (U) PolO 


3AQ REFERENDUM REF: STATE 189909 Classified By: Deputy Polcouns Art Muirhead for Reason 


N REF: STATE 194572 Classified By: PolCouns Kathy Fitzpatrick for reasons 1.4 (b) & (d). 1. (C) P 
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policies 

private trading in grain and seeds 

Systems to distribute agricultural inputs across the 
country are inefficient 

maize seed distribution. Thus 

constraint 

effectively distribute inputs to farmers. 


8. (U)With funding from the European Community 
Humanitarian Office (ECHO) 

300 

This number comprises approximately 3096 of communal 
farms 

households assisted last year. Several donors have 
funded NGOs to distribute seeds to the most vulnerable 
populations. This year 

will allow NGOs to import seeds 

but there is again confusion over import procedures 
inspections 

permitted - hybrid varieties or open pollinating 

varieties. (Note: There were similar problems during 
the previous planting season. End note.) NGOs 
currently plan to provide approximately 2000 MT of 
seeds. 


9. (U)USAID continues to provide humanitarian 
assistance in Zimbabwe. In FY 2005 

some $200 

recovery efforts. In addition 

NGOs for livelihood/agricultural support to affected 
households. Activities are primarily in the form of 
nutrition/household vegetable gardens and drip 
irrigation. 


10. (SBU) The Mission concurs with the FAO assessment 
that 

economy will virtually guarantee another poor harvest 

in 2006. Notwithstanding good predictions of rain and 
generally good seed availability 

and acute foreign exchange shortage will be overriding 
factors. During a trip to Bikita in the Midlands 

also found good supplies of maize seed and fertilizer 
available on the commercial market. However 


ed reftel request to General Alberto Ficuciello, Military Advisor to Prime Minister Silvio Berlusconi. Fic 


> following diplomatic note from the Spanish Ministry of Foreign Affairs on October 20, 2005 seeking ‹ 


TO SUBJECT: DEMARCHE TO AUSTRIA: NATO SUPPORT TO PAKISTAN EARTHQUAKE RELIEF 


ADDITIONAL AID TO PAKISTAN VIA NATO REF: SECSTATE 194572 Classified By: Political/Econoi 
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prices 

decline of the Zim dollar 

reach of most farmers. Their meager incomes have not 
grown apace with the prices of inputs 

largely imported 

expensive than (in Zim dollars) than last year. 


11. (SBU) The insufficient income of poor households 
and the inefficient government-controlled distribution 
systems mean that the 2006 harvest may be even worse 
than the disastrous 2005 season. Moreover 

farmers 

should be the backbone of production are reliably 
reported to be reselling their subsidized allocations 

of fuel and fertilizer on the black market at great 

profit rather than using them for agricultural 

purposes. Under such circumstances 

and the need for humanitarian support will continue in 
Zimbabwe for some time. Until the GOZ turns around its 
economic mismanagement 

be distributed efficiently 

Zimbabwe will be vulnerable to food insecurity for the 
foreseeable future. 


Dell 
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Kara indicated that the final Czech position will be heavily 
influenced by debate among EU members 

no EU member has seen the draft text of any of the three 
resolutions. 

CABANISS 
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map 

human rights 

continued to support human rights training for 
both sides and was receptive to the idea of 
strengthening the human rights element of cease- 
fire monitoring (perhaps by adding a human rights 
component to the Sri Lanka Monitoring Mission - 
SLMM). 


4. (SBU) Not surprisingly 

different atmosphere in Kilinochchi when he met 

with LTTE political chief Tamilchelvan (Martin saw 
him right after Tamilchelvan meet with Norwegian 
envoy Trond Furuhovde with whom Martin traveled to 
and from Kilinochchi). Tamilchelvan said the LTTE 
a joint human rights declaration was \"possible and 
feasible" but that it could not happen in advance 


zT FOR 2006-07. US VOTES NO. 1. Summary: The United States voted against adoption of the 2X 


D SECURITY IN THE NIGER-DELTA 10/17/05 1. (U) Lagos EAC convened October 17 to review P 
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Classified By: Consul General Brian L. Browne fc 
Classified By: Consul General Brian L. Browne fc 
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D SECURITY IN THE NIGER-DELTA 10/17/05 1. (U) Lagos EAC convened October 17 to review P 
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of talks with the GSL on improving cease-fire 
implementation (Tamilchelvan said the LTTE was 
\"anxious\" to participate in such talks if the 

venue issue could be resolved). Tamilchelvan was 
receptive to the idea of human rights training (a 
UN human rights official who attended one of the 
briefings said the UN has conducted seventeen 
human rights training sessions for the LTTE since 
the CFA came into effect). Martin commented that 
TamilchelvanVs anger over the EU travel ban was 
V palpable. V" 


5. (SBU) In terms of human rights monitoring 
Martin said the LTTE was adamant that only an 
international body could do the job in Sri Lanka 
since the Human Rights Commission (HRC) was not to 
be trusted 

(Comment: The LTTE murdered the last head of the 
HRC 

Radhika Coomaraswamy 

her a traitor to the Tamil cause.) Tamilchelvan 
complained that whenever there is an incident in 
GSL-controlled territory 

the LTTE but does not conduct any sort of serious 
investigation (Martin said the GSL 

subject 

investigations since the perpetrators and key 
witnesses always disappear into LTTE-controlled 
areas). Martin said the LTTE was very angry about 
an attack on senior LTTE cadres in the East the 
day before he went to Kilinochchi 

about the murder of two school principals in 

Jaffna the same day. Martin said he pushed hard 
on the general issue of political killings but 

\"got nowhere\" with Tamilchelvan. 


6. (SBU) Martin held meetings in Kilinochchi with 
the North East Secretariat of Human Rights 
(NESOHR) 

organization and attended a ceremony in which 
NESOHR \"released\" twenty-five child \"volunteers\" 
who had been handed over to them by the LTTE 
(Martin said he insisted that the SLMM and UNICEF 
also be present). Martin said the relationship 
between the LTTE and UNICEF seemed to perhaps be 
rebounding after a recent visit to Kilinocchi by 

the new UNICEF country representative. There had 
been sixty-five child soldier releases over the 

past month 

according to Martin. 


Jandle Accordingly. 1. (U) President Alejandro Toledo, on 10/7, swore in Carlos Alberto Almeri Veran 
? same day that the leading paper carried a front page story praising a Cuban-Venezuelan program p 
:F: EMAIL 10/17/05 1. Embassy welcomes and grants country clearance to Jackie Black, FAA Inspe 
, WTO SUBJECT: WTO AGRICULTURE NEGOTIATIONS AND GEOGRAPHICAL INDICATIOP 
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7. (SBU) Asked whether 

LTTE front organization or a genuine human rights 
group 

Obviously 

NESOHR 

human rights issues. But 

has presented a number of cases to LTTE 
intelligence about missing persons 

said 

change on human rights issues for years within the 
\"straitjacket\" of having to live with the LTTE. 
Martin said he had brokered a meeting between 
Karunaratnam and Human Rights Commission head 
Radhika Coomaraswamy during his visit and that it 
had gone well. \"They really hit it off." Martin 
thought it would lead to quiet sharing of cases 

etc. between the two groups although no formal 
link would or could occur. 


8. (SBU) Martin said he would prepare a paper for 
both sides after his visit 

areas for progress on human rights issues but that 
he did not have any expectation of movement in 
light of the impending Presidential elections and 
LTTE insistence that nothing was possible until 
CFA talks were held. Martin said it is unlikely 

he\'ll be back anytime soon. 


No Cease-Fire Talks Either 


9. (U) Retired Norwegian General and former head 
of the Sri Lanka Monitoring Mission Trond 
Furuhovde visited Sri Lanka at roughly the same 
time specifically to see if he could make progress 
on convening talks on better implementation of the 
cease-fire agreement. (GSL and LTTE have agreed 
in principle 

venue 

i.e. 

briefed Co-Chair Chiefs of Mission 

Ambassador 


10. (SBU) Furuhovde said that he had come back to 
Sri Lanka knowing there was little chance of 
movement 

conversation going" and to fill the perceived gap 
that nothing is happening on the peace process. 
Furuhovde said that both sides stated their 

interest in keeping the Cease-Fire Agreement (CFA) 


going 


12958: N/A TAGS: KCRM, KJUS, ES, KTLA, INL SUBJECT: EL SALVADOR\'S NOMINATIONS TO A 
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strengthen it. GSL Peace Secretariat head 
Jayantha Dhanapala said the GSL wanted to add some 
type of enforcement or policing element to the 
CFA 

responsibility lies with the two parties. The 
LTTEVs Tamilchelvan 

to the current concept of self-enforcement. The 
Tigers continued to insist on a \"neutral\" venue 
outside of Sri Lanka for any talks 

were not prepared for any talks before the 
November 17 Presidential election. 


11. (SBU) Giving his more general impressions 
Furuhovde said that he believed that the LTTE 
shock at the EU travel ban had now worn off 

that the Tigers understood that the international 
community was now watching them closely. 
Furuhovde had the impression that the LTTE had 
discussed the current situation in its Central 
Committee and decided on a strategy. The first 
point is that they would wait for the outcome of 
the Presidential election before any major 
decisions. The Tigers understand the differences 
between Ranil and Mahinda 

scenarios 

Furuhovde noted that Prabhakaran\'s annual Heroes\' 
Day Speech will be delivered on Nov. 27 

days after the election 

an indication where the LTTE was heading. 


12. (SBU) Furuhovde said the nature of the war had 
changed 

called a \"subversive war.\" While the GSL was 
using paramilitary groups such as the Karuna 
faction 

paramilitaries--lightly-trained irregulars 

controlled by combat headquarters who would be 
given a weapon and a specific task. The spate of 
grenade attacks in Trincomalee (reftel) was a 
perfect example of this type of action. Furuhovde 
said the lack of clear control over these elements 
was disturbing. He speculated that this type of 
LTTE attack might soon spread from Trinco to 
Jaffna. 


13. (SBU) COMMENT: We can draw several conclusions 
from these discussions: 

--Not surprisingly 

before the Presidential election. 

--No matter who wins 

process will be difficult. 


:RCE ON FOUNDATION FOR THE FUTURE AND INVESTMENT IN PALESTINIAN TERRITORIES 


sponse to reftel request, Post issued a press release on September 28 and transmitted a diplomatic r 
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terrorist extremism -- working by 

to defeat the threat. He noted that while the QDR emphasizes 
the need to develop new capabilities and skill sets 

associated with irregular warfare 

capabilities and cultural intelligence 

its conventional capabilities. Finally 

achieving unity of effort with other Federal 

agencies for homeland defense and homeland security was also 
an important theme in the QDR. 


5. (S) Admiral Nagtegaal said that the themes raised by 
Thomas suggested significant changes in security policy 

that extend beyond defense. Thomas agreed that the security 
challenges facing the Netherlands and U.S. demand holistic 
approaches that harness all instruments of national and 

allied power. Just as the Department of Defense has a 
unified command plan that assigns \"supported\" and 
\"supporting\" roles and responsibilities for warfighters 
suggested the need to explore the development of similar 
arrangements across governments. He stressed the need for 
dialogue 

generation of force goals as a good example of multinational 
force planning. He suggested building upon that process to 
address a wider range of security challenges. The nature of 
the challenges we face are such 

approaches cannot work. We must integrate multinational 
considerations more deeply into our national force planning. 


QDR Capability Priorities 


6. (S) DATT repeated a frequent question from MOD contacts 
regarding how the USG could afford the reforms required by 
the QDR 

Hurricane Katrina. Thomas noted that DoD faces a number of 
challenges 

personnel health care costs 

equipment 

deficit reduction efforts. That said 

not simply a \"budget drill. He expected that there would be 
a number of proposals for new or increased investment in key 
areas 

that any spending cuts would be made in light of the longer 
term strategic vision. Thomas outlined several emerging QDR 
capability priorities 

concert with broader interagency efforts 

countermeasures against advanced 

bio-terror agents. He noted that emerging non-lethal 
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technologies might be used to hold and secure a multitude of 
WMD-producing sites for eventual disarmament. Thomas also 
outlined plans to increase the numbers/capabilities of DoD 
Explosive Ordinance Disposal personnel to render safe nuclear 
devices 

purpose forces and increases in some special operations 
forces. 


7. (S) Thomas explained the importance of improving language 
and culture capabilities 

American heritage speakers to join the military. Thomas 
stressed the need to recruit individuals who are not only 
bilingual but also bicultural to improve the U.S. military\'s 
local knowledge and cultural awareness in less familiar areas 
of the world. Gen. Veltman related problems the Dutch faced 
in attracting individuals from different ethnic backgrounds 

to join the military -- often 

families feel threatened if they cooperate with Dutch forces. 
Charge Blakeman suggested that linguistic skill was perhaps 
a contribution that the Netherlands and other NATO countries 
could make in future coalition operations; Gen. Veltman 
concurred. Thomas noted that such contributions would be 
welcomed. 


8. (S) Thomas noted that enhancing deterrence was also an 
important topic within the QDR and in this regard stressed 
the importance of missile defenses to deter adversaries 
through the prospect of denying their objectives. He also 
noted that achieving Persistent Intelligence Surveillance 
Reconnaissance (ISR) capabilities was another area of 
emphasis in the QDR. In this regard 

avoiding a V'Pearl Harbor" scenario in which space assets 
could be attacked was a concern. Thomas also related recent 
cyber operations originating from China appear to have 
targeted USG unclassified computer networks 

large volumes of compromised information pertaining to 
logistics and defense acquisition programs. As such 
centricity and information assurance capabilities are vital. 


Affect on JSF? 


9. (S) Adm. Nagtegaal asked how the QDR might affect plans 
for the JSF program. Thomas explained that no decisions have 
been taken on JSF but that deliberations are ongoing. 
Multinational participation in the program is a 

consideration. He said that QDR deliberations were informed 
by a long-term strategic framework and the transition over 

time to unmanned aircraft. In this regard 

would likely be the last major manned tactical aircraft 

program. A key question would be how JSF and other aircraft 
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programs would fit into such a transition. DoD is looking at 
a number of options 

variants. Thomas noted that international participation 
informed deliberations about the program. He noted that on 
their current timelines some of the studies and analyses that 
would inform decisions on JSF would not be completed until 
after the QDR report was submitted. Thus 

might not be made until sometime in 2006. Adm. Nagtegaal 
said that he would advise his leadership that reducing the 
number of JSF variants was under consideration although no 
decisions have been taken. 


10. (S) Reyn related past concerns by the Dutch Parliament 
regarding QDR consultations 

coordinate any QDR-related consultation statements with the 
Dutch prior to releasing them to the public. In this regard 

he also expressed his appreciation for the opportunity to 
hold bilateral consultations on the QDR in advance of the 
reviews completion. Thomas agreed to coordinate any 
statements about these or future consultations 

that the Dutch do the same with the USG. 


MFA Meeting: QDR Focus Areas 


11. (U) Sandee referred to an article in the Dutch press in 

March 2005 regarding Washington interest in consulting with 
Allies on this iteration of the QDR; as such 

interest in the Netherlands. Thomas confirmed that was the 
purpose of his trip 

constructive criticism so that Dutch concerns might be better 
taken into account in QDR development. He explained the QDR 
timeline 

2006. 


12. (S) Thomas commented on four QDR focus areas. The first 
involved building partnerships to defeat terrorist 

extremism. The challenge underscored the importance of 
integrating multinational considerations into force planning. 

A second focus area is defending the homeland in-depth -- 
both internally by working with other Federal agencies 

and local governments 

international partners globally as many potential problems 

cross borders (Avian Flu 

choices of countries at strategic crossroads is a third focus 
area. He described the fourth focus area as preventing 

hostile states or non-state actors from acquiring or using 

WMD. Our approach should have a preventive dimension along 
the lines of the Proliferation Security Initiative (PSI). 

Think Globally 
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13. (S) Thomas reviewed several QDR cross-cutting themes 
including the balance between prevention and response. He 
emphasized the need to prevent states from failing -- instead 
of attempting to rebuild them after failure -- by 

maintaining and growing civil society. Thomas noted the 
importance of enabling both traditionally strong and 
crisis-bound partners 

referred to the indirect strategy 

States seeks to transform the character of the conflict with 
terrorist extremists by empowering moderates within the 
Islamic world to confront and ostracize extremists. He 
stressed the need to build local institutions and training 
trainers 

differentiated approaches that are culturally or regionally 
appropriate 


14. (S) De Groot described the shift in thinking as \"quite 
incredible 

difficult as different mind-sets are required to effectively 

carry out this V'soft power" transition. He suggested that 
Vlessons learned" be included in the QDR process 

regarding the military\'s role in post-conflict and the 

transition from military operations to the international 
community reconstruction effort. Gabrielse pointed to the 
Dutch MOD/development assistance V'integrated approach" to 
security sector reform (SSR) in Africa. Thomas agreed on the 
importance of integrated approaches to security sector 

reform 

U.S. and allied militaries can help set the security 

conditions for nation building 

would depend on local leaders taking the responsibility to 

build or rebuild their own nations; he recalled the 

President\'s statement from his 2nd inaugural address that \"we 
stand with others when they stand for freedom.\" 


15. (S) De Groot asked if NATO was capable of carrying out 
such an integrated approach to security sector reform 
especially in connection to Africa. Thomas said that NATO 
probably has the capacity 

Afghanistan and NTM-I. But NTM-I is a relatively modest 
effort -- NATO can do more with training missions 
Gabrielse agreed 

post-Soviet Bloc. Thomas noted the effectiveness of the 
Partnership for Peace program 

the Eastern European model for security sector reform and 
particularly institutional reform at the expense of 
constructive field training. 
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16. (S) De Groot noted that training for SSR was different 
involving advisors and small teams 

Noting the difference in mind-sets 

envisioned two separate battalions for fighting and 
post-conflict phases. Thomas said there should be no 
differentiation or specialization of general purpose forces 
-- ideally 

shift from conflict to stabilization and back to conflict 
phases 

new skill sets and counter-insurgency techniques. 


17. (S) De Groot noted that better relations between NATO 
the UN 

Thomas agreed 

such regional security institutions. Gabrielse asked if the 
QDR had examined NATO-EU relations in connection to SSR. 
Thomas explained that the QDR had not focused much on the EU 
while observing that the EU might be better suited to address 
some non-traditional security issues. De Groot and Sandee 
highlighted expertise being developed in the EU with regard 
to civil-military coordination and suggested that the QDR 
factor the EU into the equation. 


18. (U) DASD Thomas has cleared on this cable. 
BLAKEMAN 
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name. Major media reported that Bush hinted that a 
Palestinian state might not be established during his 
term. The media also note that the President urged 
Israel to halt settlement construction. 


HaVaretz reported that PM SharonVs bureau insisted that 
there is no real disagreement with Washington over 
Hamas\'s participation in the PA elections 

other officials disputed this claim. The newspaper 

says that Sharon\'s position continues to be that Israel 
will not facilitate the elections if Hamas runs. 

HaVaretz also cited SharonVs bureau as saying that 
BushVs demands and criticism of Israel are not new 

that V'the pressure continues to be on the Palestinians 

to fight terror as a first step 

that Bush voiced no criticism of IsraelVs military 
responses to terror since the disengagement was also an 
achievement. HaVaretz also quoted Israeli officials 

who are not part of Sharon\'s inner circle as saying 

that Sharon\'s bureau is not listening to increasingly 
unhappy messages from the U.S. administration. 
Leading media (banners in Maariv and Yediot) reported 
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that last night 

presented his interim report about the assassination of 
former Lebanese FM Rafiq Hariri to UN Secretary-General 
Kofi Annan. Without establishing a direct connection 

with Syrian President Bashar Assad 

indicates that the order to kill Hariri came from 

Damascus and that the Syrian regime tried to obstruct 
the investigation. Leading media reported that the 

U.S. and France are preparing an ultimatum to Assad 
according to which severe sanctions could be imposed on 
Syria at the UN Security Council. Israel Radio 

reported that Syria and Lebanese President Emile Lahud 
rejected the accusations in the report. 


Leading media quoted Defense Minister Shaul Mofaz as 
saying in London Thursday that Israel does not intend 

to permanently ban Palestinian vehicle traffic on the 
West BankYs main roads 

was temporary. Mofaz was quoted as saying that it does 
not make sense to separate Israeli and Palestinian 
traffic. 


Echoed by major media 

correspondent Yaron Dekel revealed last night that a 
USD 100-million deal between Israel Aircraft Industries 
and the Venezuelan Air Force to upgrade 42 F-16 fighter 
planes has been suspended following U.S. pressure on 
Israel. The media say that the U.S. is concerned 

about VenezuelaVs growing strength and about Venezuelan 
President Hugo ChavezVs growing ties with Cuban 
President Fidel Castro. Maariv cited a Defense 

Ministry statement 

Israel are clarifying the issue. Jerusalem Post quoted 
Israeli sources as saying that it is not clear yet if 

the deal was only delayed on a temporary basis or if it 
would be canceled altogether. Yediot quoted senior GOI 
officials as saying Thursday that the move was the 

result of U.S.-Israel consultations. HaVaretz quoted 
Israeli defense sources as saying that the U.S. is 

trying to transfer the deal to the American aircraft 
manufacturer Lockheed Martin. 


Maariv reported that Knesset Member Binyamin Netanyahu 
is considering retiring from political life. 


Maariv quoted right-wing activists as saying that for 

the first time in decades 

Mount on Wednesday. The newspaper cited the policeVs 
denial of their claim. 


Leading media reported that a Palestinian teen 
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suspected of throwing Molotov cocktails at Israeli cars 
was shot dead by IDF troops on Thursday evening near 
the town of Hussan 

reported that subsequently 

last night at Israeli vehicles traveling on the road 
bypassing Hussan 

Betar Illit 


Yediot 

Lynch 

that an Israeli is among the more than 300 foreign 
fighters who have been captured in Iraq by U.S.-led 
troops and Iraqi security forces since April. Yediot 

and the Israeli-Arab newspaper Kul Al-Arab conducted a 
joint extensive interview with Attorney Khalil Dulaimi 

one of Saddam Hussein\'s defenders. Dulaimi reportedly 
said that Saddam is convinced that Israel poisoned 
Yasser Arafat. 


Leading media reported on Thursday's Israeli-Jordanian 
meeting regarding ways to combat avian influenza. 
HaVaretz reported that it was decided that Jordanian 
veterinarians would attend study sessions about the 
disease in Israeli labs. Jerusalem Post reported that 
the two countries have set up a hotline on the issue. 


Former O/C Southern Command Maj. Gen Dan Harel was 
quoted as saying in an interview with Jerusalem Post 

(VA Reluctant General Goes To America") that he is 
looking forward to serving as IsraelVs military attache 

in Washington. 


Yediot reported that former U.S. president Bill Clinton 
will be the keynote speaker at the November 14 event 
marking the 10th anniversary of the assassination of 
the late PM Yitzhak Rabin 

dozens of world leaders. 


Leading media reported that Microsoft founder and 
Chairman Bill Gates will arrive in Israel for the first 
time Tuesday evening as part of his annual European 


tour 
world of work. V" 
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Diplomatic correspondent Shimon Shiffer wrote in mass- 
circulation 

Palestinians] did not advance a millimeter Thursday 
toward their national goal of establishing a 

Palestinian state.... [But Israel\'s] sense of victory 

... IS liable to turn into a Pyrrhic victory 

becoming aware of the reality in the territories will 

exact a heavy price in Israeli lives. V" 


Senior columnist Dan Margalit wrote in popular 
pluralist Maariv: V'It is not certain whether more 
Palestinian voters will now feel that their man has 
conquered the Israeli Bastille on the Potomac River. V 


Washington correspondent Orly Azolai wrote in Yediot 
Aharonot: V'On Thursday in the Rose Garden 

though the Middle East had never been farther away from 
President Bush. The accomplishment that will succeed 
in creating a turnabout will not come from there.\" 


Arab affairs commentator Danny Rubinstein wrote in left- 
leaning 

[the Palestinian leadershipVs] satisfaction was BushVs 
hint that Washington would not object to Hamas\'s 
participation in the PA\'s parliamentary elections. V" 


Block Quotes: 


Ι. VAbu Mazen Got Nothing" 


Diplomatic correspondent Shimon Shiffer wrote in mass- 
circulation 

V'The Palestinians have no reason to feel optimistic 
over President BushVs remarks on Thursday. They did 
not advance a millimeter Thursday toward their national 
goal of establishing a Palestinian state.... Bush 

adopted SharonVs conception 

in small steps while being strict about completing each 
step on the Roadmap 

Palestinian state would be established by the end of 

his term in 2009.... The demands that Bush made of the 
Israeli side are worn out with their familiarity: ease 
restrictions for the Palestinians 

settlements and remove the illegal outposts. As for the 
issue of Hamas and the elections 

blink and did not concede to the Americans 

the organizations will take part in the democratic 
process 

issue of disarming them. What could be learned from 
the meeting last night is that Sharon will have to 
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continue to deal in the future with the Palestinian 

entity alongside Israel with complications of economic 
dependency and security problems. In other words: the 
sense of victory over what didn\'t happen on Thursday in 
Washington is liable to turn into a Pyrrhic victory 
because becoming aware of the reality in the 

territories will exact a heavy price in Israeli lives. V 


ll. VA Presidential Embrace For the Rais\" 


Senior columnist Dan Margalit wrote in popular 

pluralist Maariv (October 21): \"The United States 
received Abu Mazen with regal honors.... [But] it is 

not certain whether more Palestinian voters will now 
feel that their man has conquered the Israeli Bastille 

on the Potomac River 

someone who went to Canossa this week.... Sharon has 
built a steady friendship with Bush and a verbal U.S.- 
Israeli understanding that matches the war on terror. V" 


lll. Bush Has Problems of His Own!" 


Washington correspondent Orly Azolai wrote in Yediot 
Aharonot (October 21): \"On Thursday 

looked like someone stuck at a party to which he had 
been dragged 

not really listen to the words of Mahmoud Abbas. His 
glance went from place to place 

looking at the reporters in order to see from which 

side the blow would come. He spoke of the need for 
peace between Israel and the Palestinians and of the 
vision of two states 

at times he sounded like a worn-out record.... The 

first question asked of Bush on Thursday 

he had feared 

House.... Bush wants to work on his place in history 

as second-term American presidents do. On Thursday in 
the Rose Garden 

had never been farther away from President Bush. The 
accomplishment that will succeed in creating a 
turnabout will not come from there.\" 


IV. VPalestinian Satisfaction" 


Arab affairs commentator Danny Rubinstein wrote in left- 
leaning 

Palestinian leadership was pleased with the results of 
ThursdayYs meeting between Palestinian Authority 
Chairman Mahmoud Abbas and U.S. President George W. 
Bush. The main reason for their satisfaction was BushVs 
hint that Washington would not object to Hamas\'s 
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participation in the PA\'s parliamentary elections.... 
Israel's demand that Hamas not be allowed to run in the 
elections and its threat to disrupt the elections in 

the West Bank frightened the Palestinian leadership... 
Senior Palestinian officials therefore expressed the 
hope Thursday night that Americas position would not 
change 

Abbas\'s plan for dealing with Hamas 

enable the diplomatic process to resume following the 
Palestinian elections." 


Independent 

now 

a-vis Syria] led by [Secretary of State Condoleezza] 
Rice 

Bush administration 

without any military entanglements.\" 


Block Quotes: 
\"Bashar in the Eye of the Storm\" 
Independent 
(October 21): \"The establishment of an international 
front against Syria regarding Lebanon is a welcome 
development from Israels standpoint. From the U.S. 
standpoint 
it becomes clear today that Assad was responsible in 
any way for Hariri\'s murder 
linked with his role as an abettor of terror in lraq 
as well as with his efforts to continue to tie Lebanon 
to his coattails. As a result 
almost officially 
country would be VappropriateV for American military 
action. But if this is the operative conclusion 
derived from the investigative report 
be hasty and simplistic.... The regime\'s opponents 
represent extremist ideologies 
nonreligious. An American invasion of Syria -- even if 
it had British and French support along with UN 
approval -- would be liable to create a second Iraq 
this time on Israel\'s border. In the aftermath of a 
western invasion 
Iraq might also start trickling south and east 
Israel. U.S. Secretary of State Condoleezza Rice noted 


JEAD REF:A. REFTEL A: KUWAIT 4402 В. REFTELB: STATE 195286 С. REFTEL C: 19074 


Column 3 

this week that the military option is always on the 
Presidents desk. But for now 

the diplomatic approach led by Rice 

moderate than other voices in the Bush administration 
will achieve the desired results without any military 
entanglements.\" 


Conservative 

\"We congratulate [Angela] Merkel as she prepares to 
assume the chancellorship and hope that under her 
leadership Germany will help tip Europe toward becoming 
more of a partner in confronting the Islamist jinad 

that threatens us all." 


Block Quotes: 


\"Merkel\'s Challenge!" 


Conservative 

(October 21): \"Germany\'s reluctance to adopt America\'s 
view 

totalitarianism 

considering its own past. Germany should not only 
back 

current totalitarian threat to the West 

militant Islam. This means openly and more robustly 
backing Israel inside the EU and the UN. Berlin must 
lead the way in demanding that the Palestinian 
leadership disarms terrorist groups or face a loss of 
financial aid. It also means forcing Iran to abandon 

its nuclear program and support for terrorism. We 
congratulate [Angela] Merkel as she prepares to assume 
the chancellorship and hope that under her leadership 
Germany will help tip Europe toward becoming more of a 
partner in confronting the Islamist jihad that 

threatens us all.\" 


JONES 


43255 

43256 

On India nonproliferation 

India. Both agreed that the U.S. and Russia shared the same 
interests in ensuring Indian acceptance of a civil/military 
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nuclear separation. U/S Burns reviewed his recent trip to 
Kosovo and Belgrade 

and Russian influence to pressure parties involved in final 
status negotiations to compromise. End summary. 


2. (SBU) Under Secretary Burns met October 19 in Paris with 
Russian DFM Sergei Kislyak at the Russian Ambassadors 
Residence. DAS Kramer 

Kujawinski (notetaker) accompanied. Kislyak was joined by 
Russian Embassy Political Counselor Leonid Kadyshev and two 
staffers. 


3. (C) Kislyak emphasized that Indian external and internal 
stability depended on access to a steady supply of energy. 
He speculated that in 5-10 years 

presence in the market for fossil fuels 

lack of domestic supply. Given these pressures 

to increase its reliance on nuclear energy. Kislyak added 
that he had been in India four months ago 

the Indians to stop their \"war against the NPT\" although he 
understood their opposition. Still 

responsibly on WMD issues 

a number of changes in their legislation and had put into 
place substantial export controls. 


4. (C) Kislyak outlined three points regarding the Indian 
nonproliferation issue. First 

that the case of India at the Nuclear Suppliers Group (NSG) 
should be treated as an exception 

should be made to dissuade other countries from following 
Indias example. He added that Pakistan\'s cooperation 
regarding nonproliferation was \"terrible.\" Russia wanted 
more information on Pakistan\'s clandestine networks 
Kislyak 

transparent. ' Kislyak said Russia had developed an argument 
he hoped would convince other NSG members that India should 
be given an exception based on reasons of economic and 
political stability 

record. He said Brazil 

tough to convince 

nuclear weapons. Second 

giving India nuclear weapon status. He said the 

international community must invent an Wexceptional status V" 
for India. Regarding verification 

\"quasi-153\" verification system that would be similar to the 
IAEA\'s 153 verification system for non-nuclear weapons 
states 


1 SENSITIVE Е.О. 12958: N/A TAGS: ЕТАР, ОРОС, PREL, UNESCO SUBJECT: BRAZIL: UNES( 


Column 3 

energy sector. Third 

and credibly demonstrate its commitment to separating its 
civilian and military nuclear sectors before the NSG and the 
U.S. and Russian legislatures could move to grant India an 
exception. 


5. (C) U/S Burns agreed that India had acted responsibly 
regarding proliferation concerns. He welcomed the Russian 
decision to discuss India nonproliferation during the Russian 
G-8 Presidency and said he hoped to hear concrete proposals 
from the Indians during his upcoming visit on how they 
planned to separate the civilian and military nuclear 

facilities. Kislyak said Russia would have two distinct 
discussions on South Asia within the G-8; one on peaceful 
nuclear cooperation with India 

Pakistani/Indian nuclear competition. Russia had no interest 
in mingling the issue of the Indian nuclear exception with a 
discussion of competition between Pakistan and India 

Kislyak. U/S Burns said it would be helpful if both the U.S. 
and Russia proceeded on parallel tracks to encourage India on 
civil and military nuclear separation. Kislyak agreed 

added that any Indian actions must be transparent and 
credible. It is one of the few cases 

the U.S. and Russia can easily reinforce each other. 


6. (C) U/S Burns said most C/T working groups were doing well 
and that S/CT Ambassador Crumpton had been in touch with his 
Russian counterparts. However 

bioterrorism had not met. Kislyak replied that 

to meet 

two agreed that a step forward would be for Ambassador 
Crumpton to meet with Russian Special Envoy Anatoly Safanov 
to conduct exploratory talks aimed at laying a foundation for 
bioterrorism discussions. 


7. (C) U/S Burns previewed USG plans to commemorate in 
Washington the 10th anniversary of the Dayton Accords. The 
USG was focused 

and Croatian stakeholders to decide at a political level to 

begin discussions on modernizing the Dayton structure through 
constitutional reform. A modern Bosnian state would have a 
single President 

efficient parliament. U/S Burns said he had discussed this 
with Bosnian Serb leaders 
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committing to a political process. U/S Burns also told 
Kislyak that he had expressed to Bosnian Muslim leaders USG 
concern about the continued presence of foreign Muslim 
fighters who had gone there in the early 1990s to fight. He 
urged Bosnian Muslim leaders to pass tough citizenship laws 
that would restrict the citizenship requests and possibly 
revoke the Bosnian citizenship of these foreigners. Kislyak 
said this was helpful and returned to the subject of the 
Washington 10th anniversary commemoration 

Russia would be invited. U/S Burns said the involvement of 
other Dayton participants 

being discussed 

A/S for European Affairs Dan Fried. Given the largely 
ceremonial nature of the event 

easier if Washington-based Ambassadors were invited. 


8. (C) Turning to Kosovo 

recently with UN SYG Kofi Annan and soon-to-be-named UN 
Special Envoy Martti Ahtissari regarding the importance of 
consultations with the Contact Group. The U.S. planned on 
naming a mid-level diplomat to serve as a member of 
AhtissariVs expert staff and would also name a U.S. envoy to 
the final status discussions. The envoy would support 
AhtissariVs work 100 per cent and would speak for the U.S. 
Kislyak asked what role U/S Burns envisioned for the U.S. 
envoy 

between Ahtissari and the USG. U/S Burns said the U.S. envoy 
would wholeheartedly support AhtissariVs efforts 

the U.S. had not prejudged the outcome of final status 
discussions. He added that both the U.S. and Russia had 
particular influence in the region 

both countries to use that influence to move all parties 

closer to an agreement. 


9. (C) U/S Burns said his recent visit to the region had left 

him with a clear understanding of how difficult final status 
negotiations would be. It seemed impossible that the Serbian 
government would support Kosovar independence 

had not elaborated any further on their proposal for Vless 

than independence 

Albanian side 

President Rugova and accused war criminal Ramush Haradinaj 
were not available to push for consensus 

leaders were not playing helpful roles. U/S Burns said he 

had warned Kosovar Albanian leaders that they must compromise 
and take into account the need to safeguard Serb religious 

sites and the Serb minority presence. Kislyak agreed that 

Serb Prime Minister Kostunica would not agree to Kosovo 
independence and added that no Serb government could agree to 
independence and expect to survive. In a related final 

status issue 
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was almost complete. He suggested it be adopted by the UNSC 
as soon as it was ready. U/S Burns said this was not a 

problem 

review the paper before the UNSC adopted it. Kislyak said he 
\"did not disagree. V 


10. (C) Kislyak said FM Lavrov and President Putin 
appreciated the Secretary\'s readout of her trip to Central 
Asia. However 

the Secretary was advocating for a regional forum on 
cooperation 

Afghanistan 

Russia had a problem 

regional cooperation that did not include it 

U/S Burns said the Secretary had focused on the need for the 
region to better its economic ties and to work with 
Afghanistan against narcotic flows. However 

not considered any formal grouping that would exclude Russia. 


11. (C) At the end of the meeting 

diplomat access to the Green Zone in Baghdad. Coalition 
military authorities 

Russian Embassy that only the Ambassador and the DCM would be 
allowed unimpeded access. All other personnel would need to 
stay in a security line before entering. This was extremely 
dangerous for Russian diplomats 

\"absolutely unacceptable." The Russian government had raised 
this with Ambassador Burns in Moscow and had been told 
subsequently that if the Russian Ambassador were accompanied 
by note takers 

the Green Zone. However 

diplomats who had meetings that the Ambassador and the DCM 
did not attend. Furthermore 

not been given a full access badge. FM Lavrov asked Kislyak 
specifically to raise this with U/S Burns. Russia has not 

gone public 

amicably. He noted as well that FM Lavrov had sent a letter 

to the Secretary 12 days ago regarding this issue 

not yet received a response. U/S Burns said he understood 

the seriousness of the issue 

shortly. 

Please visit ParisW Classified Website at: 
http://www.state.sgov.gov/p/eur/paris/index.c fm 


High Commissioner for Human Rights (ОНСНА) (6/50 215/1 USA 2970) transmitting in accordance 
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Times 

that reported on former President Lee Teng-hui\'s speech 
in Washington DC on its front page. The newspapers ran 
a banner headline on its front page that read: VLee 
Teng-hui Speaks in Washington 

Rectification of Taiwan\'s Name and Writing a New 
Constitution.V" 


2. In terms of editorials and commentaries 

Council for Advanced Policy Studies Secretary-General 
Andrew Yang commented on U.S. Defense Secretary Donald 
Rumsfeld\'s China trip in an opinion piece in the 

centrist 

Yang 

administration is still fine tuning its China policy 

but it is not an easy job for Washington and Beijing to 
break their long-term distrust via high-level military 
exchanges. The \"Free Talk V" column of the pro- 
independence V'Liberty Times\" discussed Taiwanvs first 
case of avian flu 

effective action to stop Chinese goods from being 
smuggled into the island. Wang Kun-yi 

professor in Tamkang University's Graduate Institute of 
International Affairs and Strategic Studies 

Chinas space program in the limited-circulation 
independence 

said given the fact that TaiwanVs opposition parties 
continue to obstruct the passage of the arms- 
procurement package in the legislature 

to enhance its advanced military capabilities will 

result in a growing imbalance in the cross-Strait 

military strength 

for TaiwanVs ongoing security. End summary. 


1. Rumsfeld\'s China Trip 
V Donald Rumsfeld\'s Visit to China\" 


Andrew Yang 

for Advanced Policy Studies 
piece in the centrist 
[circulation:400 


V. The Bush administration stated clearly that 
Washington-Beijing relations are complex and that it 
hopes China will become as a stakeholder that joins the 
United States in sustaining the development of the 
international system. [BushVs statement] indicated 
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that the United States still 

distrusts China and that it hopes Beijing will take 
concrete actions or make changes in accordance with the 
United StatesV expectations and thinking. This 
statement not only demonstrated the pragmatism shown in 
the Bush administration\'s China policy in its second 

term of office but also served as a major backdrop for 

the constant exchange of visits and interactions 

between American and Chinese high-ranking officials 
over the past year. Since U.S. Defense Secretary 
Donald Rumsfeld has also jumped on this pragmatic 
wagon 

time to see if such a visit will be able to promote 

bilateral military interactions that will help to build 

mutual trust between the two sides. Nonetheless 

not easy for Washington and Beijing to break their long- 
term distrust via high-level military exchanges. 


VBefore his departure for China 

repeatedly and strongly questioned China\'s military 
expansions over the past few years and doubted 
Beijing\'s strategic intentions. Rumsfeld\'s moves 
clearly indicated the core of WashingtonVs mistrust 
toward China\'s military. . Rumsfeld\'s performance and 
attitude [in China] are an effective demonstration that 
there is still a long and difficult road for the 

military of both sides to establish mutual trust. Even 
though the United States! military interactions with 
China seem pragmatic on the surface 

they still stuck to RumsfeldVs usual style and attitude 
toward China 

very tough sometimes. Such an atmosphere of military 
interaction between the United States and China seems 
unlikely to be changed during Bush\'s term of office. . 


VRumsfeldVs visit to China symbolized that the Bush 
administration is still fine tuning its China policy. 

But given the fact that President Bush\'s power will 
continue to grow weaker [as he moves toward the end of 
his second term] 

remain swinging in the trials. V 


2. Avian Flu 
\"China\'s Bird Flu Attacks Taiwan\" 


The V'Free Talk\" column of the pro-independence V'Liberty 
Times\" [circulation: 600 

V. The Council of Agriculture confirmed Thursday that a 
seized cargo of birds smuggled from China to Taiwan 

have tested positive for the H5N1 bird virus. Even 


` 1. (U) On October 11, the Council of Ministers (cabinet) announced a $100M assistance package fc 


¡CAT 1511 Classified By: Deputy Chief of Mission William R. Stewart. Reason: 1.4(ο). ------- Summa 
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though these birds have been destroyed and chances are 
therefore slim for the avian flu to spread [in Taiwan] 

this time 

warning signal for the island. If Taiwan continues to 
overlook the problem of growing smuggled Chinese goods 
into the island and fails to take effective action to 

prevent them 

enter Taiwan that will deteriorate the islandVs social 

order and the health of Taiwan people. An even worse 
case will be the bird flu which will be spread from 

China to Taiwan . and put all Taiwan people in the 
purgatory of plague. .\" 


3. China\'s Space Program 
\"PRC\'s Space Program a Concern for Taiwanese\" 


Wang Kun-yi 

University\'s Graduate Institute of International 
Affairs and Strategic Studies 

independence 

[circulation: 30 


V. Since 1992 

its national development planning 

dubbed the Shenzhou manned flight project. China 
successfully launched its first unmanned spacecraft in 
1999. With the launch of the Shenzhou VI this year 
China\'s second manned space flight 

efficiency of Chinas space program can be observed. 


VMissiles that are capable rapidly changing their 
course and altitude during flight are also being 
developed as part of China\'s space program. These 
missiles will be better able to evade interception from 
missile defense systems and will be extremely efficient 
themselves at intercepting other missiles. 


VAfter China has acquired such technology 

able to use long-range missiles to successfully counter 

the US missile defense system 

development. This is one of the reasons for the US\' 
expression of concern over China\'s development of space 
technology. 


VWhile China continues to enhance its advanced military 
capabilities 

to obstruct the passage of the arms-procurement package 
in the legislature. As a result 

growing imbalance in cross-strait military strength 

which is of the utmost significance for Taiwan\'s 


decision on Turkey\'s accession negotiations behind us, it is time to turn toward consolidation of rece 


ur 2004 report, Bulgaria has made significant progress in implementing a national strategy to fight ch 
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UNMEE observers following the GSEVs ban on helicopter 
operations has left gaps of up to 600 km between UNMEE 

posts. Deputy SRSG Azouz Ennifar asked whether the USG could 
provide detailed satellite imagery to fill the new gaps in 
UNMEE\'s ability to physically monitor the border. Ennifar 
(strictly protect) told the Charge privately that the UNMEE 

may be consolidating too rapidly in response to the Eritrean 

flight ban. Ennifar urged that the U.S. act urgently to 

Vcool down\" the Eritrean Government and \"push\" the Ethiopian 
Government on EEBC implementation. He reiterated his hope 
that the U.S. will move quickly to appoint an envoy and 

launch a sustained diplomatic initiative on the border. Post 
believe that a US envoy -- with previous experience and 

garvitas -- is needed to calm the situation before it spins 

up into a new conflict and to get both governments agreement 

to border demarcation. END SUMMARY. 


2. (C) Charge 

Nations Mission in Ethiopia and Eritrea (UNMEE) Deputy 
Special Representative of the UN Secretary-General (DSRSG) 
AMB. Azouz Ennifar on October 20 to receive a detailed 
briefing on the recent redeployment of UNMEE personnel 
(reftel) in the wake of Eritrea s Oct. 4 ban on helicopter 

flights. Ennifar was joined by UNMEE Senior Political 

Affairs Officer Dr. Abdul-Kader Haraiche and Chief Military 
Liaison Officer Col. Jarmo Helenius. 


3. (C) DSRSG Ennifar said the UN had not received any 
response from the Eritrean Government (GSE) to an October 18 
letter from UNSYG Annan to President Isaias 

concern about the V'major impact" the GSEN\'s flight ban and 
other restrictions had on UNMEE operations. UNMEE political 
advisor 

\"disabling\" and were likely to increase as the GSE sought to 
force the international community to enforce the 2002 

decision of the Eritrea-Ethiopia Boundary Commission (EEBC). 
He noted that observing the Temporary Security Zone (TSZ) 
from the Ethiopian side of the border would still require 
coordination with the GSE to avoid aerial patrols from being 
shot down. Col. Helenius noted that UNMEE lacks the 
capability to monitor the TSZ via unmanned aerial vehicles 
(UAVs) 


st is requesting an expedited Human Rights Vetting, in accordance with the Leahy Amendment, of th 


TISTIC QUARTERLY ACTIVITIES - COUNTERNARCOTICS 2. (U) On August 13, it was reported th 
' but unclassified; please protect accordingly. Not for Internet distribution. ------- SUMMARY ------- 1 
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information via satellite or other means. 


4. (C) For the last two to three weeks 

peace-keepers faced daily violations of the right to freedom 

of movement 

Nevertheless 

peace-keepers had prompted Jordanian and Indian permreps to 
observe during October 19 UNSC consultations in New York that 
they were both considering withdrawal of their forces. 

Ennifar noted that the potential withdrawal of Jordanian and 
Indian contingents would cripple UNMEE 

more than two-thirds (India: 1 

current force strength of 3 


5. (C) UNMEE currently assesses that the deployment of 
Eritrean and Ethiopian forces is V'not offensive in posture.\" 
Ennifar added 

military buildup by Eritrea; he confirmed Prime Minister 
Meles ZenawiVs October 19 assertion to the media that 
additional Eritrean militia had entered the Temporary 
Security Zone (TSZ) 

changed uniforms and returned disguised as militia members. 
Eritrea had also begun calling up reservists earlier this 
year. Dr. Haraiche noted that additional reinforcement of 
Ethiopian troops at the border was also possible in the near 
future. 


6. (C) Col. Helenius underscored that with the GSEVs 
restrictions and UNMEE\'s October 17 decision to vacate 18 of 
40 observation posts (reftel) 

along the 1 

UNMEE\'s central sector to Bada 

western and eastern sectors. Ground troops could infiltrate 
through these gaps 

impede the movement of tracked vehicles. He hypothesized 
that any offensive by Eritrean forces would likely occur 

along the same four avenues of approach used during previous 
hostilities: along the north-south Barentu corridor; along 

the main road from Asmara to Addis Ababa; from the port of 
Assab to Ethiopia; and along the western border with Sudan. 


7. (C) DSRSG Ennifar asked whether 
patrols that previously accounted for most of UNMEE\'s 


3. (B) ISLAMABAD 15278 AND PREVIOUS МОТА! 1. (SBU) Summary and introduction: Relief supr 
er 8 the Inter-American Court of Human Rights published its 91-page decision ordering the Dominica 
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monitoring 

UNMEE monitor the border. Better equipment and capabilities 
could reduce UNMEE\'s costs 

strength (which was already being downsized) could be reduced 
even further. He also noted that leased helicopters 

currently cost UNMEE $15 million annually. 


8. (C) Ennifar underscored the need for action by the 
international community 

to forestall future conflict between Eritrea and Ethiopia. 

He added that no action had been taken to address the impasse 
since the 2002 EEBC decision. He asked if we had any further 
information on the planned appointment of a U.S. envoy. We 
responded that we were hopeful but had no further 

information. 


9. (S) Ennifar (strictly protect) told the Charge privately 

that the UN may be overreacting to force protection concerns 
in the wake of the flight ban 

engage on the border issue. He appealed for UNSC action to 
press the GSE to reverse its restrictions on UNMEE 
advocated the appointment of a U.S. envoy to the region 
noting that some observers considered the \"weak\" reaction of 
the United States to Eritrean restrictions on UNMEE 
tantamount to \"giving a blank check to Asmara.\" Ennifar 
called for urgent action to V'cool down\" Eritrea and press 
Ethiopia 

Noting that disputed areas awarded by the EEBC to Ethiopia 
were largely uninhabitable desert 

providing Ethiopia with a package of economic incentives: 
such as guaranteed access to the port of Assab 

World Bank assistance to resuscitate Assab\'s port operations 
for the joint benefit of Eritrea and Ethiopia. 


10. (C) Dr. Haraiche observed that while the EEBC declared 
that its decision would be V'final and binding 

giving no provision for discussion 

Algiers peace agreement specifies that the UN can use its 
good offices to facilitate consultations between the parties 
on implementation. 


11. (SBU) UNMEE officials noted the lack of any mechanism 
bringing together Ethiopian and Eritrean representatives 

other than the Military Coordination Commission (MCC) headed 
by UNMEE\'s force commander 

ago in Nairobi. UNMEE has proposed that the next meeting 
occur in Nairobi on November 18 

meet in either Addis Ababa or Asmara 

safety of their delegations. 


12. (С) COMMENT: The GSE\'s current restrictions on UNMEE 


1 October 11, Prime Minister Ibrahim Jaafari told Senators Jack Reed (R-RI) and Chris Dodd (D-CT) 
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well as the threat that troop-contributing countries may 
withdraw contingents 

well as setting the stage for a spinning up of tensions on 

both sides of the border that could result in unintended 
consequences. This is the ideal time for the USG to name an 
envoy -- with clout -- who could first calm the roiled waters 
and then began the process of resolving the border 
demarcation dispute. END COMMENT. 
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company whose subsidiary conducts subsoil operations in 
Kazakhstan. The new amendments appear to have been 
tailor-made to apply in the PetroKazakhstan (PK) case (refs 
A-C) 

October 18 vote approving the company's sale to CNPC 
subsidiary PetroChina. Many analysts here believe the 
amendments were intended to increase GOK leverage in 
negotiations with CNPC over the disposition and pricing of PK 
assets 

be ignored by Western courts and financial regulators signing 
off on the sale of publicly-held companies 

thereof 

termination of a buyer\'s subsoil use license -- is real 

will likely serve the amendmentsV intended purpose of forcing 
prospective buyers to seek GOK approval 

to the government to purchase \"strategic\" assets 

concluding a deal. The GOK justified the new amendments on 
the basis of \"national security." Energy Minister Shkolnik 
drew a parallel between the new law and the 1950 U.S. 
VDefense Production Act 

legal basis for the V'national security" objections to CNPCVs 
recent bid to purchase UNOCAL. 


2. (C) Summary continued. Whatever the GOKVs motives in 
rushing the package into force 

amendments is a tightening of government control over the oil 
sector. Furthermore 

here believes that the hastily-written amendments go much 
further in altering the legal landscape than the GOK likely 
intended. Interestingly 

owned primarily by GOK insiders -- to Lukoil appears to have 
beat the implementation of the new law by hours. On the 
positive side 

flaring in effect since January 2005 

until July 2006 to submit plans for disposing of associated 
gas. End Summary. 


New Amendments Rushed Into Law 
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3. (U) President Nazarbayev signed a package of amendments 
related to subsoil use and petroleum operations into law on 
October 15 

September 8 when the draft law was first submitted to the 
Lower House (Mazhilis). The new amendments modify three 
existing laws: the \"Law on Oil 

Resources and Subsurface Use 

Security.\" The amendments are logically seen as an extension 
of the December 2004 preemption law (ref D) 

only to an entity selling an interest in a contract or a 
subsurface use right in Kazakhstan. The new law reaches 
upward in an oil company\'s customary chain of parent and 
subsidiary companies 

\"to any legal entity which may influence 

directly 

words (reported in the press) of First Deputy Minister of 
Energy and Mineral Resources Baktykozha Izmukhambetov 
amendments were drafted to confront \"...cases of access to 
the republic\'s resources not by way of transaction with the 
subsurface user 

parent company of the subsurface user.\" 


4. (U) The key passage (Article 71.3) on preemptive rights 

amends the \"Law on Subsurface Resources and Subsurface Use\" 
(unofficial translation): \"In order to preserve and 

reinforce the resource and energy basis of the country\'s 

economy in newly concluded 

subsoil use contracts 

water and common minerals 

before the other party to the contract 

entity that has the right for subsoil use 

to purchase the alienable right for subsoil use (its portion) 


and/or an interest (stock holding) in a legal entity that has 
the right for subsoil use 

may 

influence the decisions made by the subsoil user 

such legal entity\'s activities are related to subsoil use in 
the Republic of Kazakhstan 

those offered by other buyers...\" 


5. (U) The penalty for noncompliance is defined in Article 
45.2 

article will read: \"(The) competent body has a right to 
cancel a contract in a unilateral way in...case of 
non-fulfillment of part 3 of Article 71 of the present Law 
regarding a state\'s preemptive right.\" 


6. (SBU) According to press quotes 
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Resources Minister Vladimir Shkolnik told the Parliament\'s 
Lower House that the GOK V'developed the bill after intensive 
study of U.S. legislation 

that stipulates a federal commission to consider all the 

issues of transfer to title of large assets.\" (Note: 

Shkolnik is likely referring to Section 7 of the Defense 
Production Act of 1950 -- which 

for inter-agency USG review of prospective Foreign Direct 
Investment which may threaten national security. This 
process became news during CNPC\'s attempted purchase of 
UNOCAL. End Note.) 


Putting Pressure on CNPC? 


7. (C) Western courts ruling on the sale of shares in 
publicly-traded companies (such as the Alberta court 

currently considering PK\'s sale to CNPC) will 

necessity 

However 

new law -- potential suspension of exploration and/or 
operating licenses -- will presumably be sufficient to drive 

any future buyers to seek prior GOK approval 

GOK an opportunity to purchase desired assets in the name of 
\"national security. V 


8. (C) The consensus here is that the law -- first submitted 

to the Lower House on September 8 

22 announced sale of PK to CNPC -- was timed to increase GOK 
leverage in negotiations with the Chinese over disposition of 
PK\'s assets 

official sale to CNPC. According to one variation of this 
argument 

on October 19 the official government paper 
VKazakhstanskaya Pravda 

(KazMunaiGaz 

announcing the October 15 signature of a Memorandum of 
Understanding (MOU) governing KMG\'s \"participation in the 
purchase of PK shares," The statement announces that KMG 
will receive Y'a right of joint management of the Shymkent 
refinery and a right to sell oil products on parity terms 

with equal shares from each side." (Comment: Experts here 
uniformly agree that 

refinery. See Ref C. However 

the GOK and CNPC have already reached agreement point out 
that if the details of "joint management of the refinery 

have not been agreed-upon behind the scenes - not to mention 
the price of KMGVs share - the most contentious negotiations 
likely lie ahead 

as leverage remains to be seen. End comment.) 


mary: In Batticaloa district, in eastern Sri Lanka, on October 10, suspected Karuna faction gunmen, 


[E 183776 1. (U) Charge chaired the Emergency Action Committee (EAC) on 10/11/05 to address tl 
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9. (C) Tom Dvorak 

(with LUKOIL) 

events. While the announced KMG-CNPC MOU was promising 
wasnt ready to abandon the hypothesis that the GOK\'s real 
goal was 

CNPC in order buy PK later at a deep discount. As evidence 
of LukoilVs intent 

court to stall finalization of PKVs sale until after LukoilVs 

claim to a preemptive right to the Kumkol field had been 
subjected to international arbitration. Such a delay 

worried 

offer. If the MOU was really a sign of GOK-CNPC agreement 
Dvorak concluded 

Canadian courts? (Comment: One answer 

Lukoil is using its own leverage in negotiations with CNPC to 
buy-out the latter\'s 50% (PK) share of the Kumkol field. End 


Comment.) According to Dvorak 

scenario 

the press have reinforced 

Energy were at odds over the sale -- in which case KMGYs MOU 
with the Chinese represented less than it appeared. 


The Law with Unintended Consequences 


10. (C) Legal analysts here fear that the hastily-written law 
may have many unintended consequences. DentonWildeSapte\'s 
Marla Valdez identified two: first 

of the entities over which the GOK exerts its new preemptive 
rights (paragraph 4) was much too broad 

apply in more instances than not.\" Second 

the National Security Law appear to obligate the GOK to 
consider numerous routine administrative acts 

\"concluding and monitoring (subsurface) contracts 

of \"national security.\" However 

existing GOK legislation 

contracts 

questions of national security arise. This conclusion -- 
which Valdez speculates was unintended -- not only 
contradicts other fundamental Kazakhstani laws (the January 
2005 tax code 

contracts entered into after January 2004) 

implemented 

of Kazakhstani subsoil contracts. The authors of the 
amendments 

really devious.\" 


Nelson: In Under the Wire 


Q informed Embassy Muscat Defense Attache Office that it is granting blanket diplomatic clearance f 
dingly. 1. (U) Summary: Turkish MFA has requested a hold on travel to border areas under the EXB: 
N Adanavs translation of a letter that was passed to ConOffs on July 28, during a visit to (Syriac) Gol 
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1). On October 13, Ambassador spoke with Foreign Minister Qirbi on the recent compromise betwee 
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11. (C) Kazakhstan\'s other headline oil deal -- the sale of 
Nelson Resources 

listed company 

glance 

Outgoing Nelson Chief Operating Officer Simon Gill told 
Econoff 

owners (which include the Presidents son-in-law) managed to 
finalize sale of their shares to Lukoil on October 14 

thereby narrowly escaping application of the new law. 


Relief on Gas Flaring 


12. (SBU) One provision of the new amendments which will be 
welcomed by oil companies is the relaxation of the GOKVs 
strict ban on gas flaring 

companies had made adoption of a grace period 
implementation phase 

efforts. 


13. (C) Comment. Many important aspects of this law -- 
including its intended or effective scope -- are not yet 

clear. Nor do we have a reliable sense of how the law is 
affecting the closed-door negotiations between the GOK 
and Lukoil. We are left with the impression that the GOK is 
once again tightening its control over the oil sector 

leaving less and less to the workings of the free market. 
Finally 

cobbled together and rushed to beat an October 18 deadline 
only strengthens the perception -- already ingrained due to 
the see-saw tax changes of 2004 and 2005 -- that the GOK 
lacks a coherent 

investment. End Comment. 

ORDWAY 


NNNN 


43260 

Generations 

the National Treasury and integrating the new oil fields into 
the revenue management scheme. In preliminary meetings on 
this issue with Finance Minister Tolli and Prime Minister 
Pascal Yoadimnadji 

of transparency 

and dialogue with Chad\'s international partners. A recent 
World Bank (WB) hosted seminar on the status of the oil 
project underscored to the GOC the international outcry that 
would arise were such a step to be taken. We do not 
anticipate a precipitous move by the GOC to change the law 


1ter- Terrorism SUBJECT: BOMB BLAST AT HYDERABAD POLICE STATION REF: A. NEW DELHI ; 


“МАТЕ PRESIDENT VOWS TO BLOCK ANTI-IPR LEGISLATION 1. Summary: Senate President An 


1. (C) Ambassador spoke with Foreign Minister Shaikh Khalid bin Ahmad AI Khalifa October 13 to re 
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but it feels under pressure to do so. If the current 

stand-off is not resolved one way or another 

of the petroleum consortium shared with Emboffs their fear 
that the consortium would be identified as V'the problem." End 
summary. 


Tolli reports a chilly reception in Washington 


2. (SBU) Ambassador Wall met with Ministry of Treasury Tolli 
October 17 to discuss TolliVs recent visit to Washington D.C. 
Tolli described a stiff reception at the WB and an equally 
difficult one at the IMF. He made the pitch that Chad needed 
to revise the petroleum management law (law 001/99) in order 
to enlarge the share of revenues going to the general budget 
from 15 to 30 percent 

revisit the desirability of the fund for future generations 

and expand the designated priority sectors. At the same 
time 

of the college 

to the producing region. Tolli argued that it was senseless 

to reserve funds for the future when the children need new 
schools now. He also wanted to include justice 

education 

public security 

on the list of priority sectors. Tolli argued that the GOC 

was at an impossible conjuncture right now 

simultaneously salary arrears 

eastern Chad 

the Darfur conflict destroying lucrative trade through 

Sudan.) Minister Tolli said that he had advised the Prime 
Minister to V'consult with everyone:\" donors 

Assembly 

underlined U.S. support for the College 

transparency and for dialogue with Chad\'s partners. 


Prime Minister conducts consultations 


3. (SBU) Prime Minister Pascal Yoadimnadji convoked 
Ambassador Wall October 19 to pursue the same discussion. He 
described a precarious social situation characterized by 
large internal indebtedness 

the health and education sectors and difficulties in paying 
pensions. Referring to recent reports of mutinies in the 
army\'s ranks 

eat.\" Despite the fact that development partners called it 
\"premature\" to revise the law 

Deby believed that the situation was not sustainable. 
Accordingly 


sited the International Center for Agricultural Research in the Dry Areas (ICARDA) in Aleppo, Syria S« 


2 B. MAPUTO 559 1. (SBU) Summary: On September 9 the controversial head of Mozambique\'s Ar 
EIGHT SUBMARINE TORPEDOES REF: EGYPTIAN ARMAMENT AUTHORITY LETTER OF REQ 
IECT: PAKISTAN - GROWING NEED FOR REFUGEE RESETTLEMENT This message has been cl 
jn Affairs (DFA) UN/Illicit Drugs Section First Secretary Brian Cahalane and on October 7, the Ambas 
oport for the U.S. candidacy in the election to UNESCOVs World Heritage Committee. 2. Begin text 
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hoped the United States would lend its support. The 
modifications would be reflected in the governments 2006 
budget which was still in draft and had not been transmitted 
to the National Assembly. Proposed changes included 
revisiting the Fund for Future Generations 

amount attributable to the General Treasury from 15 percent 
to 30 percent and integrating the new oil fields into the 
scheme. Yoadimnadji also discussed generally looking at 
additional areas for funding (such as human resources) 

did not specifically mention revising the priority sectors. 

He stated that the GOC wanted to hear from development 


partners -- especially the United States -- on this issue and 
hoped that we would be able to convince the other development 
partners (i.e. the IFIVs). Yoadimnadji stressed that the 
government needed to demonstrate to the Chadian people that 
tangible efforts were being made to increase the stream of 
revenues -- otherwise the citizens could not understand why 
they were seeing such little improvement in their standard of 
living. Prime Minister Yoadimnadji also underscored that GOC 
recognized that the oil resources were not sufficient to 

cover all of Chad\'s needs and emphasized the importance of 
dialogue with the international community on this issue. He 
noted with chagrin that he \"was not proud" of the fact that 
Chad had scored the worst in Transparency InternationalVs 
recently released corruption index. 


4. (SBU) Ambassador Wall responded that the world was 
looking to Chad as an example of management of oil revenues 
in a developing country. He reiterated the importance of 
transparency and the role of the College -- also of the 

dialogue with development partners. That being said 

might not be possible to complete the necessary consultations 
in two months. He promised to raise these questions with 
Washington and mentioned his upcoming visit in November. He 
commented that the additional resources from revising the law 
would not be adequate to meet Chad\'s needs. Chad needed to 
address the bigger problem of improving management of its 
public finances. In conclusion 

there is a revision of the law 

with all partners. 


What are the alternatives 


5. (C) In a meeting with Ambassador Wall October 6 
representative Noel Tshiani reported on the efforts by 
President Deby and Prime Minister Pascal Yoadimnadji to 
elicit IFI support for changes to the revenue management law 


1 MARGUERITA D. RAGSDALE. REASONS 1.4 (В) AND (D). 1. (C) Ambassador conveyed reftel de 
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and the subsequent (coordinated) WB/IMF response that this 
was premature. Tshiani reported that President Deby had 
hinted that whoever came after Deby could not be expected to 
honor the agreements 

the slim impact of oil revenues threatened the Presidents 
political base -- particularly among the military where funds 
were urgently needed for demobilization. 


6. (C) Ambassador Wall and Emboffs also discussed with 
Tshiani and 


SIPDIS 

Chad unilaterally changing the revenue management law. 
According to the WB 

revenue management law without WB support would be an 
immediate bill of USD 30 million (the amount outstanding on 
the WB loan for the pipeline) as well as suspension of other 
WB programs 

European Commission funding). It would also derail meeting 
the HIPC completion point and the ensuing debt relief. 
Nonetheless 

encouragement (including possibly promised financial support) 
from neighboring countries -- countries (such as Libya and 
Gabon) that had a vested interested in ensuring that the 
\"Chad model" of transparent oil revenue management failed. 


7. (SBU) Esso representative Ron Royal pointed out to 
Ambassador Wall on October 7 that 

from the consortium will bring in approximately USD 800 
million unearmarked funds annually to the state coffers. 
Knowing that this money was in the offing 

to make the changes unilaterally and \"tough it out\" until 
2008. However 

clearing about USD 14 million a month 

able to pay all of its expenses (even if they closed down the 
revenue management scheme). Therefore 

source of funding 

WB 

point for Esso 

way or another 

identified as \"the problem.\" 


8. (SBU) A World Bank hosted seminar October 24-25 examined 
the impact of the oil project \"two years later.\" The seminar 
which had broad participation by private sector and civil 

society representatives 

attendees of the firestorm of criticism that the government 


would be expected to receive were it to change the oil 
revenue management legislation. Civil society coalesced 
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around the position that the lack of visible impact from the 
oil revenues was the result of the governmentVs poor 
management of the resources 

Overall 

management law. 


What is the impact 


9. (SBU) The IMF representative 

confirmed that the GOC\'s budget woes are real enough. Faced 
with an approximately USD 150 million budget deficit from 

2004 

USD 70 million. The recent release of Euro 12 million in 
African Development Bank (ADB) grant money has alleviated 
some pressure on civil service salaries which are now current 
through August 2005. However 

performance criteria has delayed the release of additional 
funding (about USD 6 million from the IMF and about USD 15 
million from EC). According to Camard 

of oil revenues going into the general Treasury account as 
proposed by the government would not amount to much in 2006 
as most of the oil money has already been programmed for road 
building projects. The revenues from the Nya field (the only 

one producing that is not part of the current law) are also 

paltry. He reiterated that any unilateral change to the law 

would jeopardize IMF and EC funding. 


10. (C) Comment: The proposed modifications are unlikely to 
increase government revenues significantly in the near term. 
With or without modifications 

difficulties meeting pension and salary obligations 
(particularly in the health 

and repaying internal debt. The GOC could change the law 
without World Bank acquiescence 

doing so appear to outweigh the benefits and we do not 
consider this a likely scenario. While the law is not 

perfect 

some modifications 

of transparency 

with international partners on any revision to the law. 


WALL 
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Project\" is a new foreign policy strategy aimed at bolstering 
Taiwan\'s standing with its diplomatic partners in Latin 
America and countering Beijing\'s growing economic ties. 


Column 3 

Ministry of Foreign Affairs (MOFA) officials explain that the 
initiative came from President Chen Shui-bian\'s personal 
dissatisfaction with TaipeiVs existing aid programs and 
BeijingVs efforts to use its growing economy to pressure 
Taiwan. The program will promote Taiwan investment and 
encourage long term development rather than rely on TaipeiVs 
traditional infrastructure and humanitarian assistance 
projects. Taiwan officials from several government 
ministries jointly developed the plan with Taiwan business 
leaders and recipient governments in Latin America. MOFA 
officials are worried 

convince Taiwan businesses to invest in Central America 
because most firms see more potential in the PRC and 
Southeast Asia. End summary. 


Taiwan\'s Co-Prosperity Project 


2. (C) President Chen unveiled the ambitious plan during his 
September 2005 summit meeting with Central American leaders 
in Nicaragua. Taiwan\'s Co-Prosperity Project will promote 
Taiwan investment among TaipeiVs Latin American partners in 
an effort to increasingly integrate the economies of Taiwan 
and its diplomatic partners. The initiative is primarily 

focused on Central America 

developed economies 

also be included. According to MOFA\'s Latin America 
Director-General Jaison Ko 

million USD for the project 

months of joint planning by Taiwan government ministries 
businesses 

said that the program will be tailored to each individual 
country and focus on two or three key economic sectors for 
investment and development. The investment will be 
facilitated by joint Taiwan-Latin American ventures and 
funding will come from the Executive Yuan (EY) and TaiwanVs 
aid agency 

(ICDF). 


New Strategy to Counter Beijing in Latin America 


3. (C) MOFA\'s Ko explained that the project emerged from 
Presidential Office dissatisfaction with Taiwan\'s previous 
foreign policy strategy and Beijing\'s growing economic 
influence in Latin America. He told AIT that President Chen 
was personally involved in planning the new program and 
insisted that Taipei needed a new diplomatic plan to shore up 
TaiwanVs ties with its remaining partners and counter 
Beijing\'s growing economic pressure on Taipei. Ko said that 
Beijing has been using its economy to entice Latin American 


1. (U) Biographic information of the new Attorney General Ruben Candia Amarilla. 2. (U) Ruben C 


Column 3 

business leaders to pressure Latin American governments to 
increase ties with Beijing on the grounds that the PRC offers 
more economic potential than Taiwan. 


4. (C) Ko told AIT that Taipei government officials had put a 
great deal of effort into this proposal and that it is not 

just an initiative cobbled together at the last minute for 

the benefit of Chenvs trip or political gain. Ko added that 
Taiwan wants to prove to its remaining partners that it has 
much to contribute to their long-term development. He said 
that too often Beijing makes promises that it cannot keep and 
many Latin American governments are beginning to grumble 
about Beijing\'s unreliability in fulfilling its promises to 

import billions of dollars worth of products. Ko said that 

the Presidential Office had directed MOFA that Taiwan must do 
more to promote investment to take advantage of this growing 
discontent over the PRC\'s promises. 


Allies Concern Also a Factor 


5. (C) Taiwan\'s diplomatic partners have also been very vocal 
about their changing economic needs and what Taiwan can 
provide. MOFA\'s Ko said that many of TaiwanVs partners have 
moved beyond basic economic development and require more 
high-tech assistance and access to markets. Ko said that 
Dominican Republic President Fernandez asserted that Santo 
Domingo needs less humanitarian 

infrastructure projects and more investment from Taiwan that 
will serve the long term development of the economy and 
promote jobs. Previously 

traditional mainstay of Taiwan\'s aid programs for its 
diplomatic partners. Ko said that Taiwan is planning to 

build a science park in the Dominican Republic and has also 
initiated discussions for an FTA. Thus far 

Taiwan\'s partners are pleased with the Co-Prosperity Project 
because they had a voice from the beginning in the program\'s 
development. 


But Will Taiwan Firms Support the Idea? 


6. (C) One key to this program is persuading more Taiwan 
firms to invest in Latin America. MOFA worries that this may 
prove the biggest problem Taipei faces with its new strategy. 
MOFA\'s Ko told AIT that the majority of TaiwanVs investors 
are focused on the PRC or the Southeast Asian market. 
TaiwanVs Co-Prosperity Project is focused on promoting 
Central America as a base for Taiwan free trade access to the 
US market because of the newly passed Central America Free 
Trade Agreement (CAFTA). Ko explained this involves 


inal set of constitutional amendments announced on October 12 comprises one major gesture to all « 
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convincing Taiwan investors that there is a new opportunity 
for them to access the US market via investment and exports 
from Central America under CAFTA. 


7. (C) Ko explained that Taipei will focus on the textile 
market because many factories in the region 

Guatemala and the Dominican Republic 

they cannot compete with the flood of cheap Chinese textile 
products. He remarked that this has given the PRC negative 
publicity in the region and is an industry Taipei can assist. 
Under CAFTA 

export textiles to the US more cheaply 

is encouraging Taiwan investors to take advantage of this and 
open textile firms in Central America for export to the US 
market. However 

Taiwan businesses will support the idea. 


So Far Political Opposition Muted 


8. (C) Ko told AIT that President Chen\'s initiative has drawn 
the ire of opposition parties (KMT and PFP) in TaiwanVs 
Legislative Yuan (LY) 

muted. Ko explained that the government predicted such 
opposition and to ensure that the initiative would not be 
blocked 

budget and will not require LY approval. He said this is the 
only way for the government to promote its foreign policy 
because political infighting makes it impossible to achieve 
foreign policy consensus among the political parties. (Note: 
Press coverage of the Co-Prosperity Project in Taiwan quickly 
tapered off 

LY politicians prepare for December local elections and focus 
on politically contentious domestic issues. End note). 


Comment: An Opportunity for Success 


9. (C) It is too early to tell if the initiative will get off 

the ground; MOFA claims TaiwanVs Co-Prosperity Project has 
been initially well received by TaipeiVs diplomatic partners. 
This could give the Chen administration a window of 
opportunity to bolster its standing with its Latin America 
diplomatic partners. However 

Taipei can convince Taiwan firms to participate in the 
project and whether Taiwan can deliver on its promise to 
provide real investment and differentiate itself from the 
criticism of empty promises and unreliability that is 
beginning to plague Beijing in Latin America. 

KEEGAN 
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everything in one day 

Burmese military was intent on keeping power by denying the 
population the opportunity to access information and to 
develop. He described ongoing efforts to bring Burmese 
military officers to Thailand 

would not permit subordinates to travel. Even senior leaders 
would not travel 

Vbecause they never change. He demurred when the Charge 
asked if Thailand saw any results from its Burma policies 

but added that the RTG only made \"suggestions\" to Burma 
because V'the generals don\'t respond to pressure. Suphot 
added that Thailand tried not to do anything that the regime 
would consider as interference 

problems that will send more refugees 

into Thailand.\" 


4. (C) The Charge said that Thailand has many important 
lessons to offer Burma 

military to civilian rule. She encouraged Suphot to note to 
his GOB interlocutors that all the other ASEAN countries had 
opened up to the outside world 

and therefore increasingly impoverished. Suphot agreed 
noting that he would encourage the Minister of Agriculture 
and Irrigation \"to give the Burmese people opportunities. V 
He subsequently told Charge that Thailand had proposed to 
establish plantations in Burma 

paid to keep Burmese in Burma. However 

the Thai private sector was reluctant to invest here without 
guarantees because of the bad investment climate. Asked if 
the GOB would honor any guarantees 

problem. 


INDONESIA: HAVE PATIENCE 


5. (C) Indonesian Ambassador Wyoso Prodjowarsito 

for over two years 

Burmese regime 

to democracy and related assurances regarding an eventual 
political transition. We must wait for a draft constitution 

to emerge from the National Convention process 
Prodjowarsito also said the international community needed to 
wait for a referendum on the constitution 

include all Burmese people. He added 

course 

perceived inability to effect change. \"Everything 
Prodjowarsito predicted 

two months 


6. (C) Prodjowarsito said that (former Indonesian Foreign 
Minister) Ali Alatas had been pleased with his meetings with 
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regime leaders during an August visit to Burma (ref B). The 
Ambassador said 

reform business; it was \"not good timing\" to bring up 
democracy issues. The Charge noted the relevance of 
Indonesia\'s successful experience in adopting democracy 
through multiparty elections. Suggesting that the GOI could 
offer a helpful model to the GOB 

Indonesian military 

only the armed forces could keep the country together. On 
advice of former President Megawati 

he had himself offered IndonesiaVs help during his meetings 
with the GOB. They just smile 


7. (SBU) According to Prodjowarsito 

investment projects in Burma and a small amount of trade. 
Indonesia does not need to do business in this difficult 
environment 

Furthermore 

limited bank relationships create a challenging business 
climate. Besides 

Vnever heard of Myanmar 

asked if the GOI sponsored any training 

replied 


VIETNAM: WE CAN'T 


8. (C) Ambassador Tran Van Tung 

warmly welcomed Charge referring to improved relations 
between the US and Vietnam 

of the Vietnamese Prime Minister to the U.S. Charge noted 
that Vietnam had become a growing 

offer useful lessons to Burma. He responded that the 
international community had helped Vietnam 

U.S. to make the first move--\"if the U.S. is not willing 

then the military will not be either." He added that 
punishing the Burmese serves no useful purpose. He 
acknowledged that the regime\'s focus on political stability 
posed many difficulties and that too much fear over change 
usually results in nothing being accomplished. 


9. (C) When queried about Vietnamese messages to the Burmese 
leadership 

Minister and former President. He said that they urged the 
regime to open up citing Vietnam\'s own experience with 
sanctions. Vietnam had decided to open up to the outside 
world and then the international community responded. 
Vietnam 

follow suit and become part of the international community. 
Beyond visits 

minimal. Since both are basically agricultural nations 
trade has been modest. Although it has potential 
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in Burma is difficult." 


10. (C) Tung said he had had a 30-minute meeting with SPDC 
Chairman Than Shwe rather than the usual 15 minutes 
offered no details 

Ministers appeared to have little influence. He insisted 

that high-level Burmese officials understood the need for 
their country to open up and know they cannot develop 
otherwise. When urged to repeat that message to the regime 
he replied that the U.S. is the appropriate country to send a 
message. He said that Vietnam would be willing to share its 
experiences with the GOB 

would use his country as an example. 


LAOS: "WE DONT CARRY GUNS INTO TEMPLES" 


11. (C) Lao Ambassador Chanthavy Bodhisane 

invisible member of the diplomatic corps during his four 
years in Burma 

playing golf. Admitting he rarely sees any GOB officials 
relies on his household staff for information about current 
events. He said his staff was very loyal because he gave 
them rice. There is little bilateral trade 

bilateral counternarcotics cooperation. (Note: DEA Rangoon 
recently participated in a major heroin seizure in 

cooperation with Lao 

Note.) The strongest tie between the two countries is 
Buddhism 

to Burma. Asked to compare the two countries 

offered 

common practice observed by many Burmese military officers of 
always wearing weapons. 


CAMBODIA: LOWEST PROFILE OF ALL 


12. (C) While the Charge has yet to call on Cambodian 
Ambassador Hul Phany 

numerous occasions. He never has anything to say about 
current events in Rangoon 

to sing at any event. Numerous of his staff 

own son 


COMMENT: COMPARATIVE ADVANTAGE 


13. (C) Each of the ASEAN Ambassadors advocates engagement 
with the Burmese regime 

show for it. Of this group 

made any real effort to reach out beyond former PM Khin 

Nyunt 

Ali Alatas did not even bother to debrief the Indonesian 
Ambassador about his visit. While it is true that ThailandVs 


^on-permanent member of the UN Security Council (UNSC) for a two-year term beginning in 2008, ai 
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pragmatic approach has 

along its common border with Burma 

all Thai efforts aimed at political reform (the regimeVs 
rejection of the Bangkok Process comes to mind). 
Nonetheless 

advantage in being able to demonstrate to the Burmese regime 
that opening up can bring increased prosperity 
stability can be maintained as militaries yield to civilian 
governments. End Comment. 

Villarosa 
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policies of applying pressure on the Burmese regime. He said 
that Western isolation 

given the Chinese \"free reign\" to exert influence in Burma. 
It\'s clear that Burma has been isolated for too long 

said 

own approach after 15 years of no results. 


3. (C) Modestly declaring himself no expert on Burma (he 
served as DCM here 1989-1993) 

observe that every approach to the regime has failed." He 
noted that the overall political and economic situation was 
deteriorating 

General Khin Nyunt had \"aggravated\" the situation. If there 
was only some small opening 

to bring these chaps around." He suggested that India had 
previously held some expectation that oil and gas exploration 
would open things up politically in Burma 

hasn\'t happened. V 


4. (C) The Charge countered that she saw absolutely no signs 
that the regimeVs top leadership intends to open up 

alter their behavior in any way that undercuts their priority 

of keeping power. \"It\'s not the international community that 
is responsible for decline 

generals who have no interest in the welfare of their own 
people. When Mitra offered that Wat least education is not 
too bad here 

older generation had benefited from good education 

had steadily deteriorated under the military. 


5. (C) Ambassador Mitra inquired about efforts to raise Burma 
at the UN Security Council. The Charge said that a UNSC 
discussion had merit 

all other efforts by the UN and the international community. 
She cited the example of Avian Influenza 

ASEAN member 

address the regional and global threats posed by this 

disease. Mitra appealed for engagement with the senior SPDC 
leaders 


from Deputy Prime Minister and Minister of Foreign Affairs Mr. Abdullah Gul. According to the Turkisl 
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responded that the generals dismiss such overtures 

that Secretary Rice had met recently with ASEAN foreign 
ministers in New York 

to her points on Burma. 


6. (C) The Charge told Mitra that it would be helpful if the 

SPDC heard messages on the importance of dialogue. democracy 
and human rights from a variety of countries in the region 
observing that \"Burma is not just a Western issue.\" Mitra 

agreed 

lead to chaos 

The Charge responded that for this reason the USG advocated a 
national reconciliation process that includes all parties in 

Burma; Vthe regime needs to talk to the opposition 

imprison them.\" 


PAKISTAN: SANCTIONS NEUTRALIZED BY NEIGHBORS 


7. (C) During a September 28 courtesy call 

Ambassador Mohd Nawaz Chaudry expressed support for Western 
efforts to restore democracy to Burma 

the current policy of pressure. Chaudry said that the 
engagement efforts of the three main foreign actors in Burma 
today--China 

effects of Western pressure and sanctions. He claimed that 
the impact of sanctions had been largely borne by the poor 
and asked how the SPDC could be forced into any sort of 
political compromise. The Charge stated that the West had 
not damaged the country 

appeared no foreign country had any leverage at present. 

8. (C) Ambassador Chaudry noted that until the late 1990s 
the Indians 

Burmese military figures 

(ASSK) 

said he disagreed with those who felt ASSK was unwilling to 
negotiate. The key challenge 

SPDC willing to talk 

marginalized ASSK. Chaudry admitted that ASSK would still 
easily win a fair election 

allow such a result. He opined that the NLD under ASSK has 
no effective structure or party rank and file 

personality. He added that the SPDC would more likely 
collapse from internal strains. Chaudry expressed the hope 
that new military leaders might recognize the importance of 
change and reform 

efforts on the ethnic cease-fire groups because they 
represented a greater threat to the GOB than ASSK. 


9. (C) The Pakistani Ambassador cited former PM Khin Nyunt as 
someone who had not been born a democrat 
be more open over the years. He said the current perception 
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is that the SPDC has been severely weakened by his ouster 
and questioned whether the top two generals might be replaced 
soon. He called General Thura Shwe Mann (current Armed 
Forces Joint Chief of Staff) \"the man to watch\" and noted his 
youth 

Chaudry mentioned that Burma\'s \"National Security Advisor" 
(ΝΕΙ) had recently visited Pakistan and met with Musharaff. 
When asked about whether the GOP had raised the need for 
democracy and reform with him 

and launched into a lengthy defense of reforms and democracy 
within Pakistan. 


10. (C) From an economic perspective 

Singapore had about US$1.2 billion invested in Burma; China 
had US$900 million; and India only US$6 million. Black 

market trade likely dwarfed official trade figures. He 

claimed the Indians sought to bring Burma into their sphere 

of influence. India wants to build a blue-water navy from 

Arabia to Australia 

as an avenue to blue water access. Chinese investment in 
extending road networks (a new \"Burma Road") and building a 
pipeline from western Burma to Kunming were designed to bring 
the country closer into its resource and transportation 

networks. 


11. (C) Chaudry noted that the 150-300 companies that trade 
with the Generals are getting richer 

shut out. “Тһе SPDC 

largesse 

He added that Burma\'s political and economic mess was 50 
deep-seated and complex that it would take decades for even a 
benign government to manage the situation. He agreed that 
democracy was the best system of governance 

would be ideal for a nation like Burma. Chaudry saw little 
future for the country unless the SPDC and the opposition can 
unite. He suggested the West adopt fixed benchmarks as 
incentives: V'do this much and you will get this.\" 


12. (C) Bio Note: Chaudry has been in Burma for over a year 
and is himself a former political prisoner 

Pakistan as a student leader for supporting former PM Ali 
Bhutto. He expressed sympathy for political prisoners in 
Burma 

spoke for 85 minutes of the Charg\'s 90-minute call 

extended the meeting with an unsolicited 10-minute exposition 
on Kashmir and what he saw as Indian manipulation of the 
situation there. End Bio Note. 


BANGLADESH 


13. (C) Newly arrived Bangladeshi Ambassador Mohammed 
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Khairuzzaman 

enthusiastically advocated engagement with the SPDC 
suggesting that the UN process had proven ineffective. \"The 
regime looks inward and distrusts the UN system 
Khairuzzaman said 

to give (the Burmese generals) something from our side like 
Thailand 

that the SPDC generals fear persecution by an eventual 
tribunal 

government 

resolution. The Charge replied that they needed to talk 
together to determine their future; history offered many 
examples of possible ways forward. 

14. (C) Khairuzzaman pressed again for engagement 

that V'a little shift" from either side can change many 

things. The Charge replied that the regime did not respond 

to overtures and has no desire to engage. She added that it 
was important to look at the fundamental objectives of the 
SPDC regime: the generals want to hang on to power and they 
have demonstrated they will do everything necessary to keep 
it. The Charge urged Bangladesh to join an international 
consensus that pressed the regime to be inclusive in reaching 
any political resolution 

Convention process could not work because it had excluded key 
actors. Khairuzzaman again raised engagement 

expressed deep frustration with multiple delays that 
Bangladesh had experienced in securing cooperation from the 
GOB to complete a road project linking his country with 
Burma. 


15. (C) Khairuzzaman said he plans to spend most of his time 
focusing on issues in Rakhine State on the border with 
Bangladesh 

its posture on dealing with Rohingya Muslims. He described 
his bewilderment that Muslims in this area were not even 
permitted to plow their fields to support themselves. Apart 
from this 

would not permit Muslims to travel outside their townships 
(Note: Rohingya Muslims in northern Rakhine State are 
stateless and denied many basic rights 

passports and identity cards 

prohibited from relocating to neighboring towns 

attending post-secondary institutions 


16. (C) During a September 27 courtesy call 

Ambassador D.M.M. Ranaraja focused on his own domestic 
situation 

disaster and complaining about the frequent policy changes 
that come with each new election. On Burma 

that foreign policy remains the same: engagement is 
preferable to sanctions. Ranaraja noted 
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minimal trade existed between the two countries 

that Sri Lanka had no influence over the SPDC. Posted to 
Burma for the past two years 

the practice of starting rumors to control public opinion and 
manipulate the population. 


17. (C) Nepali Ambassador Victory SJB Rana 

who recently filled a long vacancy in Rangoon 

that relations between Burma and India were minimal. The 
most significant issue to occupy his time 

of it 

Burma years ago. Rana indicated these Nepali were 
curiosities more than problems 

Nepal but still interested in maintaining cultural ties. 


COMMENT: ASK NOT WHAT WE CAN DO 


18. (C) The Indians and Pakistanis are the obvious 
candidates for applying pressure on the regime. Both 
recognize the need for a more democratic system 
unlikely to pursue it themselves. As with the ASEANS 
(reftels) 

States can do 

be able to make a difference. End Comment. 
Villarosa 
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contradicts the Law on Education and the Consitution.\" 


2. Rakhimov told Embassy Political Assistant that the 
Government feels obliged to take preventive measures to curb 
students from wearing the hijab throughout Tajikistan in order 
to uphold secular education. He is convinced that students and 
their families are being coerced into wearing the hijab and 
offered cases in the Sughd region and Dushanbe as proof. In 
these cases 

evidence of being devoutly Muslim 

Therefore 

them wear the hijab 


3. Opposition figures and political and religious leaders have 
expressed disappointment and legal concerns about the law. 
Muhiddin Kabiri 

Party of Tajikistan (IRPT) 

Education. Post believes the majority of the country 

this point 

schools. Domullo Naim 

fears the law will incite a greater rift between the government 
and observant Muslims 

extremism. 


urther to Ref A demarche, PolCouns and Poloff met on October 14 with MEA Joint Secretary (Pakista 
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4. COMMENT: The government seems to believe it can prevent 
the growth of extremism by regulating external symbols - a 
dubious proposition. It remains to be clarified whether this 

new edict apples only to full hijab or also includes 

headscarves 

than extremism. In any case 

is little different from similar controversial regulations in 

France and Turkey. END COMMENT. 
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proposals 

discussion or input from key FAO staff or member 
governments. End summary. 


2. (SBU) After twelve years in office 

General Diouf is headed for election to his third six- 
year term 

that. Although most major donor members -- as well as 
many G-77 countries -- would prefer to see a change of 
leadership 

leaving Diouf unopposed in the election that will take 
place at the FAO Conference November 19-26. 


3. (SBU) Dissatisfaction with Diouf\'s weak leadership 
and lack of management skills has been evident for some 
time. The initial mishandling of the African desert 

locust crisis 

including inadequate funding for priority standard- 

setting activities 

just a few examples. The DG\'s gross mishandling of the 
organizationVs 60th anniversary celebration on October 17 
led to a major embarrassment to the organization as 
ZimbabweYs Mugabe and Venezuela\'s Chavez took the floor 
to slander the U.S. and Great Britain. 


4. (SBU) In recent months the ineptness of DioufVs 
leadership has been brought into even sharper focus 
through his \"reform proposals. ' The DG presented them as 
a Vback-of-the-envelope exercise\" at the last minute 

without adequate time to develop detailed ideas and run 
them by senior management 

member countries. At the September 2005 sittings of the 
Finance and Joint Finance/Program Committees 

states called on Diouf to establish a mechanism to 


this week. Egyptian authorities imposed restrictions on Irish beef in late 2000 following worries over tl 
aret Nardi, reason 1.4 b/d. 1. (C) Summary: The Government of Turkey is willing to support a visit of 
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consult with members to provide details and open a 
dialogue on the proposals well in advance of the November 
Council and Conference discussions on the reform. 
Although he orally agreed to do so 

to proceed with such discussions 

ramrod the proposals through the November meetings 
probably via last minute 

discussions. 


5. (SBU) Members have been struggling to respond to the 
proposal in the face of inadequate information about the 
substance and impact of the reforms and a lack of clarity 
about the rationale and objectives. To date 

reaction has been equivocal 

some good stuff in here 

it.\" It appears that many or most G-77 members may 
support the proposals simply because the Director General 
tabled them. If this remains the response at the Council 
and Conference next month 

mandate to proceed. 


6. (SBU) Reform of FAO is sorely needed 

proceed in a deliberate fashion and in full consultation 

with the membership. To this end 

November 2004 approved an Independent External Evaluation 
(IEE) of FAO. Diouf initially opposed the IEE 

eventually relented when a consensus of support developed 
among members from the North and the South 

was agreed the evaluation would not be launched until 

after the election in November 2005. The terms of 
reference for the IEE have been negotiated and are 
expected to be approved by the Council next month. The 
final results of the evaluation are to be presented to 

the Conference in November 2007. The evaluation should 
pave the way for reform based on a thorough 

evaluation of the organization\'s strengths 

and comparative advantages 

assembled without meaningful internal or external input. 


7. (SBU) If Diouf proceeds with his current approach to 
the reform plan we face three serious dangers: 


-- First 
States could continue to be under-funded despite the lip 
service FAO pays to their \"priority\" status. 


-- Second 

enthusiasm and support 

countries 

in a way that more closely aligns it with U.S. interests. 


orate (PSD) announced October 12 that the Iraqi side of the Jordan-Iraq border crossing at Кагатал 


couns delivered ref A demarche October 13 to Dimi Haddad, chief of Foreign Minister KasrawiVs priv 
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-- Third 

of a 2.5 percent real growth (RG) budget 

become difficult 

to break momentum toward this RG scenario at the upcoming 
FAO Council and Conference. 

8. (SBU) U.S. Mission encourages Washington agencies to 
consider the following strategies for securing meaningful 
reform of FAO: 


-- Use high-level State 

Diouf next week to express U.S. displeasure with the 
current state of FAO leadership and apparent efforts to 
ram through an ill-considered reform plan. 


-- Use the DG election in November to signal our 
dissatisfaction with FAO leadership by vocally abstaining 
or voting against Diouf. We should encourage a critical 
mass of other members to participate in such a protest 
vote. 


-- Block all components of Diouf\'s personal reform plan 
submitted to the Council and/or Conference next month for 
review and approval. Some components might be 
reconsidered if adequate information and opportunities 

for consultation are forthcoming 

undermine the broader reform effort based on the IEE. 


-- Prepare a U.S. reform plan that identifies U.S. 
priorities for FAO and links U.S. funding to performance. 


9. (SBU) We offer the following points for the meetings 
with DG Diouf next week in Washington: 


-- Express U.S. dissatisfaction with what we see as his 
wanting management of the UN\'s largest independent agency 
especially as seen at the organization\'s recent 60th 
anniversary celebration as well as through his last-minute 
poorly formulated reform proposals. 


-- Tell DG Diouf that we will not support the current reform 
proposals without full consultations and discussion between 
the Secretariat and the member states. 


-- Communicate dissatisfaction that Diouf chose to run for a 
third term. 


-- Express U.S. commitment to FAO reform based on the IEE 
assessment of the organization\'s strengths 
comparative advantages. 


-- Reiterate USG support for the highly qualified candidates 


(B) VIENNA 3322 C. (C) STATE 184292 D. (D) VIENNA 3246 Е. (Е) STATE 170909 1. Ch 
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we have identified for senior positions in the FAO 
emphasize that we expect him to fill these soon-to-be vacant 
positions with little or no delay. 


HALL 
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independent press generally is considered sympathetic to the 
opposition 

candidate before. Mesh Moeti 

told the embassy Political Assistant that he felt it was their 
responsibility as a newspaper to articulate a clear position 

on an important election. As if anticipating criticism from 

the ruling party 

a standard practice the world over and that Mmegi would 
support a BDP candidate if they conclude that he or she were 
the most qualified. 


6. (U) BDP Executive Secretary Comma Serema predictably but 
improbably blmed his party colleague\'s loss on MmegiVs 
headlies. Masitara\'s dejected campaign manager hinted drkly 
that this incident exposed the need for someaspects of the 
electoral regulations to be refored. On October 18 

registered a complaint with the Media Complaints Committee 
body established by the media sector to help regulate the 
conduct of its members 

\"the standards of journalism and the code of ethics." In an 
October 20 conversation with Pol Assistant 

that BDP submitted a complaint to test whether or not the 
recently established Committee would take action against an 
\"erring\" paper but did not sound intent on pursuing the issue 
further. 


VICE PRESIDENT REBUKES ELECTION OFFICIAL 


7. (SBU) In the week leading up to the election 

President Khama reportedly visited the Secretary of the 
Independent Electoral Commission (IEC) to complain that an IEC 
official had made partisan remarks against Masitara\'s 
candidacy. In a conversation with Pol Assistant 

employ indicated that this intervention had left his 

colleagues \"scared\" of the potential consequences of voicing 
their opinions unguardedly. Whether the Vice President merely 
intended to promote the professional and impartial conduct of 
elections or sought to quiet a critic 

contributed to a perception of him as intolerant of opposing 
views. 


BYE-ELECTIONS: ANOTHER COST OF HIV/AIDS 


8. (U) The elections for the Gaborone West North 


agar Lightvoet (Policy Officers, Sudan Task Force, MFA). POLOFF noted that the U.S. was urging tr 
s last week via a cover letter from the Charge. In addition to the Foreign Minister, we also delivered 


за the informaton in reftel, that Spain is already a co-sponsor of the Holocaust Remembrance Resolu 
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parliamentary seat and the council seat in Ramotswa were the 
fifth and sixth bye-elections since the October 30 

general election necessitated by the death of an incumbent or 
candidate. Although it is rare for families to acknowledge 
that a loved one died because of HIV/AIDS 

known cause of death indicates a high probability that these 
politicians died from an AIDS-related illness. In addition to 
the administrative costs of conducting the elections 
constituents suffer the political cost of losing experienced 
representatives prematurely. 


COMMENT 


9. (U) Botswana\'s multi-party democracy is vital and 
increasingly competitive after nearly forty years of 

domination by the Botswana Democratic Party. Cooperation 
among opposition parties and a bolder independent press are 
strengthening political plurality. Persistent divisions 

within the ruling party are creating new opportunities for 
opposition politicians. The peaceful conduct of the elections 
and universal respect for their results testifies to the 

strength of Botswana\'s democratic institutions. 


CANAVAN 
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the Syrian issue. In his weekly wrap up column in Le Figaro 
Ivan Rioufol reviews the V'democratic headway\" made in Iraq 
but also in other parts of the region. Rioufol describes 

Iraqvs Vother reality\" and criticizes the \"pacifists who have 
picked the wrong enemy in Bush as the warmonger.\" The weekly 
magazine Paris Match editorial is a sweet and sour take on the 
\"advances\" made in Iraq 

wan" being waged \"without intelligence." (See Part C) The 
Abbas visit to Washington is reported in Le Figaro and 
Liberation 


France\'s position against Brussels on trade and agricultural 
subsidies continue to elicit articles 

interviews. Le Monde stresses France\'s \"isolation\" апа 
President Chirac\'s \"mistaken battleW as an answer to \"France\'s 
"noY vote on the EU Constitution.\" Le Figaro Economie which 
quotes Robert Portman from Geneva also stresses that FranceVs 
\"pressures\" to keep agriculture out of the WTO negotiations is 
creating \"a European chaos which is worrying the rest of the 
world.\" (See Part C) In La Croix French Trade Minister 


ouglas Griffiths for reasons 1.4(b) and (d) 1. (C) Summary. Prime Minister Latortue announced Octo 
Finance Coordination Officer follows: a) TFCO - Lisa Kubiske, Deputy Chief of Mission, 809-731-42 
lephone with Dominican Foreign Minister Carlos Morales Troncoso, who is currently visiting Spain wit 
issy is familiar with several of the NGOs and none is known to have the mission of promoting pedoph 
ary: According to OAS officials, 3,105,000 voters had registered as of October 10. They project rouc 
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Christine Lagarde gives one more interview on the controversy: 
VWe are convinced that when it comes to certain agricultural 
products 

do not want the negotiations on agriculture to continue at 

this time.\" 


Le Monde devotes a front-page op-ed to cultural diversity and 
WashingtonVs \"hostility\" to the UNESCO convention. (See Part 
C) 


(C) SUPPORTING TEXT/BLOCK QUOTES: 
Middle East - Iraq - Syria 


\"Syria\'s Hour Has Come!" 

Pierre Rousselin in right-of-center Le Figaro (10/21): V'EI- 
Assad\'s future may be hanging on the outcome of the 
investigation into Hriri\'s assassination. Iraq 

very different approaches but the same desire in Washington to 
get things to change radically in that part of the world. It 

would seem that the Americans are making every effort not to 
repeat past mistakes. With FranceVs support 

taken over in the Syrian crisis. Pressure on the Syrian regime 
will continue and it is hard to see how Damascus will be able 
to overcome its isolation. Secretary Rice previously acquired 
the support not only of Paris but also of Moscow. The next 
step at the UNSC could be about sanctions 

indicated 

regime and not the civilian population. Thus 

transpired in the Iraqi crisis 

being implemented without tension and in the framework of the 
UN to force the Syrian regime to change its stance. One hopes 
that el-Assad will cooperate.\" 


\"lraq: The Other Reality\" 

Ivan Rioufol in right-of-center Le Figaro (10/21): \"For the 
anti-Bushists 

accepted the democracy offered by the U.S. History is 
correcting the caricature of President Bush and his single- 
mindedness. Anti-Americanism makes one blind: and although 
there is insecurity in the Middle East 

Israelis and the Palestinians from moving ahead 

Lebanese from opening their eyes 

calm from coming to Afghanistan. The people know who their 
enemies are 

continuing to point a finger at Bush as a warmonger 
"pacifistsY have picked the wrong enemy. He and his allies 
have managed to topple a tyrant and engaged in an battle 
against Islamic imperialism.\" 


\"The Door Is Slightly Ajar\" 


FOREIGN MINISTER PETTIGREW ON OCTOBER 7 AND POST PASSED IT AS WELL TO THE PF 
A. 03 STATE 326248 B. STATE 223225 Classified By: CDA Russell L. Frisbie for reason 1.4 (b& 
)697 1. Ref B reported Costa Rica\'s initial positive response to Judge Burgenthal\'s candidacy. Per 
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Alain Genestar in right-of-center weekly Paris Match (10/21): 
VWe must not 

the millions of Iragis who have voted in spite of terrorist 
threats. One can be radically set against this war in Iraq - 

as we are - against the brutal and unfair way the war was 
decided. One can criticize President Bush yet without 
contradiction acknowledge that the vote in Iraq is good news 
the first good news since the start of the war. Some will say 
that the Iraqi Constitution is too religious. What they mean 

is too Muslim. But Iraq has a culture and a religion that must 
be respected. This is a Western and racist reflex against the 
“Muslim nature of the Constitution. Yet we are not shocked 
when the American President swears on the Bible. Democracy as 
we would wish it and as the formerly oppressed Iraqis have 
dreamed it 

terrible war 

kills innocents and serves as a pretext for terrorism 

force end one day. By voting 

step.V 


Trade - WTO And Agricultural Subsidies 


VFrance Isolated" 

Left-of-center Le Monde in its editorial (10/21): \"The 
confrontation between President Chirac and the European 
Commission is taking on a new dimension just when Europe is 
stalemated after the votes on the EU Constitution. and after 

the confrontations between Paris and London over the joint EU 
agricultural policy. The fact that Mandelson is close to Tony 
Blair has added to the French President's bad mood. But beyond 
this 

liberalization is his answer to the French voters who said 

`nov to the EU treaty. France has many arguments it can use to 
defend its position on agriculture. But once again it is 
practically isolated in this battle. FranceYs continued 

attacks on Brussels have made it lose some of its power of 
persuasion. This defensive strategy 

referendum concerns 

role in Europe. V 


UNESCO - Cultural Diversity 


\"Cultural Diversity: A Manifest for A Different Globalization 
Nicole Vulser in left-of-center Le Monde (10/21): \"For once 
the worlds most powerful nation culture-wise 

itself naked and alone in its vain battle to introduce 
desperate amendments to try and rid the convention of all 
substance. Washington\'s frontal hostility towards the 
convention is both political and economic. American pressure 
is strong both at the WTO and in bilateral negotiations. 
American diplomats and trade representatives are directly 
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involved in defending Americas cultural sovereignty around 
the world in exchange for access to agricultural markets. 
Until now 

outside the national framework. Now there is one. The U.S. 
will not ratify the convention 

this convention on cultural diversity exists and will act as 
reference 

vacuum.\" STAPLETON 
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successful conclusion in the next few months of 

transatlantic Open Skies talks 

of providing stability to the current international airline 

alliance system. While Air France understands that the U.S. 
will offer little new on ownership and control issues 

important that an agreement \"go beyond the June 2004 text\" 
in the areas of competition 


AVIATION SECURITY 


3. (U) The Ambassador hosted Air France President Jean- 
Claude Spinetta for breakfast at the residence October 20. 
Joining Spinetta were Dominique Patry 

International Affairs 

Staff. DCM and Econ M/C also attended. 


4. (SBU) Without referring specifically to recent 
correspondence with the Ambassador over a July 2005 No Fly 
case (reftel) 

cancellations impose considerable costs on Air France 

can have a negative impact on Air FranceVs reputation among 
the traveling public. Spinetta expressed again particular 
concern that 

public statement placing blame on Air France for the 

incident. He hoped that we could avoid dealing with these 
issues in the press and focus on ensuring that the systems 

in place operate as efficiently as possible. (Comment. 

While Air France claims that it was not at fault in the July 

case 

a subsequent August flight. Its software failed to catch a 
one-letter difference in a passengers surname. End 
Comment.) 


5. (SBU) Spinetta stated that Air France is committed to 
making the No Fly system work. Air France will be fully 
operational on APIS-plus (Automated Passenger Information 
System) passenger data by January 26 

that the USG could accommodate Air France\'s timetable for 
putting in place the necessary software and procedures. 


3sified. Please protect accordingly. 2. (U) The health condition of Mohamed Benchicou, editor-in-chie 
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Notably 

overseas pilot airline in testing the proposed new Secure 
Flight system 

data to Washington 60 minutes prior to departure time 
Washington 

Fly/Selectee name checks. The Ambassador welcomed Air 
Frances interest 

the No Fly system work efficiently. 


6. (U) Spinetta and Tardieu outlined continuing problems 
that Air France is having with its unions over U.S. visa 
requirements. Air France has some 18 

(cabin and cockpit) 

possible service on U.S.-bound flights. Unions argue that 
the minimum half-day required to appear at the Embassy 
should be compensated as time worked. Air France has 
resisted 

airport) applications could be taken on a periodically 
scheduled basis. Econ M/C reiterated earlier explanation 
that the personal appearance requirement (including to 
collect biometric fingerprint data) could not be waived. As 
yet 

site. Both sides speculated that 

recognition of identity authentication might permit 
governments to recognize/accept secure biometric data 
collected by other governments 

near-term solution. 


7. (SBU) In a side conversation with Econ M/C 

Tardieu reiterated that Air France is ready to implement 

fully the Selectee List emergency amendment 

authorization to do so in France. (Air France already uses 
the Selectee List actively for its U.S.-origin flights 

insists it can only do so for France-origin flights when 
authorized by the GOF.) The GOF has hesitated in providing 
authorization 

diversions of Air France flights this summer. Econ M/C 
noted 

visit of a GOF delegation to Washington to consult with DHS 
on the No Fly/Selectee system 

week of Terrorism Screening Center Director Donna Bucella. 


TRANSATLANTIC AVIATION NEGOTIATIONS 

8. (SBU) Spinetta emphasized the importance Air France 
attaches to successful conclusion of transatlantic aviation 
negotiations. International airlines are coalescing around 
three great alliances: Skyteam 

liberal aviation regime between the U.S. and Europe is 
fundamental to the long-term stability of this system. In 
addition 
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to extend its current cooperation with Delta Air Lines to 

KLM\'s partner Northwest Air Lines. (Comment. Spinetta made 
no mention of DOJ recent negative opinion on Air FranceVs 
antitrust immunity application 

statements was recognition that transatlantic Open Skies was 
a precondition to such cooperation. End Comment.) 


9. (SBU) British Air\'s stranglehold over Heathrow Airport 
remains the tough nut to crack. In order to achieve this 
Spinetta argued that a new agreement must include V'more than 
the June 2004 package\". Dominique Patry noted that Air 
France understands that the USG presently can offer little 

on ownership and control 

June 2004 package (up to 4996 foreign ownership). European 
carriers also are prepared to forego \"symbolic\" points 

as cabotage. If EU Transport Ministers are to bring the 

British along 

to specific progress in areas such as competition 

aids 

these issues will not in itself be sufficient. There must 

be some agreement on basic concepts. On competition 
example 

Washington and Brussels in anti-trust immunity cases 
particularly on procedural timeframes and basic market 
concepts. 


10. (SBU) Spinetta stated that Dutch authorities 

he meets regularly 

agreement 

although the present governmental situation renders the 
German voice quiet at the moment. On the question of 
Heathrow slots 

could help one another 

slot divestiture by BA. Air France 

a Heathrow-Paris slot to Delta for use on a transatlantic 
flight 

The Heathrow situation will be helped considerably by the 
completion of BAVs new Heathrow Terminal in 2008. 


U.S. AIRLINE HEALTH 


11. (SBU) Spinetta seemed relatively optimistic that U.S. 
airlines will be able to reorganize and emerge from the 
threat of bankruptcy. He noted that USAir 

emerged from Chapter 11 

even Southwest Airlines. Spinetta met recently with 
Northwest\'s CEO 

cost-cutting plans. He noted wistfully that in Europe 
managers of failing enterprises get fired; they don\'t get 
the chance to reorganize. Also 


Post has consulted a variety of sources to determine, per reftel instructions, if an extradition treaty o! 
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European judges cannot redefine worker/retiree entitlements 
as is sometimes the case in Chapter 11 proceedings. 


COMMENT 


12. (SBU) Spinetta continues to voice frustration with the 
burdens of the No Fly system 

on Air France. However 

making the system work 

a testbed for Secure Flight procedures should be encouraged. 
13. (SBU) On aviation liberalization 

of our best allies in Europe. The nightmare scenario for 

Air France is a collapse of talks 

Commission challenge next year to bilateral Open Skies 
agreements in the European Court of Justice. With so much 
riding on the Skyteam alliance and its recent merger with 
KLM 

been a succession of good years for Air France. 
STAPLETON 
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debate continues as to whether or not the proposed increase 
will be sufficient to address the concerns of the current 
education administration. 


7. (U) The fourth pillar is an improvement in the quality of 
public services 

The main priority within this pillar is a reorganization and 
modernization of the Justice department 

1296 more over 2005. Salaries in the armed forces and 
judiciary will also be raised 896 next year 

governments hopes to increase armed forces recruitment 
levels. 


8. (U) An increase in Official Development Assistance (ODA) 

is the final pillar. Direct ODA spending is proposed to 
dramatically increase by 57.196 to a total of 681.46 million 

euro. Total ODA spending would account for .35% of GDP. See 
reftel for more detailed information on the proposed ODA 
increase 


Losers 


9. (U) Most programs previously funded will not experience a 
decrease in net spending in 2006. However 
organizations and public entities will lose funding 


SY AMMAN CONFIRMS THAT CHARGE DAVID HALE SIGNED ON OCTOBER 1, 2005, AN AMENL 
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including: the Spanish Patent and Trademark Office (-18.8%); 
the Gerencia de Infraestructuras y Equipamiento de Defensa 
the government agency that manages the railways and defense 
equipment 

National Statistics Institute (-2.096); and other 

miscellaneous state foundations (-15.11%). Miscellaneous 
economic programs will also lose 12.1%. Two autonomous 
regions will also lose funding in 2006 

(-10.12%) and the Basque Country (-3.66%). On an interesting 
note 

debt 

budget by 9.6% from 2005. 


Assumptions in the Budget Process 


10. (U) The budget is based on 2% inflation and a predicted 
3.396 economic growth rate for 2006 

higher than the EU average. A somewhat more risky assumption 
in the budget is that interest rates will remain at 296 

is unlikely given recent statements by the European Central 
Bank. Further 

price of 55 USD 

soaring oil prices led to a near doubling of Spain\'s current 
account deficit in 2005 to 33 billion euro or 7.596 of GDP. 


Political Context 


11. (SBU) Solbes has been vocal in stating that this year\'s 
budget is the first true reflection of the PSOE socialist 
governments priorities 

influenced by decisions made by the previous conservative PP 
government. The socialists are likely to gain from a 

decision to hold both corporate and personal income taxes 
steady 

raised by 2% to allow for inflation. 


12. (SBU) Catalonia will be one of the main beneficiaries of 
spending on infrastructure. The perception that the PSOE 
government is placating the Catalan regional government in 
order to avoid further political separatism may create 
resentment amongst the other regions. However 

are a minority government and must rely on the support of 
smaller parties such as the left-wing Catalan ERC party in 
Congress in order to guarantee approval of the draft budget. 
Nonetheless 

is being shortchanged in per capita spending when compared 
with the autonomous community of Madrid. 


Economic Context 
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13. (U) Spain is in its 10th year of uninterrupted economic 
growth boosted by improved fiscal management. Low interest 
rates accompanied the arrival of the euro which has also 
fueled cheap credit and a housing and construction boom. 
Property prices have risen by more than 150% since 1997. 
Fears linger that the overpriced housing market 

the growing debt burden of Spanish families 

decline in economic growth. Spain is also losing its 
competitive edge 

Eastern Europe and Asia 

popularity of cheaper foreign destinations. 

AGUIRRE 
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Milinkevich 

suited for stirring up the masses to oust Lukashenko (ref 

B). However 

because Lebedko has too much \"political baggage.\" For all 
his personal qualities 

unpopular among voters 

scenario will not likely change. 


5. (C) On October 5 

told the Ambassador and Pol/Econ chief he is also satisfied 
Milinkevich is the 10+ candidate. In his view 

opposition needed new blood and a new face. He considers 
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the 5+ \"experiment\" (pre-cursor to the 10+) an utter 

failure 

hollow and unattractive political parties. MilinkevichVs 

deep contacts in the NGO community should help the 10+ 
coalition attract voters. (Note: Sannikov and his Free 
Belarus movement have long been competitors of the 5+ and 
Lebedko. Sannikov stressed to Econoff that Milinkevich is 
the right choice because he will work with groups outside 

the traditional political party opposition.) 


His Competitors Think Otherwise 


6. (C) Opposition candidate and former Parliamentary 
Speaker Aleksandr Voitovich and his advisor Anatoly Federov 
recently told the Ambassador and Pol/Econ Chief they were 
pleased Milinkevich won the 10+ nomination 

because Milinkevich seems the most willing to V reach a 
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compromise" with other opposition presidential contenders. 
Voitovich pointed out he and several other non-party 

leaders 

Kozulin 

days prior to the democratic convention to unite democratic 
forces. However 

candidate other than Milinkevich would honor the agreement. 
Voitovich and two other members of the recently formed non- 
party democratic coalition 

Vasily Leonov and former MP Valery Frolov 

told Emboffs there will likely be a single opposition 

candidate to face Lukashenko but this decision will not be 
made until later in the election process. It is clear 

however 

later that he is no match for Lukashenko. 


7. (C) Voitovich and Federov have determined Milinkevich 
is incapable of attracting a large share of voters 

primarily because he lacks strong ties to BelarusV economic 
elite and to Russia 

to a nationalistic political party 

Front (BPF). First 

appealing to and representing the nomenclature and economic 
elite in any successful strategy to defeat Lukashenko. 
According to Federov 

support someone like Voitovich 

Milinkevich. Other political analysts refute the notion 

that the nomenclature can be drawn away from Lukashenko. 
Political analyst Valery Karbalevich told the Ambassador on 
October 12 the nomenclature is not fond of Lukashenko and 
would probably abandon ship quickly if Lukashenko was on 
the verge of losing power 

to think the nomenclature would risk losing their jobs and 
privileges for any opposition candidate this early in the 
game. 


8. (C) Second 

to convince Russia he is a better choice than Lukashenko 
mainly due to the perception Milinkevich would steer 
Belarus 

Federov nor Voitovich were willing to declare that Russia 
would look more favorably on a Voitovich candidacy; their 
concern was only that Milinkevich was a non-starter for the 
Kremlin. Finally 

play well in Belarusian politics 

backing of Milinkevich will surely taint his candidacy. 


Election Campaign Must Be Bold 


| Susan L. Ziadeh for reasons 1.4 (b) and (d). ------- Summary ------- 1. (C) The DCM October 15 pr 
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9. (C) Vardomatsky 

Gulak and others remain concerned that MilinkevichVs timid 
personality will limit his ability to sway voters away from 
Lukashenko. Sannikov stressed Milinkevich must be willing 
to take the necessary risks to gain voter support 

it means falling prey to GOB repressive tactics. Gulak 
emphasized that frequent and massive street rallies 
relentless door-to-door campaigns 

available media outlets are necessary ingredients for an 
effective campaign strategy (a report on the 10+ campaign 
strategy and platform will be sent septel). Civil society 
leaders agreed that Lukashenko\'s tight restrictions on 
information dissemination and public gatherings make it 
extremely difficult for Milinkevich to mount a successful 
campaign in the next nine months 

the secret lies in Milinkevich surrounding himself with 
creative 

the country. 
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10. (C) Sannikov added the campaign message should steer 
clear of populism. The human rights leader maintained that 
voters do not want to hear promises from Milinkevich that 

he will \"fix their houses and repair their roads; 

Lukashenko has this market cornered.\" Instead 

should focus on serious issues such as long-term economic 
stability 

disappearances of prominent Belarusian activists 

balanced economic and political policy towards Russia and 
the West. Clearly 

is the subject of much debate among political observers 

and there are many who disagree with SannikovVs viewpoint. 


\"Russia Will Stick By Lukashenko\" 


11. (C) Many political observers and civil society leaders 
predict the Kremlin will ultimately back Lukashenko 
therefore without Kremlin backing 

other opposition candidate\'s) prospects in the 2006 
elections are significantly reduced. Karbalevich and 
political analyst Andrey Sudaltsev agree with other 
observers\' assessments that in the opposition there is no 
viable alternative to Milinkevich 

the 10+ nominee will be able to attract the Kremlin\'s 
attention. Milinkevich 

Sudaltsev 


nFS@state.gov, Tel: 0039-06-4674-3439 Fax: 0039-06-575-8346 2. Description of proposed progran 
ite.gov (unclass); clinemr@state.sgov.gov (secure) Phone: 967-1-755-2156 Krajeski 


VA TAGS: PGOV, PHUM, PREL, PREF, CD, SU, Darfur Policy and Rebels SUBJECT: NEXT STEPS 
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VWestern project\" Q i.e. 

EU to wrestle Belarus from the hands of Russia. 
Independent newspaper owner Peter Martsev concurs with 
Karbalevich and Sudaltsev 

continuation in power plays an important role in President 
Putin\'s economic 

the West. Most civil society leaders conceded Lukashenko 
represents an embarrassment to Russia 

leader\'s hostility to the West outweighs his faults. 


\"It\'s Still Worth a Shot To Engage Russia V 


12. (C) Vardomatsky told Emboffs other analysts overrate 
the ties between Lukashenko and President Putin. He 
maintains that Lukashenko is enough of an embarrassment to 
Putin that the Russian leader could be persuaded to 
withdraw Kremlin support for the Lukashenko regime. 
Specifically 

external and internal (i.e. within Russia) pressures be 
applied to Putin. On the external side 

should emphasize to Putin that Lukashenko\'s reelection in 
2006 would be a reflection of PutinVs personal image 
Russia\'s future in the Group of Eight and WTO could be 
thrown into jeopardy. Within Russia 

a number of intellectuals with close ties to the Kremlin. 
These intellectuals could be called upon to deliver a 
similar message to Putin. Vardomatsky refused to reveal 
the names of the Russian intellectuals 

were meeting in his office and the Belarusian KGB was 
likely listening to the conversation. 


VBelarusian Voters 


13. (C) Labkovich 

Valentin Stepanovich hold a different opinion on Russia\'s 
influence in the upcoming presidential elections. They 
agree that Lukashenko is an asset to the Putin regime 
they believe others overestimate Russia\'s role in 
Belarusian politics. Labkovich argued that 

Ukraine proved we don\'t need Russia to win over voters.\" 
He believes the 10+ should focus its efforts on reaching 
out to voters with an attractive message. If the 
opposition is successful in this endeavor 

argued the Kremlin would likely re-evaluate its 
relationship with Lukashenko. 


) UPCOMING ELECTIONS Ref: Colombo 1492 1. (U) Summary: Since the last economic update 


an to Jordan\'s Minister of Industry and Trade, Sharif Al Zu\'bi, on October 17, urging him to consider 
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Comment 


14. (C) Most civil society leaders and activists agree 
that Aleksandr MilinkevichYs nomination as the 10+ 
presidential candidate was a significant and positive 
development in the opposition camp. The opposition has 
never before beQ so organized and unified. 
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15. (C) However 

that significant Q almost insurmountable Q obstacles remain 
in the way of democratic change in 2006. First 

presidential aspirations of Voitovich 

possibly other non-party opposition leaders clearly 

indicate the democratic forces will continue to suffer from 
fragmentation. Second 

to the electorate 

strengths 

environment to attract voters. Third 

continues to grow (even if it is unsustainable) 

voters associate its growth with Lukashenko and his 
policies. Fourth 

Russia\'s continued support for Lukashenko persuades most 
voters to stand by Lukashenko 

opposition candidate. Overall 

road to climb 

has started the opposition up the hill. 
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Force to render assistance 

comment on specific 

the GOAM has a better idea about NATO\'s operational 
requirements. 

EVANS 
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be allowed in the surroundings of the Court Hall on the day of 
the trial.\" 


12. OZGUR GUNDEM / ZAMAN: Turkish Union of Bar Associations 
members will go to Van today to protest the words of the Van 
Prosecutor Kemal Kacan 

Association attorneys 


stor for Afghanistan at the Ministry of Foreign Affairs and Alessandro Modiano, Office Director for Asie 
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supporters of the PKK. (see press summary 10/18) 


13. OZGUR GUNDEM: Prof. Gencay Gursoy 

the Intelligentsia Initiative; Celal Dogan 

mayor; and Mehmet Altan 

by the Diyarbakir Bar Association 

path to the EU\" on October 22 at the conference hall of the 
Diyarbakir Municipality. 


14. ZAMAN: Police officer Hakan Acil 

kidnapped by the PKK on a road between Sirnak\'s Idil district 

and Mardin\'s Midyat district (see press summary 10/11 and 10/12) 
on October 9 


15. ZAMAN: Snowfall began one month earlier than normal in 
parts of the eastern Turkey. 


ECONOMIC DEVELOPMENTS 


SABAH (GUNEY) / BOLGE: During a seminar called V'Accession 
Negotiations Process with the EU\" 

efforts of the Economic Development Association (EDA) and Adana 
Chamber of Commerce (ACC) in Adana 

member said that the negotiations framework agreement was not an 
ideal document that resolved all the concerns (of the parties. 

Saban Bas 

taken in the path to Turkey\'s full membership 

time 

Mehmet Demir 

Walter Scott Reid 

Chairperson of the Adana Chamber of Commerce 

the seminar. 
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2. Separately 

request for release from detention October 21. Ministry of 
Justice contacts have told us that they cannot predict which 
way the Supreme Court is likely to rule on the request. The 
Court has been informed that an appeal of the injunction 
will be filed 

the Court\'s decision on releasing Awad from custody. 


Blakeman 
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change. End Summary. 


Turkey will Examine Mehlis Report Carefully 


2. (C) Poloff solicited Turkish MFA views on possible 
developments in Syria following publication of the Mehlis 
report from MFA Middle East Department Head Sedat Onal on 
October 20. Onal began by pointing out that Turkey had 
contributed one staff member to the UNIIIC team and fully 
supported the UN investigation into the Hariri assassination. 
He said the MFA is convinced the UNIIIC mission sets a 
positive precendent in a region sorely lacking in political 
accountability structures and could serve as a deterrent to 
others contemplating destabilizing Lebanon and the broader 
region. He suggested the MFA was prepared for the Mehlis 
report to expose linkages to high Syrian officials. He said 
the GOT will keep a low profile on the issue 

refrain from commenting or making judgments until it has 
thoroughly examined the Mehlis report. 


Turkey Supports U.S. Goals -- but with Dialogue 


3. (C) Onal stated the GOT agrees with all U.S. goals with 
regard to changing Syria\'s behavior vis-a-vis its neighbors 
but insists that Turkey can best serve these goals through 
dialogue and quiet but firm persuasion. Turkey must look at 
Syria as a neighbor 

Middle East. In this regard 

cautiously and will do nothing to contribute to further 
instability on its borders. Acknowledging that direct 
pressure 

Turkey-Syria border in 1998 to force Syria to expel PKK 
terrorist leader Ocalan 

cautioned that the \"dosage\" must be carefully modulated. He 
added that this was particularly important as no one can be 
sure what will happen if/when the current regime falls. 


Focus on Changing Regime Behavior 


4. (C) According to Onal 

by focusing on the immediate goals 

Turkey among others 

constructively in Iraq 

the Palestinian territories 

remaining security/intelligence presence in Lebanon. He 
reiterated GOT concern that the U.S. is pushing for regime 
change in Syria and the results will be unforeseeable and 


f CBrown, reasons 1.4 b/d. 1. (C) During his October 13 meeting with the Ambassador regarding the 
and pledged by the Minister of Foreign Affairs in Reftel (A), Djibouti\'s Ministry of Foreign Affairs issu 
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likely dangerous for the region. 


Comment 


5. (C) Conscious of our views on Syria 

low-level contacts with Damascus 

Syrian Deputy PM Dardari (reftel) to discuss economic 
cooperation 

for now. The GOT will be interested in our reaction to the 
Mehlis report 

draw quite different conclusions on measures to be taken 
against Syria should the report clearly implicate the highest 
levels of the Assad regime in the Hariri assassination. End 
Comment. 
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the MOH is to procure enough doses of Tamiflu to treat one 
million people. The Health Ministry plans to ask the Finance 
Ministry for an additional 200 million NIS (approximately USD 
45 million) to purchase enough doses of Tamiflu to reach this 
goal. Green also noted that all four Israeli public health 

funds have an adequate supply of regular flu vaccine and that 
health fund members are now receiving postcards to remind 
them of the availability of the regular vaccine. The regular 

flu vaccine is free to high-risk groups. 


Israeli and Jordanian Veterinary Services Meet 


4. (U) Top officials from the Israeli and Jordanian 

veterinary services met October 20 at the Allenby Bridge to 
discuss how to coordinate their efforts in dealing with 
potential cases of avian influenza. Foreign Minister Silvan 
Shalom was quoted in a \"Haaretz\" article October 20 as saying 
that Israel and Jordan were trying to forge plans to wage a 
joint effort against the disease 

the disease is likely to spread to the Middle East in the 

near future. The two countries veterinary services routinely 
work with each other in combating various other diseases that 
affect cattle and birds. The October 20 meeting resulted in 
both parties agreeing to coordinate monitoring and 
surveillance of suspect birds. Jordanian veterinarians will 
have access to an Israeli laboratory in Beit Dagan. There 

will be another meeting in three weeks to evaluate the 
situation. The director of the Israeli Veterinary Service 

stated that the four laboratory testing facilities in Israel 

are sufficient to meet both countriesY testing requirements. 


Israel\'s Poultry Industry 


ІНІАМ E.O. 12958: N/A TAGS: EINV, ЕТАР, PREL, ОМІР, ES SUBJECT: MESSAGE FROM AMBAS: 


1EALTH ATTACHE SENSITIVE E.O. 12958:N/A TAGS: ЕТАР, EAGR, KPAO, TBIO, AMED, TU, Avi 


и Diversity Convention to Minister of Industry and Commerce Hassan Fakhro during a meeting on Oc 
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5. (U) In Israel 

percent of the agricultural sector and 40 percent of the 
livestock industry. The industry yields approximately 340 
tons of meat and 1.6 billion eggs per year. Although many 
chicken coops that house chickens for meat production are 
hermetically sealed 

production are not. Concerns center on the possibility that 
birds whose migratory paths pass through Israel may contract 
the disease in an affected country 

contact with domestic fowl in Israel. If a local outbreak of 
the disease occurs 

culling of birds in the vicinity of the outbreak to prevent 
further spread of the disease. What is unclear at the 
moment 

industry that might result due to reports of an isolated case 
of the disease. 


kkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkk kkkkkkkkkkkkkkkkkkkk 


Visit Embassy Tel Aviv\'s Classified Website: 
http://www.state.sgov.gov/p/nea/telaviv 


You can also access this site through the State DepartmentVs 
Classified SIPRNET website. 
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foil-type insert to be placed in newly issued passports 
to provide the equivalent of the required digital 
photograph. Because of the significant expense 
production of such a foil would entail 

for a media campaign to inform the public to apply 
early 

whether to pursue this option. End Summary. 


3. ConGen met on Friday 

MOI officials charged with producing the forthcoming 
Austrian biometric passport. They expressed 
disappointment that legislation authorizing the 

extension of the validity of Austrian passports which 
would otherwise have expired in the coming months would 
not be sufficient to enable the bearers to use the VWP 
per emails the Austrian Embassy received from DHS. As 
long as France 

response on extensions 

is not politically unacceptable. 


4. The officials proposed a new approach 


advised Minister of State for Foreign Affairs Dr. Mohammed Abdul Ghaffar October 17 that, based on 
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involve the insertion of a vignette 

onto one of the visa pages of newly issued passports. 
The foil would be printed on secure paper 

Schengen visa style format. It would include a digital 
photo 

zone (MRZ). After the U.S.-bound traveler applied for 
a passport at his local passport office 

would forward the passport and an extra photo to the 
MOI in Vienna 

printed onto the foil 

The secure foil would then be stuck on one of the 
first 


5. The MOI estimates the passport processing time 
would be about one week 

processing time Austrian citizen currently enjoy 

there would be no additional fee for the applicant to 

pay. Because of the considerable expense involved for 
the GOA and the lead time required for travelers 

needing passports in the upcoming weeks 

requests that DHS indicate now whether this approach 
would even be considered as meeting Level 1 compliance. 


6. Post comment: The GOA would prefer to simply 
insert the foil into expiring passports 

concerned that DHS might not find it acceptable to have 
an old photograph on the passport\'s bio-data page 
another 

therefore willing to put the foil in newly-issued 

passports only. End Comment. 


7. Action Request: Implementation of the foil proposal 
would be expensive for the Austrians and it would be 
counter to U.S. interests for the Austrians to invest 

in the proposal if the U.S. does not see it as a viable 
option. Post therefore urgently requests guidance on 
whether this proposal is at all viable 

further information or discussion is required. The GOA 
would require a definite response NLT October 27 

but asks for an indication ASAP on whether this plan 
might meet Level 1 compliance. Post contact is ConGen 
Charisse Phillips. To contact Phillips at any time 

over the October 22-23 weekend or on the October 26 
holiday celebrating Austria\'s national day 

(43) (1) 367-4404 or (43) 0664-811-7619 
chariphillips@hotmail.com 

(1) 31-339 2115. 
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ATE 125862, B) STATE 111324, C) VIENNA 2646, D) VIENNA 3064 1. The Ministry of Interior told E 
IORDAN-ISRAEL QIZ AGREEMENT REF: A. MAZZE-SAUMS-LAWLESS EMAIL (10/14/05) В.А 


yr the last four years -- has emerged as a key issue in discussions between the IMF and Turkey. Whi 


; the Ambassador requested the minister\'s public support for Ігад\'ѕ constitution referendum and poli 
easons 1.5 b/d ------- Summary ------- 1. (SBU) While on a nature walk the afternoon of October 10 ( 
=conCouns G. Groth: Reason: 1.4 b/d 1. (C) Summary. Striking teachers in public elementary, secoi 
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Comment 


2. (C) At a period when New Delhi is eagerly pursuing closer 
ties with China and is trying to minimize even the public 
profile of its long-standing support for Tibetans in order to 
avoid antagonizing its neighbor 

accept persons whom Beijing considers criminals and 
terrorists. IndiaWs own internal terrorism concerns 

evidence of transnational linkages 

inside the GOI against accepting this US request. 
MULFORD 
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investment industries will also relocate to India. V 


10. In July 2005 

(ANTUF-R) 

closure of all tea estates in eastern Nepal. The closure 

July 16 

Tea and Coffee Development Board (NTCDB) 

6 

tea industry were directly affected by the three week closure. 
Wageworkers and small farmers 

stakeholders in Nepal tea industry. 


B. Education Sector in the Doldrums: A Caveat 


11. NepalVs education sector has also borne the brunt of the Maoist 
insurgency. From the beginning of the insurgency 

the education sector their main target 

prolonged academic closures and routinely abducting hundreds of 
students for what they call V'indoctrination sessions.” Most of the 
students are released after a few days of captivity 

recruited into the Maoist militia. Parents are moving increasing 
numbers of children to India for schooling due to the fear of Maoist 
abduction and continuous disruption of academic sessions. 


12. Reports estimate that Maoists have abducted more than 25 
students since 1996. According to a recent report released by the 
local NGO Informal Sector Service Center (INSEC) 

August 2005 alone 

teachers from various parts of the country. According to the Economic 
Survey of Nepal released recently by the Ministry of Finance 

primary schools 

have closed down since 2004 due to the escalating insurgency. 


COMMENT 


ints on the U.S. resolution on &Compliance with Nonproliferation, Arms Control, and Disarmament Ac 
ince to Aldolfo A. Franco, Assistant Administrator, and David Mutchler, Senior Advisor for Cuba, to tra 
ıman has unexpectedly rejected 15 U.S. diplomatic visa requests submitted during the last week. Or 
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13. The Maoist insurgency has not only resulted in a near halt of 
Nepal\'s economy and development 

bringing the economic and developmental activities back on tract 
extremely bleak. 

MORIARTY 
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which the inter-agency process is focusing on the papers 
overall coherence. He added that the comprehensive nature of 
the white paper - it touches everything" - has forced the 

GOF to reexamine and regroup proposed policy and procedural 
recommendations. The white paper should be ready by the end 
of November 

any substantive speculation 

discussed might be modified through the inter-agency process. 


2. (C) Poloff also spoke with Julien Deruffe 

senior desk officer for counter-terrorism. Deruffe confirmed 

that the white paper was planned for public release by the 

end of November. He said the GOF also planned to preview the 
document on November 17 with selected members of French civil 
Society 

public. Still 

certain Embassies to the meeting 

U.S. Embassy would be invited to attend. Turning to the 

white paper itself 

Vintense 

or recommendations would be extremely controversial. 


3. (C) Visiting U/S Nick Burns heard from MFA Political 
Director Stanislas de Laboulaye October 19 that the white 
papers chapter on international cooperation had elicited one 
new reflection within GOF security circles: the Iraq 
insurgency is replacing the Israeli-Palestinian conflict as a 
motivating force within radicalized elements in ParisV 
lower-class Muslim suburbs. 


4. (U) Drafting and editing of the white paper is being 
overseen by the General Secretariat for National Defense 
(SGDN) 

paper encompasses six areas of reflection: possible threats 
to France\'s internal stability 

stability 

the legal system in combating terrorism 

counter-terrorism cooperation 

Please visit Paris\' Classified Website at: 
http://www.state.sgov.gov/p/eur/paris/index.c fm 
STAPLETON 


B) AND (D). 1. (S) POLCOUNS delivered reftel demarche on reducing European support to the Kurd 
ntly leading an unprecedented peace process with the United Self-Defense Forces of Colombia (AUC 


A for Reasons 1.4 (b) and (d). 1. (C) Summary. With the Conference of Centrists and Moderation un 
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friendship and profound esteem for Ben Ali.\" All papers 
placed the text of a Tunisian Press Agency (TAP) report on 
AbdallahVs visit to Washington 

exchanged with President Bush and AbdallahYs meetings with 
Senators Stevens and Lugar. On October 21 

ran headlines such as V'Tunisian Role in the Region and on the 
International Scene Highly Appreciated by Washington" and 
\"Mutual Willingness to Reinforce Bilateral Relations.\" These 
headlines were accompanied by the text of another TAP article 
listing the people (SecState 

and Congressmen Ackerman and Taylor) with whom FM Abdallah 
met and summarizing all of his meetings in a positive light. 
These articles are clearly a GOT attempt to convince the 
Tunisian public that it has strong backing from the USG at a 
time when it feels increasing pressure to undertake human 
rights reform in the run-up to the WSIS. End Summary. 


2.(U) On October 19 

prominent coverage of FM AbdallahVs visit to Washington with 
all headlines stating \"Tunisia-USA: Bush Expresses his 
Friendship and his Profound Esteem for Ben Ali.\" 
Sub-headlines in most papers continued \"The Minister of 
Foreign Affairs Takes Part in the White House Iftar Offered 

by the American President in Honor of the Muslim Diplomatic 
Corps\" and \"Admiration of American Senators for Tunisia 
Leadership and its Accomplishments.\" These headlines were 
accompanied by the text of one article generated by the 
government-controlled news agency TAP. Translation of the 
article in para 5. 


3.(U) On October 21 

language paper ran headlines stating \"Tunisia-USA: Mutual 
Willingness to Reinforce Bilateral Relations\" and 
\"Tunisia-USA Meeting Between the Minister of Foreign Affairs 
and the American Secretary of State: Tunisian Role in the 
Region and on the International Scene Highly Appreciated by 
Washington.\" These headlines were accompanied again by the 
same TAP article reporting on AbdallahYs meetings with the 
Secretary 

Ackerman and Taylor. The coverage of the SecState meeting 
focused on the V'excellent relationship of friendship and 
cooperation that exists between the US and Tunisia 

as their (the USG) satisfaction with the partnership in a 

variety of areas 

international events." The coverage of the meeting with A/S 
Welch echoed these same sentiments 

the meeting with Ambassador Gross focused on US hopes that 
\"Tunisia assures the conditions for success!” of the WSIS 
meeting. Translation of the article in para 6. 


iization (WCO) to Enrique Vejaran Velasquez, Deputy Chief of SUNAT, Peru\'s Tax and Customs Аш! 
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4.(C) Comment. This news coverage on US-American relations is 
clearly a GOT attempt to highlight USG support during a time 
when the GOT is increasingly under scrutiny and pressure from 
many quarters 

reform (particularly in the area of a free press and free 

assembly) in the run-up to the WSIS. The fact that the 

coverage (identical headlines and articles) was exactly the 

same in both the government and private newspapers only 
further demonstrates the extent of GOT control over the 

media. End Comment. 


5.(U) Translation of September 19 TAP article: 


V Mr. Abdelwaheb Abdallah 

undertook a working visit to the United States on Monday in 
the context of friendly relations and cooperation between the 
two countries. 


The Minister of Foreign Affairs was invited by President 
George W. Bush to an Iftar dinner that he offered at the 
White House to members of the Muslim diplomatic corps 
accredited to Washington and to leaders of the Muslim 
community in the U.S. On this occasion 

Abdallah transmitted to the American President the regards of 
President Zine El Abidine Ben Ali and his best wishes for 
progress and continued prosperity for the friendly American 
people. 


For his part 

Foreign Affairs to transmit to President Ben Ali his 
expression of friendship and profound esteem 

this regard the fruitful meeting that he had with President 
Ben Ali during his visit to Washington in February 2004. 


The Minister of Foreign Affairs additionally met Monday with 
Senator Ted Stevens (Republican-Alaska) 

Committee on Commerce 

of the Budget Committee and the Internal Security Committee 
as well as with the Republican Senator from Indiana Richard 
Lugar 


These meetings were the occasion for an exchange of views on 
the state of bilateral relations and the principal 
international and regional questions of common concern. 


Senator Stevens expressed his admiration for Tunisia 
leadership and for the accomplishments it had realized in 
diverse domains. He paid homage to the constructive role 
that Tunisia had played in the regional and international 
scene and asked the Minister of Foreign Affairs to transmit 


October 17, 2005, per Ref D, Defense Threat Reduction Office Almaty (DTRO-A) delivered JCIC-DII 
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his highest regards for President Zine El Abidine Ben Ali 
whom he had the pleasure of meeting during his last visit to 
Tunisia. 


For his part 

following with interest the political 

reform underway in Tunisia 

these areas 

relations between the two friendly countries." 


6.(U) Translation of September 21 TAP article: 


VPursuant to his visit to Washington 

Abdallah 

American Secretary of State Condoleeza Rice. This meeting 
permitted the two officials to highlight the excellent 

friendly and cooperative relations that exist between the US 
and Tunisia 

partnership established between the two countries in a 
variety of areas and notably in that which concerns the 
current international issues. 


The American Secretary of State expressed 

the appreciation of the US for the role played by Tunisia in 
the region and on the international scene 

importance of an exchange of visits between officials of both 
countries in order to reinforce bilateral relations. 


The Minister of Foreign Affairs also met with Mr. David 
Welch 

Africa. He reviewed with the American official the state and 
the future of Tunisian-American relations 

principal bilateral issues and current international issues. 


In his meeting with Mr. David Gross 

Policy of International Communications and Information 
Abdelwaheb Abdallah spoke of the preparations underway in 
Tunisia as host of the second phase of the World Summit on 
the Information Society 

assure the conditions for success for this international 
conference. On his part 

of the summit in Tunis 

success. 


The Minister of Foreign Affairs also met with Congressman 
Gary Ackerman 

of the Committee on Foreign Relations in the House of 
Representatives 

Republican from the state of North Carolina and member of the 
Budget Committee. These meetings permitted a review of the 
state of cooperative and friendly relations between Tunisia 


NS REF: A. (А) 04 OTTAWA 3368 (NOTAL) В. (В) 04 STATE 262028 1. Post received the follow 
ntroduction ------------------------ 1. Embassy Guatemala strongly supports granting Guatemalans livin 


of October. VVP coordinator is Richard Adams, Consul, Auckland. No Visas Viper telegrams were δι. 
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and the United States 
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said. Swartbol added that all Dutch heavy-lift helicopters 

are currently deployed in Afghanistan 

engineering battalion would take too long (three to four 

weeks) to deploy. Swartbol made these comments in response 
to reftel points delivered by Charge. 


BLAKEMAN 
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Dutch plans to participate in ISAF Stage Ill. He noted that 
current discussions in Canberra on partnering with Australia 
in Stage ІІІ are exceeding expectations; the Australians are 
considering contributing more troops and helicopters than 
expected. End Summary. 


Desecration of Remains 


2. (C) Swartbol noted that the incident occurred in Uruzghan 
the same province where the Dutch plan to deploy. He 
suggested that FM Bot may wish to discuss the issue when he 
meets with Secretary Rice on Monday 

explained that the Dutch government views the desecration as 
an isolated incident that does not reflect USG policy. But 

he said 

public. While the incident did not immediately threaten 

Dutch plans to participate in Stage III 

complicate matters 


3. (C) Swartbol pointed to comments made by Bert Koenders -- 
a leading member of the Labor Party which opposed Dutch 
participation in OEF -- during an interview on Dutch 

television October 20. Koenders described the desecration 
footage as V'shocking and disastrous 

Vpsychological warfare\" intending to humiliate or degrade 
Islam only strengthens terrorist recruiting efforts. 

Koenders added that it was a mistake for the Dutch to 
participate in a V mission that knows no rules\". He noted 
Dutch government plans to participate in Stage Ill 

the Dutch cannot \"work hand in hand with the Americans; we 
can only participate in a structured mission with NATO or the 
UN in command.\" 


Canberra Discussions Positive 


anda campaign. Post does not expect the GOB to support the U.S. position. 2. On October 13, Bele 
[rade Policy and Common Trade Policy Ladislava Votavova) and delivered reftel demarche and letter 
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4. (C) Swartbol described current discussions in Canberra 

over a potential Dutch-Australia partnership in Stage lll as 
Vexceeding expectations." According to initial Dutch 

reports 

troops and helicopters toward the PRT in Uruzghan. The Dutch 
had originally planned on 200-300 Australian troops 
contribution. Swartbol thanked us for pressing Canberra to 
consider teaming with the Dutch in Uruzghan. 


BLAKEMAN 
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Piracy\"; the CNCP Executive Secretary emphasized the 
importance of the report since it is the first ever produced 
by the GoB to document anti-piracy actions. 


6. (U) To enhance operational effectiveness 

Federal (tax and customs) has created a specialized 
VDivision for Repression of Contraband 

Piracy\" (DIREP) and as well as additional divisions 
regionally and 36 new operational units. Specialized units 
within the Federal Police and Federal Highway Police are 
operating informally 

Planning Ministry. Receita Federal and Ministry of Justice 
now share information through the \"Infoseg\" system to better 
identify and interdict smugglers at the borders; the Federal 
Police has launched a new system to increase security at 
ports; and the CNCP has a formal protocol with the 
Department of Consumer Defense and Protection in the 
Ministry of Justice to assist in efforts to educate 
consumers on the risks posed by some counterfeit goods. 


Law Enforcement 


7. (U) The Receita Federal 

Highway Police have undertaken a number of large scale 
operations 

Brazil-Paraguay border area. The Cataratas | operation was 
conducted in the last 45 days of 2004 and yielded seizures 
valued at USD 5 million; Cataratas II was extended into 2005 
and produced record seizures in Foz do Iguacu. Operation 
Leao Dourado (Golden Lion) maintained and intensified 
operations on the Brazil-Paraguay border. As a result of 

the Hydra Operation coordinated by the Federal Police 

of the largest smuggling rings in Brazil was dismantled; 

more than 750 law enforcement agents were involved and 60 
people 

officers 

maintain a database with copyright enforcement statistics.) 


H REPUBLIC REF: SECSTATE 175637 1. (SBU) The Terrorism Finance Coordinating Officer for E 
3OV, SF SUBJECT: South Africa: SARB Leaves Interest Rates Alone 1. (U) Summary. Citing high c 
bassador Khalilzad and UK Ambassador William Patey on October 16 to discuss delaying the date fc 


lassified By: PolCouns Janice G. Weiner for reasons 1.4 (b,d). 1. (C) SUMMARY: The first Ankara 
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8. (U) According to the Association for the Protection of 
Phonographic Intellectual Rights 

CDs and DVDs and 2.9 million recorded CDs and DVDs were 
seized in law enforcement operations in Brazil between 
January and July 2005. Figures for the year are expected to 
top those for 2004 in which 17.5 million virgin CDs were 
confiscated. 


Receita Federal: 


9. (U) In the first six months of this year 

recorded 290 million reais (roughly USD 120.8 million) worth 
of pirated/counterfeit merchandise seized by its customs 
agents 

2004. An additional 26 million reais (about USD 10.8 
million) worth of goods were seized in July. Receita 
Federal\'s new specialized DIREP division carried out 607 
operations during the first half of 2005. Throughout 

Brazil 

transport pirated products across the border have been 
seized in 2004 and 2005; hundreds have been arrested and 
over 7 


10. (U) Looking specifically at results for Foz do Iguacu 

Receita seizures through September were valued at more than 
USD 43.8 million 

value seized during the same months in 2004 

31 percent increase over that seized in all of last year 

(USD 33.5 million). Receita Federal estimates that the 

volume of pirated goods and contraband moving through Foz do 
Iguacu has decreased between 60 and 70 percent since the 
beginning of 2004. 


11. (U) Receita FederalVs seizures in Foz do Igaucu 
specifically of media for music 

continued to climb 

for overall merchandise seizures. In 2003 

confiscated 2 

CDs/DVDs 

majority (2 

seized in Foz do Iguacu reached 3 

accounting for 3 

number of units seized totaled 4 

amount confiscated in the same period last year. While 
virgin CDs still accounted for the vast majority 

(4 

14 

to stop entry of pirated goods at the border were enhanced 
through the GoB\'s elimination in September 2004 of the \"free 
transit\" status that had existed for CD-Rs 
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plastic cases entering Brazilian ports for Santos and 
Paranagua 

been abolished for recorded CDs in 2001. 


Highway Police: 


12. (U) Brazil\'s Federal Highway Police have also seized 
record volumes of goods. Looking just at CDs and DVDs 
million units were seized between January and September this 
year 

2003 and 2004 


State and Local Enforcement - Marketplaces: 


13. (U) Although federal agencies have significantly stepped 
up seizures 

local marketplaces throughout Brazil. According to the CNCP 
Executive Secretary 

coordinating federal agencies in order to stem the tide of 
pirated products entering the country. Now that 
coordination at the federal level has improved 

increasing its focus on enforcement at state and local 
levels. The Council has incorporated IPR crimes into the 
nations Single Public Security System (SUSP) and the 
Secretary for National Public Security (SENASP) joined the 


SIPDIS 

CNCP in August 2005; the CNCP has charged the SENASP with 
mobilizing state and municipal authorities to fight piracy. 

Unlike federal level actions which focus mainly on gangs and 
large scale operations at the border 

actions focus more on the smaller producer of pirated 

products and at point-of-sale enforcement. 


14. (U) The CNCP and SENASP are encouraging states to 
establish specialized IPR crime units within their police 
forces and/or tax departments; Sao Paulo and Rio de Janeiro 
already had such units 

of Pernambuco 

Catarina. The CNCP\'s goal is to establish specialized units 
in each stateVs police force 

local anti-piracy councils that mirror the federal-level 

CNCP. Only the cities of Rio de Janeiro and Porto Alegre 
have so far established such councils. Some cities have 
established specialized units/offices within their public 
prosecutors office. 


15. (U) On September 21 

a National Operation for Combating Piracy 
coordinating with state police forces. In the first four 
days of the operation 


INGO 4651; B) MUSCAT 1551; C) KIEV 5672; D) MASERU 0506; E) LA PAZ 03009; F) MONROVIA 


‚ssistant Director of UN and Multilateral Affairs at the Ministry of Foreign Affairs (MFA). Ekanayake sé 
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seized and more than 200 persons detained. The operations 
were carried out in Rio de Janeiro 

Gerais; they are slated to expand to an additional three 
states in October 

end of the year. The operations are focusing on producers 
and street vendors in local markets 

identified by U.S. copyright representatives as of 

particular interest. 


16. (U) In Sao Paulo city alone 

20-23 in the Galeria Page 

Efigenia 

Pinheiros 

the seizure of around 482 

million reais. In Rio de Janeiro 

camelodromo de Rua Uruguaiana (on list of well-know 
marketplaces) 

city and the Baixada Fluminense. Local police claim that 
due to actions 

nearly eradicated. Police actions in Rio de Janeiro between 
January and August resulted in the seizure of 591 

pirated products compared to 778 

extensive press reports 

the importance of these raids not only in terms of removing 
pirated products from the streets 

educating the public that piracy is a crime. 


17. (U) Since February 2005 

news articles on piracy 

actions. A sampling of info provided by the GoB and these 
news articles for later 2004 through 2005 reveals the 
following police actions at markets the private sector has 
identified as priorities: downtown Porto Alegre (11/3/2004) 
(11/18/2004) 

Uruguaiana - Rio de Janeiro (12/16/2004) (1/10/2005) 
(1/19/2005) (1/25/2005) 

(1/6/2005); Rua Santa Efigenia - Sao Paulo (1/19/2005); 
Stand Center Gallery - Sao Paulo (1/27/2005) ; Victoria da 
Conquista - Bahia (2/16-18/2005); and Paraguay Fair (Import 
Fair) - Brasilia (4/12/2005)(6/7/2005) 

(10/14/2005. The Portuguese language version of CNCP\'s 
August 2005 report \"Brazil Against Piracy\" also contains 
articles detailing police actions in the various states. 


Arrests: 


18. (U) Overall statistics on arrests are not available. 
According to ADEPI 

enforcement group 

for audiovisual piracy through July 2005 

for the entire year of 2004. 


zer revealed on October 18 that he has completed negotiations for Tajikistan\'s President Rahmonov : 
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Judiciary 


19. (U) Although merchandise seizures and arrests are up 
BrazilVs judicial system remains a weak link in its efforts 
to confront piracy. The prosecution process is slow and 
uncertain; piracy cases have traditionally taken about 5 
years to work their way through the system. Historically 
the ratio of convictions to the numbers of police raids is 
less than 196. To date 

penalties are too low to act as effective deterrents. 


20. (U) So far this year 

audiovisual piracy. All received a sentence including 
prison time plus fine 

time. This year marks the first time a person convicted for 
piracy is serving a prison sentence. Part of the problem 
has been that current cases pre-date a July 2003 stiffening 
of penalties associated with piracy; the change was not 
retroactive. Under the earlier 

law allows the judge to commute a jail term to a fine 

for instance 

crimes committed after July 2003 

of a 2 to 4 year jail term plus a fine. (The person serving 
time was caught in the act while on parole.) 


21. (U) In compliance with the CNCP\'s action plan 

of the Council have been engaged in a dialog with judges on 
the supreme court and in the federal court system to educate 
them on the seriousness of the crime and the need for 
improved adjudication of piracy cases and stiffer penalties. 
As part of a judicial reform initiative 

is planning to establish 183 new federal courts by the end 

of 2005; a total of 400 would be established over eight 
years. Congressional approval is pending for this 

initiative. The President of the Supreme Court justified 

the need for additional jurisdictions to increase the 

courtsV effectiveness and competency in dealing with the 
worst crimes 

arms running 

considering establishing some form of IPR expertise within 
the judicial system 

courts or judges with specialized knowledge. The CNCP has 
limited authority to force changes within the Brazilian 
judiciary 

confidence that the conviction of Law Kin Chong (see below) 
and judicial reform initiatives reveal a changing mindset 
within the judiciary. 


Law Kin Chong: 
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22. (U) This year 

sentenced to four years of partial confinement and an 
associate of Chong\'s received a four and one-half year jail- 
term related to their attempts to bribe the head of a 
Congressional Investigative Committee (CPI) on Piracy in 
2004 (ref C). While the case against Chong was for bribery 
not piracy 

accomplishment and a further indication of its commitment to 
combat piracy; in previous run-ins with the law 

always managed to work the legal system to avoid 
prosecution. In April 2005 

secret depots in warehouses belonging to Law Kin Chong 


SIPDIS 

seizing 25 million reais worth of merchandise. On May 17 
2005 Receita Federal levied fines of USD 23.2 million and 
USD 6.4 million against two firms belonging to the syndicate 
led by Law Kin Chong; the charges were illegal importation 
and false customs declarations for hundreds of thousands of 
CDs and DVDs. 


International Cooperation 


23. (U) In November 2004 

agreement with its Mercosul partners (Argentina 

and Paraguay) to provide for establishment of 
joint/coordinated actions to fight piracy. A June 21 
Presidents Lula da Silva (Brazil) and Duarte (Paraguay) 
signed a memorandum of understanding establishing a joint 
intelligence group in the border area for the purpose of 
combating piracy 


24. (U) BrazilVs law enforcement agencies have worked 
closely with Interpol over the last year. A Federal Police 
Office was seconded to Interpol\'s IPR Crime Unit in Lyon. 
Ronald Noble 

the Regional Forum for Latin America in the International 
Congress to Combat Piracy that was held in early June in Rio 
de Janeiro. Noble met with President da Silva and Interpol 
is to provide technical assistance in establishing 

specialized units within state police forces to combat 

piracy. The GoB worked closely with Interpol on V'Operation 
Jupiter - South America 

operation in the tri-border area of Argentina 

Paraguay 

between police 


25. (U) In July 
cooperation talks were launched (ref D). In two meetings to 


jbert Doek, Chairperson, Committee on the Rights of the Child regarding the two overdue reports on 
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date 

strengthening bilateral collaboration and in exploring how 
lessens learned by U.S. law enforcement agencies involved in 
anti-piracy work can be applied in Brazil. 


Education Campaigns 


26. (SBU) According to the CNCP Executive Secretary 
private sector has dropped the ball in this area. He 
claimed that when discussing priorities within the Council 
the private sector wanted the GoB to focus on law 
enforcement 

committed to taking the lead in the area of education 

it has not. No national education campaign has been 
launched by the CNCP 

calls for one. The Motion Picture Associations Steve Solot 
also confided to Econoff that the private sector has yet to 
follow through in this area. 


27. (U) However 

For instance 

technical staff 

Justice 

- Choose the Guarantee!" for schools. Likewise Brasilia\'s 
Federation of Industries recently launched its ҮІ Want the 
Original" campaign and is distributing 10 

schools. Public awareness has also been raised through now 
ubiquitous IPR events; there have been 13 major IPR 
seminars/events in the country during the first 9 months of 
the year and more locally. The week of June 8 was IPR week 
in Rio de Janeiro which hosted the Regional Forum for Latin 
America in the International Congress to Combat Piracy 
meeting 

for judges and hundreds of police and customs agents. 


Legislative Initiatives 


28. (SBU) Building on bills conceived by deputies of the CPI 
on Piracy 

from a private sector forum 

which proposes a number of changes in the country\'s penal 
code and industrial property law. Most suggested changes 
are practical in nature 

with additional time for initiating legal proceedings; 
providing law enforcement agencies with the authority to 
seize maritime and aviation craft 

used to transport pirated goods; clarification of procedures 
for seizing and destroying goods 

enforcement agencies the ability to retain only samples for 


ersities, government and private organizations, for academic year 2006/2007 Egyptian Student Progr 


iive information on non-governmental organizations connected to the U.S government operating in Te 
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use in litigation; introducing differentiation in penalties 
between individual offenders (camelo owners) and those 
involved in a larger operation; holding responsible owners 
of media in which advertisements promote buying 
exporting or importing of goods produced in violation of IPR 
laws; incorporating penalties for software copyright 
violation into the penal code; and stiffening penalties if 
pirated goods are imported. 


29. (SBU) The CNCP Executive Secretary and Foreign Ministry 
interlocutors have expressed concern to post that placing 

such a wide array of changes within one piece of legislation 
may hamper speedy consideration within Congress 

that the content and form has been determined largely buy 
private sector council members. The CNCP as a whole will 
debate the draft legislation October 31 

expected at its November meeting. 


DANILOVICH 
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before" which asserts that despite last weekVs 
proposal to make deep cuts in domestic support 
agriculture would continue to be highly 
distortive. END SUMMARY. 


2. VAmerica supports its farmers as never 
before: While Washington is challenging the EU to 
cut its subsidies 

beat its 2000 record. 


3. US farmers are rubbing their hands. The USDA 
has just increased its estimates of the volume of 
2005 crops : 296 more for corn and cotton 

for soybean. In a few days 

support expenses will logically be increased 

Three months ago 

dollars 

subsidies could beat their record of 2000 

22.9 billion dollars. 


Subsidies threatening African countries 


3. The most embarrassing is that the two thirds 

of these subsidies could be production subsidies 
which encourage farmers to produce more in order 
to earn more 

world prices. In order to limit this consequence 

on prices 


3: CJAN, DR, KCRM, SNAR, Extraditions SUBJECT: DOMINICAN FUGITIVE JEANNETTE MERCEL 
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agriculture subsidy system by delinking it from 
production. 


4. The US negotiator 

days ago 

subsidies that are distorting world trade. The 
category of subsidies concerned is that of the 
\"amber box\" in the WTO jargon 

influence prices. But it seems that proposed cuts 
would be partly compensated for by the use of 
other type of supports 

less pernicious effects because they limit 
production. Up to now 

against this type of support to agricultural 
prices. 


5. Ralph Ichter 

Washington agency specialized in agricultural 
trade 

not prevent the US government from widely 
subsidizing its producers. 


6. So Uncle Sam could spend 

loans 

world trade 

support its soybean producers 

value of their crops. Corn producers would receive 
2.2 billion dollars 

7. \"For the particular case of cotton 

Ichter 

billion dollars 

production ! This is huge and is especially 
threatening African countries 

competition with the few producers located in the 
south of the United States.\" Moreover 

subsidies not defined yet would be added to this 
system.\" 


Stapleton 
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and failed even to affect two.\" He denounced \"hooded 
individuals using rifles.\" 


4. The Attorney General 

investigating the case. Leaders of the Dominican Liberation 

Party (PLD) blamed strike organizers. PLD leader Julio Cesar 
Valentin 

from FALPO and the PRD. Santiago governor Jose Izquierdo 
blamed FALPO and the PRD. FALPO spokesperson Victor Breton 
said the deaths resulted from an assault carried out by two 


4 EMAIL TO SMITH/SIMS B. DUBLIN 573 Classified By: AMBASSADOR JAMES C. KENNY, FOI 
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unknown individuals; strike organizers emphatically offered 
to turn themselves into the district attorney for 

questioning 

Secretary of Interior and Police Franklin Almeida said that 


SIPDIS 
there are \"political groups interested in creating problems!" 
behind the violent incidents. 


5. FALPO has a history of protest activity 

country-wide work stoppages in the last year of the Mejia 
administration. It has virtually no presence in the capital 
Santo Domingo. Since June the group has organized several 
marches 

region. On October 13 

persons in Santiago demanding more investment in public 
infrastructure. 

BRINEMAN 
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agreement" as one possibility. End Summary. 


2. (SBU) Customs Concessions: In their meetings with General 
ScowcroftVs delegation October 18 

with Consulate and Embassy officers 

representatives reiterated the need for either a free trade 

or a preferential trade agreement with the United States to 
counteract the \"unfair\" competition they see coming from 
China and other low-wage textile producing countries. Rusen 
Cetin 

Exporters\' Association (IKTIB) 

alone has lost USD 8 million this year as a result of the new 
global textile trade rules 

increases in Chinese textile exports to the U.S. and 
decreases for many Turkish producers. IKTIB officials have 
pushed for a model where they would utilize U.S. inputs 
(perhaps 15-20 percent of final value-added) 

assembly here in Turkey 

product to the United States. Istanbul Textile and Apparel 
Association (IKTIB) President Suleyman Orakcioglu told 
Econoff that the association has consulted extensively with 
U.S. industry on this proposal 

supportive. 


3. (U) Customs Burden: In public remarks to the ATC 
delegation on October 18 at an IKTIB-hosted dinner in its 
honor 

customs duties on its USD 5.5 billion in exports to the U.S.. 
(Note: both U.S. and Turkish trade figures show an export 


\'s letter on the UNESCO Cultural Diversity Convention to Deputy Foreign Minister Mohiedeen Al-Dh: 
Directorate General for Overseas Promotion and Cultural Affairs on October 11. We followed up witl 


enger ship, the Pride of Al Salam 95, near Port Tawfik at the southern entrance of the Suez Canal. T 
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level of USD 4.8-4.9 billion. End Note.) USD 235 million of 
that total 

prevailing rates of up to 33 percent. He compared that rate 

to Turkey\'s own customs duties of 11 percent 

without trade concessions Turkey\'s textile industry \"will be 
finished.\" If the European Union and Mexico can reach 
agreement on lowering customs rates 

shouldn't be a problem for the U.S. and Turkey to do likewise. 


4. (U) Free Trade: In a speech to the same IKTIB dinner 
Trade Minister Kursad Tuzmen reiterated the difficulties that 
Turkish exports face as a result of the 600 percent increase 
in Chinese exports to the U.S. V'There are many things that 
can be done with the U.S. from the perspective of trade 

said 

(Note: The minister frequently makes such statements 
knowing that such an agreement is inconsistant with Turkey\'s 
customs union with the EU. End Note.) 


5. (SBU) Comment: We continue to stress in our contacts with 
industry the need for it to look beyond preferential or free 

trade agreements and to focus instead on moving up the 
production chain to higher value-added products where Turkish 
industry can find its niche. As IKTIBVs continued agitation 

for a preferential agreement reflects 

has had little success. We are not in a position to assess 

the extent to which IKTIB\'s statements accurately reflect the 
status of its discussion with U.S. industry 

to alert Washington agencies to an issue that may well emerge 
in next month\'s TIFA consultations. For their part 

officials in Ankara continue to note that the Turkey-EU 
Customs Union precludes the \"dream\" of a U.S.-Turkey FTA. 
End Comment. 

JONES 
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supporting opposition parties. This 

dangerous.\" (Note: From the context and examples Bouchez 
gave 


2. (C) Turning to recent bilateral talks between France and 
Russia on security issues 

raised French concerns regarding Belarus 

Lavrov replied that Polish minorities in Belarus were better 
treated than Russian minorities in the EU Baltic states. 
Despite this and several other \"heavy\" exchanges 

said the talks went well and covered the full range of 
current international issues 

Korea and Russian cooperation with the EU. Russia complained 
again 

as strong as the NATO-Russia relationship. Both countries 


'olCouns urged MFA DG for Middle East Iranzo to convey to us by October 24 SpainVs planned contri 
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agreed on the need to conduct negotiations that would focus 
on improving EU-Russian cooperation by 2007 

format was agreed upon. 

3. (C) Regarding the \"frozen conflicts 

warned that Kosovo independence could lead to similar results 
in the Georgian separatist regions of South Ossetia and 
Abhkazia. According to Bouchez 

Uzbekistan 

regime but expected that UzbekistanVs increased involvement 
in the CIS would give Russia greater influence to help 

further democracy in Uzbekistan. Greater Uzbek ties to the 
CIS and Russia are exactly what France fears 

Please visit ParisW Classified Website at: 
http://www.state.sgov.gov/p/eur/paris/index.c fm 
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past. Salam added that he believes Sa\'adoun was killed by a 
\"terrorist group.\" 


6. (S) On 21 October the body of SaVadoun Al-Janabi was 
brought to the Forensic Medicine Institute. The people who 
brought the body said that it was found at the Firdos Mosque 
in the Ur neighborhood of Baghdad. (NOTE. This is not the 
mosque іп Firdos Square. END NOTE.) An HCCI official has 
told us that this mosque is known as a Wahhabi mosque. The 
body had at least four bullet wounds 

in the heart. There were signs of torture 

were still on his wrists. All of his papers and other 

personal effects were taken from him. (NOTE. This is 
information directly from the son and not corroborated at 

this point. END NOTE.) 


7. (S) SaVadounWs home address is al-Maghrib Street 
306 
Baghdad 


8. (S) SaVadoun 

According to a GOI official 

Intelligence Office in Diyala and was a Branch Member of the 
BaVath Party. He was co-counsel to Awad Hamed Al-Bandar. 
Al-Bandar\'s other attorney is Al-Bandar\'s own son 

Hamed Al-Bandar. SaVadoun was the defense counsel chosen by 
the other defense attorneys to make a five-minute 

presentation of the defense objections. During the trial he 

was sitting in the front row of defense counsel in the seat 

closest to the judges. He had agreed that his face could 


ON, EFIN, ELAB, EPET, ENRG, PGOV, CASC, ASEC, HO SUBJECT: HONDURAN GASOLINE PRI( 
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appear on camera. 


9. (S) Several RCLO personnel have remained in contact with 
SaVadounWs wife and son since the abduction and killing. 
Both the Regime Crimes Liaison (RCL) and Ali Shaker 
Administrator 

Salam 

10. (S) On 21 October 

Prime Minister spoke directly with Salam to express his 
condolences and pledge the full support of the GOI. 


11. (S) The HCCI and the GOI have agreed to take a number of 
actions urged by RCLO. According to Kubba 

a press release stating that it condemns the killing and 

pledging increased security for all HCCI participants. Kubba 
stated to the RCL that the GOI is standing by to assist with 
security measures as the HCCI contacts defense counsel to 
determine their preferences. 


12. (S) According to Ali Shaker 
statement condemning the killing and emphasizing the crucial 
role played by defense counsel. 


13. (S) At a meeting attended by Ali Shaker and the RCL 
Deputy Minister of Interior Ali Ghalib stated 

that the defense counsel had not asked the MOI or the HCCI 
for protection and that SaVadoun had not taken steps to 
protect himself. Ali Ghalib pledged the full support of MOI 

to protect defense counsel. He said that MOI would provide 
security for defense counsel homes and would provide 
transportation 


14. (S) Ali Shaker told Ali Ghalib that the HCCI would 
contact each defense attorney and determine whether the 
attorney would accept MOI protection. 


15. (S) With respect to the planned Sunday 
proceeding involving the interview of a witness 

stated that it will provide additional security for defense 
counsel and the hearing will proceed. 

Satterfield 
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As a sign of these close ties 

currently in Minsk discussing terms for a USD 60 million 
soft loan to renovate the TETS-2 power plant in Minsk.] 
However 

much aggravation for Wu and his embassy. Many Chinese 
delegations come to Minsk to prove their friendship 

given the lack of decent Chinese restaurants 

his embassy has to feed them all. Therefore he goes to 
Vilnius every ten days to purchase food. 


Economic Ties a Problem 


4. (C) Wu claimed his main task is to improve trade and 
economic relations between Belarus and China 

to the level of the political relationship. However 
anticipates this will be an impossible task. Compared to 
ten years ago 

little to offer China. The Soviet economic mindset 

remains 

interest ten years ago has deteriorated 

standards and demands have risen. A recent delegation of 
businessmen from ChinaVs regions toured Belarus for over a 
week. When they returned to Minsk 

Ambassador they could find nothing of interest in the 
country for purchase or investment. Wu said that when he 
presented his credentials 

Chinese businesses to buy Belarusian goods and invest in 
Belarusian companies 

Wu said he realized he could not tell Lukashenko Belarus 
has nothing to offer China 

window to European markets 

worried how he can satisfy both Beijing and Minsk and build 
economic ties when the Belarusian economy has nothing to 
offer China. He anticipates a difficult tour. 


5. (C) Wu believes soon even Russia will lose interest in 
inferior Belarusian goods. Belarus cannot keep pace 
globally with its command economy. Russia keeps Belarus 
afloat through energy subsidies 

preferential trade relationship. Wu speculated that should 
Russia ever force Belarus to pay world prices for energy 
and if Russian buyers shopped elsewhere 

economy would collapse. 


Belarusians Still Must be Belarusian 


6. (C) Despite the close friendship between their 


(| DSERCC E.O. 12958: DECL: 10/25/2014 TAGS: PGOV, PREL, ASEC, HA, MINUSTAH, Haitian Na 
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.4 (b) (d) 1. (C) Poloff shared U.S. views on democratization toward Belarus with Habib Massoud, Di 
zant increase in residential crime and burglaries within the last 10 months in SantiagoYs metropolitan 
om President Toledo and President Uribe to President Bush regarding the subsequent conclusion of 1 


iagistrate president Eduardo Valdes Escoffrey, magistrate Dennis Allen Frias and magistrate Erasmo 
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countries 

Belarus has become. He is unable to approach Belarusian 
ministries or officials directly 

through the MFA 

Shaking his head 

now than ten years ago 

more open and less bureaucratic. Wu stated all the 
officials he has met suffer from arrogance 

VWhile it is good to be proud 

be proud of.\" 


7. (C) Comment: It would be hard to imagine Beijing giving 
the Lukashenko regime any sort of tough political message. 
China seems to think that domestic politics are not a 

matter for foreign policy concern. However 

Chinese diplomats and businessmen are critical of BelarusV 
command economy and are no doubt passing some of these 
feelings to their Belarusian interlocutors reinforces the 
message that Lukashenko is isolating Belarus from the 
world. Belarus\' potential export markets are shrinking. 
Given time this could become a catalyst for change. Also 
telling is how the GOB treats its \"close friends\" in the 
Chinese Embassy. The regime seems determined to face the 
world proudly but increasingly alone. 
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Sadr supporters would ally under a competing 
independent list. Fadila Party leader Nadim al-Jabiri 
told PoIFSN October 19 that his group has still not 
made a final decision on its electoral alliances. 

Jabiri all but ruled out participation in AllawiVs 
coalition and complained that the Allawi conference 
took place too late in the game to produce productive 
negotiations. 


3. (C) Deputy Fadila leader Muhammad Ismael predicted 
to PoIFSN on October 20 that the Sadrists will break 
with the coalition 

Da\'wa Party. In response 

lead a coalition that includes most of the groups in 

the former coalition while drawing in some new 
independent and Sunni leaders. Ismael said that 

Fadila is still considering running solo. 


4. (C) As if to confirm IsmaelVs rumor of a broader 
but split Shia coalition 
Najib al-Salihi 
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Free Officers and Civilians Movement 

October 19 that he has been invited to join the Shia 
coalition. Salihi said Shia leaders claim privately 
that they intend this time to keep secular leaders 
not clerics 

Shabak leader and current TNA member Haneen Qeddo told 
Poloff on October 20 that he saw little alternative 
but to remain in the Shia coalition in the coming 
elections 

the a stronger partner to help him compete with the 
Kurdish alliance. Qeddo said the Shia coalition has 
still not come together and may yet fail to congeal in 
time for the registration date. 


5. (C) Comment: The Shia Islamists are working to 
unite ranks 

respectively by SCIRI 

may seek a middle road 

with representatives from all sides alongside 
independent lists representing each party. 
Satterfield 
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lodge appeals before the sentences would otherwise be carried 
out. 


Former president Hipolito Mejia groused to the press about 
\"politicking\" (politiquera) in the case but he did not 
dispute the judges integrity. 


U.S. citizen Sam Goodson (aka Shlomo Ben-Tov) is in jail in 
Miami pursuant to an extradition request from Agelan 
formulated after he ducked out of RENOVE hearings in April 
and made his way across the island to Port-au-Prince 

to take a flight back to his home town of Miami. Goodson put 
together the export side of the RENOVE deal from Miami with a 
percentage payment to Magma Motors 

dealer in Santo Domingo. 


This is Agelan\'s second major finding this month. In a 
decision announced on October 10 she and Judge Katia 
Miguelina Jimnez held the line against dissident Judge 
Sergio Antonio Ortega on the Baninter bank fraud review 
voting to confirm charges against defendants Ramon Baez 
Figueroa and Marcos Baez Cocco 

magistrates recommendation to drop charges against 
influential operator Luis Alvarez Renta 

charges to include money-laundering. 


These high-profile verdicts give a tonic jolt to the 
judiciary and an admonishment that the days may be arriving 


f Agriculture on October 17. Ms. Villaruiz responded with the following points: -- In SpainVs view, the 
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when Dominican customs of greasing palms 

skimming from government contracts will be more risky. A 
study by non-governmental organization V'Participacin 
Ciudadana!" published last year recorded the fact that of more 
than 100 cases of corruption brought to trial over the past 
twenty years 

AgelanVs verdict 

double that number and increase ten-fold the number of 
individuals convicted. 


But it is too early to celebrate. Another face familiar to 
observers of the legal system is back on the scene: 
congressional representative Radhames Ramos Garca 

last March by the Supreme Court of smuggling 14 illegal 
Asians into the country several years ago when he was serving 
as a Dominican consul in Haiti. Ramos Garca managed to 
delay his trial because he was subsequently elected to 
Congress - parliamentary immunity meant that he could be 
tried only by the Supreme Court 

recesses. He got a sentence of 18 months. In early October 
he was released on parole 

had then spent nine months and eight days in detention. 
Yesterday he was back in the congressional staff building to 
pick up the keys to his office. Congressmen never formally 
considered the calls to expel from the legislature their 
felonious colleague. He says that he intends to run for 
re-election in the May 

regional district attorney who authorized his parole 

threatens to revoke that motion if Ramos Garcia takes his 
place again in the current Congress. 


2. (U) Drafted by Michael Meigs. 


3. (U) This piece and others in our series can be consulted 
at our SIPRNET web site 
http://www.state.sgov.gov/p/wha/santodmingo along with 
extensive other material. 


MINIMIZE CONSIDERED 
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within its internationally recognized borders.\" (ref A) 
Meron said he was surprised by this language. 


3. (C) Meron said MFA Deputy Director General for 
international organizations affairs Aharon Leshno Yaar has 
delivered a letter to Swiss Ambassador at Large for the 
Emblems of the Geneva Conventions Didier Pfirter stating that 


'7 Classified By: AIT DIRECTOR DOUGLAS PAAL, REASON 1.4 (b) 1. (C) Summary: AIT ECONO 
rector Douglas Paal, Reason 1.4 b/d (S) Action request: Taiwan Bureau of Foreign Trade (BOFT) Ex 
'OLLOW-UP DEMARCHE TO AUSTRIA REF: A. (A) VIENNA 3375 B. (B) STATE 189518 C. 


ON BOEING LAUNCH CUSTOMER DEAL REF: TAIPEI 2311 Classified By: AIT Director Douglas F 
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MDA\'s declaration does not represent the position of the GOI. 


4. (C) Meron also said FM Calmy-Rey has a request pending to 
meet with Prime Minister Sharon and Foreign Minister Shalom 
during her visit to Israel scheduled for between October 28 

and 31. At the end of her visit 

announce plans for a conference (ref B) in the beginning of 
December. 


kkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkk kkkkkkkkkkkkkkkkkkkk 


Visit Embassy Tel Aviv\'s Classified Website: 
http://www.state.sgov.gov/p/nea/telaviv 


You can also access this site through the State DepartmentVs 
Classified SIPRNET website. 
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means stronger budget constraints than formerly 
expected. He added that Secretary Johanns has 
conducted a number of listening sessions across 
the country to hear farmers and ranchers concerns. 


7. More specifically 

the development of bioethanol production (with 5 
plants being currently built) 

cattle operations 

subsidies in land value 

subsidies announced by USTR and the limitation of 
payments to rice producers. Director Dailey 
emphasized the preference for compensation from 
the market place rather than from public budgets 
their call for a safety net 

a \"public utility.\" 


8. When asked by French MinAg reps whether 
landscape management 

development were discussed as farmers\' roles and 
activities that could be paid 

answered these were taken for granted and did not 
have the same recognition in the United States as 
in the EU. However 

important programs for soil and water conservation 
in the United States. 


Biofuels 


ed By: POLITICAL COUNSELOR SUSAN SUTTON. REASON: 1.4 (D) 1. (U) Summary: On Octo 


75680 В. PRAGUE 1363 C.04 PRAGUE 1235 D.04 STATE 212634 E. 04 PRAGUE 187 
“General Howard J. Krongard from November 1-2 and November 9-12, 2005 for the purpose of 
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9. Director Dailey explained the success of the 
bioethanol production in the United States with 
its profitability 

for corn 

the environment 

fossil energy. 


10. French MinAg reps expressed their concerns 
about the cost differential between European 
biofuel plants and Brazilian plants and said 
French plants are not expected to be competitive 
with Brazil for the next 10 years. Finally 

French MinAg reps wondered how to deal with the 
issue of biofuel in the WTO given the high cost 
differential between operations in Brazil 

and the United States. 


Biotechnology 


11. Director Dailey said 75 percent of soybeans 
grown in Ohio this year are genetically modified. 

He indicated that tofu processed in Ohio for 
Japanese consumers meets Japanese standards 
regarding biotech. Director Dailey indicated the 

U.S. government considers the EU policy on biotech 
to be a non-tariff trade barrier because 

scientists worldwide have recognized this 
technology to be safe. 


12. Representatives of the French MinAg indicated 
the biotech issue was very sensitive in France 
given that side-effects on health and the 
environment are not clear. They favored clear 
labeling for the sake of consumer choice and did 
not consider the EU biotech policy to be a non- 
tariff trade barrier. 


Geographical Indications 


13. French MinAg reps explained they have a 
country of origin law 

value. They indicated that China 

Thailand worked with France on Geographical 
Indications and were keen on adopting the concept 
as a means of traceability. Director Dailey 
responded that 

recognize high quality products. 


to Jeff Morris, Associate Director for Science, Office of Research and Development (ORD), EPA, to t 
ountry clearance to William Danchi, from NASA\'s Goddard Space Flight Center (GSFC), to travel to 
ational Institute of Allergy and Infectious Diseases (NIAID), NIH, to travel to Madrid, October 26-31, tc 


-UGE EQUIPMENT TO CHINA (S) REF: STATE 060756 Classified By: EST Counselor Robert W. С 
'OUNSELOR SUSAN SUTTON. REASON 1.4 (B, D) 1. (C) Summary. UNHCR reported October 1 
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retransmission of signals by cable television firms complies 
with the appropriate authorizations from authors or rights 
holders.\" ONDA advised broadcasters that they had 45 
calendar days to make changes in equipment 
arrangements and installations and to advise subscribers and 
publicize program changes in compliance with intellectual 
property law (law 65-00). After the period indicated 
Copyright Office would carry out inspections across the 
country and initiate vigorous enforcement actions. 


6. The 45-day window closed on September 26. ONDA 
immediately carried out a number of well publicized raids. 

The authorities organized press events to display seized 
material. National newspaper HOY published a full page 
interview ONDA Director Felix. Embassy economic officer 
visited ONDA on October 6 and was shown a large quantity of 
confiscated equipment and media that had been collected the 
same week. ONDA Director Feliz said that six cable operators 
had been raided and numerous copy facilities shut down. 
While ONDA has not received additional staffing or funding 
from the government 

excellent cooperation from the National Police in the conduct 
of raids. He showed off two large rooms filled floor to 

ceiling with media replicating and transmission equipment 
along with thousands of pirated compact disks and DVDs. Some 
of the broadcasting equipment had channel switches labeled 
with familiar names like Disney and Cartoon Network 


7. Embassy will fax a copy of the October to USTR under 
cover of a copy of this cable. 


Comment 


8. Dominican efforts to enforce IP law have consistently 
improved throughout the year. As the Dominican Republic 
prepares to implement CAFTA in the coming months 

the added focus brought to the issue of television broadcast 
piracy is an early benefit of the FTA. 

BRINEMAN 
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is also working with the GOC to get out a request for 
technical assistance in order to develop a national plan. 

Dr. Diallo hoped that this request would be ready by October 
24. FAO will share the GOC request with the Embassy. The 
GOC request should contain additional information on the 


Column 3 
local avian situation (wild and domesticated) 
species expected to migrate through Lake Chad. 


5. The GOC is not well-equipped for surveillance. Borders 

are not well policed. Slaughterhouses in the two main cities 
(NVDjamena and Abeche) are essentially the only points of 
animal health control. Poultry is not raised on an 

industrial scale and is privately slaughtered. The GOC has 

very little capacity to rapidly collect 

human or animal specimens for testing. Samples would need to 
go to Bangui (the Pasteur Institute) or to Paris or London. 


6. The GOC does not have adequate capacity to quickly 
mobilize effective containment measures in response to 
outbreaks of animal disease. Asked to comment on areas of 
greatest need 

assistance was need with surveillance and (if necessary) 
containment. Items suggested included: 


-- vehicles 

-- assistance with providing public information on safe 
handling of infected animals; 

-- material and financial support in the event that large 
culls are needed. 


7. Martin Wiese 

the Assistant Director at the Veterinary Laboratory in 
NYDjamena reported that the Lake Chad region and its 
tributaries are host to large numbers of southward-bound 
migrating birds 

poultry production is not widespread in Chad 

concentrated near the Lake Chad tributaries. The next large 
migration is expected in November. 

WALL 
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violent crime is relatively uncommon. Visitors are urged to 
exercise reasonable precautions. If you must walk alone at 

night 

to your wallet 

are popular targets of the local thieves. The local 

pickpockets are professional and most active during the summer. 
They tend to utilize distraction techniques to confuse their 

target 

and public transportation in the vicinity of the \"old town V" 

near major hotels where foreigners stay and tourist sites 

the night trains to Prague and Warsaw. Power struggles between 
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organized crime elements 

to time. This activity is not/not directed against Americans 

or other foreigners. The rate of auto theft 

connected to organized crime 

market European and American cars are preferred targets. The 
use of alarm systems or anti-theft devices is strongly 
encouraged. 


7. Medical: The Embassy\'s principal physician liaison is Dr. 
Julia Bruce (tel.--421-2-5922-3138). If you experience a medical 
emergency after work hours 

cell phone 0903-703-666. If you cannot reach the duty officer 
the embassy has a contract with an English-speaking Slovak 
doctor 

consultations and arrange treatment at local hospitals. Dr. 
Capova can be reached at 6252 5068 (home) or at 0904 637 836 
(cell phone). Tell Dr. Capova that you are with the U.S. 
embassy and require emergency assistance. If necessary 

155 to contact the city ambulance service. 


SILVERMAN 
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6.(C) The Communists are currently only mildly influential at 
the national level. In either the first or second scenarios 

listed above 

national policy. However 

openly deals with the Communists would increase their 
influence on certain issues 

pensions 

long-term impact on the economy and investment climate. While 
CSSD would not give the KSCM a formal role in foreign policy 
it is not hard to imagine that the government would be 
inclined to positions that might satisfy the KSCM 

favoring the United Nations and possibly reducing the Czechs 
active role promoting democracy in places like Cuba and 
Belarus. While the broad thrust of Czech foreign and 
security policy would remain firmly transatlantic 

find it more difficult to work with the Czechs on specific US 
priority initiatives. 


A Final Possibility: A new party? 


7. (SBU) The final scenario is one in which a small party 
makes it into parliament for the first time. The most likely 
party right now is the Green Party. Although practically 
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every other country in Europe has Green party members in 
parliament 

lower house. In the past 

activists rather than professional politicians. This has 
recently changed. The new leader is Martin Bursik 
government minister (Minister of Environment in 1997 Tosovsky 
Government). He is bringing other politicians and a sense of 
professionalism into the party. Political analyst Jiri Pehe 

also thinks that many of the youngest voters 

before participated in an election 

as a kind of cool thing 

corrupt system. The Greens received 2.4% in the 2004 
elections and are now polling slightly over 396. 


8. (U) Priorities for the Green party 

Stepanek 

responsibility for foreign relations 

European integration and fighting corruption. NATO would 
remain as the main pillar of Czech security. Stepanek said 
the Greens defense and security policy would be similar to 
that of CSSD The Greens would also do more to help the 
handicapped. If Greens make it into parliament 

(US-DEU 

fall short of the 5% needed for entry into the next 
parliament) in a center left CSSD-KDU-GREENS coalition. Other 
small parties 

lower 


9. (SBU) One threat in terms of a new party is the 

Independent Democrats (NezDem) recently formed by MEP 
Vladimir Zelezny. The party has taken a very nationalistic 

stance 

their central proposals 

&lslamicization of Europe8 One analyst described an 
ODS-NezDem or ODS-KDU-NezDem coalition as the worst possible 
scenario for the U.S. because it would lead to a government 

that was xenophobic 


10. COMMENT. (C) The 2006 election campaign is already well 
underway. PM Paroubek 

socially popular legislation like the Labor Code (reftel) is 

a reflection of his determination to improve CSSD 

chances; we fear that his recent statements regarding U.S. 
visas are a reflection that he 

way to win votes. In short 

more work defending USG interests. One positive note is that 
Paroubek is committed to passage of the 2006 deployment bill 
which includes Czech troops in Iraq and Afghanistan 

ODS has likewise pledged support 

passage by a comfortable majority. 


‘SBU) Pol/Econ chief October 19 delivered reftel demarche concerning the UNGA Holocaust Remem 


19 delivered reftel demarche concerning consultations on negotiating a Chemical Weapons Convent 
IN PETROCARIBE DEAL --FOR NOW 1. SUMMARY: According to some press reports, the gover 
; F. Moriarty. Reasons 1.4 (b/d). 6 Koirala Relatives Members of NC Central Committee ----------------. 
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11. (C) The Czech political spectrum is still unsettled 

the next eight months will surely see polling preferences 
continue to fluctuate in response to scandals and other 
developments. However 

one or more new parties enter parliament 

substantial realignment of the political scene or a 

noticeable swing to either left or right. The posturing that 

is currently taking place (such as Paroubek 

prefers a minority government with KSCM support over a grand 
coalition with ODS) will continue but all of this will be set 
aside once the election numbers are in and the actual 
bargaining begins. The most likely outcome is an essentially 
centrist government that continues to broadly support U.S. 
foreign policy and other goals; but at the same time a 
government that will likely be as unstable and open to 
corruption as recent Czech governments have been. Regardless 
of the 2006 results 

the political wilderness is likely to continue 

surely become more of a factor in the run-up to the 2010 
elections. 


MUNTER 
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religious freedom and the unhindered operation of the 
Ecumenical Patriarchate as a religious institution comprise a 
primary condition for Turkey\'s European course.\" 


3. (C) The above notwithstanding 

to push the Greeks to make good on their promise to open a 
mosque in Athens 

it might make it easier for the GOT to do the right thing on 
Halki. Athens is the only major capital in Europe without a 
mosque (the city's numerous Muslims worship in unofficial 
prayer rooms) and there has been no progress on construction 
despite a 2000 law that provided a legal framework for one. 
The proposed location of the \"Athens\" mosque -- in a small 
exburban town (Peania) without a significant Muslim community 
(and on land designated for forest use) -- shows how divorced 
from reality the GoG can be when considering the spiritual 
welfare of the growing number of Muslims here. 


Turkish Teachers in Thrace 

4. (C) Regarding education issues 

look creatively at how we can help the two sides remove 
restrictions on their respective minorities. The problem is 
that the GoG does not see the two as comparable. GoG 
officials 

us it is impossible to have mutual agreements or concessions 


rmed us that they were seeking custody of two Tibetans currently being held by His MajestyYs Goven 
ATE - PASS TO USTR/JASON BUNTIN. E.O. 12958: DECL: 10/18/2015 TAGS: EAIR, ECON, KTDE 


(B)(D). 1. (C) Eleven days into Pakistan\'s earthquake disaster, substantial U.S. assistance continut 
ir Richard H. Jones for reasons 1.4 (b,d) ----------- Summary ----------- 1. (C) In an October 6 meetir 
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on minority issues when there are not comparable minority 
populations. Regarding the specific issue of the need of 
Turkish language teachers 

with the Director of Minority Schools in Thrace 

that since there is very limited need for Greek teachers in 
Turkey 

teachers into Thrace. Greeks see the introduction of 
teaching material and teachers as another effort to V'controlV 
the Muslim minority in Thrace 

of Turkey trying to \"propagandize\" the Muslim minority -- 
such as through unsanctioned after-school programs funded by 
the GOT and recent discussions of opening private schools. 


5. (C) A possible goal to pursue that is in line with ref A 
comments is the Greek Ministry of EducationVs novel idea to 
provide Turkish language instruction in Greek public schools 

in Thrace. This would allow the 75 percent of secondary 
students from the Muslim minority who attend mainstream Greek 
public schools to have Turkish language instruction 

taught by teachers from Turkey. This would be far more 
palatable to the GoG since these teachers would be 
administering to minority students already integrated into 

the Greek public school system. 


6. (C) COMMENT: While we agree with Ankara a Halki-Athens 
mosque explicit linkage wont fly for either side 

Turkey both need to focus on deliverables for an eventual 

visit of PM Karamanlis to Ankara. Karamanlis accepted PM 
Erdogan\'s invitation some time ago 

in late August 

itis unclear when his travel will take place. When we 
broached the subject of deliverables with FM Molyviatis in 

July 

prod both sides into coming up with initiatives in 

anticipation of this visit -- the first by a Greek PM in over 

40 years. Without referring to direct trade-offs 

do our part behind the scenes by encouraging both sides to do 
the things they have promised to do anyway (Greece 

mosque in Athens; Turkey 

(e.g. 

can get a virtuous circle going. END COMMENT. 

RIES 
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explanation of vote (EOV) 

underscored in various ways that the Convention must be 
applied in a manner consistent with rights and 

obligations under other international instruments. The 
need to protect human rights in implementing the 
Convention 


1. (SBU) The Ambassador chaired a meeting of the Emergency Action 


jotiations between France and Turkey on their proposal to jointly command ISAFYs Kabul Multination. 


vith Canada over the next 90 days -- softwood lumber and climate change. The frustration and ange! 


? Foreign Ministry\'s International Organizations and Foreign Relations Department. Shamayleh state 
ivered ref E demarche on UNESCO Oultural Diversity Vote to Ambassador Sule Soysal, Director Ger 
translation follows: Begin MFA press statement. We are pleased that the referendum concerning the 
it of Ms. Iveta Radicova as the new Minister of Labor, Social Affairs, and Family; she officially took off 
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interventions. The tone and substance of EU dealings 
with the U.S. on this issue remained hard-edged and 
unyielding down to the bitter end 

UK\'s plenary EOV (on behalf of the EU) 

great day for UNESCO. With one country 

to disagree on this issue.\" End Summary. 


2. (U) The vote took place in a room filled with 
delegation representatives 

high anticipation. There were no catcalls or other 
undignified acts of which we are aware 

results were announced. The States whose EOVs 
underscored the importance of respecting rights and 
obligations under other international agreements 
included Afghanistan 

Korea 

Only Australia 

made explicit references in their EOVs to the need to 
protect trade rules 

intellectual property obligations. Notably 

going president of the Executive Board (a German) made 
an impassioned intervention appealing to the room not 
to speak of victories and defeats and calling for a 
Convention text that could eventually be accepted by 
all Member States 

He went on to say that we V'owe respect to different 
opinions" about the Convention 

the Convention should take seriously the concerns that 
have been expressed 

convention would be applied “іп good faith. V 


3. (U) Before closing the plenary session on this item 
Kadr Asmal 

negotiating sessions of inter-governmental experts 
invited to the podium to make a final statement 
(Comment: many elements of which were clearly 
disingenuous). For instance 

Convention should not be seen as a V'French 
Canadian convention and that it was \"not part of a 
power play. He stated that the Convention was about 
more than radio and TV control and access 

about \"respect.\" He asserted that the Convention was 
\"not adopted light-heartedly 

He said the Convention does not supercede other 
conventions 

thanked the Director General \"for his steadfastness\" 
during the negotiations of the Convention. He urged 
quick ratification of the Convention for its entry into 
force. 

4. (U) Prior to the plenary session vote on the 
ConventionVs text 


UPDATE THE FOLLOWING NAMES AND INFORMATION IN CLASS IN ACCORDANCE WITH VI 


>» CASC, DJ, PTER SUBJECT: DJIBOUTI: EAC 10/18/2005 REF: TD-314/63692-05 Classified By: F 
red reftel demarches October 18 and 19 to Acting Minister of Foreign Affairs Sekatle. As Minister for 


y delivered talking points to the Surinamese Minister of Trade & Industry, and the Minister of Agricultu 


tive but unclassified. Please treat accordingly. 1. (SBU) Post delivered reftel demarche and diploma 


stober 19. Bailey said that Minister Pettigrew would not be able to attend the meeting in Bahrain bece 


to the office of the Minister of Economy on October 17. A key aide to the Minister agreed to inform tt 
REF: A) PARAMARIBO 607 B) PARAMARIBO 589 B) PARAMARIBO 234 1. (U) Summary. Former 


{АСК SENSITIVE BUT UNCLASSIFIED 1. (SBU) Summary: Data released by the Ministry of Finar 
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approve a written report of its proceedings and to hear 
an oral report on its proceedings from the rapporteur. 

At that meeting 

either a footnote or an additional paragraph to the 
written report to reflect the discussion and vote 

relating to a key U.S.-proposed amendment to improve an 
unhelpful Japanese Draft Resolution that provided an 
ambiguous interpretation of the Convention. The U.S. 
effort to have the record reflect this part of the 
CommissionVs proceedings was roundly opposed on the 
ground that it was inconsistent with UNESCO\'s practice 
regarding defeated draft amendments. 


5. (U) For contextual background 

had sought to include in the final paragraph of the 
Japanese resolution the verbatim wording of two 
principles enshrined in the UNESCO Constitution 
namely 

the \"free exchange of ideas and knowledge." As 
amended 

\"Expresses its confidence that the Convention shall be 
implemented in a manner consistent with the principles 
and objectives of the Constitution of UNESCO 
particular the free flow of ideas by word and image" 
and the \"free exchange of ideas and knowledge." 
However 

of 116 (opposed) 

favor and 3 abstentions 

Commission IV remained silent regarding that telling 
vote. For the record 

Afghanistan 

those States (in addition to Kiribati 

Philippines 

support 

proposed (but rejected) amendments to the Convention 
text (see reftels). 


6. (U) However 

advantage of the fact that all plenary intervention are 

fully recorded 

intervention that recalled the U.S. proposed amendment 

to the Japanese resolution and that verbatim wording 

taken from UNESCO\'s Constitution had been rejected by a 
vote for inclusion in the Japanese resolution. 


7. (U) Comment. The full import of this convention on 
\"culture\" has 

underestimated 

misunderstood by many. Despite an assiduous if 
unsuccessful U.S. Government effort to prevent this 
result 


'ORT-AU-PRINCE 2569 B. PORT-AU-PRINCE 1366 1. Prime Minister Gerard LaTortue swore in 


in the aftermath of Hurricane Katrina. TIGHE 


J) The Independent Electoral Commission of Iraq (IECI) announced October 19 that the IECI Board o 
PORT-AU-PRINCE 2570 B. PORT-AU-PRINCE 2569 1. Summary: S/CRS Pascual and WHA/C/ 
190856 Classified By: Political Counselor Dennis Hearne for Reasons 1.4. (B) a nd (D) 1. (C) Polof 
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accompli and its potential entry into force only 30 
ratifications away from becoming a juridical reality. 
In many important respects 

and exploited as a clarion call to take serious note of 
indicative diplomatic developments that have critical 
implications for U.S. multilateral diplomacy 

Atlantic policy 

developing world. 


8. (U) Comment continued. A key observation about the 
process that led to adoption of this instrument is the 
disturbing trend within UNESCO towards regional-group 
block voting that is either aimed at 

practical effect of 

capacity to influence group decisions before they are 
reached. The adroit European Union maneuvering to land 
this Convention 

impact on the U.S. 

victory\'s potential for emboldening the EU to pursue 
further such victories in multilateral forums 

can once again count on surrogate supporters such as 
Canada 


OLIVER 
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authorities as a reason for his action. 


3. (C) Justice Minister Lopez Aguilar called the Ambassador 
on October 19 to tell him that the GOS will make every effort 
to challenge the judgeVs decision on technical grounds. FM 
Moratinos told the Ambassador in a separate call that Vice 
President Fernandez de la Vega is involved in the case. 
Moratinos said that if the judge fixes the technical flaws 

the Government would move to appeal. In public 

ministers expressed \"respect\" for the decision of the 
independent judge. Justice Minister Aguilar pointed out that 
the order is not yet final because it can be appealed. He 
also said that the US and Spain cooperate closely on judicial 
issues related to terrorism and international crime issues. 


4. (SBU) On October 20 

Conde-Pumpido publicly announced that the prosecutors who 
practice before the National Court have challenged the 
warrant for lack of jurisdiction in the death of a Spanish 
citizen during a foreign war and the lack of a pre-existing 
indictment against the soldiers. Normally in Spain requests 
for extradition are only based on pre-existing arrest 

warrants 


re employee waiting in a bank line to make a deposit of currency was shot in the leg while robbed of 


Column 3 


5. (C) COMMENT. Top ministers moved quickly to let us know 
that the Government is working to resolve this situation. 

The Government must act carefully as it tries to influence 
SpainVs fiercely independent judiciary. In order to avoid 
aggravating the situation 

their respect for the independent workings of the courts 

(just as weYve asked them to respect the independence of our 
courts in cases like Posada Carriles.) We continue to 
reiterate that this matter has been fully investigated 
government has been fully informed 

actions were justified. 

AGUIRRE 
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see how this battle will be fought and eventually won." 


4. Dr. Rony Francois 

Florida 

because of the high incidence of HIV/AIDS in immigrant 
populations. He specifically discussed high infection rates 
of Caribbean immigrants in Florida and New York. Dr. 
Francois 

between the U.S. and its Caribbean neighbors 

HIV/AIDS in Caribbean should matter in the U.S. because it 
directly impacts the U.S. 


5. In his opening remarks 

sense of outrage at 8 

He asked whether governments 

do more to solve a problem that caused 20 airline crashes 
every day 

stigma of HIV/AIDS was a main reason that more is not being 
done. He discussed the President's Emergency Program for 
AIDS Relief (PEPFAR) 

Caribbean aid 

Tobias challenged COMs to fight stigma through leadership 
promote a multisectoral response to HIV/AIDS and to empower 
women in the fight against HIV/AIDS. He suggested that COMs 
work with Guyana and Haiti to learn their best practices and 

to coordinate regional strategies. He also congratulated 

COMs on their work with the AmbassadorsV Fund for HIV/AIDS 
and announced a 50 percent increase in grant funding. 


6. Bahamian PM Christie concluded the opening session by 
requesting additional HIV/AIDS assistance for middle-income 
countries. Emphasizing the regional nature of problems in 

the Caribbean 

its Caribbean neighbors. The PM requested that policymakers 
and international donors consider the unique nature and 


А RICA: UNESCO DEMARCHE DELIVERED REF: SECSTATE 189518 1. Despite Post efforts to 


) Julio Peralta, Director of International Organizations within the Ministry of Foreign Affairs. Peralta ir 
зе! Bias to Julio Peralta, Director of International Organizations within the Ministry of Foreign Affairs. F 
‘Foreign Affairs. Peralta indicated that he would discuss the issue with his colleagues at the United ^ 
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burdens of migration in the Caribbean 

challenges faced by island nations in developing health 
infrastructure in remote areas. He said that per capita GDP 
is an inadequate measure of the burdens placed on small 
economies for regional problems that require international 
assistance. The PM said that a lack of U.S. action in 
middle-income countries has caused many Caribbean nations to 
rely upon Cuba for medical care and training. He contrasted 
Cuba\'s open medical schools 

acceptance of low income patients into Cuba with limited U.S. 
efforts in many Caribbean nations. The PM requested 
additional funding 

better access to U.S. medical schools by Caribbean students. 


7. Comment: Post received an advance copy of a more 

positive speech focused on regional HIV/AIDS cooperation and 
the Bahamian successes in treatment. The PM scrapped the 
speech in favor of an aggressive challenge to current models 

of funding for aid and a call for the U.S. to match Cuba\'s 

medical diplomacy. The PM\'s presentation reflected his 

ongoing concerns regarding use of per capita GDP as a measure 
of need in a small country facing overwhelming challenges of 
migration and geography. End Comment. 


Key Challenges in the Caribbean: Stigma 


8. In a discussion session entitled "What Makes the 
Caribbean Epidemic Unique?\" Dr. Nicholas Adomakoh 

of the Barbados CHART Center 

of the Bahamas National HIV/AIDS Program 

specific challenges of HIV/AIDS in the Caribbean context. 
While treatment advances have made HIV a chronic 
condition instead of a death sentence 

those infected worldwide have been tested and are aware of 
their infection 

frightening in the implication that we cannot treat an 
undiagnosed disease.\" The speakers emphasized the role of 
stigma in keeping persons from testing and treatment 

a recent survey in which 80 percent of HIV/AIDS infected 
respondents reported being the target of malicious comments 
56 percent reported that medical help was denied them because 
of their status and 65 percent reported that they avoided 
treatment out of fear of stigma. Dr. Adomakoh also cited 
migration as a key Caribbean challenge 

infection in migrants and questioning whether current funding 
models adequately address the problem. 


9. The next session 
Being Done" focused on coordinated regional approaches 
through CARICOM. Carl Browne 


professional diplomatic courier service vice our current non-pro service to/from Almaty. Post wishes ! 
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Pan-Caribbean Partnership on HIV/AIDS (PANCAP) discussed 
PANCAP\'s funding and priorities 

support passage of HIV/AIDS legislation 

through Caribbean HIV/AIDS Regional Training (CHART) centers 
negotiate low cost anti-retroviral drugs 

institutional capacity in member nations. Like other 

speakers 

requires a coordinated regional approach. Dr. Edward Green 
Assistant Secretary General of CARICOM 

of the Caribbean Single Market and Economy (CSME) on 
HIV/AIDS 

of persons in the Caribbean 

both migration and HIV/AIDS. Because migrants are at 
increased risk for HIV/AIDS 

barriers to migration in CSME will reduce barriers to the 
movement of HIV/AIDS in the region. Green recommended that 
HIV/AIDs policy should be coordinated regionally 

be standardized 

local institutional capacity. 


10. The session "HIV/AIDS Care and Treatment -- Three 
Perspectives" presented success stories in Barbados 

and The Bahamas. Dr. Nicholas Adomakoh of Barbados CHART 
Dr. Jean Pape of GHESKIO Centers Haiti 

McNeil of the HIV/AIDS Center Bahamas each discussed the 
successful treatment and prevention approaches in their 
countries. All three cited the benefits derived from the 
availability of low-cost medication 

concerns about the development of resistant strains 

for more medication 

needing treatment. For their successes 

cost care 

collaboration with international and private partners 

training provided through CHART centers. 


11. In the final session focusing on Caribbean issues 
Ambassador Tobias and Dr. Carol Jacobs 

Fund to Fight AIDS 

Caribbean. Both emphasized the role of the Global Fund as a 
monetary 

discussed the need to focus on sustainability of Global Fund 
projects by building local capacity. To ensure effective 

Global Fund projects 

address needs for infrastructure development and technical 
support. Dr. Jacobs expressed frustration that PEPFAR 
focuses too heavily on target countries and does not 
sufficiently account for heavy migration in the region. She 
also echoed the comments of PM Christie by noting the lack of 
grant funding for middle income nations that serve as 
destination points for infected persons. In response 
Ambassador Tobias agreed to review the possibility of 


- (d) 1. (U) Fayzinoso Vohidova, a well-known lawyer and an active member of the Social Democrat 
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increasing the role of regional funds in PEPFAR. 


Leadership as Key to Stigam Reduction 


12. In the session \"Engaging the Private Sector" 

Greeley of Merck & CO 

Foundation 

HIV/AIDS Initiative each discussed the importance of 
public/private partnerships in the fight against HIV/AIDS. 
There was agreement regarding the value of a business 
approach to the provision of health services 

recognition of the role that private organizations have 

played in negotiations for lower cost HIV/AIDS medications. 
COMs were encouraged to use their positions to educate the 
private sector about the need for involvement and the 
benefits of control of HIV/AIDS to business. COMs were also 
advised to encourage businesses to develop programs for 
worker testing 

stigma 

provide medical support to infected workers in employer-paid 
confidential health programs. 


SIPDIS 


13. The need for COM leadership was also discussed in the 
session \"Stigma and Discrimination: How to Be a Champion for 
Change.\" Sir George Alleyne 

for the Caribbean encouraged COMs to be national leaders in 
the fight against stigma 

attack HIV/AIDS prejudices; support legislation to protect 
HIV/AIDS infected persons from discrimination; work with 
children regarding HIV/AIDS dangers; demystify the disease 
through regular public discussion; and 

with HIV/AIDS to set a positive example of the need for 
respect and care. He further recommend that \"Champions for 
Change\" develop local capacity and inspire others while 
remaining personally committed and publicly involved. 

Suzette Moses-Burton 

Network for HIV Positive Persons 

sharing her personal story as a person living with HIV/AIDS. 
She discussed the fear of stigma that discourages testing and 
the open discrimination against those living with HIV/AIDS. 
She demanded action 

stand out as inspirational leaders. 


14. Dr. Marcus Bethel 
concluding remarks by reiterating the need for public/private 
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partnerships 

Fund grants to needy organizations 

participants to work towards a coordinated regional approach. 
Ambassador Tobias focused his comments on the need for 
sustainability in HIV/AIDS programs 

projects that are not sustained and do not develop local 
capacity lack the ability to make transformational changes. 
He asked COMs to help their countries build their capacity 
for self-help 

and to provide a good example with strong HIV/AIDS programs 
in their embassies. 


15. The discussion sessions concluded with a review of 
HIV/AIDS projects and activities in each of the participating 
countries and a discussion of best practices. COMs nominated 
Jamaica to host the conference in 2006. COMs agreed that 
AmbassadorsV Fund grants were very successful 

that exceeded the size of the grants. COMs also agreed to 
focus on the development of local capacity 

leadership by example and to better coordinate efforts 
regionally. USAID agreed to serve as a clearinghouse for 
sharing HIV/AIDS initiatives and best practices on an ongoing 
basis. 


16. COMs discussed the following specific steps to advance 
efforts to combat HIV/AIDS in the region: 


--Use local contacts in government and business to ensure 
strong representation of community leaders in local HIV/AIDS 
organizations; 

--Work more closely with schoolchildren in HIV/AIDS education; 
--Pursue licenses for local broadcast of \"A Closer Walk\" 
moving documentary regarding HIV/AIDS issues; 

--Develop a regional newsletter on HIV/AIDS issues; 
--Coordinate grant applications regionally 

grant applications available to NGOs seeking funding; 
--Continue strong Ambassadors\' Fund programs 

programs that have long-term resonance 

theater programs; 

--Use resources and programs from individual countries 
throughout the region 

gathering past embassy projects for regional distribution; 
--Plan an HIV/AIDS event to coincide with potential Secretary 
of State visit to Nassau in February 2006 for a meeting with 
Caribbean counterparts on the future of the Caribbean. 


Site Visits 


17. The conference concluded with a visit to the HIV/AIDS 
Resource Center in the Royal Victoria Gardens. Dr. Perry 
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Gomez 

Bernadette Saunders 

Coordinator 

facility. The COMs met with staff and volunteers involved in 
the daily work of HIV/AIDS. 


18. Several participants also visited the Bahamas AIDS 
Foundation. They met with the head of BNN 

people living with AIDS 

challenges of living with AIDS in the Bahamas. They 
discussed the importance of public figures 

Ambassador and the PM 

publicly 

considered various ways embassies could support the work of 
volunteer caregivers. 

ROOD 
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the company official who led the tour 

have background on energy issues and expressed interest in 
the possibility of the Czechs exporting a nuclear reactor 

well as the Czech experience with combining \"eastern\" and 
\"western\" nuclear technology. The Speaker of Parliament 
was not able to prevent the visit that was organized by the 
Communist Party Vice Speaker 

visit to \"non-sensitive\" areas 

strong message to the delegation in support of the six party 
talks. The MFA is concerned about the trend set by this 

visit 

sensitive foreign policy issue. The Czechs recently signed 

an \"Action PlanV with the DPRK to guide specific cooperation 
steps. They would welcome in-depth consultations with USG 
experts on North Korea -- a suggestion post strongly supports. 


3. (SBU) As previewed ref A 

the Czech Republic 17-22 October. The delegation was led by 
Kang Nung Su 

included Ri Sam Ro 

Committee of the Parliament 

Foreign Trade and Parliamentary Deputy 

Dept Director 

Europe Dept 

First Secretary Ho Song Chol. The visit was at the 
invitation of Vojtech Filip 

Chairman of the Czech Communist Party. 


4. (C) According to the final schedule obtained by the MFA 
and provided to Pol-Econ Chief on 21 October 

met primarily with parliamentary officials 

Communist and Social Democrat parties. According to the 


er Moleleki, Dr. Sekatle did not offer a definitive response concerning co-sponsorship. However, she 
lic, MEA Joint Secretary (Gulf) Sanjay Singh told us on October 20. SIPDIS PolCouns double tracke 
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readout provided to the MFA 

(Jiri Liska) was the only representative of the center-right 
ODS to see the group 

issue of human rights (which received no response). The 
group saw Martin Tlapa 

and presented a draft economic cooperation agreement 
was a surprise to the Czech side. They met morning of 21 
October with a group of Czech heavy industry firms. The MFA 
readout of that visit noted that the delegation inquired 

about a type of equipment used in nuclear facilities 

MFA officials were quick to point out the GOCR would never 
license for export to the DPRK. 


5. (C) The delegation visited the Czech nuclear power 

facility at Temelin on 20 October. Officials at the MFA and 
the Prime Minister\'s office 

Lubomir Zaoralek 

Czechs to cancel this stop (ref B). MFA staff report that 
(former) Deputy Minister of Foreign Affairs Kolar raised this 
several times with Zaoralek. Ambassador passed a strong 
message to Zaoralek reminding him of our concerns. 
Zaoralek\'s staff replied that the Speaker was able to limit 

the visit to only \"non-sensitive\" areas of the facility 

Vfor political reasons\" was not able to force Vice Speaker 
Filip to cancel the visit completely. MFA staff also 

indicate that Zaoralek did not 

del that he expected them to permit Czech officials to visit 
the facility at Yongbyon. This was allegedly because a Czech 
press report on 18 October had claimed that Zaoralek intended 
to \"trick\" the North Koreans into agreeing to a visit to 
Yongbyon. 


6. (S) According to Zaoralek\'s staff 

Musak 

CEZ that operates Temelin and the individual who conducted 
the 20 October tour 

\"standard VIP tour.\" Government officials claimed that it 
was essentially a stop at the visitors\' center. Musak 

has arranged previous visits for USG officials 

the main difference from what a USG visitor would have seen 
was that the North Koreans were shown a simulated control 
room rather than the real control room. The tour included 
the standard PowerPoint presentation 

turbines 

noted that there were a large number of V'state security" 
agents present to provide additional security. Musak was 
struck by the fact that the delegation did not seem at all 
experienced in energy matters 

power. He was also struck by two questions they asked: 
whether the Czech Republic would be able to export a complete 
nuclear reactor or facility 
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melding \"eastern\" (Soviet era) technology with \"western\" 
(US/European) technology. 


7. (C) According to his staff 

North Koreans a strong statement that future Czech-DPRK 
cooperation rested on progress with the six-party talks. MFA 
staff said the North Koreans\' response was a clear statement 
that they would not give up their nuclear program before they 
received a light water reactor. They termed the provision of 
the LWR 

necessary sign of US \"sincerity\" in the six party talks. 

They also stated that 

they were not able to accept USG assurances that it is not 
preparing to attack North Korea. 


8. (C) MFA Director for Asian Affairs 

discussion on 21 October 

of this visit -- with the Parliament essentially calling the 

shots on a visit with a very sensitive delegation 

MFA unable to play a significant role (although Fury stressed 
that the MFA was able to turn off the meetings Filip 
requested for the group with PM Paroubek and DPM Skromach) -- 
raised serious concerns for the MFA. Fury was also concerned 
that Filip has tentatively accepted an invitation to visit 
Pyongyang next year 

business delegation to accompany. Fury recalled that the 
GOCR has been carefully building its relations with the DPRK 
including the recent opening of an embassy 

be expanded this year. A Parliamentary visit led by Speaker 
Zaoralek to the DPRK earlier this year was an important step. 
A DPRK MFA delegation visited Prague last month 

very general agreement on 12 September governing future 
cooperation (see below 

is pursuing is a visit to the CR next year by a North Korean 
children\'s group 

young North Koreans to \"the real world.\" (The DPRK 
Parliamentary del this week indicated that final government 
approval for the childrenVs visit was still pending.) 


9. (C) Comment and action request: Fury said the Czechs want 
to consult more closely with USG officials on the growing 
Czech-DPRK relationship -- an interest he had noted during 
previous meetings 

momentum introduced by FilipWs intervention. Embassy 
strongly supports this effort 

offices to consider the feasibility of consultations with the 
GOCR 


10. (C) The GOCR and DPRK government signed an \"Action Plan\" 
on 12 September that is to guide activities the two countries 
will carry out over the coming two years. Jan Fury signed 


hammed Ismael, generally regarded as a top-ranking member of the Fadhila Party, told PolOff in an t 
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the document on behalf of the Czech MFA 

Director European Department 

Fury said that the document did not commit the Czech Republic 
to carry out any specific initiative 

framework for future discussions. He noted with some ironythat the DPRK 
representative stated that the Czech Republic 

was the closest friend the DPRK had in Europe. The document 
consists of a three parts 

deepen the present trend in the development of bilateral 
cooperation 

the promotion of cooperation 

specific operative issues. The general subject are the 
promotion of cooperation between educational 

mass media 

economic and trade relations. The 16 operative issues cover 

a wide range issues including the promotion of regular 

contacts between the MFAs and other ministries; promotion of 
language instructions; cooperation on the selection of DPRK 
students for study in the Czech Republic; and a variety of 
initiatives of a cultural 

investment nature. 

MUNTER 
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(reftel) would not delay the elections. Dorleans 

the group 

the IGOH to examine the nationality of all candidates for 

office and provide the information to the members of the CEP. 
The commission does not have the authority to render any 
decisions regarding the candidates 

only to provide information to the CEP and allow the CEP to 
decide what to do with the information. The CEP maintains the 
final decision regarding a candidates eligibility 

CEP will pursue its mission to organize and carry out 

elections regardless of when the commission completes its 
investigations. He added that it was conceivable that a 
candidate who is on the ballot and elected by majority vote 
might be disqualified after the fact by the CEP based on the 
commissionVs findings. (Note: The Elections Decree mandates 
another election if candidates are disqualified after they 

are elected. End note). 


2. (C) Dorleans noted that the IGOH had passed the decree 
taking the Supreme Court out of the appeals process so that 
the CEP\'s decisions were now final. (Note: The IGOH has not 
printed the decree 

He pulled out a copy of the Haitian constitution and quoted 
Article 197: V'The (CEP) shall rule on all disputes arising 
either in elections or in enforcement or the violation of the 
elections law.\" Although he professed to prefer the concept 
of judicial review in all cases 


jonVs Office of the Foreign Ministry on October 19. In a parallel effort to ensure maximal coverage, E 
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role in the elections was not practical 

mandated by the constitution. These judicial limitations 
notwithstanding 

to re-examine the eligibility of Tet Ansamn Presidential 
Candidate Dumarsais Simeus 

power to send any registration to the courts for a decision 
if a candidate is found to have lied on the application. 
(Note: The CEP sent a complaint to the Supreme Court October 
19 alleging that Simeus had falsely claimed citizenship 
property ownership and residency. End note). 


3. (C) Comment: Whatever actions the 'Commission on 
Nationality" may ultimately take 

considerable uncertainty into the elections by pressuring the 
CEP to render candidates ineligible before the vote or 
possibly nullify the results after the elections. The parties 
themselves have previously agreed to respect the outcome of 
the ballot in their \"governability pact 

now opened the door to a campaign based on accusations rather 
than issues. The CEP has written to candidates reportedly 
asking for the birth certificates of both parents (the 
constitution requires that one parent be Haitian). 

Separately 

candidates\' past residency abroad. Post will provide a more 
thorough analysis of potential problems arising from the 
dispute over dual nationality generally and Mr. Simeus\' 
candidacy specifically in septel. End comment. 
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believed Otman had been instructed by Qadhafi to treat Assed 
Vwith respect. Otman brought with him a suitcase with USD 
250 

return to Libya. 


2. (C) While not revealing whether he had accepted the cash 
or not 

regime. He told Polcouns that he had made clear to Dr. Otman 
that he had no intention of returning to Libya given his 
advanced age and failing health 

political position 

serious reform process started promoting internal democracy 
as well as receive compensation for the land and property the 
Qadhafi regime had seized upon coming to power. Assed said 


naz, told Poloff October 19 that the IECI has received approximately 80 complaints about the referen 


MILITARY TREATMENT FACILITY 1. On 19 Oct, Salvadoran Vice Minister of Defense, General Abr 
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those assets were \"worth millions\" now 
amount Dr. Otman brought with him. 


3. (C) Assed continued that despite American and 
international pressure 

situation in Libya was really not improving. There were 

still widespread human rights abuses 

effort to devolve power to elected bodies or the people 
which Assed advocated. There were still political prisoners 
the population was suppressed 

outspoken journalists had disappeared. 


4. (C) Assed nevertheless insisted he was not calling for 

the overthrow of Qadhafi. He thought Libya could live with 
Qadhafi provided there was a credible attempt at promoting 
reform. In this light 

for the US to remove Libya from the terrorism list; that step 
should only come with an improved internal climate and more 
freedom in Libya. 


5. (C) Assed then gave to Polcouns the following letter 
(para 7) 
He hoped Polcouns would share the letter with the Department. 


6. (SBU) Assed\'s son Osama 

Morocco 

to a small article in the French-language weekly Tel Quel 

which claimed that the GOM 

was promoting rapprochement between ex-PM Assed and Qadhafi. 
Osama Assed said the article was false 

his family had been approached by FM Benaissa or other 
Moroccan government officials. 


7. (SBU) Begin text of letter: 
In the Name of God the Compassionate 


His Excellency 
Colonel Muammar Qadhafi 


| cannot but begin my letter by expressing to Your Excellency 
my deepest gratitude for the good feelings you have shown 
towards me 

of your stated desire that | be treated with due respect and 
regard. This 

your sound appraisal 

and your patience have all been more than amply brought forth 
by the meeting held lately with Dr. Abdullah Otman. 


Excellency 
motivated me to maintain my friendship towards you as it has 


‘ountry clearance to Homa J. Lee, Research Civil Engineer; David M. Rubin, Research Geologist; anc 
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encouraged me 

thoughts concerning Libya especially now that it has entered 
upon very difficult negotiations with the Western States. 


Excellency 

me to various international parties 

affairs which has enabled me to form a certain assessment of 
what developments the world greatly expects of Libya. The 
acceptance of Libya into the political and economic fold is 

not a matter easily or quickly attained unless Libya is to 
embark in some way on political 

reforms. 
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Excellency 

and your political acumen you are no doubt alive to the fact 
that we must face this political flood as Noah faced the 
Flood by building the Ark to weather the storm and gain safe 
refuge. As the Flood radically altered the habitat and the 
inhabitants of the Earth 

impose wide changes on the world 

new political concepts and practices as well as new regional 
powers and new roles for many states. 


Excellency 

process and of current affairs have been incentive enough for 
me to present to your attention an idea which | hope you may 
be able to spare time to personally consider. 


Today 

based on human rights 

press 

the most plausible political system. No country which 
chooses to adopt a different system can hope to gain full 
acceptance among nations. On the contrary 

with nothing less than punitive measures and sanctions. In 
this context 

itself internationally; but only by accepting free enterprise 
and so sharing a common factor with the United States. In 
addition 

political system by allowing for a rotation of power among 
individuals and by bequeathing prerogatives to the 
legislature and to Party committees. No doubt 

population as well as greatly aiding it in imposing itself 

has also brought home to the world the extreme necessity of 
internal stability in the country. 


Excellency 


i Gonul has accepted the U.S. invitation to the December 6-8 SEDM. Gonul requests a bilateral mee 
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distance of Europe 

and America no matter what level petroleum prices may reach. 
Furthermore 

the WestVs social and economic dealings with her. 


In the past 

give Libya a distinctive individuality 

further by creating a system of rule that has aroused 
national pride among Libyans who 

congresses 

responsibility and have come to feel that their voice can be 
heard. Undoubtedly 

able to prevent Libya from falling under the direct influence 
of either of the two World Powers and you have 
Excellency 

in spite of what that entailed in social and economical 
difficulties. 


Regardless of the wrongs and injustice | have personally been 
subjected to in those years 

Revolutionary Committees are the arm Your Excellency chose to 
safeguard the political order that preserved Libya\'s 
independence. Unfortunately 

not grasping the depth of your thinking 

of repressive measures which have caused much affliction 
among the Libyan people. 


Excellency 

economic power 

freedom it guarantees its people 

adopt its ways 

from entering into international disputes in order to be able 

to vie with the United States technologically and 

scientifically. In like manner should Libya comply with what 
the world expects by embarking on a new political experience 
yet preserving its integrity and its revolutionary principles. 


It is the preservation of the country's integrity and the 
upholding of its revolutionary principles that calls for Your 
Excellency\'s continued presence as Head of Libya able to 
advance social justice and to ensure Libya\'s freedom of all 
political and economic dependency. Moreover 
aforementioned points should be stipulated in a constitution 
qualifying the continuity of the revolution in a leader from 
your offspring. 


The participation of the country in international politics 

can only take place after the setting up of organs of state 
according to a written constitution and the appointment of a 
cabinet of ministers bestowed with powers and responsible to 
the head of state and to a bicameral legislature. In turn 


?rs press report on October 20, which claimed that Iran has stopped the imports of goods from the Cz 
Czech government to make a statement regarding concerns that the UNESCO Cultural Diversity Cor 
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the bicameral legislature should be composed of a lower house 
with legislative powers enabling it to hold the government to 
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account 

all institutions comply with the principles of the revolution 

and adhere to the concept of human rights. Among the other 
priorities should also be a creation of a higher council for 
justice and a council for information and media. 


Excellency 

consideration are but a sincere expression of my willingness 
and that of my sons to put ourselves at the service of Libya 
leadership and people 

Libya\'s unity 

shall find us always 

the service of the country. 


Yours faithfully 
End Letter. 


Comment 


8. (C) We leave it to our Libya experts to advise on the 
utility of further contact with Assed on the issues raised in 
his letter. He remains available to us if we desire any 
follow-up. 

RILEY 
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to exclude him. The registration process had been successful 
enough to legitimize the elections but the Provisional 
Electoral Council (CEP) was incompetent and should be 
\"fired.\" Though the Charge stressed that the U.S. could not 
take a position on Haitian legal matters 

U.S. support in forcing the Prime Minister to accept the 
Supreme Court\'s decision in to re-instate his candidacy. 
End. Summary. 


2. (C) In light of the Haitian Supreme Court\'s unanimous 
ruling 

his name off the ballot with all his available resources. 
Simeus claimed that most Haitians did not care whether a 


e Ministry of Development, Industry and Commerce. Post has not yet received the GOBVs response 
n request at paragraph 5. 2. (S) Summary. Frantisek Bublan, the Czech Minister of the Interior, infc 
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candidate is a dual national 

gaining support among Haiti\'s masses. He warned that further 
moves by the Interim Government of Haiti (IGOH) to prevent 
his candidacy could derail the elections. 


3. (C) The Charge congratulated Mr. Simeus on the decision of 
the Supreme Court and wished him success in the campaign 
stressed that the U.S. has no preferred candidate. He 

further pointed out that the U.S. could not intervene in 

Haitian constitutional dispute. Simeus bitterly denounced 

the Prime Minister 

HaitiVs failed political culture rather than protecting the 
constitution. Simeus continued that the PM and his 
government were themselves \"illegal\" and only in power as a 
result of the international intervention. Simeus asked that 

the USG and the international community press the Prime 
Minister to accept the Supreme Courts decision approving his 
candidacy and to cease further actions to prevent him from 
running. Polcouns reiterated Charge 

the USG could not take a position on internal Haitian legal 
matters 

ensuring that elections took place on time. 


4. (C) The Charge asked Simeus whether Haiti could carry off 
credible elections under current conditions. Simeus believed 
that with over 3 million registered voters 

would be credible if the campaign ran smoothly otherwise. 
(Note: the final tally of registered voters will likely 

exceed 3.25 million. End Note.) He felt that the CEP had 

failed repeatedly to meet its obligations and should be 

\"fired\" and that the UN should immediately take over the 
elections process. (Comment. Simeus also made this case at a 
dinner with other presidential candidates held for visiting 

S/CRS Director Pascual and WHA/PDAS Duddy. The other 
candidates agreed that the CEP had failed 

that its role must be preserved. End Comment.) CEP members 
were pursuing narrow personal and political interests 

than those of the whole country. 


5. (C) Comment: Mr. Simeus called Polcouns the following 
morning to repeat his request that the U.S. government 
support the decision of the Haitian Supreme Court and said 
that his campaign team would \"circle back\" in Washington to 
push for this support. Polcouns repeated the message that 
the U.S. would stay clear of Simeus 

urge the IGOH to maintain its focus on successful elections. 


CARNEY 
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1. Minister of Justice Henri Dorleans told the Charge October 
18 that the IGOH had appointed a Commission to oversee 
criminals deported from the United States and was examining 
the possibility of creating a halfway house (Centre de 
Transition) for deportees in Haiti. Dorleans explained that 

the MOJ had already drafted a decree (septel) for the 
Commission\'s recommendations that would be passed shortly by 
the IGOH. Among the recommendations in the decree is the 
establishment of a halfway house for those deportees that 
needed assistance in transitioning to a normal life ina 
country many of them barely knew. The MOJ had already 
identified the names of some deportees currently in prison 
who would be immediately eligible to move to the center 

also identified a location for the facility. (Note: the house 
identified belonged to Serge Edouard 

in Miami prison for drug trafficking. The house is reportedly 
part of the assets seized by the Justice Department as part 
of the judgment against Edouard. End note). 


2. Secretary of State for Public Security David Basile first 
described the idea of the halfway house and the specific 
location of the center to the DCM on September 23. Basile 
said the halfway house would serve as a transition center for 
non-violent deportees and could also provide a forum for 
specialized training of Haitian prison system authorities and 
guards. Basile added that some Haitians might be deported 
from the U.S. after sentencing to serve their prison term in 
Haiti in a specialized facility under U.S. supervision. Both 
Basile and Dorleans said that in order to take possession of 
the house and establish the transition center 

needed to conclude an agreement with the U.S. to allow Haiti 
to apply the judgment rendered against Serge Edouard in 
Haiti. (Note: Dorleans is drafting a proposal that would 
establish a process under which Haiti might execute judgments 
against all Haitian criminals convicted in the United States. 
See septel. End note). 


3. Dorleans added that the Commission has also requested 
greater cooperation from U.S. immigration authorities in 
order to better handle the periodic influx of criminal 
deportees. Specifically 

a list of Haitian prisoners currently incarcerated in the 

U.S. and schedules for their deportation so that Haitian 
authorities might prepare in advance for their arrival. 


4. Comment: Haiti is not the only country in the Western 
Hemisphere that faces the chore of integrating criminal 
deportees from the U.S. 

system is perhaps uniquely inadequate for the task. Post 


yegan yesterday before the Higher Criminal Court of Iraq. Despite some technical issues, the trial wa 
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supports IGOH efforts to establish a center for managing the 
influx of deportees and is examining ways in which we can 
support it 

house. We also support greater information-sharing between 
U.S. and Haitian authorities and request that DHS keep post 
informed of longer-term schedules for deportations that can 
be shared with the IGOH. End comment. 
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that the Arab League in Cairo would host an initial 
meeting would be held in mid-November among key Iraqi 
political 

factions. A larger meeting would follow among all the 
political forces. Musa readily agreed with Charges point 
that 

the larger conference would need to be in Baghdad. 


3. (C) Amre Musa said he found even hard-line Sunni Arab 
rejectionists 

Ulema Council 

Conference (VmuVtamar at-ta\'seesi) as well as Arab 
nationalists 

like Subhi Abdel Hamid would be willing to participate in 

a broad meeting. He said Dhari still has a list of 

objections to policies underway in Iraq (\"You know them 
stated.) Dhari has agreed not to insist on preconditions for 
the Ulema Council\'s participation. Musa was certain that 
these heretofore rejectionists would join in the December 
national elections if they received the right encouragement. 


4. (C) Charge said the Arab League initiative would be 
useful if it encouraged all Iraqis to participate in the 

next elections. He cautioned that the conference was not the 
place for Dhari to try to negotiate the withdrawal of 

Coalition forces; the Iraqi Government should be responsible 
for those discussions. Charge urged Musa to stay on the 
theme he had used at the October 21 iftar: the V'old IraqV" 

is gone and the \"new Iraq\" would stay and merited 

support. The Arab League initiative must be clearly 
understood not to be aiming for the return of a Sunni Arab 
clique to power; rather it should be about Sunni Arabs 
having a share of power by participating in the political 
process. Charge also urged Musa to open an Arab League 
office 


- November 7, 2005. The purpose of Mr. Duran\'s visit is to act as principal officer during the absenc 
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5. (C) Separately 

Musavs meetings had the right tone. He said he was 
recommending that the Arab League not invite Iraqi 
Government officials per se. Instead since these meetings 
were intended to cement an accord among political forces 
he told Musa to invite the political groups in the Iraqi 
National Assembly 

Zebari said he was also discouraging Musa from the idea of 
inviting foreign observers from neighboring states 

and the Coalition. Zebari speculated that the larger 
conference would take place in January around the same 
time as the new government is formed. 


6. (C) Musa asked Charge about the Mehlis report which he 
had not seen. Charge said the reports contents were 

very serious and pledged to get Musa a copy while he was 
still in Baghdad. 


7. (C) At the iftar hosted by the MFA October 21 we still 
heard suspicions about Musa and his mission. A Kurdish 
politician and cabinet member muttered sourly that he 
didn\'t trust Musa who 

close to Saddam. A staffer with Shia Islamist Abdel Mehdi 
noted that Musa\'s post-meal speech called for a 

\"united 

word \"democratic.\" This staffer noted that at least Musa 
had taken the point that many Iraqi political groups in 
power don\'t believe in national reconciliation. They will 
not sit with Baathists and terrorists. Musa has found that 
the term \"accord\" sells better in Baghdad. Musa on October 
22 Will be in Najaf trying to sell his conference idea to 
Ayatollah Sistani and Mugtada as-Sadr before heading to 
Kurdistan later in the day. 

Satterfield 
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Calgary CG 
October 19th to discuss the new pipeline proposal. End summary. 
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2. Altex Energy was founded earlier this year by former 
employees of the Alliance Pipeline 

from Fort St. John 

beyond. This C$5.8 billion pipeline 

scribbled on a table napkin in 1995 

gas to the U.S. Midwest in 2000. By utilizing the experience 

and success of the Alliance pipeline 

management team hope to convince the oil industry and government 
regulators that their proposal will be the most cost-effective 
environmentally friendly partner for Alberta s booming oilsands. 
While still only in its first stages 

financial backing from several investors 

Calgary-based Kern Energy Partners 1 Fund (KEP) 

equity fund with a focus on Canadian energy sector resource 
development. KEP has C$230 million of committed capital from a 
group of partners that includes North American pension funds. 


3. Jack Crawford told us that the unique design of the 
estimated $3 billion Altex pipeline will enable it to transport 
heavy crude at only two-thirds the cost of its competitors. 
Central to the Altex strategy is to develop a V'straight shot\" 
pipeline from Alberta to Texas 

similar in scope to the Alliance pipeline. Current pipeline 
Systems generally travel a circuitous route through central 
Canada to Chicago and Minneapolis before making their way to the 
southeast. While these designs were once the most economical 
means available for delivering crude oil to refineries on the 
Great Lakes 

exports from Canada have increased so much in recent decades 
that the percentage of refineries devoted to Canadian crude has 
risen from half to nearly 100%. Crawford estimates Gulf Coast 
refining capacity at some seven million bpd 

to refine two million bpd of heavy crude. Also working in 

Altex\'s favor is their pipeline\'s low profit threshold. Crawford 
told us that the Altex pipeline will only need to ship 250 

barrels per day (bpd) to stay economical 

average 400 

course 

energy prices 

proposed pipeline would have a maximum volume of some 750 
bpd 

of one million bpd. 


4. Altex is not without competition 

pipeline industry 

formulated proposals of their own. Calgary-based Enbridge Inc. 
Canada\'s dominant oil pipeline company 


1 from October 23-27, 2005. The purpose of this visit is to give a speech at a seminar regarding Cub 
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designs 

project aimed at transporting 400 

Alberta to Kitimat 

Extensions of its U.S. Midwest system are also planned. In 
addition to Terasen Pipelines\' proposed C$210 million expansion 
of its Trans Mountain oil pipeline from Alberta to British 
Columbia 

transporter of natural gas 

by moving early 

pipelines from west to east into an oil pipeline (known as 

V Keystone") directed towards U.S. markets south of Manitoba. 
None of the proposals 

for at least several years. 


5. Although economic circumstances ensure increasing demand for 
pipelines such as Crawford\'s 

forestall Altex for years to come. Federal governments 
environmental boards 

all be placated before construction begins. While it will take 
time and energy to acquire regulatory approval from Canada\'s 
National Energy Board (NEB) 

typically even more difficult to obtain. Crawford noted to us 
that natural gas pipelines can be approved by the Federal Energy 
Regulatory Commission (FERC) 

separate regulatory regime 

state government through which a pipeline passes. The Altex 
pipeline would pass through seven: Montana 

Nebraska 

Altex must negotiate terms with each individual property owner 
its pipeline will run through 

thousands of agreements. While Crawford says it is likely that 
Altex will be given the same expropriation and property 
condemnation powers that Alliance was awarded in 1998 
expects they will rarely be used noting 

Alliance we were able to obtain permission without employing 
such extreme measures\". 


7. A final challenge for Altex 

acquires the necessary regulatory and land use approvals 

be competing for scarce labor resources. With Alberta building 
permits increasing by 30% this year and busy cranes a common 
sight in Edmonton and Calgary 

eager to take on more work. However 

emphasizes the logic of new pipelines; while some Albertans 
would prefer value-adding refinery capacity in-province 
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labor necessary for such a massive upgrade simply isnVt 
available. Additionally 

face these acute labor shortages south of the border 
unemployment rate is several points higher. All of that said 
Crawford told us that 

in operation by 2010 when oilsands production is projected to 
rise to nearly two million barrels per day. 


8. The timing of Altex\'s pipeline could hardly be more 

fortuitous. The price spikes brought on by the damage done to 
Gulf oil production demonstrate the need to diversify U.S. crude 

oil supplies. Refineries in the southeast continue to upgrade 

their heavy oil capacity 

continues to tighten. Republic Senator Orrin Hatch\'s recent 
comments underscore the increasing importance of Canada's role 
in the ongoing diversification process 

producers strive to fill demand to a nation seeking independence 
from unstable oil exporters. 


5. (C) The GOI acknowledged that it is some $450 million 
behind in payments to Turkish fuel suppliers; it is not clear 
when exactly the bill will be paid (Comment: Turkish MFA 
officials put the total arrears at $840 million. End 

Comment). The Ministry of Finance 

(Ref B) has authorized the payment of this amount from the 
Ministry of Oil\'s capital budget. An additional approval 

from the Ministry of Planning and Development Cooperation 
(MoPDC) is also required 

any capital budget transfers. Contacts at MoPDC reported 
October 19 that the Minister intends to sign the necessary 
paperwork 

payment through the Ministry of Finance may take several more 
days. If all goes according to plan 

Bank of New York should receive a payment order by Monday 
October 24. 


6. (C) Comment: The lack of redundancy in the electrical 
grid caused by a series of attacks on electrical towers 
leaves the system vulnerable to outages that 

the refineries to go offline. Pipeline interdictions 
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regardless of cause 

already under-producing refineries and the delivery of 
product to markets. Iraq\'s imports 

over 50% of the country's demand unmet by domestic 
production 

the GOIVs attempts to float its fuel import arrears. 
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Elements of Export Controls for APEC Economies\" to be held in 
Hawaii the first week of November. Post understands that 
Washington will cover all costs associated with attending 

this conference. 


2. First attendee is Armin Anderella 

Disarmament and Non-Proliferation Affairs from the Chilean 
Mission at the United Nations 

aandereya@chileun.org). He will be flying from New York to 
Hawaii. Flight itinerary will follow. 


3. Second attendee is Ruben Barra 

Measures for the Office of Oversight and Enforcement of the 
Chilean Customs Agency (phone: 56-32-200-548; fax: 
56-32-254-033: email rparra@aduana.cl). He will be flying 
from Santiago to Hawaii. Flight itinerary will follow. 


4. Third attendee is Hector Hugo Paz 

Directorate General of National Mobilization 
56-2-441-3846; fax: 56-2-441-3820 

hectorhugopazO hotmail.com 

flying from Santiago to Hawaii. Flight itinerary will follow. 


5. Posts POC for organizing the logistics of this visit is 

Lily Bravo (phone: 56-2-330-3485; email: bravolm@state.gov). 
Post thanks the Department for its flexibility in waiting for 
these final names. 


KELLY 


43347 

43348 

my candidate V'. It appears he has rejoined the fold and will 
not follow through on his presidential aspirations. END 
COMMENT. 

CARNEY 
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countries. With few exceptions 

is like calling long distance within the United States 
the technologies and standards are identical. Indeed 
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key telecom products and services originated with Canadian 
players (e.g. firms such as Nortel 

Research in Motion). The U.S. FCC cooperates closely with 
the Canadian Radio-Television and Telecommunications 
Commission (CRTC) and Industry Canada (IC). 


4. (C) Some of our conclusions about critical infrastructure 
protection in this sector are similar to those we reached in 
studying the energy sector (refs A and C): 


-- Natural disasters - particularly storms - have 
historically been the most familiar problem. In telecoms 
prolonged power outages (of any origin) that might result 
from such disasters are a top concern. 


-- The industry\'s big players have sophisticated systems to 
maintain reliable service 
their security challenges well. 


-- On the security side 

government appear to be problematic. Governments have so far 
brought little to these relationships in terms of expertise 

data 


LANDLINE PHONE SERVICE 


5. (SBU) North America\'s conventional hard-wired telephone 
system (the \"public switched telephone network" - PSTN) has 
evolved a robust network and claims 99.999 percent 
\"availability.\" Industry experts attribute this reliability 

to several factors 

communications 


-- The 100-plus-year evolution of the industry. 
-- A small number of industry players. 
-- Competent regulation in the public interest. 


6. (C) Industry security experts admit that there may be 
considerable room for improvement in PSTN reliability. Their 
suggestions include: 


-- Longer backup power. PSTN facilities typically have 
backup batteries and generators with at most 8 to 24 hours\' 
worth of fuel on site. In the event of a long power outage 
over a wide area 

supplies. The logical response would be storing more fuel 
and/or ensuring that these facilities have priority access to 
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fuel during a blackout. (Comment: Such V'priority service 
arrangements" during a crisis are no small matter 

require someone to make judgments about \"priority\" and then 
enforce non-market supply arrangements over large sectors of 
the economy for unknown time durations. With hospitals 
police and other emergency services competing for priority 
status for fuel 

that they sometimes have difficulty obtaining priority 

status. End comment). 


-- An additional 

bases with cordless handsets - now standard in homes - depend 
on house current and are not usable at all during an outage. 
Households will want at least one old-fashioned cord phone in 
these situations. 


-- More security testing. Telecom industry experts admit 
that they focus their reliability efforts \"in areas that 
customers will notice or care about.\" This means that 
resources are concentrated in areas such as customer data 
protection 

that are improbable or that have not yet led to 
customer-noticeable effects. In this vein 

suggested that the PSTN\'s separate signaling traffic is 
under-protected relative to voice traffic 

traffic the \"weakest link.\" Another commented that the 
vulnerability of modern software switching systems to 
deliberate hacking is unknown 

systematic effort to test their resistance. (Comment: A 
cybersecurity consultant claimed that hacking of software 
switches was his primary concern for the reliability of 
PSTNs. End comment.) 


MOBILE PHONES 


7. (SBU) A variety of mobile communications technologies are 
on the market 

the most secure and reliable) being the Canadian-developed 
\"BlackBerry\" messaging device. Because most mobile systems 
are served by towers spaced a few miles apart 

would have to fail simultaneously in order to cause a service 
outage over a wide area. While the mix of mobile 
technologies provides lower and spottier reliability than the 
PSTN 

complete failure of mobile communications unlikely in a 
diversified market. 


8. (C) Industry experts admit to a range of vulnerabilities 
in mobile networks. All of these vulnerabilities become more 
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serious as North Americans become more reliant on mobile 
phones. The problems include: 


-- Backup power. Cellphones need recharging on a daily 
basis 

Also 

generator and fuel tank in order to operate during a 
blackout. Not only is this difficult in some cases (e.g. 
many cell towers are on rooftops) 

maintaining access to fuel during a long blackout is much 
more complex than with the landline network. 


-- Local overload. If too many mobile users crowd into a 

small area during an emergency 

overloaded and fail just when and where it is most needed. 
(This problem is worsened by \"BlackBerry\" and similar 
devices 

not in use. Comment: one phone company executive described 
a scenario where 

in an area simultaneously attempt to gain access at once 
triggering a denial-of-service response from the network 

which can be mistaken for a deliberate attack. End comment.) 
Preventing this \"overload\" problem could require firms to 
over-invest in capacity throughout their networks 

their costs significantly. Another approach is to create 

Vpriority service lists\" of numbers which receive service 

first from an overloaded network. (Comment: Industry Canada 
officials described evolving plans for a priority service 

list for mobile phones that would 

emergency 

service list. This all-or-nothing approach was not what 
mobile-phone company executives had described to us; they had 
suggested a system of prioritizing users. End comment.) 


-- Radio jamming. Suitcase-sized \"jammers\" (which generate 
white-noise radio signals) can block all cellphone 
transmissions (including those to \"priority service lists\") 
over a limited area. While it would take dozens to hundreds 
of these devices to block service across a major city 
jammers can conceivably be built or bought from military 
sources. (Comment: while stating that these jammers are 
illegal in Canada 

oblique references to President Bush\'s 2004 visit 

they suggested that their systems had been affected by 
jammers used in conjunction with the visit. End comment.) 


-- Major switching offices (MSO\'s). Each of these supports 
one company\'s mobile network over a large region (e.g. one 
major firm has two MSO\'s serving OntarioWs market area of ten 
million people). Overlapping disasters/attacks at several 
MSO\'s could conceivably interrupt service for a sustained 
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period over such a region. 


VOICE OVER INTERNET PROTOCOL (VOIP) 


9. (C) Voice communications through the Internet are 
increasingly available and this technology may be adopted 
widely over the next two to three years - especially for 
internal communications within organizations -- because it 
allows voice service to be offered for a fraction of the cost 
of existing technologies. Industry security experts stressed 
to us that currently 

firms are offering VOIP (\"any crook can get into the 
business\"). They expressed concern that rapid uptake of VOIP 
could dramatically increase the vulnerability of North 
Americas communications 

exposure to power outages 

mitigated. 


10. (C) In both the United States and Canada 

ongoing controversies at the regulatory level about whether 
and how VOIP services should be regulated. The Canadian 
regulator 

functionally the same as conventional telephony and that a 
similar regulatory regime should apply (ref B) 

Canada and Internet service providers dispute this 

CRTC is reportedly showing little movement toward effective 
regulation. At any rate 

be aimed less at network protection than at other goals (such 
as competition policy 

public services). One regulatory difficulty inherent in the 
VOIP design is the portability of numbers and the inability 

to obtain a physical location for a VOIP call: this is an 
obvious problem for providing 911 emergency services 

also raises fraud and security issues. 


11. (SBU) Our interlocutors offered the following general 
points of advice (some of which may well be self-interested) 
on how to make VOIP less vulnerable: 


-- Limit the number of players 

regulators only know how to achieve regulatory goals through 
a finite number of firms. This necessitates somehow 
restricting the offering of VOIP services to North Americans 
from offshore. (Comment: of all the suggestions 

to be the most self-interested. End comment.) 


-- Require VOIP phones to switch automatically to landline 
telephone power whenever their own power fails. 


three weeks after averting a financial crisis, the state-owned monopoly oil importer Nepal Oil Corpor: 


HCOM FOR POLAD US SOUTHERN COMMAND MIAMI, FLORIDA E.O. 12958: N/A TAGS: SENV, 
. STATE 189774 B. STATE 190583 PolChief delivered reftel demarches to Anna Gebremedhin, ! 


ffs organized trips during September and October to bring IECI commissioners to meetings in Ramac 


Column 3 

-- Respect principles developed over the decades in the PSTN. 
One such rule states that any call which begins and 
terminates in Canada (or the USA) should be routed 
in-country. Another is an engineering maxim for preventing 
failure: \"Keep all the smarts in the network and make the 
terminals dumb. V 


ROLE OF GOVERNMENT 


12. (SBU) Telecommunications are under federal government 
jurisdiction in Canada. The GOC has a recently amalgamated 
department - Public Safety and Emergency Preparedness Canada 
or PSEPC - which is analogous to U.S. DHS. However 
responsibility for critical infrastructure protection in 

telecoms is partly delegated to Industry Canada 

also responsible for telecom regulation and radio frequency 
allocation 

expertise on communications technology. 


13. (C) Even more than in energy networks 

impression that security experts in the telecom industry 
attach little value to the GOC\'s role in critical 

infrastructure protection. The overwhelming fact is that the 
infrastructure is owned and understood only by the big 
utility companies. Even if government bodies allocate more 
resources to developing CIP expertise 

outsiders. They thus have little bargaining power when 
trying to develop dialogues with the companies. Coercive 
approaches fail 

anything in a form that government officials can use. 


14. (C) Clearly 

ongoing constraint. One company official told us 

(PSEPC) want our participation but they have no budgets which 
would allow them to share costs or develop joint programs." 
When emboffs asked Industry Canada what they thought the 
sector\'s vulnerabilities are 

vulnerability assessment has been identified as a 

requirement\" and would be addressed when funding is obtained. 
(Comment: While industry executives were relatively 
pragmatic in accepting how little value-added they perceive 
from the government 

emboffs with their level of self-confidence in this area. 

Industry Canada interlocutors repeatedly emphasized their 
close and productive ties to the telecom industry players and 
stated how grateful the industry was for their assistance. 

This disconnect is not an encouraging insight into Industry 
Canadavs self-assessment capability. End comment.) 


1.4 (B, D) 1. (SBU) Ambassador discussed this subject with Foreign Ministry Undersecretary for the 
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suciello was familiar with the details of this case, and pleasantly, but firmly stated that the GOI did not 
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15. (C) A further problem affecting telecoms CIP is that 

firms have even less incentive than in the energy sector to 
share information with government players 

sensitivity of their proprietary technologies 

closeness between the Industry Canada offices responsible for 
CIP and those responsible for telecoms regulation. As one 
company official noted 

- mobile and VOIP - are also those where technology is 
evolving rapidly and competition is most intense. Another 
said plainly: \"We don\'t want to admit our security problems 
to our regulators" - lest the companies become burdened with 
further regulatory requirements. In other words 

is a visible boundary between government officials 
responsible for CIP and those responsible for regulating the 
telecoms market 

talk to government about security issues. Their position is 
that they will inform the GOC about their vulnerabilities at 

the time of a crisis (but not before) 

by a signed non-disclosure agreement. 


16. (C) Finally 

valuable to telecom firms is generally not made available to 
them in a useful way. As in the energy sector 

complain that blanket V'security alerts" convey no actionable 
information. One company official said 

nothing useful from PSEPC by regular channels. The 
time-critical stuff never gets around in time and it\'s always 
piecemeal. Any useful information we get comes through 
personal relationships.V This official said that the best 
capabilities in the GOC were in the military and related 
agencies 

(CSE) 


-- GOC security clearances for key company officials. 


-- Direct computer links from security agencies to the major 
telecom companies. 


-- Substantial budgets (he suggested C$5-10 million) for 
joint operations and investigations V'or else all we do is sit 
around and talk.\" 


Visit Canada\'s Classified Web Site at 
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IDRF plans to arrange the charter flights 
estimate will cost C$50 


- REF: STATE 194572 Classified By: Economic-Political Counselor Gregory E. Phillips,. Reas ons: 


mic Officer Alexander Titolo for reasons 1.4 (b) and (d). (C) We delivered reftel points on NATO supr 


206-07 Program and Budget for the UN Educational, Scientific and Cultural Organization (UNESCO). 
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unite today on behalf of sharks.\" The television campaign 
which shows graphic images of shark fin extraction 

followed up with a series of exhibitions and concerts in a 
number of Ecuadorian cities. Campaign organizers will 
circulate petitions during these public events that 

encourage the GOE to design a national plan to oversee the 
fishing sector and monitor shark populations. 


STRONG INCENTIVES TO FISH SHARKS 


4. Campaign organizers face an uphill battle to stop the 
shark fin trade. The incentive to fish sharks originates in 
China 

is high for shark fin soup which 

aphrodisiac qualities 

wedding. It is estimated that the market for shark fins 
more than tripled from 1980 to 2000 

tons. The market in Hong Kong continues to grow 596 per 
year. 


5. The demand for shark fins sends Chinese buyers to 
Ecuador 

declines in shark populations. Press releases associated 
with the campaign note that in the North Atlantic 

example 

dropped 60-90% over the last 20 years. From 1997 to 2003 
official Ecuadorian shark fin exports to China and Hong Kong 
were 850 tons 

the large illegal export of shark fins in Ecuador 

figures are much higher. 


6. Galapagos fishermen have long relied on sea cucumbers for 
a majority of their income. However 

cucumber populations are declining -- they are commercially 
extinct on the coast and nearly so in the Galapagos 

the overall catch fell by 75% from 2002 to 2004. As a 

result 

the shark fin trade for high-value catch. Chinese 
businessmen encourage the practice 

fishermen to invest in better equipment that will increase 
their catch. Members of the Galapagos fishing communities 
have acknowledged to Econoff the important role that 
visiting Chinese businessmen play in financing and 
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encouraging the shark fin trade. 


GOE INACTION 


7. The October 2004 Presidential decree banning the export 
and internal sale of shark fins was an important step in 
developing a regulatory regime to stop the shark fin trade 
(reftel). However 

enforcing the ban. Even when arrests are made 

follow-up is almost non-existent. 


8. For example 

during a shark fin operation that already collected fins 

from 30 

to this case to demonstrate active enforcement of the ban 
the facts to not support them. To begin with 

only boarded because government officials thought that it 
was involved in narco-trafficking. Moreover 

taken against involved parties until a month later 

public pressure and attention from the press led to the 
arrests of the boat captain and a customs official who were 
involved in the scheme. Activists remain concerned that the 
case may die in the judicial system. 


9. As aresult of weak enforcement 

concern for being caught engaged in illegal fishing. In 
September 2005 

went public with evidence indicating that crew members of a 
tourist boat were illegally fishing for sharks in the 
Galapagos. Many in the Galapagos acknowledge that this 
practice is not uncommon. An accusation has been brought to 
the prosecutor by the Galapagos National Park (GNP) 

little follow-up has occurred. If anyone is found guilty 

it likely will be the ship staff. Tour operators 

responsible for the boat\'s operations 

affected. 


COMMENT 


10. Despite the involvement of high-profile soccer players 
nothing concrete is likely to come of this campaign against 
the shark fin trade in the short-term. Economic incentives 
in the shark fin trade are too strong. Nonetheless 
targeting the general public 

a long-term appreciation and concern for conservation. 
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listan. There has to date been no comment, but in Suriname pundits and editorialists are often slow t 
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paramilitaries 

The NGOs said Valencia had been missing since Saturday 
afternoon 


3. (C) Embassy contacted (in some cases numerous times) the 
offices of the Human Rights Unit of the Fiscalia 

Rights Unit of the Ministry of Defense 

Directorate of the Judicial and Investigative Police (DIJIN) 
and the Vice President\'s Office on Human Rights and 
Humanitarian International Law. The Ambassador raised the 
case with Attorney General Mario Iguaran and Minister of 
Defense Camilo Ospina. Polcouns briefed Vice President 
Santos. GOC officials reported that as soon as they heard 
about the kidnapping the police formed a search party 
consisting of members of the Technical Investigative Corps 
(CTI) 

of the DIJIN 

Investigations Section of the Police (SIJIN) was also 

involved in the search. Since it began at approximately 1:30 
p.m. on Saturday 

results. 


4. (C) Embassy also contacted Carlos Franco 

President 5 Representative for Human Rights 

Washington to attend human rights hearings at the 
Organization of American States. Franco was already aware of 
the case and contacted representatives of the Catholic 

Church 

and learned that the paramilitaries claimed not to have been 
involved with Valencia\'s abduction. 


5. (C) On October 19 

of the NGO Comision Intereclesial de Justicia y Paz 
("Justicia y Ра”) to the Embassy for a first-hand account of 
the circumstances surrounding Valencia\'s disappearance. 
According to Rafael Figueroa 

Valencia for Justicia y Paz 

near Chigorodo 

at a road block at approximately 11:30AM. In addition to 
Figueroa 

Jiguamiando indigenous community and a Canadian 
representative from Justicia y Paz. The police asked them to 
provide identification and explain the purpose of their 
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travel. The Police said they were looking for a reinserted 
FARC guerrilla traveling in the region 

Valencia was that person. In the meantime 

\"well-known 

passed by the road block started to hang around the police 
station 

process. Different members of the traveling party were 
released over the next hour 


12:30 p.m. As he attempted to enter the house of Mr. Enrique 
Petro and rejoin the eleven others he was traveling with 

some 200 yards from the police station 

men who arrived on a motorcycle. One of the men had a 
revolver and told Valencia that he would have to go with them 
or they would kill him there. Valencia went with the men. 
Deputy Polcouns provided the national police with a copy of 
Justicia y Paz\'s October 18 official complaint about this 
matter 

Fiscalia 


6. (C) Justicia y Paz said that Valencia was a member of an 
indigenous community for which the InterAmerican Court of 
Human Rights had ordered \"protective measures.\" According to 
the NGO Peace Brigades International (PBI) 

prominent Afro-Colombian leader 

becoming elected the next legal representative of the Consejo 
Mayor of Curvarado. In a meeting last September in the 
municipality of Murnido 

confronted Carlos Franco 

regarding the protection of the lives of the 

African-Colombians in the region. We understand he asked for 
accountability of and protection from the \"palmicultores 

state and para-state agents.\" 


7. (C) PBI will participate in a delegation to Bajira and 
Jiguamiando on October 20 to meet with the local and regional 
police 

of the Fiscalia 

delegation will consist of members of the NGOs Justicia y 

Paz 

Jurists; officials from the local offices of the Fiscalia 
Procuraduria and Defensoria; and two officials from the 
Ministry of the Interior who deal with communities at risk 


REF: SECSTATE 189774 1. (U) Summary. In an October 19 meeting with Econ Counselor, the Dep 


Yote on October 19 to the Ministry of Foreign Affairs (MFA) officially notifying the GOK of the redesign 


1 (b) and (d). 1. (U) This is an action message; please see para 7. 2. (C) Five members of the Bah 


3) faced off October 19 for their fifth annual Ramadan football match. Laying aside both their traditior 
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and human rights issues. 


8. (C) Valencia wanted to attend a conference in Chicago 
organized by the NGO \"Chicagoans for a Peaceful Colombia.\" 
While the consular officer who interviewed Valencia was able 
to verify the destination and purpose of his proposed trip 
Valencia was unable to overcome Section 214(b) ineligibility. 
End comment. 

WOOD 
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CAFTA-DR to the Assembly is that the forum of the debate has 
changed - from the executive to the legislative branch 

said Pacheco. When asked if Costa Rica could possibly be 
ready to join the other CAFTA-DR countries for a proposed 
January 1 

answered that the issue is now in the hands of the Assembly 
but it was probably impossible given that CAFTA-DR will not 
go to the International Relations Committee until November 
and the Assembly not being in session from before Christmas 
until after the February 5 

President Pacheco sets the Assembly\'s legislative priorities 
during the upcoming extraordinary session from December 1 
through April 30 

the press conference 

Reform bill. CAFTA-DR seems to be third on his priority 

list after the recently submitted proposed law to strengthen 

the Costa Rican Institute of Electricity (ICE) which he said 
must be approved prior to ratifying CAFTA-DR. End Comment.) 


4. (U) He also responded that \"there is no hurry\" and that 
\"he does not know why everyone wants to rush this issue.\" 
\"Costa Rica is different and we take our time to do things 
right 

CAFTA-DR 

repeatedly stressed that CAFTA-DR is an instrument that 
Costa Rica can use to further development - an instrument 
that one must be prepared to use to its fullest extent. 
Pacheco said that the complementary agenda 

which the Administration has already presented to the 
Assembly for approval 

Costa Ricans benefit from implementation of CAFTA-DR. 
Pacheco acknowledged that the work has just begun - that 
Costa Rica needs to make changes in its administration 
infrastructure 

presented by CAFTA-DR. 


arc Destanne de Bernis (in the absence of an available UNHCR representative) and to WFP Represe 
THQUAKE TASK FORCE DCHA/FFP FOR LAUREN LANDIS ANE DEPUTY ASSISTANT ADMINIST 
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5. (U) When asked about what he would say to those CAFTA-DR 
opponents such as some labor union representatives and 
university students who have threatened strikes and 

protests 

country of laws - that by law it was his duty to send the 
agreement to the Assembly for debate and discussion. V'To 
not have done so 

dictator in unilaterally deciding yes or no on CAFTA-DR.V 

He stressed that Costa Rica is a democracy and he called for 
a wide-reaching 

Assembly and the country. Pacheco stressed the peaceful 
nature and history of Costa Rica. 


6. (U) President Pacheco and Minister Gonzalez stressed the 
need for Costa Rica to take part more fully in the world 
economy. \"We cannot isolate ourselves 

Pacheco. V'Thousands of jobs depend on exporting products 
and providing services to the world market 

Gonzalez said that he was happy to join Costa Rica\'s 
Vbrother countries!" in this agreement not only to realize 
benefits with trade with the U.S. but also with the other 
Central American countries and the Dominican Republic. 


7. (U) As part of his presentation 

he \"has faith in ICEV and that it is his requirement that 

the Assembly pass the law to strengthen ICE prior to 
ratifying CAFTA-DR. One reporter referred to the fact that 
there are some Assembly members who are clearly in favor of 
CAFTA-DR but not in strengthening ICE. When this reporter 
asked the President how he would ensure that the law to 
strengthen ICE would be passed in light of this possible 
opposition 

Assembly 

Pacheco gave the same answer when asked if all of these 
projects can be submitted 

upon in the little time left before the new President and 
Assembly members take office on May 8 

President Saborio did say that the Assembly should decide 
on October 24 

proceed. 


8. (SBU) In response to a question regarding when the 
proposed laws to comply with the telecommunications and 
insurance market provisions of CAFTA-DR 

opening these markets and effectively regulating them 
would be submitted 

by the Administration and they should be sent to the 


CAIRO 08073 This message is sensitive but unclassified, please handle accordingly. 1. (SBU) Sun 
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Assembly \"in a few weeks\". (Comment: The Administration 
has been saying for months that these bills would be ready 

Vin a few weeks V" with no result yet. Appropriate 

legislation is necessary in these and other areas in order 

to comply with the requirements of CAFTA-DR. End Comment.) 


9. (SBU) President Pacheco has decided that now is the 
appropriate time to send CAFTA-DR to the Assembly and start 
the relatively long ratification process. This marks the 
beginning of a sure-to-be intense and complex debate given 
the number of legislative projects that need to be 

discussed and reviewed 

to do all of this 

not only surrounding CAFTA-DR-related issues but also the 
Presidential and Legislative elections. 
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try to convince parents to send their children to school. 
Nonetheless 

rural areas 

school graduates create an atmosphere where government 
incentives or programs have not yet impacted the flow of 
working children. 


17. The National Commission for the Gradual and Progressive 
Eradication of Child Labor 

President Carlos Flores in 1998 and maintained by current 
President Ricardo Maduro (who swore in a new commission in 
May 2002) 

civil society (including the ILO/IPEC 

employer groups 

been able to discuss child labor issues over the past 

several years. The Commission created a social dialogue and 
forum for negotiation between the groups 

support for the ratification of ILO Convention 182 
development of a National Action Plan for the Gradual and 
Progressive Eradication of Child Labor 

on the Worst Forms of Child Labor 

Commission and passed by Congress in December 2001. 
Furthermore 

institutional sub-committees throughout the country that 

work in a tripartite fashion to develop strategies to 

eliminate child labor in Honduras. Maduro\'s Minister of 

Labor 

continued to increase the ministry\'s work combating child 
labor. The U.S. Department of Labor-funded Cumple y Gana 
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recently donated a mobile inspection unit truck to the 
Honduran Ministry of Labor that will act as a labor 
investigative unit which should help address 

lessen child labor. 


18. The MOL also signed a Memorandum of Understanding with 
the ILO in 1997 to support the ILO/IPEC program 

initiated program activities in the melon and coffee 

sectors. These programs have since expanded to cover 
lobster divers 

commercial sexual exploitation of children. According to 
ILO/IPEC 

girls in June 2004 that were working as domestic servants. 
The MOL also established its own office on the Gradual and 
Progressive Eradication of Child Labor. In September 2005 
the municipality of Tegucigalpa ordered that children are 
prohibited from entering city landfills. This decision came 
mainly as a result of the work of ILO/IPEC through its 
Project for Prevention and Eradication of Child Labor in 
Landfills in Tegucigalpa. The project helps the 250 

children who work in landfills and assists in integration 
especially into proper education. 


19. The Department of Labor (through ILO/IPEC as well as the 
Proyecto Aprendo through CARE and Catholic Relief Services) 
as well as UNICEF 

eradication of the worst forms of child labor 

promoting school attendance. In general 

to remove children from or prevent children from 

exploitative work 

opportunities and social services for children and their 
families. 


20. The MOL has demonstrated the will given limited 
resources to combat the child labor problem. Post continues 
to seek greater overall GOH support for MOL and Ministry of 
Education activities to combat child labor and increase 
educational opportunities with the Poverty Reduction 

Strategy. The industry group 

renewed vigor to participate in the tripartite commission 

and to educate its own members on the importance of adhering 
to the ILO Convention 182. Post notes that this reawakened 
commitment came on the heels of the 2001 visit of the USTR- 
led interagency delegation to Honduras for the purpose of 
discussing labor conditions and as a result of which the 
delegation determined that the situation in Honduras did not 
warrant opening a review of CBTPA benefits. However 
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COHEP\'s commitment has continued over the past several 
years. The Embassy continues to work with the government 
NGOs 

worst forms of child labor are detrimental to business with 
the U.S. and could subject offending sectors to U.S. 
sanctions. ILO/IPEC has pushed for greater efforts to 
combat child labor under the Poverty Reduction Strategy 
Paper 

relief that frees up additional funds for poverty reduction 
programs. Strong Honduran interest in CAFTA is clearly a 
motivating factor for the GOH and the private sector to 
accelerate efforts to eradicate the worst forms of child 
labor. 


21. Child labor and failure to educate children remain 
significant problems in Honduras and significant impediments 
to improving the lot of the Honduran people. While 

nominally compulsory 

reach for many of the poor 

buy their own school supplies and uniforms. Coupled with a 
bloated educational bureaucracy that appears to value jobs 
for its members over education for the students 

expenses are enough to convince many poor parents that it is 
better to get some small income out of their children than 

to waste time\" going to school. In sum 

although the GOH is making progress toward the elimination 
of the worst forms of child labor 

goal in the vast rural sector until it commits the resources 

to make universal education a practical reality for its 

poorest citizens. End Comment. 
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published an editorial entitled \"Reciprocity.\" "Who knows 
what happened to the Nicaraguan government 

the support that the Hondurans have given to Mr. Enrique 
during the entire political crisis 

there is no reciprocity. First it was the subject of the 
petroleum concessions in the Honduran maritime 
resolved 

at border customs." 


\"It seems that the recent political agreement between Ortega 
and Mr. Enrique will give tranquility to the government for 
some time once the threats of an ouster are dissipated and 
through a law in which the application of the constitutional 
reforms that clip the Executive\'s powers are delayed until 
the year 2007. 


V'To the group of congressmen loyal to Aleman had no choice 


), TAIPEI 3713 Е. TAIPEI 4067 F. TAIPEI 4264 G. TAIPEI 04128 Н. TAIPEI 4160 1. (U) 
AT BROOK ARMY MEDICAL CENTER, TX 1. (U) Col Juan Hector Reyes was granted Secretary of | 


in Sofia and seven other cities where mayors were elected to parliament in the June general election: 
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to join the initiative. The 'sandinistasY were also scared 

by the possibility that the liberal party and other 

conservative groups would go against them in elections after 
the surprise approval of CAFTA in the legislative chamber 
the product of the negotiation of a high official of the U.S 
Department of State who recently visited the country.\" 


\"The subject of the blockade of Honduran carriers at border 
customs 

the merchandise that circulate in and out of Nicaraguan 
territory solely can only be transported by vehicles with 
Nicaraguan license plate. Does the Nicaraguan government 
know that this arbitrary resolution violates integration 
treaties ?V" 


V Thank heavens that at the SICA Summit in San Salvador 

as a result of the U.S. Secretary of Commerce\'s trip 

Enrique announced in meetings between the regional transport 
authorities the conflict has been resolved. This not only 
prevented vehicles with Honduran plate from crossing the 
border 

Salvador 


2. On 10/21 

Heraldo!" published an editorial entitled “Тһе Difficult 
Integration of Central America." V'The prohibition of 
Central American carriers in Nicaraguan territory is once 
more an example that the integration of the isthmus 
continues to be a dream.\" 


\"Costa Rica\'s resistance to integrate completely with the 
rest of Central America and its resistance with its own 
CAFTA are also proof of the difficult integration process. 
Costa Rica 

States separately 

it. V 


V Yesterday former president Luis Alberto Monge and dozens of 
academics 

published a declaration in which they ask President Abel 
Pacheco to reject CAFTA because 'it is inconvenient for 

Costa Rica... it would be a ideological straight jacket that 
prevents the freedom of choosing our own way of 

development 

state institutions that have allowed the development of the 
country. V" 


\"The Salvadoran delays in the demarcation of the border with 
Honduras are also linked to the chain of facts that 
demonstrate that a certain reluctance to Central American 
integration persists 


'ederovich promised to review the information, but made no substantive comment. KROL 


| no editorial comment. Embassy\'s judgment is to take a passive posture and refrain from comment 


Column 3 
an option and become a necessity. V" 


3. On 10/21 the San Pedro Sula-based liberal daily \"La 
Prensa!" published an editorial entitled Nicaragua Again." 
\"Nicaragua is again the stone in the path 

soup or 

when it closed its borders to Central American transport 
violating therefore the agreements and preventing the 

reforms necessary in the customs system agreed by CAFTA.\" 


\"Less than three months until the treaty is to be put into 
effect 

great obstacle to facilitating the commerce that is needed 
to modernize the computerized systems and to improve 
security.\" 


\"The Secretary of Commerce declared during that this is an 
obstructionist attitude on a tour of the region before the 
the agreement is put into effect with the American Union.\" 


\"The installation of a U.S. customs in the facilities of 

Puerto Cortes makes possible greater speed and security in 
exports that leave certified and enter into the North 
American market without any extra requirements.\" 


V'The bet for integration is irreversible and dramatically 
necessary 

the impotence and the shortage of initiatives to face the 
challenges of the world-wide economy." 
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come swiftly to prevent popular support for the assembly from 
growing in the interim. 


4. (SBU) Pachakutik leaders and civil society leaders 
publicly alleged efforts by the two major parties to 
encourage the military to cooperate with a plan to oust 
Palacio from office. Defense Minister Jarrin publicly denied 
the charge 

slander. 


5. (SBU) Indigenous and civil society groups have rallied to 
Palacio\'s side on the assembly proposal 

opportunity to insert favored causes in an assembly to 

redraft the constitution. Indigenous and human rights groups 
want to include debate over an FTA with the U.S. in this 

forum 

2006 election campaign. Proponents of an assembly are citing 
polls showing overwhelming public support for an assembly 


:R, ANTITERRORISM/FORCE PROTECTION SUBJECT: ROME TERRORISM FINANCE COORDIN 
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and have begun to organize street marches to show support. 


6. (SBU) Former anti-Gutierrez protesters 

(\"forajidos\") by Gutierrez 

support of the constituent assembly proposal. Infamous Radio 
Luna is calling for a noise-making demonstration in support 
starting at 20:00 tonight (October 21) 

the anti-Gutierrez protests. 


Comment 


7. (C) The ball is clearly now back in PalacioVs court 

his intentions are not yet clear. In a conversation with the 
Ambassador on the subject on October 19 

serenely resigned to a negative TSE decision 

elaborate on how he would react. Emboldened by favorable 
poll data and growing support from social groups 

well spurn dialogue with political party leaders and continue 
to press his case with the public. Rumored talks between the 
opposition and the military are always possible here 

there is an equal opportunity for compromise with Congress 
should Palacio choose to pursue it. 
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goodwill of other Arab countries and to have them supporting 
Iraq 

that both money and fighters from some Arab states feed the 
insurgency 

unhelpful stories about what is really taking place in Iraq. 


10. (C) USDP Edelman asked Jaafari which countries posed 
the greatest problem in this respect. Jaafari replied that 

Syria is the number one problem 

terrorists who are training to come to Iraq 

the foreign fighters arrested or killed in Iraq have passed 
through Syria. Jaafari said that Iraq is waiting for 

Damascus to improve its conduct regarding these foreign 
insurgents before developing the Iraq-Syria relationship any 
further. Jaafari next mentioned Iran but qualified his 
statement by saying that the problems Iran caused did not 
compare to the problems caused by Syria. He said that Tehran 
denies involvement in any activities aimed at subverting Iraq 
but that there is evidence that fighters have crossed the 
border. Jaafari returned to the subject of Syria and said 

that the problem will get out of hand if Iraq and the U.S. do 
not work together closely. 


TERRORIST FINANCING 
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11. (C) USDP Edelman raised the subject of terrorist 
financing. He noted that some funds that support the 
insurgency flow from Syria 

criminal enterprises such as kidnapping. For this reason 
added 

time 

the problems caused by fuel subsidies -- which lead to a 
black market for fuel sales 

the insurgency. Rethinking fuel subsidies 

explained 

International Monetary Fund. 


12. (C) Following his meeting with Jaafari 

was invited to make comments to a sizable group of Iraqi 
journalists who had gathered in a room nearby. He explained 
the reason for his trip 

he saw with regard to the ISF\'s developing capabilities 
expressed pleasure to be visiting Iraq during this hopeful 
period immediately following the referendum. In response to 
a question regarding the Coalition\'s plans to depart Iraq 
Edelman responded that the Iraqis and the Coalition have 
formed a joint committee to plan for the transfer of security 
responsibilities and that any such transfers would be 
conditions-based rather than driven by an arbitrarily set 
timeline. 


13. (U) This cable was cleared by USDP Edelman. 
Satterfield 
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AND FRIENDS 

VDEMOCRATIC SYSTEMS AND PRACTICES 
CONFLICTS 


WIDE-RANGING IMPACT 


9. THE COINCIDENCE OF DR. CLAWSONVS VISIT WITH THE KUWAITI 
STUDENT ELECTIONS WAS SIGNIFICANT. THE TENOR AND WEIGHT OF 
QUESTIONS FROM THE AUK STUDENTS WERE IN STARK CONTRAST W 
THOSE OF THE KUWAIT UNIVERSITY STUDENTS. KUWAIT UNIVERSITY 
STUDENT LEADERS 

ISRAELI-PALESTINIAN CONFLICT. AUK STUDENTS 

MORE LIBERAL 


сірайоп ------- Summary ------- 1. (U) Youth empowerment and civic participation were the core me: 
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DEMOCRATIZATION. DR. CLAWSON DEFTLY ADDRESSED ISSUES 
PERTAINING TO U.S. FOREIGN POLICY IN THE REGION 
APPROPRIATELY TO DIVERSE VIEWPOINTS PREVALENT WITHIN KUWA 
ON BOTH THE LIBERAL AND CONSERVATIVE SIDES. MEETINGS AT THE 
UNIVERSITIES AND THE DIWANIYA WERE IMPORTANT BECAUSE MOST 
PARTICIPANTS PLAY DUAL ROLES IN KUWAITI SOCIETY 

PROFESSORS AND MEDIA COMMENTATORS 

CLAWSON\'S FOREIGN POLICY MESSAGE WILL REACH AN EVEN BROAL 
AUDIENCE THOUGH THEIR COLUMNS OR COMMENTARIES IN THE 
NEWSPAPERS AND ON LOCAL TELEVISION. THESE POLICY 
PERSPECTIVES WILL ALSO BE SHARED BROADLY WITH LIBERAL AND 
CONSERVATIVE STUDENTS IN THEIR LECTURES. 


Positive 


10. Dr. Clawson\'s visit received excellent print coverage 
particularly considering the sensitive topics addressed: 


--Al-Qabas 

circ. 65 

--Al-Rai Al-Aam 

70 

--ARAB TIMES 
--THE DAILY STAR 
15 
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PRATHAM 


4. (SBU) PRATHAM has used its work helping child laborers to 
gather substantial data on underage working children in Mumbai. 
According to Lambay 

providing quality primary education for all children after a 

1994 survey showed 200 

PRATHAM focused initially on pre-primary education and bridge 
classes to help older children with no schooling and dropouts to 
catch up and join formal schools. PRATHAM identified a 
significant need among working children for educational 
facilities. With the refusal of workshop owners to allow the 
children to attend formal school 

workshops themselves. About 50 percent of the workshop owners 
allowed PRATHAM to offer classes for 30 minutes at first 
gradually going to three hours a day. The NGO pressured 
employers to curb abuses and improve conditions and helped 


18 D.REFTELD: 195483 E. REFTELE: 195603 F.REFTELF: 189774 1. (U) On October 
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children maintain contact with parents through letter writing. 
Through this interaction PRATHAM was able to create an index 
card database of 21 

birthdates 

the employers. This hard evidence of child labor helped PRATHAM 
demonstrate the scope of the child labor problem to the GOM. 

The child labor task force used the database to plan the raids. 


Some Lessons Learned 


5. (U) Several NGOs noticed deficiencies in the initial raids 

(Ref B) and took steps to mitigate the victimization of the 
children rescued from the workshops. To prevent children 
themselves from feeling like offenders 

buses for the children for transport as opposed to police vans. 
After being rescued 

which provided no physical separation between the child laborers 
and other juvenile offenders. NGOs sent volunteers to the homes 
to provide educational activities and entertainment to the 
children. Initially 

released workers or persons posing as parents to the remand 
homes to get the children. These parents often turned over the 
children to the workshop owners immediately after gaining their 
release from the remand homes. To stop such practices 

and other NGOs sent voluntary parole officers to do case studies 
on each child. The Child Welfare Committee responsible for 
acting in the interest of the rescued children began arranging 
transport for the children to their home districts. 

Responsibility for assuring the continuing welfare for these 
children was assumed by the magistrates and Child Welfare 
Committees in the children\'s home districts. 


Some Children Returned and More Steps Needed 


6. (U) Some of the rescued children have returned to work due to 
extreme poverty at home and their parentsY desire for them to 
learn a skilled trade. In the slum area Madanpura in Mumbai 
PRATHAM had a record of 4 

whereas the number now working there is 198. However 
authorities in the source districts for immigration to Mumbai 

are better able to provide education and economic alternatives 
there is no way of knowing whether children would be sent back 
to work in other places. Dr. Nilima Mehta of the Mumbai Child 
Welfare Committee estimated that up to 40 percent of rescued 
children may go back to work elsewhere. Some children from 
Bihar became beneficiaries of NGO sponsored educational programs 
in the state. Lambay explained that some children with release 
certificates received 5 

land. Other children 
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return them to child labor 

(about $66) National Savings Certificate to be bought by the 
ex-employer. However 

districts for the many of the children are bleak. 


7. (U) Lambay hopes some prosecutions of workshop owners will 
provide a major disincentive to hire children 14 and under. 
However 

applying several conflicting pieces of legislation relating to 

child labor 

labor related fines. She advocates harmonizing anti-child labor 
legislation to ensure conformity and facilitate successful 
prosecutions. According to State Labor Minister Sahay the 
government will seek jail time for the workshop owners arrested 
in the raids and try to ensure the owners pay the 20 

(about $444) fine per child. Sahay claims to have met with 
workshop owners to explain the need to provide proof that all 
their employees are 15 or older 

or medical tests. Workshop conditions must be improved in line 
with the Factories Act. 

National Impact/Sharing the Model 

8. (U) The Maharashtra model of government 

cooperation in data sharing and planning raids received national 
attention. Other state governments learned about the initiative 
in a recent chief ministers conference in New Delhi and now 
other state administrators appear to be emulating the model. 
According to PRATHAM\'s Vikas Sawant 

in Gujurat to target child labor in textile packing units. His 
organization worked with government authorities and police in 
Surat in southern Gujarat to conduct 2 separate raids in August. 
He estimates that 176 underage children were rescued in the two 
raids. Most of the children had been brought to Surat from 
Rajasthan to work long hours packing saris in textile markets. 


Comment 


9. (SBU) The overall effect so far of the workshop raids and the 
GOM\'s high level attention to child labor issues has been 
positive. However 

require sustained support for the work of the task force and a 
push to impose full criminal penalties and fines for violators 

of the law. Significant legal and resource constraints need to 
be addressed to facilitate the successful prosecution of 
violators and ensure a victim-friendly rehabilitation and 
reintegration process. Given the absence of universal primary 
education facilities in all states 

children rescued and sent home still troubles many practitioners 
working to prevent child labor in Mumbai. However 

should be credited for taking an initial but significant step 
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forward to meeting its commitments to combat child labor in 
hazardous industries. End Comment. 
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undertaken in 2005 

the EU 

De Vrijer also made recommendations regarding the 
implementation of the economic revival plan 

policy and control of the banking system. END SUMMARY 


FAVORABLE ECONOMIC PERFOMANCE IN 2005 


2. Following a two-week visit to Algeria 

Vrijer 

Chief in charge of Middle East and Central Asia 

a press conference that Algeria showed positive economic 
development in 2005. He affirmed that GDP growth remained 
around 5 percent 

The public works and services sectors demonstrated 
significant growth as well. He added that inflation was 

under control and unemployment would continue to decrease. 
VHigh oil prices will further reinforce the very good 

financial position of the country" 

addition 

Algeria 

effective since September first 

that will help attract foreign direct investment 

anti-corruption law. 


VCAN DO BETTER\" 


3. The IMF chief of mission indicated that reforms had not 
been undertaken as rapidly as he would have liked. De 

Vrijer said that additional hydrocarbon resources generated 
by high oil prices gave more room for maneuver to the GoA in 
modernizing infrastructure and reinforcing human and 
institutional capital to support the private sector and 

create more jobs. 


IMF RECOMMENDS CAUTION 


4. De Vrijer recognized that the Algerian government\'s 
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economic program targeted the increase of investment in key 
sectors and transition to a market economy 

recommended caution in implementing new investment projects 
projected in the 2006 finance law to avoid spending more 
than the GoA should 

GoA should not speed up executing the program 

Will face absorption problems and end up spending more than 
it should" 

increases and adopting a salary policy aimed at preserving 
firmsY competitiveness from external competitors. De Vrijer 
added that salary increases should be linked to non- 
hydrocarbon growth. Furthermore 

think about eliminating tax exemptions and reducing 
employers\' taxes to encourage investment and create growth 
within the formal economy. 


MORE CONTROL ON BANKING SYSTEM LIQUIDITY 


5. On the banking sector 

the Bank of Algeria\'s control over liquidity. To minimize 
the inevitable cost of the association agreement with the 
EU 

privatization of public banks and cleaning up the financial 
arrangements between banks and enterprises. \"The burden of 
non-performing loans is very heavy 

address the issue 

subsidies to state-owned enterprises reporting negative 
income 

additional credit to cover the losses. 


UGTA DENOUNCES IMF INTERFERENCE 

6. Following De Vrijer\'s press conference 

for Algerian Workers (UGTA) expressed discontent with his 
comments on salary increases. UGTA deemed them unacceptable 
and inappropriate. \"He does not have the right to talk about 
salary policy in our country nor the labor market in the 

world. Algeria is no longer under the structural adjustment 

plan 

intended to lodge a complaint against the IMF at its 
headquarters. The last salary increase was in 2003 

the GoA agreed to increase the minimum guaranteed salary by 
AD 2000 ($27). The current minimum wage is $137 a month. 
ERDMAN 
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invasion of Kuwait. Government and private individuals 
expressed satisfaction that the trial phase was finally 
underway and that Kuwaiti charges against Saddam could soon 
be read aloud in court. The GOK passed a charge sheet to the 
Iraqis in May 2005 detailing acts committed by Saddam 

of his top aides 

focus on \"crimes against humanity 

force to invade Kuwait. Also included are the abduction of 
605 people 

and in some cases rape 

nationalities. Several Kuwaitis interviewed stated that 

death was too small a punishment for Saddam and that a more 
severe type of punishment should be administered. End 
summary. 


Saddam\'s Face in Every Paper 


2. (SBU) October 20 newspapers were plastered with the image 
of Saddam Hussein 

in Iraq. Accompanying the photos were multiple articles 
each one going over a different part of the trial: the 

charges requested by the GOK 

co-defendants 

newspapers laid out the trial procedures while accompanying 
editorials overwhelmingly voiced satisfaction that Saddam 
would finally have to face charges for crimes against Kuwait. 
Although Arabs interviewed outside Kuwait stated that the 
U.S. involvement in the trial made it difficult to be 

considered VfairV 

enunciated by locals who said they had been waiting \"fifteen 
years for this day to come.\" One 35 year-old man remarked 
\"if there was a bigger penalty than death 

called for it. V 


Crimes Against Humanity and Others 


3. (SBU) Although the trial opened with the charges relating 
to the murder of 143 villagers from Dujail 

accounts spoke about the charges that the GOK asked to be 
raised against Saddam and those in his regime. For the GOK 
first on the indictment sheet are crimes against humanity 
including the torture of 5 

the occupation. The GOK has kept photographic evidence of 
the torture and murder which occurred during the occupation 
and has first-hand written accounts of the rapes perpetrated 
by Iraqi forces. Under war crimes is the disappearance of 
605 people of nine differing nationalities 
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murders 

repatriating their remains. (Note: 250 sets of remains have 
been identified as being from the group of POW/MIAs. 
Forensic evidence indicates that many of the individuals 
being shot 

note.) The invasion itself is also included and many in 
Kuwait feel that the charges will be more than sufficient to 
apply the death penalty. 


4. (SBU) The indictment list 

by the Ministry of Foreign Affairs Legal Division over the 

past year. The charges themselves were kept close-hold and 
the Legal Division sent a delegation to Amman to personally 
deliver the indictment list and reference information to the 

Iraqi Embassy in Мау. Local press reports have spoken of the 
charge sheet in generalities but have not published a 
complete list of all the charges. 


Death Not \"Enough\" 


5. (SBU) Local media interviewed a number of Kuwaitis for 
reaction to the trial. Kuwaitis overwhelmingly supported the 
death penalty although some interviewed said that death 
\"wasn\'t enough\" of a punishment and that Saddam should be 
made to suffer for the rest of his life. One member of 
Parliament (MP) Ahmed Al-Mulaifi said that the trial should 
\"send a message to tyrants all over the world\" while Kuwait 
University professors weighed in with opinions that the trial 
should focus on Saddam\'s crimes against Shiites 

well as Sunnis 

local and international crimes. 
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assertion (ref A) that the Polisario\'s press service 

had not officially released the threatening statement of 

October 12. DCM noted that the statement continued to appear 
on the SPS web site 
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be removed immediately. DCM also pressed again for an 
additional official statement denying any Polisario threat to 
American citizens or interests and 

suggested language for the statement. Following the local 
weekend 

the October 12 statement had been removed and that a new 
October 20 statement had been posted. 


2. (U) The English-language text of the October 20 statement 
(with minor Embassy grammatical edits) states in full: 


\"The Government of SADR and Polisario Front 

respect of international legality 

have the intention to threaten either American citizens or 
American interests and reaffirm their condemnation of 
terrorism in all its forms. The struggle Saharawi people is 
waging 

liberation struggle that conforms to international legality 

and to UN\'s resolutions which recommend the exercise by the 
Saharawi people of its right to self-determination and 
independence." 


ERDMAN 
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Consulate was notified that Bellview 3210 which departed 
Lagos at 20:35 had disappeared from radar contact. At the 
moment we have no further details but we will continue to 
monitor developments closely. Both the domestic and 
international airports remain open.\" 
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recognize your authority." 

-- Al-Seyassah \"Saddam faced justice with the delusion of a 
desperate despot.\" 

-- Al-Anbaa V'Public prosecution asks for SaddamVs 
execution.\" 

-- Al Watan \"Irag\'s devil before justice.\" 

-- Al-Rai Al Aam \"Saddam Hussein in the trial of the age. 
without an identity.\" 


2. Friday 
Only two of the five major newspapers displayed front-page 


coverage of the trial: 
-- Al-Anbaa: A caricature of Saddam with a noose around his 


т victims of the South Asia earthquake. While the specific disbursal modalities remain to be worked 


ry ------- 1. (SBU) The Ambassador chaired a meeting of the Emergency Action Committee (EAC) c 
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neck with a text balloon reading \"The inevitable outcome." 
Headline: "Saddam asked for black hair dye prior to the 

trial. His request for a lawyer means recognition of the 
court. V" 

-- Al-Rai Alaam: A photograph of Saddam and Al-Saadoon. 
Headline: \"Al Sheikh Ali: Al-Saadoon issued execution orders 
for 221 

intentional.. The court witnessed the mother of all 

farces.V Article on page 22. 


3. Thursday 


-- Al-Seyassah pp. 31 and 32 headlines: \"Iraq\'s removed 
despot claims innocence of his crimes and refuses to 
cooperate with the court"; "American documents describe 
Saddam as brutal and evil"; \"Raghad is confident of her 
fathers innocence\"; V Those involved in Saddam\'s 
assassination attempt in Dijail did not receive outside 
support\"; "Tehran: Saddam\'s crimes against Iran must be 
included"; \"Saddam\'s trial is an accountability warning to 
other Arab leaders\"; \"Some Gulf newspapers considered the 
trial to be a unique occurrence while others thought it was 

a farce\"; \"Рагіѕ: We hope to uncover Saddam\'s crimes V'; 
\"Death of a man who protested the trial\" 

-- Al-Anbaa pp. 18 and 19 headlines: "Saddam the mouse in 
the hole: | do not recognize the authority of the court V'; 
\"Saddam in the cage of justice\"; American declassified 
documents: Saddam is a brutal 

Kurdistan and anticipation in Tikrit.\" 

-- Al Watan p. 26 headlines: V The despot stands before 
justice and refuses to recognize the court\"; V'After the 
collapse of the peacock\'s throne: SaddamVs family members 
are dead or homeless.\" 

-- Al-Rai Al Aam pp. 18 and 19 headlines: \"Saddam.trial of 
the century\"; \"Saddam refuses to identify himself 

his innocence 

president of Iraq\"; \"Kurdish judge heads the tribunal"; 
\"Strict security measures for journalists and observers\"; 
\"International NGOs demand a fair trial"; WRaghad is sure of 
her father\'s innocence but is upset by the conduct of the 
trial"; "Newspapers celebrate the trial: Iraqis will watch 

their dictator stand before the mercy of justice\"; \"Jordan\'s 
Baath Party still sees Saddam as the legitimate president of 
Iraq.\" 


4. Friday 


ant gains made in our bilateral relationship and to expand regional cooperation with Ankara. One way 


Ша labor abuses. The GoB has signed an agreement with the International Labor Organization (ILO) 
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-- Al-Anbaa pp. 14 and 15 headlines: V'Public prosecutor: 
Saddam killed 148 people because of a rumor surrounding the 
assassination attempt at Al-Dijaila.\" VKuwaitis see 

execution as ‘not enough." Saddam recognized the court 
when he requested a lawyer.\" \"The despot asked for black 
hair dye before standing trial. V" 

-- Al-Qabas front page headline: Why the Al-Dijail trial 

first? V" 

-- Al-Seyassah p. 28 headlines: V'Palestinian festival to 
support Saddam"; \"Saddam wore a $400 suit. V" 

-- Al Watan p. 23: Photograph of a Palestinian boy holding 

up a picture of Saddam with the headline \"Independent judges 
and an Iraq based on the sovereignty of the law. V 


5. Friday 


-- Sayar Al-Jamil wrote in pro-government Arabic daily Al- 
Seyassah under the title \"Saddam Hussein in the cage at the 
criminal court": VI wish Saddam had not run and hid as he 
did 

the hero he claimed to be in the streets of Baghdad against 
the American tanks as they crossed the bridges over the 
Tigris River. Had he done so 

that history would have remembered for him.\" 


-- Hamza Al-Shmaikhy also wrote for Al Seyassah 
remain\": \"After all the crimes 

and corruption 

Party; the same party that came to power through a coup 
dVetat and ruled Iraq for 35 years. Those who defend the 
party today wear the masks of nationalism 

Islam. They themselves have committed torture and 
assassinations against all that opposed them.\" 


6. Saturday 


-- Under the headline \"The funny court 

in moderate Al Qabas: \"This cannot be the IraqisV best work. 
Technically 

an echo 

sound was generally bad. How could Iraq with its thinkers 
intellectuals 

disappointment? Millions watched what was supposed to be 
the trial of the century. Even the judge himself was 
inexperienced and decided that he would rather be nice and 
forfeit the dignity of his position. He presided over the 

court with no gavel and he allowed the defendants to speak 


iat retired police officer Zunilda Roig, her brother Jaime Ruben Roig Baez and 12 other individuals we 
. (SBU) The MFA convened G-8 Ambassadors and Charges October 7 to outline Forum for the Futur 
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without his permission. The proceedings in general were 
disappointingly chaotic. V" 


-- Moderate Al-Rai Al Aam published an extremely sarcastic 
opinion piece by Fahd Al-Bassam 

illegitimate\": \"Saddam\'s trial lacks the legitimacy that 
Arabs are accustomed to--one that must be baptized by 
people\'s blood. That is why this Iraqi government lacks the 
bloody legitimacy to try the sedate calf Saddam Hussein who 
ruled ‘legitimately and democratically. The principle of 

an eye for an eye should take precedence during this trial. 
Just as so many Iraqis were murdered based on suspicions 
then Saddam should meet his fate as we 

suspect him.\" 


-- Dr. Abdullah Khalifa Al-Shayji of Al Watan wrote in 
\"Justice and not revenge at Saddam\'s trial of the age\": 
\"We all want Saddam to be tried for his crimes against us. 
We will settle for no less than an execution. Some want it 
to happen in public in Al-Safah square 

receive the condemnation he deserves for what his killing 
machine did. We want the Iraqi judiciary to demonstrate its 
legitimacy 

made will be a fair one.\" 


-- Al Anbaa published an article by Sami Abdul Latif Al-Nesf 
titled 

in the trial is twofold. The first is to busy the court 

with insignificant sideshow issues 

attention of the court was diverted from the 143 innocent 
people that were murdered to the headdress of the seven 
criminals charged with their murder. The second is to 

stall; Saddam\'s lawyer objected to having him be tried on 
each charge individually and requested that he be tried on 
all charges at once. This would mean that the trial would 
drag out and take years. All Saddam needs is two years so 
that he can reach the age of 70 because it is said that 

Iraqi law does not permit the execution of those 70 years of 
age or older.\" 
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Amcits were on board until manifest list is made available. 
As a professional courtesy 

British Consulate General. 


3. (SBU) Working-level Nigerian law enforcement contacts have 
informally requested USG forensic and other technical 
assistance. We advised that a formal request would be needed 
from the Federal Government before the request could be 


lies and assistance teams are beginning to reach affected areas even as transportation remains a se 
n government to pay USD 26,000 in compensation to families of two Dominican children of Haitian ai 


that he is optimistic that the constitution referendum will take place on time and will pass without issu 
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considered. Post recommends that Washington consider 
providing forensic/security assistance from the FAA/NTSB and 
FBI. 


4. (C) Security contacts are reporting no/no evidence of 
foul-play at this time. 


5. (U) The EAC will reconvene at 0900 local 
23. 
BROWNE 
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or tomorrow." 


4. (U) KRCS efforts have also been augmented by an initial 
$100K contribution by the Kuwait Joint Relief Committee 
(KJRC) 

head 

Al-Shamrekh indicated that KJRC will also contribute to 
constructing small houses for displaced victims. 


5. (U) Post plans to meet with KRCS and Ministry of Foreign 
Affairs officials before the October 26 Geneva Donors 
Conference (reftel A) to encourage continued GOK support to 
help address outstanding needs as described in reftel. 
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or tomorrow\" and KFAED would disburse its funds through 
concessional loans intended for infrastructure development. 
Al-Shamali was unaware of any additional pledges the GOK 
might announce at the upcoming October 26 Geneva donors 
conference. 


4. (SBU) Econoffs briefed Al-Shamali on the upcoming Forum 
for the Future and the planned establishment of the 
Foundation for the Future (ref A) intended to strengthen 

civil society in the Broader Middle East and North Africa 
(BMENA). Econcouns provided Al-Shamali with a copy of a 


Column 3 

non-paper based on reftel A points. Al-Shamali welcomed the 
proposed FFF and noted that the GOK had attended the previous 
BMENA meetings in Rabat and would likely attend the upcoming 
Forum for the Future in Bahrain. 
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responders to identify instances of human trafficking and to 
prosecute traffickers more effectively (Ref D). 


7. (SBU) Mission is also working on a longer-term strategy 
meant to address one of the major weaknesses in prosecuting 
TIP cases -- ineffective coordination between prosecutors 
and judges. A high percentage of TIP cases that are filed 
are eventually dismissed 

due 

prosecutors (a factor common in other kinds of criminal 
cases in the Philippines as well). Mission is currently 
working to build support among officials at the highest 

levels in the PNP 

greater coordination between police and prosecutors in 
criminal cases. In early October 

Gonzalez and Chief State Prosecutor Jovencito Zunio agreed 
to begin implementing a policy in the DoJ\'s TIP prosecution 
unit that would require police and prosecutors to coordinate 
closely during the investigative and trial period. If this 

project proves successful 

policy throughout the Department to include areas outside of 
TIP. Mission is also planning a series of seminars in 2006 

to be led by officials from the U.S. Department of Justice. 
These officials would share best practices with Philippine 
police and prosecutors on how to work together to build more 
effective cases. 


8. (SBU) The ineffective prosecution of TIP cases by the 
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GRP and a lack of convictions under the 2003 anti- 
trafficking law have been flagged as key reasons for the 
PhilippinesY continued Tier Two Watch List rating in 2005. 
Improving the GRP\'s performance will require sustained 
efforts both to upgrade training of law enforcement 
personnel on TIP cases and to address some of the more 
serious flaws in the Philippine justice system such as the 
chronically ineffective coordination between police and 
prosecutors. In the meantime 

highlight the need for all levels of the GRP to assert 
strong leadership in combating TIP. 
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that approval \"will take some time." He explained that the 
new law would establish taxable income standards for all 
entities 

exempt from paying personal income tax. 


4. (U) On the rejuvenated Offset Program 

confirmed that the GOK had reinstated the Program and that 
KIA was tasked by the GOK to establish a private company to 
administer the Program and relieve the Finance Ministry of 
administrative responsibilities. Al-Shamali does not 

consider the Program to be inconsistent with WTO obligations 
pointing out that other WTO member states also have similar 
programs and that the World Bank had deemed the program 
consistent with WTO obligations. 
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language \"Kazakhstanskaya Pravda.\" All candidates are to 
receive equal time 


OSCE Observers 


7. (U) During an October 18 press conference 

OSCE observer mission Ambassador Audrey Glover refuted the 
CEC\'s criticism of the OSCE\'s observation methods 

(reftel). Ambassador Glover underscored the absolute 


ambushed a convoy carrying the Liberation Tigers of Tamil Eelam (LTTE) district military head and ir 
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impartiality of her mission and readiness to deliver an 


objective assessment of the elections. She explained that 
OSCE/ODIHR observers would watch the registration process; 
the work of election commissions and local governments at 

all levels; election campaigning 

speech and assembly and equal media coverage of the 
candidatesY campaigns; the application of e-voting; and 

the way that complaints and protests are addressed. 


8. (U) According to Ambassador Glover 

to implement recommendations on improvement of election 
legislation made by the OSCE experts after last year's 
parliamentary elections. To make matters worse 

noted 

on the freedom of assembly. She added that if the CEC 
adheres to the commitments outlined in its October 11 
statement 

recommendations. 


State Media Pledge Objectivity 


9. (U) On the eve of the October 25 start of election 
campaigning 

issued a statement in support of the CECVs statement on 
fair and transparent elections. They reiterated their 
commitment 

charter for fair elections 

coverage of all candidates\' election campaigns. In 
addition to the government-funded time and space for 
candidates to present their programs 

additional time and space at their own expense. Election 
campaigns would also be covered by media in their news 
reports. The media chiefs unanimously rejected \"dirty\" 
campaign methods and libel. 


Mazhilis on Elections 


10. (U) On October 19 

introduced a draft appeal to the people of Kazakhstan 
leaders of the government 

organizations and candidates for President to hold fair 
and open elections. The statement is expected to be 

approved by the Mazhilis. 


11. (U) At the October 19 plenary meeting of the Mazhilis 
Yerasyl Abylkasymov accused opposition leader Tuyakbay of 
trying to stage a violent seizure of power under the 


18 recent outbreak of Avian Influenza (Al) in a town in northwestern Turkey (refs B and C). In attenda 


J/ISA/AP (LSTERN) USAID FOR ANE AND GH (DCAROLL, SCLEMENTS AND PCHAPLIN) STATE 


or all relief flights overflying Oman to the afflicted regions. Aircraft need only initiate contact with Om: 
S program until the Turkish Parliament ratifies the recently signed Nonproliferation Cooperation Agree 
goze village. The letter was written by Semun Barmano, Chairperson of the Sweden Assyrian Federe 
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guidance of \"black ravens and vultures from overseas.\" He 
demanded that the Parliament hold a closed meeting with 
law enforcement representatives to discuss what he called 
the oppositionVs intent to stage a 

\"color\" revolution. The motion did not pass 

most of his colleagues dismissed his statement as an act 

of illegal election campaigning. 


Procuracy Issues an Additional Warning 


12. (U) On October 17 

General Procuracy responding to their inquiry on the 
Giffen case. The Procuracy warned the opposition about 
the penalty for insulting a Presidential candidateVs 
dignity and honor (par. 7 

law) 

dignity of the President under article 318 of the Criminal 
Code. 


Baimenov\'s Headquarters Criticizes Khabar TV Channel 


13. (U) Candidate Alikhan Baimenov\'s campaign headquarters 
criticized the procedure by which the Khabar TV channel 

plans to broadcast candidates\' campaign materials. 

According to campaign head Lyudmila Zhulanova 

notified Ak Zhol that it would begin accepting campaign 
materials only on October 26 and that they would not be 
broadcast for three more days. Zhulanova complained that 

as the election campaign starts on October 25 

will lose four days. In addition 

campaign ads must be between 30 seconds and a minute long. 
One minute of air time will cost $10 

complained was too expensive. Khabar has also decided 

that campaign ads will not be shown during prime time 

from 20:00 to 22:00. 


Opposition Leaders Fined for Unsanctioned Rally 


14. (U) Opposition leaders Tolen Tokhtasynov 

Kosanov 

Dzhandosov were charged with administrative violations for 
organizing unsanctioned rally in Almaty on October 8 
(reftel). On October 12 

found Tokhtasynov guilty and fined him 50 

($375). On October 14 

($75). On October 17 

($112). Abilov was detained following a press conference 


;T: CHINAVS PARTICIPATION IN OECD EXPORT CREDIT TALKS REF: STATE 187526 Classified 
in Iraqi political leaders regarding the new Iraqi constitutional draft. Per reftel, Ambassador urged Ой 
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and escorted to the Almaty Administrative Court by police 
on October 17; he was fined 50 

October 18 


Procuracy Warns against Reading Opposition Press 


15. (U) According to an FJK press release 

in the village of Pavlovka in Akmola Oblast 

police superintendent officer detained three 
schoolteachers 

Beybitkhan Mautay 

prosecutor\'s office. The grounds for the detention was 
reportedly the fact that Akhmetov and his wife shared the 
opposition press with their colleagues. The school 
principal and his deputy were also present in the 
procurator\'s office when the prosecutor indicated that 
Akhmetov could lose his job because his educational 
background was inappropriate. 


Svoboda Slova Seized 


16. (SBU) At 7:00 am on October 19 

50 

of Speech") newspaper 

the Dauir printing house in Almaty. They were acting on 
the basis of a decision signed by the head of the Almaty 
election commission 

editor-in-chief (and DCK activist) Gulzhan Yergaliyeva 

with insulting President Nazarbayev\'s dignity and honor. 

In the editorial 

referred to Andrea Koppel\'s October 13 question to 
Nazarbayev: \"Why do they call you a common dictator? Is 
it true that your children put the economy and mass media 
of the country under their control?" Yergaliyeva wrote 

that because Nazarbayev responded that Khabar is a state 
company and Dariga does not own it 

daughter is not involved in business 

the media. She then enumerated the media companies that 
Dariga reportedly owns 

Net 

also alleged that second daughter Dinara and her husband 
Timur Kulibayev own a controlling interest in Halyk Bank. 


17. (SBU) At the request of the Svoboda Slova editorial 
staff 

at 12:30 on October 19 to observe the scene when police 
arrived to seize the other 50 

Three minivans loaded with copies of the paper left for 

For a Just Kazakhstan (FJK) headquarters. The road police 


7911 B. CHENNAI 02381 1. (U) Summary: According to press reports confirmed by local police, a 


dres Bautista told the DCM on October 11 that he will not put onto the Senate agenda a legislative pr 


Мау reftel points on new Iraqi constitutional draft. Shaikh Khalid stated that it has been Bahrain\'s pos 


»ptember 22-23 to develop new activities with ICARDA on water reuse and water quality. Li will work 


1ti-Corruption Unit, Assistant Attorney General Isabel Rupia, was removed and replaced by her collea 
IUEST 04-120 FOR POLITICAL RELEASE OF MK48 MOD 4M AND 6AT TORPEDOES, EG- US MC 
eared by Embassy Islamabad ------- Summary ------- 1. (SBU) The Cairo-based Regional Refugee C 
sador SIPDIS delivered them to Dermot Gallagher, Secretary General of the DFA. Cahalane said th 
of diplomatic note: The Department of Foreign Affairs presents its compliments to the Embassy of th 
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followed the vehicles and managed to stop the last van 
near FJK headquarters. While the driver argued with the 
police 


18. (SBU) At approximately 15:00 

five journalists who were outside FJK headquarters and 
took them to the local police precinct. The journalists 
were from Svoboda Slova 

(two individuals) 

Respublika newspaper. The police seized the journalistsV 
videotapes; after two hours they were released with no 
charges filed. 


19. (SBU) At 17:00 

that police were gathering around their headquarters and 

it appeared they intended to storm the building to seize 

the remaining papers. When POEC chief and POEC FSN 
arrived 

Zharmakhan Tuyakbay and his security escorts on the side 
of the road and searched their vehicles. When asked the 
legal grounds for the search 


have the right to search any vehicle. A crowd of media 
foreign observers (OSCE 

curious passersby quickly gathered 

police allowed Tuyakbay and his security escort to depart. 


20. (SBU) On October 20 

searched the car in which Altynbek Sarsenbayev 
chairman of the opposition True Ak Zhol party 

the FJK office. The police were allegedly looking for 
explosives. The same day 

chief of the opposition Pravda Kazakhstana newspaper 
Amantay Akhetov 

When Akhetov refused to open his bag (containing several 
copies Svoboda Slova) 

police office. He was released after surrendering his 
copies of Svoboda Slova. 


21. (SBU) In an October 21 ruling 

administrative court confirmed the order of the Almaty 
electoral commission regarding the seizure of Svoboda 
Slova. The court ordered that all copies be destroyed. 
The OSCE-ODIHR observation mission is still reviewing 
Kazakhstani electoral legislation 

believes that the electoral commission had no authority to 
order the seizure and so the police action on Wednesday 
was extrajudicial. The October 21 court decision is 
therefore seen as an ex post facto justification. 


marche October 13 to Minister of Foreign Affairs Mahmoud Ali Yousuf. She noted terms of the comp 


igeeta Mann on October 13, who said she would provide a response after consulting with her regiona 


rian Red Crescent has apparently refused to accept the joint World Food Program/UNHCR decision 1 
AKHSANI CIVIL SOCIETY ACTIVISTS, SEPTEMBER 29, 2005 REF: ALMATY 3453 1. (SBU) Sumi 
Samiha Fawzy and to Walid Nozahy, head of the ministry\s WTO department. As noted in Ref В, the 
Abdullah Al-Misnad, is an uncle to the Amir\'s wife, the powerful Sheikha Mozah Bin Nasser Al-Misnac 
3h note: The Ministry of Foreign Affairs and Cooperation sends regards to the Embassy of the United 
o terrorism. The Walk-in provided RSO with information regarding a terrorist camp located in Somalie 
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Opposition Web Sites Blocked 


22. (SBU) The well-known opposition Internet newspaper 
\"Navigator\" has lost its site (navi.kz) following the 
trademark registration of its name by a person who shares 
a business address with the Khabar state TV channel. On 
October 13 

informed Navigator that its domain name had been suspended 
based on an October 12 ruling of the Almalinskiy district 
court of Almaty. Navigator representatives say that they 
were not notified of the court hearing. KazNic 
representatives told the press that an individual named 
Sergey Bondartsev 

Ltd. 

registered the Navigator and Navi trademarks in September. 
Bondartsev reportedly listed his business address as 13 
Republic Square 

channel. On the basis of the trademarks 

ordered KazNic to shut down any domains using variations 
of Navigator or Navi. The publication can now be seen at 
www.mizinov.net. Post has been told that the new site has 
been blocked within Kazakhstan for one month while 
bailiffs monitor it for Vfurther trademark violations. V 


23. (U) On October 12 

informed that the Almalinskiy district court in Almaty had 
issued an order blocking access to the group\'s 
www.kakhar.org site. The ruling also prohibited the group 
from using the name V'Kakhar 

the same Bond Creative Consulting Ltd. 


ORDWAY 
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having fun yet.8 Chalabi said that there have been two 
national blackouts in the past week and cuts in the 
Kirkuk-Bayji electrical line 

all three Kirkuk-al-Fatah pipelines. Iraq had lost two days 
of southern oil exports from the electrical blackouts 
costing millions of dollars. Chalabi said that it was 
&clear8 that the attacks are focused on linear 
infrastructure 

planning and operations in order to &get oil and electricity 
going.8 


4. (S) MNF-I reported that there had been 33 attacks on 
infrastructure in the MND-NC area in the last 60 days 


»neva. As per ref a, USDEL was led by PRM acting Assistant Secretary Rich Greene and included re 
ses of bird flu were confirmed in neighboring Romania and Turkey over the weekend. So far no case 
sue with Michael Small, Acting ADM (Assistant Deputy Minister) for Global Affairs at Foreign Affairs C 
d Security SUBJECT: MALAWI ON WTO AND GEOGRAPHICAL INDICATIONS REF: SECSTATE 1 


rro for reasons 1.4 b/d 1. (U) In the midst of a raucous parliamentary debate on October 12 over the 
ipartment for NATO Political Affairs Atilla Gunay to deliver ref a demarche. Gunay responded that Tui 


JBJECT: H5N1 Avian Influenza Confirmed in Turkey Ref: (A) Ankara 5119 (B) Ankara 6105 


Following are travelersY particulars: Coast Guard: Full Name: Anthony Regalbuto Title: Capt. (Ret.' 
. 12958: N/A TAGS: KIPR, ETRD, ECON, IPR & Biotech SUBJECT: ABBOTT AND GOB REACH DE. 
reported that the GOF in principle probably would have no problem with finding a way to address the 
| a meeting October 13. Aboul Gheit argued that the constitution as drafted will inevitably lead to divis 


| AllawiVs thinking on the next US/Iraq Joint Commission on Reconstruction and Economic Developm 
N REF: A. STATE 175637 B. STATE 145310 1. Post is pleased to provide the following informat 
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concentrated in the Baghdad-Bayji and Kirkuk-Bayji corridors. 
MNF-I had carried out 732 patrols (620 near Samarra) 
arresting 40 suspects and discovering three IEDs in each 
corridor. 


5. (C) Chalabi noted that recent attacks appear to be more 
effective. Ministers concurred with Chalabi 

that information was coming from insiders: attacks are 
targeting infrastructure within 24-48 hours of repairs. 


6. (C) MOE DG Hameed reported that his major problem was 
interdiction of four towers along the Kirkuk-Bayji electrical 

line. He expected repairs to be completed on October 22 
enabling power to again flow to Baghdad from the north (NOTE: 
The other two 400 KV lines from the North are already 
interdicted near Samarra. END NOTE). Calling provision of 
power to Baghdad his primary goal 

line would send 500 MW/four hours of power to Baghdad. 
Hameed said he suspected that electricity inspectors might be 
the insiders providing information used for interdiction the 
power lines. As a result of the security situation Iraqi Army 
forces were accompanying the electrical repair crews while 
they repaired electrical towers in remote areas. 


7. (SBU) Hameed said the sabotage of the Mosul gas line had 
reduced electrical generation by 100-110 MW. He also 
reported that completion of the Musayyib power plant would 
add 500 MW of power to the national grid. DPM Chalabi 
instructed Hameed to take funds from the MOE budget and 
finish the remaining five percent of the project. Hameed 
stated the electrical grid had become very fragile from 
repeated attacks and that security of the northern and middle 
sections of the country remains a major concern. 


8. (SBU) MOO al- Ulum said that Bayji 

refineries were operating at less than full capacity and 
there is a crisis in fuel supplies. V'The four day holiday 
period combined with the electrical blackouts have reduced 
the fuel reserves for gasoline from 13 million liters to 3 
million liters 

quit sending us fuel if we do not pay for our imports 

adding that Turkish suppliers were sending too much diesel 
and insufficient supplies of gasoline and kerosene. 


assistance, and Iraq wants to take it, we have no objection. However, there is no urgent need for Turk 
ent a positive anti- drug message to disadvantaged Peruvian youth and included workshops and conc 
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9. (SBU) Chalabi said that Iraq does not have enough money to 
pay for imports 

billion...for the rest of this year.\" (NOTE: It is not clear 
whether this estimate includes the current debt to Turkey of 
$926 million. END NOTE) Chalabi said that the Council of 
Ministers had agreed to build a pipeline to Kuwait for 

petroleum products from the Kuwaiti refinery. 


10. (SBU) Asked if MOO could renovate the Musayyib refinery 
to provide both heavy fuel oil for the new power plant there 

as well as supplying additional petroleum products 

agreed to submit this proposal to the Council of Ministers 

for approval. 


11. (C) Deputy Commander of the Armed Forces Abadi said that 
railroads are an additional security concern: an increasing 
number of IEDs are being placed along the tracks. Abadi had 
ordered patrolling along the railroad lines ahead of the 

trains. 

Satterfield 
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conducted a \"Study in the U.S.\" musical tour in Kuwait 
September 26-28 

educational workshops for youth audiences and the Kuwaiti 
public. The band performed at several private schools and 
Kuwait\'s Scientific Center. Their programs promoted higher 
education in the U.S. before more than 1 

students and 2 

achieved excellent press coverage. END SUMMARY. 


From Iraq to New York to Kuwait 


2. September 26-28 

comprised of New York-based Michael Culhane (lead singer 
songwriter 

Alan Bigelow (guitar 

percussion) 

songwriter 

educational workshops in Kuwait targeting youth audiences. 


Connecting with Kuwaiti Youth 


3. The Ігааі-Атегісап Culhane brothers aptly blended 
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American and Arabic pop music with original pieces 
demonstrating America's cultural diversity to Kuwaiti 
Muslim youth who are potential future students at American 
colleges and universities. Circus Guy facilely engaged 
youth audiences with their energetic 

and high audience participation techniques. The Culhane 
brothers integrated the \"Study in the U.S.\" message into 
every event 

distributing 400 colorful Embassy-designed tee shirts. 


Come Study at V'Hotel California V 


4. The tour kicked off with a raucous performance at Al- 
Bayan Bi-lingual School\'s auditorium. Musicians joined 
hands with students and danced in the aisles. More than 
300 predominantly Kuwaiti students sang and cheered 
throughout the show 

thrown to the crowd by the band. The group ended with a 
rousing \"study in the U.S.\" rendition of Hotel California. 


Creativity in the Classroom 


5. Next 

for about 100 students and teachers of the British School 
of Kuwait 

Center. Merging music 

a science teacher in Egypt 

encouraging students and instructors to use innovative 
American learning techniques in their classes. 


Mixing Education and Music 


6. On September 27 

\"edutainment\" [education + entertainment] workshop 
American School of Kuwait (ASK) fifth-graders. Following 
the workshop 

students and urged them to consider studying in the U.S. 
That evening 

contacts 

of Kuwait 


Dancing in the Aisles 


7. On September 28 

fifth-graders at the Universal American School 

a concert 

students. Students in the back row remained on their feet 


'andia Amarilla replaced former Attorney General Oscar Latorre (2000-2005) after his five-year term e 


of the constitution\'s detractors and a series of smaller provisions to address the concerns of specific 
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during the two-hour concert and were rewarded with 
Education U.S.A. tee shirts. In a thank-you note to the 
CAO 

finest instructive programs presented to this institution. V 


Jamming at the Mall 


8. Circus Guy\'s Kuwaiti tour culminated on the shores of 
the Arabian Gulf 

Mall. More than 2 

concert 

music. Boys wearing traditional dishdashas or jeans 

caps 

sporting black abayas with diverse hijab (head covering) 
styles or western attire. The group played requests 
handed out tee shirts 

web sites. Three musicians from KuwaitVs Higher Institute 
of Music and Art accompanied Circus Guy on the traditional 
Kuwaiti drum 

Arabic melodies was an appealing and effective strategy. 


Raising the U.S. Cultural Profile 


9. Besides engaging over 2 

\"study in the U.S.\" message at the Marina Mall concert 
more than 1 

American music and cultural diversity during the group\'s 
performances and workshops. This program enhanced the 
Embassy\'s cultural presence 

consider study in the U.S. 


10. The concert tour received significant 
coverage that stressed the V'study in the U.S.\" theme: 


Al-Seyassah 

Arab Times 

Kuwait Times 

page 

Al-Watan 

Al-Rai Al-Aam on 9/29/05 

70 

Kuwait News Agency (KUNA) link: 
http://www.kuna.net.kw/home/Story.aspx?Langua ge=en&DSNO=773 
320 

Embassy Kuwait web site: 
http://kuwait.usembassy.gov/pr_09262005.html 
Circus guy\'s web site: http://www.circusguy.com 


Eager Program Partners 


r 30-31). Point of contact for the Bangkok transit portion of Charge Villarosa\'s travel is Political Offic 


to forced labor, was herself counter-sued in the same court, and on October 13 was sentenced to 18 
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11. KuwaitVs National Council for Arts 

Letters 

schools 

venues for Circus Guy\'s programs. The target schools are 
composed of more than 80 per cent Kuwaiti students. The 
Marina Mall 

most popular hangout for Kuwaiti teens and young people. 

After learning of the program 

approached the Embassy to program similar activities. 


Follow-up and Future Events 


12. Public Affairs will continue active efforts to promote 
study in the U.S. with partner institutions during 
International Education Week. Kuwaiti instructors and 
students plan to incorporate Circus Guy\'s multi-media 
approach to science education in their classrooms. 


LEBARON 
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computer hardware. The campaign 

cooperation with BSA lawyer Tawfiq TabaVa and is always 
followed by press coverage 

according to Тара\а. On the down side 

now no longer display their pirated wares 

of requests from unknown customers. In the meantime 
GOJ-BSA program is beefing up its intel-gathering component 
to root out the pirates 

cases. Taba\'a says the cases 

court every few weeks for up to two years 

time alone that pirates get the message that this crime 
doesnt pay. 


3. (SBU) While software piracy enforcement is increasing 
other forms of piracy are less frequently policed by the 
National Library as its Director General Mahmoud Talhouni 
openly concedes 

irregular availability of police to join in raids. In 
mid-October 

IPR protection picture. 


Some Do it Right 


4. (SBU) In upscale West Amman 


ions for the following agencies: Appropriation/Allotment Unliquidated Obligation 19-50113 12 
тегпеі Distribution. 1. Summary. Turkey is expected to open the chapter on agriculture by January 
avel to Granada, Spain from November 22-26, 2005. The purpose of this visit is to attend the Darwin 
isit is to meet with conference organizers at the University of Salamanca. 2. Embassy understands 


y Technical Specialist (function code 9901). NOTE: GENEVA STS DEPARTS POST ON/ABOUT 6/3 
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licensed rental copies of DVDs and videotapes in accordance 
with the law. The area\'s music stores also sell new copies 
of CD\'s and audiotapes from licensed distributors 

stores sell legally imported best sellers and a wide range of 
fiction 


De Rigueur to buy Bootlegs 


5. (SBU) In downtown Amman a different picture emerges 
however. Murad Bushnaq 

Property Association (JIPA) 

purchasing pirated DVD\'s of U.S. new-release films for 1 
Jordanian Dinar ($1.40) is such a thrill that it is de 

rigueur for tourists to stop and browse the numerous stalls 
found a stone\'s throw from the downtown Roman Ampitheater. 
Near any university in Jordan 

the same hip culture exists of buying bootlegs for the thrill 
of it. Near the universities 

negotiate with copier outlets the complete reproduction of 
textbooks for their students. Dozens of copy shops that line 
the streets outside university campuses appear to do a 
substantial business. 

Fair Use?: \"We Will Copy Anything\" 


6. (SBU) On October 12 

visited six copy shops outside the University of Jordan 

a small fraction of the shops in the area. In five of the 

six stores 

of textbook copies from full textbooks 

excerpts 

textbooks. At one store 

archaeology of the Jordan-Palestine region was quite 
attractive -- it stole from publishers Knopf 

Hudson 

could copy anything. The illegitimate reproduction business 
has reached a level of sophistication that copiers will offer 

a wide variety of bindings 

covers - all with an extent of reproduction that goes well 
beyond most reasonable definitions of Vfair use\" as found in 
the Bern Convention for the Protection of Literary and 
Artistic Works. 


One-JD DVD's - Coughing Audiences 


7. (SBU) With JIPA\'s Bushnaq 

pirate video shops in three different sections of Amman. 
Without exception 

first-run films and classics. Most also stocked pirated 


t($) 2.1 (U) Prague STS Grambley 7/6-8 1700 Engineering services, ESSR Prague-ESO Gene 
jreement waiving the requirement of visitor visas for nationals traveling between the two countries. ΤΙ 


меа ineffectiveness in earthquake response. Musharraf\'s public address on October 12, a damage | 
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audiotapes of hit Arabic-language singers. NOTE: Bushnaqvs 
company 

products from Warner Brothers (WB) and Columbia 
Europe-based EMI and Virgin. Each year 

that he will purchase a minimum of $40 

But in the last six months 

partners are threatening to pull out. Bushnaq blamed the 
aggressive DVD pirates who sell new-release U.S. films (still 
screening in theaters in the States) 

streets within a week of their premieres. END NOTE. Econoff 
and Bushnag saw all current top-ten films showing in U.S. 
theaters being widely sold. Bushnaq said many optical media 
copies had come in from neighboring countries 

Syria; some master copies are flown in from Asia. Malaysia 
or Thailand were two common sources 

believe that disc-copying was a growing concern in Jordan 
however. COMMENT: The quality of the pirated DVDVs is 
patchy and hawkers have a take-it-or-leave-it attitude. Most 
are \"theater quality" products 

videotaped by a camera set up on a tripod in the back of the 
theater. The picture is flat-looking and one can hear a 

regular chorus of theater noises - coughing 

END COMMENT 


8. (SBU) Bushnaq expressed agitation that while in the 
previous week GoJ officials had raided two of the seven 
stores visited 

handful of pirated DVDs. Bushnaq explained that the proposed 
new enforcement philosophy was to confiscate only enough 
evidence to bring a case to court. He thought this policy 
kept the pirates open; he would use the pirated new releases 
he had bought in the two just-raided stores to make the case 
for more vigorous action by GoJ officials and to inform U.S. 
right holders 

later learned that Econoff had been observing pirating 
activities in central Amman 

police protection and raided the three biggest vendors 
downtown a few days later 

to their old tactics and had confiscated hundreds of DVD\'s 
he noted. END NOTE. 


9. (SBU) Bushnaq was also critical of the judiciary. He had 
filed dozens of cases 

court appearance was enough to stop some pirates. But a 
successful prosecution usually resulted in a fine of only 
10-20 JD ($14-28). When the new copyright law went into 
effect last March 

new fines of up to 6 

Now 

imposing the tough new penalties under the copyright law. 
Instead 


nd (2) a seat on the Commission on Human Rights (UNCHR) for a three-year term. The election for : 


Column 3 

law. Bushnag says he will urge Judicial Council head 
Mohammad Ragad to emphasize the need for continued IP 
training of a reliable cadre of judges. There were already a 
few such justices on the bench 

said. 

IPR Public Awareness the Next Step 

10. (SBU) The National Library is now looking to widen the 
base of its public support in Jordan through a public 
awareness campaign. The USAID Achievement of Market-Friendly 
Initiatives and Results (AMIR) Program is planning to provide 
an estimated $60 

Eventually 

community and the public 

Amman 

Leader Greta Boye. 


11. (SBU) In its initial stages 

placement of articles in the Arabic-language press based on 
press releases 

law professor is scheduled for later in October 

article on IP violators will appear next month. By the end 

of the year 

distribution. In addition 

and after the six-month IPR awareness campaign to gauge 
shifts in public awareness and/or attitudes. 


Policy-Level of GoJ Committed to IPR Protection 


12. (SBU) In an October 17 meeting with AMIR (attended by 
USAID and Econ Section officers) 

Trade Sharif Zu\'bi stated that he was committed to a 
comprehensive approach to IPR issues 

the current law 

existing ideas and on enforcement. Zu\'bi took on board that 
IPR protections as practiced daily in Jordan were not at the 
level that he and the National Library Director General 
wanted. He asked his senior trade policy officer 

to coordinate another meeting of a group of public-private 

IPR stakeholders within the next few weeks. This group 
includes officials from the police 

office 

other agencies 

and the local music industry. Zu\'bi repeated his desire to 
adhere to international standards and meet commitments in the 
U.S.-Jordan Free Trade Agreement. NOTE: Econoff noted to 
trade policy officer Ali that IPR issues had been raised in a 
September 13 exchange between Zu\'bi апа USTR Donnelley 
that they would remain of concern in the lead-up to the 
proposed FTA Joint Committee meeting to be hosted by Jordan 
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in early 2006. Ali 

concerns 

start — it included a summary of a number of outstanding IPR 
issues related to the FTA. END NOTE. 


13. (SBU) COMMENT: We believe that Trade Minister ZuVbi is 
likely to achieve more gains in IPR protection than his two 
predecessors. But challenges to IPR protection in Jordan are 
not minor 

immediately. Zu\bi is the first to acknowledge that a more 
forceful champion for IPR issues must emerge out of the 
nascent public-private partnership on IPR. If the public 
awareness campaign succeeds 

concerned industries -- and especially the local music 
industry -- take a more proactive role. For now 

voicing of USG concerns 

ongoing IPR public awareness campaign have given IPR 
protection a new urgency at the Ministry of Industry and 
Trade. 


14. (U) Next installment on IPR: Gaps in the 
Legal-Regulatory Framework. 
RUBINSTEIN 
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1. The Arabic Book Program is planning to launch the 
title \"Activists Beyond Borders.\" Post would like to 
request IIP\'s support in organizing a 90 minute DVC 
program discussing the title with author Dr. 

Katherine Sikkink from University of Minnesota. Tel: 
(612)624-7513 

E-mail:ksikkink@polisci.umn.edu. 


2. We expect an audience of 30 people for this DVC. 
Our target audience will be women activists from 
Jordanian NGOs. The DVC is part of a 3-day workshop 
for NGOs on advocacy and coalition building in 

Jordan during November 8-10 


3. Our recommendation for timing of the program is 
as follows: 


Wednesday 


4. The program officer will be PDO Steve Ramirez 
Tel: 962-6-590-6289 


RUBINSTEIN 


h Ministry of Foreign Affairs, the Turkish Embassy in Washington D.C. will forward the original. 2. The 
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cooperation among Djiboutian 

personnel. The project included construction of a border 
outpost and hardened access road. After this extended period 
of time 

has yet 

project. He added that Djibouti faced real vulnerabilities 
linked to Al-Qaida\'s decision to install itself in 

Somaliland. He expressed the belief that Al-Qaida would not 
cease looking for these vulnerabilities. 


5. (C) Continuing 

project at Obock as another example. He insisted that 
nothing has been done on this project despite promises 

the inactivity had led to а \"loss of confidence" on 

Djibouti s part. He told the Ambassador and USLO Chief that 
he is reluctant to raise FMF any longer with President 

Guelleh because in case after case with links to FMF on which 
he has reported to the president 

unable to deliver. Fathi added that Djibouti had willingly 
accepted to be in the coalition fighting the global war on 
terrorism 

are not sensitive to the dangers his country faces. 


6. (C) Comment: Despite Ambassadors assurances that the 
U.S. has interests in Djibouti\'s security and is working hard 
to process all outstanding FMF requests 

no indication that he believes we will deliver at a more 

rapid pace. His disenchantment and impatience was 
unmistakable. It is not clear what pressure upon Fathi is 
driving the chariot 

may be genuine disquiet about security against terrorist acts 
from outside. We again reiterate the importance of a timely 
reply to Reftel A 

transposed into a letter from Ambassador addressing the 
issues Fathi has raised. End comment. 
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her menstrual blood over various parts of his body.V In 
another incident in mid-2003 

into an interrogation room from which he could see a naked 
man and woman having sex on a table in an adjoining room. 
When finished 

room and asked Al Dossary to reveal the identities of Arab 
men in photographs 

woman if he cooperated. Al Dossary further alleged that he 
observed U.S. Marines in Afghanistan use pages from the Koran 
to shine their boots and saw a cross placed on top of a 
mosque at the Kandahar air base. 


- (1) Annual lease cost (a) MSG BEQ  STL75,543 (b) DETCMDR STL 58,8 
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4. (U) In a statement to Colangelo-Bryan 

that his physical condition had deteriorated and he 
experiences pain and numbness in his neck and left arm and 
suffers from headaches 

his heart rate. He says he has seizures and nightmares and 
believes he needs psychological treatment 

any doctor at GTMO. 


5. (U) The October 19 article quotes Colangelo-Bryan saying 
that he observed AI Murbati with a feeding tube inserted into 
his nose. The attorney says Al Murbati lost a tremendous 
amount of weight and looks exhausted. V'There is nothing to 
suggest he will end this hunger strike 

said. According to the article 

detainees are still on a hunger strike 

month. 


6. (SBU) The Embassy received a diplomatic note October 23 
from the Ministry of Foreign Affairs referencing the two 
newspaper articles. The Ministry requests the USG to check 
on the veracity of the allegations made in the stories and to 
pass any available information. 


7. (SBU) Action request: Embassy has talking points on the 
hunger strikes 

publicly to questions about the treatment of Al Dossary 

well as any points that could be conveyed privately to the 
Ministry of Foreign Affairs in response to the diplomatic 

note. 


MONROE 
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appropriate mechanisms wont be in place to facilitate the 
establishment and growth of small and medium-size 
enterprises. Al-Shanfari lamented that oil production had 
robbed Oman of its traditional entrepreneurial spirit 

thus the government should channel funding toward educational 
awareness and training to restore it. 


4. (SBU) Al-Shanfari also opined that oil revenue gains would 
enable the government to stall on meaningful internal reform. 
He noted that the Omani government previously has been able 
to use oil revenue to co-opt dissident segments of the 
population through public works projects 
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treasury would allow the government to continue to stifle a 
new generation of leaders. Al-Shanfari also believes that 
spending on frivolous projects 

spent to upgrade a stadiumVs lighting and speaker systems 
would add to inflationary pressures 

of building materials and related construction costs. 
Spending of this nature gives al-Shanfari pause in predicting 
how the government would be able to manage its resources 
during a period of sustained low oil prices or other revenue 
crisis. 


5. (SBU) Dr. Said al-Riyami 

Ministry of Commerce and Industry 

prices have affected Oman\'s business community 
businessmen generally have passed the increased costs along 
to the consumers 

specifically pointed out that increased transportation costs 
have resulted in relatively larger price increases in Oman\'s 
interior regions. These increases have caught the attention 

of the Minister of Commerce and Industry 

Ministry is studying the issue more closely. 


6. (SBU) Al-Shanfari noted that the government's Consumer 
Price Index survey 

weighted with inflation-proof inputs that lead to howls of 
disbelief each time the government announces new inflation 
figures. The government has commissioned a firm to 
re-examine the market basket used in the survey. Al-Shanfari 
estimates that true inflation rates for average Omani 

families are easily above 5 percent. Inflation in some 
sectors 

mid-level government official recently lamented to Emboff 
that the \"dream house\" he has been building should be 
finished in December 

high that he will now have to rent it out just to make ends 
meet. 


7. (U) The Ministry is interested in investigating the 

relationship between oil and consumer price increases. 

Commerce Ministry Under Secretary Ahmed al-Dheeb acknowledged 
before the press that the increase in oil prices and decline 

of the dollar (to which the Omani currency is tied) 

contributed to general inflation 


in, Afghanistan, Iran) Dilip Sinha, who reiterated that, because of delays in procuring supplies and fue 
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the greed of local businesses may also be playing a role. 
Al-Dheeb commented that V'The Ministry will take serious 
measures against those who contribute to the rise in prices 
with no legitimate reason. V 


8. (U) Increasing fuel costs have translated into higher 

prices at the pump for Omani drivers. However 

have risen in the UAE at an even higher rate 

shortages along OmanVs northern border as UAE drivers cross 
the frontier for cheaper gas. In Buraimi 

border town 

as their fuel inventories ran out. One Omanoil salesman 

noted that rather than increase inventory 

actually decreased supplies to his companys station 

a temporary barring of UAE taxis and commercial vehicles from 
fueling in Buraimi. While the situation has stabilized 

Omani drivers are concerned that fuel hikes are fast 
approaching in their rear-view mirrors. The government 
already raised diesel prices by 43% in early May 

provoked a storm of complaints and parliamentary debate. 


9. (SBU) The government has not raised public-sector salaries 
since the Omani riyal was tied to the U.S. dollar in 1986 
using the purported lack of inflation as its justification. 

As noted ref B 

salary increase have risen steadily in recent years 

cresting on national occasions such as the Sultan\'s annual 
address to parliament or the November 18 national day. With 
the bicameral parliament forming special committees to 
investigate price rises 

of price gouging 

articles on higher prices for essential Ramadan holiday 
cooking ingredients 

inflation front. In view of hefty government surpluses 

also cannot plead poverty. Popular pressures for a gesture 
such as a pay increase are likely to build as both a way to 
offset the impact of rising costs and to share more broadly 
the current oil revenue windfalls. A more meaningful use of 
the windfall might be substantial increases in health care 
education 

the country. Thus far 

of government bending to these forces. 

BALTIMORE 


al coverage of macro-economic and international financial developments in Brazil. Events since ther 
irk effectively to blunt negative public and policymaker opinion regarding the operations іп Talafar last 


?e incidence of BSE in the EU. Irish exports to Egypt peaked at 154,000 tons in 1999 (150,000 tons it 
U.S. experts to review previous tests conducted by the Turkish Atomic Energy Authority and other ev 


\RA 6248 1. | Summary: EXBS Advisor served as control officer for the visit of State Under Secret 
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explained that the broadcasts came from Egypt and Italy. 
Abulkheir referred Glaser to the Ministry of Information 
suggested that these stations were broadcast via satellite 

and not from Egypt. He added that all funds going to 

Palestine from Egypt went through MSA and the Red Crescent 
and stressed that charity funds were urgently needed in the 
Palestinian territories. Glaser responded that the USG 
encouraged charitable giving 

charities. However 

funds to terrorism 

mentioned that Egypt was co-author of a Charities Working 
Paper adopted by the MENAFATF at its September 2005 plenary 
and encouraged MSA to implement the papers recommendations. 


4. (C) MOF First Undersecretary Momtaz EI Said told Glaser 
that MOF supervised currency imported/exported to Egypt. MOF 
recently issued a decree requiring disclosure of domestic or 
foreign currency over LE 10 

country ) a reduction from the previous LE 20 

insisted that most cash transfers into and out of Egypt went 
through the \"formal\" banking system 

proportion went through \"informal\" means 

communities of Egyptian workers living abroad. Glaser noted 
that the U.S. now required money transfer organizations to 
register with the USG. EI Said replied that the Ministry of 
Interior and the Customs Authority had established a joint 
committee to investigate suspicious imports/exports of cash 
currency 

also claimed that no weapons were crossing Egypt\'s borders 
illegally 

you hear.V Such transfers would be an issue of national 
security and would not be permitted. 


5. (C) At the MLCU 

that Egypt\'s economy was still cash-based 

financial transactions was not easy. CBE was studying what 
could be done to move Egypt\'s economy to a non-cash basis. 
CBE did regular audits of all banks in Egypt and shared the 
information with MLCU. Banks were broken down into high 
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medium and low risk levels for money laundering operation and 
terrorist financing 

its inception in 2002 

Three money laundering cases had been prosecuted 
successfully 

the prosecutors office. Egyptian law also required 
prosecution of predicate crimes related to the money 
laundering cases. 


6. (C) On the issue of charity financing 

out that in addition to the provisions of the NGO law 

mentioned above 

operate for one year on a trial basis; 2) penalties be 
implemented for non-compliance with the law; 3) NGO funds be 
placed in a bank account 

No STRs on charities 

The MLCU did not handle issues related to funding of the 
Muslim Brotherhood (MB) 

other GOE agencies. Deputy Minister of Justice Serry Seyam 
noted that President Mubarak had made a campaign promise to 
replace the Emergency Law with an anti-terrorism law. The 
GOE had also established a committee to write a terrorist 
financing law 

the committee. El Shahed pointed out that it would be 

helpful if FinCEN 

developed a list of terrorist finance indicators 

assist other FIUs in identifying terrorist financing. 


7. (C) Glaser noted that the USG was concerned about getting 
the Palestinian FIU up and running 

help. Treasury was considering putting a person in the U.S. 
Embassy in Amman to work on this. El Shahed replied that the 
MLCU had already met with Palestinian Central Bank officials 
to assist them in operationalizing their FIU 

already received some STRs. Shahed agreed to send 
information on this meeting to the embassy. He also noted 
that MLCU was working with the Egyptian Banking Institute 

the UN and the World Bank to develop a money laundering 
training certificate that would be offered on a regional 

basis. 


8. (C) Glaser thanked EI Shahed for the submission of 22 

names to the UN 1267 Sanctions Committee. Egypt\'s submission 
affirmed the UN 1267 process. Glaser inquired about the 

process of freezing assets in Egypt. El Shahed responded 

that MLCU had the authority to freeze assets 

prosecutor\'s order was required. The Ministry of Foreign 

Affairs monitored the UN 1267 list and reported names on the 

list to CBE. CBE then sent a letter to all Egyptian banks 

requiring them to freeze any assets immediately. El Shahed 
claimed that no assets of entities on the 1267 list had been 


Frebil will close until October 16 to travelers. Cargo trucks will be allowed to cross. PSD informs pos 


ate office; the FM is currently abroad with King Abdullah. Haddad confirmed that the GOJ public line 


iarge transmitted ref (a) letter and talking points from Commerce Secretary Gutierrez to Austrian Ecol 
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frozen in Egypt. He was not sure if CBE had frozen the 

accounts of the 22 names the GOE sent to the UN 1267 
Committee. Glaser asked that the MLCU encourage banks to 
report to CBE on any frozen assets and that CBE in turn share 
this information with the USG. Glaser also suggested a 

meeting to follow up on USG/GOE issues. El Shahed agreed and 
suggested sometime after the upcoming MENA-FATF meeting in 
Cairo in March 2006. 


RICCIARDONE 


43396 
in Yemen 
happen. 


2. (S) COMMENT: Deputy Foreign Minister Mohiedeen 
al-Dhabbi\'s September 21 commitment to provide more 
information on Sabawi\'s movements was fulfilled 
comments indicate that this cooperation will continue. We 
suspect that the ROYG is not averse to SabawiVs eventual 
extradition to lraq 

for facilitating his detention in another country 

officials have made it clear that they will not permit his 
apprehension in Yemeni territory. 

Krajeski 
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return of Jordan\'s ambassador to Israel earlier this year - 
to pressure Israel for the return of all Jordanians in 

Israeli prisons. 


2. (C) COMMENT: Supporters of Jordanian prisoners in Israel 
maintain steady 

While Israel freed nine Jordanians in April of this year 

(reftel) 

accused of direct involvement in attacks against Israelis 
according to Post\'s understanding. Their families and the 
many critics here of normalization with Israel - led by the 
Islamists - have repeatedly and vocally denounced alleged GOJ 
failure to press for their release 

comparisons with the Israel-Hizballah deal that led to the 
release in 2004 of several hundred Palestinian 

other Arab prisoners from Israeli jails. END COMMENT. 
RUBINSTEIN 
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ie Presidency of the Government of National Unity (GNU) to form the Assessment and Evaluation Co 
the points to contacts at the Ministry of Culture and Ministry of Industry, Trade and Tourism. 2. We w 


tion, and he added that they had been in extensive contact with the Israeli Embassy in Madrid on the 
and (d). 1. (C) Summary: On the eve of the Constitutional referendum, Iraqis face an almost genera 
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This message is sensitive but unclassified. Please treat 
accordingly. 


1. (SBU) Senior Egyptian Presidency and MFA officials have 
so far offered minimal reaction to the Report of the 
International Independent Investigation Commission 
Established Pursuant to UNSCR 1595 

VMehlis Report" Presidential Spokesman Soliman Awad told 
the DCM during an October 21 conversation that Egypt \"was 
studying the report thoroughly.\" He did not provide a time 
when the GOE would respond in greater detail. Awad 

told reporters October 22 that the report V'should not be read 
superficially\" as it indicates that \"the investigations are 

not yet over. Awad also conveyed the message that the GOE 
was still \"studying the report.\" 


2. (SBU) Egyptian Foreign Minister Anmed Aboul Gheit 
shortly after his October 21 return from Moscow and Vienna 
provided a similar response to reporters saying only that the 
Mehlis report \"should be read carefully and dealt with 
delicately 

MFA contacts repeated similar sentiments to poloff October 
23 

Council deliberations on the Mehlis and Larsen reports before 
commenting more fully. 
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occupiers.\" Violence between Muslims and Christians in 
Alexandria on October 21 received front page coverage on 
October 23 

hundred injured. In the aftermath 

October 23 a plea for tolerance and friendship by Pope 
Shenouda and Sheikh Tantawi. Several commentators and one 
popular Egyptian cartoonist pointed the finger of blame for 
the violence at a \"foreign conspiracy.\" Most commentators 
condemned the UNs Mehlis report 

Ahram writing that its findings were \"circumstantial 
evidence." Al-Gomhouriya 

of the U.S. 

\"Americas hostile schemes іп the Middle East." November 
parliamentary elections were also covered throughout the 
week. However 

elections. V'In Egypt there are no elections 

celebrations and fanfare 

End summary. 


2. Saddams trial: Egyptian TV (ETV) news coverage on 
October 18 and 19 centered on Saddams \"not guilty" plea on 


iber 13 the following measures aimed at moving forward elections preparations: (1) The creation of ε 
05, kubiskel@state.gov b) Deputy TFCO - Stephen Wheeler, Economic Officer, 809-731-4293, whee 
h President Leonel Fernandez. The Foreign Minister said that he would have instructions issued to tl 
Ша. Political officer conducted a review of NGOs affiliated with INSTRAW and found no evidence of 
jhly 3.2 million will have registered by October 15. The registration site in Cite Soleil, opened on Octc 
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the opening day of his trial. ETVYs News Channel played 

the trial live on October 18. The Egyptian print press led 

with images of Saddam at the trial on October 19 
accompanied by headlines such as \"Saddam Challenges 
President of Court 

ity; 

and Insists Не Is President of Iraq\" (Al-Ahram) and \"Saddam 
and His Men in the Cage (i.e. 

Noteworthy was the paucity of commentary on the trial 

given the amount of media coverage it generated. An 
opposition Al-Wafd (circulation: 50 

consistently critical of the U.S. described Saddamv's trial 

on October 22 as \"illegitimate 

the American occupiers\" and concluded that \"President Bush 
and his wicked advisors should stand trial instead. V" 


3. Sectarian strife in Alexandria: On October 23 
independent newspapers Al-Masry Al-Youm (circulation: 

25 

published front-page images and reports of violence between 
Coptic Christians and Muslims in Alexandria 

former reporting 3 deaths and 143 injuries after clashes on 
October 21 over a controversial DVD of a Coptic play that 
Muslim demonstrators accused of defaming Islam (reftel). 
All newspapers reported on a joint statement by Coptic Pope 
Shenouda and Al-Azhar Sheikh Tantawi that called for 
tolerance and friendship between Muslims and Copts. 
Channel Ones program Milaff Khass (\"Special File\") hosted 
several guests on October 22 who discussed the clashes. 
The chairman of Al-Azhars \"Religious Dialog Committee" 
called for dialog to solve tensions and criticized the 

media and Copts who live in the U.S. for overreacting. 
Channel Ones popular program Al-Bayt Baytak (“Маке 
Yourself at Home") also hosted several guests on October 22 
to discuss the violence in Alexandria. Guest Adel Hamouda 
editor of independent weekly Al-Fagr (circulation: 50 

blamed pan-Arab satellite channels for inflaming sectarian 
divisions in the region. Another guest 

sheikh 

tensions between Muslims and Copts in Egypt. A popular 
back page cartoon in pro-government Al-Akhbar (circulation: 
n: 

800 

on the beach standing before a snake 

the words \"sectarian strife 

phone 


4. Why is everybody picking on Syria?: On October 22 
day after the Mehlis reportVs release 

and TV news coverage reported that the report had 
implicated Syrian and Lebanese government officials in 


RIME MINISTERYS OFFICE. POST PASSED SECRETARY GUTIERREZ\'S LETTER ON OCTOBEF 
d) 1. (C) Post wishes to refer Cuban national Dr. Pedro Piquet for consideration under the U.S. Refui 
Ref A instructions, PolOff followed up with the Foreign Ministry on October 6, and was reassured of C 


Diplomatic Note DGPE/DPM/AC 886/10/05, officially confirming that Costa Rica will support the U.S. 
While most of the demonstrations were peaceful and smaller than predicted, some protesters were i 
ts sorrow for and solidarity with the victims of Hurricanes Katrina and Rita. 2. Begin translated text: 1 
005 Classified By: Counselor for Political Affairs Robert S. Ford for reasons 1.4 (b) and (d). Summa 
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Rafik HaririVs murder. A commentary in Al-Wafd on October 
21 

U.S. and its allies were \"trying to force Syria to accept a 
deal in which Syria would control its borders to prevent 
insurgents going into Iraq. ' On October 22 

editorial in pro-government daily Al-Ahram (circulation: 

750 

new and serious chapter against Syria by the U.S. and 
France. The Al-Ahram editorial also claimed that the 

e 

report \"includes only circumstantial evidence.\" However 
commentator writing in the same issue opined that the 
report \"is so detailed to be beyond the shadow of a doubt.\" 
Pro-government daily Al-Gomhouriya (circulation: 500 

and a harsh critic of the U.S. published an unsigned 
editorial on October 22 that claimed the Mehlis report was 
Vnot surprising 

to anyone who is aware of Americas hostile schemes in the 
Middle East.\" Former Al-Gomhouriya Editor-in-chief Samir 
Ragab wrote in the same issue that the Mehlis report was 
\"part of a U.S. scheme to drive a wedge between Syria and 
Lebanon 

withdraw from Lebanon 

order to pave the way for future events.\" 


5. November parliamentary elections: The media continued 
to highlight developments on November\'s parliamentary 
elections. Al-Masry Al-Youm and Al-Wafd reported on 

on 

October 21 that more than 1 

the Kifaya Movement 

in an October 19 demonstration in Cairo in support of an 
opposition list of parliamentary candidates. Commentators 
in the opposition and independent press were critical of 
the elections. \"Do not pin your hopes on the parliamentary 
elections 

opposition 

October 20. \"In Egypt there are no elections 

celebrations and fanfare 

independent weekly Sawt Al-Umma (circulation: 50 

on October 17 that \"there is nothing new in the upcoming 
elections the same corruption 

from the NDP.\" Sounding a note of optimism 

Nobel laureate Naguib Mahfouz 

English-language Al-Ahram Weekly as saying 
parliamentary elections have the potential to become a 
watershed in the nation\'s political life... | believe a new 

era is dawning 

the state of emergency ended.\" 
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d Al-Salem Al-Sabah during an October 15 meeting. Ambassador emphasized the U.S.Y objections tc 


Column 3 


43401 
43402 
43403 
(Kitabat 
B. \"How Is Iraq Affected 
(Al-Nahrain 
C. \"What Does Saleh Al-Mutlag Want\" (Sawt Al-Iraq 
D. \"The Feeble Court" (Al-Jeeran 


A. V'In the New Iraq . Highest Pension for Least Service" 
(Editorial by Jasim Aif - Kitabat - Writings - 
http://www.kitabat.com/i9323.htm ) 


\"The National Assembly\'s pension law 

enthusiastically approved by parliamentarians 

a debate among Iraqis. But it seems that this sarcastic 
debate has not reached Assembly members\' ears 
never given any attention to Iraqis in the first place. They 
did not bother with Iraqi bloodshed all over Baghdad 
Afar 

restaurant in Basra where Falafel sandwiches taste of blood 
nor did they care about hundreds of Iraqi corpses with 
bullet holes in their skulls floating in rivers. They have 
never heard the minimum estimates of the country\'s 
unemployment rate 

widespread corruption. 


\"Сап\ї they see the deterioration in services? Those who 
enabled them to assume their parliamentary posts 
ink-stained fingers 

today. Are they monitoring reports that Iraqi youth must pay 
$500-$600 and provide certificates affirming their 

allegiance to certain sectarian parties to stand any chance 
of enrolling in military and security forces? What are our 
parliamentary representatives [dong about all these issues]? 
And there are so many more. 


\"The above-mentioned issues could not occupy the minds of 
the Assembly members; rather 

guarantees of their personal futures 

pension proposal that grants them 80% of their current 
salaries-believed to be in the millions-for the shortest 

service in the history of the lraqi state 

any known retirement system in the world. And none of us 
protested because according to the law 

"legislators.V It seems that this pension system has 


hours October 15, officials at the Ministry of Oil reported that the October 14 blackout (reftel) has hac 
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captured the imagination of a local city councilmember in 
Basra who demanded a similar system be applied in local 
councils throughout Iraq. Based on sheer humanitarian 
concern and according to the Iraqi method of justice 
support his demands 

this law 

Iraqi officials! 


B. VHow Is Iraq Affected 
(Editorial by Nejat Saad - Al-Nahrain - \"The Two Rivers\" - 
http://www.nahrain.com/d/news/05/10/23/nhr102 3e.html ) 


WI do not want to get into the negative stances adopted by 
the Arab League towards the people of Iraq 

blame its Secretary General 

latest visit to Iraq.to hold a reconciliation conference. 
want to concentrate on the role of the new Iraq in building 
a new Arab League with a new 

the fall of SaddamVs fascist regime on April 9 

not observe a decisive lraqi position that would have 
protected the country from becoming a target of both the 
Arab League and Iran. The new democratic Iraq should be the 
one to play a vital role in changing the regions dark 
mentalities. 


V'The basic goal sought through ousting the previous regime 
was to build a democratic Iraq in which human rights and 
interests take priority; if we go back to the Arab League\'s 
charter 

rights 

that the Leagues culture is ancient 

development on imperialism 

contentedness with dictatorships that take over their lives 
until foreign imperialists liberate them. In addition to 

this 

theoriesV that portray the world as having no concern other 
than offending overdeveloped Arab countries. 


V'These worn-out principles are not compatible with the new 
Iraq; therefore 

does not benefit Iraq or the League. On the contrary 

sides would be a source of discomfort for the other 

nothing in common between the two. 


Vlraq and Iraqis have always been the ones to take 

initiative and affect those around them. The Arab League 
itself 

one of its most effective founders. But the question 

remains 

compatible with a new democratic Iraq and with reform in the 
region? Iraq should seek to change certain concepts and add 


af of the now-defunct French-language daily Le Matin, who was sentenced to two years imprisonmen 
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others to the Arab League 

of the EU in achieving economic integration and political 
and cultural harmony through democratic governments-in 
contrast with Arab dictatorships that favor fascism over the 
interests of their citizens and have achieved absolutely 
nothing. The role of the League should not be restricted to 
holding meetings and pathetic conferences; it should hold 
gatherings in which participation is based on the desire to 
build a progressive and modern structure. 


VIraq should clarify to the Arab League the importance of 
spreading democracy 

League in all respects 

equality 

that the impediments to Arab nations cannot be summarized by 
imperialism alone 

political 

independence. 


\"Iragis should be the ones to take the initiative since it 

is the Arabs who need to be salvaged from their state of 
chaos. If Iraq were to succeed in reforming the Arab League 
it would achieve two goals: it would not isolate itself from 

its surroundings 

neighbors to affect Iraq with its suppressive regimes. V 


C. "What Does Saleh Al-Mutlag Want? V" 

(Editorial by Salah Al Fadhli - Sawt Al-Iraq - V'The Voice of 
Iraql" - http:/Awww.sotaliraq.com/articles- 
iraq/nieuws.php?id=17911 ) 


\"Saleh Al-Mutlag 

spokesperson of the National Dialogue Council in Iraq. The 
Council considers itself representative of Iraq\'s Sunnis-or 
the 'absenteesY as they like to call themselves-who chose 
Saleh Al-Mutlag to be the spokesperson. When he joined the 
constitutional drafting committee as the Sunni Arab 
representative 

as Iraqvs Sunni spokesperson. 


\"It is known that the fledgling Iraqi draft constitution 
reached a form that disputing parties could agree upon 
despite boycotts of parliamentary elections. But for it to 

be effective 

represented.because they are a major component of lraqVs 
population. Shiites and Kurds 

groups in the elections 

concessions to Sunni Arabs. But Sunnis continue to have 
reservations about the draft constitution 

consider the beginning of the division of Iraq. 


INCE 02519 1. (U) The October 14 IMF Board meeting scheduled to vote on the EPCA Il program fi 
3TRUGGLING WITH BEEF ISSUE REF: A. TAIPEI 4093 B. TAIPEI 4040 Classified By: AIT DIRI 


Column 3 

VDespite the fact that many of their demands were met 
including a chance to review all the disputed points in the 
next parliament 

proposed constitution and called on all supporters to reject 
the document. The most significant of Saleh Al-Mutlag\'s 
objections focused on two major points: rejecting federalism 
in regions other than Kurdistan and objection to 
deba\'thification. Why did Al-Mutlag focus on two specific 
points? The answer is clear: because he knows Kurds will not 
drop their demand for federalism and he knows Shiites insist 
on including deba\'thification in the constitution. It seems 
that opposition of this type will be detrimental and any 
agreement on the constitution that everyone accepts is 
doomed to fail. 


\"Al-Mutlag\'s group's rejection confirms that rejection is а 
strategic position that cannot be changed. It is obvious 

that "interest in the Arab nature of Iraq and its unity is 

not Saleh Al-Mutlag\'s motive; the main purpose is to hinder 
the political process and to send a message to everybody 
that things cannot be accomplished without their [Sunni] 
satisfaction. | believe that if "the impossible demandsY are 
implemented to the satisfaction of Al-Mutlag\'s group 

will continue to insist on a position of opposition because 
they do not want a new system in which justice and equality 
will prevail. 

V'There is still an important question regarding whether or 
not Saleh Al-Mutlag and his supporters are representatives 
of Iraq\'s Sunni Arabs. Without elections through which Sunni 
Arabs express their opinions and identify their 
representatives 

represents Sunni Arabs. It is likely that without an 
agreement among Sunni clergy 

Ba\'thists and extremists and those unwilling to accept the 
new situation-even if the impossible were given to them-will 
remain absent. Time will tell you what you do not yet know." 


D. \"The Feeble Court\" 

(Editorial by Ali Al Kindri - Al-Jeeran - \"Neighbors\" - 
http://www.aljeeran.net/viewarticle.php?id=ar ticles-20051023- 
33779 ) 


\"No one could have imagined that the first session of Saddam 
Hussein\'s trial would be such a farce 

arranged it. We cannot believe that these very weak 
capabilities are the capabilities of Iraqi people 

considering all his [SaddamVs] educated people 

engineers. We do not have a justification for what we 

millions around the world 

termed "the trial of the century\' to turn out to be this 

farcical 


t other mechanism exists between the ROYG and the Transitional National Government of Iraq, but F 
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V'The courtroom was not supplied or equipped technologically 
for the trial of the century. The audio was not clear; the 

sound was of poor quality; and there was an echo that 

affce the bad sound. Is this Iraqi rsourcflnes? 


\"Asie from th technology 

substandard; he participated in chaos by continuously 
laughing for no reason-failing to be serious and strict. He 
allowed Saddam to say what he wanted and disrespect the 
court without reprimand from the judge 

nice and well-mannered at the expense of the courtVs 
reputation 

respect for the law. What happened made everyone who watched 
the first session wonder 

judiciary system? Couldn't they find a stricter 

experienced 

the accused twice 

without permission and make noise in the court-in the trial 
of the century?V 


\"Is there not a smarter 

in Iraq than the one the world watched? How did this general 
prosecutor allow the tyrant lawyer to interrupt him during 
his presentation? As for Saddam 

weakness and refused to state his name and identity 

judge did not stop him; instead 

question the judge\'s integrity and impartiality 

judge did not take measures against him. At the start of the 
session 

represent?\' He did not stand in court respectfully like 

other defendants. 


\"As we said at the beginning 

for the farce of the century. We cannot accept that this is 
the standard of Iraq 

Al-Ja\'fari\'s government is responsible for this farce 
respect to preparation 

prosecutor selection. The justification that “Iraq is 
passing through exceptional conditionsV will not suffice 
nor will it absolve Al-Ja\'fari and his government of the 
abuse to Iraq and Iraqi people in front of the world. The 
Iraqi National Assembly should challenge Al-JaVfari to fully 
prepare for the next session in order to convey a civilized 
image of Iraq to the world 

on October 19th 
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D. \"Lessons of the Referendum" (Al-Ihtijah Al-Akhar 
E. \"Saddam\'s Trial and the Referendum" (Al-Ittihad 
F. VNeither Victors nor Vanquished\" (Al-Fourat 

G. \"People Want a New Iraq 

Taakhi 


A. Why Musa\'s Mission Was Easy" 
(Az-Zaman 
page editorial by Fatih Abdul Salam) 


VIf we examine what the media predicted about Musav's visit 

меу! find some strange issues. The media insisted that Amr 

Musa 

difficulties in Baghdad due to the difficult situation in 

Iraq. On the contrary 

were over by the time he arrived. He encountered three types 
of Iraqis: 


1) Iraqis who had died and relinquished power. 
2) Iraqis who were dying but clinging to power. 
3) lragis who were dying but still dreaming of gaining 
power. 


V'These three types represent the original characteristics of 
Iraqi politicians-force is the common theme among them. Some 
might say the democratic election and referendum has proven 
the opposite but let us not deceive ourselves. We have 
practiced democracy under occupation and although we 
recognize a certain type of it 

the occupation leaves? Our democracy is protected by foreign 
forces. 


V'There are poles that Washington used to erect democracy but 
when the occupiers leave we will be under a tent of 

democracy without any poles-though democracy will remain 
because the occupation will not leave Iraq! V 


B. \"No\" 
(Al-Sabah 
Network 
Abdul Jabbar) 


\"Those who headed to the ballot boxes on referendum day 
(October 15) and voted 'no\' to the constitution deserve our 
respect. Yes 

rejected it but they ensured their participation in the 
peaceful political process and that is the most important 


g WTO agriculture negotiations and geographical indications (Gl) as requested in reftel. 2. DDG Wil 
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thing at this decisive stage. They followed civilized 

behavior in dealing with political issues.They did not 

brandish weapons 

did not throw a hand grenade or detonate a car bomb against 
the voting centers 

simply headed to voting centers and voted 'no.\' Perhaps they 
were not sure that their no-votes would stop the 

constitutional process. They probably did not have time to 
organize an advertising campaign to influence public opinion- 
-perhaps they do not have funds for such campaigns... 
However 

others. 


V Real democracy needs peaceful political opposition because 
in a democracy there is no political majority (1 would like 

to emphasize political 

ruling the country with absolute authorities and without 
effective opposition. Democracy means a state of settled 
establishments and enterprises based on the rule of law; it 
means a vital and effective civil society and qualified 
government capable of securing public services. 

There are many reasons to create opposition against any 
government (inside or out of the parliament) but the most 
important thing about the opposition is that it be peaceful. 


VWhat is important about the opposition is it should know 
the principles of the democratic political game and respect 

it. This will grant and protect the political process from 

all improper struggles. In addition 

respect those who participated by voting "no to the draft 
constitution. We also have great respect for those who voted 
"yesY because the political process should never marginalize 
other sects and in this way we\'ll grant credibility to 
democratic process and guarantee our political security 
which will lead to social security and free us from fear. V 

C. V The PeopleWs Tribunal" 

(Al-Fourat independent anti-coalition published this page- 
three editorial by Abdul Zahra Al-Talqani) 


\"Saddam is not merely an accused person standing trial 
before Iraqi justice 

who is responsible for committing numerous crimes against 
his people-and this is the people\'s tribunal against him. 


\"It is typical that Saddam keep quiet in court 

represents the people's will 

say about the millions of citizens he sent to death 

throughout Iraq. 

What murders could he deny? How could he defend himself in 
the middle of a sea of blood? But the people have not kept 
silent and have repeated their call for the death of this 


'esented Ref A points concerning the agenda for the November 11-12 Forum for the Future conferenc 
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criminal. 


\"No one escaped from Saddam\'s sadistic mentality of 
aggression; even those in areas supposedly filled with his 
supporters didn\'t escape his wrath. He thought he would 
achieve immortality by erecting pictures and statues of 

himself or by the daily commissioning of poems of flattery 

but all attempts were illusionary and ephemeral. Tyrants 
throughout history have always been dumped into the garbage 
and individuals such as Saddam do not deserve any dignity; 
they must accept their punishment in this life and on the 

Day of Judgment." 


D. VLessons of the Referendum!" 

(Al-Ihtijah Al-Akhar 

with the [Sunni] Liberation and Reconciliation Bloc led by 
MishVan Al-Jabouri 

editorial) 


V'There are important lessons learned from the referendum 
the first being that the percentage of "noY votes in some 
provinces was unexpected; especially on behalf of sectarian 
and religious parties who were surprised by results showing 
that 45% of citizens in Najaf voted 'no.\' Percentages that 
were similar to those in other central and south-central 
provinces. These influential and tyrannical parties should 
learn a lesson from the voting results of NajafVs citizens 
and face the truth that Iragis do not want their state built 

on the foundations of a religious and sectarian base. 


\"The results from Najaf and other provinces have 

disappointed those parties and surely the coming 

parliamentary election will bring more surprises for them. 

The rejecters of the constitution who were ready to topple 

the referendum have suffered division amongst their ranks 
when the Iraqi Islamic Party (IIP) altered its stance due to 
incomprehensible circumstances which created disappointment 
for citizens of the [Sunni] western provinces. Therefore 

some of them have rejected voting altogether while others 
were confused over how to vote. 


\"We have mentioned many times that there is no authority for 
the Sunni Arab that can represent their affairs 

these groups have been founded according to a secular 
liberal ideology 

religious authorities. 


\"The coming months will prove that a state based on religion 
and sectarianism will never be constituted in Iraq--at 
anytime.\" 


n and budget: Language school weekends: Italian language schools, with their flexible and tailored c 
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E. \"Saddam\'s Trial and the Referendum" 

(Al-Ittihad 

Jalal Talabani 

Moniem Al-A\'ssam) 

\"There is a strong connection between the referendum on the 
constitution and Saddam''s trial--not only in the close dates 
but also because they represent a transition from the non- 
constitutional stage to the constitutional stage-a 

transition from fabricated referendums 

natural laws of the universe and result in only `yesV votes 
rather than allowing the possibility of `noV votes as 
reflected in the natural world. 

VWhile Saddam entered his cage and faced accusations about 
his crimes in Dujail 

killing of the innocent in torture chambers 

of the marshes 

the referendum on the constitution represented the 
prosecutor who will not be satisfied until punishing the 
criminal that harmed millions (regardless of the outcome); 
itis the voters who will deliver their justice. 


\"There was tension among the media when the tyrant stood in 
his cage-it reminded lragis of the era of dictatorship when 

they lived at the whim of Saddam\'s mercy. No one expected to 
ever see Saddam questioned by a judge. Actually 

expected they would live to see the day Saddam faced 

justice. In order to put these two historical events into 

suitable historic perspective we need to comprehend the 
following fact: Saddam\'s trial is the first legal 

questioning of an Arab leader for the crimes he committed 

so it\'s regarded as a trial for all Arab regimes which have 
deteriorated to the lowest standards. On the other hand the 
referendum in Iraq is regarded as a no-go zone throughout 
the region because it can\'t be controlled by rulers. 


\"In spite of Saddam\'s pledge of innocence 

had pleaded guilty 

against humanity (which even monsters do not face) is 
regarded as transition of an era-from the law of the jungle 
to one of justice. The people have broken free of their 
shackles and forced the evil ruler to face his fate.\" 


F. \"Neither Victors nor Vanquished\" 
(Al-Fourat 
page editorial by Dawood Al-Farhan) 


\"There is synchronicity between the Secretary General of the 
Arab League 

promote inter-Iraqi dialogue and achieve what was called а 
national accord and the first national unity conference in 
Baghdad attended by more than one thousand political leaders 


ON DARFUR: CHADIAN VIEWS ON REPARING SLM DIVISIONS REF: A. STATE 190682 B.W 
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representing sixty Iraqi parties 

movements 

and the conference are attempts to free Iraq and Iraqis from 
the dark tunnel the American occupation put us in since 
April 2003 

threaten Iraq\'s unity. 


\"The draft constitution failed to relieve us from serious 
danger and regardless of the results of the referendum 
all the rumors of vote-rigging we should all agree there 
will be no victors and no vanquished. Iraqis went to the 
ballot boxes to express their opinions freely by either 
voting "yes or `noN to the constitution but both are Iraqis 
and have rights and responsibilities towards their country. 
This is the foundation of a real democracy in Iraq 

than one attitude 

speak freely. 


VAmr Musa was articulate when he announced that he was 
heading to Baghdad carrying an Arab initiative aimed to 
support Iraq and reinforce Iragi-Arab dialogue. In addition 
he will present his initiative to Iraqi political leaders on 
behalf of all Arab countries as the representative of the 
Arab League. His mission is to seek an Iraqi national accord 
as a supplementary part related to the political process 
taking place in Iraq. To what extent Amr Musa will succeed 
in his precise and difficult mission depends on the Iraqi 
government's attitude 

occupation force and the attitudes of others such as the 
opposition 

organizations. 


\"The Iraqi government will maintain its stance (as they 
usually declare during Arab League meetings) rejecting 
principles of national reconciliation claiming that there is 

no controversy or arguments between different Iraqi sects. 
Amr Musa will hear a lot from others who are not affiliated 
with the Iraqi government--those who are now talking 

first national unity conference 

project to confront the sectarian and ethnic devastation 

that currently dominates our country. 

VAfter the referendum results 

transitional government 

Presidential Council to quit their political arrogance and 
build upon the previous election because voters who rejected 
the constitution and voted `noV are more numerous than 
expected in all Iraqi provinces--even in the northern part 

of Iraq. 

The Iraqi government should consider those voters; they will 
significantly influence the next election. The lragi 
government should cooperate with Amr MusaVs mission 


the U.S. points and to pass instructions to the Jordanian delegation to UNESCO in Paris. The Minist 
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otherwise they will blow their political message about 
national unity 

their respect for human rights. In any case 

is on its way out. V 


G. \"People Want a New Iraq 
(Al-Taakhi 
editorial by Adil Badir Al-Ryahi) 


\"The elected national government of our new Iraq is seeking 
to reset the basis for security and stability all over the 
country--in order to be able to build national institutions 

and arrive at a new 

which would be able to hold a historical and respectful 
position in the world. 


VWhile the enemies (the terrorists) seek to destroy the 
infrastructure and work hard to publicize sectarian and 
ethnic sedition 

and the power of the interior front has made sure this card 
has fallen forever. 


\"Further 

decisions; they are looking forward to building a federal 
new 

everyone; one which is not manipulated by one group or 
another; one in which society achieves construction and 
prosperity by standing behind the national leadership 
represented by the new government.There also is a national 
accountability shared by all--the cooperation and immediate 
informing about the safe houses of the enemies in order to 
reach them in the early stages 

aggravated and deters security and stability. Concerned 
national institutions also should take into account the 

fields of security 

neighboring countries in order to approve joint security 
treaties and prevent infiltration. 


\"The prosperity of the country is also the responsibility of 
civil institutions that should engage their pioneering role 

in providing the best essential services for Iraqi citizens. 
They should secure food requirements for all Iraqis by 
getting and providing the items in the food ration cards and 
ensuring fair distribution for all Iraqi families. 


V'There also is another role to be played by productive 
institutions: one which guarantees that the requirements of 
the local market and imports are covered 

of Iraqi production outside the country 

foreign currency which will help the economy flourish and 
prosper and which may ensure Iraqis happy and affluent 
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lives. V 


SATTERFIELD 


43405 

vice the current 99 percent. Noting that the referendum 
was always expected to pass in Erbil by a high margin 
Perelli and Avery quipped that Kurdish Democratic Party 
(KDP) activists had engineered the high vote as V practice V" 
for the December election. 


3. (C) Perelli said that no evidence of significant 
irregularities had been discovered in the Shia-majority 
provinces of Basrah and Babil. She said that the audit 
team in Ninewa has completed inspections of two out of 
three warehouses and had uncovered nothing that would 
impact on the final vote tally for the governorate. 

Perelli added that the IECI has received only 120 
complaints nationwide related to the referendum. She 
noted that this figure is statistically insignificant 

and that most complaints related to individual cases. 


4. (C) The Charge pressed for the earliest possible 
announcement of national referendum results. Perelli and 
Avery said that the IECI would announce final provisional 
results for all but the four audited governorates 

October 24. They predicted that the Commission would 
announce final provisional national results on October 

25 or 26 

audit teams report. 


5. (C) Perelli and Avery said that the audit report 
would refer to evidence of fraud in Erbil. They added 
that in the coming weeks the IECI would issue a 
separate report on its review of the Kirkuk registration 
list (ref b). They said the reportVs findings could 

lead to the removal of over 80 

Perelli and Avery said they hoped the Erbil and Kirkuk 
reports would send a clear message to Kurdish leaders 
that their supporters must desist from partisan 
machinations at polling centers in December. They 
acknowledged that the reports would also send a clear 
message to Sunni Arabs 

sectarian-blind commitment to the integrity of the 
electoral process. 


6. (C) Perelli said that the extension in coalition and 
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candidate list registration deadlines (ref c) had reduced 
preparation time for the elections to the bare minimum. 
She noted that the IECI had granted the extension to 
October 28 because Iraqi parties from all sides of the 
sectarian and political spectrum had failed to meet the 
previous October 21 deadline. Avery warned that political 
parties could force the IECI to grant another extension by 
failing to meet the October 28 deadline. Any further 
extension 

December 15 election. She also predicted that an extension 
past October 28 would result in Iraqi parties asking for 
even more time to develop coalitions. 


7. (C) Perelli and Avery said that if the December 15 

election is postponed 

month. The Charge said there should be no consideration 
given to postponing the election date of December 15 
(Comment: Our reading is that such a postponement would not 
be permitted under the Transitional Administrative Law 
article 3 of the TAL which prohibits an amendment that could 
delay the holding of elections to a new assembly). Charge 
said the IECI should hold firm on the new October 28 
deadline for coalition registration. Perelli said the 

election could also go forward without coalitions; there is 
more flexibility on the deadline for candidate lists. 


8. (C) Perelli said that the IECI expects to receive an OCV 
plan from the Foreign Ministry October 28. However 

said that the easiest outcome would be to have no 
minimal 

noted that OCV will only affect the allocation of national 
compensatory seats. They said that the greatest possible 
impact of OCV would be one additional Christian seat based 
on diaspora votes. Under the election law (ref d) this 
scenario would only occur if a Christian Party won enough 
nationwide votes (including OCV) to qualify for a seat 
failed to win enough of such votes in a single governorate. 
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serious\" he conceded. The U.S. must have had good reasons 
for taking this action. What specifically 

those reasons? Beyond the Presidential ProclamationVs 


' UNESCO Cultural Diversity Convention (reftel A), Minister of Foreign Affairs Raymond Ramazani sp 
ed the following press release October 13 in support of the Iraqi Constitution Referendum: - Begin te» 
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general assertions on corrupt activity 

against Murungaru? Kibaki said that were he to make a 
decision \"on this man\" he would need something more specific 
on which to base it. Could the U.S. \"help him a little\" on 

this 


4. (С) | told the President that much of what we knew came 
from sensitive sources 

identities revealed. However 

was widely available within his own Administration. (Kibaki 
disagreed 

information.) | noted that privacy rules preclude us from 
providing specifics about visa decisions 

individuals of Murungaru\'s stature. | then recalled our 
one-on-one conversation last January. At that time | had 
given him the names of five GOK officials and private 
businessmen involved in grand-scale corruption 

Murungaru. As | had then 

examine the Anglo-Leasing scandal and other scandals related 
to it. This exercise would certainly yield answers to the 
President\'s questions. | also noted that | had suggested 

last January an audit of Murungaru\'s personal finances. This 
exercise would also answer many of the President\'s concerns. 


5. (C) Kibaki was unmoved by my suggestion that a little 
digging in his own back garden would unearth all the evidence 
he needed. He returned two or three times to his appeal for 
more specific information and hard data on Murungaru. He 
needed it 

clear in his own mind so that he could take the necessary 
decisions. | said | would check if additional information 

could be made available 

able to discuss the specifics behind our decision on 
Murungaru\'s exclusion. 


6. (C) We parted on a cordial note. 


7.(C) Ambassador Muthaura and Presidential Senior Adviser 
Stanley Murage lingered outside the President\'s office during 
the meeting. When | debriefed them 

disappointed at the President\'s indecisiveness. Later 

of earshot of Muthaura 

has plenty of evidence 


8. (C) Muthaura and Murage appreciated the Embassy\'s low-key 
handling of this affair. 


9.(C) Comment. Action against Murungaru 

perceived as the most obviously corrupt and corrupting of GOK 
ministers 

would win accolades at home across the political spectrum. 


an Influenza Virus SUBJECT: Avian Influenza Situation Update in Turkey Ref: (A) Ankara 5119 
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At a time when the Kibaki government is being battered by 
donors 

governance performance 

lustre to Kenya\'s tarnished credentials. Yet 

Kibaki is reluctant to act. 


10. (C) It may be 

bring himself to act against an old ally and fellow Kikuyu 
insider. Or it may be that Kibaki 

unpleasantness 

showdown with tough guy Murungaru. The worst-case scenario 
and unfortunately not an implausible one 

deep pockets are needed to win the current referendum 
campaign and 

for the political realignments KibakiVs inner circle hopes to 
engineer in the run up to the 2007 elections. End Comment. 
BELLAMY 


2. Two newspapers focused their articles on Secretary RiceVs 
connection to the visit. AZG 

published an article entitled Condoleezza Rice Sends Her 
Assistant and Steven Mann to the Caucasus.\" The article 
states 

since the reelection of President Bush in 2004. In May of 
this year 

Armenia and Azerbaijan to become nervous.\" In one of its 
three articles on Assistant Secretary FriedVs visit 

radical opposition daily \"Наукакап Zhamanak\" stated 
known that this visit was initiated by Secretary Rice 

this proves the uniqueness of the mission. V 


IT IS NOT FOR ANY OUTSIDER TO SUGGEST HOW ARMENIANS SHOULL 
VOTE ON CONSITUTIONAL AMENDMENTS 


3. Two newspapers referred to Assistant Secretary FriedVs 
comments on the constitutional reform process in Armenia. 
ARAVOT 

impression that A/S Fried\'s position on the constitutional 
amendments differed from that expressed previously by the 
Embassy and published an article entitled 

Propagandizing for a \'Yes\' Vote?\" The article states that 
referring to the constitutional reform process in Armenia 
Assistant Secretary Fried said 

Armenians how to vote.\" In response 

\"Let us remember that U.S. Ambassador John Evans 
represents an Voutside force 

for a vote in favor of the constitutional amendments.\" 


Ref B assurances, the United States is prepared to transfer detainee Abdullah Al Noaimi from Guant 


mbassy informally that Austria is planning on a new approach to meet the October 26, 2005 deadline 
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4. According to GOLOS ARMENII 

that is partially state-funded 

constitutional reforms in Armenia 

his opinion 

no country has a right to express its opinion on this issue. 
Meanwhile 

the diplomatic mission of the U.S. in Armenia 

stated on September 2 

referendum. Its failure will hinder the democratic process 
in Armenia. Falsification of the results of the vote is not 
acceptable 

and make political decisions there.\\" (NOTE: This article 
misquoted Ambassador Evans. In fact 

2005 interview with \"Armenia Liberty 

stated 

ways that this referendum should be carried out as a free 
and fair vote of the Armenian people.\" When asked about 
what the U.S. and European reaction would be to the failure 
of the referendum 

hypothetical question. | would not want to say what the 
reaction of the United States 

European Union might рел" END NOTE.) 


5. In fact 

out of context. After stating 

to suggest to Armenians how they should vote 
Secretary Fried continued 


SIPDIS 

these particular amendments to the constitution 

true that many other countries in this part of the world are 
considering constitutional reforms to try to have a more 
adequate and equitable balance of power between the 
legislative branch 

and judiciary. In our experience 

just a strong president democratically elected 

strong institutions of government..." While not explicitly 
supporting the amendments 

the importance of the issues addressed in the amendments. 


ONLY FOUR MEDIA OUTLETS INVITED TO PRESS AVAILABILITY 


6. The fact that the U.S. Embassy invited only four media 
outlets to the press availability was referred to by two 
newspapers. A HAYKAKAN ZHAMANAK article states 

be noted that according to a decision of the U.S. Embassy 
only four media outlets were given an opportunity to meet 
with [Assistant Secretary Fried.] Since the Ambassador 
again has picked media outlets at his own discretion 


tical process. Aboul Gheit said he had given several press interviews earlier in the day, during which 
‘Columbus Day) the Ambassador inadvertently stumbled into a poorly marked military installation in tt 
ndary, and professional schools in Kinshasa agreed to go back to work beginning Monday, October 1 


jreements.8 After consulting with her colleague Ivan Pinter (also in the UN Department), Ms. Grollov: 
vel to Madrid, October 24-29, to attend the Cuba Conference sponsored by The University of Miami. 
1e of the visa requests was officially denied, while 14 were returned without processing or explanatior 
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have to cover the visit of the Assistant Secretary based on 
information provided by Radio Liberty" A GOLOS ARMENII 
article states 

with a restricted circle of Armenian journalists. No press 
conference was held." (NOTE: While only four media outlets 
were invited to the availability 

invited to so as to distribute information to all print and 
broadcast outlets. The idea of a Vpress pool\" is still 

unusual in Armenia. END NOTE.) 

ASSISTANT SECRETARY FRIED\'S INVOLVEMENT WITH UKRAINE AND 
GEORGIA 


7. GOLOS ARMENII published information about Assistant 
Secretary Fried\'s involvement with Georgia and Ukraine 


SIPDIS 

indirectly commenting on his involvement in revolutions in 
the former Soviet Union. The article states 

necessary to consider that this diplomat is associated with 
the names of famous American political actors such as 
Ambassador Richard Miles -- an initiator of changes [in 
Georgia.] Daniel Fried\'s activities as a VcuratorV of 
political developments in the post-Soviet territory were 
first revealed in December 2001 

Viktor Yushchenko visited Washington. During this visit 
the future president of Ukraine held his first meeting with 
Daniel Fried 

Director for European and Eurasian Affairs at the National 
Security Council and Special Assistant to the President. V 


A/S FRIED ASKED ABOUT THE ARREST OF RASUL GULIYEV 


8. During the press availability 

to comment on Azerbaijani elections and the arrest in 
Ukraine of Rasul Guliyev 

Democratic Party of Azerbaijan. In response 

stated 

with their obligations under international law. It is 

important that not only the elections in Azerbaijan 

election process itself be free and fair....Free and fair 
elections strengthen the nation that conducts them.\" While 
we expected that these comments would be picked up by the 
media here 

outlet. 


EVANS 
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listan Workers\' Party (РКК) to Pim Dumore, Director of the Dutch MFA\'s Political Affairs Departmen 
;). More than 18,000 former combatants have laid down their arms since the beginning of the Uribe : 
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Opposition Left Democratic Front (LDF) led by the 
Communist Party of India (Marxist) won 659 

only 221 to the Congress-led United Democratic Front. 
CPI(M) alone won 598. The BJP could win only four. In 
the state s 51 Municipalities 

chairman positions 

captured a majority in one Municipality (Palakkad). In 
the cities 

five of the City Corporations in Kerala. 


3. (SBU) The leftist landslide victory was a repeat of 

the 2004 Lok Sabha elections when it won 19 of the 
stateVs 20 seats. At that time 

leader Antony was the Chief Minister 

feuding with octogenarian Congressman Karunakaran and 
his son Muraleedharan. The upshot of that election was 
two-fold: Antony resigned from his Chief Ministership 
giving way to Oommen Chandy (Reftel B) 

split the party (Reftel A) forming the Democratic 

Indira Congress - Karunakaran (DIC-K). In the recent 
local government elections 

tactical understanding with the LDF in many districts 

to defeat the Congress. 


4. (SBU) Knowledgeable sources acknowledge 
Karunakaran\'s contribution to the Leftist victory 
point out that he can at best influence only 5-10 
percent of the votes in most places. V'In panchayat 
elections 

balance 

Madhavan Nair 

Kozhikode in North Kerala. 


5. (SBU) Chandy\'s focus on initiating a few big 
infrastructure projects is not appealing to the masses 
according to M.J. John 

biggest daily 

Internet City project for Cochin (expected to create 
33 


iderway, Allawi supporter and former Planning Minister Medhi Hafedh has gathered a myriad of Sunni 


nority, on October 17. Mr. Vejaran thanked us for the information, particularly the sample Letter of Int 
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Thiruvananthapuram 

expansion and privatization plans 

the Cochin International Airport 

projects on which the Chief Minister has focused over 
the past year. \"The voting population in general does 
not consider these huge projects as directly benefiting 
them. On the contrary 

the Opposition to raise allegations of corruption" 
says John. 


6. (SBU) Advisors to the Chief Minister and member of 
the Kerala Planning Board 

CEO of Kerala Technopark) (protect) told Post that in 

an informal survey conducted at the Thiruvananthapuram 
Technopark where over 5000 young people work 

that only 3-4 percent of them voted. V'These are the people 
who should naturally support pro-investment 

initiatives 

He told Post that over the next six months leading up 

to the May 2006 elections 

make necessary policy changes to project a \"pro-poor 
image. V 


7. (SBU) With the Panchayat elections behind them 
eyes are now on an upcoming Lok Sabha by-election in 
Thiruvananthapuram 

cornered contest is in the cards 

and BJP. The UDF candidate 

leader 

candidate belongs to the backward (Ezhava) caste. V'It 
will be a tough fight" 

Thiruvananthapuram Correspondent of the Hindu 
Valthough the LDF has a head-start due to the wide 
margins of victory in the 2004 elections.\" The BJP is 
also strong in this constituency 

in 2004. Although the BJP has grown in pockets of 
Kerala 

of the vote and has little hope of coming to power in 
the foreseeable future. V'Chief Minister Chandy will 
make an all-out effort to capture the constituency\" 
said Vijayaraghavan 

impact in the 2006 elections. V" 
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8. (SBU) None of our sources believe that Chandy can 
turn the Congress around before the 2006 elections. 
VOne can only hope for an honorable defeat in 2006 V" 
said John 

Thiruvananthapuram seat in November.\" He attributes 
many of Chandy\'s problems to issues of perception. 
Chandy is a Christian 

branches of the Orthodox Church that exist in Kerala. 
It is hard for him to beat the strong communal 
prejudices that come to the fore in elections. Some 
detractors effectively insult the government as a 
coalition of Muslims and Christians 

Karunakaran 

Chandy\'s initiative to appoint Ramesh Chennithala 
upper-caste Hindu 

lost ground. 


9. (SBU) It is widely known that the Communist Party of 
India (Marxist) also has internal problems in Kerala 
particularly between the camps of two Chief Ministerial 
aspirants 

Although Kerala media has exposed the internecine feud 
the leftist rank and file has shown remarkable 

restraint in recent elections and has not let the feud 
affect the electoral prospects of party candidates. 


10. (SBU) COMMENT: Kerala politics continue to be 
marked by the traditional rivalry between the UDF and 
the LDF 

alternated in power. An inexorable tide of anti- 
incumbency sentiment always begins to flow immediately 
after an election. A highly aggressive media 

print and TV 

major role in exposing the parties in power. The media 
had feasted on the internal dissentions in Congress 
ending in the formal split in 2005; now it is too late 

to undo the damage. 


11. (SBU) A fallback to populism 


?-05-017 to Captain Rinat Mirsakhatov, Interpretation branch, Arms Reduction Control and Inspectior 


ing response to reftel B request via diplomatic note dated 11 October 2005: BEGIN TEXT: Note no. 
ig in the United States Temporary Protected Status (TPS) following Hurricane Stan, which produced f 


ibmitted in September 2005. This report covers Embassy Wellington, Embassy Apia and ConGen Au 
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run up to the elections 

state governments 

electoral defeats of former Chief Ministers of Andhra 
Pradesh and Karnataka 

Krishna 

zeal.\" However 

problem is that 

he can never hope to match his Opposition 
Leftists 

hope for the cracks within the CPI(M) leadership to 
widen. His chances are slim. END COMMENT. 


12. (U) This message was coordinated with Embassy New 
Delhi. 


HOPPER 


43412 

that the American Muslims offer a model of Islamic 
reconciliation under one roof 

theological or ethnic. Valy\'s remarks and the subsequent PAS- 
hosted Iftar received significant press coverage 

by the local Muslim radio station. Hats off again to 

ECA/PE/V for producing a timely 

SUMMARY 


2. On October 11 

Islam in the United States 

and researcher who also serves as press officer for the 
Islamic Council of Mozambique. Valy participated in the 
recent International Visitor Leadership Program (IVLP) 
\"Islamic Leadership 

impressions. He spoke to an invited audience of about 25 
Muslims and journalists. 


NO MUSLIM UNDERCLASS 

3. Valy opened by dispelling the common impression that 
Muslims form an underclass in the U.S. He listed figures to 
the contrary 

fact 

immigrants in American history. Taken together 

Muslims represent perhaps the fastest growing religious 
group in the U.S. 

Christian denominations. 


E PLURIBUS UNUM 

4. What struck Valy most 

size 

internal discord. The sectarian and ethnic schisms that 
plague Islam in the Middle East and Africa simply don\'t 
exist in the U.S. Typically 


ırusian state television featured a short program claiming the U.S. would withdraw from UNESCO if tl 
from Commerce Secretary Gutierrez to Minister of Industry and Trade Milan Urban. The Ministry of I 
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many ethnicities and both major sects without distinguishing 
one from the other. He noted that the practice of treating 
all Muslims equally reflects the original Islam of Mecca 
before the Sunnis-Shia split emerged. American Islam 
presents Muslims around the world a model of unity and 
internal reconciliation. In this context 

to stop thinking of America either as a mission field or 
simply beyond the holy pale 

American Islam has something important to offer 
traditionally Muslim societies. 


AMERICANS IN NEED OF A RELIGIOUS IDENTITY 

5. How did American Muslims get to this point? Largely by 
the fact that many are immigrants 

subsequent economic success. As with most immigrant groups 
Muslims immigrants have tended to assimilate as they and 
their offspring become more culturally American. The 
challenge of the American mosque 

maintaining an Islamic community 

It must accentuate what believers share 

differences. Moreover 

American Muslims 

divisions. As a result 

tend to see themselves as Muslims 


6. He was careful to point out 

such thing as a Muslim community per se in the U.S. 

rather that it is a hodgepodge of ethnic and linguistic 
communities ranging from immigrant groups to the Nation of 
Islam. Overall 

Christian culture. Minority status encourages unity 

notion of One Islam under One Roof helping to define a 
community in an alien context. 


EDUCATE THE IMAMS 

7. Prompted by audience comments about the low level of 
education among Mozambican Muslims 

better education in general. American Muslims 

succeed in part because of their education 

and liberal. One explanation for the unity of American 
Islam lies in its well-educated leadership. Unlike 
Mozambican imams 

theology. Valy said he met American imams with doctorates 
in political science and other social sciences 

hold undergraduate degrees. 


8. Average American Muslims also have access to education 
and thus appreciate to some degree the need to maintain the 
intellectual underpinnings of the faith. By contrast 

the lack of education for Mozambican Muslims that stands as 
their greatest obstacle; until 1990 there was not a single 
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Islamic school in the heavily Muslim north. He concluded 
that it is precisely their ignorance that makes Mozambican 
Muslims ripe for manipulation by an ill-educated clergy. 


EDUCATION AND WORK FOR WOMEN IS A NECESSITY 
9. Valy challenged the commonly held notion that Islam 
discourages women from work. Even in Saudi Arabia 
averred 

whether women will work 

will do. Educate women 

forward. Leave them ignorant 

community and the country. 


SEPTEMBER 11 

10. Valy called September 11 a short-term problem for 
American Muslims 

fear that followed the attacks led to numerous incidents of 
discrimination and even violence against Muslims. Yet it 
was these incidents that forced non-Muslim Americans to 
recognize the Muslims in their midst 

fellow Americans. September 11 

paradoxical result of transforming terrorists hatred of 
things American into a deeper American understanding and 
acceptance of Islam. 

PRESS COVERAGE 

11. Radio Imame 

community with an audience of about 15 

later aired extended segments of the discussion 

the PAS-hosted Iftar that followed. Radio Capital 
Christian station with about 25 

using recorded segments of the session. O Pais 
influential independent weekly with a print run of 20 

also published a story on October 14. 


A BROADER SPECTRUM OF IVLP PARTICIPANTS WOULD BE BETTER 
12. In a separate debriefing 

IVLP. The other participants were either imams or were 

perceived as religious leaders in their countries. He felt 

alone in his more journalistic and in many ways secular 

approach to the program. He suggested inclusion of Muslims 

with broader backgrounds (such as journalism) for balance in 

such future programs. 


13. COMMENT. Valy spoke not as a religious leader 
Muslim journalist. He carefully sidestepped theological 
questions 

politically 

picture of a sophisticated American Islam 

contributed to the Mozambican Muslim community\'s overall 
reassessment of the United States 

visible outreach program. 


mbassy Prague is DCM Cameron Munter, 420-257-530-662 ext. 2303, email: MunterCP@state.gov. ` 
il prices, rising inflationary expectations, and higher global inflation as increasing the risk of inflation i 
yr registration of political coalitions from October 21 to November 4 and the date of the National Asse! 


Trafficking in Persons (TIP) shelter, second in Turkey after Istanbul, will start accepting victims of tra! 
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Other guests represented the Dutch MFA 

Muslim student organizations 

think tanks. Among the Muslim guests were twelve 
International Visitor program alumni. 


3. All guests commended the U.S. Mission for celebrating an 
Iftar as part of our public diplomacy outreach. When 

leaving 

guest list because you had all the important people here." 
BLAKEMAN 
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positive evolution of Russian views. 


-- The GOS is very supportive of getting radio and perhaps TV 
broadcasting going as soon as possible. Having studied data 
on the Belarus radio audience 

programming should be done in Russian 

time devoted to broadcasting in Belorussian. 


3. (C) As we were leaving Rozkopal 

Lazlo Nagy was stopping by to provide Rozkopal a briefing on 
his own recent visit to Minsk to attend a Congress of 
Democratic Forces gathering. Nagy 

Slovak parliament 

works hard to promote human rights issues both inside and 
outside Slovakia 

Milinkevich to visit Bratislava soon. 

SILVERMAN 
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correspondent in Monrovia Christophe Ayad 


*** LIBERATION 10/18/2005 
- VTHE PRINCE OF DARKNESS IS BACK\" 
in Ganta Christophe Ayad 


3. COTE DYIVOIRE 
*** LE MONDE 10/20/2005 
VUN WANTS CONTROL OVER COCOA AND DIAMOND TRADING IN C 
D\'IVOIRE\" 


*** LE FIGARO 10/20/2005 


1298; G) MAJURO 504; H) KIGALI 1158; I) YAOUNDE 1788 1. The following is an action request. 2 
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- V THE REAL STORY BEHIND THE LICORNE MISDEED\" 
La Grange 
- VIVOIRIAN AUTHORITIES KEEP A LOW PROFILE 


*** LE MONDE 10/19/2005 
VGENERAL PONCET DISMISSED AFTER SUSPICIOUS DEATH OF AN 
IVOIRIAN MAN" 


*** | E FIGARO 10/19/2005 
VTHE PONCET AFFAIR CREATES SISMIC SHOCK" 
Grange 


*** LIBERATION 10/19/2005 
\"BLEMISH ON FRENCH ARMY" 
VCOTE DVIVOIRE GOES INTO POLITICAL UNKNOWN\" signed TH 


*** LE FIGARO 10/19/2005 
VFRENCH DEFENSE MINISTER DISMISSES FORMER LICORNE 
COMMANDER\" 


*** LA CROIX 10/17/2005 
\"FAILING ELECTIONS 
Laurent d\'Ersu 


*** LE FIGARO 10/15-16/2005 

\"GBAGBO MAY EXTEND HIS MANDATE\" 
- \"IVOIRIAN OPPPOSITION PARTLY READY TO TAKE ACTION ON OCTC 
30\" 


4. NIGER 
*** LA CROIX 10/14/2005 
\"NIGER IS THE VICTIM OF NATURAL CATASTROPHES AND OF HUM, 
FAILINGS\" 
5. CHAD 
*** LA CROIX 10/19/2005 
\"HISSENE HABRE UNDER THREAT FROM BELGIUM\" 
Rebuffel 


6. ZIMBABWE 
*** LE FIGARO 10/18/2005 
\"NMUGABE\'S VIOLENT VERBAL ATTACK AT FAO MEETING\" 
Heuze in Italy 


7. WTO/COTTON 
*** LE MONDE 10/21/2005 
VFAILING A COTTON AGREEMENT 
SABOTAGE THE HONG KONG CONFERENCE" 
8. Minimize considered. 
(ARS) STAPLETON 


iid that Sri Lankan diplomats in the UN were frustrated with these obsolete bodies, (NOTE: Sri Lanka 
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Hawley 

Administration (TSA) 

W. Tiedge 

Programs 

and London (October 27). 


2. The purpose of the travel is to attend the International 
Air Transport Association\'s Annual Aviation Security World 
Conference in Geneva and to meet with European 
Aviation/Transportation Officials. Mr. Hawley will meet with 
members of the European Civil Aviation Conference 
Commision Officials and the UK Department for transport 
counterparts. 


3. Travel particulars: 


Edmund S. Hawley 
Assistant Secretary 
Official Passport: 802032248 


David W. Tiedge 
Assistant Administrator 
Official Passport 801414500 


Marshall Sanders 
Special Assistant to Mr. Hawley 
Official Passport 801747130 


4. Mr. hawley\'s country arrival departure times as follows: 
Oct 24: 

1715 Depart Dulles UA 916 

Oct 25: 

0915 Arrive Geneva via Frankfurt LH 9092 

Travelers to be met by TSA Rep Johannes Knudsen (cell 
32-479-976-927) 

Hotel: Crowne plaza 

Oct 26: 

1235 Depart Geneva on SN Brussels Airlines 2714 

1350 Arrive Brussels 

Hotel: Jolly Hotel du Grand Sablon 

Oct 27 

0813 Depart on Eurostar 9113 Brussels to London 

0928 Arrive London 

Travelers to be met by TSAR UK (Acting) Ray Montgomery (cell 
30-693-270-7071) 

1635 Depart London Heathrow UA 925 

1945 Arrive IAD Dulles 


5. TSA Representatives in countr6y are coofdinating and 
facilitating the visits. Embassy staff have been 


to make an official visit to Turkey January 19-24, 2006. Rahmonov will visit Ankara, Istanbul, and the 
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particularly helpful. No further Post assistance is 
required. for further information contact Christine 
Sasseville 

postsY support. 
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believed his party would not oppose further GOS involvement 
in Iraq 

to wrestle with the potentially negative public fallout that 
would result from a deployment of Slovenians to Iraq. END 
SUMMARY. 


2. (C) On October 18 

Dorijan Marsic to discuss the possibility of sending 
ITF-contracted demining/EOD trainers to NTM-I. Marsic told 
COM he would welcome the opportunity to send ITF demining 
and/or EOD trainers to Iraq and could do so either at the 
request of the GOS 

COM told Marsic that if the government was on board with the 
idea 

take ownership of the deployment. COM also told Marsic that 
he would speak to Defense Minister Erjavec about this issue 
the following day. Marsic indicated his willingness to 
cooperate and 

help enlist support from the opposition Liberal Democratic 
Party (LDS). (NOTE: Marsic is a former LDS parliamentarian 
and former chairman of the parliamentary Defense Committee). 


3. (U) Marsic also told COM that he was resigning as director 
of ITF effective January 1 

day to ITF headquarters from the coastal port city of Koper 
told us he would accept a position as Dean of Academic 
Affairs at the Koper-based University of Primorska in order 

to be close to his family. A meeting of ITF\'s Managing Board 
is scheduled for November 8 

Deputy Director Goran Gacnik as the next director. 


Erjavec cautious on NTM-I; admits limited experience in 
politics 


4. (C) During a one-on-one lunch on October 19 
Erjavec that during an earlier meeting with PM Jansa 
had expressed his support for sending 5 mentors/trainers to 


optional protocols that were ratified by the United States, Children in Armed Conflict and the Sale of С 
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NTM-I 

full support for it within his own coalition. Asked whether 
Erjavec\'s party (DESUS) would have a problem with such a 
deployment 

party was primarily oriented towards economic issues and the 
effect that economic reforms might have on pensioners 

that such a deployment was not of particular importance to 
the party. He also noted 

reaction to the deployment of personnel to Irag might make a 
decision more difficult for the government. COM asked 
whether he thought the GOS 

sending humanitarian demining and EOD trainers from the ITF 
as part of Slovenia 

agreed that this might be the right approach. Involving 
civilians in a humanitarian demining operation 

something identified as a Slovenian niche capability like the 
International Trust Fund for Demining (ITF) 

easiest part of a step-by-step approach to get the GOS on the 
ground in Iraq. 


5. (SBU) On the subject of politics 


been asked by the erstwhile head of the pensioner party 
Anton Rous 

prior to the beginning of the political campaign before the 
October 2004 parliamentary elections. Erjavec had hitherto 
been a State Secretary in the Ministry of Justice 

had noted the work Erjavec had done in drafting legislation 
to cut back on the power of notaries to overcharge Slovenians 
who needed their services. Erjavec told COM he had also been 
approached by Justice Minister Zdenka Cerar to run with the 
center-left Liberal Democratic Party (LDS) 

In the current government 

considered for Justice Minister 

choice of the Environment 

portfolios. He chose Defense 

difficulties associated with the portfolio 

fact that the GOS had had nine MOD 

every one had been grilled in the press (referring to recent 
attacks in the press criticizing Erjavec for avoiding 
immigration and customs formalities on one of his official 
trips outside the country.) Erjavec also spoke of the 
difficulty he had reforming the Ministry 

deadwood in the bureaucracy protected by archaic civil 
service laws and &old thinking8 amongst the bureaucracy. 


6. (C) COM also raised the issue of the GOS\'s plans to 

develop a TETRA public safety and communications network and 
asked whether Motorola 

expect that a tender might be announced shortly. Erjavec 


'am (5 in accounting, 6 in archeology, 31 in fine and performing arts, 6 in business administration, 1 ir 
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responded by saying he did not know when the tender would be 
offered 

favorably of General Dynamics/Steier 

8x8 armored vehicle at Viator/Vektor in Ravne (Slovenia) and 
thought a GOS decision would be issued in the next couple of 
weeks. 


7. (C) Immediately after the Erjavec lunch 

State Secretary (Deputy FM equivalent) Bozo Cerar and briefed 
him on the ITF idea. Cerar asked if such a deployment would 
be under a NATO umbrella 

have to be. At dinner with FM Rupel on October 22 (for 

visiting USOSCE Ambassador Finley) 

initiative and Rupel agreed that it was attractive 

would try to get an answer soon. We understand MFA and other 
agencies were to convene a meeting on October 24 to discuss 
the issue. 


8. (C/NF) Posts strategy of moving the GOS step by step 
closer to NTM-I is moving forward. Having established that 
ITF is interested in sending trainers to Iraq--something we 
already suspected given the impending end of the ITFVs 
demining mission in Southeastern Europe--we are now 
positioned to lobby the government to provide both the funds 
and the political resolve to send the trainers into Iraq. 

From a technical standpoint 

trainers to Iraq even without the GOS\'s approval. However 
we have made it clear to both the ITF and GOS that we see 
this as a decision the GOS needs to take on as a NATO Ally. 
Erjavec\'s contention that he can deliver his party is welcome 
news 

Liberal Democrats. The ultimate decision 

for Prime Minister Jansa to make 

occasions indicated that he is open to a Slovenian role in 
Iraq. Given SloveniaVs pride in its niche capability to do 
demining 

encourage Jansa to meet the AllianceVs training needs. Thus 
far 

Slovenian deployment to Iraq would be costly in terms of the 
GOS\'s public support. That said 

reftel) that he thought public opinion was not so strongly 
opposed 

support it. By pushing the GOS to send humanitarian demining 


jikistan. This dip note could further dampen NGO activity in Tajikistan and further threaten the U.S. c 


JRTS/CSI DOP 1. Minister Responsible for Foreign Affairs Yusuf bin Alawi informed the Ambassado 
indra Liriano. She had no immediate response, but promised to pass the information to the approprie 
ad (d). 1. (S) Drawing on reftel talking points, DCM on October 4 raised with Deputy Foreign Minister 


)ES WAIVES EXTRADITION RIGHTS, RETURNS TO U.S. 1. On October 14, 2005, U.S. Marshals 
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trainers 

well as the governments excuse that such a deployment might 
cost them dearly. In addition 

diplomacy resources to the fullest extent to support a 

Slovenian deployment to МТМ-І. 


ROBERTSON 
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should deal with China and the WHO at the same time in order 
to prevent avian flu from attacking Taiwan. The pro- 
independence V'Taiwan Daily" urged in its editorial (10/24) 
that the DPP government should work on Taiwan\'s economic 
problems and win the 2008 presidential elections in order to 
prevent China\'s annexation of Taiwan. Another editorial of 
\"Taiwan Daily" (10/22) argued that both China and the United 
States should not oppose the Taiwan authorities in terms of 
using \"Taiwan\" as the name of the country. End summary. 


|. Avian Flu 


\"The Bird Flu Has Come 
Challenges" 


The centrist 
400 


V. Ша order to carry out well the prevention of a new wave 

of bird flu that has gotten on the worlds nerves 

has to face a lot more challenges than other countries. In 
particular 

cooperates with China 

international medical agencies; and how Taiwan seeks support 
from the World Health organization (WHO). In fact 

doesn\'t have enough `сһірѕ\' to overcome these two variables: 
there is only a strait between Taiwan and China 

Strait exchanges of passengers and goods are frequent. 
Smuggling in the coastal area has also become a blind spot 

to prevent bird flu outside the island 

territory. The world depends on the WHO to manage and 
distribute the insufficient supply of Tamiflu. Since Taiwan 

is not covered under the WHO net 

for Taiwan to obtain vaccines that cannot be bought by 

money. .\" 


ll. Cross-Strait Relations 


have renewed their call for the cancellation of Kuwait citizens\' personal debt. They see that as the pi 
ober 13 meeting with the Charge, Independent MP and former Minister of Information Jonathan Moyt 


3 REASONS 1.4 (B), (D) Summary -------- 1. (C) Summary. On October 14, the Ambassador met w 


Column 3 

1. VAs Long as Taiwan People Support in 2008 Their Own 
Regime and Develop [Taiwan\'s] Economy Wholeheartedly 
Could Never Annex Taiwan\" 


The pro-independence \"Taiwan Daily\" [circulation: 100 
said in its editorial (10/24): 


V. Taiwan has faced a dilemma of domestic disturbance and 
foreign aggression: the pan-Blue alliance incorporated the 
pro-unification press 

pessimistic views toward Taiwan\'s future 

destroyed Taiwan; China 

of a ‘wire-puller.\’. When the pan-Blue alliance and China 
talk about Taiwan 

nowhere to go 

when they talk about China 

prosperity and development 

everywhere. This is quite a sharp contrast. . [The DPP 
government] should propose solutions that would effectively 
upgrade Taiwan\'s economy 

of the growing unemployment rate. It is pragmatic for the 
government to push for policies that will satisfy peoples\' 
needs. .\" 


2. \"China Constrains and Blockades [Taiwan\'s International 
Space] by Frightening Means 
Does Not Have an Independent National Sovereignty\" 


The pro-independence \"Taiwan Daily\" [circulation: 100 
editorialized that (10/22): 


\"The Constitution of the Republic of China (R.O.C.) that 
Taiwan has been using includes the territories and people of 
the People\'s Republic of China (P.R.C.) and the People\'s 
Republic of Mongolia. It is doubtless an infringement of 
sovereignty to China and Mongolia. Moreover 

never recognized the existence of the R.O.C. Hence 
Beijing authorities have no reason to oppose the Taiwan 
people\'s plan to abandon the obsolete and unrecognized 
symbols 


\"On the other hand 

Relations ActV after the United States established 
diplomatic ties with the PeopleYs Republic of China. The 
fact that the U.S. Senate did not name it as the “Republic 

of China Relations ActV means that the United States has 
identified Taiwan as an international legal body independent 
from China. .\" 


KEEGAN 


»nezuela that included MFA WHA A/S-equivalent Daniel Parfait, DAS-equivalent Michel Pinard, and P 


abi. He also delivered ref B demarche on support for the nomination of Judge Thomas Buergenthal t 
h Directorate officials who informed us the letter had been passed to FM Gul, but we have not yet bec 
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Nepali laborers to 15 employment destinations during the last 
fiscal year 

majority of workers migrated to Malaysia 

and the United Arab Emirates (UAE). 


WHAT IS THE GOVERNMENT DOING? 


3. (SBU) The Embassy and USAID gathered representatives on 
October 5 from UN agencies and Nepal\'s government 

NGO sectors to discuss efforts to promote the safe migration 

of Nepali citizens. Purushotam Ojha 

Ministry of Labor and Transport Management 

of pre-departure information coupled with informal/illegal 
migration were the main factors contributing to labor and 

sexual exploitation. Indebtedness to middlemen involved in 
sending Nepali workers to destination countries often led to 
abuses and indentured servitude overseas; for example 

current V'dispatch fee\" Nepalis paid to work in Malaysia was 

80 

years to repay. A reduction in dispatch costs needed to take 
place 

missions abroad did not have sufficient staff to monitor 
workplaces to ensure that labor conditions were humane and 
contracts were honored. The government needed to establish a 
\"monitoring mechanism!" to track labor conditions for Nepalis 
working overseas 


4. (SBU) Ojha stated that government measures on safe 
migration should be \"promotive\" rather than \"restrictive.\" 
The government was taking a number of steps to support the 
safe migration of Nepali workers abroad. In an effort to 
safeguard the rights of Nepali workers overseas 

government in March signed a labor accord with Qatar 

the second largest group of expatriate Nepali laborers (ref 
A). Similar bilateral accords with other destination 

countries were under negotiation 

Ministry of Labor was also developing an amendment to the 
Foreign Employment Act and Regulations to reflect current 
labor conditions. Ojha noted his Ministry was working with 
NGOs and other stakeholders to disseminate information on 
safe migration at the field level 

migration through unofficial or illegal channels. He noted 
that there was a need for \"partnering\" between government 
and recruiting agencies to establish a built-in mechanism to 
monitor the situation of Nepali workers. A \"lot of room for 
improvement" remained 


5. (SBU) Dr. Ram Hari Aryal 
Health and Population 


he Pride of Al Salam 95 was carrying over 1,300 Egyptian Muslim pilgrims returning from the port of . 


bution to BMENA\'s Foundation for the Future, as follow up to FM MoratinosY pledge to contribute an 


Column 3 

of population change and an V'emerging issue" in 
Socio-economic sectors. He noted that migration was a 
regional issue and safe migration should therefore be 
promoted through regional cooperation. \"We need good 
substantial policies at the national level 

adding that V'weVre in the process of developing these." 
According to Aryal 

benefits to migrants 

and strengthening of consular services for Nepalis working 
abroad. Additional studies were necessary 

underscored 

particularly in relation to the trafficking and smuggling of 
migrants. Aryal noted that his Ministry V welcomed ideas" 
from NGOs and other sectors for such a survey. 


6. (SBU) The International Labor Organization (ILO) 
representative 

establishing safe migration programs since many migrants did 
not travel through formal channels. Various organizationsV 
estimates 

numbers. He noted that the ILO was working on the prevention 
side through social mobilizers 

generation activities 

The ILO was also partner to HMGN in its National Plan of 
Action to combat trafficking in persons 

B) 


7. (SBU) Aruna Thapa 

Women (UNIFEM) representative 

organization had taken to safeguard the rights of women 
workers. Women workers 

stigmatized in Nepali society. UNIFEM had thus launched a 
media campaign to address negative stereotypes of women 
workers in Nepalese society 

government-imposed ban on female workers traveling to the 
Middle East (Note: This ban has since been lifted. End 
note.) UNIFEM had also advocated for 
government-imposed requirement that recruiting agencies 
provide workers with three days of pre-departure orientation. 
Thapa noted 

while the government had done its job in passing this law 
the recruiting agencies were getting around it by selling 
certificates of pre-departure training attendance. Thapa 
claimed that the feminization of poverty in Nepal (since only 
6-10 percent of land was registered in womens names) апа the 
Maoist conflict resulted in women being V'the first to 
migrate\" in search of work and other opportunities for their 
families. 


sident Morgan Tsvangirai on October 18 told the Ambassador that there was division within the MDC 


would not support the resolutions renewing the mandate of committees mentioned in the demarche 


ceived a response from the GOB. Similarly, on October 17 post forwarded Ref B letter from Secretar 


Column 3 


8. (SBU) V'Safe migration has touched each and every youth in 
the context of the current conflict 

The Asia Foundation (TAF) stated. Bhattarai noted that 
because migration was an individual right 

not to restrict it and force it underground 

migrants more vulnerable to exploitation. While TAF\'s focus 
was primarily on urban areas 

in all seventy-five of NepalVs districts to set up safe 

migration counseling booths and provide safe migration 
training to Village District Committee (VDC) task forces. 
While safe migration was the responsibility of the 
government 

the employment agencies to be more accountable to migrant 
workers. 


9. (SBU) Although safe migration was an emerging issue in its 
own right 

programs promoting safe migration were subsumed within their 
anti-trafficking initiatives. The South Asia Regional 
Initiative/Equity (SARI/Q) 

conducted a policy workshop on safe migration 

an assessment of pre-departure programs and regional resource 
materials available for safe migration. Prakash Bhattarai 
Secretary General of Youth Action Nepal (YAN) 


SIPDIS 

his organization had identified labor migration as a major 

issue for Nepalese youth. He noted that Chief District 

Officers (CDOs) 

were responsible for providing pre-departure counseling. 
Bhattarai revealed that YAN had prepared a study entitled 

V Migration of Nepalese for Foreign Employment: Prospects and 
Problems 


THE RECRUITING AGENCIESY PERSPECTIVE 


10. (SBU) Nepal Association of Foreign Employment Agents 
(NAFEA) representative Tirtha Gurung 

organization 

taking steps to control corruption and labor exploitation. 
Middlemen were providing wrong information to workers 
admitted 

taking place 

areas. While NAFEA could investigate complaints directly 
was also working with UNIFEM 

unified approach to the increasing incidence of abuse 
stemming from the rising numbers of migrants leaving Nepal to 
find safety 

of dwindling economic prospects as a result of NepalVs 


SE FREEZE EXTENDED UNTIL AFTER ELECTIONS; FUNDING MECHANISM REMAINS UNCLEA 


actorate, Department of Communications, Marine and Natural Resources. Kennedy had no initial cor 
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decade-long Maoist insurgency. The best way to solve the 
problem 

the solution lay in increasing the number of bilateral labor 
agreements and improving consular services to Nepalese 
workers. With Nepalese workers doing so much to help Nepal 
Gurung stated 

workers. (Note: Total remittances represented nearly 12 
percent of Nepal\'s GDP last year. End note.) 


COMMENT 


11. (SBU) The right to migrate in search of a better 
livelinood or security 

Maoist insurgency 

create a better legal framework that helps prevent the 
growing trend of labor and sexual exploitation during 
migration. Rising numbers of Nepali citizens are on the 
move--from rural to urban areas 

other receiving nations. As economic opportunities dwindle 
and security issues rise due to Nepal\'s ongoing Maoist 
insurgency 

in search of security and employment. Safe migration is 
therefore becoming an increasingly important issue for the 
government 

Without a unified approach by government 

recruiting agency representatives 

exploitation will continue to be a rising trend. 
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Nikita Sasim 

\"disappeared\" businessman Irina Krasovsky 
commemoration event for missing politicians 

prisoners and their families as part of the \"day of 
solidarity\" with those who have been persecuted by the 
GOB. Belarusians were asked to turn off their lights at 
home from 8 p.m. to 8:15 p.m. and place a lit candle in 
their window. According to the organizers 

Belarusians participated. Khalip stated 

such events every month 

to the streets next spring....Together...we are the 
majority." Embassy observers witnessed few candles in 
apartments in downtown Minsk although we have received 
reports that more candles appeared in the apartment 
complexes in the outskirts of the city. 


3. New Life Church Will Get Its Day in Court 


On October 17 


itional Police SUBJECT: RELATIONS AMONG MINUSTAH, HNP LEADERS NO IMPEDIMENT TO At 


:CTORAL PROGRESS Classified By: Charge dVAffaires Timothy M. Carney for reasons 1.4 (B) and 
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Church\'s complaint regarding the GOB\'s decision to evict 
it from the cowshed in which the church community 
worships. The church pastor told the media he is 
optimistic the hearing will show the authorities acted 
illegally. [Note: The authorities have refused to 

reregister the church because it lacks a legal address. ] 


4. No Protection from Triple Jeopardy in Belarus 


On October 17 

Chairman Yevgeny Smirnov appealed the SEC\'s decision to 
annul the taxes and fines the tax authorities levied on 

the Belarusian Helsinki Committee (BHC). Twice in the 
past year and one-half 

million [USD 72 

the BHC pay on grants from the European Union (EU). The 
SEC\'s past decisions were based on a May 10 
memorandum between the EU and Belarus exempting EU 
grants from Belarusian taxes. However 

overrules its previous decisions - which seems likely 

since the deputy chairman launched the appeal - the 
authorities will reintroduce the former criminal charges 
against the BHC head and chief accountant. The SEC 
expects to make a decision later this month. 


5. Third Way\'s Cartoon Website Is Back On-Line 


As of October 19 

Lukashenko and his administration are available again on 
the Third Way\'s website (http://mult.3dway.org). 
Authorities shut down the website after the Belarusian 
KGB detained the cartoonists and raided their apartment 
on August 16 (reftel). Prosecutors are still 

investigating the group since the satirical cartoons 
defame and insult the President 

jail. 


6. GOB vs. Trade Unions 


On October 18 

Trade Unions (ICFTU) announced that Belarus is the \"most 
anti-union country\" in Europe. After documenting 
significant government interference and union rights 
violations 

independent trade union activity with the full force of 

the state.\" Separately on October 19 

Congress of Democratic Trade Unions announced it has not 
been able to find a location in Belarus for its charter 
mandated triennial meeting. [Note: If the BCDTU does 

not hold the conference 

issue a warning to the organization for violating its 


aputy Director at Foreign Affairs Canada for Ukraine, Belarus, and Moldavia. Massoud was grateful f 
area. The Embassy leases or owns 45 residences in Lo Barnechea and La Dehesa. These are pop 
the U.S.-Andean FTA negotiations. Presidents Toledo and Uribe have instructed their negotiators to c 


Pinilla Castillero, to observe October local elections in Haiti as part of the mission organized by Interr 
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charter.] Citing intense pressure and increased 

scrutiny by authorities 

stated BCDTU would have to hold its convention abroad if 
the last venue rejects the organization\'s application. 


7. Politically Active School Administrator Loses Appeal 
On October 14 
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Social Democratic Party \"Hramada\" member Leonid 
GorovoiVs appeal to reinstate him as a principal of a 
Varkhi school. Gorovoi opines the education 
department's politically motivated decision to dismiss 
him stemmed from his active civic position since the 
education department did not provide any explanation for 
its refusal to renew his contract. 


8. Major Cities Need a Face Lift Before Elections 


On October 19 

renovate Minsk and the regional capitals by June 2006 
roughly one month before the presidential elections. The 
President stated the capitals should be brought to an 
V'ideal state\" because V'people should live in normal 
comfortable cities and villages. V' 


9. Belarus is Among the Who\'s Who of Corrupt Countries 


On October 18 

Belarus ranks 107th among the 158 countries evaluated in 
V perception of corruption.\" TI determined the level of 
corruption in Belarus has increased and thus Belarus 

fell 33 spots on the list from last year. Belarus is 

now on par in perception of corruption with countries 

like Kazakhstan 


10. Building Bridges Between Syrian and Belarusian 
Political Parties 


On October 17 

pro-government Belarusian Communist Party (BCP) signed 
an agreement aimed at V'enhancing ties between both 
parties as well as...developing bilateral relations 

between two friendly countries.\" BCP First Secretary 
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Natiana Golopiva emphasized her solidarity with the 
Syrian party and expressed her admiration of Syria\'s 
role in the regional and international arena. 


11. Broke the Law? Receive a Pardon! 


On October 17 

President to pardon ailing businesses when they receive 
economic sanctions for violation of tax 

and banking regulations even if courts imposed the 

penalties. The decree aims to V'prevent unfounded bankruptcy 
of business entities [and to] preserve and develop 

enterprises of key importance to the country and its 

regions." 


12. Ukraine and Belarus: Becoming Closer? 


On October 17 during Ukrainian Prime Minister Yuriy 
Yekhanurow\'s visit to Belarus 

several accords including an agreement to establish joint 
military research and development projects. Yekhanurov 
acknowledged the GOUYs USD 134 million debt to Belarus 
dating from 1992 and agreed that Ukrainian businesses and 
not the GOU would pay it off by providing goods and services 
to Belarus. The debt had hindered the signing of a 

bilateral border treaty 

NATO accession requirements. 


13. On October 19 

a weaker economic forecast for the next year 
expressed his disappointment at the performance of his 
cabinet: 


VIf the presidential elections turn out well next year 

| will have to [create] the cabinet. And while doing 

that 

previous five-year period. Why do | need pole-vaulters 
jumping beneath the bar? For this reason 

economic] forecast that aims very high." 


> EU has already reformed its agricultural practices far more than any other WTO member, and as a I 
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reason to believe that [Grodnikov] was killed. V" In light 

of recent GOB pressures on NV (reftel) 

careful to stress Grodnikov worked on social 

issues. Seredich also added Grodnikov suffered from health 
problems. [Note: Grodnikov\'s niece told the press her 
uncle suffered from hypertension. However 

health issues were more severe 

hemorrhaging and difficulty in movement resulting from a 
brutal physical assault several years ago. Police never 
apprehended Grodnikov\'s attackers.] 


Comment 


5. (C) Although doctors determined the cause of death to be 
a blow to the head with a blunt object 

happened to Grodnikov is still unknown. According to 
Kalinkina 

Grodnikov was killed. Rumors abound that Grodnikov\'s death 
could be connected to the GOB crackdown on NV. The death 
also coincides with the one-year anniversary of the murder 

of another prominent independent journalist 

Cherkasova 

solve. She was murdered also amidst rumors of GOB 
involvement. But 

accusations. Police has yet to complete its investigation 

of the mysterious murder of independent journalist Veranika 
Charkasava 
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Africa.\" In a private meeting with DCM 

points but came up short on the means to implement such an 
ambitious undertaking. INEC\'s history does not instill 
confidence in outside observers and the Commission\'s habit of 
changing stances to meet the political requirements of the 
moment has not changed. Without serious reform of the 
institution 

its performance in 1999 and 2003. END SUMMARY. 


INEC AND DONORS ADDRESS THE PUBLIC... 


FF met with officials from Taiwan,s Atomic Energy Council (AEC) to discuss arrangements for the up: 
‘port Controls Task Force Head Wally Su contacted AIT on October 18 to repeat his request (reftel) fc 
(C) VIENNA 3322 D. (D) STATE 184292 E. (E) VIENNA 3246 F. (F) STATE 170909 1. F 


|. Paal, Reason 1.4 d Summary ------- 1. (C) China Airlines has deferred decision on Boeing\'s offer 1 


ber 18, the Cabinet agreed to extend the Emergency Decree on Public Administration in Emergency 
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2. (U) In a rhetoric-heavy and superficial one-hour 
presentation to the donor\'s election support group on October 
17 

Professor Maurice M. Iwu 

high tech enabled election that would cost $66 Billion Naira 
Vand be the freest in Nigerian history and a model for 

Africa.\" Although the meeting was co-chaired by USAID and 
UNDP 

followed the strategy laid out in a sparsely detailed 12-page 
pamphlet. He made reference to his electronic voting dream 
package 

electronic voterVs register 

identification complete with biometrics 

and transmission of results. He also ambitiously presented 
plans for computerized management functions of INEC and plans 
to implement a Geographic Information System 

delineate constituency boundaries. V'Give me the tools and I 
will deliver the goods 


3. (U) Donors present 

representatives from the EU inquired about the technology 
timeline 

did indicate that the electronic voting system would not be 
possible under current law. If the laws were not quickly 
amended INEC would go to plan B 

technology. For voter registration 

possible to push forward with electronic voter registration 
even within the current legal framework 

in a request for donor support to clear up an unspecified 
debt with the software provider from the 2003 debacle. 


4. (U) Iwu implied that INEC was very interested in 
controlling the electoral environment 

which \"genuine\" NGOVs could be observers and then by 
suggesting that Nigerian security agents could play a 
prominent role including being trained to be \"election 
observers". No one followed up on that troubling remark. 


5. (U) The British 

interested in getting more details on the myriad of issues 

and suggested setting up a technical working group 

would hear out the specific details of some of these schemes. 
The Japanese said they might be interested in the election 
technology basket as part of the DFID/EU-led donor basket 
consortium. This technical/donor group will meet within two 
weeks and the larger 

November 8 at UNDP. 


0 F.PRAGUE 106 G.PRAGUE313 Н. PRAGUE 892 |.PRAGUE 1104 J. PRAGUE ' 
observing post facilities and operations, including ISU and JIPTC. 2. (U) The embassy point of 


ravel to Barcelona, November 5-10, to participate in a workshop that will focus on toxicity testing app 
Granada, November 22-26, to attend the Darwin Terrestrial Exoplanet Science Advisory Team (TE-S, 
) attend at the Viral Vaccine Meeting (VVM) 2005. 2. Embassy understands that no assistance is пе 
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... WHILE IWU MEETS PRIVATELY 


6. (C) In a meeting with DCM prior to the public session 

ми outlined the elements necessary to complete the election 
process. They include voter\'s registration 

planning and training of ad hoc staff 

the process. Iwu said that the voterVs register from 2003 
one of the successes lauded by the USG 

nonexistent.\" He complained that no work had been done to 
digitize the list and that all that remained were scanned 
\"раћ" files of the handwritten registration lists. We have 

to start from scratch 

a timeline to begin registering the 70 million or so voters 

and complained that INEC had yet to receive its funding for 
2005 from the GON. 


7. (C) Iwu then described his plan to improve INEC\'s 
logistical preparations before 2007. He pointed to contracts 
that had been awarded to construct warehouses in various 
parts of the country in order to have elections materials 
\"prepositioned\" closer to the areas where they would be 
needed. He did not address the need to secure and control 
the various far-flung sites 

to reduce the distances the materials would travel. 

8. (C) Iwu also offered no clear solution for the problem of 
employing over half a million ad hoc staff to man the polling 
booths on election day. He did acknowledge the problems in 
training and paying the staff and said he was seeking 
solutions. Possible scenarios 

utilizing students and teachers from around the country. His 
focus was clearly on the computerization of the electoral 
process even though he had no answer for how to pay for the 
equipment and even whether it could be installed before the 
elections come due in early 2007. 


9. (C) IwuVs upbeat assessments and promises stand in stark 
contrast to several recent decisions and actions of INEC 
which have raised questions about his tenure and credibility 
and 

leads. Earlier this month 

leadership 

issue of elections in Anambra State. Under the previous 
leadership 

gubernatorial vote against allegations that there was 
widespread fraud. When the special Election Petitions 
Tribunal ruled that 

to declare a winner (although not the one supported by INEC) 


) for Reasons 1.5 (c), (d), (h ). 1. (S) ESTH/NP officer received a brief update from Sebastien Jau 
9 that it was very concerned about the three Cambodians from the Cambodian Watchdog Council wr 
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INEC now led by Iwu 

decision and argued that a new election was needed because 
the previous process was deeply flawed by fraud. 


11. (C) These are the latest episodes in a series of 
controversial actions undertaken by Iwu\'s INEC directly 
benefiting allies of the PresidentVs faction of the ruling 

party 

reducing transparency in the electoral process. While IwuVs 
statements are generally positive 

fact that virtually every member of the elections board is 
either related to insiders in the Obasanjo government or is 
an active member of the ruling party. The pattern of actions 
and decisions taken by INEC are reminiscent of the path taken 
by previous incarnations of the same body: questionable 
rulings on eligibility of specific parties and individuals 

and rules detrimental to election transparency. If INEC is 
not to travel down this well-worn path 

its structure and composition need to take place before the 
2007 skirmishes begin and the battle is engaged. 
CAMPBELL 
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defense lawyer of one of SaddamVs co-defendants. In the 

four days since the Taliban story broke in the Australian 

media 

Lebanese PM Hariri\'s assassination and the visit to Iraq of 
Arab League chairman Amre Mousa. No major Iraqi newspaper 
however 

October 23. UK consulate coverage of Kurdish media outlets 
noted similar disinterest. Political contacts have not 

raised the issue with the embassy either. 


3. Comment: Iraqi media generally reflect the views of 
associated political parties 

generally a good barometer of their current relations with 
coalition forces. Stories critical of the U.S. or 

highlighting the presence of U.S. forces outside Iraq are 
rare in media outlets of the major Shia and Kurdish parties. 
News seekers in predominantly Sunni areas are believed to be 
more likely to turn to pan-Arab satellite TV for 

international and political news. Pan-Arab Al-Jazeera 
Al-Arabiya 

their respective websites. According to U.S. military 
monitors 

including U.S. military comments that such actions were 
repugnant and that they would be investigated. Based the 
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low visibility of this issue in Iraq so far 

plan to divert PD resources from its ongoing engagement on 
Iraqi issues. 


SATTERFIELD 
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an Enemy Combatant 

airport and taken to hospital. Within 24 hours 

set of medical tests 

reside with his family in the Nile Delta province of 
Shargiya. Although the GOE is not likely to prosecute him 
and does not consider him a security risk 

surveillance. 


2. (SBU) El-Laithy has made numerous media appearances since 
his return. Appearing on October 4 on two of EgyptVs 
most-watched evening talk shows 

was subjected to repeated physical and mental torture while 
detained at Guantanamo. El-Laithy 

claimed that his paralysis was caused by beatings 

administered by his USG captors. El-Laithy told Reuters in 

an interview published October 21 that he had been well 

treated since his return to Egypt. 


3. (SBU) The Embassy will advise the Department of any 
changes in El-Laithy\'s status. 
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particularly in regard to GON's disengagement from Gaza 
Peres suggested that the focus on elections in October 2006 
may detract from the V'supreme effort" needed to advance the 
peace process and improve the economic situation in Israel. 
He declared that the Labor party had sacrificed everything 
for the Gaza disengagement 

not have survived without LaborYs support. Peres continued 
that 

Seek agreement on erasing poverty in Israel and furthering 
the peace process. As a member of the ruling coalition 
however 

and receive credit for any successes 

Under these circumstances 

within the Labor party is growing impatient. 


3. (C) Although pleased with how the disengagement has gone 
thus far 
Gaza until agreement on the passages was reached. Without 
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freedom of movement 

prison.V In reply to the Ambassador\'s question on how to 
proceed with talks over the Rafah crossing 

the GOI first needed to make its own internal decisions 
related to control of Israels borders with Gaza. He added 
that talks about Kerem Shalom as an alternative crossing 
point required more time. EgyptVs role also needed to be 
better defined. He asserted that the Rafah crossing 
ultimately can open for two-way passage of people with a 
third-party role. 


4. (C) Peres expressed concern about the security situation 

in Gaza and PA Chairman Abbas\'s reluctance to confront Hamas. 
He said that Abbas claims to be too weak and also wishes to 
avoid an internal confrontation potentially leading to a 

civil war. Describing the current situation as a \"test of 

wills\" between the PA and Hamas 

the greatest threat to stability. 


5. (C) In the absence of stability 

to finance Gaza reconstruction 

example 

Bank-Gaza transportation link and other projects is extremely 
difficult. Peres advised that on a recent trip to London he 
had spoken to UK PM Tony Blair and asked that the British 
provide $100 million for the project. He also requested that 
private companies be encouraged to match this investment in 
the West Bank and Gaza. To attract private investment 
recommended to Blair expanded quotas for exports to the EU 
loan guarantees 

geared to the EU market (EU QIZ). Peres remarked to the 
Ambassador that outsourcing is better than charity and 
economic aid is better than financial aid. 


6. (C) Peres stated that violence and instability continue 

to thwart economic growth and modernization 

Gaza 

contributing factor to the current situation was the \"Middle 
East\'s inability to come to terms with the modern world. 
Confronted by terrorism and traditionalists 

promote modernization and openly embrace change. Peres cited 
Saudi Arabia as an example of a society V'out of kilter.\" He 
said that in their effort to co-opt religious groups 

rulers had created distortions in the Saudi education system 
resulting in young people there who are less skilled and less 
familiar with the West than their fathers. In fact 

continued 


7. (C) Peres asserted that the PA can be democratic 
its lack of experience in statehood 
said the establishment of solid government institutions was a 
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priority and agreed with the Ambassador that it was in 
IsraelVs interest to help the Palestinians. Peres said that 
PM Sharon now recognizes the need to help the PA achieve 
statehood. One impediment to such a goal 

Peres 

leaving the GOI without a partner to work with for now. 


8. (C) Peres also raised the issue of economic development 
for the Negev and the Galilee. 

He advised that economic development in these regions was 
essential in the context of the demographic challenge Israel 
is facing. He cited the changed character of Lebanon as the 
numbers of Christians dropped significantly while the Muslim 
population grew rapidly. While the size of the Jewish 
majority in the Negev and the Galilee may vary 

majorities in these regions must be maintained 
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Visit Embassy Tel Aviv\'s Classified Website: 
http://www.state.sgov.gov/p/nea/telaviv 


You can also access this site through the State DepartmentVs 
Classified SIPRNET website. 
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been no withdrawal.\" 


On Sunday 

official as saying on Friday that Israeli and 

Palestinian obligations undertaken under the Roadmap 
are not of equal importance. The official 

reportedly asked to remain anonymous 

saying that the PAYs commitment to fight terror is more 
crucial that Israel's commitment to freeze settlement 
construction and evacuate illegal settlement outposts. 


On Sunday 

GOI source told the newspaper on Saturday: V'Israel is 
not going to stop Hamas from participating in the 
[Palestinian Legislative Council] elections.\" The 
source was also quoted as saying that Israel would not 
deal politically with Hamas following the elections 
should members of the group be elected to office. In 
addition 

would not take any steps to help with the elections 
should Hamas participate in them. He did not clarity 


ibrance resolution to MFA Director for International Organization Affairs Ghassan Shaikho. Shaikho e 


ion (CWC) Host Country Agreement (HCA) to MFA Director for International Organization Affairs Gha 
nment of Venezuela planned to send a negotiating team to Haiti to negotiate a deal to sell oil at a prei 
απ 1. (C) On October 18, Nepali Congress (NC) Party President Girija Pras: 


nment of Nepal (HMGN). UNHCR was also monitoring the cases of five other Tibetan individuals in I 
3, YM, ECON/COM SUBJECT: BOEING VS. AIRBUS: YEMENIA ATTRACTS SUITORS FOR 10-PLA 
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what he meant. HaVaretz reported that contrary to the 
Israeli stance 

the position of PA Chairman [President] Mahmoud Abbas 
that the right time to confront Hamas and its 
disarmament is after the Palestinian elections in 

January. Israel has been demanding that Abbas confront 
Hamas now because it has created a V'second authority" 
that is posing a threat to the PA and Abbas\'s future. 
HaVaretz quoted diplomats in New York as saying that 
despite the U.S. administrations strong condemnations 
of Syria since Friday 

reaching steps against Damascus at the UN Security 
Council at this stage. Leading media quoted senior 

U.S. officials 

of State Condoleezza Rice 

that Syria must be brought to account for is actions in 
Lebanon. HaVaretz also quoted sources in New York as 
saying that a report due to be published today at UN 
headquarters 

Lebanon Terje Roed-Larsen 

UNSC Resolution 1559 

Syria to Lebanon that reach the Palestinian refugee 
camps and constitute a central threat to the stability 

of Lebanon and a danger to its security. On Sunday 
HaVaretz reported that opinions are divided in 

Jerusalem as to whether the fall of Syrian President 
Bashar Assad\'s regime would be good for Israel. The 
newspaper quoted senior Israeli government officials as 
saying on Saturday that Assad\'s fall would benefit 

Israel because Syria\'s government was the worst 
possible regime. On the other hand 

senior Israeli military official as saying that a rise 

to power in Syria of the Muslim Brotherhood and 
extremists who might even cooperate with Al Qaida could 
be more dangerous. 


Israel Radio reported that last night 

Palestinians were killed in Tulkarm by IDF fire. The 
radio reported that one of them 

head of the armed branch of Islamic Jihad in the West 
Bank and was wanted for planning major terrorist 
attacks. On Sunday 

arrested five wanted men near Nablus on Saturday 

of whom had concealed a grenade in his infant son\'s 
blanket. All media (lead stories in Yediot and Maariv) 
cited the Shin Bet as saying that two Israeli dentists 

-- Dr. Nazmi Hassin from Nazareth and Dr. Asalam Zeidan 
from the village of Kafr Manda -- who were recruited by 
Hamas during their dentistry studies in Romania in the 
1990s 

Turkey in order to carry out terrorist attacks in 


2 to encourage the Pakistani public and give confidence to the government that it has strong internati 
ig with Ambassador Jones, llan Cohen, the Director General of the PM,s Office, said that Israeli socie 


Committee (EAC) on October 19 to review the Embassy Vs security posture prior to the local weeken 
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Israel. On Sunday and today 

warning by the Israeli defense establishment that the 
launching of Qassam rockets from the West Bank into 
Kfar Sava and other Sharon region cities is only a 
question of time. On Sunday 

assessments by the IDF that the manufacture of rockets 
in Samaria (the northern West Bank) cannot be 
prevented. 


Leading media reported that on Sunday 

a security plan aimed at disarming the armed wing of 
Fatah and recruiting hundreds of its members into the 
security forces. 


On Sunday 
saying that former Shin Bet head Avi Dichter will join 
Sharon\'s election campaign. 


On Sunday 

in the Israeli defense industries that those 

manufacturers are bound to dismiss thousands of workers 
if the U.S. continue to cause Israeli weapons deals to 

fail. 


On Sunday 

Netanyahu\'s denial of last week\'s Maariv story that 
claimed he was considering retiring from political 
life. 


Major media reported that on Sunday 

donated 100 

and their families of the attack by Jewish terrorist 

Eden Natan-Zada aboard a bus in the Israeli-Arab town 
of Shfaram at the beginning of August. The Jerusalem 
Post notes that it was the first time that money from a 
special fund established shortly following the outbreak 
of the Intifada to help victims of terror has been 

given to Israeli Arabs who were victims of Jewish 
terror. 


On Sunday 

Saturday 

nominate Paul J. McNulty of Virginia as deputy attorney 
general at the Justice Department. McNulty is the 
federal prosecutor responsible for the cases of former 
defense analyst Larry Franklin and the two former AIPAC 
lobbyists 


On Sunday 
Daroff 
selected to lead Washington operations for the United 


al Brigade beginning in mid-2006. Battal reported that France and Turkey have reached agreement, 


r over softwood, whipped up in the current political climate, is palpable and continues to push out all e 


d that if a vote took place on the resolution, Jordan would vote in favor. He commented that some Ai 
ieral for Overseas Promotion and Cultural Affairs on October 19. PolCouns explained U.S. concerns i 
new constitution for Iraq was realized in a relatively secure climate, without being subject to widespr 
ice on October 17. Prior to her appointment as Minister, Radicova was the director of the Sociologic: 


PER PROCEDURES: 2. INFORMATION RECEIVED AT THIS POST FROM ANOTHER AGENC 


3SO Gary Stoner for reason 1.4(b), (d), and (g) 1. (S) Post convened a meeting of the Emergency A 
Local Government, Dr. Sekatle was not fully aware of our October 7 discussion on the Cultural Diver: 


ire. The Ministers provided no immediate response but are taking the points under consideration. Er 


itic note October 19 to MFA Assistant Minister for International Cultural Affairs, Ambassador Sallama : 
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Jewish Communities. 


Yediot front-paged the picture of a Native American who 
is a member of a group that came to Israel to 
Vencourage the Gush Katif evacuees.\" 


Leading media reported that businessman Shmuel Levy 
dual Israeli-American citizen who disappeared in 
Greece 


Independent 

\"Hamas\'s participation in the election should not be 
viewed as a concession on the demand to stop the 
terror. Rather 

reach the same goal using different means.\" 


Block Quotes: 


VDo Not Disturb V" 


Independent 

(October 23): V'In answer to a question about the 
timetable for the creation of a Palestinian state 
President George W. Bush gave a partly religious 
response: VI believe that two democratic states living 
side by side in peace is possible. | can\'t tell you 
when it\'s going to happen.Y Later on 

not happen during his presidential term. Even if the 
statement was intended to pressure the Palestinians to 
disarm the militant organizations quickly 

follow the route prescribed in the road map 

doubtful that lowering expectations is the desired 
approach.... [Likewise] 

out of the political game is apparently not in keeping 
with reality. Israel\'s indelicate interference in the 
Palestinian elections 

participation in them 

In this matter 


iuse of the unstable political situation in Canada but Deputy Minister Harder would attend in his place 


ле Minister of Secretary GutierrezV letter as the Minister was in Guatemala to attend events related to 
military dictator and convicted narcotics trafficker Desi Bouterse is calling for a mass protest on Octo 


тсе on September 30 showed that the СОЛ! fiscal deficit of USD 290 million continued to run ahead 


Jacques Bernard as Director General of the Provisional Electoral Council (CEP) on October 15. Acc 
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clear. Hamas\'s participation in the election should 

not be viewed as a concession on the demand to stop the 
terror. Rather 

reach the same goal using different means. To Abbas 
too 

carried out under fire 

calm through democratic means is deserving of trust and 
support at least for a limited period. IsraelVs role 

at this stage is not to disturb. V 


Independent 

regime that employs terrorist means to implement its 
policy will have to brought to account and even 
punished. V 


Conservative 

\"This time 

\'misunderestimation\' of the international community one 
step too far. V 


Block Quotes: 


I. "Ап Unfit Regime" 


Independent 

(October 24): \"Lebanon 

other party in the region 

and the Arab League 

also wishes to sever itself from the Vjoint trackV 
doctrine that Syria dictated. This is the doctrine 

that prevented Lebanon from conducting peace 
negotiations with Israel on its own. Lebanon\'s 
political independence is therefore an important 

Israeli interest 

succeed at this time in persuading Lebanon to advance 
toward peace negotiations with it 

hope that Syria would not stand in the way of the 
process. It is possible that the conclusions of the 

two investigative commissions attest merely to another 
attempt to adapt Syria\'s policies to the ambitions of 
the United States 

cooperation in the war in Iraq. That 

sufficient to negate their basic assumption: a regime 


f Directors has approved extending both the political coalition and the political candidate registration 
AR Duddy\'s visit to Haiti on October 12-13 focused on the need for immediate action to advance elec 
f delivered reftel demarche October 18 to Acting Director Jandyr Santos of the Foreign Ministry\'s Dis 


an undisclosed amount of cash. The location of the robbery is significant as it occurred at the Central 
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that employs terrorist means to implement its policy 
will have to brought to account and even punished." 


Il. \"Catching Rogues" 


Conservative 

(October 23): \"The significance of the Mehlis report is 
that it shows how 

decreasing tolerance for terrorism 

can puncture the thin veil of deniability and doubt 

that has protected aggressor regimes until now. It 
says that the West will not wait for the level of proof 
required by a criminal court before pointing an 
accusing finger and acting to protect itself. Syrian 
protestations regarding flimsy evidence and the 
presumption of innocence are 

from a brutal police state whose idea of justice has 
infamously included carpet-bombing its own citizens. 
Yet the fact that the regime would even attempt such a 
defense shows that it still believes that there are no 
limits to Western gullibility and weakness. This time 
we hope 

\'misunderestimation\' of the international community one 
step too far. V 


Military correspondent Alex Fishman wrote in mass- 
circulation 

find out 

companies are upgrading the F-16 planes for Venezuela 
then we would become worthless. V' 


Block Quotes: 


\"The United States Is Turning Israel Into a Worthless 
Element V 


Military correspondent Alex Fishman wrote in mass- 
circulation 

V During the discussions over the memorandum of 
understanding between Israel and the U.S. 
[Israels] arms sales to China 

pledged that limitations [of sales] will only be 
subject to purely diplomatic considerations. In other 


secure Costa Rican support for the U.S. position on the UNESCO declaration, and although our inter 


idicated that Paraguay will be a cosponsor to this resolution. KEANE 

eralta indicated that he would discuss the issue with his colleagues at the United Nations and will res 
Nations. Post will forward any substantive response as it becomes available. KEANE 

VE, PE SUBJECT: PETROANDINA FALTERING? REF: LIMA 0372 Classified By: Ambassador J. Ct 
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words -- Israel will not be forced into a situation in 

which a veto on a deal will be imposed on Israel due to 
pressure by the American defense industries in the same 
markets. The deal to upgrade Venezuelan aircraft would 
be the test: should Israel find out 

months 

16 planes for Venezuela 

worthless.... In a semi-official communication 

real demand 

Israel for having acceded to its request that the deal 

with Venezuela be canceled. It has also pledged that 

no economic pressure by American firms is hiding under 
the request. Will this expression of gratitude put 

across Vmeasures to ease the siege on Israeli security 
exports? There\'s no chance of that happening. V 
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informed\" than their many of their male counterparts and 
though 

fluctuations. 


Kuwait\'s Own SEC 


7. (U) Al-Rasheed asserted that the KSE would continue to 
enhance its effectiveness with planned legal and structural 
reforms including the establishment of a Capital Markets 
Authority (CMA) to serve as KuwaitVs \"Securities and Exchange 
Commission.V She explained that until June 2005 

Bank of Kuwait functioned as the market regulator. That role 
has since been transferred to the Kuwait Stock Exchange 
Commission (KSEC) 

structural basis for the CMA. According to Al-Rasheed 

reform measures are long overdue and were spurred by a 2003 
World Bank assessment recommending legal and structural 
reform to strengthen regulatory oversight of the Kuwaiti 

stock market and the establishment of a CMA. 


8. (U) Al-Rasheed disclosed that KSE recently signed a 
one-year contract with British International Securities 
Consulting--a U.K. firm based in Hong Kong and comprised of 
former London Stock Exchange executives--to transform the 
Kuwaiti Stock Exchange Commission into an independent CMA. 
She noted that perhaps 60 percent of the necessary CMA 
infrastructure is already in place. She expressed cautious 
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optimism about National Assembly approval of the proposed 
reform measures 

punitive measures against insider trading 

considers to be prevalent in the country\'s small and 
interdependent business community. 


Bio Note 


9. (U) Wafa Al-Rasheed joined KSE in 1983 after having been 
recruited by its Chairman and today remains the 
organizationVs longest-serving female executive. She isa 
Kuwaiti citizen with a degree in French literature from Nice 
University in France. She speaks English fluently 

divorced with two children and travels abroad extensively 
having visited the majority of the world\'s stock exchanges. 
She was recently nominated as a finalist for the Middle East 
Partnership Initiatives (МЕРІ) 2006 U.S.-Middle East 
Entrepreneurial Training (MEET) program. 
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Visit Embassy Kuwait\'s Classified Website: 
http://www.state.sgov.gov/p/nea/kuwait/ 


You can also access this site through the 
State DepartmentVs Classified SIPRNET website 
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while Hans-Gert Pottering 

group in the European Parliament 

(note: a term used by PM Erdogan at the September Meeting of 
Civilizations in Hatay) would increase if Halki Seminary were 
not reopened. 


3. (C) Comment: The exchange between Disli and 
Bartholomew at the meeting may be the closest thing to dialog 
that has occurred since a January 2004 meeting between the 
Patriarchate and a delegation from an Ankara-based 
inter-ministerial commission (ref B). Whether emboldened by 
October 3 to force the issue 

nothing to lose 

than usual for his Istanbul (as opposed to European) 
audience 

chief concerns. While Lausanne is often cited as precluding 
use of the ecumenical title 

the issue. Perhaps coincidentally 

generate similar \"E Word\" headlines: the November 7-9 Appeal 
of Conscience conference 


to initiate professional service in November, 2005 on a scheduled to be determined between Post an 
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promote interfaith dialogue 
to deliver greetings (ref A). 
JONES 
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[resurrection] ?V 


Columnist Manar Rashwani writes on the op-ed page of 
the independent 

(10/24): \"True 

going to use the report to finish off the last of the 
Arab pan-Arab campaign of slogans 

Baath party. It is equally true that many will not be 
Sorry to see that party and its heritage go. Thus 

the real influence of the Mehlis report is revealed - 
even if the entire international community does not 
adopt negative procedures against Syria - in the 
Lebanese joy and welcoming of the report. The cover 
of the Arab pan-Arab slogans is lifted 

have to face the reality about the depth of the gap 
that exists between us 

as individuals and groups within the state. The 
Mehlis report may just be the declaration of the end 
of the Baath party in Syria and then the entire Arab 
world 

terminated its existence in Iraq. Having said that 
both that invasion and the report provide 
opportunities for us to acknowledge the termination of 
the age of Vpan-Arab slogans\' that are no longer able 
to pull in our ranks. We genuinely need new thought 
and practice that lead to the real resurrection of the 
nation. V 


-- VNotes about the report" 


Daily columnist Jamil Nimri writes on the back-page of 
Al-Ghad (10/24): \"I read MehlisY report carefully and 
| must say that | found its presentation of the work 

of the committee not very convenient. It fluctuates 

in terms of style and professionalism 

are boring details vis-a-vis some formalities and 
procedures 

clarifications.... The result is that the very strong 
suspicions do not leave much room for Syria other than 
giving its full cooperation to the investigation. 

This will protect it from international decisions and 
sanctions until that time when the investigation that 
could last years and the trials that could also take 
years are concluded." 


-- \"What\'s after the Mehlis report? V" 


ic Party of Tajikistan (SDPT), was arrested and charged by the Sughd regional prosecutor\'s office wi 


iral (ARV) regimens. There are currently very low stock- levels of all ARV drugs in both the public an 
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Columnist Raja Talab writes on the op-ed page of semi- 
official 

\"The Security Council will tomorrow hold a session to 
discuss the [Mehlis] report with the likelihood that 

it will call for completing the investigation and will 

ask Damascus to cooperate and to respond to the 
committee\'s demands.... This calls upon the Arab 
countries that are concerned for Syria\'s welfare to 
advise the Syrian leadership to respond to the demands 
of the investigation committee. | believe that the 

spirit by which the Syrian leadership handled the 
implementation of Resolution 1559 on Syria\'s 
withdrawal from Lebanon should be the same spirit by 
which Damascus handles the upcoming Security Council 
decisions. Otherwise 

America 

Going along with the international will and desire is 

not weakness and going against is not strength. The 
experience of the former Iraqi regime is still before 

us and it is an experience we do not wish upon our 
brothers in Syria. V" 


-- VTomorrowVs Security Council session: an 
opportunity for Bush and his administration" 
Columnist Mohammad Kharroub writes on the op-ed page 
of Al-Rai (10/24): V'President Bush wants to direct 
attention away from his domestic problems 

real problems and cause him a great deal of worry 
just because his popularity is deteriorating 

because congressional elections are at hand and the 
loss of the Republicans would mean that Bush is held 
to blame. That is why he wants to use the Mehlis 
report for a political accomplishment 

needs following the humble or insignificant political 
and field results yielded by the Iraqi referendum on 
the constitution and the rising indications that pre- 
referendum Iraq is itself post-referendum Iraq.\" 


-- \"Mehlis report 


Daily columnist Fahd Fanek writes on the back-page of 
Al-Rai (10/24): \"The Mehlis report was not written to 
be presented to a court of law but rather to a 

political entity. That is why Mehlis allowed himself 

to state not just facts and evidence 

of observations and convictions that would otherwise 
be worthless in a court of law and that would create 

the required climate for further procedures such as 
economic and political sanctions. Hariri\'s killing 

might have gone by as easily as other killings have 
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gone by before had the circumstances been different 
and had Syria and the Syrian regime not been targeted. 
America is not upset about HaririVs killing 

saw this crime as its opportunity to tighten the noose 
around SyriaVs neck to bring it on board.... Syria\'s 
situation today is very similar to that of Iraq 
previously when it had been required to prove that it 
did not have weapons of mass destruction. Syria is 
now required to prove its innocence. In other words 
the accused is guilty until proven innocent. V 


-- VThe report: political rush and judicial delay" 


Daily columnist Rakan Majali writes on the back-page 
of center-left 

\"It has become clear that the report is targeting 

Syria 

stepping stone for rallying international support for 

its plans against Syria by going through the Security 
Council and snatching whatever kind of condemnation 
thus allowing it to get international coverage for 
escalating its pressures on Syria.... We believe that 
the investigative committee\'s report was addressed to 
the Security Council and that there will not be any 
legal proceedings. V 
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2006 and that completion of the project was a triumph of 
Turkey and the United States over the many who had doubted 
our joint resolve. He also expected the Shah Deniz project 

to be completed and operational before the end of next year. 
The Minister described these as the first steps toward his 
vision making Ceyhan into an energy supermarket serving the 
Mediterranean and Far East. 


3. (SBU) Beyond the projects underway and close to 
completion 

building the Samsun-Ceyhan \"bypass\" pipeline and a gas 
pipeline from Iraq that would use the right of way of the 
existing Kirkuk-Yumurtalik oil line. He has also been 
discussing with Israel the possibility of transferring oil by 
tanker and pipeline from Ceyhan to India and beyond 
bypassing the Suez Canal (reftel). He is looking forward to 
completion of the pipeline bringing Egyptian gas to Turkey 
via Jordan and Syria. He hopes for greater U.S. commercial 
interest in Turkey\'s energy sector 

plans to build civil nuclear power plants. 


4. (C) But 
Officials 
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our key joint strategic emphasis should be working with 
Azerbaijan and Turkmenistan on a trans-Caspian gas pipeline. 
Guler said he has so far resisted EU efforts to obtain 

Iranian gas via Turkey; but it will be impossible for Turkey 

to maintain this stance as the accession process proceeds. 
Creating an alternative source of gas could also help 
undermine Iran\'s nuclear ambitions 

understood that Turkmenbashi\'s attitude was a major obstacle 
but he thought it would be possible to work with and convince 
him of the merits of a trans-Caspian project -- if only the 

U.S. would engage. 


5. (SBU) Guler also highlighted his interest in providing 
more Turkish energy to Iraq. In addition to the proposed 
expansion of electricity transmission capacity 

Turkish firms could quickly build natural gas-fired power 
plants in northern Iraq and even loan Turkey\'s currently 
unused mobile oil generating plants. 


6. (C) Comment: Guler is somebody we can work with and 
should be working with more. He is very experienced and 
understands the challenges of dealing with Turkmenbashi 
sees no other alternative for keeping Iranian gas out of 
Europe. He said he had never visited the U.S. (at least as 
minister) and would welcome the opportunity. An invitation 
from Secretary Bodman would be an excellent opportunity to 
engage a forward-leaning Turkish minister who wants to work 
with us in our regional energy agenda 

new opportunities for U.S. firms in Turkey\'s growing energy 
sector. End Comment. 

MCELDOWNEY 
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These are not subject to the 12-month period because 
this phrase is intended to capture unforeseen legal 
obligations that cannot be executed within a time 

limit. Japan acknowledged this 

items being requested truly were unforeseen legal 
obligations. Legal Council offered some explanation 
for this and for some of the expenses it was 
reasonable-but for others such as over-expenditures in 
field offices 

management/internal controls and not unforeseen legal 
obligations. The Board then turned to the draft 
decision. The U.S. questioned that if this action is 
governed and allowable by the Fin Regs why does the 
decision need to contain language that the Board 
\"approves\" it. It seemed the Secretariat is just 

trying to VlegitimizeV the practice as it has in the 

past (though we didn\'t say this). Canada backed this 
up. Dels urged that there not be a continued balance 


stated the GOL understood the positive intent of the resolution and that she would raise the matter w 
а this demarche with Middle East Envoy C. Gharekhan, who offered the same assurance. Both expr 
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in ULOs and that this practice if used in the future be 
limited to truly unforeseen legal obligations (i.e. law 
suits). After lengthy discussion on the language 
acceptable changes were made to the draft decision and 
it was adopted. There was not any language 
Vapproving V" 

the Secretariat to discontinue this practice to the 
greatest extent possible. 


4. Agenda Item 35: U.S. Del made a statement that we 
do not support external borrowing 

on it due to U.S. domestic law 

evidence that it is needed based on the Organization\'s 
cash position and WCF. UK also indicated they do not 
support external borrowing. Many other Dels spoke 
about urging non-payers to pay and implementing 
stricter penalties besides losing a vote 

for those not in compliance with payment plans. It was 
decided this was a matter of changing the Constitution 
and not really for action under this agenda item. Many 
Dels did not want to see UNESCO implement external 
borrowing but raised the point that if it did 

should only be paid by non-payers for the year where 
the borrowing was necessary. Otherwise 

payers were penalized and had to pay interest when they 
had paid on time. External borrowing authority will 
ultimately be taken up at the GC 

prepared to try to stop approval of this authority and 

if necessary 

payers paying interest. Most Dels did not have as 
strong a position as we did on this. The Secretariat 
representative gave what was essentially a lecture 
(note: we felt this was largely directed at the U.S.) 

that many Member assessments are not paid on time and 
to couple that with denying the authority for external 
borrowing was constraining and tied their hands. He 
said it leaves them no safety net and makes managing 
the organization and cash flow too risky. Japan stated 
that it may be necessary to allow such a safety net in 
this context. The draft decision was adopted; it 
contains no language on external borrowing. 


4. Agenda Item 3: There was little discussion on this 
item and the draft decision was adopted with no 
changes. 


5. Agenda Item 21: USDel stated that we are not 
supportive of this approach overall but we did not 
block consensus on it. We indicated that we think 
these costs should be included in the regular budget 
and the organization must continue to prioritize to 
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achieve this. We asked some questions with regard to 
the operation and management of the Special Account and 
stated there should be no indicative minimum. Iceland 
pushed for further prioritization and the need to 

identify programs that could be ended. France also 
stated that they did not like the approach in that they 
did not think it was acceptable to rely on voluntary 
contributions for priority programs. Japan stated that 
they too felt it was not a good answer but it was a 
compromise they could accept given the discussions of 
the last EB. The UK said they would accept it but 
didn't like it because they do not feel the $610 budget 
represents a re-ordering of priorities 

was asked for by the last EB. They added that if 
UNESCO can only get governments to agree to fund 
priority programs through voluntary contributions 

should be a warning sign to the Organization. Germany 
also came out against the approach of a Special Account 
but will accept it. Brazil stated they are generally 
pleased with the efforts of the Secretariat and the 
results. The Secretariat responded to questions. The 
programs funded by the Special Account are already 
ongoing 

there will be no major disruption created when the 
Special Account is ended. The Special Account will 
function in accordance with the Fin Regs and there is 
no indicative minimum-it is optional. They also stated 
that when they try to pinpoint activities to end 

Member States always object so they need support in 
this area. The Board turned to the language of the 
draft decision and revisions were made. 33C/6 was 
included in the language 

decisions made at the previous EB. \"Welcomes\" and 
VWelcomes equally" were deleted. France tried to add 
some language stating that we recognized the risks 
being taken by funding regular program activities with 
voluntary contributions 

with its inclusion and after discussion it was 

eventually withdrawn. 


6. Agenda Items 13 

7 were clustered for discussion purposes. U.S. Del 
raised points regarding the need for a more strategic 
approach to Category II centers in the future 

we would like to see a strategic analysis of these 
centers. Dels with specific interests in the Centers 
discussed their benefits. Iceland raised the concern 
that the creation of too many centers was diverting 
resources away from UNESCO priorities. Other Dels 
supported this and raised points on the feasibility 
studies being done. The Secretariat stated that these 


October 18 meeting that the Fadhila Party is ready to run its own list in the December 2005 elections, 


Column 3 

Centers are not proposed by them but by inter- 
governmental groups or Members and that a feasibility 
study is done for each one over a period of 
time-they\'re not entered into lightly. They also 

stated that the Centers are very cost effective and 
cost benefit analyses on them would prove favorable. 
The intergovernmental groups such as IHP regularly 
evaluate them. He believes they can present a better 
overall strategic analysis and report on them after 
these centers have been operating for some period of 
time. He took note that the Member States believe this 
is required and agrees with it. Draft decisions were 
adopted with minor language revisions. 


7. Agenda Item 49: A report was issued by the D-G 
following the meeting of Experts recommending delaying 
a decision until the next Executive Board. A 

Feasibility Study had not been done yet. Canada 
suggested that because it was a policy decision 

should be delayed until the 34th GC. U.S. Del 
supported this 

the context of the entire program for the next 

biennium. Japan supported this position as well. The 
decision was adopted in line with this view. 


8. Agenda Item 56: Many Dels spoke in support of this 
item. The decision was adopted with no changes. 


9. Agenda Item 11: Many Dels spoke in support of this 
item. U.S. Del had instructions not to be the first to 
raise issues with the proposed visits to China for 
literacy award winners and to only follow on in support 
of comments made by Korea (which is not on the 
Executive Board) or presumably if another Del had 
raised. No other Dels raised any objections or issues. 
The decision was adopted with no changes. 


10. Agenda Item 10: U.S. Del made comments with regard 
to our support of the Decade and the Implementation 
scheme 

leadership in this area within existing resources. 

U.S. Del suggested two changes to the draft decision. 

Both were agreed to and the decision was adopted. 

There was little discussion overall. 


11. Agenda Item 59: Many Dels spoke in support of 
this. U.S. Del expressed concern with establishing the 
Committee at this time. UK suggested that language 
needed to be included in the statutes reflecting that 

the Committee and its work should be reviewed at some 
interval. Canada proposed the size of the Committee 


=con Counselor delivered the dipnote and points to JordanVs Minister of Industry and Trade, Sharif Al 


dum process, 40 of which are associated with events on referendum day, October 15. The remaining 
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needed to be evaluated and possibly reduced. A Working 
Group was created to amend the statutes 

successfully done. The decision was adopted based on 
the amended statutes 

Committee from the present 44 to V'up to 20\" and include 
a sunset provision 

Authorization for the Commission will expire in four 

years. A comprehensive evaluation will be performed 
and presented to the Executive Board in Spring 2009 
which will issue a recommendation to the General 
Conference as to whether to renew the Charter. 


12. Agenda Item 6: U.S. Del made comments that at a 
time when UNESCO is not on track for meeting EFA goals 
it needs to focus on urgent education issues and not 
divert resources to marginal initiatives 

should not seek to allocate funds to a normative 
instrument when they would be better spent on 

priorities. UK endorsed our position. Czech Republic 
also supported. Canada asked for the exact allocation 

of funds for this activity. The Secretariat responded 

that there is $50 

the Charter-which everyone agreed was not realistic. 
There was also discussion on how we need to consider 
the recommendations of MINEPS. The Legal Advisor 
responded that there is no legal obligation 

advisory. There was discussion as to the appropriate 
way to deal with normative instruments between the PX 
and F&A committees. There was much discussion on the 
language of the draft decision. U.S. Del proposed 
deleting paragraph 3. UK supported. Bangladesh 
suggested adding language to this paragraph instead. 
France and Italy suggested this paragraph should be 
decided by PX. This was eventually agreed to after 

much debate. We tried to change the language in 
paragraph 5 to \"Taking note\" instead of V'expresses its 
gratitudeV. This eventually ended the same as the 
discussion for paragraph 3. U.S. Del worked with 
Canada on new proposed language for paragraphs 6 and 7. 
After lengthy debate and suggestions from other Dels 

the draft decision was adopted with the new language. 


13. Agenda Item 37: U.S. Del acknowledged progress made 
in this area 

concern with the geographic representation formula. 

Other Dels praised the report and the progress thatVs 

been made. There was some language added to the draft 
decision urging the Secretariat to continue making 

progress in this area and the decision was adopted. 


14. Agenda Item 38: U.S. Del raised questions with the 


‘ego, the acting Minister of Defense, requested U.S. military support in transporting a critically injured 


5 delivered to Turkish MFA Arms Control and Disarmament Office Director Osman Yavuzalp on Oct. : 
»f Foreign Affairs, on October 19th. Djibouti has yet to give its stance regarding the UNESCO Cultura 


'0. 2. Boeck expressed appreciation for our timely approach on this issue. He said the EU was coor 


1 Christopher R. Sherwood, Research Oceanographer, to travel to Salamanca, October 18-31, to atte 
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cost estimate for the subcontract and stated our 

objection to carrying forward the surplus to cover this 
recurring operating cost. Russia agreed with these 
concerns and asked for some comparison with other UN 
agencies. Japan stated that they also do not agree 

with this practice 

it (reluctantly) and if it\'s an \"exception\". UK 

Germany and Brazil echoed same position as Japan-no one 
liked it but was willing to accept it. The U.S. was 

isolated in our objection to this. In drafting the 

decision language 

that it was an \"exception\" or \"one time\" thing. 
(Comment: We think these inserts were fairly 
meaningless overall but are somewhat of an improvement 
over approving it with no comment.) 


15. Agenda Item 40: This item generated much 
discussion from a variety of Dels mostly with regard to 
the relationship between the Executive Board and the HQ 
Committee 

as a subsidiary body to the GC instead of the EB 

There was also clarification requested with regard to 
how the Starck project would be funded and what role 
the EB had in approving work or funds for these 
projects. The Legal Advisor finally gave a clear 
response to this by referring to Fin Reg 7.3. There 

was a very lengthy discussion on one of the paragraphs 
of the draft decision; modifications were eventually 
agreed to ensuring that the HQ Cmte consider Fin Reg 
7.3 and asking them to look into other possible 
alternatives for the Starck project other than that 
already proposed. It was adopted as amended. 
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among all donors that the GOB must relax its current tight 
restrictions on expatriates to allow work at project sites in 
the field. END SUMMARY. 


SEARCHING FOR COMMON GROUND 


2. (U) The British Embassy invited representatives from 
selected Rangoon embassies to a briefing on October 19 by 
Paul Thornton 

consulting firm that specializes in institutional and 
organizational change management. DFID hired this firm to 
meet with donors 

NGOs 

options to fill the gap left by the recent termination of the 

GF in Burma (reftel). At the end of the review 


ting with SecDef on the margins of that meeting. Following is the text of the diplomatic note. 3. BEG 
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will present an \"options paper\" to DFID and UNDP on possible 
new mechanisms to address HIV/AIDS 


3. (U) Thornton met with donors in Bangkok before traveling 

to Rangoon. He said the donors there -- which included DFID 
and the EU 

supported a united 

fragmented approach. They want to address all three diseases 
with one organization and to keep the mechanism simple. The 
donors want to replace the Fund for HIV/AIDS in Myanmar 
(FHAM) 

mechanism. 


4. (U) In his meetings with INGOs in Burma 

them V'surprisingly rigid.\" They were critical of both the 

GOB and UN agencies. They felt that the GOB lacked technical 
capacity and imposed too many restrictions and felt that the 
UN should not have tried to both monitor and disburse funds 
for the GF. Thornton believed there was consensus (both 
among INGOs and with the GOB) that neither the UNDP nor 
UNAIDS should be the coordinating agency for the new 
mechanism. He said there are a couple of other UN agencies 
that could be acceptable to the GOB. (Note: The consultant 
would not name the two agencies 

offices in Burma who could conceivably take a leading role 

are UNICEF and WHO. End Note.) The GOB also indicated a 
willingness to consider the option of a commercial contract" 
with a private agency to deliver services to the Burmese 
people for all three diseases. 


EMBASSIES SPEAK UP 


5. (SBU) Several of the embassy representatives at the 
Rangoon session commented during the briefing. 


-- U.S.: Poloff reported that USAID funding for Burma was 
unaffected by the GF decision and that the United States is 
continuing to provide $2 million 

Population Services International 

are wholly independent of the GOB and government-linked NGOs. 
Several embassy representatives were surprised to learn that 
USAID is funding ongoing HIV/AIDS activities in Burma. 


-- Japan: The representative from Japanese International 
Cooperation Agency (JICA) expressed Japan\'s willingness to 
participate in the new structure if a good mechanism is 
proposed. He said that his government has no reservations 
about providing funding directly to the GOB. 


-- Australia: The Australian embassy representative for 


zech Republic, Britain, South Korea and Argentina, was not new news to the Czech government. Acc 
wention not be used to restrict trade. In a discussion on Oct 20, Czech MFA UN Department Directo! 
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AusAID said that Australia feels safeguards against providing 
funds to the GOB and government-linked NGOs need to be 
\"sensible.\" Australia does not feel bound by the EU\'s 
position that it is necessary to obtain prior approval from 

the opposition NLD party before implementing new programs in 
Burma. Australia noted that they would continue to focus on 
HIV/AIDS 

for TB or malaria. 


-- Thailand: Thailand prefers to deal with Burma on a 

bilateral rather than multilateral basis. The Thais plan to 

help build the capacity of Burmese health personnel by taking 
them to Thailand for training courses in the relevant 

diseases 


HAVE ACCESS 


6. (U) Restrictions by the GOB on access to project sites 
were also discussed. Thornton said that UNDP Resident 
Coordinator Charles Petrie had noticed an almost immediate 
easing in travel restrictions on UN agencies after the demise 
of GF 

concessions in response to the GF decision. Thornton also 
said that the INGOs have asked the GOB 

of Health (MOH) 

field for periods of up to one full year 

occasional two-week visits that are currently allowed. The 
GOB has not yet responded to the request. The JICA 
representative noted that the MOH has said the current travel 
restrictions are only V'temporary 

\"temporary\" could mean up to 3 to 4 years. 


7. (U) COMMENT: We shall try to get a copy of the British 
Embassy\'s Voptions paper" that results from this consultancy 
and will report further developments as they occur. Post 
will also continue to provide insight on any new proposals 
for combating HIV-AIDS 

also continue to remind other embassies 

involved in this issue about the need to ensure that funding 
is spent solely on fighting these diseases rather than 
enriching the GOB\'s coffers or those of its subsidiaries. 
END COMMENT. 
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map 

human rights 

continued to support human rights training for 
both sides and was receptive to the idea of 
strengthening the human rights element of cease- 
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fire monitoring (perhaps by adding a human rights 
component to the Sri Lanka Monitoring Mission - 
SLMM). 


4. (SBU) Not surprisingly 

different atmosphere in Kilinochchi when he met 
with LTTE political chief Tamilchelvan (Martin saw 
him right after Tamilchelvan meet with Norwegian 
envoy Trond Furuhovde with whom Martin traveled to 
and from Kilinochchi). Tamilchelvan said the LTTE 
a joint human rights declaration was \"possible and 
feasible\" but that it could not happen in advance 
of talks with the GSL on improving cease-fire 
implementation (Tamilchelvan said the LTTE was 
\"anxious\" to participate in such talks if the 

venue issue could be resolved). Tamilchelvan was 
receptive to the idea of human rights training (a 
UN human rights official who attended one of the 
briefings said the UN has conducted seventeen 
human rights training sessions for the LTTE since 
the CFA came into effect). Martin commented that 
TamilchelvanVs anger over the EU travel ban was 
\"palpable.\" 


5. (SBU) In terms of human rights monitoring 
Martin said the LTTE was adamant that only an 
international body could do the job in Sri Lanka 
since the Human Rights Commission (HRC) was not to 
be trusted 

(Comment: The LTTE murdered the last head of the 
HRC 

Radhika Coomaraswamy 

her a traitor to the Tamil cause.) Tamilchelvan 
complained that whenever there is an incident in 
GSL-controlled territory 

the LTTE but does not conduct any sort of serious 
investigation (Martin said the GSL 

subject 

investigations since the perpetrators and key 
witnesses always disappear into LTTE-controlled 
areas). Martin said the LTTE was very angry about 
an attack on senior LTTE cadres in the East the 
day before he went to Kilinochchi 

about the murder of two school principals in 

Jaffna the same day. Martin said he pushed hard 
on the general issue of political killings but 

\"got nowhere\" with Tamilchelvan. 


6. (SBU) Martin held meetings in Kilinochchi with 
the North East Secretariat of Human Rights 
(NESOHR) 


1 and is acutely aware of the consequences should Nigeria fail recertification. He has recalled Dr. Bel 


in America Javier Sandomingo, and confirmed Spain\'s support for the declaration. AGUIRRE 

ns from its efforts to strengthen Ghanavs thirteen-year-old democracy. These lessons focus on our el 
f interest: -- MOL Currently Acting MinGov (para. 2) -- ILO to Draft Labor Code Reform (3) -- Nationa 
F: STATE 175637 1. (U) In response to reftel, Spain\'s TFCO is Deputy Chief of Mission Bob Manzar 


Column 3 

organization and attended a ceremony in which 
NESOHR \"released\" twenty-five child \"volunteers\" 
who had been handed over to them by the LTTE 
(Martin said he insisted that the SLMM and UNICEF 
also be present). Martin said the relationship 
between the LTTE and UNICEF seemed to perhaps be 
rebounding after a recent visit to Kilinocchi by 

the new UNICEF country representative. There had 
been sixty-five child soldier releases over the 

past month 

according to Martin. 


7. (SBU) Asked whether 

LTTE front organization or a genuine human rights 
group 

Obviously 

NESOHR 

human rights issues. But 

has presented a number of cases to LTTE 
intelligence about missing persons 

said 

change on human rights issues for years within the 
\"straitjacket\" of having to live with the LTTE. 
Martin said he had brokered a meeting between 
Karunaratnam and Human Rights Commission head 
Radhika Coomaraswamy during his visit and that it 
had gone well. \"They really hit it off.\" Martin 
thought it would lead to quiet sharing of cases 

etc. between the two groups although no formal 
link would or could occur. 


8. (SBU) Martin said he would prepare a paper for 
both sides after his visit 

areas for progress on human rights issues but that 
he did not have any expectation of movement in 
light of the impending Presidential elections and 
LTTE insistence that nothing was possible until 
CFA talks were held. Martin said it is unlikely 

he\'ll be back anytime soon. 


No Cease-Fire Talks Either 


9. (U) Retired Norwegian General and former head 
of the Sri Lanka Monitoring Mission Trond 
Furuhovde visited Sri Lanka at roughly the same 
time specifically to see if he could make progress 

on convening talks on better implementation of the 
cease-fire agreement. (GSL and LTTE have agreed 
in principle 

venue 


S broadcast with a thirty-minute delay, with the Chief Judge, three of four prosecutors, and all but one 
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i.e. 

briefed Co-Chair Chiefs of Mission 
Ambassador 


10. (SBU) Furuhovde said that he had come back to 
Sri Lanka knowing there was little chance of 
movement 

conversation going" and to fill the perceived gap 
that nothing is happening on the peace process. 
Furuhovde said that both sides stated their 

interest in keeping the Cease-Fire Agreement (CFA) 
going 

strengthen it. GSL Peace Secretariat head 
Jayantha Dhanapala said the GSL wanted to add some 
type of enforcement or policing element to the 

CFA 

responsibility lies with the two parties. The 

LTTEVs Tamilchelvan 

to the current concept of self-enforcement. The 
Tigers continued to insist on a \"neutral\" venue 
outside of Sri Lanka for any talks 

were not prepared for any talks before the 
November 17 Presidential election. 


11. (SBU) Giving his more general impressions 
Furuhovde said that he believed that the LTTE 
shock at the EU travel ban had now worn off 

that the Tigers understood that the international 
community was now watching them closely. 
Furuhovde had the impression that the LTTE had 
discussed the current situation in its Central 
Committee and decided on a strategy. The first 
point is that they would wait for the outcome of 
the Presidential election before any major 
decisions. The Tigers understand the differences 
between Ranil and Mahinda 

scenarios 

Furuhovde noted that Prabhakaran\'s annual Heroes\' 
Day Speech will be delivered on Nov. 27 

days after the election 

an indication where the LTTE was heading. 


12. (SBU) Furuhovde said the nature of the war had 
changed 

called a V'subversive war.\" While the GSL was 
using paramilitary groups such as the Karuna 
faction 

paramilitaries--lightly-trained irregulars 

controlled by combat headquarters who would be 
given a weapon and a specific task. The spate of 
grenade attacks in Trincomalee (reftel) was a 


ітегсе. Redondo plans to discuss the proposal with his agricultural specialists as soon as possible. F 
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perfect example of this type of action. Furuhovde 
said the lack of clear control over these elements 
was disturbing. He speculated that this type of 
LTTE attack might soon spread from Trinco to 
Jaffna. 


13. (SBU) COMMENT: We can draw several conclusions 
from these discussions: 

--Not surprisingly 

before the Presidential election. 

--No matter who wins 

process will be difficult. 

LUNSTEAD 


3. (C) Kantipur FM station manager Prabhat Rimal told Emboff 
that at 1510 local time on October 21 

Ministry of Information and Communications came to his 
station to \"inspect\" equipment; one was a Ministry section 
head 

civilian dress. They carried a signed letter from the 

Ministry asking the radio station to allow them \"to inspect 
facilities\" as part of the Ministry\'s normal duties. While 

the station manager had no recollection of anyone from the 
Ministry conducting such an inspection in the past 

allowed them in 

The team told him they had instructions to de-link equipment 
that allowed Kantipur to broadcast simultaneously with other 
stations around the country 

ordinance (ref a) banned such linked broadcasting. The 
station manager showed the team the Kantipur license 
documents and paperwork with the government\'s approval for 
simultaneous broadcasting. The manager told Emboff that the 
station had submitted renewal documents to the government in 
June 

government usually granted renewal in the fall. However 
station had yet to receive renewal approval or denial for 

this year. The station manager thought he had convinced the 
team not to seize equipment and the team and armed police van 
waiting outside left the station at 2030. 


Police Return at Midnight 


4. (C) At 2315 local time on October 21 

and a team from the Ministry of Information and Communication 
returned to Kantipur FM radio station and held staff at 

gunpoint as they seized encoder 

audio recording equipment used for simultaneous broadcasts. 


(ret.), Asia Pacific Center for Security Studies, Honolulu, Hawaii. We have received a request from c 
‘uring ingredients for production of the drug, but it is unclear if the Thai pharmaceutical industry could 
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According to Rimal 

the equipment to be imported and Kantipur FM had used the 
equipment to broadcast to the eastern region simultaneously 
for five years. He noted that security forces failed to 

provide any written documentation on what they were doing or 
why. 


Strong Reaction Against Raid 


5. (U) On October 22 

political leaders 

officials from the UN Office of High Commissioner for Human 
Rights gathered at the radio station to denounce the 
government's repressive actions. CPN-UML General Secretary 
MK Nepal told the press that the governments action was the 
result of its \"madness.\" Krishna Sitaula (NC) said that the 

act was an attack on the foundation of multiparty democracy. 
On October 23 

midnight act by going off the air for two minutes. 


Kantipur Seeks Relief in Supreme Court 


6. (U) On October 23 

Supreme Court demanding nullification of the governmentVs 
uplinking restrictions 

the seized equipment. While refusing to issue an immediate 
stay order on October 24 

hear the case on October 30. Separately 

will hear on November 29 Radio FM Private Limited\'s petition 
(ref b) to allow stations to broadcast news. (Note: FM radio 
stations resumed broadcasting news following the Court\'s 
August 10 stay order in this case. End note.) 


Government Threatens other Radio Stations 


7. (U) On October 24 

Ministry of Information had threatened FM stations with 

Vtough action" if they did not immediately comply with the 

new media ordinance. The October 24 government newspaper 
The Rising Nepal 

FM deserved the governments action for flouting the new law. 
It quoted \"political leaders and activists" who supported 

the move for more \"responsible and accountable" media. 


Comment 


8. (С) The governmentVs media ordinance is inconsistent with 
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the Supreme Court's stay order to allow radio FM to continue 
to broadcast news 

the broadcast of news and information to the eastern region 

of Nepal. The Supreme Court will have to decide in the 
coming weeks whether it will stand up in the face of the 
governments apparent determination to muzzle Nepal\'s radio 
stations. 


Action Request 


9. (U) Post requests that the department issue a statement 
condemning His Majesty\'s Government of Nepal actions against 
media freedom. 


Begin suggested text. 


The United States is shocked and disappointed at the seizing 
of radio equipment from Kantipur FM at gunpoint by state 
authorities. A free media is one of the hallmarks of a 
democratic nation 

recent call for national elections rings hollow if other 
democratic institutions are systematically dismantled. We 
call on the King to respect civil liberties and reach out to 

the political parties to find a common path back to 
democracy. 


End suggested text. 
MORIARTY 
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REPRESENTATIVE TO THE WTO 

MINSTRY OF COMMERCE OFFICIAL AND SHOULD BE ENGAGED ON THI: 
MATTER DIRECTLY IF POSSIBLE. END NOTE). 

LUNSTEAD 


2. Lech Kaczynski won a solid victory against his PO 
opponent 

Splitting the map of Poland in half 

eight eastern and southern provinces of the country 

Tusk won all eight of the northern and western provinces. 
Kaczynski\'s brand of social conservatism and nationalistic 
rhetoric played particularly well in rural areas 

gained a stunning 68 percent of the vote. Tusk carried the 
cities and younger Poles. Kaczynski won the overwhelming 
support (83 percent) of Samoobrona voters from the first 
presidential round 


a Transition Issues and meet with appropriate government officials. 2. Embassy point of contact for 
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supporters to back PiS. Tusk won many voters on the left but 
they did not turn out in high numbers. 


3. Kaczynski quickly claimed victory after the polls closed 
October 23 

Both reiterated their intention to move forward with the 

PiS-PO coalition government. With the bitterly fought 

campaign finally over 

October 24 to discuss the composition of their coalition 
government. Prime Minister-designate Kazimierz Marcinkiewicz 
and PO\'s Deputy Prime Minister-designate Jan Rokita announced 
in a joint press conference that opening talks would focus on 
economic issues. Marcinkiewicz said he hoped to announce the 
cabinet on Friday 

presidency on December 23. 


4. Despite wide speculation about various cabinet positions 
Marcinkiewicz has kept quiet with respect to naming specific 
individuals in his cabinet 

still under negotiation. In his victory speech last night 

Kaczynski suggested that Tusk would be a good choice for 
speaker of the Sejm 

that Bronoslaw Komorowski remains POVs candidate. Kaczynski 
also said that Elzbieta Jakubiak will be his Presidential 

Chief of Staff 


5. During the campaign 

trips abroad as president would be to the United States and 
the Vatican 

Euro-friendlier Tusk. With respect to foreign relations 

his first comments as President-elect 

wanted a strong working relationship with Germany 

that he was concerned over plans to build a center for 
Germans expelled from former German territories after World 
War Il 

to transport oil from Russia to German bypassing Poland 
entirely. He called for Poland to play an active role in the 
European Union 

constitution in its current form. 


6. Comment: With KaczynskiVs victory in the presidential 
election 
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the junior partner in ruling Poland. Both PiS and PO 
officials were quick to reassure that the coalition would 
move forward. In the short term the parties have nowhere 
else to turn for any other viable political partners 

will have a full plate in delivering on campaign promises to 
clean up government and maintain Poland\'s costly social 
welfare system 

responsibility. PiS attacks against the savagery of POVs 
\"liberalism\" resonated with voters 

policies particularly tricky to coordinate. Kaczynski already 
commented that he wants to play a bigger role in domestic 
policy than his predecessor 

its twin failures in both parliamentary and presidential 
rounds 

ASHE 
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Information and a senior official from the Ministry of 

Defense said they expected commodity prices to remain stable 
since the official fuel prices are now closer to the \"street\" 
(black market) prices that many are already using. People 

will have to pay higher prices only if they want to buy high 
quality goods 


5. (C) Monthly government salaries range from about $2.40 to 
$13.00 

other non-salary benefits). Although there are few reliable 
statistics 

workers earn 

earning as little as $12 per month. Food and transport make 
up the largest portion of household expenses. Typical bus 
transportation costs in the Rangoon area have now risen to 
about 14 to 20 percent of total monthly wages. The majority 
of urban workers commute by bus. This price hike will take a 
larger bite from their low wages 

able to afford to take the bus to work. Also 

bringing agricultural goods into cities must pay more for 
transport and will pass along the increase in higher food 
prices. 

COMMENT: POOR MUST ADAPT TO EVEN LOWER STANDARD OF LIVINC 
6. (C) GOB press conference statements that official fuel 
prices are now closer to the black market rates 

therefore the changes would have minimal effect on the 
economy 

their informal prices steady. It is certainly true that the 

price hike will have a reduced impact on the upper class 

own their vehicles and are already paying the higher black 
market rate for gas (though taxi fares have also jumped). 
The poor 

ends meet between rising bus fares and higher food prices. 
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7. (C) Comment continued: In typical style 

give the population any time to prepare 

obliged to ameliorate the impact on low salaried civil 
servants or the poorest citizens. After the October 20 fuel 
price hike went into effect 

officials went on high alert and increased their presence at 
local gas stations. In this potentially volatile situation 
however 

the regime\'s haphazard policies 

usual 

STOLTZ 
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fatigue; we are simply out of money.\" She projected the 
FinnChurchAid 

Lutheran Church 

HYATT 
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with India 

a broader relationship. He asked Jaswant Singh for his 
thoughts and advice. 


3. (C) Singh referred to previous meetings with President 
Bush in which they \"exchanged views\" regarding the 
relationship 

things to develop. He pointed out that during the 

PresidentVs first term the administration was \"preoccupied: 
and did not give proper attention to the relationship 

then \"we (the BUP) were thrown out\" in 2004. Singh praised 
Ambassador Sen in Washington 

able 

post. He recalled informing Ambassador Sen about the 
\"pitfalls\" of the relationship prior to his departure for 
Washington 

that the Ambassador and PM had provided him with a complete 
readout of the Bush visit. 


Advice to the Prime Minister 


4. (C) Singh said he would be frank and tell the U/S exactly 
what advice he had provided the PM. He opined that the UPA 
\"does not have the intellectual commitment to improve 
US/India relations 

regard from the previous NDA government 

its present position. He purportedly told the PM that India 
needs to stop asking for favors and start delivering to the 
world community. Singh also pointed out that the UPA would 
not be able to deliver as long as it was propped up by the 
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Communists 

Congress party by \"disapproving anything and everything. V" 
Singh emphasized that these foreign policy issues are 
inherently \"political 

with their political dimensions. 


5. (C) The PM purportedly responded to Singh that he cannot 
Vrely on\" anyone in the UPA leadership to give him proper 
advice except Finance Minister Chidambaram and some of the 
\"scientists.\" Singh emphasized to the PM that the 
non-proliferation regime has changed from one of controlling 
testing to controlling the production of fissile material and 

the GOI needs to stay ahead of these trends. He also 
endorsed a missile defense system for India 

makes sense to adopt a defensive rather than an offensive 
strategy. Singh concluded his advice to the PM by 
emphasizing that the real enemies of Congress are not in the 
opposition 


6. (C) Singh characterized the PM as a V'good economist 

is good at \"reading paper 

policy. As he told Strobe Talbott 

test of 1998 

solution and not a problem 

must have a total agenda 

then attacked the UPA for its undue \"secrecy\" regarding its 
decision on the IAEA vote 

the GOI must explain to the opposition its reasoning behind 
the vote. 


Bilateral 


7. (C) U/S Burns emphasized that the US is ready 

is a growing political consensus in favor of a broad 
expansion of Washington/New Delhi ties. There are many 
components to this cooperation 

intensive business and economic dialogue on trade 
defense production 

of the policy regards new cooperation in entirely new areas 
such as space launch 

launched a Democracy Fund 

the GOI on this. 


8. (C) Civil Nuclear cooperation between the US and India is 
Vvery contentious\" in Congress 

President for putting too much trust in India. We are 
convinced 

US interest to go from the V'abnormalV situation of the past 

30 years to a new pragmatic relationship 

Congress would come around in the next few months. The US 


Jineers were analyzing archived system performance data from a newly installed DOE Radiation Port 
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has already gone to the NSG and emphasized the need to 
liberalize and modernize norms regarding India 

a full range of technical and scientific projects the two 
countries can work together on. By the time of the POTUS 
visit 


9. (C) The U/S also pointed out that there is scope for 
\"much more active cooperation\" with India in regional affairs 
and in transnational issues such as HIV/AIDS 

narcotics 

nonproliferation. He did not see much \"separation\" between 
the two countries on these issues and foresaw India playing a 
global role in the future. 


and Iran 


10. (C) U/S Burns pointed out that the US position on Iran 
and the IAEA is more \"nuanced\" than popularly perceived in 
India. The USG seeks a negotiated settlement of the dispute. 
The Secretary has met with the Russians to broaden the 
diplomatic environment beyond the EU3 to eventually include 
Russia 

to isolate Iran and pressure it back to the negotiating table. 


11. (C) Emphasizing that the new government in Teheran is 
more conservative\" than the previous one 

Cabinet comes from the Revolutionary Guard) 

that it will need more time to determine its policy 

orientation 

position. The US is prepared to go to the IAEA and the UNSC 
for votes 

believes that Russia shares this view. India should 
encourage Iran to return to talks and should advise agaisnt 
enrichment. It is significant that India voted with the 
majority in the IAEA and that Iran is isolated. The 

President has agreed that every country has a right to 
peaceful nuclear energy 

within the IAEA that was lost by its deception. This will be 

a gradual diplomatic process in which India will pay a key 
part. Iran must come to realize that its position on nuclear 
weapons does not make sense. 


India is Supportive 


12. (C) Jaswant Singh maintained that the BJP has always 
pressed India to help by engaging Iran 

nuclear armed Iran is not in India\'s interest. However 
UPA stance on this issue is not correct. It needs to sit 
down and consult with the opposition and explain its 
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position. India is in a unique position in this regard in 

that 40 percent of its Muslims are Shias and it is the third 
largest Shia country in the world. India must know something 
about Islam 


A Spotty Historic Record 


13. (C) Singh characterized the US/India relationship as 
\"episodic\" and reminisced about when he was Defense Minister 
when \"the only word in the US vocabulary was no.V He noted 
that both countries need to engage politically and learn from 
each other to get out of this pattern of highs and lows. He 
emphasized that he was totally on board when it comes to the 
US/India economic agenda 

movement in military to military relations. However 

biggest difficulty is the huge gap between promise and 
delivery. The GOI is saddled with an \"obstinate bureaucracy\" 
which is determined \"not to let anything happen.\" The 
private sector cannot implement economic reform on its own. 
The GOI must be engaged. 


14. (C) The Ambassador pointed out that Secretary Snow is 
coming to New Delhi in November to address these issues. He 
noted that one of the greatest needs in India is the further 
liberalization of the financial market 

confused about the division of labor 

contradiction between the policies of the Finance Minister 

and the Reserve Bank. The Bank is very conservative and this 
is the biggest impediment to economic progress. Snow will 
need guidance on how and where to push. 


15. (C) Singh responded that this was the first he had heard 
of these problems. The Reserve Bank should not be making 
economic policy 

activities to managing the currency. The Finance Ministry 

may be using the Bank to justify its failure to deliver. The 
Reserve Bank Governor Dr. Reddy meets with him often 
would discuss these issues with him. This problem stems from 
the UPA\'s failure to identify who runs the financial 

portfolio. The Communists remain the greatest obstacle and 
will continue to defeat the government on essentials. 


Caution Is Justified 


16. (C) In response to a question from U/S Burns 
parliamentary and public support for closer US/India ties 
Singh emphasized that the BUP is committed 

regarding the political climate. This is a democracy and no 
one can predict future priorities and political instincts can 


ation (NOC) has again defaulted on payment to its supplier Indian Oil Corporation (IOC). NepalVs Mir 
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overwhelm policy considerations. The Communists will 
obstruct the policy and the PM should deal with this problem. 
Singh emphasized that the US should not have frontloaded the 
relationship with nuclear issues but should have waited to 
construct a large political base first. 


17. (C) Kashmir is another place where the UPA may not be 
able to deliver. The NDA worked to put the past behind and 
move forward. However 

issues are hampered by institutional memories. The NDA made 
progress to overcome this and PM Singh is trying 

was not hopeful. The NDA will support the US/India agenda 

but the UPA is dubious 

of controversial issues to be dealt with that will be 

difficult to address. 


Trust But Verify 


18. (C) Singh was also skeptical regarding the US/Pakistan 
relationship 

Musharraf earlier and he epitomized the V'best options 
syndrome.\" Whoever becomes the leader of Pakistan 
military dictator or an elected civilian 

US as the \"best option 

complained that he could not work within the V'best option" 
paradigm 

US what it wants and the US must continue with him to try to 
get the maximum advantage 

\"repeatedly sell his soul. V 


19. (C) The US Pakistan policy structure is based on one 
person. Singh noted that no US diplomatic mission or 
diplomat has been attacked in India 

with Pakistan. The US and India аге V'natural allies 

Pakistan is different. It was carved out of India to provide 
Muslims a separate nation and must continue this separation 
to survive. Pakistan has repeatedly betrayed Indian peace 
efforts. He remembered going to Kandahar to retrieve the 
hi-jacked Indian aircraft and its passengers. The hi-jackers 
drove to Quetta where they were warmly welcomed by their ISI 
handlers. Musharraf has given you all that he can. 


20. (C) When U/S Burns responded that the US needs Pakistan 
to jointly combat the Taliban and Al Qaeda 

US to determine whether it is V'paying too high a priceV' for 
services from Pakistan. He pointed out that if left alone 

the people of Kashmir would have solved their problems 
Pakistan has insisted on interfering in order to justify 

India\'s partition. He conceded that India needs a peaceful 

and economically viable Pakistan. 


Ji, Fallujah, Tikrit, Kirkuk, and Mosul with local officials and notables. Typically, one or two IECI comr 
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21. (C) U/S Burns emphasized that the US will move forward 
with Pakistan 

fully resolved. The US no longer maintains a \"hyphenated 
relationship" when it comes to relations with India and 
Pakistan in any case 

broader in its scope. 


23. (C) Singh concluded by urging the US not to become 
V'illogicalV in its relations with states such as Pakistan. 

He recounted how an American at the IAEA had once proposed a 
new category of V'gross violator\" of the NPT. If this policy 

had been pursued in regards to Pakistan 

US/Pakistan policy. The same thing could now happen with 

Iran. The US need less arbitrary policies that appear less 
\"mismatched\" than at present. Singh confirmed that he hoped 
to travel to the US at the beginning of 2006 and would visit 

the State Department while in Washington. 


Comment 

24. (C) Singh made the right noises regarding NDA support 
for the US/India agenda 

in the IAEA 

than the international agenda. His criticism of the Prime 
Minister and his performance was more vitriolic than 
expected 

Communist allies. Singh was convinced that the UPA is an 
unholy alliance between a clueless Congress and rapacious 
Communists that is unworkable and unable to deliver on any 
aspect of the political/economic agenda 

economic reform 

India/US relationship. Such an absolutist approach would 
imply that only a return of the NDA to power can save the 
agenda. The BJP out of power presented a different picture 
than the BJP in control in New Delhi. The party has suffered 
many setbacks since leaving office in 2004 and is clearly on 
the defensive. It is clear that as long as it faces an 

uphill battle against the UPA 

sacrifice its domestic political fortunes on the altar of 
improved US/India relations. 


25. This cable was cleared by U/S Burns. 
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ground and scattering dirt and pebbles over the area. 
Side-view mirrors on a few nearby vehicles broke 

the hotel windows nor building itself shook or suffered 
damage. 


need, nor would it accept at this time, DOEVs offer to send a team with specialized equipment. Ficuc 


:gin text of Spanish note: 14 October 2005 Ministry of Foreign Affairs and Cooperation General Direc 


1.4 (b) and (d). 1. (U) EconPolCouns delivered reftel demarche on October 21 to Thomas Hajnoczi 


»ort for relief efforts in Pakistan to MFA officials Vytautas Leskevicius, Head of the NATO Division, an 


Column 3 

4. PostVs Foreign Service National Investigator (FSNI) 
responded at once to the scene 

that the device was placed in a black 

and traces of TNT were found (verified at the police meeting 
on October 24). (Note: Traders security staff reported 
observing a bright light and smoke emanating from the site 
just after the noise of the explosion.) No initial 

information as to who placed the device 

information on the device is known at this time. GOB has 
augmented hotel security with Armed Battalion and uniformed 
police. 


5. This area has heavy foot traffic 

near the main market 

central train station. The fact that the explosion occurred 
when no one was in the immediate vicinity is likely not a 
coincidence. Eyewitnesses place a few young girls 

selling postcards 

they walked away 

involved). Police surmise someone either walked by and threw 
the satchel in the bushes and remotely detonated the device 
or threw it from a passing car (the former seems more likely 
given angles and location). The sheer volume of foot and 
vehicle traffic in that location at that time of day makes it 
probable that the device was remote detonated and not set on 
a timing device 

when it detonated and the traffic light was red from the side 
where there would have been heavy traffic flow. 


6. RSO staff and Defense Attache met with GOB Special Branch 
officials on Monday 

forensic and investigative assistance. GOB officials 
appreciated the offer and said they would V'raise it up the 
ladder. V (Note: The GOB often agrees to pass our offers up 
their chain of command 

offers of support.) GOB ordered Traders staff to cover up the 
holes that same night of the blast 

site the next morning 

disappear quickly. Special Branch Colonel Win Naing Tun said 
the GOB was still interviewing eyewitnesses 

suspects in mind and no suspects in custody. He also said the 
explosives used were not the same type of explosives used on 
the May 7 attacks 

events 


7. Separately 

23 

that two students from the All Burma Students Democratic 
Front (ABSDF 

in Burma) had infiltrated Burmese borders to conduct 
\"disruptive acts against key locations." No more specifics 


The budget was adopted by vote, 126 in favor, 1 against (US), with no abstentions. In explaining the 
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were provided and police told us no known suspects were in 
mind at the October 24 meeting. 


8. RSO staff 

met with Traders Hotel Security and Management personnel just 
after the police meeting on the 24th. RSO saw Armed Battalion 
in front of the hotel 

scene had returned to V'business as normal.\" Traders security 
provided RSO with rough photographs of the site (police 
wouldn't allow Traders staff close to the scene) and some 
CCTV (closed circuit television cameras) photos that captured 
still images about the same time as the blast. However 
coverage stopped a few feet shy of capturing the actual area 

of detonation. No evidence of significant shrapnel/fragment 
damage was found. It appears this device was designed to make 
a lot of noise vice creating bodily harm. 


9. The current security posture at Traders appears to be 
adequate. As a result of the May 7 bombings in Rangoon 
visitors (but not hotel guests) are screened and searched; 
these searches tend to be no more than a quick 

search of personal items. As a result of the October 21 
explosion 

hotel 

team that conducts daily sweeps of the compound 
plain-clothed officers and additional uniformed police. 

Traders has nine uniformed security officers both inside and 
outside of the hotel 

already parked cars in the hotel parking area 

coverage is augmented by CCTV. Traders security mentioned 
exploring the addition of Mylar to their ground floor 

windows. RSO and SSM recommended a number of additional 
options to consider for security operations and will continue 

to work with Traders and other hotels and apartment complexes 
in this same regard. 


10. Traders is also the planned location of the Marine Corps 
Ball on November 19. Security arrangements were again 
reviewed with the police and Traders security. Post will 
continue to review its security posture and will make any 
changes as needed 


11. OBO and TDY personnel residing at Traders did not want to 
leave the hotel and felt comfortable remaining there after 

the explosion. The Local Guard Force and Surveillance 
Detection personnel were notified and instructed to increase 
their patrols 

suspicious incidents or packages immediately. 


12. Separately 
of October 21 
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military petrol depot and that police suspect arson. Also on 
October 21 

ammo 

known) at the Takone train station 

Mandalay (hundreds of kilometers north of Rangoon). 


13. Comment: The government raised fuel and transportation 
costs between 600-900 percent this past week (septel); in 
some cases 

about half of his or her daily salary in transportation costs 
now. This explosion could have been political in nature 

since the government does not allow public protests or 
demonstrations. Post will continue to follow events and 

report via septel. 
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this agreement. We do not want the GOI to have to be 
constantly responding to additional conditions imposed by 
Congress 

Saran stated. Saran believes GOI steps on non-proliferation 
taken so far have demonstrated sufficient GOI good faith to 
warrant USG submission of India-specific 

enabling legislation to the US Congress. These GOI steps 
include: passage of new legislation on Weapons of Mass 
Destruction (WMD) in line with international standards; 
harmonizing of India\'s export lists to Non-Proliferation 
Treaty (NPT) and Missile Technology Control Regime (MTCR) 
guidelines; and the GOI unilateral declaration against 
exporting fuel-enrichment or reprocessing technology. 


3. (C) The GOI is committed to separation of civil and 

military nuclear facilities 

process would be solely \"India\'s own decision 
comprehensive and not token 

complicated 

organically intertwined. In order for the GOI to allow a 

civil facility to be placed under IAEA safeguards 

first have to be assured of international cooperation at that 
facility -- otherwise it risks irrevocably giving up autonomy 
without a compensating benefit. The GOI recognizes it needs 
U.S. cooperation to expand its nuclear power output in order 
to help supply the energy needed to sustain high GDP growth 
said Saran. To help convince cautious parliamentarians and 
GOI officials 

would first pass India-specific V'enabling legislation\" that 
would allow commercial relations in fuel and technology and 
as India reached its milestones of separating military and 
civilian facilities. 


TATE 185795 1. (U) Per Reftel, Post nominates the following Salvadoran police officers to attend ILE 
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4. (C) USG VIEW: U/S Burns detailed vigorous USG advocacy 
efforts to date 

cooperation and trade with India 

Congress and to NSG members states 

assistant secretaries at the recent NSG meeting. Instead of 
opting for more expedited passage by attaching civil-nuclear 
legislation as a rider to a larger bill this fall 

was pursing a strategy of full Congressional hearings and 
debate 

empowering the President to reach a full bilateral civil 
nuclear agreement during his proposed visit to India in early 
2006. The USG is also advocating for India\'s full 
participation in the International Thermonuclear Experimental 
Reactor (ITER) and in the Generation-IV International Forum. 


5. (C) However 

Congress to pass legislation and for NSG members to agree on 
a special regime for India -- the GOI must first present a 
credible and transparent plan for separating civilian and 

military nuclear facilities 

show that the GOI would carry the process through to the end. 
Moreover 

seeking instead conditioned \"kick-in\" laws from Congress 
would risk having Congress impose the type of additional 
stringent conditions that Saran said the GOI would want to 
avoid. Similarly 

prior progress on separation. So far NSG members Russia and 
the USA have strongly supported India\'s inclusion; the UK 
France 

still seeking some clarifications; and Italy has not yet 

expressed its opinion. 


6. (C) Moreover 

India to agree to IAEA supervision at each civilian facility 
before agreeing to cooperation on fuel or technology for that 
facility. Dr. Grover (Director 

Department of Atomic Energy) underscored that India has its 
own full fuel-cycle capability 

natural uranium fuel than enrichment or processing 
technology. In response to some Indians\' concerns that a 
facility put under IAEA safeguards may find itself without 
any compensating international cooperation 

technology 

India\'s access to the vigorous competitive world market 
possible by fulfilling its obligations 

facilities would get the cooperation they sought. 


7. (C) Saran and U/S Burns confirmed that it was in the 
interest of both countries to reach an agreement. Both 
acknowledged that each side was seeking confidence-building 
steps by the other side to help overcome respective 


iuty Director General of the Kuwait Chamber of Commerce and Industry (KCCI) welcomed the establi 
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parliament\'s caution and skepticism about agreeing to 
measures that potentially risked not receiving reciprocal 
action by the other country. Ambassador Mulford noted that 
the Joint Statement had not been explicit concerning the 
tactics by which the sides would coordinate fulfillment of 
their respective obligations. Saran said he would present a 
progress report to the GONs Apex Committee (apparently 
including the Prime Minister and the Defense Establishment) 
and further discuss the issues raised. Both sides agreed to 
consider the other's concerns and seek ways to coordinate the 
interlocking process for implementing commitments and 
addressing legislative branch concerns. 


8. (SBU) USG Participants: 

-- U/S Nicholas Burns 

-- Ambassador David C. Mulford 
-- John Rood 

-- Don Camp 

-- Robert O. Blake 

-- Marco DiCapua 

-- Geoffrey Pyatt 

-- Tobin Bradley 

-- Jason Ellis 

-- John Sanborn 

-- Adam Scheinman 

-- Stacey Gilbert 

-- Notetaker: Eric Anthony Jones 


Government of India Participants: 
-- Shyam Saran 
(MEA) 
-- V J Nambiar 
-- Dr. R. Grover 
Dept of Atomic Energy 
-- Dr. Raguraman 
Dept of Atomic Energy 
-- Dr. S. Jaishankar 
-- Hamid Ali Rao 
-- Santosh Jha 


9. (C) This cable was cleared by U/S Burns\' delegation. 
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expressed support for GOK laws and actions.\" Econcouns 
countered that although Kuwait had taken some steps regarding 
IPR protection 

Kuwait Customs and the Commerce Ministry are taking active 
measures 

of Interior is still lacking 

for prosecutions. He added that punitive measures by the MOI 


rain Human Rights Watch Society (BHRWS) called on the Ambassador October 16 to protest the det 
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against violators arrested during IPR raids were weak 
translating into long-term economic losses for Kuwait and the 
United States. Al-Rabah reiterated his call for additional 
information. (Note: On October 22 

detailed IPR non-compliance information earlier provided by 
USTR regarding Kuwait.) 


4. (SBU) On labor issues 

not in compliance with ILO conventions it had agreed to 
concerning labor rights. He urged increased consideration of 
KuwaitVs social demographics. He explained that Kuwait was 
not ready for trade unions 

general 

nationalities working and residing in the country 

80 percent of the country's workforce. Al-Rabah suggested 
that rival nationalities in Kuwait could use trade unions as 
destabilizing political blocs against one another 

in social unrest in Kuwait. 


5. (SBU) Al-Rabah continued that although Kuwait was a 
democratic and free society 

infrastructure 

\"international political risk\" given the competing 
ideological and national sentiments of its contentious 
international workforce (e.g. 

Palestinians 

consideration of these and other V'political risks\" 
confronting Kuwait within the context of international labor 
rights discussions. 
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Visit Embassy Kuwait\'s Classified Website: 
http://www.state.sgov.gov/p/nea/kuwait/ 


You can also access this site through the 
State DepartmentVs Classified SIPRNET website 
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sections of society\" consider the PM\'s visit to the US and 

the July 18 agreement as a \"major step forward\" in bilateral 
relations. Saran said that \"both sides must not allow 
short-term or tactical concerns take our eye off the board 

... We must be relentlessly positive in our approach 

although he recognized that both democracies must bring along 
our respective public opinions. 


3. (C) U/S Burns reaffirmed the condolences offered by 


tance on the Holocaust Remembrance Resolution. RAGSDALE 
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POTUS 

life due to the October 8 earthquake 

relief assistance the GOI might require. He responded that 
the US side has been hard at work in all the areas outlined 
for cooperation under the July 18 agreement 

it signaled WashingtonYs commitment to the new strategic 
partnership. The U/S invited Saran to come to Washington in 
December and noted that he would return to Delhi in January 
and suggested that many items could be finalized before the 
expected early 2006 POTUS visit to India. 


F-16 Sale to Pakistan: GOI Concern is Public Opinion 


4. (C) Saran and MEA Joint Secretary (Americas) S Jaishankar 
pointed out that the GOIVs concern over F-16 sales to 

Pakistan is not over strategic balance -- which they admitted 
would not be seriously impacted -- but over the optics. 

Saran predicted that Indian skeptics would view the sale as 
rewarding PakistanVs decision to abstain from the September 
24 IAEA vote on Iran (in which India voted with the US) 

which could cause political problems for India\'s coalition 
government. He added that \"the public will view that India 

can be their only target\" (referring to the F-16s). 


5. (C) U/S Burns replied that the USG is pursuing separate 
de-hyphenated relations with New Delhi and Islamabad 
which the US-India relationship would be the fullest and most 
comprehensive in Asia. He told Saran we could not let F-16 
sales unduly complicate the host of other ties which India 
and the US are forging 

announcement would probably arrive around October 26. U/S 
Burns reminded Saran of the prospect of larger sales of US 
fighters to India 

co-production 

wants to over-hype the F-16 sale. 


GOI Reports Progress on Energy Dialogue 


6. (C) Saran reported that four of the five joint working 
groups have finalized their terms of reference (TOR) 

only the civil nuclear group's TOR is pending. He noted that 
the two sides have not yet come to closure in three areas -- 
material security 

predicted that the issues would be resolved in the next DVC 
scheduled for November 2. Saran outlined the next steps as 
face-to-face working group meetings 

TOR activities 

and asked if a Steering Committee meeting by the end of 2005 
was possible. He hoped that Secretary Bodman would be 


nmary: DCM convened a meeting of Mission representatives on October 11 to establish an Avian Infl 
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available for a meeting before the POTUS visit to India. 
Jaishankar listed three priority areas where the GOI sought 

to realize concrete benefits: civil nuclear energy; coal 
technology (both coalbed methane and NC2 gassification); and 
renewable energy 


7. (C) U/S Burns noted that the working groups still have a 
lot of work ahead of them to finalize Energy Dialogue 
deliverables. He told Saran that security issues should be 
on the civil nuclear agenda 

flexible on this. Ambassador Mulford pointed out that 
addressing the security aspects under the civil nuclear 
dialogue was \"vital 

reputation as a responsible nuclear power. Dividing civil 
nuclear facilities from military facilities would govern the 
timing of bringing the civil nuclear agenda before Congress. 
U/S Burns indicated that progress would have to precede a 
Steering Group meeting. 


CEO Forum Needs to Focus on Macro Problems 


8. (C) The Indian members of the CEO Forum met September 9 
in Mumbai under Indian Co-Chair and prominent industrialist 
Rattan Tata 

American counterparts 

according to Saran. Tata and US Co-Chair William Harrison 
are to meet in Moscow and share their inputs 

already met with Deputy Chairman of the Planning Commission 
Montek Singh Ahluwali. Saran added that the proposal for a 
January meeting in Delhi between Ahluwali and Assistant to 
the President for Economic Policy Allan Hubbard worked well 
for the MEA. The GOI was also anxious to move ahead with the 
draft framework to accelerate US investment in India that the 
GOI had submitted to US TDA on October 14 

to Secretary SnowVs upcoming visit as an opportunity to move 
forward on a host of economic issues. 

9. (C) Ambassador Mulford underlined that it is essential 

the CEO Forum convenes before the POTUS trip. They should 
not meet prematurely 

productive when they meet. The US side is distilling their 
agenda down to 4-5 major cross-cutting policy issues 
Ambassador Mulford reported 

corporate interests and would single out for attention the 
macro-level problems hampering the flow of Indo-US trade and 
investment. He said that further liberalizing financial 

markets and services will be on the CEO Forum agenda 

could have wide-ranging impact on how India finances major 
projects like infrastructure improvements. 


Trade Dialogue Evolving to Forum 


ıssador Campbell. We continue to receive incomplete and sometimes conflicting reports about the Ic 
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10. (C) Saran proposed recasting the Trade Policy Dialogue 
into a Trade Policy Forum. He said the GOI looks forward to 
hosting USTR Portman 

dates. 

Agriculture Dialogue Needs Direction 


11. (C) Ambassador Mulford indicated that the Agriculture 
Dialogue was important for the POTUS visit. However -- as he 
noted in talking to interested food and agriculture firms and 
universities at the Council on Foreign Relations in Chicago 

-- many potential stakeholders are uncertain how to move it 
forward. Saran replied that the TORs have been finalized 
the two sides have held several DVCs to sort out funding 
issues and create 8-person boards 

probably be finalized in November with a view to ensuring 
deliverables for the POTUS visit. This issue is near the top 
of the bilateral agenda per PM Singh. Jaishankar added that 
the Indian side had passed a 60-page report on moving the 
process forward. 


Information and Telecomms Dialogue 


12. (C) Saran reported that a senior Department of 
Information Technology official would soon visit the US 
following successful DVCs that resolved the TORs. U/S Burns 
shared that U/S Josette Shiner has been talking to US firms 
about prospects in this arena. 


Work Needed to Clear the Way for Civil Space Cooperation 


13. (C) Turning to civilian space cooperation 

the U/S for the August 31 announcement that three Indian 

space organizations were removed from the Entities List 

repeated the GOIVs call to remove the remaining Indian space 
agencies. Such a move would garner excellent PR and would be 
practical in order to realize V'ambitious results V' in space 
cooperation 

received the US draft technology agreement on space launches 
and the draft on commercial aspects 

finalized as POTUS visit deliverables. The two sides had 

some differences with the draft agreement on technical 
assistance for launching US payloads 

that he hoped the September ISRO-NASA nondisclosure agreement 
would suffice. Beyond the ISRO-NASA interaction 

that space experts from MEA and the Department meet to narrow 
differences. On sending an Indian astronaut on the space 


Summary: This is a periodic update to our baseline report on Taiwan\'s efforts to combat avian flu (re 
the Army Designee Status on 21 Oct 05. Col Reyes arrived Brooke Army Medical Center (BAMC) via 
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shuttle 

proposal from Washington 
envisioned 

\"extremely interested. V 


14. (C) U/S Burns responded that not only does an Indian 
astronaut on a US shuttle provide excellent optics 

provides an opportunity for deeper cooperation between the 
two space agencies. He outlined that the GOI would need to 
identify several candidates to ensure at least one would pass 
the series of qualifying examinations and complete the 4-5 
years of required training 

visits and much practical cooperative work. The U/S also 
noted that the GOIVs financial obligation would be in the 

range of $100 

are waiting for Delhi to sign the technical safeguards 
agreement and the space launch agreement. 

15. (C) PDAS Don Camp underlined that India launching an 
American payload on the Chandrayan mission was important. He 
explained that US law requires a technical assistance 
agreement in the case of American payloads on non-American 
spacecraft 

should not apply because they are providing the space launch. 
We have already presented our bottom line. 


GOI Seeks Visa Facilitation for Space Scientists 


16. (C) Turning to a related subject 

that he still receives reports of Indian scientists having 

their US visa applications denied or delayed 

scientists traveling for USG programs. He continued that the 
GOI is having difficulty convincing some scientists of the 
benefits of the July 18 agreement 

perpetuate the image that the US views India V'as a target 
not a partner. The U/S underlined that the applicable visa 
regulations are global and not India-specific; that they 
cannot be suspended for an individual country; and that a 
critical factor is to allow a lead time of at least 14-21 

days. DCM Robert Blake noted that the processing time for 
scientists has come down from over 70 days to generally 
around 14 days 

side. 


HTCG a Defining Element of Indo-US Partnership 


17. (C) Saran hailed the October 17 Indo-US Agreement on 
Science and Technology as a July 18 deliverable and called 

the HTCG Wa defining element of the Indo-US partnership. He 
added that the three foci for New Delhi were nanotechnology 


3 (Ref. A). The partners in the Socialist-led government have failed, however, to agree on joint candic 
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biotechnology 


Democracy Initiative Shows Most Progress 


18. (C) Calling the Democracy Initiative \"the item that has 
moved the farthest 

half of its $10 million commitment in September. He is eager 
to receive US ideas on how to take the Initiative forward 
particularly in Afghanistan. The GOI has identified Indian 
training courses that could be offered under through the US 
Democracy Fund. Saran said two items he had discussed with 
U/S Dobriansky appeared promising: a bilateral event on 
federalism and links with the Democracy Transition Center in 
Budapest. The U/S responded that we need to go further on 
democracy building 


Progress on HIV/AIDS Initiative 


19. (C) Saran outlined that private sector involvement in 

the HIV/AIDS Initiative is moving forward 

Federation of Indian Chambers of Commerce and Industry 
Confederation of Indian Industry 

ICICI bank to be the secretariat. He expressed appreciation 
for the streamlining of FDA approval for Indian drugs to 
combat HIV/AIDS 

from 1-2 years down to three months. The Health Ministry is 
identifying collaborative partners to conduct clinical trial 
research. 


Earthquake Underscores Disaster Relief Initiative 


20. (C) Saran reported that the Home Affairs Ministry has 
yet to allocate sufficient funds to activate this initiative 

but mil-mil cooperation is proceeding: DoD and the Indian 
Integrated Defense Staff have held joint disaster relief 
exercises and joint training 

building and building capacity in third countries. The DCM 
reiterated that PACOM is ready and willing to assist the 
Indian Army relief work following the October 8 earthquake 
including perhaps providing airlift outside of the affected 
region to free up Indian assets for work within J&K 

India must make a request. 


Robust Defense Acquisitions List 


21. (C) Saran outlined several US systems the Defense 
Ministry is considering 
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(MRCA) 

GOI refrain that Delhi is primarily concerned that the US 
remain a \"reliable\" defense procurement source. Saran listed 
higher level technical clearances 

production projects 

participation in the US global supply chain as key GOI goals. 
He expressed his appreciation for progress on missile 
defense cooperation 


22. (C) U/S Burns agreed that defense cooperation offers 
enormous promise 

visit. He singled out PAC-3 and the MRCA as being 

particularly important. Ambassador Mulford underlined the 
importance of Delhi expanding private sector offset 
opportunities beyond the present 

He recommended that Indian and US firms examine global best 
practices and generate ideas for joint ventures to accomplish 
the large offset percentages envisioned. 

Boeing Sale to Air India 


23. (C) U/S Burns asked Saran when a decision would be made 
on the proposed Boeing sale to Air India (reftel) 

underlined the importance of the civil aviation relationship. 
Saran responded that he would check on the status of the 
Boeing tender. 


Wildlife Conservation Cooperation 


24. (C) U/S Burns noted the recent visit to India by DAS 
McMurray and asked if there were avenues for cooperation on 
wildlife conservation. Jaishankar 

McMurray 

may lend themselves to cooperation 

trafficked to China. Other possible prospects include joint 
work on crime prevention and the spread or animal diseases. 
He added that he would pass this offer on the wildlife 

officials in the Ministry of Environment and Forests. DCM 
Blake added that McMurray had had a productive visit and 
would be drafting a paper with ideas for future cooperation 
that the President and PM might announce. 


PSI: It\'s Not Just the Core Group 


25. (C) Underlining the importance of PSI to the global 
nonproliferation system 

disbanding of the Core Group 

underscore its non-pro credentials. Saran responded that 


IATION OFFICER REF: A. ROME 03479 (NOTAL) B. STATE 175637 1. (SBU) The Terrorism Fin 


еі 03196 E) Taipei 03197 F) Taipei 03525 1. (U) Summary. The planned development of Kaohsiung 
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beyond the Core Group issue 

the SUA protocols 

adjustment to take our points on the matter.\" Government 
lawyers are still reviewing the legal obligations joining PSI 
would impart on India. U/S Burns replied that we are aware 
of Indias SUA concerns 

major US partner not participating in PSI. Ambassador 
Mulford pointed out the positive optics India would enjoy by 
joining PSI 

agreement may highlight India\'s non-participation following 
the disbanding of the Core Group because they thought that 
was Delhi\'s overriding concern over joining PSI -- although 
the issues are not linked 

unrelated. 


Comment 


26. (C) The impression distilled from the overview of 

bilateral relations is that the preliminary post-July 18 

steps -- forming working groups and agreeing on agendas and 
TORs -- are or soon will be completed 

completing the agendas themselves. The GOI appears confident 
that the working groups will close the gaps in time to 

complete deliverables for the POTUS visit. Of particular 

note 

as a matter of Delhi preparing to manage Indian public 

opinion and less as an Indo-Pak issue. END COMMENT. 
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iny in 2003 and 2004. The young women were recruited with promises of employment as cooks and 
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29. (U) This cable was cleared by U/S Burns. 
MULFORD 


43453 

Gyanendra and political parties work together in a democratic 
government that will then be able to resolve the Maoist 
insurgency through a political process. New Delhi has \"some 
indications\" that the King may be reassessing the situation 
and recognizing that his actions post-February 1 have not 
been successful. Even close palace confidantes and 
traditional backers have told Indian interlocutors that they 

feel the King is now part of the problem and not the 

solution 

working on their WPlan B 

Nepal and purchasing homes around New Delhi under assumed 
names. 


4. (C) Political parties and civil society organizations are 
likely to step up street demonstrations after the Tihar 
holiday in November 

for the palace to reconcile with the parties 

pointing out that civil society had become more vocal at 
protesting the King's actions than the political parties 

the \"republican sentiment" is growing among Nepalese. While 
there is a risk the King would use the RNA to suppress the 
demonstrations 

protest any such attempt to use the RNA in such a political 
role. While the GOI has decided to stay engaged with the 
monarch to continue to press for reconciliation with the 
political parties 

right promises 

pointing to recently enacted curbs on media freedom. 


More Reported Arms Sales 

5. (C) Gyanendra continues to try to break out of his 
political isolation 

troika statement was constructive 

including China and Pakistan appear to be willing to break 
that isolation by selling arms and ammunition. Saran 
highlighted a report from two days earlier that China planned 
to sell 14 

the GOI had raised arms sales with Islamabad and Beijing 
would appreciate Washington doing the same. U/S Burns 
responded positively. Early fears of RNA shortages of 
ammunition have disappeared 

result of other suppliers providing ammunition 

because the RNA has not taken the fight to the Maoists but 
remains in its barracks. 


Maoist Intentions? 


23, the Ambassador, accompanied by Econcouns and Econoff (notetaker), met with the new head of 
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6. (C) Saran observed that the Maoist cease-fire appeared to 
be holding 

leadership 

may be inclined to extend the cease-fire 

up their arms under UN auspices as part of a political 
settlement. In the meantime 

contacts with the political parties to work out the contours 

of an eventual settlement. When U/S Burns expressed strong 
USG concern over reports that top Maoist leaders were allowed 
to live in India openly 

question of a free run\" for Nepalese Maoists in India 

that the GOI has arrested several Politburo members and other 
top leaders even in the past few months. New Delhi has \"no 
hesitation\" about curbing their activities as much as 

possible 

that Nepalese Maoists collaborate with Indian extremists. 
However 

violence 

seats in elections free from intimidation 

their participation 

has toward domestic extremists. 


Iran: What Do Strategic Partners Do? 


7. (C) U/S Burns forcefully spelled out serious US concerns 
with Iran\'s behavior 

and financial support for terrorism from the 1979 Embassy 
hostage-taking to present support for terrorism in Iraq. The 
new hardline government is likely to increase the role of 
religion in state affairs and lead to further crackdowns on 
human rights and radicalization in its foreign policy. The 
last five months of the EU-3 engagement on nuclear issues led 
to disappointment 

EU-3\'s credibility on the line 

negotiations without repercussions. The USG hoped its 
strategic allies would review their assumptions about Iran 
U/S Burns said 

allies and friends that have diplomatic relations with Tehran 
to let Iran know \"how misguided its policies are. He 
stressed that the international community needs to use its 
resources to check Iran\'s nuclear ambitions. 


8. (C) Saran listened to USG concerns about Iran\'s history 
and behavior 

different. Although the US-India strategic relationship is 
growing 

Washington should not expect New Delhi to follow suit in all 
areas. India will weight US views more significantly as the 


3rian L. Browne per 1.4 b 1. (SBU/NF) Mission\'s consular response team (CRT) returned to Lagos a 
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strategic partnership moves forward 

on which New Delhi has different policies \"because of our 
strategic compulsions 

had to deal with fundamentalist regimes in its neighborhood 
before 

Iran would only lead to further radicalization. J/S Dilip 
Sinha observed that after an initial period of uncertainty 
from the new and inexperienced lranian leadership 
Ahmadinejad regime is perhaps becoming V'more moderate 
citing as evidence the return of Rafsanjani to the leadership 


group. 


Afghanistan: We\'re Involved 


9. (C) The Undersecretary said that the US and India should 
have more dialogue on Afghanistan. Although not yet US 
policy 

with a PRT in Afghanistan. U/S Burns explained the evolving 
post-Bonn framework for US engagement in Afghanistan 

the expanding role of NATO in security operations across the 
country. He also previewed NATO intentions to establish a 
formal partnership with Afghanistan modeled on the 
Partnership for Peace (PFP) with former Soviet-bloc states 
arguing that such a partnership is a logical extension of 
NATO\'s increasing role in Afghanistan. The USG would be 
asking European nations to do more in the future 
Responding to SaranVs question about Russian and Chinese 
reactions to a NATO partnership 

does not discuss Afghanistan much with Beijing 

Moscow should have no complaint 

member of the PFP. U/S Burns also reviewed the Secretary\'s 
recent trip to Central Asia 

Kyrgyzstan and Tajikistan for military facilities 

permanent bases. 


10. (C) Saran noted that he would accompany the Foreign 
Minister to Moscow on October 27 and would be discussing 
regional issues including Afghanistan. He said New Delhi 
would favor greater Russian and Chinese participation rather 
than seeing them sidelined as NATO\'s role expands. Our goal 
should be to V'maintain the international consensus on 
Afghanistan that existed after 9/11 

Burns welcomed an increased role 

Russians have a \"credibility gap\" among Afghans 

Chinese are not doing \"one tenth of what we are.\" Saran 
emphasized India\'s centuries-old ties with Afghanistan and 
desire to remain strongly engaged in reconstruction 

\"we are putting our money where our mouth is.\" He seemed to 
agree with U/S Burns\' point that future international 

assistance could be more efficiently managed through a 


1. (SBU) On October 20, the day of the UNESCO vote on the Cultural Diversity Convention, FCS E 
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central coordinator for multilateral assistance instead of 
sectoral leaders. New Delhi also strongly supports 
Afghanistan\'s participation in SAARC 

Afghan Foreign Minister Abdullah recently sent a formal 
request for inclusion to Pakistan\'s Foreign Minister Kasuri 
(the current SAARC chair) 

request at November\'s SAARC summit. 

11. (C) ACTION REQUEST: Saran conveyed a GOI request for 
Central Bureau of Investigation access 

Akhtar Usmani and Mansoor Akhtar 

officials wanted for questioning in India regarding the 
hijacked IC 814 flight. Please provide guidance to respond 
to this request. 


Pakistan: Progress on Sir Creek and Siachen 


12. (C) Saran informed the delegation that India and 
Pakistan had made recent progress on border talks in the 
Siachen glacier and Sir Creek regions. Islamabad had agreed 
to a joint survey of the V'vertical section\" of the Sir Creek 
border as a way to narrow the differences in positions 
similar to a helpful survey done earlier on the \"horizontal 
section.\" Additionally 

discuss options for a maritime boundary 

seaward side 

borders that remains the most problematic outcome of the 
disagreement on the land boundary terminus at Sir Creek. 


13. (C) The main difference on Siachen remains the issue of 
recording the current positions of forces before a 

withdrawal 

record the post-withdrawal positions 

disengagement. New Delhi wants a mutually-agreed document 
recording the current positions 

to settle the details 

principle to recording the positions at the last discussion. 

The two nations also agreed to have no activity in the zone 

of disengagement without pre-notification following the 
withdrawal 

Control (LOC). \"I think мем! have some movement" on both 
boundary areas 


Quake Relief 


14. (C) Saran and his deputies outlined Indian assistance to 
Pakistan including 8500 blankets 
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deeply appreciated. Senator Reed concurred. 
VMilitarily things are 


| 
t like that property. We will participate financially in 


VWe had an American delegation 


we succeed in Qatar 
fine. 


they will sneak around 
till one day they have it. 


t have this balance 


there is a big percentage of Shia. The population in 


and 
s why | say they 


then we 
and we 
t care if they are 
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t go with Iran completely. V" 


thinking of them as lragis 


Turkey 


HBJ said 


made difficult by 


which would be about now. But 
\"we will have to start 


it will have to be done carefully. 
VWe have problems with our elections." 


and Doha contains two-thirds of the 
S population.) 


WI hope we have elections by the end of next 


HBJ replied (as if never having 
V'That is a problem. Maybe February 


2004 concerning human rights, which refers to the United States of America. The note indicates the 


irdimci, DEHAP Sanliurfa Provincial Chairperson, has been sentenced to 6 months in prison and a fir 
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VI know you 
t raise the subject of Al Jazeera.\" HBJ said 


small country; we have no intention of harming 


but we have the full intention of finding a solution 


\"That is 


and they expressed strong interest in doing so. 
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the opposition \"Pan-Blue\" 


which developed the components of the Defense 
has 


an outgrowth of the May 


they are rooted in 


People First 
to the Defense 
P-3c 
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diesel electric submarines) 


to funding 
to 


the Pan-Blue also attacked the ruling DPP for 


however 


since that acquisition had been previously 
Pan-Blue parties have dug in their heels on the 
KMT legislator Su Chi told AIT on October 11. 
see Ref A.) 


Pan-Blue promises of future 


then to the end of that session and finally to the 
after three rejections in 

Blue legislators are beginning to hint 

the time 


the two camps hold very different perceptions of 


Taiwan can never match China militarily and 
has no choice but to accommodate this new power 
Yang continued 


he said 
V'too 


out, initial feedback from the GOK indicates that the assistance will be split equally between the Kuw: 


yn October 12 to review the Embassy\'s security posture prior to the local weekend. Members noted | 


Column 4 


told AIT that 80 percent of Kuomintang supporters 


V said Su. The moral of this story 
is that Taiwan cannot count on the U.S. 


cross-Strait specialist Philip 


but with close contacts in 


even defend 


DPP and Taiwan Solidarity Union (TSU) 
Yang argued 


he continued 
as 


Y and continues to enforce the \"40 percent rule\" 


Yang told AIT 


Y which is V'useless 


will only stimulate PRC military buildup 


cross-Strait tensions 
in large part because of the Lien and 


possible Chinese tourists to Taiwan and 
and PRC attentiveness to 


to do this is to establish a more structured policy dialogue that would allow us to forge a common fra 


, established a child labor unit within the Ministry of Labor and Social Policy, and appointed a Chief Οι 
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Spencer Yang explained 


Philip Yang noted 


Yang continued 
not to mention the fact that production and 


Su Chi explained 
the last because Taiwan 
see Ref A) further missile acquisitions 


anti-defense 

is а Wshallow'" perception and misperception of the 
Su 

because it had not clearly explained its stance 

Su continued 


moreover 
for example 


he noted 


Su stressed 
Philip Yang told AIT 


V intended to obligate the U.S. to defend Taiwan. 
in turn 


C) 


further identified the Defense Special Budget with 


Different Visions 


in fact 


ansmitted in ref. B. All training activities began on Monday, 10 October. Confirmation of clearance is 


re imprisoned after being arrested on August 9, when SENAD seized 336 Kilograms (KG) of Marijua 
‘e (Forum) conference plans and discuss support for the Center for Entrepreneurial Excellence in Bal 
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and the current session 


pricing 
detailed information. They choose to 
as Blue and 


the Green and Blue camps have 


on the other 
is operating in the continuing aftermath of the May 


it is clear that they have had a significant 


charter 


and will 
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with Secretary 


that of former UN Ambassador Jean-Bernard 


Le Figaro notes 


rious on-going problem. There is great concern that deteriorating weather conditions -- snow has alt 
ncestry to whom officials refused to issue birth certificates. The mother of each child had been born ir 
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which alleged that Secretary 


Barthelemy Courrmont 


V titled “Тһе New 


President Bush has made one daring 
one soon 


this 


left-of-center Liberation carries an op-ed about 


defense and 

the President acts like a Monarch. In foreign 

the French Head of State acts as absolute master. In 
French democracy is an absolute myth. This is 


e. Jaafari added that he expects widespread voter turnout that will include Sunni participation. He ad 


Column 4 
because 
and its diplomacy 


including its so-called 
casts doubts on this same policy. The 
where 


the earthquake in 


who have already initiated steps 
will be similarly inspired. In 
the devastation is such that survival overtakes 


President Musharaff will come out weakened 
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Column 4 
although it also highlighted 


the PM named Bernard 


the organizer of the conference 


participated in his conference 


which forms a key part of the 


the Ambassador made a point 
a market-based approach) 
Carayon emphasized that 

he mentioned the 


as well as the ongoing 
but said he hoped the lessons 


such as terrorism. 


and that in 
future needs must be considered. She 
and select 


which 


stressing the U.S. system\'s openness and 


one on 
one on the US and French systems 
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one member of the National 

Axel Poniatowski (UMP) 

tax schemes such as the Foreign 
and 

yet the EU is accused of being 
head of the French 

picked up this theme 


Danone could have bought Pepsi. 
VP of EADS 
since if it were guided by pure profit motives 


since the State Department clearances take too 
and said 


Phillipe Pouletty 
and France does 
but should spend 


Gay Sills from the US Treasury 


founded on the principles of an open 

from the French 

explained French 

and spoke in very general terms about the 


space technology 
encryption IT security and antidote production). 
deputy of the director for economic 


stated French rules do 
but do allow for appeal (whereas 
but no appeal from a 


itelligence head. The attack reportedly left four dead and seven wounded. At the request of the LTTE 


ince were representatives from each of the following sections/agencies: RSO, MGT, RMO, IMO, COI 


PASS USTR (ELENA BRYAN) STATE ALSO PASS HHS/OGHA (EELVANDER) ROME FOR FAO E. 
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and 


the PM named Carayon to head a 
but also to explore the 


particularly in 
and 


Thomson 
but our active 
we were 


since protectionist 
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however 


the Ecumenical 


and asked that we continue to press for HalkiVs 


ani ATC prior to entering Omani airspace, and use the appointed flight designation for relief-related m 
ament. Following ratification, expected by the end of October, full implementation of the EXBS progre 
ation Executive Board, a key Syriac diaspora organization in Europe, and was sent to other EU deleg: 


By: AIT DIRECTOR DOUGLAS PAAL, REASON 1.5 B/D (C) TaiwanVs Ministry of Economic Affairs I 
(рі to take immediate steps to reinforce the breakthrough by issuing public statements welcoming the 
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but was impeded by others from 
in the lead 


even Higher Education Council (YOK) Chairman Tezic 


we have seen no steps in that direction or 
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the Fama Show 


based on \"American Idol\" and coordinated 
featured a mix of well-known songs about New 
music written for the occasion 


000 largely young people 


feelings flowing from their own 


September 26 
the Fama (\"fama\" meaning fame 
aired a one-hour special dedicated to 


the show opened with a background video footage 
set to a narration by a Fama 


and understood 


considering that New Orleans 


ı powerful blast ripped through the city Police Commissioners Task Force offices in Hyderabad on the 


oposal inimical to patent and trademark law submitted in August by the president of the Senate Com 


sition all along to support the constitutional process. We want all walks of society to participate, he sé 
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solidarity 

Don\'t Let the Sun Go Down 
Heal the World 

a Mozambican song 


and a rousing finale of When the Saints Go 
\" with full audience participation. 


and their desire lend a 


which immediately backed it and offered to generate 
the Fama special 


such as a panel of 


PAS identified an American USAID employee 


Xai-Xai 
its prime-time ratings often surpass those of TVM. 
it exemplifies what 


plus fast-paced 


with ICARDA in preparing USDAVs water management for food safety workshop planned for Tunis in 


gue, Assistant Attorney General Rafael Sebastiao. The GRM explained the move as part of a restruc 
C ACTION ITEM #04-02, AND DOD 5105.38-M (SAMM, CH 5) Sensitive but unclassified. Please pr 
oordinator (for resettlement) joined with the Islamabad Refugee Coordinator and the Regional Direct 
at Ireland\'s position on the UNESCO Cultural Diversity Convention has not changed; Ireland still sup 
e United States of America and has the honour to refer to the Embassy\'s Note 349 of 1 July 2005 co 
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STV guaranteed itself a young 
Fama 


it happened fast. But without 
it probably would 


a mass media target of opportunity 


and move forward. Money was never an issue since 


and 


the Fama Show special demonstrated that the 
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FMF has provided over $18 million to 
develop 


saying insurance companies recently lifted the risk 


which recently won a 35-year concession 


would dramatically increase port 


saying only the central government benefited 


romise by political leaders, as announced October 12, their endorsement by key Sunni elements, anc 


l office. Post will continue to follow up with GOI officials. 2. (U) Visit New DelhiVs Classified Website 


Ὁ cut back from 158,000 to 90,000 WFPVs assessment of refugees requiring food aid in the Tindouf ı 
mary: Participants in a civil society roundtable with A/S Fried cited corruption, inadequacies in legisla 
a ministryVs standing instructions to its Geneva delegation are to not support the EC proposal. Post v 
1. When the Attorney General met with Sheikha Mozah to inform her about her uncleVs case, and se 
| States of America in Madrid, and has the honor to communicate that the Government of Spain has c 
i. Details of the interview were discussed with ORA and the Walk-in was turned over to ORCA perso 


presentatives of USAID SIPDIS and DHS, as well as two NGOs. This cable summarizes USDEL\'s . 
's of avian flu have been discovered in Bulgaria. Officials from the National Veterinary Service (NVS), 
anada. Small, who is also Director General for Human Rights and Humanitarian Affairs, had been br 
77074 1. (SBU) Embassy delivered reftel points to trade ministry principal secretary Newby Kumwen 


food and fertilizer situation in Malawi, Finance Minister Goodall Gondwe was asked to explain delays 
rkey will indeed urge the Ukrainian government to finalize the NATO-PfP Trust Fund implementing ag 


(C) Ankara 6138 Sensitive but unclassified. Not for Internet Distribution. 1. Summary. The Turkish 
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he 
to meet the challenges of providing for a 


rather than 


but... 


including stemming 


but requested increased assistance for the 


Y Ghormley said 


V Ibrahim 
to support counter-terrorism operations. OMC Chief 


even though the Foreign Military 


including the Navy. Envy still runs 


) Place of Birth: Brooklyn, NY USA Date of Birth: 17 May 1949 Passport Number: 801485456 Arrive 
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PKK threat at the European level, including actions that would target financial and organizational sup 
ions among Iraq\'s Sunni, ShiVa, and Kurds. He expressed hope that there will be more work done t 


ent (JCRED), currently scheduled for November. He told us that Allawi envisioned that the Iraqi dele: 
ion, keyed to Ref. A requests, on coordination of efforts to combat terrorism financing: a. TFCO: Jes: 


ish aid. This aid proposal is certainly politically charged and should be negotiated bilaterally between 
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a former MP and current 
a majority of 


the 


which stipulate that in the case of a surplus 


and according to Parliament 


pointing to reductions 
despite increases in 


Deputy MOF for the Budget 
said the ROYG had to spend the money quickly before 


demanding 

and obstructing implementation of a 

MOF Director of 

disputed the accusation that the ROYG cut 
the Cabinet 


said Nahari 


saying the ROYG \"refuses 
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in order to 


Assistant Deputy Minister of Finance 
admitting to Econoff that there 


said 
without oversight or audit. 


Speaker of Parliament 


without discussion. 

with one MP screaming at 
\"You are a tyrant!\" Al-Ahmar 
allowing for debate on the 


to be accessed only with explicit 


recognizing a possible crisis 
called a meeting with the GPC members in 
Bajammal and GPC MPs cut a 


the budget would be sent to the 


known as an honest GPC parliamentarian and a 
suddenly found himself in an impossible position. 
Imrani could appease 

while provoking the 

he 

making him a hero to Parliament 


Imrani then did the only 


leaving the 


»xpired at the end of August 2005. The Paraguayan Senate approved Candia,s appointment оп Aug. 
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dumping the supplementary budget on the Committee at 
it will 


but 


however 


\" lamented Imrani 


the ROYG is still running in the red. Minister 


where 


the ROYG will only manage to maintain 


but the sheer size of the request has provoked 
not 
\" said one parliamentarian. 


Yemen\'s monitoring body for corruption 


post is participating in a donor working 
with the aim of 


communities. The review clause at the core of the amendment package will allow the next Council of 
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strengthening 
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and said the 


but that 


saying that 


Black Sea region and the Middle East. END 


Beyrle said it was important for the two 


Purvanov was 


he added 


Deputy Foreign Minister 


taking into account BulgariaVs desire for a 


2007 
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months in prison. Her supporters, including renowned student leaders Min Ko Naing and Ko Ko Gyi, 
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no further assistance is required. 3. Visitors are reminded that bearers of diplomatic and official pas: 
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predictable and loyal ally 


as well as the USA 


which is a guarantee against the spread of 


Bulgaria will continue 


we 


0/2006. A. Recurring Support Costs: - Allowances (COLA): $14500 - Allowances (Educatio 
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01.01.2007. We count on the US for their relevant 
but we hope that our accession will not be 
financial 


and the ever-improving investment 
are all reasons to expect a sharp rise in the 


and for the defendants to be released. 
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apparently awaiting 


Dokubo-Asari\'s lawyer and Ledum Mitee 


were \"invited\" to Abuja and questioned about 


the State Speaker of the House was dismissed and 


Abuja is pressing the State Assembly to impeach 
and the Speaker\'s demise may be 


Imo 
who is currently in hiding. Protestors 
and as many as six 


and MASSOB sources claim that they are still in 


accusing him of corruption and abuse of 


each appeared to 
we 


the UNSC position will take place in 2007, and Czech competition includes Croatia and Georgia. The 
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following alleged 


but no resolution has yet been made. 


the political competition promises to be more 


not only will political dreams be dashed but one might 
we will continue to see more 
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\"How far has democracy reached in 
the Majlis al-Dawla (State Council) 


and there are no political 


and has even put a ban on the press 
\"There is a fear that if the 

the people will soon 

\"By the way 

not only do the people 

but they lose their money as well.\" 


628 hits 
\"Why don\'t we have a genuine Prime Minister in 
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many of these young workers are 
\" 


and 
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and will 
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urging them to 


the most important type of freedom is the freedom 
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which 


700 hits and 45 responses 


and we hope that 
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\"\"Oman Tribune 
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the American Voices musicians gave an interview on Radio 
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Talabani 


but said that he hoped that in Irag democracy 


but there were many deeper 


Al-Adhami said 
saying it was primarily a courtesy 


no Czech 
primarily due to security concerns. 


particularly for projects 
including 


Talabani spoke 


President Talabani came down with flu and did not 
including a meeting with the mayor of 
as well as a planned meeting with the Iraqi 


М for the Zaranj-Delaram road project from Iran, the completion date has slipped from March 2007 to 


т have only underscored the importance of this. Local financial markets have oscillated dramatically a 
t month. Turks are particularly sensitive about Talafar, a predominantly Turkmen city in northwest Nin 
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led by Iraq 
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not 
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press reports indicated that a few hours later 


after the 


the opposition was friendly to both America and 


Iraq desk officer for the Czech Ministry 

said that other than TalabaniVs 

the Iraq 

though did lay the groundwork for 

substantive meetings. FM Svoboda promised Talabani 
after the elections. 

later this month 


Jordan to discuss the issue of Iraq\'s 


1 2000), and the lack of access to this market, since 2000, was heavily felt throughout the sector in Ir 
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ary for Arms Control and International Security Robert Joseph. Also, in September EXBS Advisor cot 
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is in a restricted area but is vulnerable to an 


000 bpd of crude from being 


the pipelines 


the gathering centers 


but the 


but the real questions are 
how prepared the GOK would 
and how seriously it takes the 


Health and 


t that special efforts will be made to ensure the routine passage of trucks supporting Coalition operati 


on the referendum paralleled ours, and said the GOJ would continue privately encouraging its Iraqi c 
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and that these assessments 
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and by outside 
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pipelines and 


enabling 


many of those in place did 


for example 
and the Western pipeline 
are both unprotected. 


nomics Minister Martin Bartenstein on October 14. The Economics Ministry undertook to consider thi 
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the Kuwait Petroleum Corporation (KPC) 


V and indicated that an attack could easily 


with little organization or training 


but 


CCTV Upgrades 


upgrading of physical security procedures and 


establishment of a no-entry offshore zone 


while some 


threats from Iraq 


V one KNPC contact 


but it is our opinion that Kuwait needs to find the 


which is ultimately responsible for 


brother of the Minister of 


he 

each subsidiary is responsible for its own 
meaning that KOC is responsible for the upstream 
while KNPC is responsible for the downstream 


and that 


he added 


immission (EAC) and asked the Dutch to support this effort. 2. (SBU) In response, Lightvoet noted tr 
ill deliver the letter from Secretary Gutierrez and Reftel A talking points to Minister of Industry, Trade 


subject. He noted that the Spanish government has already set aside a national Holocaust remembr. 
| electricity blackout, another round of fuel shortages, and a major pipeline breach at the critical al-Fa 
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but the two KNPC officers implied that 
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a 
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with clear path outside the zone for 


but radar will now be installed on a number of buoys 


for 
steered clear. They added that a new patrol 


the Sea Island loading 
the Single Buoy Mooring (SBM) 
and office buildings. Mina Al-Ahmadi is located 


000 bpd. It also contains a number of other units of 
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vacuum distillation 

Eocene crude distillation 

and removal of acidic gasses. The refinery was 


000 
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alerss@state.gov c) Because TFCO\"s in the region seldom meet, continued EB/ESC/TFS leadershi 
he Dominican delegation to support the U.S. position. HERTELL 

pro-pedophilia. 2. INSTRAW does not grant any official status, accreditation, or recognition to any o 
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and the SBM is connected by undersea pipeline to the 


Kuwait can export almost 2 


including the use of tanker trucks. 


for the 
unprotected. From the southern reservoir farm in 
crude is supplied to the Ahmadi Refinery via 24 inch 


000 barrels 


there are 


as do the gathering 


the EQUATE petrochemical 


while not directly part of the oil industry 
there 
and it is quite easy to walk into 


but more needs 
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the Mina Saud facilities 
especially from the 

South Fuwaris 
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a division of Chevron which operates the Saudi 


including the residential compound 


but is trying to get the GOK to do 


however 
discussing 


and most said that Kuwait would quickly turn to 


and that he had an alternative 
when lOCs are asked for 


no feedback or follow-up questions come from the 
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rafficking in Persons (TIP) Tier 2 Watch List (reftel), Ambassador presented a letter outlining these st 


) the proposed convention, namely that aspects would be harmful to free trade and free speech. The 


| limited effect on Iraq's oil production. The October 12 explosion at the al-Fatah Crossing had alreac 
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working in the 
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Chairperson of Adana Chamber of 
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investment opportunities and transportation 
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generally in teams of 
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and make every 
targeting high-piracy 


he acknowledged that the volume of pirated 


anda 


he eagerly 


two from 

and one from Customs). Post expects that these 
along with others who have completed USPTO 
will constitute a core group of 
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or Haiti was delayed due to new, unanticipated spending by the Interim Government of Haiti (IGOH). 
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so far 
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and excessive GOB fines and 
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the Belarusians stressed their focus 
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engaging as appropriate the leadership 


vote 
certified and supported 


000 in ESF for the international observation 
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especially to the poor majority. 
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as the attention of members of Congress is turning 


000 in ESF to complement the USD 250 


2006 congressional and 
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to deal with anti-corruption 
and trafficking in persons. 


with the 


S deep-rooted authoritarian heritage and 


the government and Congress have 
the 


given the fact that individuals staffing those 


often corrupt government institutions with 
poor management systems and 


distribution of income 


ze to MFA Assistant Under Secretary Shaikh Abdul Aziz. Shaikh Abdul Aziz said he would consider a 
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drug use and violence have increased 


organizations 


including United Nations organizations 

the World Bank 

the Inter-American Development 

the European Union and many embassies and bi-lateral 


and the Dominicans have 
which lowers petroleum costs 


given their 


Chvez himself presents a model 
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urriculum, (such as Il Sasso in Montepulciano used in FY05) provide students and Eligible Family Me 


IALL/SNYDER TELCONS OF OCTOBER 14 AND 15 1. (SBU) Summary: In a meeting with the Arr 
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low levels of conflict and 
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national 
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political party 

or prevention 


»nt annualized growth rate in the second quarter. The growth rate for the first half of 2005 is estimate 
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mistaken subsidy policies 


ongoing shortages 


resulting in 
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the customs authority and the 


S proximity to our territory 
and 


non-democratic 
Venezuela and Haiti. 
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it). On October 12, Maia Pia Dradi, a expert on Afghanistan reconstruction in Modiano\'s office, respo 
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we also 
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Deputy Interior Minister Boiko Kotsev 


with or without an MLAT 


Consular 
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child abduction 
the current treaty does not obligate Bulgaria to 
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000-40 
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Ambassador Krajeski said: V'Recently there has been 


... when 
when journalists are arrested 


yes 
the article translated the word 
\" a term connoting a full-stop -- 


the ROYG\'s Saba News Agency responded 


oke about the upcoming Tripartite meeting and the security situation in the eastern part of the country 
q: - Ministry of Foreign Affairs - The Government of the Republic of Djibouti is pleased with the progre 
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V and called the Ambassador\'s 
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official government daily Al- 
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Al-Jazeera hosted a discussion on 


Yemen\'s Ambassador to 
a former leader of Yemen\'s 
a Cairo-based 


the Ambassadors 
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various media outlets across the 
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who serves simultaneously 
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he cited the fact that the response to Saudi 


rather than from Iran. Fear of Iraq falling under 


a think tank headed 
has posted an 
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18.495 yes 

which first appeared a week ago and includes 
reflects the views 

GRC researcher Dr. 

a Sunni Arab born in 
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s contents and believe it is not an acceptable 
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000-60 
however 
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such as 
and current and former Sunni 


V complained 
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we inquired with the Iraqi Embassy 


a Sunni Arab from al-Dawr (\"I\m from where Saddam was 


and (2) help Sunnis forced by the U.S.-led 


he said 
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A/US for International Cooperation Mohammed 
UAE Ambassador to Washington Al Asri Al-Darer 
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adding that he had 
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and this V'was not going 
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because of U.S. law and the need 
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1 Activities Support Center, Republic of Kazakhstan Ministry of Defense. Captain Mirsakhatov receive 
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and to ‘tone down\' criticism against the United 


V Wexler said. Wexler said it was 'relieving\' that EU 


says the report. 


the capital of Pakistani Kashmir which was 


five vehicles 


000 in cash 
he said 
tents 


V 

Turkish Cypriots sent five 
12 rescue workers 
papers report. 


Health Minister 


adding that the ministry 
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loods and mudslides that have devastated the country. Guatemala is in a state of calamity and will bi 
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V Gul 
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ne UNESCO Cultural Diversity Convention is adopted. The program argued that the U.S. seeks to bt 
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Turkey regressed on 
say papers. 


papers report. Schroeder 


say 


The TFCO Deputy is Richard Hinman, Political officer, tel. 420-257-530-663 ext. 2313, email: Hinmar 
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the tsunami disaster led to an 
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the plan for an operation will 
when public support is gained 


10/12/2005 15:36 
10/12/2005 15:44 
10/12/2005 15:45 
and that it was not likely one could be negotiated 


admitting that 


?. The UNESCO cultural diversity convention was brought before the General Conference cultural coi 


. chairs the Special Committee to Investigate Israeli Practices Affecting the Human Rights of the Pale: 


Column 4 


as 
s ratification of the Bilateral 


10/12/2005 15:46 


banking (septel) 
and insurance (septel). 


two CEOs and one senior 
Citibank 
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growth was rapid 
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Column 4 
not between Israeli and Arab 


the popular slogan 
it now appears that the 


Qatar 


Bnei Sakhnin [the townVs 

not Qatar or any other 

and its fans are Israeli citizens. This is 
whose attitude 


where for the first time ever an Arab 
altruistic interests rather than 
brings with it an additional blessing. 


at least in terms of Qatar 
not only toward the 
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Iraq 


made necessary by globalization. V 


ordanian delegation to UNESCO in Paris. RUBINSTEIN 


Section 4.1 of IECI Regulation No. 5/2005 provides that a complaint or dispute related to the referer 


Column 4 


Jimmy 
author of the book V'Kill 


Europe 
Europe is 
the British Minister 


who writes: \"With the opening of the 
Europe has done the right thing. Integrating 


and specifically over 


a new bone of contention has risen between 


FM Douste-Blazy called on his British counterpart 


every Republic is a powder 


Islamic 


with Putin feeling 


s possible. Colonel Reyes was injured in a Salvadoran Air Force helicopter crash on 12 Sep and is ct 


h Conference of the States Parties to discuss the draft agreement on challenge inspections. Yavuzal 
would likely be sending a representative to the UNESCO conference. RAGSDALE 


iultation process, and the Presidency country (currently the United Kingdom, and soon to be Austria) ' 


omess Project. 2. Embassy understands that no assistance is necessary. 3. Visitors are reminded 


Column 4 


in spite of 
and the weak 


diplomats are wondering about the chances for 
President 
what is becoming clear is the reverse correlation 


it will be the end 
V said Vice President Cheney. The fading 


and not in the Arab 


the former key nation of the Middle East is 
involved in 
sees things in black and white when it 


itis mainly due to disappointment. Paris 
the 


thus presenting a 

the 

under strong international pressure is tearing itself 
the 
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howsoever tragic 


but of joint relief efforts. 


zompliments to the Embassy of the United States of America and has the honour to inform that H.E. | 
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a 


joint NGO relief operations 
IAF helo support for relief 


joint restoration of the 
donation of 
despatch of Indian medical teams 


SMILE ON YOUR BROTHER... 


Kashmiris are pushing for further lowering of 


including PM Singh 


\"People-to-people contact is essential in 


since people 
he noted 
but the reverse was not true. 


moderate separatist leader Mirwaiz Omar Farooq 
while Jammu and Kashmir Liberation Front 


000 in aid. Malik said many people 


the only sanctioned travelers 


visible 


including a reported 100 soldiers dead and 


ries for their negative position on the Iranian nuclear program. However Pavel Mrazek, Iran desk offi 
Il with other EU members. However, reiterating previous statements (refs В C), Kara said he did ποῖ: 
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including provision of 
2500 tents 
13 


delivering 500 tonnes of supplies 
and evacuating 475 seriously wounded 


journalists and separatists had 


and wondered why the GOI would not permit foreign 


while 


saying the troops also helped rebuild 
but Pakistan and India denied those rumors and 


reiterate their desire to be helpful in any way with 
which in some areas is 
even to the extent of 


INC. SENDS MIXED SIGNALS AND LICKS ITS OWN WOUNDS 
however 
a 


just missing an army convoy. The Jaish-e-Muhamad (JeM) 


the Jehad Council 


s is an action cable for IO/T. Please see paragraph 4. 2. Post delivered ref B letter from Secretary C 


Civic Democrats (ODS) 91-94, is currently unaffiliated and becomes the sixth non-party member in F 


sareful consideration at the highest levels, and is therefore likely to be final. However, at the urging of 


Column 4 
however 


as well as the death of 70 of its cadres 


that terrorist camps generally consist of tents and 


weakening their 
the Times of India cited 


the quake quickly assumed a 
with separatists and politicians vying to 


who sense they may soon take power from CM Mufti in a 
accused MuftiVs 


not state functionaries. JKLFVs 


and urged the GOI to permit foreign NGOs to 


contacts indicated the much-rumored 


but a PDP 


and well-connected 
writing in the V'The Hindu 


Khare argued 


‚ keeping Small Salah (Little Hajj), to energize his agency. End summary. 2. (S) The British High Co 


acity of local governments and election machinery, and influence passage of anti-trafficking legislatio 
Banana Workers Fired For Unionizing (7) -- Other Banana Workers To Be Reinstated (11) -- Teacher 
issified email: ManzanaresJ@state.sgov.gov. 2. (U) Deputy TFCO is Economic Officer Carl Schonar 
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scheduled to take place in mid-October 


despite borders 


and have pushed for direct aid 
joint relief operations 
reinforcing KashmirisY sense 
the tragedy has provided 


the image of Indian relief helicopters 


especially if 
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450 partially damaged 
000 people. 


orted with Iraqi law. The court adjourned until November 28, when it will begin hearing evidence in the 


anent Representative to the UN in Geneva, that afternoon. She added that the relevant information v 


ced some serious aviation issues, including the collapse of Drug Kingpin Fernando Zevallos\' AeroCc 


rating the request for delisting. A similar letter in June, 2004 was sent to Canada and, they believe, t 
Development Peru, a subsidiary of China National Petroleum Corporation (CNPC), recently inked a I 
ıderstood from the delegation that Paraguay was supporting the original text of the convention, a posi 
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India sent 


000 blankets 
five tons of plastic sheets and 12 tons of medicine. 


in J&K since 


reported that relief efforts have not reached 


military check points are 
and some roads are blocked by debris. Tremors 


on October 13. Dewan listed priority relief 
including individual and smaller family sized tents 
locally procured building materials 

and technical assistance in earthquake resistance 
though 


as construction must 


“Тһе Hindu" quoted a Srinagar- 


claiming 
with which they dug up earth 


Health Ministry 


Kupwara and Srinagar. The military reports the 


000 blankets 


n Air New Zealand flight NZ439. 3. Assistance is requested in securing hotel accommodation for this 


Column 4 


Indian 


2004 Asian 


or wired to ignite herself. AFP also 


and alleged most aid effort in J&K is 


V'You (U.S.) are doing so much 
why not this side? No one has gone beyond Uri 


APHC Chairman Mirwaiz Umar Farooq 


54 Indians were across the LoC when the 
7 have returned home 
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ip Conference in November. We would like Ambassador Salmon to address the demands of leaders 
ithout assistance from the original producer. Thailand,s thirteenth confirmed human death from ανίαι 
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the Canadian Life and 


with more than 


with life insurance in relative decline and 


change their 


Canada Life 


Manulife 
Canadavs biggest insurer 


Met 
American Income 
Knights of Columbus 


Column 4 


IRS ruling 2004-75 -- harms U.S. companies 


the U.S. Internal Revenue Service 


to U.S. taxes 


IRS Ruling 2004-75 


Ruling 2004-97 


IRS Ruing 2004-75 creates 


these Canadian residents already pay 


the 
the American Council of 
have contacted Canadian and U.S. 


or exempt Canadian policyholders via an 


July 21 
October 15 
July 


2005 


August 8 


isonRS@state.gov). 3. Reservations have been made within per diem at Hotel Hesperia, Paseo de 
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the 

as well as prominent 
Vice-President 

CLHIA; Jane Voll 

IBC; Richard Dubin 

IBC; Deirdre Martin 

IBC; Neil Skelding 

Vice President Corporate 
Manulife Financial; Moira Gill 
TD Financial Group; Bill 
Member relations 


City of Toronto 
Pol/Econ Consul Sherri 
Pol/Econ Officer Tom Boughter 


and Embassy Ottawa ECON Minister 
Brian Mohler. 
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several 
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they 


want Iraq to fail 


he reminded the audience 


especially the ShiVas 
the 


on this and other 
the key to success is 


Iraqi Muslims spent 


but that the struggle for democracy in Iraq must 


two of Al-SalehVs 


2005 article: US 
says envoy at Shia event. 
Foreign Affairs Correspondent. 


US ambassador James C. Kenny told members 


Column 4 


Deaglan de 


along with 
greeted the ambassador and his aides on their 


many of them of Iraqi origin 


Mr Kenny said it was &a great opportunity to 


\"to start and build a dialogue between your 


to go forward 


very impressed with the 
he said he 


it energised myself. | want to learn more 
of 


head of the Shia Muslim 

said he had lost two brothers-in-law in 
south of 

last week. 


Hotel Union, Miklosiceva street 1, tel: 386-1-308-1270; FAX: 386-1-308-1015. The cost of a single r 
1ey plan to construct a 200-acre super inspection plaza for U.S. and Canadian border enforcement o! 


» reported September,s overall year-on-year inflation rate at 359.8 percent, up from 265 percent in Au 
) (1,232,416); Orientale (3,153,549); Katanaga (2,947,089); Kasai Occidental (1,684,277); Kasai Orie 


worth USD 71 million. The conflict has reduced the flow of foreign direct investment (FDI) to its lowe: 


Column 4 


an Iraqi human rights activist living in 
said: VI believe we are working together to build 


the article gave Irish readers a different 
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said Demirtas 


saying &only 20-30 percent of Kurds support the 
but roughly 50 percent of Kurds in the southeastern 
Demirtas supports 


s members are ill-experienced and too close to the 


s &green light 
as 
TGS CHOD General Ozkok made speeches warning against 


Diyarbakir and Adana in mid-September 
s proposals. Dialogue on the 


where it appears to be stalled. Demirtas 


s August 12 speech. 


n event was recorded when a container exited the Sri Lankan port two days earlier. On October 13, 2 
that calls on states, international organizations and NGOs to reinforce protection regimes in the regio 


c Organizations. Frutos accepted reftel points and stated that her office will have to consult with its c 
(SBU) On October 18, Regional Treasury Attache Mat Haarsager, EconCouns, and Econ Assistant n 


he quake -- we will clearly need to draw on tent supplies throughout the world, and call on the resour« 
h the more definitive virological test results for influenza, the egg embryo blood test, due next week. 
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Demirtas sees GoT Justice officials using 


pointing to regionwide 
Nusaybin 


use of the name &Apo8 or 
8 or display of Ocalan 


Demirtas 
now that we are seeing an increase in 


S) battle with the PKK 


with more democratization and real GOT 
partial amnesty 


and could not enjoy certain public 


8 but 


8 said Demirtas. He 

recalling how the PKK leadership had 

S use of 

8 which GoT prosecutors considered an essential 


but PKK leaders considered this a 


8 said Demirtas. 


aishankar noted that an immediate response on October 21 would be unlikely given the focus on U/S 


iublic vote against renewing the mandate of the three UN institutions that are biased against Israel, in 
jenthal is currently serving on the Court, his re-election would likely be straightforward as long as he t 
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a Zaza speaker and former U.S. 
has a one-year 


10/14/2005 11:18 
10/14/2005 11:20 


responding to 
which range 
depending on the definition of unemployed. Those in 


based on those actively 
argue that being without formal-sector 


Liz Gavin. One of the aims of 


October 12. 


3396 of those 


pal in September by lending NOC USD 17.5 million to pay off the petroleum import bill owed to IOC ( 


nservation organization Guyra Paraguay, along with environmentalists, businesspeople and media re 
за would be unable to make a contribution either bilaterally or through the EIB at this time. She did ni 
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and 


October 12. 


10/14/2005 11:20 


Reason(s): 1.4 (B/D) 


convener of the Democratic 
told AIT that he 
the 


win election on December 3 by burnishing 


Tuan stressed 


Tuan Yi-kang 


briefed AIT 

DPP 

launched on October 
Tuan explained 


reform 


which was not vetted or approved by the 

has no organization and is being planned and run by 
Luo 

Tuan said 


Arab political parties, local IECI officials, imams, sheikhs, university professors, and other leaders. Tr 


'eftel talking points and fact sheets on the need to demonstrate international support for the referendi 


asponse Force (NRF) mission that NATO approves. They said (and the Spanish press has reported) 


Column 4 


according to DPP International Affairs 
who participated in AITVs 


V he 


Tuan explained 


Kuomintang (KMT) candidate Chow 
is a weak campaigner 


Luo will need to maintain a lead of more than 
Tuan said. LuoVs 
however 


and so Tuan suggested initiating a reform campaign 


Tuan noted 


Tuan 


V while worry has also been 


Chow has taken the lead within the last several weeks 


Jate. 2. (SBU) Polmiloff spoke separately to MFA Disarmament, Arms Control, and Non-Proliferation 


‘airs and Cooperation sends greetings to the Embassy of the United States of America and has the hi 


aid Austria had reached the limits of its capabilities in deploying 60 troops from the elite NBC unit to tl 


I for us LithuaniaVs assistance to Pakistan to date, including tents, heaters, and donations of approxir 


Column 4 


the DPP has bent its principles and not followed 


Tuan cited 
agreeing to rebates 


Tuan noted. Restoring 


he stressed. This priority is much more important 
Tuan added 


once again attacking the opposition 


accept responsibility 
Tuan suggested 


Tuan said he had 


Tuan said 


including the large bonuses paid to the chairman of 
he was inviting DPP candidates for county 


measures that exceed 


oes not sufficiently move funds away from ineffective activities toward effective program and activitie: 


orted on Victoria and Ikoyi island. A recent clash between police and army soldiers in a working class 
»ne of the governors\' favored pastimes), but is causing many of them to rethink the wisdom of backit 
»ne of the governors\' favored pastimes), but is causing many of them to rethink the wisdom of баскіт 
»ne of the governors\' favored pastimes), but is causing many of them to rethink the wisdom of backit 
»ne of the governors\' favored pastimes), but is causing many of them to rethink the wisdom of backit 
»ne of the governors\' favored pastimes), but is causing many of them to rethink the wisdom of баскіт 
orted on Victoria and Ikoyi island. A recent clash between police and army soldiers in a working class 


Column 4 
several DPP 


before deciding whether further measures 


such as alleged bidding 

Tuan said he would wait to see whether the 
whether someone is held 

and whether public opinion is 


what he got instead was an amazing 
or maybe itVs just a 


among other things 
referring 


but he has set a standard to remove the premier 


after the cameras were 
produced a spirited reaction from the New Tide 
which has been calling for a New DPP to set itself 


who 

told AIT DIR that the party is in a 
V and said 

with factions slamming each 


and not entirely sure what to expect from 
however 


and served on the Constitution and Rules Commission. From 2002 to 2003 he was President of the 
. The paper carries daily opinion columns from diverse international sources. 2. The Marquez article 
al to Spain. 4. THREAT ASSESSMENT: In general, Spain is safe. However, Madrid, Barcelona anc 
issed the U.S. position on the protection of trademarks and Gl and explained the ongoing debate in tt 


rarthquake. BARNES NNNN 


Column 4 
which she 


is a \"concept\" at this stage. Tung Li-wen 
said the idea of reform is good 


but some specific proposals 


corruption allegations 


and 


as he often has in the past 
Chen\'s 
and 


that Chen will heed the ideas of the New 


10/14/2005 11:21 


Presidential Deputy Secretary General James Huang 


PRC Foreign Ministry Spokesman Kong Quan stated 


Kong said 


on July 22 


All nominated officers were born in El Salvador. Sublnp. Raul Eduardo Reyes Escuintla DOB: 2/15/1 


Column 4 


summit. Meeting with 
the 


but only 

July 22 

Huang told the Deputy 

s overture and that the real intention had been 
such 


s announcement that he would accept the nomenclature 
China.\" 


NSC Secretary General Chiou l-jen 
he was considering 


he said 


because traditionally the Taiwan 
whereas Wang is a 


the ROK 


s representative in Seoul 
s intention to nominate Wang 


therefore Hwang had to 
s negative reaction 
S participation 


Jndation\'s efforts, and explained that there was no indication of Kuwaiti private sector investment in | 


quested (via email to Ellen Gano) and will distribute upon receipt public education materials cited in r 


Column 4 


though unlikely 


Huang 
perhaps the U.S. could pursue this possibility 
Huang told the Director 


details of which he was not now 


KMT Chairman Ma Ying-jeou stepped 


Ma telephoned Wang 


he also offered to utilize the 


according to press reports 


however 


the KMT was told 


Chairman Mass initial response to the 


Chang explained to AIT 


gs for a BHRWS delegation to Washington. The BHRWS officers present were Secretary General H 


united in a common goal: defeating the opposing team. Although leading at half-time, the Governme 


ysture following the local weekend. Members noted no substantive changes in the local security envi 


appeal to the GOA on humanitarian grounds to allow the refugees to be registered using UNHCR\'s 
RMA AND NKYLOH NSC FOR JMELINE EUCOM FOR POLA/J3/J4/J5 BRUSSELS FOR USAID PL 
call on President Musharraff and PM Aziz, followed by a press event. The Pakistani MFA confirmed t 


d at Guantanamo who claim to be Algerian. Miller said there were 25 such detainees. Out of these, t 


Column 4 
October 13 
Chang said 


several weeks after receiving BeijingVs 


did 


not as a viable 


this may be viewed by Chen as a useful diversionary 
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Acting 


also took the opportunity to 


including 


Secretary of State 
thanked the U.S. for 


and that departures for the U.S. could 


such as Canada and Australia 


Column 4 


Assistant Deputy Minister for 
Citizenship and Immigration 


and for raising the stature of the resettlement 
he expressed concern that there 


Refugee and Migration (IGC) offered the best forum 


and added that by contrast 


noting that the parties need to 


led by Secretary for 
said that the CERF and IDP 


noting that agencies such as UNHCR needed to be 


discuss MissionVs collaboration with the GOE on avian influenza (Al) issues. NAMRU-3 has been cc 
es in foodstuffs, explain the significant rise in imports. End Summary. FY 2005 Imports ----------------- 


i -- who crossed the Jordan-lraq border at approximately 11:30 AM local on Thursday, October 20 in: 
‘eleased the flight manifest (faxed to OpCenter). Mission has confirmed that the name of the USDH c 


Column 4 


she questioned the rapidity with which the 
saying Sweden 


though supportive of the 
would prefer a more deliberate pace in 


Svensson said that Sweden 


and 


she could not offer any prospect for Swedish 


First Assistant Secretary of the 
Humanitarian and International Division of the 


noting that Australia had been accepting small 


Hughes noted that UNHCR lacks 


including 


16 morning to a Nigerian pilot who said he was part of the search and rescue operation. The pilot гер 
yact is well northwest of the flight plan. This has led to speculation that the flight was hijacked but Po: 


ed RefTel A which concerned the Memorandum of Agreement (MOA) between State and DoD concel 


Ogun State (Geocoordinates approximately 06 48 02 N, 003 18 21 E). This is much closer to Lagos 
a hamlet named Lissa. Coordinates of the crash site provided to us by the CRT are N06.48.52, and 


Column 4 


Greene said that resources are at 


the subject of IDPs had not 
but that it currently was at the heart of 
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the pair enjoy their lives away from China and 


according to Hongwei 
forcing the couple to 


perhaps due to their 
appear to integrate fairly well into 
however 


to foster 

to prevent discrimination 

and hatred on an ethnic basis.\" The Department 
which takes the lead in 

focuses its efforts 


not recently arriving immigrants. 
meanwhile 


and 


a Moldovan construction worker in the 
is a positive example of the integration 


in the year 
Oleg has begun to speak some 


jled from China. The stock market declined on avian flu concerns. Authorities conducted a nationwic 
matose state and BAMC Doctors report Col Reyes condition to be terminal, consistent with brain dee 


Column 4 
and he is already a popular figure among 


themselves usually 
have had only limited 


an electoral coalition 
and Belarusian politicians for the October 2004 


although Voldemar 
leader of the group and prominent Polish 
did succeed in reaching Parliament. 


and others from ethnic minority 
have gone on to hold high political positions 


controversial but popular 
moved to 


is the chairman of Parliament\'s NATO 


79% of residents are Roman Catholic 
0.896 Old Believer 


given its 


while 


ty (BSP) and its coalition partner, the National Movement for Simeon ΙΙ (NMSS), have named two of tl 


Column 4 
000 total 


which settled in the region over 600 years ago 
and are considered 


notably young students 


however 


and 


language use in Lithuania is changing drastically 


your 
your huddled masses yearning to breathe free. V 


bolstering 


and 


it is likely that immigration pressures will 


Director of the MFA\'s EU 


\" he opined 
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Lithuania will 
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the much-anticipated November 27 constitutional 
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s efforts. Greene also pressed for strong 


?h: 39 06 4674-2107 Fax: 39 06 4674-2398 E-Mail: KilnerSF@State.Gov The Deputy TFCO is: Rick 


d-Operate-Transfer (BOT) project. Additionally, in the wake of the Kaohsiung Rapid Transit corruptio 


Column 4 
000 refugees in 2006 -- a 30 percent increase 


joined by Ambassador 
Asylum and 


Deputy High 
and Americas Bureau Director 


the U.S. welcomed UNHCR 


s commitment to make UNHCR a more 


he made it clear that UNHCR would not take a cluster 
camp management or emergency 


S protection role 
or (c) where the existing 


s leadership role 


Greene said that the USG would push for 
including in several meetings 


noting that India may grant 


tutes upon arrival in Germany. END SUMMARY. Who are the Traffickers? 


dublic schools and met with over 400 students and nearly 300 teachers and education leaders in ever 


Column 4 


Guterres said 


Guterres expressed great worry 


including emergency 

camp management 

and creating a culture of accountability. 
but focused on 


s inability to manage its Burundi activities 


Guterres said that UNHCR has the right people 

the newly created results-based management 

but that change will take time and that good 

by 

should lay out minimum standards for managers and 
measurable objectives. 


s emergency response capacity. Previewing what he 
Guterres praised the work of 


whom Guterres has asked to head the Africa Bureau -- 
s operations. On camp management and coordination 


s responsibilities as 


coming in as last resort only when necessary. 


assador congratulated Al-Sabah on his recent appointment and discussed current issues as well as t 


Column 4 


Liberia) 


S work and 
s leadership in resolving the 


but the necessary diplomatic and financial 
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camp management and coordination 


UN ERC Jan Egeland 


and 


though 


and have settled on an 


table security environment around the crash scene. The crash site is not a very large area. The CR] 


Column 4 

the plan calls 

camp 

and emergency shelter. As part 


s efforts to engage its Executive Committee on the 
a panel discussion on the topic was held October 3. 


Decentralization 

Mr. Mbemba Fundu. 

Egeland laid out three goals of 
national and international 

said Egeland 

assessing the level of sector 
providing assistance 

he asserted that 

which meets again on December 12 


Liberia 


otherwise it 
t happen" 


Sweden 
and Norway have committed to support the CERF 


and \"the Red Cross has a role too.\" He added 


that stronger political 
and that 


s High Commissioner Antonio Guterres said UNHCR 
while acknowledging 


but rather working to ensure they are met 
s increased involvement would not 


Director. Our contact said that upon receiving Secretary GutierrezVs letter, Trade Minister Furlan hac 


Column 4 

but could in the 

s PROCAP proposal could be tapped by UNHCR to 
mid-level protection staff. 


the 

and the IASC for their efforts in bringing 
whom many 

s role as 

camp management coordination 

some 

USDel 

vice other possible funding 

s increased involvement in 

nor 


said the UN should 


calling for 


Annan highlighted \"accomplishments\" of the 


including progress made to 


which 


saying its goal is to help 


and crimes against humanity. Annan noted that 


as does UNHCR. 


EXCOM members took note of the IASC deliberations 


Column 4 


where and when this will be implemented 


resources 


the \"new\" approach is likely to 
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King Gyanendra 


free and fair. He encouraged broad 


\"therefore 


giving due consideration 


the King said people have now 
but \"all of us must remain ever 


Column 4 


the King issued an ordinance amending 
television 


FM radio stations 
noting that the 


unless it came from the 
newspapers to date have 


the 


2006. The Commission 


prohibiting 


create indifference towards 


analysis 


weeks immediately following the annual session of the Sub-Commission on the Promotion and Protec 


ADIKAL / SABAH / CUMHURIYET / ZAMAN / OZGUR GUNDEM: Alleged PKK/Kongra-Gel terroris 


Column 4 


but a V proper environment" was 


as it is not an 


told the press that the seven party 

be it 

unless the King was honest about 
Roshan Karki (RPP) 

but noted that the King should create an 


who leads the RPP splinter Rastriya Janashakti 
told the press the announcement of the polls could be 


with Anil Kumar Jha 


as the current 


UML General Secretary 


Column 4 


issued a statement condemning the ordinance as 


\"we hope the ordinance 


Kishor Nepal 
said the code was so 


the code left no room for the media 


the King announced the date for 
and made \"positive\" remarks in his 


and the Maoists. While Pandey had 


he omitted mention of the strict media curbs that the 


it will be critically 


and the 


upcoming elections are unlikely to have 
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both Kosaner and Sensoy noted 


they also cautioned that actions against Iran should 


Turkey could 


. (U) KRCS is expected to coordinate the disbursal of $50M in relief assistance with other internation 


С agreed that the Embassy\'s already heightened security posture and force protection condition (ЕРІ 


Column 4 
MFA officials and State Minister Tuzmen 


taking away or freezing assets can greatly reduce the 


likely through the Turkish FIU 


Turkey has sufficient laws within its new 


and that TurkeyVs 
and informed both Kosaner and 


land and maritime exercise Turkey will 


ith Turkey has been reactive and focused on issues of the day. This approach worked when the two 


varded 84 child labor violations to the Prosecutor\'s Office for prosecution under the country's amend 


Column 4 


Portugal and the United States. Turkey 


improving the 


once on 


but the criminals themselves were 


not just in Turkey 


yy the persons mentioned below, whose names were not included in the previous messages (ref. A ar 


of being part of an international drug-trafficking organization. 3. (U) On August 26, the Canine Unit de 
ikh Abdulaziz bin Mubarak Al-Khalifa said it would be important to showcase tangible results during t 


Column 4 


information exchanges or even 


and 


he said. 
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who heads 


r remains a top, largely unmet priority. Raids of relief convoys and distribution centers by locals in the 
n 1998 by a non-governmental organization representing Dominico-Haitian Women. The group recei 


Column 4 


the governing 


there are 12 seats in the Chamber and 6 in 


this 


in fact 


which had been in place for the entire post-war 
wanting to respond to the referendum 
developed a mixed system 


the system 


and many observers credit the reform with 


Northern League politicians said they would not 


‘ward. Jaafari stated that Iraq\'s leadership has demonstrated its flexibility and willingness to include € 


Column 4 


the Center-Right coalition has a 
according to many observers. In the 
the coalition symbol generally 


the Center-Right coalition 
will gain a few percentage 


since individual parliamentarians will owe 


but will fall relatively soon afterward because of 


V and Fassino criticized the Center-Right 


Column 4 


by making 
it weakens his 


which one 


and that this 


the 


people will vote a national party list 
since there is not 


the parliamentarian will be more accountable to 


this electoral reform law is not likely to 


the Center-Right might 


ending the debate over a 


and is succeeded 


Column 4 
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stating 
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which caused significant property damage 
and culminated in 


the situation became too violent to be 
doors and gates to escape. When more than 100 riot 
798 detainees 


approximately 500 detainees were recaptured 
Deputy 

who was present at the 
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bank, had refused to put the transaction through, citing an alleged connection between the broker an 
additional funding to the NATO-PfP Trust Fund to destroy outdated Ukrainian munitions. Gunay sak 


ir this week for testing. The Minister of Health made a similar announcement confirming the results. 


Jctober 2005 Depart: 18 October 2005 5. TSA reatly appreciates post support. If Post requires furti 
t drug Kaletra, ending seven-months of intense negotiations under the threat of compulsory licensing 
ОҒ determines its position. STAPLETON# Please visit ParisW Classified Website at: http://www.sta 
xurage Iraqis to support the constitutional process. Aboul Gheit acknowledged the point but did not si 


ла: an agenda could be built around the priorities of the respective Ministries, as well as economic ref 
and Deputy TFCOs by region on the Departments classified website would be useful to improving ct 


Column 4 


Troedsson 


especially in more than 
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a ruling by 


although 


10/17/2005 8:58 
including Agriculture 
emphasized they are willing to 


at had been considered gains in efforts to stamp out forced labor. END SUMMARY. 2. On October ' 


Column 4 
speaking for the four cotton countries 


and warned that there could be 


including 


particularly with respect to modalities 


he 


beginning with 


according to Lamy. 


however 


the United States 


he said 


outlining areas where 


there is an emerging consensus over a Swiss 
he said. 
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and recognition that the negotiating process must 


many acknowledging the 


but it also expressed concern about the depth of 
blue box disciplines 


Ambassador Hugueney of Brazil 


and it came through in a sign 


he stressed. He foreshadowed that more 


monitoring 


emphasizing that the EU can deliver what it is 


we are certainly 


Bedlinen 1,332 Gym equipment 1,401 Toaster 
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he said. 


Ambassador Wasescha 


Japan 
but the outcome 


and he pushed back on Lamy\'s 
putting the focus instead on the previous Argentina- 
emphasizing the 


food security 
Cuba 


Norway 
particularly antidumping 


including the trade and 


improving market access opportunities 
and creating an 


saying it is not in 
and he welcomed recent 


Column 4 
Colombia 
with Peru describing the issue as an 


Brazil 
with Cuba calling for a ministerial 


together with proof of prior informed consent and 


saying there seems to be little commitment by 


she said 


including the importance of transparency and the 
he said he 


Lamy noted a strong 
he 
while at our next meeting we will be talking of hours. 
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fax and telephone. He described their interaction as 
he believes that the PRC has been 


tions in New Delhi. 2. (SBU) Sinha also relayed rumors he had heard that the USG is focusing on de 


Column 4 


lengthening substantially the flying time to Beijing 


according to Fan 


the PRC has 


which he believes would 
the PRC 


Fan claimed that Taiwan 


and 

on 

wants to move immediately to regular 
Taiwan is willing to 


there will not be enough demand 
PRC-bound planes 
and Taiwan- 


‘kets. As Secretary Snow\'s successful August 1 to 3 trip to Brazil demonstrated, now is not the time 
3EL GBR, AUS) One year ago, in September 2004, CF operations in Talafar brought U.S.-Turkey rela 


iis breakthrough. Post understands that one of the veterinary conditions imposed is for direct supervis 
sh judicial case must be answered. Once these issue are resolved, a transfer of a small quantity of tr 


1 contractor to customize the Internal Control Program (ICP) for use by Turkish businesses. Finally, I 
on October 13 at Abu Gharib and Camp Bucca by an IECI mobile team. IECI also expressed flexibili 


Column 4 


Fan reported that the PRC wants 


Taiwan wants to limit the flights to Taiwan 


which PRC 


but only if tourism is also 


the PRC may not 


Fan said that the next three weeks 


Fan said they 


Fan pointed out that he will be visiting 


he warned us not to believe any news reports 


Column 4 


there would 


2004 


charter flights were implemented after a 
Fan said 


it would imply much worse prospects for 


if the DPP has a 
Fan speculated 


2005 
assistant chairman of the Travel Agent Association 
which the Taiwan government has named to 


China\'s 
would send a 


he later noted 


including tourist documentation 


travel safety and emergency management. 


Yao said that the timing of the 


especially 


Yao 


hirds majority in three provinces because the Sunnis are not well organized, and many Sunni Arab or 


te.) van Voorst 
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he did appear 
both negotiators 
citing 


buta 
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as a means to 


Moussa committed to making helpful public remarks 
as well as during his 


Arab League Secretary General Amre Moussa 
as agreed by AL 


11 AL security 
and a group of 10 journalists to Iraq October 


overnight at either the Mugamma al Wuzarah 
and 


imised to pass reftel points to Docter to help him prepare for his meeting, and said Docter would mos 
Jr position. 3. Comment: Although we\'ve been told by trade contacts that they understand our posit 


2ROSS IRAQ ----------------------------------- 2. (SBU) Ministry of Electricity advisor Ayser Habib reporte 


Column 4 


very close-hold for security reasons. 


Moussa 


but would not deter him from executing the 


he would welcome any advice or assistance to 


most likely in terms of transport 


or possibly U.N. aircraft. Embassy Cairo Political 


including President Talabani 

senior ministers 

Barzani 

and others. He was pleased to hear that Ambassador 


and had asked FM Zebari to make arrangements with 
Moussa intends to fly to Irbil to meet Barzani before 


he added 
Turkey 


ı finance political parties. The actions are welcome news, though there are conflicting accounts of pre 
TFCO maintains good government contacts to whom information on designated terrorist organizatior 


3-686-4038; email brownna@state.gov. 4. Total staff time devoted to complying with this request wa: 
is originally planned. Though long-delayed and slower than anticipated, registration can be classed a 


Column 4 

if at 

in a Vnational dialogue\" conference in Cairo or anywhere 
than in one held in Iraq itself. This might be 

if security eventually permitted; but perhaps a 


he stressed 


unacceptable if created by the U.S. 
the expected Baghdad visit 
and his consultations with USG/Coalition 


he said 


Moussa argued 


Moussa 


he said. 


mu-Sal-e-hah)V to which Iraqis had 

to describe the proposed AL-backed national 

and would seek lraqisY agreement on appropriate 
whether national V'accord (Arabic 

V or national \"discussion (Arabic 


as opposed to 
and argued that his having 


he 
should contribute significantly to silencing local 


he noted 


¡NY OF THESE LETTERS, ALTHOUGH THE PRIME MINISTERVS OFFICE HAS PROMISED A RES 
n in Costa Rica for a little more than one year. Dr. Piquet was issued a one-time Cuban exit permit (r 
-oreign Relations and Culture General Directorate for Foreign Policy The Ministry of Foreign Relatior 


of America and has the honor to refer to your note number 116, by which the Embassy has requestec 
inst the Andean FTA around the country from October 10-13. In Risaralda Department, about 25,000 
1 your history -- Hurricanes Katrina and Rita. Likewise, the Senate of the Republic supports the effort 
: details on alleged incidents. RefCoord cautioned CPT that resettlement outside of Syria is unlikely. 
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\" he continued 
we Arabs must speak with the 


Moussa 


he added 


the League would be better able to 


nor to mistake foreign 


was commmitted to supporting the Iraqi 


especially in 


he noted 


only half-jokingly V'taking credit" for the 


2 idea of convening and institutionalizing USG-sponsored annual regional conferences on combating 
‘urity environment since the last meeting, members agreed to move forward with the ball. Members f 


nce again, the Ambassador emphasized that the GOK should be a model in the region, not simply str 


Ws Americas Department pledged to get the issue before the Legal Affairs and International Organiz: 
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Moussa appears well 


and wants 


the AL) 
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but she did share the 
though the dates are 


though post is aware of no 


2. (C) Officials at the South Oil Company (SOCO) reported October 15 that the С 
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he raised the importance of crafting an 


and 


he added 
Hang said the GVN 


especially 


something 
Hang replied was under the auspices of the Ministry 


Michalak 


which is due October 14. Hang said she had 
and Michalak promised to forward it 


nent early this year, and his condition has dramatically worsened as a result, according to Saad Loun 


Jrity in Oman. Oman, a recent addition to both the Container Security Initiative (CSI) and the MEGAF 
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but that they would need past 
memos 


noting that Vietnam had been 


asking questions on things 


but also emphasized how much the 


even 
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such as energy or education or health 


nonthly salaries, to buy school clothing and school supplies. Most children in Haiti attend private sch« 
view of its current ban on imports of U.S. beef and not to allow political considerations to interfere witl 
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on her own initiative 


and that it was hoped 


but in the current 
she acknowledged this did not 


but all levels of 


as an MPP 
she was very involved in border issues. 


355 also did not turn up any indications of a treaty. Post will report immediately if we receive any diffe 


Column 4 


she claimed 


an area Ontario cannot regulate. She noted 


energy would always win out over 
with its 
had learned its lesson 


commenting that the current recycling process 


citing 


but agreed that it was a stop-gap measure - 


which allowed arbitration 


but did not provide provisions to review 


[FCO meetings to improve coordination among TFCO\'s, as suggested reftel. Such meetings could 1 
ATON DC FOR J3/J4/J5 HQ USEUCOM VAIHINGEN GE FOR J3/J5 E.O. 12958: N/A TAGS: AEMR 
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but no evidence was uncovered showing that 


including proscribing the actions of 


in particular - 
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then elections in December will replace the transitional 


there needs to be a 


oortive of a system that would reduce costs. She was less concerned with the costs to Thailand that 
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all Iraqis 


independent 


in the end the constitution is a formula for 


particularly in 


and the re-creation of life. This shall enable Iraq to 
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ten Saudis and two 
for questioning. No charges have 


which local newspapers 


VJahra Mosque Attack Sparks 


ion that former co-chairs the U.S. and Morocco speak at the conference opening and upcoming со-сі 


Column 4 
but this is not the first 


a group of youth 


the youths burned a stolen car in the vicinity 
smashed the mosque\'s spotlights 

and shouted slogans accusing ShiVa of being 
of collaborating with \"the infidel Americans 


a traditional gathering place for Shiva men 


Secretary 

a moderate ShiVa 

who spoke with the owner of the 
Hussein Al-Qattan 

\"Death to infidel ShiVa 


despite being notified about the 
local police did not arrive at the 
at which time they were reportedly 


an Islamist associated with the 
attempted 
to obtain the release of the youths detained. 


provide security for (ShiVa) 
and give the ShiVa a bigger area. According to 
Shaykh Nawaf also asked Al-Qattan to inform him of 


ncrease for ҒҮ06 as we һауе a new Ambassador and three other direct hire staff arriving with varying 


Column 4 


a ShiVa political 
said the \"victims of 


one of only 36 


this mosque has been 
V Hassan 
a liberal Sunni 


more than 20 


stated that the incident 


or \"infidel.\" End note.) The 
VWe are afraid that Kuwaiti press 


intellectuals 


God forbid 


Mohammed 
head of the ShiVa Clerics Gathering 
told 


Abdul Hadi Al-Saleh 
a ShiVa religious endowment 
arguing that \"Salafis 


inference and said Chad already is working on the preparation of an all-inclusive meeting. According 


wever, fiscal and monetary developments need to be watched during the rest of the year. Governme 


Column 4 
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especially in crisis situations prone 
our 


but addressing this issue during a period 


but that may 


contrary to Indian 


including in 


they judge 


however 


are being tendered and awarded at a very slow pace. Though the GOI committed to assist in buildin 


Column 4 


when 


New Delhi PolCouns noted that 


however 


a number of plausible options 
softening of the 
anda 


so he can sell 
his 
and the country (i.e. the electorate); 


or the GOI will be more inclined to 
with potentially 


although they can be difficult to 
the 


\"After 
we are all from the same family.\" This fallacy makes 


where many of the grandchildren only have a 


000 foreign students in all of India 
and only one Pakistani. A number of USG and NGO 


Column 4 
but even these have to work against very 


which has been reinforced over the years by 
films 


targeted to audiences other than the business 


and would be 


but 
indirect approaches that can help 


furthermore 


not in the 
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and for relations among these countries and with the 


although it is difficult to determine if this is 
or a change in tactics. Several 


Column 4 


Ambassador Crocker explored 


all other efforts to catalyze 


combined with tariff reductions 


mainly on the Pakistani side of the border. 


sugar and some other 


there is a strong fear on the Pakistani 


the expectation is that India would 


good 


1 attending the upcoming Tripartite meeting scheduled for October 20-21 in Kampala. He added that 
ll take place Saturday October 15, 2005. - The referendum, which will take place Saturday on the dra 


3 your interest in a strong U.S. relationship with the region. During your visit, we will celebrate our acc 
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the MFA\'s \"Co- 


Ambassador in Charge of \"Co-Development 


the total number of immigrants that had entered 
and over 


with more failures than 

it was a project with a political goal designed to 
V Connan said 

Jean-Pierre Chevnement 

but again it delivered mixed results at best. 


the MFA took over the program and altered 


the example with 


n Turkey. The Government plans to lift the quarantine restrictions in the Al affected zone by the end: 


Column 4 
the program has been in 


opening up a small business 


such 
researchers and businessmen 


the MFA considers the Mali program 
Connan explained. He added that results 


the Comoros 

several Sub-Saharan Francophone African nations 
the MFA spent around 2 million euros on 

spending will increase to 6 


the Co- 


sits uncomfortably in some 
the emphasis on investment and enhancing 


while also dealing - albeit in a small 


ieaning that the passports issued prior to 10/26/05 would remain valid, only the expiration date would 
explained that the amendments to the agreement - and a proposed new Annex A - change the QIZ ai 
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economic 


Post added seminars on 
educational opportunities 


conducted Fulbright interviews 


\" donated book sets to several libraries 


including President Gayoom. End 


through 
consular and cultural programs 


opposition Maldivian Democratic 
the Attorney General 
the Atoll Development Minister 


IT 
water 


the California Table Grape 
Caterpillar 


ag: Begin text: -- You are all following closely what has been happening in Iraq with regard to the pol 
‘ary resolved the matter before the MFA was able to locate the appropriate military authority. Both the 
n away from classrooms. End summary. 2. (C) Public school teachers from the elementary and secc 


jrid (Ken Forder and Administration Section Expeditor Aurelio Sevillano) will pick up Mr. Franco and N 
requests must now go through the Syrian Foreign Ministry in Damascus. They did not give a reason: 


Column 4 
Microsoft 
a participating US company has 


a film festival 


Public 


educational opportunities and 
both by those who attended the seminars 


a US V'educational opportunities" booth was 


embassy officials held a number of useful meetings on 


as well as consultations with UN 
and economic and commercial contacts. The crew 
along with the Defense Attache 


Science 


noted that we expected to approach European governments, including the GONL, shortly with specif 
:redibility to the process. 3. (U) However, the OAS operationVs costs have been higher than anticipa 
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000 citizens 


from schoolchildren to political 
made 


as noted in the MPP. Another Friendship 
and we expect it will build on 
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SLM/A 


Graida 


the 

581-strong AU mission included 696 military observers; 
848 protection force members from Nigeria 

Senegal 


he was warmly welcomed by the Chadians. (Note: 
Khamis Abdullah 


shia Islamist parties have organized, he suggests that the recent corruption scandals naming Allawi a 


Column 4 
the Chadians 


the President 


several attempts were made to provide 


but a compromise resulted in sidestepping the 
all parties and partners seem committed 
and the meeting ended on 
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Ambassador continued 


despite being ordered 


Column 4 
as well as working 
however 


said Ambassador. He reiterated that the 


saying that the continued use of arms dealers 


he 
to stop weapons from ending up in the hands of 


Please Help 


but 


saying the ROYG \"will act on any information you 


Qirbi mentioned that the ROYG received 


but the Bulgarian informant never returned. The 


Girbi 
Faris Mana and 
had been informed directly that they could no 


when intelligence is 
however 


1s The Government of Canada is pleased to confirm its agreement to deploy Canadian Forces (CF) | 
? eve of CAFTA coming into force, Hurricane Stan delivered a body blow to Guatemala, which was all 
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the most effective tool in securing 
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Jan 8-Feb 20 


selected from among the Embassy and seven 
for the subject U.S. Studies 


the first director of the University of Toronto\'s new 
and Dr. Kevin Haggerty 


10 
Saskatchewan 


Alberta 
Canada 


Criminology Program 


uction of ancient artifacts in Iraq as evidence. PHLIPOT 
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Alberta 


University 


Centre of Criminology 


Honours (Law: Concentration in 


Richard V. 


Kevin D. and Richard V. Ericson eds. The New 


Kevin D. 
169-187 


Kevin D. 2004. \"Technology and Crime Policy. V" 


Kevin D. 


Column 4 


Kevin D. (forthcoming 2005). \"Visible War: 
Surveillance and Speed." in The New 
edited by 


Richard V. 


edited by Tom 


Kevin D. (forthcoming 2006) "Risk ManagementV 


up to 
not taken a systematic approach to the study of 
the post finds this initiative a positive 


will be 


and will focus on a variety of public 


and Kevin Haggerty 


and his participation in the Fulbright 


with Canadian and 


nd expertise on this issue. Such training could not only enhance the effectiveness of the individual ΕΙ 
3B felt that the prospect of even higher oil prices did pose significant inflationary risk. The SARB also 
5, the Prime Minister agreed with the Ambassadors that the date of the election should not change. T 


з the right choice, but under IOM\'s direction will be able to function sufficiently well. END SUMMARY 


Column 4 
fighting terror and nurturing stability in 
and sharing intelligence daily to foil terror 


as the 
we cannot secure our countries 


where he 


led to a public inquiry on the 
with the 


the Mission has worked hard to impress upon 


perspectives and contacts to 
policies and approaches 
intelligence and law enforcement 


both domestic and international. My 


intelligence and information technology. This 


ce plenary that the convention be adopted; this will likely take place on Thursday. 3. For Santo Domi 


Column 4 


and as noted below 


with a particular emphasis 


after 9/11 policy change has been so far-reaching 


| see the prospect of intensive 


| also believe that my research and 


but are 


he committees due to Sri LankaYs membership in the Non-Aligned Movement and its relations with A 


Column 4 


with Canada often following the American 
both | and my students 


Public Affairs Field Representative 


Serbia and Montenegro 


TELEPHONE AND E-MAIL: 


TORONTO 


PHYSICAL 


UNIVERSITY OF 
P.O. BOX 273 


INCLUDING PREVIOUS POSITIONS AND 
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THE ATLANTIC 


SENIOR 


ACADEMIC AND PROFESSIONAL TRAINING 


OTTAWA 


TORONTO 
LEADERSHIP 


GORAN S. 
F 
SUMMER 2004. 


GORAN S. 


PREBEN. ET AL. 


2003. (ISBN 3-8258-6711-0.) 


INCLUDING DATES AND AN INDICATION AS TO 
IDS: 


1 great appreciation that your country has ratified the Optional Protocols to the Convention on the Rig 


Column 4 


NO U.S.- 


TEST SCORE 


University of Toronto 


Dr. Pesic stimulates thought 


the U.S. 
articles and publications. He explores NATO 
cooperation in Europe 


Pesic was responsible for operations and 
conferences and the preparation of the Canadian 
\" 


the strategic and 
and North America\'s relationship and 


with Canadian and 


fighting terror and nurturing stability in 

and cooperating on peacekeeping and security 
as the U.S. 

we cannot secure our countries without 


cation, 7 in political science, 2 in psychology, 5 in sociology/anthropology/ refugee studies, 2 in statist 


Column 4 


opting to fund social services instead. In this 
the Mission has worked hard to impress upon 


2004 to listen to Canada\'s first comprehensive national 


which 


particularly as it related to the 
immigration and overall border control 


contentions in Canada-U.S. political and trade 


(a Canadian-based think-tank 


| am concerned that the 


| lead a high-level Canadian Delegation 


has the honor to inform the following. As is known, on September 13, 1993 , the Government of the | 


2P to USCBP and DOE this week. End Note.) 2. Officials at the Ministry of Transportation and Com 


Ne believe the MFA may also raise it with President Fernandez. Embassy report any response.. ΒΗΙΙ 


ose was to launder proceeds from the sale of narcotics in New York City. 2. Following the issuance « 


Column 4 
and the actions these organizations have taken to 


as well as to 


former Minister of Defence Mr. David 
Parliamentary Secretary for Transportation 
a Managing Editor from the 

a Director of the Canadian Defence and 

a senior academic from University 


| would like to repeat these efforts and direct them 
the CTR is currently planning a Leaders Forum to 
D.C. and NATO Transformation in Norfolk 


the CTR plans to organize three major events in 


\"Evaluating Canada\'s National Security 


entitled: \"The 


will explore a several new 
including the 


| have gained much knowledge of the 
| 


and evolving methodologies from the 


which are 


100M to Pakistan for earthquake assistance. 2. (U) The renewed debate, spurred by GOK consider: 
'C,s current division over whether to contest the Senate elections could be disastrous for the party. М 


help settle the conflict in Sudan and criticized the efforts of the UN and African Union as ineffective. : 
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economic 


| had a long working 


the Atlantic 
the Brookings Institute and 


U.S. institutions and the appropriate candidates 


something that | believe would be extremely 


Public Affairs Officer 
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(C) Both Parfait and Pinard pledged the GoF would deliver a strong message urging Chavez to proc 
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but Israel 


HaVaretz reported that the PA has asked 


and not to attempt to 
lest this serve 


the Palestinians agreed to Israel\'s demand that 


and that this 


HaVaretz reported that on a number of recent 
the U.S. has asked Israel to keep out of 
and to 


as reported in the British 


Jerusalem Post quoted 


it is not interested in 


\" the Foreign Ministry has expressed 


of the ship, and the ship sank approximately three hours later. At least 12 rescue boats were involve: 


2d whether there were a problem in the budgetary process and whether we could help in any way to t 


Column 4 


Yediot 


Yediot bannered remarks by Afghan diplomats 


the media reported that Pakistan has acceded 


such as the U.S. or the UN. 


major media (banner in Maariv) reported that 
the Shin Bet found an unexploded 


near the grave of his deceased wife Lily. The 


Yediot reported that U.S. intelligence 


Jerusalem Post cited a report by the 


Jerusalem Post 
believed to be 


had a Jewish 
David Jacobson. The Jewish Telegraphic Agency 


VElizabeth knew that by fighting in Iraq 


' Ambassador noted that this was an opportunity for the MDC to put months of indecision behind then 


e was interested to see how the resulting report to be produced by November 11th might affect these 


al Diversity Convention with business counterparts in both Sao Paulo and Rio de Janeiro. In general 


Column 4 


left-leaning HaVaretz: V'If 
it is 


pluralist Yediot Aharonot: \"It has 


left-leaning HaVaretz 


there is 


such as the erection of 


which 


and it 


it makes the incident even more serious 
who is now on a diplomatic tour 


if the PA does not rethink its 
it is doubtful that the PA\'s 


pluralist Yediot Aharonot (October 


effect since September 7 until November 30, just after the November 27 presidential elections. The | 


the issue. KENNY 


Column 4 
they can 


in 


the 


the question was asked: Are 
still 


meaning that after dozens of 
two succeeded... 


the \tahdiya\' [calm] is scheduled to expire at 


independent Jerusalem Post editorialized: 


that will be a victory for the West 
as could well happen 

not 

increasing international pressure 


independent Jerusalem Post editorialized 


»ughtful and methodical than the excitable former General Heleno; UNPOL Commissioner Muir is mc 


ısinessman who currently resides in the United States, reluctantly agreed to take the job at the insiste 
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only Iran 
the Israeli reaction to 


to say the 
Israel\'s main interest is that Syria 


that will be a victory for 

including Israel. But if Syria refuses 
it should be obvious that Israel 

not stand in the way of 


it will once again prove that 


left-leaning HaVaretz: V The Americans ... 


left-leaning HaVaretz (October 16): “Тһе 
who invested tremendous effort in recent 


can consider it an achievement that 
considering it was 


it was 
it 


e a difference. The view of the GOC is that Ukraine is more ripe for lasting reforms than Belarus anc 
area. Post requests supplementary funds for its residential security program to help prevent addition 
r. President George W. Bush Dear Mr. President: The negotiations for a Free Trade Agreement betv 


) was selected by Elections Canada to form part of a ten-member technical team that supports HaitiV 
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Iraq may face a complex political 
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the ROYG is less enthusiastic about 


or stopping the flow of SA/LW. 


Saleh has played a delicate balancing act 


many powerful political players 
have a clear interest in 


especially considering 
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the NAFTA financial 


the Toronto-centered 
represented by its main 


offered its perspectives on key issues of 


and others present agreed 
all the 
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\" he said. The industry 


where government- 


which will refer to 


since the provinces would remain autonomous 
the passport system would amount to 


above 
\"would not give Canada a single voice on capital 


Tom Hockin 


up from the 

the Canadian mutual fund 
in per capita terms 

most notably the Canada 
85% of 


measured by the value of funds under 


mentioning that Canada had 


ss is a big concern -- Spain does not believe the EU can afford to go further in this area; -- Spain do 


Column 4 


an independent 
established by the 
which time-stamps all mutual fund orders and 


agreeing that the 


hinting that 


specifically 


including the CEO Joe 
explained that capital markets have recovered 


driven by insatiable appetite for 


outperforming all other stock markets in the 


iction. During the tour, officials said that plans are being made to extend the life of the #1 nuclear po 
ected that the Ministry of Economic Affairs would present Taiwan\'s list of additional sensitive HS cate 
ria supported the current draft of the UNESCO Cultural Diversity Convention. She noted that the co 


of the relative levels of support for Boeing purchases from CALVs Chairman and President. CAL will 


wung acolytes in Pattani by suspected separatists, general public support for an extension of the meas 
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time- 
and expensive 


forcing the SEC to issue 


draw lessons from the U.S. 
and then proceed with implementation in 
Canadavs equivalent of 


2006 


in the 
established a process designed to ease 


\" listed on U.S. exchanges 
2005. (NOTE: Well-known seasoned issuers are large 


dle of some of the USG reporting on the company's systems can be found in Refs B-L. 2. (C) Embas 
d Boohaker: office 962-6-590-6841; cell: 962-6-79-663-0623. 3. (SBU) Hotel reservations, airpo 


s safe. However, Madrid, Barcelona and other large cities in Spain --including resort/convention area 
r, Madrid, Barcelona and other large cities in Spain --including resort/convention areas such as Benic 
»sort/convention areas such as Benidorm-- attract a large number of criminals and pickpockets and fr 
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which are closely monitored by financial 


effective 
2005 
its directors and certain other officers for 


where the right 


Canada\'s securities 


it takes up to 


real- 
the 


and will likely cost as much. Several self- 


ig laboratory. Jaunet informed ESTH/NP officer that the relevant French agencies had concluded tha 
‘hai National Security Council, on October 19 that UNHCR considered the Cambodians to be refugee 
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widely accepted in Canada and currently an 
is to move to free-trade in 


the Ontario Securities 


Scotia Capital\'s Chairman David 


effective November 1 


the NAFTA financial 


the IDA and IFIC 

and prominent industry stakeholders: 
President and CEO 

IDA; Jon Cockerline 

Capital Markets 

IDA; Tom Hockin 

Director of Public Affairs and 

IFIC; Ross MacKinnon 

Toronto Office 

Canadian Imperial Bank of 

Senior VP and Deputy General 

Royal Bank of Canada. Represented from the 


City of Toronto 


Pol/Econ Consul Sherri 
Pol/Econ Officer Tom Boughter 
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like Quinio in La Croix 


sharing top billing on front pages with 


the West gave its support to 


with 


by its stern attitude. It is probably triggered by 


Column 4 


which opens the door to amendments after its 


Sunni included 

in spite of the continuing degradation of the security 
the political 

which lurks behind the 


all Iraqis. And the requirement for the 


unverifiable information circulated as to the victory 


with the Shiites and the Kurds 


the day after the start of Saddam Hussein\'s 
the trial will stand as a 


Column 4 
the French and the Americans advertised 


the Americans have offered a deal to Syria 


not surprisingly 


the French - the EU-3 


setting it 


abandoned not only by the 
but also by Great Britain 


the U.S. Secretary of State is 


it may be because they 
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leveloping a joint position. He promised to pass the demarche along with an update on the state of p 


?ssing his interest in holding consultations with USG officials on an HCA on the margins of the Noven 
1e after the elections, when a new Haitian government is inaugurated in February 2006. END SUMM 
ng Committee. GP Koirala appointed cousin Sushil Koirala, who had recently resigned his General S 


ing in 1999 as a new arrival and assisted his transit to India. He had lived in India since that time anc 
Both Airbus and Boeing have demonstrated significant outreach to Yemenia management for the dez 
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e.g. 
and implications for non-proliferation efforts vis-a-vis 
but noted that we did not have an official 


we are 
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which was recently discovered 
approximately 45 kilometers 


s border 
from the district of Pedro Juan Caballero in the 


s alert plan 


the World Bank in coordination with the 
announced a joint effort in 


Orlando Ferreira a World 


access to credit 


well to this crisis, demonstrating an impressive organizational ability, both in Islamabad and in the qu. 
' fight against Hamas only if the Palestinians see economic improvement, but noted that Israel is con: 


2. (SBU) On October 19, the Ambassador chaired a meeting of the core Е, 
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some Arab countries have played a 


he asserted. 
on his first public visit to Kuwait 
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to be held in Sanaa on December 3- 
is being organized in collaboration with the UNDP. Soswa 


women as clients 
and women as providers of justice. Therefore 


your participation in this conference whose main 


is most fitting. V" 


Islah and the Yemen Socialist Party 


vere held on September 7, 2005 in Ankara and on October 14, 2005 in Paris between Turkey and Fra 


sign Kyoto, we have been making progress, better than even Canada, on reducing greenhouse gas 


i relatively mild amendment proposed by the Japanese to ensure compliance with the UNESCO fram 
ner. It will be important from the point of view of the new constitutional order that all Iraqi sectors dev 
arsity from 1975 - 1979, and upon graduation worked on family policy for the Institute of Sociology of | 
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scussion on the same topic, Zerd conveyed that Egypt was opposed to any efforts that would link the 
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notwithstanding an announced quota 


as well as 


this conference merits high-level 
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including PM Silvio Berlusconi 


confirmed to 


and Prodi specifically. He commented 


even as the confirmed leader of the 
would still have difficulty negotiating a 


s itis the first year this has been done there is no model for how the funding should be used, but Bail 


a that there is concern in the private sector about the convention. The Executive Director of the Ame! 
neral\'s announcement that his trial for the December 1982 murders of 15 prominent Surinamers opr 


; and social programs. To finance the deficit and amortize debt, over USD 1 billion was sourced from 


Ме than the unanimous consent Bernard had sought (REF A). Some political party leaders, notably М 
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removing some of the leverage 


Prodi 
and called for the 


the 
to form a new 


but that Daisy General 


Italian 


the divisions in the Center-Left and the 


since it is the party that 


Prodi may find it increasingly 


but this is tempered by more 


orward by only a few days due to the amount of time needed for ballot design, production, shipment c 
I some results since October 10, it was clear that the inability of the CEP, SC and IGOH to take key a 
m immediately to the Brazilian delegation in Vienna. He also noted that the Brazilian side would raise 


Шу arrested three people involved in this robbery and the money stolen was recovered by the police. | 
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the cited number raises questions about the the 


the PKK announced that it ended its 


and that the GOT had ended 


a rough count from press 
Bingol 
Hakkari 


there were at least 14 people killed 
according to press reports. Over this 10-day 
at least four 

wherein demonstrators clashed with security 


PKK forces 

set up a roadblock on a 
taking hostage a Turkish 
a 


this could mark the return of roadblock use by 


\rias, Deputy Director of Foreign Affairs in the Ministry of Foreign Affairs (MFA). Neither official would 


hicle to help only the poor. Navarro and Ecuadorian, Colombian and Bolivian representatives shared 
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a tactic used in the 1990\'s to assert control of 
even if short-lived in nature. 


democratic measures to address the 


reports of continued numerous violent PKK-security 
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over 500 candidates 
s 57 Assembly 


000 Central 
Bihar military police 
while Indian Air Force 


who put up posters in 12 districts warning 
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338 polling stations. The Bihar election office 
000 criminals were arrested in 


000 firearms and unearthed over 100 illegal gun 


the UPA is 
this time 
as Ram Vilas Paswan and his 


the RJD-led Secular Democratic Front (Congress 
CPI and CPI(M)). 
which 


when 


the RJD and its UPA partners seem 


S effort to create a third bloc appears to have had 


the JD(U) 
seems to be attracting some 
the RJD is facing greater 
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causing more of its 


there are growing fears that Bihar could 
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to improve local services 


enhanced efficiency of the administration 
these centers are 


such as: 

Citizen Registration 
Municipal Finance 
Business Activities and 
Local Taxes and Fees 


amentary elections until she was disqualified on a technicality. She is being detained while the case i: 


solutions are not rapidly found, there is a significant risk of drug resistance or death for those that will 
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information of other 
municipal websites or portals 


the 


simply by 


permit 


the \"one-stop shops\" were an entirely new practice 


nearly one third of the 264 


USAID has supported the 


a number of working groups 
the business community 
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accountability and efficient 


the Public Procurement 


USAID has recently 


Peace Corps 


Economic 
and Security issues are members of the 


000) per year and approve a total of approximately 


000 per fiscal year). The Embassy began 
000 per year 


including through 
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website-based application process 


and relies on USAIDVs 
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her opponents are plotting against her 


even such a radical 


there is a growing 


a leading 


and accused the 


Education Minister Ghanshyam Tiwari and 


accusing her of heavy-handedness and implying 


000 acres of land to Mahindra and Mahindra 
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V and Tiwari asserted that Raje 


and without first consulting the cabinet. 


including a state Cabinet Minister 


and her centralization of excise duty collection has 


the V'technology 
and that Raje has padded her 


the BJP has descended into 


iu 
\" because 


Hindus 


the BJP would disintegrate and 
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in a state 
and sees himself as a 


who inherited a large marble business 


and expected her 
he is now plotting 


where 
she 


Y and she has constructed an office at her 
increasing her alienation from the state civil 
which rarely interacts with her. Considered an 
she has done little to endear herself 


Vasundhara Raje appeared to be 
the party\'s 


as several rivals with strong local 


even a change of administrations may 
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violence stemming from the arrest of British soldiers in Basrah. End Summary. 
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IDPs and everybody\" to 
probably in 


AW maintained that 


it would be presented to his people in 


he did not do so with him either. Rather AW 


some time relatively far down the road. His 
in 
was implicated in fomenting 


of course 


the conference 


women 


one of the planners 


for the first time 


Vice President 


although two of his influential 


dline for most complaints based on actions taken on October 15 should have passed. However, bec 
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UK 


along with back up 
is being transmitted 


as yet 
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she was lucky to catch such a good man. Galina 


which was four kilometers away 
or blizzard-like conditions. 


Sasha enrolled at the 

after 

the two married. According to Galina 

who worked as a director of Belarusian language and 
was not pleased 


however 


as Galina pointed out 


ries as life threatening and provided the following diagnosis: multiple traumas,second and third degre 


‘forward but that Turkish General Staff (TGS) input is also required before the GOT can provide us w 


d informally that he thought the EU member states were leaning toward again abstaining on the vote: 


1 Spanish visa prior to arrival to Spain. 4. THREAT ASSESSMENT: In general, Spain is safe. Howe 
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however 


she forgot all about a normal life 


they would have to move out of the city 
Sasha and Galina moved to 
Sasha quit thinking of his 


Viktor regained his health. 


the KP journalist 

KP asked if she was 

to which her response was V'of course. The 
according to 


that was a time when a church wedding was not 


but today she does not know how her husband 


Sasha does not visit her much 


she replied V'of course" 


claiming that she had chosen this life. 


Donald Rumsfeld, U.S. Secretary of Defense, to the Southeastern Europe Defense SIPDIS Ministeri; 
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people used to give her 


complaining about unfair land 
many non-locals 


a mother asked Galina to 


like what will be for dinner or what 


according to Galina 


playing a role in arms sales 


Viktoria 
and one grandson 


the president loves 


imposed an informal embargo on Czech companies several years ago. Mrazek said that since this tin 
at of other EU countries. CABANISS 
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her sons learned to help her around the house. They 


Galina is alone 


KP has tried to get an interview 


but failed in comparison to the homes 
including that of her husband. 


and because of the large 
is always tired but has trouble sleeping at 


Galina\'s eyes looked very sad 


Galina admitted in her 


teenage Lukashenko with the 
other than 

no 

the woman in Lukashenko\'s life 


\" handling his medications. 


as 
was to show 


) Minister of Trade and Industry Irving Guerrero on October 14. Post delivered ref A diplomatic note c 


nce Emmerova had become a public liability during the doctors - vs- insurance company dispute. 2. 


nediate guidance on ways we can negotiate a resettlement package for at least some of the Uighurs 
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the article is 
many of whom lambasted 


even though 


the 


10/17/2005 14:08 


as (he said) the VP had offered. 
but | have to give them some hope 


should have \"no conditions". 


but suggested that the GOQ could get 


Y then turned to ask his 


HBJ promised a statement after the referendum. 


HBJ pledged to work with 


saying 


dur previous joint meeting with the Attorney General on Nigeria\'s apparently flagging performance in 


ig presidency and a unicameral legislature with 230 parliamentary seats. Ghana has enjoyed democi 
linGov --------------------------- 2. Since Oswaldo Molestina\'s resignation on October 12, Minister of Le 
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Ambassador pointed 
will be noted negatively in Washington. The Ambassador 


HBJ 


he had 


he said 


\"It is important that we know what she wants so we can 


not excellent". He 


at which time she called Heir 


HBJ has shown an enhanced desire to remove Al 
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| ------------------------------------------ 2. (U) Тһе first trial of Saddam Hussein commenced yesterday in : 


ad no substantive comment at this time. TIGHE 


juez suggested that the week of December 5 would be the best time for the FAA assessment; it enab 


welcome knowing that , as well as any details we can provide on our intended response. 2. (U) Der 
vs jungle area. Sapet is currently negotiating an additional contract for Block 113, worth an estimatec 
October 18 to MFAs Patricia Frutos, Director of Multi-lateral Economic Organizations. Econchief deli 
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we reported that we and the UK (as EU presidency) 


Zajaczkowski 
intimating that our 


000 in support toward ERB. Informed of the Czech 
Zajaczkowski 


but assured 
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SOFA/DCA negotiations resumed October 6 and 
the 


a majority of whom would oppose the perceived limits 
the Bulgarians do 


the Bulgarians proposed 
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the 


the use of facilities would be subject to 


the Bulgarian media ran news reports claiming that 


Ambassador 


noting that they 


but also that he is under 


Amb. Loftis briefed a joint meeting of 


Amb. Loftis gave the parliamentarians a brief 


stressing that the U.S. is seeking 


like Ambassador Salmon to arrive in Wellington on or about Monday, 21 November, and depart Auck 
ition availability. End Summary. 2. The RTG Ministry of Public Health (MoPH) has set a goal of ama 
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strategic 
and financial arrangements. Amb. Loftis 


but the USG might be willing to separately 


and that freedom of 
but the leader of the 


Volen Siderov 
saying that the U.S. military 


headlines in the two largest dailies 


the Bulgarian side 
however 


and even more so on 
interviews 

and will press the 

it will be critical to dispel public 


fueled at times by the government\'s own 
that the U.S. intends to establish large military 
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when attempting to return to 

is threatened and intimidated by those who 
and recounts the many 

distorted 

which was reportedly first performed 


had also been recorded and distributed on 
allowing its viewing not only by other Copts 


by Islamic websites 


and apologies from Church officials involved in its 


s and at least one other church 


October 16 at the St. George Coptic Church in the 
meeting afterwards with 


s Church on 
October 17. Some observers have questioned the 


given the play 


Mohamed Al Badrashiny 
an independent who has in the 


is running for 
and is alleged by Copts to have exploited the 


an 


362. 4. The Public Affairs Office has coordinated press and been in contact with Mr. McCarry\'s office 
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State Security Officials 


highly respected by 


addressed the October 16 congregation and 


the speed 
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Director 


to date 
which involves a citizen 


news is currently 


the Americans 
they call a spade a spade and our Government does 
which leaves the 


given the complicated circumstances in which the 


and by opting for this strategy 
the 


V which 
is not news in Bush\'s external policy. 
it's more than a simple Mozambican 


itis a whole State that is at sake because 
it was here in Mozambique 
and 
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itis here where both USAID 

should have brought him to justice. 
there is ignorance of the case shown by 


\" 
considering that he is a prominent figure 


but he has the obligation to know what happens in 


everyone has a right 

the 

the facts prior to his trip 

constitute an affirmatively criminal intention of 


\"[ејуегу 
дооа пате 


meanwhile 
namely conceding him judicial assistance to a free 


as we all know 


but rather the United States of America 


and the Mozambicans have no other option 


distributed by e-mail: 


Muftar Ali 
000 US dollars while he was employed as a cashier at the 


issued three weeks ago by the 
Ali was arrested immediately when he set 


Bruce 
as saying: \"This indictment and arrest serves as 
and that 


regardless of where they may be 
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or what nationality they might be\". 


how come he was arrested in 
a claim 


STV 

SOICO. Friday\'s issue of another weekly 

repeats the kidnapping charge. 

Soraia Mamed Curgy 

to the Mozambican Foreign Ministry 

her husband\'s employers informed him on 8 April that 
and that 

they would contact him. 

the USAID Inspector-General in Pretoria 

phoned Ali and said he wanted to 


where the Inspector asked 

the goods he owned 

other meetings followed in the 

named only as Alex. 

but 

and in mid-September 

despite these peculiar arrangements and the lack of 
Ali did not smell a 


following the 


according to his wife 


he should be tried in 
and given the opportunity to defend himself 


who said it was not his area 


show bill. 4. The overall security threat level for U.S. personnel and interests in Ljubljana, Slovenia is 
‘rossing (DRIC) Study, evaluating possible sites for a new border crossing. Although the Ambassado! 


egory, driven primarily by steep increases in the price of consumables and transportation. The cost o 
3,419); and Bandundu (292,462). 2. (SBU) CEI President Abbe Apollinaire Malu-Malu indicated on Οι 


t the lives of thousands of workers and students in jeopardy. END SUMMARY. COSTS OF THE MA! 
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like any other Mozambican abroad 


there are no reports that any official from the 


and he fell headlong into it. 
or 
trample on the Mozambican constitution? 


Howard 
defended the arrest on the grounds that such efforts 


and the arrest took 

there\'s nothing to worry about. 
however 

even if the target is 


its 
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i the gate near the time of the alarm. The Department of Homeland Security (DHS), in conjunction wil 
8 million to implement activities under the POA in 2005. End Summary. The Mexico Plan of Action - 


Js on the proposal. Post will report septel any further response from MFA. 
of debt-for-nature swaps, the USG\'s democracy/development agenda, and U.S. industry's GSP peti 


aff, Gen. Hayat, contacted Ambassador on October 19 and explained that a Mr. Khalid Osman, a Pal 
əd at several points over the last week the governments lack of expertise in public relations, post rer 
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Shia 
even though the 


October 17. Ammar al-Hakim (son of SCIRI leader 


Sunni Arab leaders appear to be 


assailing its credibility 


LFORD 


Jt undertook to present our demarches to higher levels for decision. We requested and will report an 
candidate. 2. (SBU) On Oct. 12, UN/IO informed post (see reftel C) that WEOG does not endorse c: 
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Sunni Arab politician Saleh Mutlak 


PolCouns called him to urge him 


he noted that 


Poloff received four calls in the 

from 

senior aide to VP Abd\' al-Mahdi 

concerning Ninewa results. In his initial 

Zuhair assured poloff that northern Ninewa and 
preliminary 


000 


000). In his third call 


UN/EAD chief Carina Perelli and IECI 


with uncertified final figures 


of over USD 27.39 million to IOC for October\'s petroleum imports. Umesh Prasad Dahal, Marketing 


und. The event featured the debut of two fold-out guides entitled Birds of the U.S. Embassy Gardens 
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such as MutlakVs 


including in 


her departure before the final 


an 
was 


000 Ninewa voters had supported the 
000 had opposed. REO Mosul 
and she denied 


poloff raised a similar report 
quoting a provincial IECI source 


Avery 


laint was the lack of prior meetings, with a request that there should be more before December 15. < 


Icouns on the same date. 2. (C) Since Embassy had not seen a subsequent announcement regardin 


nding a headquarters group and an engineering unit, totaling approximately 300 soldiers, if NATO ap} 


Column 4 


but these pre- 
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if it proceeds 


after it 


it also represents a major 


and a further escalation of its 


the GOC proved willing to play 


particularly on the export 
due to lack of data. Bombardier and 
000 jobs 


Canada can afford to continue 


irough established PSI procedures. All channels of communication were functioning well within the tei 


'ommission for the period 2007-2009, for one of the vacancies that will be provided for in the election: 


vith a leased Ilyushin transport. In addition to the troop deployment, the Austrians have provided in-ki 


: to offer. We encouraged them to consider contributing to contracted lift if NATO deems it necessary 
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with more than 

000 people (see industry 
claims to be the largest in 


integration with the U.S. market 


providing few 
and (as in 


boats and rail/subway systems - claims 
with margins only around 

its rail division has 

the United States and Mexico. Bombardier 


de Havilland (Ontario) 


Bombardier\'s private and business jet 


are 


Bombardier 
but held 


Bombardier is discussing the 110-to-130- 


1 on the Protection and Promotion of the Diversity of Cultural Expressions. End Summary. 2. On Oct 


e. The Niger-Delta region remains tense in light of the arrest of a prominent governor in London for m 


angled toward Obasanjo but for his storied vindictiveness 
angled toward Obasanjo but for his storied vindictiveness 
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e. The Niger-Delta region remains tense in light of the arrest of a prominent governor in London for m 
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less than five 


the 


including Canadian branches 


and Industry Minister David Emerson has 


as the GOC 


the GOC\'s cumulative 


TPC had already been crafted to 


EDC claims 


EDC sometimes supports Bombardier 


with case-by-case approval from 


EDC had C$6.8 


‚а member of PP іп 1999 and currently serves as legal representative for the party. He worked as а! 
streets to protest government actions. Now, traditional supporters of the populist President have sur 
nber of criminals and pickpockets and frequent incidents of crime of opportunity against the unwary d 
iosition. Post will report further any development of SurinameVs position. BARNES ММММ 
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located in Bombardier\'s hometown 
whose mission is to help this industry 


the provincial 
equity guarantees to 


and other measures such as 


and 
worker training and 


a larger firm with a wider range 


Embraer started as a state-owned firm 
like 
prospered by catching the trend toward 


but (by Canadian accounts) Brazil 
and the resulting panel found 


as well as the use of the Canada 
to be illegal. 


Embraer continued to win sales orders for 


зап Suplnp. Javier Hernandez Chavez DOB: 10/21/1952 POB: San Salvador Sublnp. Jose Angel Gi 
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faced with a situation 


Canada decided to match 


trade policy watchers believed that Canada 
the escalation 


provoking 


while the two 


two key sets of questions hang 


but still 


how would 


might their 


n October 19, Econcouns, accompanied by Econoff, met with Rabah Al-Rabah, Deputy Director Gen 
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currently en route to 
as upbeat and positive on 


Aboul Gheit said 


the ammunition had yet to be 
noting that it was being 


Abbas claimed that the PA was V'not in a position to 


Aboul Gheit described 


including from United Arab Emirates figures who 


Abbas conveyed that he expected an agreement V'very 
Israel 
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nd International Relations Director Faisal Fulad, and Press and Media Director Ahdeya Ahmed. 3. (C 


factor. Shaykh Mohammed Al-Abdullah AI-Mubarak Al-Sabah, who played for the Government, joked 


1 security posture and force protection condition (FPCON) remain appropriate. End Summary. ------- 


‘heduled with the appropriate MFA office on other issues, was also weighing in with the GOA. 2. Des 
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the threat posed by two of the three. Once a mechanism for repatriating Algerians was established, t 
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based on preliminary counting in the Iraqi 
the Iraqi constitution has likely 


large 
Diyala 
voted to support the document. Opponents had 


Egypt 

Hughes said that 

she had not 

V as some have suggested. “I\'m not 


opinionated 


| would probably hear the same thing. 


Y Hughes said. 


Chairman of the Turkish Union of Chambers 


said after meeting with the US Charge dVAffaires 


the semi-official Anatolian 


000 USD to support 


according to the AA report. 


Gul 


and that Turkey had 
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and between 


a better constitution would have been 
V Gul said. He nevertheless urged the Sunnis to 


Gul said that the Turks have not been enemies 


V Gul added. On 
Gul said that 


Gul said he did not believe the US 
because it has 


V Gul stressed. With regard to the role of 


Gul said that 


V Gul said. 
Iraq 
speaking at a 
predicted 


Saturday's \"Zaman\" reports. Grossman 


V Grossman said 


but noted 


за that the GOE present specific requests. Issues addressed include: compensation and other assis! 
ared to the previous fiscal year (FY 2004) are shown below: a) Imports of capital machinery increas: 


2. (C) The two were to make their monthly trip to Baghdad using the main highway from the border tt 
be accurate. Airlines frequently record only the surname and first initial of the passenger. Nationality 
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Human 


Mondays \"Yeni Safak\" 


publisher Ragip Zarkolu 
and journalists Rahmi Yildirim and 


000 birds were 
and a quarantine in the region continues. 


which could spread from the Balkans to the West. The 
Hansjoerg 


said that there is no need for panic. Prime 


Y Erdogan stressed. The Council of 


000 tons of 
as well as vegetable oil and sugar to the region over 


the Turkish Foreign Ministry (MFA) condemned the 
the capital of 


weekend papers report. The MFA expressed 


including 61 attackers 


It more recent reports again list the location as near Kishi, іп Oyo State near the border with Kwara. | 
s listed on the manifest. The Bellview spokesperson read Joe Haydon\'s name from the list. DAO С( 


inexes A and B for EAC approval. Points in annexes A and B were clarified from the previous year M 


'sponse team from Congen Lagos arrived at the crash site around 15:30, and reported seeing signific 
'revious reports of large numbers of survivors appear premature and overly hopeful. Nigerian authorit 
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police said on 


phased process 
and 


but are in fact growing. Despite President 
the 


Shiites 


these two groups are again in an alliance 


including the US." 


largely through US 
has become good news for the White House. It has 


is part of the American strategy to get out of Iraq. 


j to produce Tamiflu in case of need and are proposing to manufacture and distribute avian flu vaccin 
e near future, even while connected to life support equipment. 3. (SBU) In the event Col Reyes pas: 
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a UK official looking at allegations of 
was 
and 


$4 billion BTC project. End 


Turkish officials are privately admitting 


they may decide to target better weather in Ceyhan 


with BP still hoping for end-October at 


allegedly affecting 
the UK official reported that he was 


he 


they were 


ly to affect government stability, it will raise tension among the coalition partners. The participation of 
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BTC 


but do not detract from the overall success 
and have not held up construction. 
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French economic growth in 2005 


but should surpass growth in the euro zone (1.3%). 


INSEE expected job creation to more than offset the 


household consumption 
after decreasing 0.8% in Q-2 


000 in 
permitting the unemployment rate to decrease to 9.7% 


and down from 10.0% 


000 jobs in the construction and the services sector 
000 in 2004 


head of the INSEEVs Short-term Economic Analysis 
acknowledged that forecasting job creation related 
000 to 

000 CNEs might be created by the end of 2005. (The 
000 CNEs announced in the press are only promises 


the public sector would create 61 
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more than exports (2.296). In 

foreign trade will have a negative 0.9% impact on GDP 
the foreign trade deficit 
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les people to travel for the Thanksgiving holiday and allows the Directorate General of Civil Aviation ( 


uty TFCO in Ottawa is Lucy Abbott at abbottlk at state.gov or 613-688-5226. Visit Canada\'s Classifi 
1 $80 million. In addition to hydrocarbons, several Chinese firms are examining possibilities of inve 
rered Ref. C. . C. dipnote and points to Frutos on October 20. Frutos replied that she spoke with 


Column 4 

necessitating that he be airlifted to Colombo 
and had instigated acts of arson 

a police vehicle and a police 

Shareef said that he 


although he stopped short of saying that the 


in an effort to allow public access to the 
the GORM had rented out a large auditorium to 
an \"independent\" 


Latheef had access to legal counsel 


but past experience suggests that the GORM applies 
such as opposition protests. When the 

the AG said that he believed that 

the detained chairman of the MDP 


as well as the 
could be an effort by the GORM to 
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twice-weekly flights between Cairo 
the 


as well as the return flight to Cairo. 


Youssef shared 
October 20 for Baghdad 


Prime Minister Jafari 
among others. Moussa and delegation are planning 


dand for Honolulu on Sunday, 27 November. This would allow for a maximum of four official program 
ssing a stockpile of one million capsules of the Swiss pharmaceutical c 


Column 4 
Moussa is planning meetings with the 


including a possible meeting with 

Moussa 

either by helicopter or by 

for meetings with Sistani and Sadr. Youssef 


but that the GOI was making 


Youssef said 
or return direct to 


and welcomes additional 
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Shaykh Nasser said the 


\"we don\'t know 


but little action\" 


Shaykh Nasser said that his health 
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the Amir is an avid reader and often reads the 
Shaykh Nasser remarked 
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000 MW of a total of 
000 MW of generating capacity over the coming 15 
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one of which 


3. 5. Visitors are reminded that bearers of diplomatic and official passports com 
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caught between the Kurds in 


an army and an operational police force. 


titled Chinese Revolution." “Тһе West\'s embargo on 


including Japan 


unlike 
does not naturally lean towards France. In his view 


in answer to the position adopted by EU 


Column 4 


the accusations too serious and the 


which should have been an exemplary trial 


itis because they are afraid of the image it will be 


an Iraqi Court 
before even 


but with 


all the while saying that the 


Washington is 


they can use the dictator\'s 


Paris 


although spectacular 


like the Israeli Prime Minister 
particularly by the members of 
diplomatic 
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through violence 
there may be chance for Abbas and Sharon to finally 


a symbolically important 
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but much of the 


post will 
exploring funding 


Yemen submitted its MCC Threshold 
with a primary focus on 
the Threshold plan 


coordinating its 


Ambassador called a meeting of heads of 


German 
to be guided by MCC and World Bank 


pairing technical programs in the 


in which post is a key member 


and 
funded by the British 


; considered to be low. Slovenia has a low crime rate and violent crime 
r Bridge owners are publicly stating that there is no need to construct a new crossing between Detroit 
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which post will consider funding in the next 


is the restructuring of the 
fire 


the ROYG aims to raise the level of integrity 
ensuring that Yemen\'s judges are qualified and 


post issued a MEPI small grant to the Democracy 


000 for three small 
in cooperation with the Ministry of Human Rights and 
to support \"women in justice\". The small grants aim to 


and to increase the role of women as judges and lawyers. 


with the goal of 


and demanded more oversight authority over the budget. 
Parliament exercised its 


and 


President Saleh made a surprise 


f living for the middle-income category rose by 373 percent. High earners suffered 451 percent inflat 
ztober 18 that enrollment centers in Equateur and Bandundu would remain open until the end of 


OIST CONFLICT ---------------------------- 2. The estimated economic cost of the conflict is more than 


Ἡ the DOE and others, narrowed the focus of the search to a conservative range of seventeen (17) p 
“=s s ee 2. (U) The Chair of EXCOM, Ambassador Martabit of Chile, opened the panel d 
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with sector budgets for 


post will review UNDPYs findings on fiscal 
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and underlined the GOK\'s commitment to 


the GOK\'s e-government plans 


which preceded the Prime Ministers 


V Al-Khorafi 


\"without looking into legalizing and organizing 
V the English-daily Kuwait Time quoted Al-Khorafi as 


saying V'the Government is not interested 


however 


deputizing instead the Prime Minister to open the 


tion on copyright piracy. -- Debt-for-Nature. Levy conditioned GOB support of debt- for-nature swap: 


<istani living in Toronto (tel: 416-938-6909) has raised funds and purchased 7500 winterized tents, 
nains vigilant for any definitive confirmation of H5N1 with respect to the proximity of confirmed cases 


y significant substantive response. BRINEMAN 
andidates as the courtVs seats are not allocated according to geography. However, the CourtVs 
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but was unable to give 


the Press and Publications 
or proposals to reduce the number of electoral 
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the GOK promulgated law 


concerning the conditions for 


including mandatory hiring quotas for Kuwaitis; and 


including U.S. companies 
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KOC will present a 
each of which includes 


the project has been mired in controversy for 


and then it and 


and has been profitable since 
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whom Khudair claimed had been unable to connect with 


1 Director for NOC, told EmbOff that as of October 15, NOC\'s outstanding debt to IOC was over USI 


; and Birds of Asuncion, which each guest received upon arrival. Guests participated in a bird-watchi 


?. (U) Main topics discussed included the provisions in the new electoral law, 
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Khudair 

was the only one to excuse himself from meetings to 
if subordinate 


Lawyer Arif 


meanwhile 


but 


Ramadi 


former Anbar Governor Fassal 
did not get off so lightly. The Police Chief 


\"Solidarity\" 
but 
Albu Nimr 


but found it difficult to imagine Allawi 


do not seem to have materialized in 


g Iraq on the Foreign Ministry\'s web site, we followed up with Popolizio on 10/19. Popolizio said that 


3roves the mission. They noted that the first draft of the OpPlan contained a list of needed units and 


rms of those procedures, Formica said, and Italy does not expect to 


s planned at the time of the ECOSOC meeting in Spring 2006. The candidacy of Spain const 
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guarantees that the province will 

IECI director 

estimated October 16 that 

000 Fallujah-area residents participated 
although IECI 


with police 


worked. Fallujah leaders told Poloff and 


Imams and tribal leaders 


while 


RaVad 
provided Fallujah Poloff with initial turnout 


they determined that the city voters 


059 to 37; 2 


himself a Sunni-Arab from Ramadi 


they pursued -- rather 


ind assistance (primarily blankets and tarpaulins). Austria has also provided some 2 million 


. Leskevicius said he would discuss the issue very soon with the GOLVs Mission to NAT 


ober 21, the Plenary of the UNESCO General Conference convened in order to adopt the draft Progr 
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with \"federalism equals 


largely maintained their neutral stance. 


so residents were able to vote at 


both schools. Steady voting occurred at 
with children gathered in large numbers at 


as neighborhoods took to the streets to 


particularly as last-minute issues arose 
etc. The IECIVs biggest 


or only the one in which their 


on R Day 


ΙΕΟΙ staff directed voters to the right sites 


worked; there were no major 


and consideration will likely be given 


to include 


and an ISF role (led by police) with 


Yoney laundering, and the arrest of a local militant leader for treason. Ikoyi and Victoria islands are 
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court-appointed attorney in Callao,s Superior Court in 1991, and as a 
prised him by taking to the streets to express their dissatisfaction. It cites as examples 
lo occur. Carry only essential items including a photocopy of your passport\'s photo 


Column 4 
in the very city 


including in provincial capital 


and overdue 


for now 


whoever seeks to 


flowing from referendum day momentum. 
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it didn\'t expect a decision V'so 


OHI is assembling a 
followed sometime later 


with 
and 


however 
Beirut and Dubai for 


and there is little TV broadcast advertising 


onzalez Navarro DOB: 2/3/1962 POB: Santa Ana Sublnp. Santos Wilfredo Rivas Canizales DOB: 11, 
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15 applications remain pending with the Ministry. 
CEO of Apex Press and Publishing 
one of those applicants 


and 
given its relatively low set-up and operating 
is ripe for private sector participation. Apex 


hopes to operate both Arabic and English language 


V given the popularity of satellite television 


Saleh commented that OHI would have to 


and stated that the company has already met with 


according to Saleh 


000 Indian 

Hindi broadcasts could prove a lucrative 
who already works with Ministry 

noted 


OHI Chairman 
Ammar\'s father 


and will exclude 
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it appears the private sector 


while OHI knows it must apply to the 
they have no idea how 
but not 


the new private 
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especially with the recent concessions оп 


and 

of the Baghdad City Council. He is also 
Vice-President of Iraq 

and a member of the Iraqi Islamic 


but he could not predict the outcome of 


he decided to agree with the IIP to support the 


eral of the KCCI, a non-government entity with close ties to the GOK, to discuss the proposed Found: 


2) ΑΙ Mardhi opened the meeting by saying the delegation had come as a human rights society, not a 


with Poloff after the game that the Government had allowed the MPs to win the football match in exc 


a E Local Security Environment -------------------------- 2. (SBU) On October 22, 


Column 4 


s Sunni Arabs. Dr. Riyadh was also influenced by 


Dr. Riyadh thought the ITG and current Shia 


s VharassmentV of the Sunni Arab population; and 3) 


fundamental 


there would be little hope for continued dialogue 


Dr. Riyadh is still distrustful of the Shia-led 
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itanne de Bernis replied that the U.S. position on this issue was identical to that of the UN, while Fortr 
AEMR, ASEC, MASS, ECON, KMDR, KPAO, OIIP, OPRC, PGOV, PREL, PK, Earthquake, Earthqua 
?) to propose a date for a longer official visit by President Karzai after Ramadan. (Note: Ambassado 


he same procedures would be followed for future repatriations, which were bound to occur since the 


Column 4 


as well as NSDD-38 approval 


prevent 


tance to the GOE in the event of an outbreak; GOE impediments to migratory bird samples needed fc 
ed by 53% (from $728 million to $1.12 billion) due to growth of dif 


Column 4 


including in particular on the 


at designated ports of both countries 


the Parties shall exchange information 


and sealing of high-risk containers. 


who will work in accordance with 
shall be stationed 


upon the request of the Customs Administration 


o Baghdad which traverses the Ramadi and Fallujah areas. Amb. Zaoui reports that Moroccan Char 
' of the traveler is not recorded for domestic flights. End Note.) We are checking the names of all pas 


In either case, the site would be nearly equidistant from Abuja and Lagos and we are launc 
2N Military contacts stated that there were no survivors on the B3-210 flight however, at a la 


OA concerning which DoD office at post FPD reports to, and an acronym change. EAC unanimously 


Column 4 


which may pose a risk for 


inter alia 


increasing security and facilitates flow of 


which is prepared in line with Article 3 
aims to arrange 


sant wreckage, debris scattered over a wide area, and a large crater. They reportedly saw no sig 
ies are now saying that no survivors are likely. 3. (C) CRT members described the crash scene as | 


Column 4 


U.S. Customs officer(s) shall be 


e through APEC. Taiwan is subsidizing the cost of netting for poultry and swine farms 
ses, | request repatriation of his remains back to El Salvador via the most expeditious means possible 


the hugely popular former Interior Ministry Chief Secretary Boiko Borissov in th 
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Geographical Indicators 


the Ministry of AgricultureVs 


however 


the 


we do not 
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including the 


as we look for opportunities to capitalize on Gaza 


Moratinos 

but counter-productive to the 

Iranzo said. Iranzo also underscored to 
adding that Israeli actions have at 

Iranzo said Spain has been very active in 


which is 
where 


Column 4 


the need to give him a margin of maneuverability 


in which Abbas will meet with Moratinos and 
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when Patricia 


it appears that the strict 


there were 11 stores around the island. This 
when few other U.S. \"Quick-Service 

proved too optimistic 

Issacs-Green 

however 

ostensibly to \"spend more time 


however 
marketing 


and must commit to making the restaurant(s) their 
it was this requirement that made searching 
the Director of the American Chamber of 


told Econoff on 


she said 
and the concept of putting all of 


//Law Enforcement working group, held every two weeks. This meeting is chaired by the Ambassadc 


Column 4 
corporate spokeswoman from 
also 


and stated that 
the company 
however 


and to ensure that the 


but Stockhausen and others stated 


despite the subsequent presence and success 


indications are that it is not 
but rather the corporate demands that have led 


it would appear that some flexibility may be 
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and building from earlier high-level 


Jordan 


Turkey\'s Zorlu Energy Group and Israel\'s Solbar 


and then -- via the Ashekelon- 


yntainer Terminal. End Summary. 2. (U) Attempting to move forward on the Sixth Container Terminal 


Ys office in Mannheim characterized the three Romanians as key members of the trafficking 


Column 4 


Northern Cyprus 


citing the Turkish Alarko group as champion. 
the water pipeline is intended to 
rather than only bilateral needs 


Palestine 
given the probably lower cost of 
which was 


particularly given high oil prices 


potentially from a 
but are dependent on 


but Israel was 


and Israel would not 


the DCM thought U.S. 


\" in exchange for Turkish support 


there is an 


not vice 


е with key constituencies in the Ministry of Education and youth societies, strengthening relationships 


Column 4 
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underscoring the importance Finland 


the GoF is concerned Ukraine 


the GoF has 

hosted two 

made TIP a separate criminal 

and in September approved a new victim-centered 


and cooperation with 


particularly in 


through VOLVIS 
will prove very effective. 


providing additional opportunity to work 


and--responding to NATO\'s call--to 
to support for the 
Finland 


and 


and will allocate 


tion to hurricane Katrina relief, Avian Influenza (Al) (Ref E), and the Foundation for the Future (FFF) | 


ether there were AMCITs on board in addition to the one known AMCIT passenger. The CRT has ru 


Column 4 
the U.S. and Russia are 


whose economic security and 
we 


Finland played a major role in 


000. While much remains to be done 


for example 
and only by our 


though few in fact exist 


however 


from heavy-metal to 

draw crowds of 

and every American 

with Embassy support or 

brings a message of American culture and 


Column 4 


there was 


| have focused much 
and encouraging links among our 
to jazz greats like Wycliffe 


to the edgy art of Jeff Koons 


the 


two young Finnish musicians who 


| am convinced that active 


as elsewhere in Europe we must recognize that 
or the legacy of those who 

has already weakened and will soon 

and 


without direct 
we face a high risk of cultural 


one leading high- 


or underestimated. The 


European) students visiting 


1s USG non-papers/notes. Minister Furlan then called the Minister of Culture, Gilberto Gil, who inforrr 
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multilateral exchange 
youth-peer exchanges 
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he added. 


his support is critical in 


Lesotho has been and will continue to be an engaged 


was very receptive to the idea of a Corporate Council 
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V located at the site of the former US Embassy in 


their presence inhibits the park from being used 
cultural 
2001 letter from a U.S. Federal judge directs 


000 bombing victims and their 
000. The Park Trustees 


Column 4 


the protestors appear to be heartened by recent 


such as Christians for a 
that regularly writes letters on their 


the U.S government 


the U.S. assistance fund was 
not legal reasons. Among the fundVs 


350 survivors obtained medical treatment and 


450 children of deceased and disabled victims; sixty 


and not the perpetrator 


2001 


financial and emotional losses suffered by the 
the judge acknowledged that his order 


the protestors 


000 registered 


Mr. Otero\'s complaint accuses 


Ше, security forces | 


Column 4 
000) 


such as Christians for a Just 


and may receive legal support from unknown 
although none have been in direct contact with 


each time with ccVs to the 


park Trustees 


such as during August 7 and September 11 
the 


and on each 


neither the United 


which made use of the park 
but in the recent weeks 


which is cleaned up by the park maintenance 


combined with the continued 
has clearly inspired the 


Column 4 


the Park Trustees decided on October 12 to abandon 


the park has little chance of becoming 
which is the Board\'s primary goal. The 
with photos 


the 


sad. The majority of the fourteen were injured for 
what is 


000 victims 


their belief is that financial 
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lack of CT legislation 


even as 


. He predicted Yusuf 


and specifically in support of Yusuf at 


Column 4 


saying the government is concerned about 
as well as 


Kenya supports the deployment of an outside force 
not the outright lifting of the arms 


while adding that such charges are not the 
only the personal \"political\" 


the August 7th Memorial Park (NB: 
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ither through grants or 


Column 4 


who recently returned from the Abuja talks 


and French responses to reftel proposal. She made 
however 
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yet satisfy the GOM legal requirements 


Senior Advisor to the Director of BBG Engineering; 
BBG Tangier Morocco Director; Darrel 

Morocco Critical Broadcast Systems Support 

BBG Tangier staff held two 


Minister of Communicatin Nabil 


he had moved to authorize the initial 


Radio Monte Carlo 
yes 


abor and Soc 


Column 4 
created 


and spelled out the procedure for radio broadcast 


except for the 


whose six month deadline expired on 2 


but all - including a 


the 


President of HACA started his meeting 


one of several accusing HACA of making special 
appeared in \"Le Journal.\") 


2005. In 
the three other private radios in the same 


and the Second Channel (2M) 


d in three (3) su 
lel forum organize 


Column 4 


and we want to listen to learn how to resolve the 


a royal decree ended state 


as HACA was being formed 
the Minister of Communication granted an exceptional 


liberalized and privatized the sector 


and established principles governing broadcast. 
respect of human 
reflection of a pluralistic society 


we are aware 


a headquarters and shareholders; 


ent policy with do 
dure to accept delaye 


Column 4 


said Mr. Ghazali. It can be done in 48 hours. 
Sawa must fill out a dossier of papers which 
employees 

the newly formed company 


the 


not as short as 48 hours but also not as long 


and that his representative will be Mr. Strawman 


and 


Mr. Ghazali was under orders to achieve 
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Noboa announced that he is seriously 
Noboa\'s close 


it would be very 


\" maintained Barniol. 
and added that the 
Barniol replied that it 


which LFC came to 
and the fact that while president 


Noboa 


Column 4 


who is close to LFC. These latest 


the comptroller general is portraying this $48 


he stated the announcement is to be made in the next 


not a judge. The 
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of the Constitutional Referendum which took 


which would permit the 


as determined in UN Security Council 
and supported by the international community. 
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which includes 


democratic 
united and prosperous Iraq. End text. 
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he added. 


his support is critical in 


Lesotho has been and will continue to be an engaged 


was very receptive to the idea of a Corporate Council 
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Hany 


and opined that Egypt would \"most likely 


Saleem contacted poloff to share that he had been in 


caused by the H 


kly update on October 6. The Ministry of Agriculture and Rural Development (MARD) reported it hop 


yea 


Column 4 
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as coordinator of the 

was planning on convening a 
and 

co-efficients 
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and needs to be put 


Nour is the leading opposition 


his reputation 


the latest of the \"dirty tricks\" 


each engaged in lurid conversations with their 


Nour asserted that State Security was directly 


which has now issued a parallel Ghad 


and 


1 had participated in other recent OECD meetings without incident, a 


Column 4 
we find credible his charges is the target of a 


at the latter\'s 
including the New York Times 


the normally 


according to the 


more than 500 


\" Nour asserted 


and destroying my spirit.\" 


Jailing Imminent? 


a former employee in Nour\'s law office who was 


in setting up the arrangement 


e police officer and injuring another. A 


roposals, bringing its objections to the at 


an 


Jption a central theme of his admi 
ent inventory of US manufactured NT-37E torpedoes. Any further GOE defense p 
sessment that it should be possible to develop a significa 


Column 4 


iu 
recalling his allegedly brutal handling during his 


\" 


who sat іп on the meeting with poloff 

V which they said began circulating in Cairo last 
which has already been the subject of an 
contains purported audio 


purportedly of Gameela 


a 
had become 


the NDPVs Yahya Wahdani 


many of the local \"pillars\" of his 
neighborhood businessmen and community leaders 


seeking support of the pol 


coord met October 13 with Amir A 
rward on many of these issues, and thus increas 


charge 
faxed this t 
n 
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formerly 
until 


had received front page coverage on 


but by a \"rented\" crowd 
a personal friend of Gamal 


a parallel Ghad 

identifying Musa as party leader 
replacing Nour 

Nour pointed out 

one praising 


and even a page three article asking \"why 


Nour added 

a Criminal 

but the GOE had not prevented it. Nour\'s written 
Nour continued 


under the \"Ghad Party\" banner. 


his trial on criminal 


as some 
when their star witness told the 


ision, including the conclusions and de 


I. He also asked why the USG 
itellectual property. Given MalawiVs general sensitivity to E 


255 has since picked 
ever, MFA 


precautions are being t 


1g negotiations with Merck, Sharp & Dohme and Gilead Sciences over their AIDS anti-re 


king with host governments, have thwarted 


Column 4 


and 


adding that he saw the end 


we find credible Nour\'s assertion that the 


Nour 


out of touch with youth 
he can barely dent the 
it does appear that he has 


which has decided to retaliate with the full 
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Bylica and the Czech 
are the only two 


stating that Bylica had discussed the issue with 
and had 


an break 


Column 4 


not to mention in Iraq and the 


for the function of 


the Republic of Poland is confident that 


10 October 2005 
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but Chomicki said it was 


he was a 


most recently as Director of the Security 
which covers not only export control and 
but also NATO and other multilateral 
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based on preliminary counting in the Iraqi 
the Iraqi constitution has likely 


large 
Diyala 
voted to support the document. Opponents had 


Egypt 

Hughes said that 

she had not 

V as some have suggested. “I\'m not 


opinionated 


| would probably hear the same thing. 


\ Hughes said. 


“al, 


Column 4 

Chairman of the Turkish Union of Chambers 
said after meeting with the US Charge dVAffaires 
the semi-official Anatolian 


000 USD to support 


according to the AA report. 


Gul 


and that Turkey had 


and between 


a better constitution would have been 
V Gul said. He nevertheless urged the Sunnis to 


Gul said that the Turks have not been enemies 


V Gul added. On 
Gul said that 


Gul said he did not believe the US 
because it has 


V Gul stressed. With regard to the role of 


Gul said that 


\' Gul said. 


Iraq 


ths in prison. Her legal counsel ha 


Column 4 
speaking at a 
predicted 


Saturday's \"Zaman\" reports. Grossman 


V Grossman said 


but noted 


Human 


Mondays \"Yeni Safak\" 


publisher Ragip Zarkolu 
and journalists Rahmi Yildirim and 


000 birds were 


and a quarantine in the region continues. 


which could spread from the Balkans to the West. The 
Hansjoerg 


said that there is no need for panic. Prime 


Y Erdogan stressed. The Council of 


2кро 


Column 4 


000 tons of 
as well as vegetable oil and sugar to the region over 


the Turkish Foreign Ministry (MFA) condemned the 
the capital of 


weekend papers report. The MFA expressed 


including 61 attackers 


police said on 


phased process 
and 


but are in fact growing. Despite President 
the 


Shiites 


these two groups are again in an alliance 


il media complain about rising c 


no 


Column 4 
including the US." 


largely through US 
has become good news for the White House. It has 


is part of the American strategy to get out of Iraq. 
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Yakis mentioned the 
"which is not recognized but which has 


vice-chairman of China\'s Central Military 
met with Turkish General Staff (TGS) Chief 


\"Aksam\" reports. 


an AKP lawmaker from 
joined the Motherland Party (ANAP) on 


CHP 155 
and Vacant 4. 


described by the Turkish media as a 
has claimed responsibility for last 


positio 


Column 4 


papers report. The Tunceli Governor\'s Office 


the cellular network confiscated from 


Motorola would receive 


we can conclude that the majority of Iraqi people 
who boycotted 

largely participated in the 

which helped it to gain greater legitimacy. The 


and religious grounds. . The Bush administration 


but we really 


security 

as expressed during interviews about the 

want to see an end to the problems they 

power 

and a lack of security. Whether the new political 


thus paving the way for parliamentary 


Column 4 


as we 


who make up 20 percent of Iraq 


other countries -- 
Syria 
as of these borders were drawn 


and then put the ballot boxes in front 


these results should have been successfully 


the US is not comfortable 
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anda 


with attendees offering specific comments 


restating the 


but that they do think some 


sometimes based on only one product. They suggest 


1ent constitutes a historic t 


Column 4 


as highlighted by the Grocery 
could be a 


however 
for example) might be 


with one official stating that the V'three 


the GOC officials gave a brief rundown of world 
stating that Australia is working 


possibly by 


madere@state.gov. 
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smuggled out of Armenia during 


or \"Dashnak\" party. End summary. 


the 

and Marmara University's Ayhan Aktar. Solarz began by 
its general 

contrary to some 

speakers had represented a variety of 


with the vast majority concentrating on topics 


for example 


the conference would embolden them to pursue serious 
while 


problems remain 


smuggled out of 


and 
V i.e. whether or not 
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and 


Daoud claimed 


probably in alliance with Allawi. Barzani 


Daoud said that Dawa 
Ali al-Dabbagh 


stating that Vice-President Adil Abd al- 
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and 


however 


but later disclosed 
similar 

with 

Interior 


Daoud claimed that Nadim al-Jabiri did not 


Daoud pressed for an extension to the 


they 


and his 


however 
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and it appears that 
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500). He recalled that he studied 
and has several friends who 


but 


though studies 


nor does it oversee religious institutions. If 
admissions would have to be based on 
which would not 


he said 


the Education Ministry would inspect the 
but not the Patriarchate itself. Tezic 


or 


progress must be made on the political problems that 
Tezic said. In 

Greece permitted Turkey to supply the Celal Bayar 
and Turkey 

allowed Greece to support the Greek high schools in 


however 
it would provide 


outside of 
and agree on reciprocal steps to remove 


Vice Foreign Minister Juan Alberto Lara Bu 
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particularly by pressing Greece to take 


but some involve poor 


and expand them whenever possible. 


students from 


YOK has not been able to continue 


including the initiative for the 
which he said he would try to revive. However 


and because it 
he approached the 


he is unsure whether the regulation provides 
given that there is no provision 


he will raise the matter next week with 


noting 


and there is nothing the 


Serrano is curren 
e.gov; classified email: SIPDIS BowersSL@ 
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we would eventually learn how far the parties were 
and the details of an arrangement 


we 


we could press the GOT to 


in 


both 


we would be pressing them to link them in a way 
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Spain is safe. However 


DGAC) 


ed Web Site at http:/ 
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alert and aware of their surroundings. 
or experience any 
please contact the Embassy\'s 


it shares credible 
available on the Internet at 
U.S. travelers can hear recorded information by 


D.C. at 
or receive 
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the July 22nd crackdown and current conditions in 


Douste-Blazy had informed Perez Roque 


namely the liberation of 


as the GoF 
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however 


and the Cuban Embassy in 
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diplomacy since 1990 has constantly tried to be a 


terrorism 


which has come about 


which all point to America\'s thwarted efforts. 


which was created after the war aimed to 


because it is the foundation of 


1 days а 
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and specifically in the 


the Iraqis deserve to 


the trial must be irreproachable. Only then will we be 


remembering that the people of the Middle East are 


itis also true that it will be difficult 


and by the Americans. An international 
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how the trial is conducted will determine the 


dead-set against the UNESCO convention 


151 nations made a strong 


the U.S. put all of its efforts to avoid this outcome. 
urged by France 
put aside its differences in order to 


Frances idea of "cultural exception 
V elicited the opposition of the 


managed to raise support for a 


it was the U.S. obstruction efforts which gave 


as indicated recently by General Bentegeat who 
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the Atlantic 


even if it is due in part 
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Embassy officials and Yemeni security 


in 
Yemen\'s mobile phone 


he said 


and that he may have an answer on this issue Was 


permission to use portable radios and related 
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for this opens the door to religious extremism. Islam 
gives power to the people 
he argued 
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he 
to build an Iraq that is \"bigger than the sects 


he said 
which would eventually lead to 


not as Kurds or Shia or Sunni Arabs. 


the best person to lead such an 
Sadr said 


Sadr warned 


he 
is one of the biggest drawbacks of the current Iraqi 


Saudi Arabia had to 
000 Saudi troops along its border with Iraq in 
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but 


Column 4 


10/19/2005 10:42 
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it should be noted that copies of the civic 


000 
360 


2006 


an 


ion. However, this group has the g 


USD 2.3 bi 


Column 4 


10/19/2005 10:44 
10/19/2005 11:00 
10/19/2005 11:12 


thought to be clients 
batons and 


sold on and held against their will in 


sexual 


they would have been told not 


so interviewing them will be a 


said: \"Most are deported without any care 


and there is 


you are simply 


which gives victims the right to 


ossible containers. One of the co 


s under the Tropical Forest Conservation Act on two conditions: i.e., that the d 


in Turkey 
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the 
Barnardo\'s 


October 1: 


a 40-year-old woman and three men 
were 


had their passports taken away and were locked 


of West Midlands Police 


sold on 


sexual 
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Turkey 
Japan and Hong Kong. 


which is targeting 


the director of Amnesty International UK 


VAmnesty welcomes the West Midlands police 


27 
netting 
000 pounds Sterling. 


an Albanian immigrant 
21 


000 pounds Sterling for her. She was 


up to 1 


) 27.39 million. NO 


ng tour of the compound followed by a presentation on the types of birds and pla 
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England. 


where mostly 
three 
including one woman 


there were electric bars. 
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V' Those women who refuse to 


Qatar\'s Leading English 
on Sunday 


largely from Eastern Europe and Asia 


mention 
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52 
50 


central England. 


Poland 
Japan 


ages 


V the police spokesman 


Y she said. 
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V she 


you 


which she said gives 


a 50-year-old woman from Brierley Hill 
a 50-year-old man from Stourbridge 


000 pounds Sterling ($12 
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Department Head of 


the problem would deepen and added 


am and 
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\"Turkey 
has been the focus of the immigration Mafia. 


\"Entries and exits 


the Mafia 


almost the entire 
Middle East and 


Mafia groups 


for (Turkey) not to work enough 


a Task Force was 
Jandarma 


some operations were conducted. Upon 
the U.S. put Turkey in Tier Two 


228 immigrants 


human trafficking was tackled in length. 
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VImmigrant Smuggling 
V organizers are using Turkey as 


Middle East and Africa to European 


he finds himself in the back streets of 
in the shanty town of London and in the ethnic 


the Mafia 
also got involved in human trafficking. 


2004 
Istanbul 
mostly Chinese 


1/1972 POB: La Libertad Sgt. Elman Cristian C 
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including 57 
two Egyptians and 11 Uzbekis were captured. 


Aydin 
2004. In the operation 108 


security forces found a 
one 
110 bullets and three unregistered 
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who were involved in human 


including a woman 


who 


her son and 

L.E. and M.V. Ten women 
who were 

too 


O.C. 
O.K. (19) and L.C. (37) were brought for $3 


ation for the Future (FFF) and so 
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including emerging trafficking 
economic and social conditions and 


Turkey is a major destination country for 


ΙΟΜ has assisted 163 
including 51 to 


from Greece to Turkey\'s West 


which include increased 
stepped up training for 
psychological and direct 
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whose nose was cut off and 


Turan Gezginci 
who are on trial on 
appeared at the session on October 5. 


political group. Like 
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the lawyer of the suspects requested the 


October 6: 


who was forced to marry the man 
did not attend the trial 


R.G. was raped by her neighbor 


she told her parents what had happened to 


2005 as punishment for going out on 
her 


the 
Feyyat and 


VWhen my brother 
she (R.G.) was going to her own 


| slapped her and cut her nose. V 


\"When l was asleep they 
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there was a lot 
the boiled barley 
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Iran and Greece between October 10th and 
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a 
which come a 


highlight the scale of progress the 
part of the mission by the parliamentVs 


told the 


Labour\'s European foreign affairs spokesman 
said the 


ж NAMRU-3 s 


je in Baghdad Abdel Karim al-Sadiq fe 
ssengers | 
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widespread 
arbitrary arrests and instances 


yu 


Namik Tan 


a town near Iran. 
a 19-year-old suspected 


whose findings will form the basis of a 
was equally appalled by reports of 


a group 
told the 


presumably as part of the 


Ankara\'s modernizing 


abolishing the death penalty 


security and judicial forces. END TEXT. 
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believed to have brought up to 
000 people into the UK 


arrested after swoops on addresses in 
are alleged to have smuggled 


who are all Turkish Kurds. 


in groups of up to 20 a time 
vans 


Assistant 


smuggled in the Kurdish areas 


pay between 3 


staying at safe houses 


black market 


\" he said. 


3. Expeditious return will enable the G 
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Y he added. 


Lincolnshire. 


two in Bexleyheath and 
Hackney 


he said. 


he said. 


\" he 
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000 Turkish Kurds into Britain 


in which 200 officers in Britain 
France 


Belgium and Denmark to follow the gang\'s 
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Lincolnshire - were running a sophisticated 
000 and 5 

believed to be wives of the alleged 

who tried to intervene in their arrests. 


one man was detained on suspicion of money- 


they were held in safe houses before being 


most of the illegal immigrants have 


which was set up to tackle organized 


two in 
Haringey 
Hackney and Hammersmith. 


Tarique 
the head of the Specialist Crime Directorate 
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one of the 
said police were 


\" he said. 


if indeed it can." END 
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smuggling illegal immigrants 
into the UK through ports in Holland 
France and Belgium. 


a two year operation involving police in France 
Denmark 
which represents pan-Europe policing activity 


ir, or in his absence the DCM, and includes all releva 


pro 
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and REFLEX 


the Immigration 


Head of the 


and in close cooperation with partner 
sharing their 


funded by the Home Office\'s 
the Metropolitan Police Service 
continues to enhance 
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Aksen 


said Serhat Aksen 


cultural and humanitarian issues 
international 


Suppress and Punish Trafficking in 
Especially Women and Children. 


vs 
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2005 envisaged fines and 


Aksen 
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in a series of 12 early morning 


and those arrested include six men and two 


who face conspiracy charges. Six others 


Y was carried 


Holland 


predominantly from Turkey 


allegedly a pan European organization 
000 people into the 
senior officials said. It is one of the biggest 


yroject (Ref F). 
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directive chief superintendent of the 
said that illegal immigration was 

it is estimated that this 


000 
000 pounds to be smuggled - in groups of up to 20 


V'The mode of transport varied but it was 


most are believed to enter 


a portion of which 


Milliyet and Cumhuriyet on 
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involving 


the network made approximately 200 


including 18 Turkish citizens. 


two for interfering in 
six for violating the immigration 
two for theft and one person for money laundering. 


led out sever 


Column 4 


V the London Police cooperated with the 
Dutch 


trucks 


500- 
000 Euros to smugglers for their voyage that 


with the millions 
invest in cafes and 


V'This 


following many month long 
died even before they 


broke 


her daughter was put in the 


including my passport 
V recalls Silvia. \"They told me that if | 


ied him that the GOB planned to vote 
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| would never see my baby daughter 


sex trafficking is big 

controlled mostly by Russian organized crime 

as many as 

000 young Moldovan women have fallen prey to the 
lured by phony newspaper ads or introduced 


most of the girls come from impoverished 


Silvia is hiding 
she is staying in an 
while her neighbor and others in 


yi 


tired 
had horrible 


| would 


\"which has helped a lot 
smiling for the first time. \"I have also 
thanks to UNFPA 


UNFPA 


which offers a complete array 
including sexually- 
free 


in collaboration with UN agencies 
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which will allow me to make money doing 


\"All | want now is to have a 


they try to kill 
V says Olga Kolomeyets 


and 

victims of trafficking had 
\"says Kolomeyets. \"We 
but we need to do 


virtually all of the girls who 


\" she notes sadly 


\" she continues. 


which they have been subjected to all 


Y as she calls it 


all from 
\" she says in a quiet monotone voice. \"None of 


so they starved and beat us. One of the 


the entire hotel was a 


filled with girls from Moldova 


V recalls Silvia. \"If | did not return with 
І was beaten. We had to work in thin dresses 
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her body was removed from the street like 


15 


Silvia was forbidden direct 

| never saw one dollar of 
\" she says. \"And it was a lot 
and sometimes | had to 


the overseers sent her 


V she says. \"I did not 


Silvia was confronted 


the Turkish police raided the 
and she was arrested. After spending two months 
she was turned over to IOM staff and 


a scare tactic 
and | want to help others understand that it is 


it was the lowest point in my life 
staring at the floor. \"I had no hope for the 
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then looks up. \"I will have a new life 
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the co-ordinator of LondonVs 


said they could also introduce economic 


cannot speak English 


or toilets 


many have spent it 
000 pounds 


V he said. \"We have also 


or working on 
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\" he said. 


to highlight the methods used 


000 pounds from a 


most of which came from 
were charged between 3 
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The Guardian 


who lives in North London noted 
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police said. 


and six of them were also 
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including ticketing 


maintenance (Lufthansa) 


travel agent 


but will 


but instead will focus on 


or into flying more frequently. He 


Homsi said that he does expect JA to gain 


and Homsi expects that the new 
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VWe would hope 


the U.S. expects Israel not to respond to 


we have no desire to a return of daily attacks 


and the 


Abbas and Lebanese PM Fuad Siniora 


according to which the UN team investigating the 


UN envoy to Lebanon Terje Roed- 
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the Jewish American 
was named the world's top public 


according to a poll released on Tuesday 


Maariv 
an Israeli diamond merchant who is also an AmCit 


and that they are 


a global NGO 

which was made public 

ranked Israel in the 28th place among 159 
with a grade of 6.3 (10 being \"highly 

with a 7.3 


and Yediot bannered 
which is due to 


according to 
Foxcom paid USD 


000 to the Jewish American lobbyist Jack Abramoff 


and raised the 
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left-leaning HaVaretz editorialized: 


but rather by the need to build a powerful 


pluralist Yediot 

and they spit (fire) at him." 

independent Jerusalem Post editorialized: 
simply 

he will not be propped up. This is a 

but all terrorists.\" 


Orthodox Hatzofe editorialized: V'If the 


perhaps we should adopt their norms. V' 


left-leaning HaVaretz editorialized 
the Defense Minister has elected 


such as barring 


and 


but do demand viewing Abbas as a 


and advance the peace process as though there 
which drew optimism from 
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therefore is obligated to use an appropriate 


but rather by the need to build a powerful 


pluralist Yediot 

the problem of our terrible neighbors 
once again faces us. After 100 

the Palestinians are still 

and 


where every gun holder is a prime minister and a 


and what should 


just one -- who would take them out of 


and they spit (fire) at 


independent Jerusalem Post editorialized 
more 

without substantiation 

which Israel fortunately managed to 

with a 

it was only a matter of time that luck 

it is 

both Israeli and 


will continue to be lost until Abbas has 


by threatening to withhold their financial 
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have the power to insist that the old 


simply 


but all terrorists. V 


Orthodox Hatzofe editorialized (October 


Samaria 
or more precisely 


Samaria and Gaza have existed for 
and are considered obvious.... It is good that 
for perhaps 


[soldiers manning] the American 
usually to death 


when demonstrations were held recently in the 
the 


and 
if the U.S. 


pluralist Yediot 


Stupid\" 
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pluralist Yediot 


poor China 


not even God and his 


and social and economic crying. V 
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whose 


has so far refused to allow government prosecutors 


ies to extend the poultry va 
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and he had denounced to 


including Participacion Ciudadana 
which receives USAID funding) 


under 
to modernize and automate the civil 


in which citizens will need valid 
the 


including 
but the 


officialsV 


and the lack of appeal were central 


in charge of judicial reform 


senators 
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which leads one to ask: Why would anyone want to 


which should be subject to fixed fees or be 
but into the pockets of civil officials who 
share the income with their political protectors. 


waiting for a 


which makes it hard to be a 
none of the parties that 
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largely 


which 


and his vision for forming a new Dominican Republic. 
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along with a chart that suggested that Dominican 


possibly bring up its scores 


we 


he also 
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and that international managers 


the government 


Fernndez 


it was very unlikely that there had 


services 


Fernndez said 


he said 


the New York Police 
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and others 


he said 


security 


and any such proposal would have to 


non-sensitive areas 


adults could be 


bio 


the Cubans wanted Dominicans to 
but the Dominicans asked the 


because it would lower demand 


and Fernndez suggested the USG 


Column 4 


including 
FEDEX and DHL. Fernndez 


President Fernndez said that 
and 


he said 
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the diplomatic 


while others have already begun crossing the Neelam 


however 
and domestic partisan maneuvering continues 
and political jockeying should wait. Amid the 


the PM is using the quake to advance his vision 
which Kashmiris are also embracing 
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including opening more cross-LoC 
in the 


noted that the move built upon PM SinghYs 
\" although he 


damage along the Neelam River 


and are now being used by 


PM Singh on 


Jammu 
and Tangdhar 


the phone calls will be free of charge. 


for now 
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and the damage to telephone cables in Kashmir will 


Duggal told reporters that J&K police and Indian 


or if he will vacate 


Gandhi family confidante Wajahat 


or the 


\" 
noting the long memory Mrs. Gandhi has 
the 


National Conference leader Farooq 


although 


Uri and Tangdghar 
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while those who are able to view the damage 


following the trail blazed by Kashmiri separatist 

but also with their telegenic side to the 

because peace is also still good for votes. Although 
there isa 


the earthquake is shifting the political ground 
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though no 
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\" he said. 


and 


and he was 


after all 


he said. Porias noted that the 


such as Ukraine and Poland. 


which would only give 
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if was important to maintain a 


of which Belarus is a member 


Porias was no Pollyanna on 
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citing its contractual 
however 
expertise 


the opposition 
has withheld its 


domestic observation group Ojo Electoral is 


poloff met with Ricardo Valverde 
the umbrella organization for CAPEL. Valverde 
but that the errors spanned decades 


for example 


then tried to persuade auditors to examine only 


in some cases 
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Valverde said OnidexVs 


auditors did not receive all the material they needed 


if rushed 
but he did not favor hurrying the project. 


Valverde said Cuellar warned the CNE about 


not distribute it at all 
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and noted that not publishing it would 

Cuellar warned that CAPEL would consider the third 


Valverde said the CNE agreed to 


Sumate Director 


raising questions about the audits autonomy. 
Sumate reviewed CAPEL\'s original proposal and 


a liaison to the only 
told emboffs a 


which he said would 


a former CNE official 
told poloff that he 
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the 


but they did not seem interested. 


Valverde defended CAPELVs 


but thought the rules still allowed for 


but the 


its auditors are finding significant problems 
CAPEL 


only to walk away from 
the final report may not 


but lack of 
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what 


including Abdel Wahid and 
refused to go to NYDjamena to participate. 
on the other hand 


in the interest of SLM unity. This 


but warn that Mini is not on Deby\'s list of 


which merits attention 
Abdel Wahid attends 


and allow 


and select a competent team 
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however 


authors 
detracting 
both for financial 


divided SLM negotiating team 
also will make more 


focused on specific issues and actual 
seems a reasonable example of 


some expect that a GOS delegation truly 


but that is not 
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nor wholly reflective of Omani public 
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and a number of forum members (360 hits and 


in consultation with the Israeli government 


V claimed one writer. Another chimed 

V'Constitutions cannot be drafted under duress or occupation. 
the drafters need absolute 

both of which were totally lacking in 


the 


with different languages 


Y noted one contributor. Remarked another 


generating 1 


these intentions caused a lot of problems. Rather 
the Omanis brought 

\" 

\"Slavery was the hallmark 


but that doesn\'t mean they 


and that is 
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one al-Sablah member alleged 


| call upon the 

V continued the author. 468 people 

and 15 responded. \"There is an abundance of 
\" began one writer 


V'There are non- 
and we have to respect their 


especially during Ramadhan 


135 hits and 41 responses 


but the Omani press has 
because the money has 


the Minister of National Economy. \"I 
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\"Who is Маскі 
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and Peshmerga militia of 


a well-known Sunni Arab and 
told Pol 


Yawr\'s contacts should approach the IECI 
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plagued by extreme poverty 


are extremely vulnerable to shocks. Even 


casual labor 
informal trading 
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or reduced ganyu opportunities can 


due to a 

according to some 

insufficient availability of fertilizer. 

the most densely populated part of the 
is the most affected area. At present 


such as relying on the consumption of wild 
reducing the number of meals eaten per 

and selling assets. While some households will 
the winter season 


maize prices were assumed to rise at the 


and the population-at-risk was estimated at 
000 MT of food. The 


000 MT of food. 
as well as recent market 
indicate that market 


and are 


even on the Mozambican side of the border. 
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admissions to Nutritional 

which treat severe 

are 29 percent higher than at the same time 


an 


which currently 


pulses and vegetable oil 


but discussions are ongoing 


UNICEF 


improved outreach to 

particularly in the 

is a concern. According to staff at the 

most patients are referred to the NRU from health 
or self-reported by parents. Although MOH 
capacity is 


outreach 


this year's bad harvest further 
cash 


many of them do not yet have seeds 
most farmers are counting 
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many people do not feel this approach is 


small-scale irrigation 
better coordination of 


where 


a number of donors have 


EU 

Norway and Japan. The USG through the Office of 
000 MT 

000 MT has arrived or is not its way 


000 MT of food. Late September 


000 MT of maize. As 

total contribution to the humanitarian 
000 MT. Now that scenario 

000 MT) is likely 

000 MT. Further urgent food 


ADMARC 
maize availability at ADMARC depots has been 


and their national stocks are 
monitoring is 


sufficient stocks of fertilizer 
resulting in 


as happened in the 2004/2005 season. 
the MOA stated that only 8 


000 MT expected for the district. 
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USD 1.7 million for water and 
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contributions toward 


despite previous discussions 


however 


the level of resources provided thus far 
has not been adequate 


USAID provided close to 35 
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I-LIFE (10 


dams and canals). I-LIFE is also doing 


000 to UNICEF for 
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e.g. Kurdish-language 


specifically 
Yelki said. He emphasized that official pressure 


said Yelki. In May 


a South African 
and he have met with the local muftuluk leaders on 
but have failed to get them 


instances like those reported 
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he added. 
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and so the world was looking 


multiparty system would be a good 
she said. 


he believed that the 


however 


he said 


but the response from EPRDF leaders was 


such as the CUD\'s Berhanu Nega and the UEDFYs 
did not seem to have the upper hand in 


while the CUD was 


known as the 
he said 


Tekeda remarked 


however 
but they would have to V'come out" and make their 
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and indicated 


he 


he 
and internal EPRDF debates were now 


but that the GOE had to be 
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the political class here has lost sight of 
if any 


the National 
which at present is an orderly 
it would guarantee a succession to an 


negotiated behind closed doors 


a thoroughly bad idea. Third 


we are about to see Malawi politics get as 


and the investment the donors 


however 
Tembo 


noting that the Public Affairs Committee (PAC) 
has taken itself out 


and the European 


reflection 


while 


such as the 


Column 4 


government seems to have 


and they are very mindful 

S current session only has another week and 
they were unable to stall the 

and even stalling takes the 

s full time and effort 
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Gamal 
the GOE has long taken a hard line on corruption 
including a 


or currently in the process of 


are yielding tangible gains in the 


but what we are actually doing about it 

he continued 

customs 

and the devolution of authority to local government 


if not 
many opportunities for corruption. He stated that 


including through 


Column 4 


the People\'s Assembly is expected to resume 
after the new parliament is seated in mid-December 


when the GOE\'s 


including a case against the 
Egypt\'s second most populous province 


and the ACA\'s 
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the 


covered the event positively 
such as halal food and setting 


s on-going Muslim Outeach plan. It follows on 


noting the 


and we will continue our collaboration with our 


10/19/2005 15:47 
REJECTS TERRORISM 


Column 4 


Reason 1.4 (b) (d) 
stressing the total 


and called for the Polisario to issue a statement 
Beissat thanked DCM for his demarche \"in 


V and gave DCM a copy of 
which states the 


which was written by \"one of our officials\" but not 


a move that he insisted would violate 


and the 
V as French Total Elf and a Norwegian 


however 
it 


the 
but dated October 13. We will 


as well as press again for an 
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Column 4 
called Ambassador upon 


Lainez stated that he had come very close to 
but 


during his attempt to have the word 
V he was approached by Spanish 
who 


V but said Zapatero has made a lot of 
especially in his relations with the U.S. 


and that the 


but is actually very calculating 
dragging a 
and waiting until 


Lainez said that Guatemalan 


but added that the 


Lainez told Ambassador that President Saca 


since the 
and 
which affirms repeatedly its close relations with 


Column 4 
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000 human beings per month 


genocide by attrition will 


\"The AU\'s Mission in 


sustainment 


or 
or any other number of unpersuasive 
no one can deny that we all have a responsibility to 


genocide is not 


jails dissidents 
as dreadful as such policies may be. 


for the crisis in Sudan is far from stable. Neither 


the CPA will never work. 


Column 4 


September 23rd 
Senegalese 


they are under mandate not to carry weapons so all 


they saw twelve armoured AU vehicles which 


the temporary home of 270 
the observers failed to see even one AU 


and has a negative impact on their ability to 


diplomats and parliamentarians all 


we 
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Column 4 
\"Lalu (RJD leader 


but appears to have instead lost much of his 
primarily to the NDA. Twenty of his party\'s 
elected in the 

are now running as NDA candidates. The 


voting will resume in four Maoist-affected 


who have demanded a boycott of 


exit polls vary widely 
Chemicals and Fertilizers Ram 
while it is still possible the JD(U) could make 


no 


and this may not be 
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defense 
led 


and including a 


Column 4 
however 


U.K 


rather than theory or \"bureaucratics.\" 
he said 


since DND has extensive 


for example 


operationally the bureau is stretched 


but did 
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and somewhat defensively 
he reasoned 


and December 


Column 4 


the GoF remains marginalized on the ground in 
French Ambassador to Iraq Bajolet remains in 
the ongoing domestic 

including the former French UN permrep 


has put the GoF (and the MFA in 
in the wake of unusually harsh 


rather than offer new 
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10/19) 


10/19) 


posted on Iraq 


the actors are ready 


and the long awaited tribunal 


and 


they also hate the way things have 
in particular 


Column 4 


and 


especially if we take into 


which had no positive effect whatsoever on the 


wealth 


including the gassing of Muslim Kurds. 


into a rejection of 
racism 
rationalism 


we condemn those 


but a very difficult opportunity for those in power 


Column 4 


but they were 


not the 


and Sunni 


confirmed the need for national 


without which 


which begins on 


which took so long to begin 


unaccompanied by bloody 


Iraqis 
hope Iraq will move beyond the 
which has been lost 
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10/19) 


independent 


but the desire for dialogue has 


yet some 


and respect for others or it will follow the 


affiliated with SCIRI led by Abdul Aziz Al-Hakim 


Saddam Hussein 
including crimes against humanity. By the 
the results of the referendum will be 


the Bavath party 


who ruled lraq 


Column 4 
or against his policies but rather 


and more precisely that he does not deserve to be 


he has been 
and this is a real trial and 


affiliated with the Al-Dawa party led by Al- 


neighboring 
and even to Iraqi politicians who participated іп 


the 
and who trust their political 
if 


and they 


rejecting terrorism 


Column 4 


affiliated with the PUK led by Jalal Al- 
published this page-three editorial by Abdul Hadi 


of which factions should be proud. The draft 


affiliated with the pro-coalition Iragi Media 
published this front-page editorial by Muhammad 


all clues indicate the constitution 


assuming 


Column 4 
2003;a 


one that embraces all 
territories 


then 


based on their own free will and 


whoever fails to participate in the referendum is 


he will lose the right to ask for anything. In the 
Hosni Mubarak was re- 
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Column 4 


he tends to 
legalistic focus. To move 


they provide a foundation for critical 
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will push PM Martin to go back to 


Oct. 18 


Quebec and 


Ontario and Quebec have similar 
while B.C. 


they see the U.S. response to the latest 
due October 28 


Column 4 


but with the deposit issue as the first 
in 


will be how to avoid Lumber ΜΝ". 


t get more Liberal votes in 


the federal government also needs to be 


as some are close to going under. If 
the provinces expect 


no matter how marginal 


and that BC 


s negotiator with the other 


Column 4 
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Senior Advisor 


another $250 million was 
but al-Qutub was 
recently appointed head of 


said that he and other Ministry of Oil (MoO) 


there is a little delay 


where 


Insufficient Amounts 


Column 4 


2005. He cited failure to deliver the 


and that this misdelivery of fuel type (eg. kerosene 


not 
Y he said. 


a concern echoed by Deputy Director 
Bassin said 


Bassin 
adding that criminals are smuggling fuel out of the 
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Denis said 


Column 4 
noting that his candidates were 
whose headquarters 


but only in the runoff elections. 
he said 
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Senator Carlos Filizzola 


his ascendancy is troubling for the U.S. agenda. 


But Growth Insufficient 


as well as contraband and counterfeit 
most of which are destined for Brazil or Argentina. 


technocratic economic cabinet and has supported 
Paraguay\'s 


respectively 
whereas the 


progress over the last 


the country needs 


Column 4 


a far-left 
kidnapped and 


whose body was discovered in February. 


given the lack of 
the President called the military 


SEPRINTE asked the FBI representative 


the region of Paraguay that 
near the city of Ciudad del Este 


including trafficking in persons 
document forgery 
and loose border controls 


Column 4 
including terrorist 


Brazil 


including 
in his July State of the Nation 


local violent radicals 
and fund raising for Hezbollah 


vis 


memories of abuses under the Stroessner 
President Duarte 


we recommend tailoring public remarks about 


and the GOP has difficulties in 


with significant assistance from the 
Paraguay 


wanted in the U.S. on 


a dramatic and unprecedented step. Clear 


Column 4 


Y but Paraguay has many other tasks 
and we are supporting 


promoting sound 

disrupting criminal 

and combating terrorist financing. Post 
money laundering 

and trafficking in persons. 

Vice 

FBI Deputy Director Pistole 


including a high-level 


and recently presented an ambitious USD 35 million 


above 
including 


above 


Column 4 
Paraguay\'s autonomous 


intellectual piracy 
counterfeit cigarette manufacturing 


defend the legitimate 
and 
but provides a specialized tactical 


and the Presidential Guard Unit has a specialized 


V and many 


which will 


Column 4 


and may specifically request 


and may note that Paraguay is also receiving 


such as the FARC-connected Mendes Mesquita 


particularly on prosecuting 
and close cooperation with U.S. 


and express 


and that 


and suggested that you do so upon 


drawing from the points 


Column 4 
which we have prepared as a press release: 


the Minister 
and others. 


Vice President Castiglioni was in Washington 


envisioned to 


and part of the U.S. 


Buenos Aires 
and Mexico City. Around the world 


and is planning to set up 13 more over 
including one in San Salvador. 


including access to information 


and how many agents 


and to staff it with two FBI agents. 


Column 4 


with the objective of building 
specialized skills 
the 


including access to information databases and 


and we will not conduct independent law 


since they have lawful jurisdiction 


we believe the activities in the Tri-Border Area 


not operational in 


and prosecution of persons involved in such 


but rather 


Column 4 
particularly along the tri-border 


discourages investment 
and creates a milieu favorable to money 


Paraguay has convicted individuals for 


including money 


despite limited resources. We applaud historic 
including the arrest and extradition of Mendes 
who had ties to the FARC. 


which will benefit the Paraguayan people as 


the U.S. provided Paraguay with USD 1 million in 
trafficking in persons 

prosecutors 

purchase of equipment 


the U.S. has donated over USD 5.8 million to 


including kidnappings and 
to advance its objectives. 


Column 4 


in 
will train with their 


Fretes 
and Isasa: 


and Mendes 


and appreciation that the 


and what his top 


and 
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an increase from 67 percent in 


Column 4 
54 percent in May 


82 percent 
and 71 


the most recent poll results showed 


this issue has been discussed almost daily in 
2005 renewed the focus on the CAFTA-DR 
28 percent of respondents 

21 

May 

40 


17 
15 


how much do you think 


\" compared to 54 percent in July and 53 percent in 


down from 33 percent in July and 39 percent in 


up from 12 in July and 9 percent in 
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Prime Ministers and 
Kosovo 


and 


but 


Slovene President Drnovsek met with 
U.K. (also representing 
Germany 


confidence 


the 


Column 4 


Drnovsek said they would still be required 
but that once the 
they would be less 


and 
Drnovsek thought 


not years. He specifically mentioned 18 months as 


Serbia would be able to move forward and 


and he 


highly regarded within Slovenia by all political 
and his calm and even manner make him a natural 


he clearly represented Slovenia\'s 


there is a strong belief that the time is right for 


he 
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leaving open now only the question 


Column 4 


President 


something which has been unavailable for 


there would be no creative thinking on this or any other 


whether dialogue with the Indian side 
or who the key players in the process were. 


which 


opposition 


including the Islamabad-based 
welcomed the move 


portraying them as 


and that they 


Column 4 


ordering the 


Jamu 


starting today. Kashmiri 


MusharrafVs suggestion to reunite divided families 
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along with the United States 
maintaining that parmesan is 


but rather the World 


the local trade seeks to 


Column 4 


New Zealand\'s position on Gls takes into 
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Canada 


which he 


Column 4 


another one pops up 
the Netherlands 


and the Palestinian territories 


effective 


or enforceable regulations to help it 


the National Security CouncilVs 
Udi Levi 


met with the Rickman staff delegation 


charities 


but that GOI and UAE officials prevented the 


saying 


Column 4 
Levi discussed the GOIVs 


designed to help the Palestinians and to undermine 


and 
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centrist Arabic daily Al-Ghad 
it is 


this does not nullify the fact 


received extensive criticisms that reached 


not to mention criticisms by Arab writers who 


the main option would have been 
to continue the armed struggle and 


Column 4 
which is 


but also a correct human 
however 


which in itself paved the way for 


or building the bases for 
which can only be done 


centrist Arabic daily Al-Ghad: (10/19): 


vicious 


something that these [the 


influential Arabic daily Al- 


and the constitution in Iraq are all 


Column 4 
creating more conflicts and struggles 


independent and sovereign. This is 


igniting dissention and spreading chaos. 


Amr Mousa 


division 


because the 


however 
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parties passed a 
calling for a specific 


its refusal of 
and its failure to divert more 


Column 4 


in contrast 


provincial and local efforts to collect 
they have now begun to 


as well as to avoid the 


the leadership remains in Islamabad or 
hosting fundraisers in Washington 


during the flood in Punjab he was seen distributing 


on military bases 


providing favorable coverage of 


the Fleet Commander and the 


Column 4 
Pakistani hosts thanked the United States 
saying that they would 


our visiting US Navy officials received 


Sources 


there is no prevailing 
a 


resentment 


leaving the military and the Federal 


neither the childish name-calling at the 


largely a factor of their 


4: MALE - DPOB: NOV. 11, 1980, 


Column 4 
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which 


has majority control of the 236-member House. End 


chaired by House Speaker Jose De Venecia 
ambassadors 


the head 
has offered them only one. 


however 
KAMPI is extremely 


especially if 


a Lakas member 
it would almost 


at this point 


Column 4 


helping block its automatic transmittal to the 


fresh off her presidential 
reinvigorated KAMPI in order to counter the growing 


reviews 
and discusses comprehensive 


but her control of the House has 
especially after her coalition held together 


unless a truce in the partisanship emerges 
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that Meciar (an \"old dog who 


and that the party will instead 


SMK 


when asked to look into the crystal ball 


Column 4 


Tibor Mikus 


when Tothova -- then 


particularly SNS. (Comment: Tothova was the most 


and Urbani 


tipped his hand and admitted 


and transparent. He also laid down a marker on 


\" 


V the other MPs seemed unmoved 
that it is Meciar 


Urbani felt the party would suffer 
there is no HZDS without its 


BUT NOT RESPONSIBILITY 


a nationalist party 
V Urbani said. 


and what should be rolled back 


where 


YN REPORT 4 ------- Summary ------- 1. The U.N. Children\'s Fund (UNICEF) estimates tha 


Column 4 

the MPs said 

they admitted that Meciar 
SMK 


for that matter) again. 


Urbani pulled the Ambassador 
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Econcouns 


Al-Saleh (who is the 

the Director of the Public Health 

the head of the Infectious Disease Hospital 
a representative from the 

and two representatives from the 


and response to 
which has met twice within the 


and 


Column 4 


citing the high number of expatriate 
many of them from Asia) 


cameras and 

previously used during the 

will be re-deployed at the airport. Travelers 
as well as 


will receive additional screening. Al-Saleh said 
especially the 


000 people overall 
as many as 9 
and up to 3 

700 beds (8096 in 


000 beds by using the Ambulance ServiceVs medical tents. 


Al-Saleh said that Kuwaiti hospitals 


Al-Saleh said that the 


the committee is formulating 


each hospital 


Column 4 


enough 
because of the 


the committee intends to propose that the GOK 
which has been effective in some 


and said 


Al-Saleh said that Kuwait is in line for the AI 
in the event of a serious 

Al 

and that 


severely restricting 


have banned export 


Econcouns noted GOK\'s 


and report suspected Al cases to the WHO and other 
Al-Saleh noted his 

which would hamper efforts to 

particularly 


and because SARS was a 


press for a suspension of IPR protections to 
and to share U.S. 


Column 4 
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the farmers 


the farmers 


the only McDonald\'s between Ankara and 


Inequality and Insecurity in Afyon 


we 


but receive their university 
are able to find gainful employment upon 


assistant economics 
s Kocatepe University 
but 


including 
has benefited larger corporations 


but the majority of 


Column 4 


but 


however 


the 
and 


investors 


Turkish youths prefer secure government jobs to 


consolidate 
21st century economy that can survive in the EU. In 


the responsible rich will grow richer 
and the average 
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Dr. 
he was skeptical about the degree of 


Al-Rabah noted that the establishment of the NAVs 


he expressed optimism about long-term 


Column 4 
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essentially 


the government could lose the ability to pass 
the government could 
a 


it could try to form a new coalition or call a 


Prime Minister 


62-58 


then a motion of no-confidence can be moved and voted 


s fall. It is possible -- but 


where the rejection of far-reaching bills by the Upper 


IN REPORT З ------- SUMMARY ------- 1. The Government of Pakistan (GOP) estimates that 


Column 4 
they can be 


the Green Party has agreed to abstain on votes 


Labour needs to secure a maximum of 58 


according to the current V'Standing 
there are no requirements 


but with various restrictions 


no party may cast more than 25 percent of its party 
rounded up. In the current Parliament 


and National must have 36 members to 


unless it is able 
the Governor General 


could choose from several options: 


for 
can secure enough 


Column 4 


by convention it serves as 
the 


who are appointed by the Governor-General with 


legal authority is identical whether they sit 


the political reality is 


they usually are junior ministers or 


but 


whether or not they agree with the 
Labour has 
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V but she was unable to confirm where or 
and that the MFA had received no response. The 


non-electronic 


also from her office 
Ministry 


Column 4 
she claimed that 


and she 


which she described as an Egyptian 
stating the end user was the 


but has 


we again presented copies of the proposed 


in part 
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among others 


AllawiVs party) 


Column 4 


former IIG minister 
independent cleric 
independent cleric 


Poloffs spoke with coalition 


as well as conference participant Mohammed 
head of the 


including Ghazi al- 
said coalition negotiations are 


Al- 


told us October 18 


Jabiri\'s aide Ismael said no 


SCIRI 


did 


vice presidency 
he should have spoken after Ayad 


Column 4 
and 


spoke second and third respectively. 


Al-Yawar said he still 


Member of the Constitutional 


Sunni and Shia on one coalition. But 


Communists 


we are aware of no other broad 


Shia 


centrist politics to think seriously of how 
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Column 4 


the U.S. stands ready to support 


Rashid 


the 
and 
get a fair shake in bidding for civair 


there appeared to be a string of 
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000 mainly leftist protesters 


Teddy 
and Lisa Masa. By mid-morning 


hostile atmosphere. The group had 


Column 4 


the scene of a clash between protesters and police on 
in keeping 


denied the protesters access to areas near 


protesters assembling for the rally 


as 

the crowd had diminished to fewer than 

000 persons and that the mood had become somewhat calmer. 
where leftist politicians gave 


claimed to have sufficient 


General Generosa Senga 


citing \"the 


it was again highlighted the continued 


there are no indications that the 
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the radio quoted Secretary 


Column 4 


Yediot expects President Bush to 


but that the U.S. demand 


\" the official was 
adding that the administration wants 


President Bush is likely to 


but that he 


Bush is slated to tell Abbas to continue 


who was responsible for dealing with this 
will soon be named. 


but that the 


and that Israel will not offer him any 


Column 4 


one of whose 


which will take place at the 


since it is 


including Syria 


since Jordan was 


while its moderate 
who advocates 


Column 4 


Abbas 
who was also 


as saying Wednesday that Israel has no interest 


but that it will prefer a situation in 


because Muslim 


IDF soldiers arrested a 15-year-old 


who subsequently found in his 


east of Nablus 


Column 4 


Maariv reported that subsequent to a more 
the U.S. Defense 


and that 


Amin Hussein 

the speaker of Pakistan\'s parliament 
Knesset 

and thanked him for 


left-leaning HaVaretz editorialized: 


pluralist Yediot Aharonot: \"The 


without extending unsolicited help 


Column 4 


left-leaning HaVaretz editorialized 


it gained a valuable asset: control of 


Israels control of this ground will 
Israel has an interest in 
this move will 


and perhaps even dictated 
all the gains of the disengagement would 


bloodshed in Israel or 


we must throw 


pluralist Yediot Aharonot (October 


or the Palestinian parliament 


the Palestinian nation will be able to boast 
a phenomenon that does not 


Column 4 


we will thereby be admitting that we have 


whose leadership sits in 


is on their blacklist. We are between the 
but we must make up our minds. 


without extending unsolicited 


while [State Department] Spokesman 
like the 


is a victim of terrorist attacks ... [Israel 
stability and 
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Column 4 


Kupwara and Poonch. According to 
16 orphaned children are currently 
but it is clear 


relatives 
many NGOs and 


engaged 
where possible 


there are certainly areas in need. The army 


however 
it is 


for 
are road accessible and therefore in a much better 
while 


are typically placed inside containers 
so locals have 


relief 


such as rice 
to both meet emergency needs and ease the 


the situation needs to 


with six medical and three surgical teams 


medicine 


Column 4 

for 

deployed 50 medical teams to conduct initial 
in an 

hygiene kits 

and 


water purification tablets are being 


while others 


villagers will 


which often translates into few savings or assets. 


which in turn may be spent on the tailored needs of 


military 
and community leaders. The first 


and was led by ActionAid. Representatives from 
as was UNICEF. 
such as SCF-UK and OXFAM. Further 


and will be led by UNDP. 


Column 4 


some 


Steep terrain and road blockages from landslides 


many areas have yet to be visited by any outside 
and it is believed needs are great throughout the 


and there are some that are providing relief on 
security measures at checkpoints 


much of the 
and traditionally 


winter will arrive in 


Column 4 
and will 


USAID/OFDA\'s Response 
and the USAID/Delhi team. There is an 


but such support 
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and will follow the 


who spent time in jail under the Polish 
said he felt like he had V'traveled back 
V with the heavy-handed presence of police and the 


\" but he decided to travel. He was 


he chose to meet the 
and so had no official meetings during his stay. 


including Marta Beatriz Roque 
and Elizardo Sanchez. (Note: Szlajfer said 


perhaps because of his history in the secret police 


and traveled to Pinar del Rio to meet 


and that on 


Column 4 


but then they appeared to have dropped off. 


but noted some continuing divisions. He said 
\" but that 


and noted what he interpreted as 


he believed 
and in fact feel 


and 


and he said 
in particular 


and in how Cuba might use such 


\" with dramatic bloodshed among \"competing caudillos.\" 


and Szlajfer said that the Polish Embassy 


inviting the opposition and the government to 


said Szlajfer. 


who led Poland\'s Solidarity movement 


with 


Column 4 


one of the Euro-Deputies refused entry in 


may well become Foreign Minister when the new 
and reflects the attitudes of 
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given the ongoing 
Thai sensitivities 


poloffs met with MFA Deputy Director 


following the flight of the 131 Muslim villagers. Thai 


often harsh 


Column 4 


suggesting the OIC condemn the 
and not the Thai government. END NOTE) 


V he explained. Prasas said the RTG was very 


and their response to the overall situation in the 
their 


V have been seriously degraded. The damage 
was deep and could \"have a long-term impact on 


he claimed 


but had been continually 
even after discussions between Thai MFA Permsec 


Prasas said 


our interlocutors were eager to point 
noting that \"on the 
especially between the 


Column 4 


\"it\'s 


and extremely 


with both the 
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sharing the 
inter alia 

and Justice 
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Tajik 


the Foreign 


accompanied him as note-taker. 


Column 4 


especially 


AES 


and how he had worked 
Veven though it is 


but did express surprise about the Secretary\'s visit to 


in our 
seems to be excessive information about all U.S. NGOs 


and noted it was the first he had heard of 
thus 


\" he said. 


Zaripov recounted President 


he had found no 
but was prepared to shut down Soros immediately if any 


Zaripov said he found it easy 


Column 4 


intense 
and knowledge of the region. By contrast 


but Capitol Hill seldom sees 


accurate information. 


the Ambassador and Zaripov 


but also from 


especially via the Ministry of 
is that the United States wants to overthrow Rahmonov 
and expand U.S. 


Freedom House 


arguing to Rahmonov that the 


Column 4 
VI was willing to be fired 


and Rahmonov has now apparently accepted the idea of 


it rings true with many other 
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the Ho Chi Minh City Police Department 
Director General of 


described TIP as \"a national pain 


Major 

MPS 

434 trafficking cases throughout Vietnam 

488 suspects. Quac confirmed that the China and 


according to Major General Cao Ngoc 
Deputy Director General 

the police have uncovered Vietnam\'s largest- 
which was believed to have 


Column 4 

led 

born in 1978 in Thanh Hoa Province 

with seven cases in Thanh Hoa. The raid 


said Oanh. Further investigation into the 


rescuing 60 victims and arresting 27 


in March 2005 police in Hanoi 


according to 
Deputy Director of Dong Da District Police 


154 kilometers northeast of Hanoi 


V'China has made great efforts in 


the General Department of 


Lang Son 


Column 4 


37 Vietnamese women were rescued while 


said Zhu Yantao 
quoted in the 
with police 


information sharing and the training of 


experts said. In one widely 
on July 4 


Vietnamese authorities say other 
Zhejiang 


000 trafficked women 
during the 
Vietnamese police forces in the 


and 75 traffickers 


according to 
Deputy Director of the General 
he said 


ina 
Vietnamese police said four people were 


aged between 22 and 41 
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Column 4 


The Asia Foundation (TAF) held a 


Vietnamese and Chinese officials 
including: improvement of legal frameworks to 


residence 
birth registration and marriages for victims; 


lawyers in 
sharing 
mobilizing financial support from 


TAF also organized an international 


the participants discussed the trafficking 


which had a trafficking 


the UN Office of Drugs and Crime 


Column 4 


Deputy Minister of 
and Narumi Yamada 
UNODC will conduct 


improving criminal 
prosecution procedures and judges\' skills 


Suppress and 
especially Women and Children 
UNODC 


representatives of international 


jointly organized 
the UN Inter-agency Project 
the International Labor Organization 


in Ho Chi Minh City on August 18-19. The 
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almost all polls and pundits agree it 


the KMT is focusing 
both long 
which calls these two districts 


Keelung City and 
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as it has already happened over 
(but if a pandemic occurs) 


Column 4 
the Nguoi Lao Dong Daily said that an 


however 

in additional to 1 
is only enough to 
000 people. 


MARD 


Haiphong Peoples Committee 
and toured an HHS/CDC funded 


HHS Deputy 

U.S. Agency for International 
USDA 

Center for Disease Control 
National Institute of Allergy and 
HHS National 

HHS Assistant 

HHS Special Assistant (S/A) 


Department of State S/A Turekian 


the GVN has spent VND 

and has vaccinated 50 million birds to date. The 
the GVN is in the 

the GVN has implemented a three-prong 


namely culling 


Column 4 


who has expertise in 
will be 


but needs to 


000 to $150 


000-30 


there were more than 100 and others present. During 
SOS 
said they were informed by Roche Drug 


Column 4 


the U.S. Consulate General also 


and the ConGen\'s own plans and 


symptoms of 


during which AmCham members 
including alternatives to 
flu shots 
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it gave the 
which 


the 
maintains and repairs electronic navigational 


but 


according to Mr. Avon 
wherever they may be located. Their 


DON 
Senegal 


the Nigerians decided they 
French-built ships and 


which is the purpose for this 


Column 4 


but it would be strictly in as a very low-level 


Brest 
and Antibes 
it has grown from a one-person repair 


Mr. Avon mentioned 
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an event that 


but agreed to shepherd it through 


and is glad 


which was just completed during the 


V he said. 
the officials present discussed the 


Minh said. The ASEAN Secretariat had drafted 


Column 4 


he was 


he opined 
the signing of the declaration 
not just the 


holding a U.S.- 
Minh said. \"It would 
and both the summit and the 


mutually acceptable declaration 
the November 2006 date would be auspicious because 
the year when ASEAN and the United 


he said 

and 

Cambodia and Laos would 

he 

that should ASEAN agree to a signing at Busan 


V he said. 
and not for the consumption of other 
Minh stressed how beneficial for U.S.-Vietnam 
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the 
who is 


Column 4 


reflects the continuing sympathy 


set to begin 
George Momferatos 


V which translates to WEnough Already") and whose father 
told Embassy he would ask 


remorseless killer he really is. END 


serving multiple life terms for 


gave an interview to the daily \"Eleftherotypia\" 
staunchly anti-government 


who has 


ranged freely over international politics 
and the global war on terror 


the period of the Athens Polytechnic 


Koufodinas said that in view 
the killing of 


1975. End Note.) 


and accused 

V that 

part of the establishment. He predicted that the 
\" but 


Koufodinas refused to go 


Column 4 
considered to be the 


for accepting political responsibility. 
Koufodinas told his interviewer 


fellow convicts 
also have given 


however 
yet the two full pages of print it 


or at least two hours of a 


whose husband 
and the families of the five murdered Embassy 


whose father was murdered by 
wholeheartedly agreed and will approach 
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Thanh was People's Committee 


socially conservative but 


Column 4 


Thanh believes that a good infrastructure base -- coupled 
over 
he has undertaken an ambitious program of road 


he reportedly 
going as far as to donate 


a well informed American businessman told us 


the Danang private sector 


which will boast an Olympic-size swimming pool 
a huge IT section and top teachers who earn 


neither he 
could explain what economic development strategy 


Thanh would not articulate how 


Column 4 


despite 


Thanh also reflected that Vietnamese business needs \"more time 


beggars 
jobs and 


in separate meetings with Danang Police 


Ba Thanh closed his meeting with the CG with a 15- 


Ba Thanh said 

were he in charge 

the Consul 

while we would continue to have dealings 
all our activities would be completely 

we welcomed a sustained dialogue with the 


Quang 
substance 


Hoang was 
articulate 


Column 4 


developing broad policy outlines and objectives 


acts as Hoang\'s highly capable Chief 


particularly its legal 
he sought a meeting with 


just as he did with the original concept of 
the first in Vietnam. 


which has transformed itself in ten years from a 


Hoang said there is general consensus that the Congress 


Hoang made it clear that he 


Column 4 
lobbying hard for a promotion 


the numerous contrasts between 


who generally look to the 


and conservatives 


local leadership is the ingredient that explains why one 


pro- 


U.S. investors are placing their 


Ba Thanh served his entire political 


he was Party Chairman of Danang City from 1994-96 and 


Ba Thanh is the unquestioned 


Ba Thanh was selected to study in the North at a 


a son who 


Vu Ngoc Hoang has been Party Secretary 

he served as Vice-Chairman and 

in charge of 

he was Party Secretary of 

Quang Nam-Danang province. Hoang studied 


who is working towards her bachelor\'s degree in language 


Nguyen Xuan Phuc 


Column 4 


he held a number of positions within 
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VWe will not only boycott the unconstitutional polls 


V including mass gatherings in all municipalities 
to garner public support against the 


the seven party alliance 
VWe declare that special initiatives 


Chairman of 
told the media that the alliance gave 


nor the 
VWe will 


in the 


Column 4 
for the first time in years. 


with 500 to 2 


such 
Pokhara 
000 people in each place. He hoped each local 


to find out whether the Maoists were seeking peace. 


though Prachanda appeared to be taking 


there could be elections to 


the Parties would know the 


hoping that if 


the King will finally blink. It remains to 
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Hoi An\'s tourism has thrived 
indigenous initiative. Foreign 


650 rooms 

Giang noted. Thirty percent of the hotels 

and only two hotels are government-owned. Hoi An\'s 
the Victoria Hoi An 

500 people. 


Column 4 


so too has it led the development of other tourism 
including historic sites 

300 

many of them 300-year-old homes that individual 
000 works in 

directly and indirectly. Hoi An also 


000 visiting workers per day; these are workers who do 
but who have jobs in the townVs tourism 


especially 


in 2005 


the project will also help clean the 


the Japanese Bridge. 


only Hoi An\'s large hotels provide formal 


though it 


Hue 


CONTINUED: Hoi An\'s success is due not only to 
but also to support from Quang Nam\'s progressive 
including Provincial People\'s Committee Chairman Nguyen 


including in the tourism industry. 


Column 4 
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\" graphically illustrating the impact of 


Fay gave a 


with Dolmia 

885 elephants 

and 1 

more ambitious effort. 


Fay and a group of eight environmental 


including 
this time focusing on 


the focus of the effort seems to be on 


a business leader who is funding the management 


the African Parks 


and this is likely the model 


Embassy officers were also told that 


Column 4 


000 


currently having a negative impact on 
can be traced in part to 


and that there are enough concerned individuals 
is a positive development which we intend 
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the 
500 civilians 
to participate in political 


the rebels took approximately 400 

80 civilians in 

and 24 civilians in Dolkha and Lamjung 
the 

200 civilians 

in Achham District. 


a student wing 
continued to target private schools 


affecting more than 50 


Column 4 
000 in Udayapur District and 25 


to 


Maoists bombed office 


the Maoist-affiliated Kirant 


but no one was injured. 


the 

788 (rupees 200 
money slated 
the 


000) from passengers on the road from Hetauda 
to Narayanghat 

the militants looted 464 grams of gold and 

000) from a shop in Nawalparasi 

the rebels extorted USD 7 


approximately 10 percent of their 


shooting and injuring one 


the militants 


Column 4 


the Maoists abducted and 


a Maoist-planted bomb explosion killed two 
an 


including two Maoists in 
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some observers in the Turkish press 


the same status 


but any proposed formula for HalkiVs 


public 


an advisor to Prime 
to visiting Under Secretary Karen Hughes 
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head of the local SLMM office 


rather than 
were conducting most of the attacks. Following 
the SLA will deploy to an area and conduct 


Column 4 


78 cases of child recruitment were 


GA Leelananda reported 
only 29 are completed. 
although slow getting off the mark 


a USAID partner organization 


he has not received details or guidance 


according to the INGOs. In a positive 
the UNHCR reported that the GSL and some NGOs 


000 Tamils coming from LTTE-controlled areas to 
the GA has arranged bus transportation to 


according 
the police and armed forces have established a 


both the NGOs 


Column 4 


Trincomalee remains a coiled 


but mistrust of the Sinhalese soldiers persists among 


the GSL should act 
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there would be no 


although 1396 of voters are still undecided. 
and the rise of mobile phone technology is leading to 


a Maharaja Group of Companies gave the 
while a state-owned Sri 


the Colombo-based Center for Policy 


Attitude and 
500 voter views on 
the peace process and tsunami 


but the V'Concise Report" reveals 


Column 4 

if an election were held 

34 percent of Sri Lankans would vote for UNP 
compared to 26.5 percent who 


when votes for the Sri Lankan 
which supports the UNP 
which signed an 

are considered 


USAID 


represented in the 6.7 percentage of votes for the 
could be the decisive vote in 

Director of Spence Macholdings 

commented that the Sinhalese 

and thus the 


before the SLFP 


leading more minority and undecided 


the most important issues in the election are the 

the majority of Sri Lankans 

with slightly higher numbers among rural Sri 

more Sri Lankans trust the 

with 37 and 41.1 percent of voters most confident in the 


respectively 


voters had more confidence in the 


only 8.8 percent of Sri Lankans prioritize 


Column 4 


but the results have been 


the Director 

one of the 

told Poloff in a phone 

000 voters gave Wickremesinghe almost 
this poll is 

mobile phone users who are more 


stated that the state-owned media 
000 voters favored the SLFP candidate by 


almost half of all Sri 


but surprisingly 


at a very controversial time in the peace process 


political pundits continue to predict an extremely 
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including the 


Column 4 
to 


TNA 


the pair averred 
the Tamil 
they 


the couple hinted. The international 
including the U.S. 


they urged. Poloff 


fair and non-violent. She 


since doing so would 
the couple claimed 


knowing 


may attempt to interfere. 


would the 


he said 

albeit gradually. Shunning the LTTE now could 
he suggested. Like many 

the professor said 


Column 4 


the Tigers could demonstrate their 


they both 


Sithamparanathan and her 


they 


but TNA representations can offer a 
however incomplete 
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trades-focused high school diploma 


rather than the current age of 16. 


along with expanded cooperative learning and 


Column 4 
will give students better 


colleges 


which are both privately and publicly funded 
he commented that 
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Column 4 


including left-of-center Le Monde which devotes an 


does not 


who is 


Saddam owed France 50 


which is 


through dialogue 


Column 4 


Secretary Rice had an impromptu breakfast 
a coordinated 


Lebanon is the central key point 


which has them angry. In the Bush administration the 


especially after Great 


an agreement at the WTO carries 


namely the U.S. 


not agriculture." STAPLETON 
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Column 4 


as 


the 


and a BJP spokesperson warned that 


but later said that she would continue to 


which may be prepared to back Bharati if she broke 


DelhiVs sources believe that 
destroying its 

and then 

in a series of meetings in Bhopal 


squashing 


cannot afford to implode 


however 
we can expect her to make 


making it more 
either under lame-duck Advani or a new 
to reinstate her as CM. Despite her grassroots appeal 


a nuisance and perhaps even a 


she is fighting an uphill battle. 
however 


Column 4 
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who 
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European Parliament President 
OAS SYG Jose Miguel Insulza 


the declaration 


including the 
and a demand for more 


Central America 


and a call 


Column 4 


and support 


the original 


and also 


but the language 


calling 
commercial 


and again shared this concern with the 


argued the contrary. 
the term Vblockade V" remained 


commercial and financialV 
which 


Column 4 
who 
told the Ambassador on October 


presumably after 


they received no 


the Ambassador noted that 


but would not hesitate to defend US interests. 


and took issue with the term 
including US concerns 


editorials 
criticized the GOS for allowing 


and fluid. V" 


but that it would be better for 
V'because if he is 
he could be sentenced to death." 


Column 4 


and that the negotiations would be left to 


REACTIONS 


especially 
because the US 


the new Ibero-American Summit 
said that the special terrorism 
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members on TGNA 

a larger financial subsidy from the State 
s new status raises the number of 


s Party (CHP) with 154 MPs. 


now that the ANAP group also has the 


S MIXED LEGACY 


Column 4 


ANAP was a liberal 


and strong U.S.-Turkish relations. ANAP was 
but 


later 


but many Embassy contacts 


ANAP became increasingly associated with 


the level of electoral 

24 percent in 1991 

ANAP received only 5.1 percent of 

failing for the first time to cross the 10 percent 


s declining popularity was due to several factors 


S 


Erkan Mumcu and four other MPs officially 
Mumcu was elected 
the party had 11 MPs and it 


a lawyer by training 


but later defected to AKP 


including Culture 


Column 4 


too elitist 
for 
told PolOffs that many ANAPers from the Ozal era do 


s current administration. Other contacts have noted 
who is well educated 
but puts off 


which alienates old-timer ANAPers 


s parliamentary delegation is a mixed bag of 


nationalists 

and consists of former members of AKP 

center-right True Path Party (DYP) 

Social Democratic PeopleVs Party 

and even one member who use to be the chairman of the 


s MPs appear to have in common is their alienation from 


12 were originally elected on the AKP ticket 
and two were 
S deputies are more likely to 


s largest cities than the average MP. Forty-one 
s MPs represent the southeastern 
compared to about 24 percent of TGNA 


s five largest provinces (Istanbul 
and Konya) 


what ANAP stands for now in 


Column 4 


the ANAP appears to be \"an apple 
but he is certain it is no 


Mumcu 


an ANAP MP who jumped ship from AKP 


S 
paused for several seconds when 


s ideology before saying 
\" 


ANAP MP and VP for political affairs 


ANAP MP and VP for women and youth 


in conversations with us 

by 

expressed some concerns about the EU 
s modernization. 


S FUTURE 


s main goal does not appear to be additional 


s aim was to recruit enough 


he said 
but 


s party building goal. 


Column 4 
s EU candidacy 


s residual 
but he may be able 
S leadership. 


however 


an ANAP bumblebee 
with a clear party ideology 
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the international community has discussed 
Saran suggested that 


but needs joint parameters from its allies. 


the GOIVs willingness to 


Column 4 


Hindu Editor-in-Chief N. Ram described 
Y contrived 
and earn Washington\'s 


increasing the pressure on Manmahon Singh\'s government 


party 
CPI 


numerous op-ed 


the 


the MEA\'s media spin argues that 


it seems Tehran 


on October 15 


there was broad speculation in 


writing op-eds carried in the 


Iran added another element to the 


Column 4 


but the MEA\'s Iran desk told us that it is unclear as 


Indo-US Parliamentary Forum 


he predicted 


the GOI may not have the required domestic support 


and is 


we will need to be very clear 
especially if those diverge from the 
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nor was it 


in his view 


Column 4 


the 


and Italy has 


\" he said. \"It would be very easy for 
he said 
where the 


where the 


he noted 


as well as higher voter turnout 


Italian newspapers reported Interior 


but the security forces will be especially alert 


center-left parliamentary 
said 


and it\'s 


nor was it Spain. Center-left and 


Column 4 


we have no specific threat 
and the interagency Galileo intelligence unit being 


and disseminate law enforcement 


like the prime 
point out that an attack could lead to 


or even heightened concern 
could generate a higher voter 
in turn 
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Spain has asked the EU for $48 million to help 


Moratinos insisted that it is Wan 


Deputy FM Taieb Fassi Fihri asserted 


V explaining that this 


Column 4 


this 


transit and 


Poloff spoke with Counselor 


\" with the collaboration 


noting that the decisions on 


Cabezas predicted that 
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due to the 

the damaged infrastructure 
transportation of supplies and services 


$600 
also 


especially 
would help meet the 


S rescue work 


we will need to receive an official request from the 


Column 4 

the Kupwara area is a well-used terrorist 
and 

Uri 

is a far more 

the Indian Army has been able 

including schools 


which also makes Uri less attractive as a 


and assistance will have to be coordinated with J&K 
but this is one operational element to be considered 


and 


and time-consuming. The window of opportunity to 


immediate USG assistance. 
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saying that it diluted the original 
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post 


madrassas 


like most Pakistani militant and 
has a long history of channeling a 


Column 4 


despite the USGVs desire to have JUD declared a 
no action has yet been taken. 

either 

particularly in the 


Malaysia 
as clergy seek 


increasingly stringent visa 

of course 

in particular 

including 

although Islamic Relief is not on Treasury\'s sanction 


it has been investigated and monitored by various USG 


which President 


post is also concerned that volunteers from 


post believes that GOP and international actors will 


leading to quiet closure of militant relief 
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POLCOUNS discussed reftel points on 
Director of the Dutch MFAVs Office of Political 


but cautioned that the 


Column 4 
in 
only Lukashenko\'s departure from power would give 


as opposed to working through the 


as Dutch Ambassadaor to Vilnius 
some of which involved 


however 


the Charge briefly raised Belarus in a 


he 


Siblesz said Belarus would 
but made clear he did not expect 


on 
a former Dutch Ambassador for Human 
confirmed that the Dutch actively supported 


that the Dutch and other Europeans preferred a 
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it will spread throughout the world. Jabr said he 


new government 
and referendum -- is sending an important 


Column 4 


who commands the police Commando and Public 


reported that his forces have received 


both Thabit and Babiker said that more 


as these are the security forces they see 


IRAN LESS SO 


Syria is the major problem 


he pointed to Saudi Arabia 


Jabr 


however 
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Column 4 


he stressed that the 


which are fundamental for 


the Amir stressed 


the State will direct its 
V i.e. 


the Amir mentioned that the State had already freed 


the Amir called on the private sector 
to create investment 


the Amir presented a state and economy in robust good 
with essential services such as education and 


those rights are 


a rate which in 2004 alone exceeded 2096 and which is 


which according to the Amir V'rose considerably" in 


he did call on the Advisory Council 


Y however 
he wants to be 
while on the other does 


to which the construction boom is a 


Column 4 
transparency and accountability 


including the establishment of the Qatar 


and he expressed hope that the peace process in 


a milestone in Qatar\'s 


not much of a surprise given that last June the mandate 


the Amir\'s speech was well received by the 


Mr. Mohamed Al-Kholaifi. In his 
Al-Kholaifi praised the Amir\'s agenda. In particular 


the chairman 


Column 4 
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\" said Khanfar 


the month of September 


Khanfar said he had several observations to 
he objected to the use of the word 


where a sentence reads: 
V said Khanfar. As a news organization 
and to have it here like this 


the reports\' points fell 


\"he said. In the second category 
are points that are taken in isolation and out of 


\" he said 


seven days a week 
he 
he said 


Column 4 

for example 

said Khanfar 

such as the use of 


M 
meaning that they are reviewed for newsworthiness 


he pointed out. V'How can | control what these 


\" he said. 
he said they lacked 
V' he said. \"It does not 


\"he said. \"We do not always find a military 
for example 


he said the 
which 


Shia 
\" he said. 


listed under the heading \"Special 
and containing \"Live Testimony Concerning Tal 


in accordance with an earlier 
he had taken a look at the piece and 


and a woman with serious facial injury). PAO pointed 


in particular the 


Column 4 
came across as inflammatory and 


because that would be talked about 
\" he said. 


they should send a draft of the idea 


the website staff had enjoyed much 
however 


and the website staff is being pulled under 


but it is a learning process 
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the proposal appears worthy 
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Italian Border 


October 15. The 

Lebanese national Mohammad Kassem HAGE (PP 30610 
Lebanon) 

apparently to work at the 


Column 4 
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but stipulates that it may not extend beyond 
2008. The decree for other products (Decree 


556) provides for safeguards in the form of additional 
should a rapid increase in imports of 


2013. 


Industry and Trade. Brazil\'s 


and eight in the 
exporters and other 


a request will be made for 


the decree stipulates that an \"imbalance\" 

such that they 

SECEX will take into 

reflected in changes in economic variables such as 


sales 


consultations with 


Column 4 


with a possible extension 


a safeguard may be applied until 


the safeguard 


SECEX will consider the volume and rate 
the 
and the impact on the 


capacity utilization 
prices 


a 

in the form of an additional ad valorem 
may be applied for up to 200 days. 

once SECEX makes a preliminary positive 
the GoB will again request 


a definitive safeguard 


or applied for more 


CAMEX must consider the possibility that China 


556 also outlines a separate process should the 


causes or threatens to cause an increase in exports 


SECEX will take into 


Column 4 


the 


or limit in another way 
\"in proportion to what is necessary to 


SECEX would re-examine the issue to determine if 
withdrawn 
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but also said 


Sakar suggested that 
the Turkish MFA would have 


Y however 


Prospects not Good 


Sakar admitted he had not 


at minimum 
Sakar said 


Column 4 
even through the 
and would probably continue to do so absent 


ask about the position of EU countries. Poloff 


Turkey appears to be in the process of 
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but not recognized 


000 Sudanese in this situation in Cairo 


as 
and as peace continues 


the bleak prospect of returning to their shattered 


the number of 


200. At midweek there were around 6-700. There has been 


the numbers will dwindle 


but few 


Column 4 


Canada or the U.S. 


most of which are beyond UNHCRv's ability to satisfy 
they want all Sudanese arrivals to be recognized as 


demanding that UNHCR solve their problems. 


000 Sudanese refugee applications; 
000 have been processed; 32 


this would be a 


eventually 


and by the media 


the plight of the Sudanese 


it continues to be fully 
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none were reported to have sought 


Column 4 


and we will continue to push for greater victim 


the new international NGO \"Care/DESO: The 


VKESO 
violence prevention for men who commit 


and pro-adoption shelter for unmarried 
as well as shelter for 


\"Our cultural development is not measured by our 
poetry 


the Church of Greece\'s NGO 


in large part for the 
and there is probably no NGO 
Deputy 


(reftel) is staffed 


GoG and NGO Shelters Closed or Underfunded 


then \"temporarily\" closed them after very few 


Director of 
which operated the GoG\'s Athens shelter until its 


Column 4 


including for full-time staff 

the Care shelter will be more 

the Care and Solidarity shelters are 

who 

the most 

run by Doctors of the World 

was closed in August after allocated GoG funding was 


Stavros Boufidis 
000 euros out-of-pocket after delays in allocated funding 


resulting in 

the victims worked as day laborers in agriculture and 
and begged at traffic lights when day labor was 

always supervised by their traffickers. In the 

they were locked in two basement apartments guarded 
some of whom were married couples. The 

threatened with a pistol 


but neither the head of the 


protection 
translating its good police work into 


Care and Solidarity 


she has a history 

and the GoG 

so the state has been unable to offer them 
they might 


and urge the GoG to develop a mechanism 


Column 4 
identifies and truly protects all of its 
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V and very unlikely to produce a winning candidate. 
Sarkozy is more 

V ie. more likely to lead a French effort to 

globally influential 


by contrast 


but counseled that his 


along with 
\"an old country 
structures and habits of mind 


the Revolution was a 


reacting to the short-sighted 


while not a Gaullist 
Giscard offered a vignette from a later episode -- 


explaining to him why he 


Column 4 
and was told he 
fly in to Evreux (a U.S. military base 


a fundamental attribute of a sovereign state. 


following the 


observed Giscard 


they visit it in great numbers 


France 


while Nixon 
and Clinton were less clear in their approach. He 


ala NAFTA; a core Europe of 6-10 

a politically structured Europe comprising 
enlarged EU membership. Tony Blair certainly 
including some in France 


and that much would depend on the outcome 


their prospects 


he opined. The real political story in France today 
is the rivalry between de Villepin and 
he said 


Column 4 

and none of the announced or probable Socialist Pary 
while an honest 

beginning with the imposition of the 35-hour work 
whence our current economic difficulties...\") will not 


as far 

V 

who doesn't 

is attracted to ideas such as 


commercial and political partnerships. 


Giscard pronounced Villepin as brilliant and 


\" but that will dissipate 


despite his pride of 

Giscard faulted Chirac -- never really committed 
in his view -- for having misused it for his own 
the 


and 


and opposition to future 


which continues to be 


which had led to five years of 


Column 4 


citing 


with whom he has a long 
is not a surprise. His apparent preference for 


given 


GiscardVs sense of European drift 
is striking 
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not an AL 


and agreed that he 


while taking aboard our 


the Ambassador stressed the importance of 


including the constitution. As part of his mission to 
Moussa intends to announce the establishment in Baghdad 


Column 4 


hours before 
the Ambassador conveyed the 


UNSCR 1546 


Baghdad Office 


Moussa readily agreed that the Iraqis 


Moussa underscored his interest in 


Moussa 


Iraqis more readily 
thereby experiencing the 


and 
versus the many 


saying that he would discuss the topic at length in 


Column 4 


Moussa added 


Moussa returned to the topic of MNF 


and certainly had no 
Moussa insisted that 
those of the League and its member 


V in particular 


Y and did not demur. 


Moussa 


immediately before 


and from Irbil to Sulaymaniyah 


Column 4 
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Kirkuk and Mosul. END SUMMARY. 


particularly in lraq\'s northern 


according to reports from the REOs there. Basrah 


to a lesser extent 

reportedly apply government prices 
the practice at service 

both government and privately-owned 


Column 4 
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Douste-Blazy emphasized his hope to deepen 


and stated that consultations on Iran were 


however 
he offered. \"The Republican administration 


Douste-Blazy emphasized the importance of 


moreover 
he maintained 


are left to die of hunger 
sooner or later they will follow calls to commit 
Paris and London.\" FM 


expressing hope that Wolfowitz would be able to 


400 French 


000 more employees on each side of the Atlantic 


\"a 
strong and tough 


he insisted 

a fact he 

leisure 

he granted that a 38-39 hour workweek 
he remarked 


even 


Column 4 
he 
was first to encourage expansion by U.S. firms 


the 


as health minister 

a 

was the main supplier of the Avian flu 

which it was producing at a factory in the U.S. and 
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Joubert 


though Joubert 


V like 
prompting 
Joubert judged. He repeatedly 


apart from resort to the ICC. He asked Whelan 


Whelan remarked. A 


short of a huge diplomatic 
for his part 


Column 4 
given both the stress on donors 


000 had \"mortally broken" AMIS 


at best. Guehenno fingered 
and 

likely 12 

too 


Joubert noted. Guehenno called for new V'software 
meaning that Abuja 
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many NDP members who 


only six are women and two are Coptic Christians. 
the Parliamentary Elections Commission appears so 


and a setback 


Column 4 


in a large-scale voter information 


whose new country director 
which is busy training domestic 


and received by both NDP/GOE 
for the duration of the 


the lionYs share of public attention has been 


the party 


including cabinet minister (for higher 


the leftist Tagammuv Party leader Khalid Mohieldin.) 


Column 4 


Gamal Mubarak 


as chairman of the Peoples AssemblyYs Education 
would be a natural choice to succeed Gamal Eddin. 


given the high 
at home and abroad 


the results of the party's 
referred to in NDP parlance as an 


the party's Deputy 
respectively. The 


the NDP officials insist to us 


New Bottles? 


the 


\" in the words of a senior judicial contact. Even 


Zakaria Azmy 


given their continuing proximity to Mubarak and 
Wally\'s nomination is 


Column 4 


rather than suffering the humiliating 
have retained their positions 


they have clearly put 
at 


and many others 
the NDPVs nightmare 
in which NDP 


senior NDP 


has 


even if they prevail. We suspect this 


for example 


Column 4 
so far 


which makes up 7-10 


an Embassy contact and senior member of the Coptic 
was quoted in the Arabic media as warning 


which 


which is chaired by Minister of Justice 
has signaled that it will allow domestic 


the PrEC refused to allow civil 
a 


the PaEC has publicized its 
and also noted that it is exploring a local 


as 
all indications are that an affirmative decision 
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the first crucial 
and the UK 


we have a small 


Column 4 


this limits Turkey\'s room 


the USG 

sustained Washington-based interchange with Turkish 
during 

to offer to begin regular 

with an eye toward capacity building and training. 
counterterrorism 

anti-terror finance 

and maritime search and rescue. 


the Department could 


DHS 


sustained interchange from the 


the ROC-blocked trade and aid package to the 
promised in 2004) 


the ultimate goal of which is settlement. 


the USG could also 


Column 4 


in small measure 
preparing 
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cease to harass and detain 
and grant licenses to at least one private radio 


led by Deputy Prime 
will include a measure on 
and another on the right of 


and then 


supported by the 

and another is from Yarmouk University in 
supported by Western Kentucky University 

and USAID. UNESCO is also reportedly trying to 
southwest of Amman. 


and none of the previously approved 


a 
will begin broadcasting in March 2006 


Column 4 


not freedom of the press 


the National Agenda 


who oppose most of the governmentVs 


strengthen the 
assist in liberalizing 
and improve the business development skills of 


and MEPI has a regional media support program 


thanks to a loophole provide 


the chief prosecutor appealed at least 


including 
and monitoring of 


Column 4 


the 
but administrative 


under the patronage of Queen Rania. 


to increase awareness of violence against 
including conducting rural workshops and holding 


a $3.5 million project 
aims to 
reduce demand 


and enhancing the legal 


as well as a survey on ADR 
and soon 


being 
is a $7.8 million project 


and 
small grants and media. The Program 


and to standardize 
empowering women judges 


lawyers 
and the public. Based on the results of the surveys 


Column 4 
and discrimination in the courts. 


the Notary Public 
and the Court of Appeal. 
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given that Azzouz 
Thomas 


National Counter Terrorism Prosecutor 


and consequently 


the Hofstad Group trials will help 


V they expressed confidence that establishing 


team leader for CT and 
confirmed press reports that no 


as well as surveillance videos 


Column 4 


the legislative process 
including 


would facilitate future terror prosecutions. The 


some 
transnational groups. 
Samir Azzouz is believed to have traveled to 


but expressed confidence that they now have the key 
including Azzouz 


the convicted murderer of filmmaker Theo van 
could be tried along with other Hofstad Group members 


two have been 
scheduled to begin in 


National Prosecutors\' Office Team Leader for CT 
one 


Chief Prosecutor 
which will hear any terrorism-related appeals. 


Column 4 
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Florida 
Donald Rumsfeld 


the first of its kind in the history of 
Mexico and the Dominican Republic 
while the U.S. initiative was 

EI Salvador 

the 


narcotrafficking and transnational gangs. V 


since there already exists a 


Ralf Fonseca 
in regards to the 
the role of the armed 
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opposition Movement for 


Column 4 


South African Loan 


a self-described friend of Reserve Bank of 
and member of Gono 
said 37 separate sources 


11 
and 23 companies (US$57 


and maintained the company had provided the 


but not 
the loan negotiation between the two 
Bloch said Mugabe had rejected the SAG\'s initial 


Dubai 


including: dropping all charges against 
s freedom 


synchronize the Parliamentary and 
and create a national unity 


South 


Column 4 
South Africa had negotiated 
Botswana 


the party 


noting that the Matabeleland provinces 


he quickly backed away saying V'I still have faith in 


the majority of MDC supporters appear 
which we believe could give Tsvangirai 


a clothing manufacturer 
cited his own factory 


he noted that he had recently met with some Cape Town 


Column 4 


but doubt Mbeki would go so far to force change in 


and in which the MDC would be lucky to win 15 
the bulk of those seats would be in 
S 


as well as the ZCTU 
demonstrating the 
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and 


a key company shareholder 

and 

that the FRB would relinquish its 
which we previously reported 

is not under 


Column 4 


only to have it 


David Zylbersztajn 


but the deal didn\'t even 
as well as 
was blocked by Brazil\'s 


Zylbersztajn admitted that the Varig council 


Varig must pay 
but must have an 


our contact noted 


the 


VEM 


which could have 


Column 4 
our contact said it would be 


while BNDES 
VEM 
some believe that 


the GOB can say \"we tried 


Lease Renewals 


it faces three additional obstacles to 
expiring leases 
Varig\'s failure to 


only 40% YTD 

it 

or 

approximately 40% of the 
and their renewal would 
if 


this could be a serious problem. 


the rest of the airline industry in Brazil is 
and trying to fix Varig would certainly be more 


however 
the GOB 


the sacking of thousands of airline 


iu 
and given that the solution at this point may only 
we believe that the 


Column 4 
the GOB allowed the civil 


but then agreed to intervene to see if recovery 


we do not believe the lessors will be 


for example 
we 


the loss of its profitable subsidiaries may only 
the GOB intervention may allow Varig a gentler or 


or allow Varig to grind to a halt with the 
it 
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he learned of this threat through his parents who 
2005 


Muthanna would be \"taught a 


as he was safe in Poland. 
Muthanna received orders from the Foreign 


the fact that the callers who 


issued when he arrived in Warsaw 
he has been trying 


Column 4 


a one year old son 
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and included 430 people in the southeastern 
335 of whom were men. 21.6 percent of 


nose 


papers report. 


Hong Kong 
Qatar 


Turkmenistan 


expecting 


as it has no 


Column 4 


and will likely take place right after the 
and various scenarios on this issue are 


the Pentagon wants to leave Iraq 
despite 
the growing 


the Pentagon and 


in which northern Iraq looks like the most 


which is acting 


which Turkey finds it hard to believe: "we would 
but for the time being we don\'t 


the US Administrations agenda seems too 


at least 


which 
will 


Column 4 
the Rice-Talat meeting in Washington 
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Hadley said. Hadley noted that the 
which "imposed an 


destroyed the nationVs cultural history 
Hadley said 


\' Hadley stressed 


PKK: Turkish Foreign Ministry (MFA) Spokesman 


to monitor the parliamentary 
V Tan said 


Tan said that the US was one of 


Y Tan said. 


accompanied by businessmen and 
headed to Pakistan on Thursday to 


papers report. A 30- 
consisting of science and 


Column 4 
will meet with EU officials to initiate 


education 


the media 
and the Higher Education Board (YOK) are 
the all-news channel CNN-Turk reports. 


the implementation of reforms has been 
believing that the influence of the military 


said that statements 


papers report. 
leader of the Iraqi National Accord 


\"Turkiye\" reports. Erdogan will propose to 
and will stress that the Turks are ready to 


according to the report. 


Column 4 


the head of the delegation 
and that the world had 
V Maliyev said. The 


V and visit universities and historical sites on 


dailies 


he said. The two 


rector of Yuzuncu Yil University in 
on charges of corruption 
YOK 


V Tezic said. The rectors of 70 


V and accusing the government of 


the AKP 


which had been bombed some six weeks ago by Iraqi 


Column 4 
and has a capacity of 1.5 million 


000 barrels a day 


he is being tried by the American administration and 


Iraq was essentially 


while the Kurds are doing their 


either on 


he should express his appreciation to the 


But Do we have a Plan B?" 


it becomes more clear that the US is not 


implementing the constitution seems almost 
even if the constitution is 
it contains many clauses that encourage the 
there is a growing desire 


Column 4 


Iraq remains the same Iraq 


But What About You?" 


but this 


including 
and torture centers in 


Saddam should be tried. He has to pay for the agony 
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and EU 
though he hopes the mandates of 
the Dutch 
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Siniora addressed his commitment to reforms 


organized and 


Column 4 


in contrast to Siniora s apparent 


but press statements confirm the two reached 


simultaneous visits of PA President 


and met separately 

Lebanese MP SaVad 

and UN Special Envoy Roed-Larsen. PM Siniora 
met with FM Douste-Blazy October 17 

Abbas 


SHARON 


who attended the Chirac-Abbas meeting 
the need 

and the need to bring rapid 

and sure of himself. He 

and told Chirac 

Abbas said the international community 


and to work the political and security issues to 


and as seeking 


with international support 


in the wake of the 
which 


Column 4 

and that perhaps it was not a bad thing that the 
as he needed more preparation time. In 
Abbas said he would ask the U.S. to pressure 
particularly on prisoner releases 

and resolving 


but he needed help in order to do so. 


which was currently not the case. 
Besancenot noted that Abbas asked for French 
to which France was amenable. He noted 


an 


Egypt 


during his discussion with 


and understanding of 


presumably a reference to UNSCR 1559 


his capacity to 


HIZBALLAH 


but saying little of substance during his October 17-18 


who accompanied 


particularly its role in 


even if the 


Column 4 


the VAT 


Thibault said Siniora avoided raising 


and noted that the GoF 


and that Siniora needed to begin quickly the 


Siniora warned against 
which he 


Siniora described Hizballah as V'not just a group 
V but representing a large sector of Lebanese 


with representation in government. 


Thibault reported that Siniora 


organized 


but offered no specifics. 


бахас Hariri and UN Special Envoy 
the joint statement issued after the 


as well as 


as well as lead 


Column 4 
in line 


PM Siniora confirmed that the 
for the first time told the 


for his part 


10/20/2005 15:57 

10/20/2005 16:07 

10/20/2005 16:22 

10/20/2005 16:59 

10/20/2005 17:11 

to 

before entering 

regardless of mode of transport. 
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10/20) 


pro-coalition 
published this page-five editorial by Dr. 


Column 4 


such as 


chose not to participate due to terrorist 
they rejected the idea of replacing 


then the 


to 
to improve public services 
freedom and peace in 


| wonder if the terrorists will 


because those governments do not believe 


pro-coalition 
published this front-page editorial by Dr. 


Column 4 


and it was honest and just; 
in which 


causing 


it is not justice that Saddam and his associates 


affiliated with the Iraqi National Accord led by 
published this front-page unattributed 


for the good 


to bring about national unity have 


and to emphasize for our coming generations that 


and to enact plans to save their 


Column 4 


independent 


Mr. Jalal Al-Talabani 


in agreement with the draft constitution 


what happened inside 


and 


especially 


and created special polling 


some ballot boxes were lost 


the security plan to protect voting centers was 


Column 4 
which we consider a [ShiVa] 
who pushed aside the Iraqi Army and 


those militias performed precisely as 


public services 
and a flourishing economy; we\'ll even be able to 


do you know why? Because of 
we can watch the 


no bias 
published this page-two editorial by 


including the enemies of Iraq 


and security procedures during the referendum on 


by all good efforts 


Column 4 
[Independent Electoral Commission of Iraq] but 
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10/20) 
10/20) 


then disappear after the fall of Baghdad 


and finally 


answering a long list of charges that do not 


but also for miscalculating foreign policy 


it can never do Saddam and his 


that 


Column 4 
we 


but the crime was a ‘state crime. 


and this might be the 


since the crimes were strictly related to the 


the invasion of Kuwait 
it is impossible 


Saddam Hussein 


despite the 


they still glorify him and 


and in lraq 
and was a loyal servant to U.S. interests in the 


it does 


and future. When Saddam is tried and 
the barbaric type 


Column 4 


the barbarian mentality he represents will 


2005. Saddam tried hard to act 
but his gaze and garbled 


destruction of the property of the 
displacing families and establishing a 


disabled hundreds of thousands 


Column 4 


if itis God\'s will.\" 
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Uribe will be 


but the field of Liberal aspirants might 


in a 7 to 2 vote 


with slightly 


due by November 11 


the majority of our legal 


as the Constitution has formally been reformed to 
we are told 


and noted that he desired that Congress 


former President Cesar Gaviria 
Senator Antonio Navarro 

and Senator 

head of Democratic Alternative (AD) 


with a consistent approval rating of 


and views 


one of 
will also run a candidate 


Column 4 


as part of the Congressional voting. 


has said that he 
but party insiders have suggested 
to avoid a second electoral 


and many members will be reelected 


we will treat this as any other election 
but have no candidate of our 
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V and that the TRIPS Council is the appropriate 


Stone was to 
the GOJ 
and stated that she would 
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10/20/2005 20:40 

in what she said was 

McNeish described as V'not valid in 


10/20/2005 21:05 


Column 4 
10/20/2005 21:14 
10/20/2005 21:18 
10/20/2005 21:34 
10/20/2005 21:47 
and added that this 


sustainable development 
CAFTA-DR also presents major challenges to each of 


including legislation 


who presided the meeting in his 

began by thanking all his Central American 
constitutional order in Nicaragua 

On October 19 


through 
constitutional reforms which would have undermined 


and are working together \"as brothers.\" 
Bolanos continued 
and 


are making progress in improving 
but still have a ways to go to improve the 


and will be hosting a Central American 


now that the Nicaraguan National Assembly finally 
Nicaragua must move fast to pass 


2006. 


recognized 


Column 4 

and asked for a round of applause for Bolanos from 
in this 

V there cannot be losers among sectors 


and explained that his delegation included 
but key business people. 


and that all were ready to do business 


however 

ten 

and beyond. Gutierrez opined that Central America has 
and the Central American countries are 


Gutierrez added 
2006 


U.S. Trade and Development 
Small Business Administration 


and provided 


he cited his visit the day 
Honduras 


and each of the CAFTA-DR 
he added 


and are especially concerned about 


Column 4 
he continued 
their 


2006. 
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itis unclear what role 

the candidate from the ex-presidentsV Social 
has been unable to muster 

and as a result is currently 

as Calderon 

is unlikely to 

however 

and could 


the party would not win more than 
substantially down from the 
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and the 


Column 4 


and usually not intercepted 
means there is a chance the disease is 
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in the 
renewed EI Salvador''s request to bring a U.S. 


Secretary\'s Chief of Staff 
A/S and Director General 
DAS Western Hemisphere 


covering 


in public 


Column 4 
citing in particular El Salvador\'s 


but invited the Secretary to send 


asa 
especially in the face of the challenge from China. 


\" he said 
2006 with all 


but 


Saca said 


a trend 
and called 


and he claimed 


there would be elections in 18 countries 


even though other potential trade 


Column 4 


strong 


adding 


which 


Saca countered that these voters did not represent 
who wanted the GOES to be a friend of the United 


drawing on the draft law that USAID had 
to send a message about its 


with the purpose 
especially in 


\" but also said that Chavez was the most 


Saca said he had no doubt that Chavez 


Saca said that 


by 
those who thought just like Chavez in Cuba and 


Chavez would not have the forum. Asked about 


Column 4 


he added that Mexico should orient its petroleum 
in the end 


they generated expectations that 


but 


noting 


raising an issue that 


EI Salvador needed CSI. Leon asked for a pilot 


Column 4 


where 
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and positioning. 

English-language V Taipei 

and allow Taiwan become a member state in 
English-language \"Taiwan News\" said 


and 


pro-status quo \"China Times\" 
000] editorialized (10/20): 


but not a superpower 


and 
Y however 


China still falls far 


i.e. developing rockets means 
re- 


Column 4 
ChinaVs 


and positioning in order to support 


English-language \"Taipei Times\" 
000] editorialized (10/20): 


like everyone else in the world 


it can 


and leaves open a 


we can never allow the nightmare of our 


the WHO should accept Taiwan\'s allocation to 


English-language \"Taiwan News\" 
000] said in its editorial (10/20): 
our country should take the opportunity 


South Korea to 


Taiwan will have made a major contribution 


Column 4 


given TaiwanVs geographic location as а key 


Siberia 
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DS/T 


thefts of unattended property 


streets 


suits 


seek assistance from Tourist 


unconsciousness 


Column 4 
death. 


although there may be a bus lane that 


they remain relatively 


including Al-Qa-ida and Jemaah Islamiyah (Jl) 


including incidents attributed to armed local 


the indiscriminate nature 


including Thailand. 


such as 
discos 


and to securely 


Column 4 


which are available 


visitors to Bangkok must exercise appropriate 


24 


we hope you 
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DS/T 


thefts of unattended property 


streets 


in particular). Visitors should only use credit cards 


suits 


seek assistance from Tourist 


Column 4 


unconsciousness 
death. 


although there may be a bus lane that 


they remain 


including Al-Qa-ida and 
have utilized Thailand as a transit 


including incidents attributed to armed local 


the indiscriminate nature 


including 


especially in locations where Westerners congregate 
discos 
and other places frequented by foreigners. 


Column 4 


and to securely 


which are 


visitors to Bangkok must exercise 


24 hrs/day). On behalf of U.S. Embassy Bangkok 
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Chalabi smiled broadly and got into his limousine. 
Senior Advisor to VP Abdel Abd al-Madhi 


but did not get a response. He added that the Arab 


Private Secretary to Vice 
told PolOff that his bossV meeting 


Column 4 


S visit with Speaker of the House Hachem al-Hassani had 


MFA Chief of Protocol 


Tabikh insisted that this visit be 


the MFA handlers did not know the addresses of 


so PolOff had to drive the 


causing delays. In general 


Siqueira said someone called to inform them the 


he will travel to Erbil and Najaf via rotary wing 


Column 4 
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a terrorist organization.\" 


and if another mosque 
there was enough room elsewhere in the 


the Ministry of 


general director of the company 
said that the 
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which would 


Column 4 
e.g. 
also mean that 


with the possible exception of 


even if fuel were not a 
the GOZ likely lacks the capacity to 


FAO plans to assist about 
000 families of communal farms with seed packs. 


and is slightly smaller than the number of 


it seems clear that the GOZ 
unlike prior years 


and the seed varieties that will be 


USAID provided 
000 to FAO to coordinate agricultural 
USAID has funded three 


despite some positive signs 


the economic decline 
we 


the 


Column 4 
reflecting the precipitous exchange rate 
put the supplies beyond the 


which are 
and thus on average ten times more 


the largest 


the politically-connected A2 farmers 


food insecurity 


enabling agricultural inputs to 
timely 
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and noted that to date 
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\" Martin said). Beyond a joint declaration on 
Dhanapala told Martin the GSL 


Martin found a 


Column 4 


nor was any other entity in Sri Lanka. 
Neelan Tiruchelvam 

herself a Tamil 

the government blames 


on the same 
complained that they cannot conduct 


but tightlipped 


the LTTE-created human rights 


the highest figure is quite some time 


Column 4 
in his view 


Martin said it is somewhere in between. 
Father Karunaratnam 

could not publicly challenge the LTTE on 
behind the scenes he 


etc. 
and has been trying to effect positive 


laying out possible 


but have been unable to agree on a 
with the Tigers insisting on a \"neutral 
outside of Sri Lanka 

including 

on Oct. 18. 


because Norway wanted to \"keep the 


and they both said they wanted to 


Column 4 


instead of the current system where all 


by contrast 


but anyway 


but 


and have drawn up two 
depending on the election outcome. 


just ten 
and would no doubt give 


with both sides now engaged in what he 


the LTTE was also using a type of 
not 


there will be no breakthroughs 


restarting the negotiating 


Column 4 
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with 


such as language 
DoD would maintain 
he explained that 
state and local 


he 


and pointed to the NATO Defense Planning Committee 


he said 


especially following the financial aftermath of 


including ongoing operations 

recapitalization of aging 

and the need to contribute to broader Federal 
however 


such as counterterrorism and homeland defense 


including homeland defense and 
developing medical 
genetically-engineered 


Column 4 


as well as irregular warfare training for general 


in particular by attracting 


these individuals or their 


he explained that 


resulting in 


net 


he noted that JSF 


Column 4 


including reducing the number of JSF 


some decisions 


and asked that the USG 


and asked 


there is much 


and looked forward to any comments or 


noting the reportVs anticipated release in February 


state 
as well as by working with 


international terrorism). Shaping 


Act Locally 


Column 4 


especially at the local level. He 
noting that the United 


harnessing local knowledge 


i.e. 


\" and suggested that the change will be 


especially 


stabilization and transition missions. He noted that 


but ultimately the success 


UN 


as demonstrated by ISAF in 


he said. 
pointing to NATO\'s role in transforming the 


but cautioned against applying 


Column 4 
not military units. 


he asked if the USG 


military units in this capacity should be able to 


if necessary. They should also be trained to develop 


and the African Union (AU) should be developed. 
adding that DoD welcomed the development of 
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although 


\" and that the fact 


Column 4 
UN investigator Detlev Mehlis 


MehlisVs report 


and that IsraelVs latest action 


Israel TV Washington 


according to which the U.S. and 


they prayed on the Temple 


Column 4 
west of Bethlehem. Israel Radio 
Palestinians threw stones 


near the neighboring settlement of 
wounding five Israelis. 


Maariv 
a senior U.S. commander 


which will be attended by 


presenting this year his vision for the V'new 


Column 4 


pluralist Yediot Aharonot: V[The 


because 


it looked as 


independent HaVaretz: “Тһе main reason for 


pluralist Yediot Aharonot (October 21): 


which talks about progress 


and refused to promise that a 


stop building in the 


Abu Mazen did not 
saying: all 


only after elections will we deal with the 


Column 4 


or whether they view Abu Mazen as 


President Bush 
without any desire to go at all. He did 


as though he were 


but his voice was apathetic and 
precisely as 


was about the leaks from the White 


it looked as though the Middle East 


independent HaVaretz (October 21): \"The 


Column 4 


and that Washington would ultimately accept 
a plan that would 


left-leaning HaVaretz editorialized: \"For 
it must be hoped that the diplomatic approach [vis- 


who is more moderate than other voices in the 
will achieve the desired results 


left-leaning HaVaretz editorialized 


however 


this suspicion will be 


he will be labeled 
as a \'superfluous leader 


it is liable to 


both religious and 


the terror trickling from Syria into 
into 


Column 4 


it must be hoped that 
who is more 


independent Jerusalem Post editorialized: 


independent Jerusalem Post editorialized 


that the Middle EastVs main problem is its 
has been particularly disappointing 


but indeed lead the effort to confront the 
this time from 
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U/S Burns previewed his trip to 


Column 4 


emphasizing the importance of using U.S. 


P staff Toby Bradley and Poloff Peter 


India would be a \"huge\" 
given its relative 

India needed 

and had encouraged 


India had acted 
said Kislyak. They had introduced 


he said a Russian redline was 


and that all efforts 


said 
but the Pakistani government had been V'less than 


as well as India\'s nonproliferation 
South Africa and Ukraine would be 
given that they had already renounced 
Kislyak said Russia did not support 


Kislyak proposed a 


but would only apply to Indias civilian nuclear 


Column 4 
Kislyak argued that India must clearly 


and the other on the 


said 


and 


said Kislyak 


he said the working group on 
for experts 
they must have a mandate of issues to discuss. The 


said U/S Burns 


a strong Prime Minister 


and was told they were open to 


Column 4 


asking whether 


including Russia and the EU 
and that he awaited further proposals from 


U/S Burns said it might be 


U/S Burns said he had spoken 


especially in the event of any differences of opinion 


given that 


and it was important for 


and the Serbs 


more than autonomy." On the Kosovar 
the two most powerful leaders 


and the other 


Kislyak said the paper on guiding principles 


Column 4 


but he suggested that Ahtissari be given a chance to 


he had the impression that during her trip 
to include Central Asian countries and 
that would clearly exclude Russia and China. 


given its significant interests 
said Kislyak. 


the U.S. had 


Kislyak raised Russian 


said Kislyak 


said Kislyak 


they could still be given unimpeded access to 
this did not help those Russian 


said Kislyak 


said Kislyak 
and had 


and would get back to Kislyak 


Column 4 
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\" Taiwan\'s biggest daily 


Advocating the 


Chinese 


pro-status quo V'China Times. According to 
Rumsfeld\'s visit to China signified that the Bush 


saying that Taiwan should take 
associate 
discussed 


pro- 
English-language \"Taipei Times. Wang 


ChinaVs efforts 


which is of the utmost significance 


Secretary-General of the Chinese Council 
commented in an opinion 

pro-status quo V'China Times" 

000] (10/21): 


Column 4 
to a certain extent 


itis a major purpose of his China trip this 


itis 


Rumsfeld had 


but [in reality 


namely 


Washington-Beijing relations will 


000] wrote (10/21): 


Column 4 


this incident can be viewed as a major 


things such as harmful foods or guns will 


associate professor in Tamkang 
said in the pro- 

English-language \"Taipei Times\" 
000] (10/21): 


China has included manned spacecraft in 
which was later 


the rapidity and 


it will be 


which is currently under 


the opposition parties in Taiwan continue 


there will be a 


Column 4 
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Pol/Econ Counselor and Poloff called on United 


which expressed 


Dr. Haraiche said that such restrictions were 


and asked if the USG could assist with collection of 


Column 4 


Ennifar said 


but had not fallen victim to any violent acts. 
he added 


as they constitute 
000; Jordan: 1 
292. 


however 


explaining that Eritrean troops often 


UNMEE faced significant gaps 
100km border: including a 600km \"blind spot" in 
and two 100km gaps in the 


he said 


in the absence of aerial 


Column 4 
the USG could provide satellite imagery to help 


he added 


and particularly the United States 


in order to force the UNSC to 


and 


so that the political process could start again. 
Ennifar recommended 


as well as 


V thereby 
article 416 of the 2000 


most recently convened two weeks 


as both parties refuse to 
citing concerns for the 


as 


Column 4 


jeopardizing UNMEE\'s effectiveness as 
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and rushed into law in advance of the PK shareholdersV 


including the Shymkent refinery. While this law will 
or shares 

the penalty prescribed for non-compliance -- 

and 


and give first right 
prior to 


V which 


the lasting effect of the 


at least one prominent energy lawyer 


the sale of Nelson Resources -- 


the amendments relax the complete ban on gas 
granting companies 


Column 4 
capping a rapid approval process that began on 
V the VLaw on Subsurface 


\" and the \"Law on National 


which applied 


extending the GOK\'s preemptive right 
indirectly or 
the decisions made by the subsoil user.\" In the 


the 


but through indirect transactions with the 


as well as in earlier concluded 
exclusive of contracts of subsurface 
the state has a preemptive right 

or members of a legal 

and other persons 


as well as in a legal entity which 
directly or indirectly 
provided 


on the terms none the worse than 


clause 1. AS amended 


Energy and Mineral 


Column 4 


V and cited a U.S. \"law of 1950 


as amended in 1988 


by legal 
ignore the GOK\'s presumption of preemptive rights. 
the penalty for non-compliance envisioned by the 


and to give the 


17 days after the August 


and rushed into law in order to predate PK\'s 
the intended pressure may have already borne fruit: 


V published a joint CNPC-KMG 
the state-owned oil company) statement 


of all PK\'s assets 
skeptics of the theory that 


and thus the new amendments\' effectiveness 


Column 4 

President of PKYs \"Kumkol\" Joint Venture 
offered an alternative interpretation of 

he 


in partnership with Lukoil 


Dvorak pointed to its lawsuit in Canadian 


Dvorak 
would surely induce CNPC to rescind its purchase 


why hadn't Lukoil dropped its case in 
of course 


yet another possible 
which Energy Minister ShkolnikVs recent comments to 
was that KMG and the Ministry of 


the operative definition 


and \"probably will 
the amendments to 


including 

\" as issues 

according to previously 
fundamental provisions of subsoil 
including contract \"stability 


for example 
but 
would alter the fundamental operating principles 


Valdez concluded 


Column 4 


a Bermuda-based and Toronto stock exchange 
to Lukoil -- would also appear 
to fall within the purview of the new legislation. 


however 


enacted in January 2005. The oil 
or 
a priority in their 2005 lobbying 


CNPC 


the fact that these amendments appear to have been 


overarching policy toward energy 
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V increasing the unearmarked amount intended for 


Ambassador Wall stressed the importance 
the College oversight of petroleum revenues 


Column 4 


representatives 


integrate the new fields into the law 


he stressed that the GOC intended to protect the role 
the existing priority sectors and allocations 


higher 

territorial administration and certain aspects of 
(salaries 

facing 


the need to support troops in 
and diminished customs revenues (as a result of 


the National 
NGO\'s 
for the principle of 


strikes due to salary arrears in 


he stated that \"they don\'t have anything to 
he reported that President 


\"light modifications\" were necessary to which he 


Column 4 


increasing the 


but 


he stated his hope that if 
it should be in consultation 


WB 


Column 4 


and that popular disillusionment over 


separately 


the cost to Chad of modifying the 


African Development Bank loans (and possibly 


according to the WB 


starting in 2008 


the GOC might try 


in the near term 
the GOC would not be 


absent some new 

Royal observed Chad would still need the 
the IMF and other donors. In any event 

if the current stand-off is not resolved one 
Royal observed that the consortium would be 


served to remind the GOC and other 


Column 4 


not of the laws failings. 
they did not support changes to the revenue 


Wayne Camard 


the government was able to pay off or renegotiate some 


failure to meet IMF 


increasing the share 


the GOC will still experience 

education and military sectors) 

but the punitive costs of 

and reasonable arguments can be made in favor of 


we will continue to stress the importance 
College oversight and reaching consensus 
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Column 4 


however 


but other nations with relatively 
such as the Dominican Republic 


the government has earmarked $250 
which is the result of five 


and recipient governments in Latin America. Ko 


the International Cooperation Development Fund 


Column 4 


agriculture 


humanitarian projects had been the 


Ko said that 


Column 4 


especially 
have shut down because 


Ko said that Central American nations can 
which is why Taipei 


Ko lamented that it remains to be seen if 


but that overall opposition has been 


the money will come out of the EY\'s already approved 


suggesting it will be relegated to a memory as 


much will depend on whether 


Column 4 
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\" he said 


but said the senior leaders 


like their ASEAN counterparts 


Vsince we must avoid causing 
and spread insecurity 


particularly having shifted from 


and yet Burma remained closed 


where Thai wages would be 
he acknowledged that 


he admitted that was a 


in Rangoon 
urged \"patience\" in dealing with the 
referring repeatedly to the regimeVs road map 


\" he urged. 


\"which should 

however 

Aung San Suu Kyi should be released\" and bemoaned his 
\" 

\"will be the same after two days 

two years.\" 


Column 4 


however 


the Charge noted that the 
like the SPDC 


replied Prodjowarsito 

he said 

Indonesia has only three 

he said 

constantly changing economic policies and 
he added 

they only know Burma.V' The Charge 

and Prodjowarsito 

VWho would we send? There is no Parliament here." 
YOU SHOULD 

a recent arrival in Burma 

as reflected by the recent visit 


dynamic economy that could 


and urged the 


Ambassador Tung cited visits by VietnamVs Prime 


he averred 
the Ambassador indicated relations were 


\"business 


Column 4 


but 
and agreed with Charge that the Cabinet 


but expressed doubts that Burma 


an almost 
indicated that he spends most of his time 
he 


he said 


Chinese 
which results in a modest number of Laos traveling 


Bodhisane 
\"we don\'t carry guns into temples 


she has already met him socially on 
but is always quick to volunteer 


including his 
want visas to the U.S. for their children. 


while admitting they have little to 
only the Thai Ambassador has 


deposed over a year ago. The rumor mill has it that 


Column 4 
for example 
the SPDC has dismissed 


we believe that the ASEANS have a comparative 


and that 
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however 


Mitra 
and India had felt (in 2003) the need to reassess its 


Mitra said he could V'easily 


and the 2004 ouster of former Prime Minister 


he lamented 


but V'even that 


or to 
V she pointed out 
V the Charge disagreed 


standards 


given the regime\'s utter disregard for 


noting that every 
except one 


\"Why not at least try?\" he asked. The Charge 


Column 4 
noting 


and FM Nyan Win \"didn\'t even responda" 


but said that an abrupt transition in Burma could 
which would not be in Indias best interests. 


not 


Pakistani 


but also doubts over 


India and ASEAN--effectively \"neutralize\" the 


but rather the SPDC had 


Chinese 
regularly met with Aung San Suu Kyi 
but they have now all abandoned her and the NLD. He 


he said 
but added that the regime had 


but asked how the SPDC could ever 


just a cult of 


but felt that the GOB had focused its 


but had learned to 


Column 4 


ambition 


Chaudry ignored the question 


Chaudry said that 


he said 


while everyone else was 
V he said 
while people are dying of hunger in the provinces. V" 


but doubted it 


jailed in 


but defended the SPDC regime. He is very windy; he 
and 


SRI LANKA 


Column 4 
during the ChargeVs October 6 call 


\" 
\"and since everyone has a price 
Singapore 


and claimed that ASSK seeks a top post in a future 
\"a position that is not helpful to a political 


suggesting 


observing that the National 


but also 


in particular encouraging the regime to change 


he said he could \"accept the fact\" that the GOB 


e.g. refused 

denied the right to marry 

blocked from 

etc. End Note.) 

Sri Lanka 

describing Sri Lanka\'s recent elections as a 


however 


however 


Column 4 
intimating 


he observed that the GOB had 


a retired General 
also indicated 


and not very much 
is a fairly sizable Nepali community that emigrated to 


with few family ties left in 


yet appear 


they appear to be thinking more of what the United 
rather than how either India or Pakistan might 
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the students and their parents showed little 
but chose to wear a hijab. 

the commission concluded 

perhaps to make a political statement. 


First Deputy Chairman of the Islamic Revival 
appealed directly to the Minister of 

up to 

has been indifferent to the hijabVs place in 

a leading Islamic Scholar of the region 


laying the groundwork for religious 


Column 4 


which are more a sign of traditional conservatism 
as unwise as this edict may be 
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V conceived hastily with little or no 


FAO Director 


with the possibility of four more years beyond 


no alternative candidates were nominated 


a pattern of misallocation of resources 


and declining employee morale are 


staff 


member 


Column 4 


he has made no effort 
seemingly preferring to 


late-night Friends-of-the-Chair 


member 
amounting to V'there may be 
but we need more time to study 


Diouf will take it as a 


but it should 
the Council in 
but 


and when it 


Systematic 
weaknesses 
not on a haphazard plan 


the programs of greatest interest to the United 


the IEE will be undermined by a lack of 
particularly from developing 
and we will lose the opportunity to reform FAO 


Column 4 


the DGVs reforms are projected in the context 
and it could 


in already complex budget discussions 


USDA 


but only if they do not 


weaknesses 


Column 4 
and 
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no paper had ever clearly endorsed a particular 
editor of the Mmegi newspaper 


Moeti observed that endorsing a candidate is 


the BDP 
a 


arguing that the endorsement violated 


Serema explained 


Vice 


an IEC 


the incident 


Column 4 


2004 


the absence of a 
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in spite of V'the brutal and unfair 


and the support of President Bush widely noted. 


commentaries and 


Column 4 


the EU Trade Commissioner is outside his mandate. We 


Syria: two 


diplomacy has 


but as Paris has 

on the condition that they be directed against the 
contrary to what 

an international system is 


it is a bitter pill to swallow: the Iraqis have 


it has not kept the 
or the 
Libya from disarming 


and by voting they have identified them. By 
the 


Column 4 


through our ingrained anti-Americanism 


is not for tomorrow. And neither is peace. This 
which everyone continues to criticize because it 
will by 

the Iraqis have taken the first 


the way Chirac is demonstrating his opposition to 


inspired by domestic post 
is not how France will regain its lead 


the U.S. 


Column 4 


in the cultural sector 

like the Kyoto protocol. But 

a step forward when compared to the previous 
10/21/2005 11:05 

10/21/2005 11:08 


a vital element in his view 


itis 


state aids and security. 


AF Executive VP for 
and Guy Tardieu 


Spinetta indicated that flight diversions and 
and 


in the July No Fly case 


it does accept fault for missing a No Fly passenger on 


2006 


Column 4 
Spinetta volunteered to have Air France serve as an 


which would have airlines provide passenger 
with 
rather than the airlines 


and emphasized the importance of making 


000 crew members 
the majority of whom need visas for 


and has asked the Embassy whether off-site (i.e. 


no portable technology exists to collect such data off- 


in the future 


but that is unlikely to be a 


Patry and 
but awaits GOF 


but 


following questions over No Fly-related 
as efforts to overcome this hesitation 


and the visit to Paris this 


OneWorld and Star. A 


Air France 


Column 4 


but implicit in his 


not even the offer included in the 
such 

however 

state 


and security. A mere commitment to future talks on 


for 
there must be greater convergence between 


with whom 
are strong proponents of a new 
like KLM. Germany will also be on board 


Spinetta indicated that alliance carriers 
perhaps reducing the scale of needed 
for example 


substituting London-Paris Eurostar train service. 


which recently 
is now a lower-cost carrier than 


and came away impressed with that airline\'s 


unlike in the U.S. 


Column 4 


and the costs it often imposes 
Air France remains committed to 
and the airline\'s willingness to be 
Air France will be one 


and a successful 


a US/EU negotiation failure could end quickly what has 
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which will receive a 9.996 increase in 2006. 
which will receive 


supporting the 


a number of 


Column 4 


(-15.6%); the Nuclear Security Council (-5%); the 


the Baleares 


in spite of Solbes\' proclaimed goal of reducing public 
funding to pay off the debt is reduced in the 2006 


a rate that remains much 
which 


the budget assumes an average crude oil barrel 
well below the current market rate. In fact 


claiming that the 2005 budget was 


with the caveat that ceilings on brackets will be 


the socialists 


the Catalan regional government maintains that 


Column 4 


coupled with 
may lead to a 


as unskilled manufacturing jobs migrate to 
and tourism faces the increasing 
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according to several contacts 


Vardomatsky ultimately voted for Milinkevich 


Lebedko has remained relatively 
and Vardomatsky believes this 


human rights leader Andrey Sannikov 


the 


mainly because it was built relatively around 


but only 


Column 4 
excluding likely presidential candidate Anatoly 
signed an agreement with the 10+ candidates a few 


Voitovich seriously doubted any 10+ 


former Agricultural Minister 
have repeatedly 


that they expect Milinkevich to realize sooner or 


and because he maintains strong ties 
the Belarusian Popular 
Federov explained the importance of 


the nomenclature is more likely to 
or even Kozulin 


but it would be \"pure nonsense\" 


Federov believes Milinkevich will be unable 


including its economy 


Voitovich believes nationalism does not 
and the BPF\'s formal 


Column 4 
Sannikov 


even if 


and innovative use of 


but they are convinced 


energetic people to do much of the legwork around 


Milinkevich 


Lukashenko\'s involvement in the 1999 and 2000 
anda 


the substance of Milinkevich\'s platform 


and 
Milinkevich\'s (or any 


but they seriously doubt 


according to Karbalevich and 
is perceived by many in Belarus and Russia as a 


Column 4 
someone groomed by the U.S. and 


adding that Lukashenko\'s 
political 


but the Belarusian 


Vardomatsky recommended a combination of 
the EU and USG 
and 


Vardomatsky knows of 


in part because we 


Not Russia 


Gulak 


but 


V'events in 


Stepanovich 


Column 4 


all of our interlocutors made it clear 


the strong 
Kozulin 


Milinkevich is an unknown quantity 

which can be considered one of his 

but he must work extra hard in a repressive 
Belarus\' economy 

and most 


despite what some analysts believe 


or at least not stand by the 
the opposition has a steep 
but it seems that Milinkevich\'s nomination 
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V Tashchian said he could not 

concrete steps the GOAM might take until 


10/21/2005 12:12 


who said that he did not trust the Bar 
because half of their members were also 


Column 4 


the spokesperson of 
Gaziantep\'s former 

an author 

\"the Kurdish issue on the 


who was allegedly 


has not been found yet. 


which was held by the joint 


an EDA Executive Board 


Chairperson of the ACC 

but at the same 

a new and a challenging process has begun for Turkey. 
Adana Deputy Governor; Aytac Durak 

US Consul in Adana; and Saban Bas 

participated in 
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the Supreme Court will consider Awad\'s 


but it is not clear how that will factor into 


Column 4 
10/21/2005 12:51 


however 


and not just an unpleasant regime in the 
Turkey will continue to act 


such as Turkey\'s massing of tanks and troops on the 


could also be effective 


not Regime 


the region would be best served 
shared by the U.S. and 

which are to get Syria to behave more 
to end its support for extremists in 
and to fully remove its 


Column 4 


Turkey has continued 
including a recent visit by 


but appears to be avoiding higher-level contacts 


will likely share our assessments 
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since experts believe that 


Column 4 


the poultry industry accounts for 18 


000 


many coops that house chickens for egg 


and then somehow come in 


the Agricultural Ministry will order the 


though 
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and the need 


the GOA would need an immediate answer on 


October 21 


Austria and Italy were given the same 
however 


which would 


Column 4 
or visa-type foil 


using the 
the bearer\'s bio-data 
the office 


where the photo would be scanned and 
along with the relevant data. 


inner pages of the passport. 


rather than the one-hour 
but 


the GOA 


but is 


and 
newer 


or whether 


2005 


please call 
or email 
or contact Post One at (43) 
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Column 4 


we do not expect the GOI to 


and 
only add to the bias 
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the All Nepal Trade Union Federation Revolutionary 

the Maoist-affiliated trade union 

announced on 

caused a daily loss of USD 285 

more than 40 

252 small farmers and about 100 large business firms involved in the 


who were the worst hit 


Maoists have made 
calling for frequent and 


although some are 


000 


from January to 
Maoists abducted more than 3 


2 
518 lower secondary schools 


Column 4 


it has also made the prospects of 
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said Blin 
saying that whatever he 


the MFA\'s 


given that the white papers audience is the French 
he said the MFA had argued for inviting 
and he confirmed that the 


Deruffe said inter-agency debate had been 
V although he did not believe its final conclusions 


in conjunction with the Ministry of Interior. The 


terrorist threats to world 

the use of technology by terrorists 
international 

and public outreach. 


Column 4 
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which covered the words 


all but one daily 


A/S Welch 


2005 all Tunisian papers provided 


its 


2005 


A/S Welch 


as well 
particularly concerning current 


while the reporting on 


Column 4 


including the USG 


Minister of Foreign Affairs 


Mr. Abdelwaheb 


President George Bush asked the Minister of 


recalling in 


Chairman of the 
Science and Transportation and member 


Chairman of the Senate Foreign Relations Committee. 


for its 


Column 4 


Senator Richard Lugar indicated that he was 
economic and social 

as well as the achievements in 

promising to continue to work to reinforce the 


Mr. Abdelwaheb 
Minister of Foreign Affairs 


as well as their satisfaction with the 


on this occasion 


highlighting the 


Assistant Secretary for the Middle East and North 
as well as the 

US Coordinator for the 

Mr. 


highlighting the hope of Tunisia to 


Mr. Gross underlined the importance 
expressing his hope that it will be a 


Democrat from the state of New York and member 


and with Congressman Charles Taylor 


Column 4 
as well as ways to reinforce them.\" 
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and that an 
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October 24. Swartbol 


the story was not playing well in the press and 


they certainly 
he said. 


\" and noted that such 


and said 


Column 4 


the Australians have offered to contribute 300-400 
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the Receita 


Embezzlement 


awaiting formal approval from the 


Federal Police 


principally to crack down on piracy in the 


one 


including federal 
were arrested. (Note. The Federal Police do not 


Column 4 


almost 11.5 million virgin 


Receita Federal 


a 45 percent increase compared to the same period in 


Receita claims that almost 700 buses used to 


000 fined. 


around a 100 percent increase over the 
and already a 


films and software have 

consistent with the increase it recorded 
Receita 

373 

tapes 

255 

872 

517 

165 


140 
157 in 2004 to 151 


and their 


Column 4 


ostensibly bound for Paraguay; free transit had 


1.6 


compared with 568 
respectively. 


pirated products are still readily available in 


the CouncilVs initial focus was on 


the CNCP is 


state and municipal 


but have been joined by the states 
Rio Grande do Sul (in process) 


as well as establish state and 


2005 
which SENASP is 


over 1 million pirated products were 


Column 4 
Sao Paulo and Minas 
and to include at least 10 states by the 


including some 


raids conducted September 
the 25 de Marco avenue 
Santana 

Largo 13 

000 CDs 

actions were taken in the 


as well as areas in the North and West of the 
piracy in RioVs area of Niteroi has been 

931 

838 in all of 2004. In 

the CNCP Executive Secretary noted 

but also as a means of 


the CNCP has posted over 400 
many chronicling local police 


camelodromos Campinas (12/2/2004); Rua 


Paje Gallery - Sao Paulo 


the Motion Picture Associations\' 
this year 182 people had been arrested 
compared with 154 


Column 4 


prosecutions have been few and 


10 people have been convicted for 


although only one is actually serving 


lower penalties 

if 

the defendant is a first-time offender. For 
piracy carries a penalty 


members 


the Supreme Court 


listing piracy alongside drug trafficking 
and money laundering. The court is also 


either in the form of specialized 


but its Executive Secretary has expressed 


Column 4 


the notorious smuggler Law Kin Chong was 


the GoB counts his conviction as a significant 
Chong had 


the Federal Police raided three 


Brazil forged an operational 
Uruguay 


2005 


counterfeiting 


General Secretary of Interpol 


V a major anti-counterfeiting 

Brazil and 

that was conducted in a collaborative effort 
customs and industry. 


USG-GoOB bilateral law enforcement technical 


Column 4 
the GoB interlocutors have displayed an interest in 


the 


which it did 
which 


even though item 22 of its action plan 


some government groups are moving forward. 

the National Union for Receita Federal 

in cooperation with the Ministry of 

has launched a national campaign entitled V'Original 


000 leaflets in 


a separate Interpol meeting 


the CNCP\'s Legislation Working Group 
has developed draft legislation 


such as providing a right-holder 


in addition to buses 


as well as enabling law 


Column 4 


renting 


but note 


with approval 
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US 


the United States is going to 


496 more 
the estimates for 


they amounted to 21.4 billion 


that is 6096 more than last year. 2005 
that is 


but which also favor the drop in 


the EU has already reformed its 


Column 4 


Rob Portman 
to reduce by 60% the ceiling of US 


those which most 


of the Vblue box V" 


the United States was 


chairman of Euroconsultants 


thinks that present American proposals will 


with the marketing 

the subsidies that are most distorting 
3.4 billion dollars per year to 

that is 20% of the 

that is 12% of their crops. 

adds 

authorized subsidies would reach 2.1 
equivalent to 4096 of US 

in direct 


production 
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S office and the police are 


said he had information that those responsible were 


Column 4 


to prove their innocence. 


including two 


protests and work stoppages in the central Cibao 
FALPO led a march of more than 100 
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as in earlier sessions 
Turkish textile industry 


a senior executive at the Istanbul Textile and Apparel 
estimates that his business 


which have led to dramatic 


do final 
and then re-export the finished 


and that the U.S. side is 


Orakcioglu noted that Turkey pays USD 255 million in 


Column 4 
he said 


and argued that 


he concluded 


V he 
adding that V'even a free trade agreement" is possible. 
despite 


however 


but forward them 


Trade 
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she said 


it appeared she was referring to Poland. End note) 
Bouchez said FM Douste-Blazy had 

to which Russian FM 

Bouchez 


including Iran 


said Bouchez 


Column 4 


although no 


V Lavrov again clearly 


FM Lavrov also commented on 
saying that Russia didn\'t approve of Karimov\'s 


said Bouchez. 
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two in the head and two 
and the handcuffs 


Lane 
House 16 
near the Khayal Hospital. 


a Sunni 
he was also a member of the 


Badr Awad 


Column 4 


GOI 


the HCCI 

have spoken personally with Sa\'adoun\'s son 
expressing sympathies of the USG and the HCCI. 
Dr. Laith Kubba of the Office of the 


GOI 


the GOI will issue 


the HCCI also will issue a 


correctly 


as requested. 


23 October HCCI 
the HCCI 
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Column 4 
a Chinese delegation is 
this close political friendship is a source of 


but 
Wu complained 


to bring them 
Wu 


Wu said the Belarusian economy now has 
and Belarusian technology that may have been of 
while Chinese 


they told the 


Lukashenko urged him to attract 
Was a window to the European market." 


nor did China need Belarus as a 
and so he simply nodded. Wu 


a growing market and a 


the Belarusian 


Column 4 

Wu complained about how bureaucratic official 
but must instead work 

which is very argumentative and slow. 

he commented that things are much worse 


and claimed even the Tajiks were 


and added 
one should have something to 


the fact that 
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possibly hand-in-hand with the 
he expected SCIRI to help 


non-Islamist Shia leader 
leader of the hitherto unsuccessful 


Column 4 
told Poloff 


at the forefront on the candidate lists. 


an indication that even in Mosul he needs 


but appear fractured in three camps led 
Fadila 
forming one coalition list 
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Haiti 


the licensed Hyundai 


overriding the investigating 


and extending the 


Column 4 
favoritism 


only one had resulted in a conviction. 


if held up by the appeals court 


convicted 


and only during legislative 


since with pre-trial detentions he 


2006 congressional elections. The 
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Column 4 


Meron said 
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Ohio farmersV focus is on 


the expansion of 
the capitalization of indirect 
the reduction in farm 


and refusal to become 


carbon fixation and rural 


Director Dailey 


he added that there are 


Column 4 


its generation of more demand 
the positive contribution of biofuels to 
and the reduction in use of 


Europe 


which affects product 
Vietnam and 


in the end 


Column 4 
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contractual 


the 


Feliz said 


it appears 
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Column 4 
including on 


store and transport 


FAO and WHO reps responded informally that 


fuel 


a German geographer currently working as 


particularly wild ducks and storks. While 
much of it is 
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keep to populous and well-lighted areas. Pay attention 
purse 


preferring locations such as shopping centers 


and 


Column 4 
which can be violent 


which is also 
is very high in Bratislava. Up- 


contact the embassy duty officer at 


Dr. Capova 


dial 
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the Communists would have no real influence on 
a minority CSSD government that 


such as labor 
rent control 


including 


we would 


Column 4 


the Czech Republic hasn 
the party was led by well meaning 


a former 


who have never 
could vote for the Greens 
a protest against the current 


according to Petr 
who is one of the leaders of the party and has 
would be strengthening 


they couldreplace Freedom Union 
which is nearly certain to 


although currently polling at one percent or 
could perform a similar function. 


and made imposition of visas for US visitors one of 
along with an end to the 


anti EU 


s efforts to work with KSCM on 
S election 
like Zelezny 


pre-election politics will mean 


and the 
which should translate into 


Column 4 
and 


while the 2006 election may well see 
we do not expect a 


s claims that he 


the gradual emergence of the KSCM from 
and this will 
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we can and will continue 


among other reasons because if they did so 


we agree that we must 


including the Thrace MFA representative 


Column 4 
when we last raised this point 
he intimated 


there is little incentive to allow additional Turkish 


and have cited other examples 


perhaps 


Greece and 


had planned on visiting 
then both sides postponed to October 


we found a dearth of ideas (ref B). Now is the time to 


we should 


to open a 
to allow greater religious freedom 
open Halki) 
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10 other EOVs also 


however 


Column 4 


as reflected in the 
\"This is a 
we have agreed 


NGOs and press in an air of 


after the 


Albania 
New Zealand 
New Zealand 


WTO agreements 
the out- 


\"otherwise it won\'t be credible.\" 
that the supporters of 


and noted his hope that the 


the South African who chaired the 
was 


he said that the 
or EU 


and also 
frivolously 


but rather is complementary to them. He 


Commission IV met to review and 


Column 4 


the U.S. delegation sought to add 


the U.S. amendment 


\"the free flow of ideas by word and image\" and 


the amended paragraph would have read: 


our proposed amendment was defeated by a vote 
3 (Afghanistan 
and the written report of 


it is worth noting that 
Australia 
Korea 


Rwanda 
or to abstain on 


at the plenary session 


the U.S. delegation made an 


from its inception 
misrepresented 


the Convention\'s adoption is now a fait 


Column 4 


this Convention can be seen 


for trans- 
and for U.S. outreach to the 


or has the 
completely shutting out U.S. 


tinged with complete disregard for its 
cannot be ignored. Nor can this 
where it 


Brazil 
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both 


Attorney General Candido 


Column 4 


GOS leaders must publicly show 


the 
and that the soldiers\' 
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Secretary of Health for the State of 
emphasized the need for close regional cooperation 


a Haitian-American 
and said that 


Ambassador Tobias called for a 
000 AIDS deaths worldwide every day. 
and the general public 


killing those same 8 


which has provided $75 million in 
with a focus on Guyana and Haiti. Ambassador 
to 


the PM noted the heavy burden Haiti places on 


Column 4 
and the strong 


provision of doctors and 


a change in standards for aid awards and 


Migration and Funding 


Director 
and Dr. Perry Gomez 
addressed the 


treatable 
only 10 percent of 


a statistic Dr. Adomakoh called \"truly 


noting 


noting high rates of 


V'The Caribbean Landscape - What is 


Coordinator of the 


Column 4 


including its work to 
provide training 


and build 
Browne emphasized that the Caribbean problem 
assessed the impact 


focusing on the problems created by free movement 
and noting that poverty drives 


he cautioned that reduction in 


that policy 
and that regional efforts focus on enhancing 


Haiti 


and Dr. Percival 


while highlighting 

the need 

and the need to better identify persons 
they credited lower 

the development of local infrastructures 
and 


Chair of the Global 
discussed HIV/AIDS funding in the 


but not a technical support 


they urged COMs to help identify and 


Column 4 


David 
Camille Barnett of the Bahamas AIDS 
and W. Edward Wood 


with special 


to develop workplace policies to reduce 
to participate in local HIV/AIDS foundations 


UN Special Envoy on HIV/AIDS 


and recommended that COMs: publicly 


embrace those living 


President of the Caribbean Regional 


provided inspiration by 


more than words 


Bahamian Minister of Health 


Column 4 


thanking the COMs for directing Ambassadors 
and challenging 


stating that one-time 


to be visible in the fight against HIV/AIDS 


with results 


to provide 


making model 


considering 
such as musical and 


including plays 


Column 4 

Director of the National HIV/AIDS Program 
the Bahamas Regional Training 

led conference participants on a tour of the 


a local group of 
to hear first-hand about the 


like the 
taking a leadership role to speak 
reduce stigma and advance discussion. They also 
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the DPRK del did not 


as 
who 
claims he was able to limit the 


and added that he delivered a 


as the Parliament failed to work with the GOCR on a 


a DPRK parliamentary del visited 


vice Speaker of the DPRK Parliament 
Director of the Foreign Relations 

Kim Yong Jae 

Ri Chol Royng 

Finance Ministry 

DPRK Ambassador in Prague Pyong Gap Ri 


Vice Speaker of Parliament and 


the DPRK del 
mainly from the 


Column 4 
the Vice Chairman of the Senate 


and also was the only one to raise the 


Vice Minister of Trade and Industry 
which 


which 


as well as Speaker of Parliament 
were well aware of USG views urging the 


but 


as he intended 


MFA staff 
External Relations Manager of the Czech power company 


the four-hour visit to Temelin was a 


who 
told us that 


a visit to the 
tour of the \"crisis center 


and particularly nuclear 


and the experience of CEZ in 


Column 4 


Speaker Zaoralek gave the 


under the terms of the 1994 Agreed Framework 


given the experience of the Iraq war 


Jan Fury 
told Pol-Econ Chief that handling 


and the 


provided he is able to put together a 


whose staff will 


signing a 
para 10). One action item the GOCR 


which the Czechs see as a way of exposing 


but reinforced given the unwelcome 
and urges EAP and other 


either in Prague or Washington. End action request. 


Column 4 
Kim Chun Guk 
signed for the DPRK MFA. Jan 


but rather provided a 


a statement of intent to further 


a section outlining three general subjects for 
and a section listing 16 


scientific 
sports and other institutions; universities; and 


social 
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who heads 
explained that the commission was established by 


he said. The mandate is 


and the 


which means it is not yet law. End note). 


he said the Supreme Court 


Column 4 
and in any case 


in reference to current maneuvers by the CEP 


the MOJ said the CEP has the 


it has injected 


V but the IGOH has 


the CEP is reportedly seeking information on 
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000 in cash as an incentive to Assed to abandon exile and 


Assed said he could not be bought by the Libyan 


and certainly not for any 
but in any case he would need to see a 


Column 4 
far more than the 


from what he could see the internal 


and there was no real 


there was no opposition 


Assed 


which he claimed he had sent recently to Qadhafi. 


a construction engineer in 
called Polcouns several days later to draw attention 


and FM Benaissa in particular 


that neither he nor 


the Merciful 


as | also wish to express my sincere appreciation 


as well as Your Excellency\'s consideration 
your equanimity 


all that has occurred recently has greatly 


Column 4 
despite my failing health 


you are no doubt aware of the relations that bind 
and it is this state of 


economical and social 


because of your sound judgment 


So too will this political flood 
not least of which will be 


your philosophical analysis of the historical 


a liberal 
on freedom of expression and of the 
on the separation of powers 


it will be met 


China has been the only nation able to impose 


China has to a certain extent modified its 


China\'s huge 


Libya 


Column 4 
can hardly compare in resources to Europe 


LibyaYs development is linked to the extent of 
Your Excellency 
but have gone even 


by participating in popular 
have gained in political awareness and 


during the Cold War 


Your 
adroitly preserved Libya\'s political independence 


| fully appreciate that the 


the revolutionary Committees 
resorted to the use 


the one remaining superpower 

its military and scientific progress and the 
has forced the world to 

As for China 


the 


Column 4 


and an upper house whose main role is to ensure that 


what thoughts | have expressed above for your 


refusing as we do to compromise 
her sovereignty and her dignity. And you 
Excellency 


Mohammed Otman Assed 
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Simeus asked for 


Simeus declared he would fight any attempt to keep 


Column 4 
and that he was steadily 


but 


accusing him of trying to preserve 


S earlier point that 


but that we continued to urge the IGOH to focus on 


election results 


but all argued 


rather 


personal dispute 


Column 4 
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and 


now serving a sentence 


the IGOH 


Dorleans asked the Charge to provide 


but its judicial and penitentiary 


Column 4 


including the specific disposition of the Eduoard 
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like Shaykh Harith ad-Dhari from the Muslim 
and Jawad al-Khalisi from the Founding 


\" he 


and Musa said he would do so. 


Column 4 


Foreign Minister Zebari told Charge that 


and groups from outside the Assembly. 


the UN 


he claimed 


free and prosperous Iraq without mentioning the 
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Econ Assistant and fall intern visited Altex Energy 


Column 4 


which delivers natural gas 

British Columbia to Chicago and markets 
which was an idea 

began delivering natural 


members of the Altex 


the pipeline project has 
including 
a private 


approximately 2000 kilometers 


Crawford told us that logic has changed. US oil 


with the capacity 


000 

compared to the 

000 bpd needed by other systems to break even. Of 
with most energy experts predicting sustained high 
Altex plans leave room for expansion; the 

000 

just under current total daily Alberta oilsands production 


as several players in the 
with an eye to future oil development 


has advanced several 


Column 4 

most notably their proposed C$4 billion \"Gateway\" 
000 bpd of crude from northern 

British Columbia and on to markets in Asia. 


Calgary-based TransCanada Corp. 
hopes to grab a share of the market 
converting one of its primary natural gas 


however 


000 TIMES OVER) 


regulatory challenges could 


First Nations 
permits in the United States are 
but oil pipelines operate under a 


and are subject to purview by every 


South Dakota 
Kansas 


meaning multiple tens of 


he 
\"99.5% of the time with 


assuming the infant company 
will 


few construction contractors are 
this problem also 


the 


Column 4 


Crawford told us that Altex would not 
where the 


\"optimistically\" 


while the world market for light crude 


as Alberta\'s oilsands 
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after consulting with MoO 


however 


but this approval and processing the actual 


the Federal Reserve 


in turn 


Column 4 
interrupt both the flow of crude to the 


necessary to meet the 


are increasingly unreliable - no surprise 
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Counselor for 


(phone: 212-832-3323; email: 


Analyst for Security 


Advisor for the 

(phone: 

email: 

estudios2@dgmn.cl). He will be 
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calling to and from Canada 
and 

many 


Column 4 


Mitel 


and they appear to understand 


these playersY relationships with 


or resources. 


some of which do not prevail in mobile 
including: 


they will have difficulty maintaining fuel 


Column 4 


since they 


phone company representatives admitted to us 


growing problem is that landline phone 


and may be under-allocated to \"insidious\" risks 
one expert 


making signaling 


since the industry has made no 


one of the most innovative (and in some ways 


many towers 


it also provides a degree of redundancy 


Column 4 


so they will die off during a long power outage. 


each tower needs to be provided with a battery 


but the problem of 


the network can become 


which are always connected to the network even when 


after a power outage 


raising 


in the event of an 


cut off service to anyone not on the priority 


larger 


more than one industry interlocutor made 
in which 


Column 4 


regulators cannot even track which 


unless VOIPYs currently high 
viruses and other risks is 


there are 


the CRTC 


but Bell 
and the 


such regulations as are applied may 


and ensuring support of 911 and other 


but 


even if only because 


this seemed 


Column 4 


which is 


and thus is home to much of the GOC\'s civilian 


we received the 


they will remain 


since firms find ways to avoid disclosing 


government funding in these areas is an 
\"They 


they replied that \"a 


Industry Canada officials surprised 


Column 4 


given (1) the 
and (2) the 


the systems which are most vulnerable 


until there 


these firms have a strong disincentive to 


and only if protected 


such government information as might be 
companies 


VWe get nearly 


such as the Communications Security Establishment 
and that what is required includes: 
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which they 

000 


Column 4 
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will be 


where shark fins are considered a delicacy. Demand 
with its alleged 
is considered a necessity at any 


reaching almost 12 


among other countries 
for 


populations for different shark species have 


which represents 1.7 million sharks. Given 
real 


Ecuadorian sea 
where 
fishermen in Ecuador are turning more and more to 


providing loans to 


Column 4 


the GOE has expended little effort in 
judicial 


in June 2005 a fishing boat was discovered 
000 sharks. While government officials have pointed 
the boat was 


no action was 
when 


fishermen show little 


for example 


but 


are unlikely to be 


by 
the campaign will help develop 
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Column 4 
V and forced to go with them on a motorcycle. 


October 15. 


the Human 
the Central 


the Police and the Army. Col. Oscar Naranjo 
told Deputy PolCouns that the Judicial 


October 15 


the Vice 
who was in 


who spoke to paramilitary representatives in the area 


Deputy Polcouns invited representatives 


an attorney accompanying 
while returning to his home town 
Choco Department 


Valencia was traveling with nine members of the 


Column 4 

and they believed 

said Figueroa 

active paramilitary\" in the region who had 


entering and leaving during the interrogation 


and Valencia was released around 


he was stopped by two 


which Justicia y Paz had already sent to the 
Foreign Ministry 


Valencia is a 
perhaps on his way to 


Valencia reportedly directly 
demanding an answer from the State 


the 17th Brigade of the Army 
Procuraduria and the Defensoria. The 


PBI 


Column 4 
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qu 


2006 implementation date 


2006 elections. (Comment: 


and 
his priority is clearly the Fiscal 


\" he added. When asked if he had any doubts about 
he said 


the funding of 


is very important to ensure that all 


etc. 


Column 4 


President Pacheco said that Costa Rica is a 


\" he said 


meaningful 


\" said President 


\" said Gonzalez. 


President Pacheco said 


President Pacheco said \"Well 
and we will have to see what happens.\" President 


reviewed 
2006. Vice 


2005 


i.e. 


Saborio said that both are under review 


Column 4 


the limited amount of time in which 
and the politically charged environment 
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extreme poverty 
and lack of jobs for grade school and high 


established by decree by former 


provides a tripartite working group in which 
unions 
and a number of government ministries have 


resulting in broad 
the 


and the Regulations 
which were drafted by the 


the Commission spawned seven inter- 


German Leitzelar - a labor lawyer by profession - has 


Column 4 


identify 


which 


garbage dumps 


Casa Alianza 


support several projects to promote the 
including by 
these projects aim 


and aim to provide educational 


COHEP 


Column 4 


and the private sector to send the message that the 


especially important given recent international debt 


education is expensive and out of 
who are generally required to 


these 


Post believes that 


it will not achieve this 
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which 
it seems sometimes that 


still not 
and now this last blockage to Honduran merchandise 


Column 4 


trying to apply a governmental resolution in which 


and 
Mr. 


but also affected truck drivers from Guatemala 
Costa Rica and Panama.\" 


the Tegucigalpa-based moderate daily V'El 


which negotiated part of CAFTA with the United 


is the only country that has not ratified 


industrialists and politicians of diverse parties 


V since “it will force the privatization of 


something that long ago stopped being 


Column 4 


the hair in the 
rather 


the reforms in the regional customs system are a 


the desperate attempts do not do more than show 
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and threatened to sue one indigenous leader for 


seeing an 


which by Palacio\'s request would coincide with the 


Column 4 


labeled \"bandits\" 
have reactivated to rally in 


in the tradition of 


and 


Palacio appeared 
but would not 


Palacio may 


but 
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not the insurgency 


while the media in other Arab states publish 


that Syria harbors 
and that many of 


Column 4 


while others are earned through 

he 

police capabilities must be enhanced. At the same 
Edelman suggested 


the earnings from which can feed 
the U/S 
would also help Iraq in its dealings with the 


USDP Edelman 


said he was very encouraged by what 
and 
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V VPREVENTION AND RESPONSE TO TERRORISM 

V VRESOLUTION OF REGIONAL 

V AND AMERICAN VALUES RESPECTED ABROAD." 


ITH 


MOSTLY ISLAMISTS 
WHO TEND TO BE 
SHOWED GREATER INTEREST IN IRAQ AND REGIONAL 


Column 4 


RESPONDING 


AS 
ENSURING THAT DR. 
JER 


Plentiful Press 


10/3/05 
000 

10/3/05 
000 

10/3/05 

10/4/05 
000 
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PRATHAM was established with the goal of 


000 children out of school in Mumbai. 


PRATHAM offered classes in the 


Column 4 


000 working children with names 
home addresses and often the name and signature of 


PRATHAM organized school 


the children were brought to remand homes 


workshop owners brought the parents of 


PRATHAM 


224 child laborers before the raids 
until 


000 rupees (about $111) and one acre of 
whose parents promised in writing not to 


Column 4 
were eligible for a 3 


overall economic prospects in the home 


she laments the slow judicial process 


and the inefficient collection process of child 


000 rupees 


either through school records 


NGO 


the model was used in Surat 


a long term solution to the problem will 


the ultimate fate of the 


the GOM 


Column 4 
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including the association agreement with 

the new hydrocarbon law and the anti-corruption law. 


the salary 


Mr. Erik De 
head of the IMF delegation to Algeria and Division 
declared in 


driven mainly by the hydrocarbon sector. 


De Vrijer said. In 

he highlighted the structural reforms achieved by 
in particular the association agreement with the EU 
the new hydrocarbon law 

and the 


Column 4 


but he 


and limit the impact of inflation. \"The 
otherwise it 


he said. He also recommended limiting salary 


he said it was time to 


De Vrijer argued for reinforcing 


De Vrijer urged implementing banking reform 


V said De Vrijer. To 
the 2005 government budget included 


instead of directing state-owned banks to extend 


the General Union 


V said a senior UTGA official. The official said he 


when 


10/22/2005 13:20 


Column 4 
10/22/2005 13:22 
10/22/2005 13:34 


eight 
and 293 lesser officials. The indictments 
war crimes 


considered to be the POW/MIAs 
of 5 


sitting in the docks 


the biographies of his seven 
the transcript of the trial itself. Local 


the Kuwaiti standpoint was clearly 


| would have 


local press 


733 people within Kuwait during 


their subsequent 


Column 4 
and Saddamvs failure to respond to calls for 


execution style 


or charge sheet 


Kurds 
and that the indictments should include both 
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SPS 


and an embarrassed Beissat said it would 


Column 4 


at BeissatVs request 


post checked the web site October 22 and found that 


who call for the 
reiterate that they do not 


for more than 30 years 
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October 21 


Column 4 


756 lraqis 


October 20 


evil 


claims 
and reserves his constitutional rights as the 


October 21 


Column 4 


October 21 


but rather that he had stood his ground and fought like 


it would have been a stance 


\"Baathists 
murders 
there are still people who defend the Baath 


pan-Arabism 


October 22 
\" Ali Al-Kandry wrote 


the courtroom\'s acoustics were so bad there was 
the microphones were not working properly 


judges 


Column 4 


\"Saddam\'s trial is 


quite frankly 


to watch Saddam 


independence 


\"Spotlights on Saddam\'s trial": \"Saddam\'s strategy 


as occurred when the 
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we passed the two names to the 


Column 4 


Sunday October 
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which was announced on October 18 by KJRC delegation 
Badur Al-Shamrekh 
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often due to insufficient evidence 
in part 


DoJ 


Justice Secretary Raul 


the DoJ plans to expand the 


Column 4 


Mission continues to 
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including Kuwaiti citizens 


Al-Shamali 
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space and terms. 


chief of the 


Column 4 


including freedom of 


Kazakhstan failed 


Glover 
Kazakhstan passed two laws with a negative impact 


however 


the heads of leading state media outlets 


first announced in the September 28 media 
to provide equal terms for 


they can purchase 


the Otan parliamentary faction 


political parties 


Column 4 


however 


FJK published a letter from the 


article 27 of the election 
along with the penalty for insulting the honor and 


Khabar 


candidates 
Khabar announced that 


000 


Amirzhan 
Gulzhan Yergaliyeva 


the Almaty Administrative Court 
000 tenge 

Kosanov was fined 10 
Yergaliyeva was fined 15 


Column 4 


000 tenge ($375). On 
Dzhandosov was fined 20 


on October 14 
a local 


Temirtas Akhmetov 
and escorted them to the district 


Tuyakbay Briefly Detained 


the police seized 
000 copies of the opposition V'Svoboda Slova\" (V Freedom 
or half the total print run 


Daulet Baydeldinov 


entitled V'Just a Dictator 


and that his second 
he had misinformed 


including Khabar 
Eurasia 


POEC and PA FSNs went to the Dauir printing house 


000 copies of the paper. 


Column 4 


FJK staff arrived and carried away the papers. 
the police arrested 
the Internet publication Stan.kz 


the Zhuma Times newspaper 


FJK leaders contacted post to say 


road police detained FJK presidential candidate 


the police replied that they 


EU 
at which point the 


the road police stopped and 
a co- 

was leaving 

police detained the editor-in- 


as he was leaving the office of FJK. 


the police took him to the precinct 


the Almaty 


but at this point 


Column 4 


KazNic 


the head of \"Bond Creative Consulting 
V created a clone of the Navigator newspaper 


the same building as the Khabar state TV 
the court 


the Kakhar youth group was also 


V as it has been registered by 
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the Bayji-Baghdad LPG line 


adding that Irag needed to move up security 


Column 4 


s hypothesis 


Hameed said repair of this 


Basra 


\" said al- Ulum. He said that &Turkey will 
\" 


Column 4 


adding that the GOI needed &$2 


al- Ulum 
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2005. Circus Guy held concerts and 


000 Kuwaiti 
000 plus spectators at Marina Mall and 


American rock band Circus Guy 


guitarist) 

vocals) 

and Cairo-based T.H. \"Taha\" Culhane (singer 
guitarist) 


Column 4 


lyrical performances 


using IIP materials and RBO products 


donning \"Education U.S.A.\" tee shirts 


the musicians conducted an environmental workshop 


at the І-Мах theater of Kuwait\'s Scientific 
PowerPoint 
led the unique workshop 


Circus Guy held a science 
for 100 


the DCM opened a concert for 300 high-school 


the band performed for 60 Public Affairs 
including students from the American University 
jamming with a Kuwaiti drummer and a lutist. 


Circus Guy held a workshop for 100 
followed by 
introduced by the DCM 


Column 4 


the Superintendent 


at the posh 

000 young Kuwaitis witnessed the evening 
clapping 

ball 

and tee shirts 


and publicized V'Education U.S.A.\" 


oud 


000 young Kuwaitis with the 


000 Kuwaiti students experienced first hand 


encouraged Kuwaitis to 
and promoted American values. 


positive press 


9/27/05 
9/27/05 
9/27/05 
circ. 35 
9/28/05 
p. 21 
000 


Column 4 


Culture 
the Kuwait Scientific Center 
and the Marina Mall 


site of the outdoor concert 


other local schools have 
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which includes close 


has had a major deterrent effect 
however 

and are more wary 

the 

continue the raids 


which bring the vendors into 
are so costly in 


pointing to his small staff of six and the 


Econoff criss-crossed Amman to witness a mixed 


many video shops stock 


Column 4 


and book 


nonfiction and textbooks. 


President of the Jordan Intellectual 
says that the experience of 


according to Post contacts 


professors can and do 


Econoff accompanied by Econ FSN 
only 


proprietors were willing to produce any variation 
to extensive 

to 600-page anthologies combining multiple 

a color-copy anthology on 

Thames & 

Penguin 


including gold-embossed hard 


Blurry Focus 


Econoff visited a number of 


all carried an extensive list of pirated 


Column 4 

Intermedia 

as well as 

he must guarantee WB 


000 in DVD\'s 
sales declined and his business 


which hit Amman\'s 


especially 


he noted. He did not 


meaning they had been 


laughter 


the enforcement team had confiscated only a 


he said. NOTE: When the National Library 
its Director General secured 


Bushnaq reported. They returned 


he noted 


the pirates were running scared because of 
000 JD (twice the old fines) 
they just laughed because none of the judges were 


judges continued to use the more lenient criminal 


Column 4 


but more needed training 


000 to the campaign 

the campaign will host events for the business 
and advertise on billboards around 

said AMIR\'s Private Sector Policy Initiative Team 


the campaign is focusing on 


features and interviews. An interview with a 
and an 


an IP awareness leaflet will be ready for 
surveys will be conducted before 


Minister of Industry and 


including amendments to 
but especially focused on implementation of 


Maha Ali 


library enforcement 
customs 
as well as private stakeholders such as JIPA 


and 


Column 4 
who had asked for a written list of 
acknowledged that the AMIR presentation was a good 


and won't be completely or easily solved 


we may see more members of the 


repeated 
AMIR\'s active consultancy 
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Fax: (612)626-7599 


2005. 


November 9 


Fax: 962-6-592-0121. 


Column 4 
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French 


and four U.S. military delegations later 
according to Fathi 


the General cited the port rehabilitation 


and 


he (Fathi) has simply been 


yet said he feels deeply that DjiboutiVs friends 


General Fathi gave 


other than saving face with Guelleh. It 


perhaps with text that could easily be 
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Al Dossary claimed he was taken 


the man and woman entered the interrogation 


promising him he could have sex with the 


Column 4 
Al Dossary said 


nausea 


but does not trust 


V Colangelo-Bryan 
U.S. officials state 24 
down from 200 last 


but requests talking points to respond 
as 


10/23/2005 12:04 
10/23/2005 12:14 
10/23/2005 12:19 


and 


and that a flush 


Column 4 


such as the recent $2 million 


especially in the areas 


Economic Advisor for the 
noted that as rising fuel 
the 


making Oman more expensive as a result. He 


and as a result the 


while procedurally sound 


such as construction materials 


but construction costs have soared so 


but also questioned whether 


Column 4 


fuel prices 
causing fuel 


Omanvs largest 
24-hour gas stations curtailed their operations 


fuel suppliers 
causing 


which 


popular expectations for a long-awaited 
often 


the Ministry of Commerces warning 
and the local media carrying feature 


the government has no cover on the 
it 


and infrastructure investment in all regions of 
however 


Column 4 
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but 


including through Muslim 
if a charity devoted even 1% of its 
it must be shut down. Glaser also 


000 carried in and out of the 
000. El Said 


and only a small 
despite large 


which were also reported to CBE\'s MLCU. El Said 


asking Glaser not to \"be influenced by the stories 


Executive Director Samir El Shahed noted 
so monitoring all 


Column 4 


based on volume of transactions. Since 
the MLCU had received over 1 


and 5-6 other potential cases were pending in 


EI Shahed pointed 


the law also specified that: 1) all NGOs 


so transactions could be monitored. 
such as the IIRO 


as all MB issues were handled by 


and the MLCU was playing a prominent role on 


as the leading international FIU 
which would 


and asked if Egypt could 


which had 


but a public 


Column 4 
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but gave no indication as to when this might 


and AlimiVs 


and will provide us information useful 
but Yemeni 
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if usually low-grade 


at least 15 remain in Israeli jails 


often making unfavorable 


Lebanese and 
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Column 4 


otherwise known as the 


however 


to avoid further tensions in the Middle East." 


suggesting Egypt would await results of UN Security 
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with reports claiming three dead and over a 
the media reported on 


with daily newspaper Al- 


a pro-government daily critical 
claimed the Mehlis report was a result of 


few commentators expressed much hope in the 
only 
V wrote one opposition editor. 


Column 4 


Refuses to Recognize Courts Legality; 
the docket)\" (Al-Akhbar). 


000) commentator 


partial 


000) and Nahdet Masr (circulation: 25 


with the 


000) 


a religious 
blamed a \"foreign conspiracy\" for the increase of 


000) on October 23 showed a uniformed security official 
whose body spells out 

\" and saying into his cell 

\"Its clear 


the 
all major newspapers 


Column 4 


written before the reports release 


an unsigned 


000) claimed that the Mehlis report was V'the start of a 


000) - 


because the results were known beforehand 


then assassinate Hariri 
then issue this report all in 


000 members of Al-Wafd Party 
and the Muslim Brotherhood took part 


V warned Abdel Halim Qandil 
Nasserite Al-Arabi (circulation: 20 
only 

\" Qandil continued. The Editor of 
000) wrote 


oppression 

however 

quoted on October 20 in 
\"November\'s 


one in which normalcy will be restored and 


Column 4 
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10/23) 

Not Affected by the Arab League" 
10/23) 

10/23) 

10/23) 


which was 
has launched 


as they have 


Tal- 
Fallujah 


60976-6576 


with their 
cannot even find food ration items 


their minds were occupied with 
so they approved a 


thereby exceeding 


they are the 


Column 4 


we 
and we would also like to include in 
pensions for the personal security members of all 


Not Affected by the Arab League?" 


nor do | wish to 
Amr Musa 


civilized cultural view. After 
2003 


we discover that concepts of democracy 

and justice are nowhere to be found. We also observe 
blaming Arabs lack of 

which justifies Arabs\' 


the League\'s mentality is possessed by “conspiracy 


maintaining a seat in an aging Arab League 


both 
with 


which was formed over fifty years ago 


how can Iraq turn the Arab League into an entity 


Column 4 
encouraging it to follow the lead 


combating terrorism 
regarding personal freedoms 
and human rights. It should establish the fact 


as Arab countries started their economic 
and cultural deterioration once they declared 


nor would it allow its Arab League 


for anyone who does not know him 


he became the Arab Satellite ChannelsV star 


it was necessary that Sunni Arabs were 


who were the two winning 
were flexible and offered 


which they 


Column 4 


Saleh Al-Mutlag insisted on rejecting the 


they 


we cannot say that Saleh Al-Mutlag 


the Sunni Arab choice between 


as if Saddam himself 


judges 
and 
watched-waiting for what was 


feeble image. 


Column 4 


we saw that the judge was 


who wanted to be 
the sanctity of the judiciary system 


‘Is this the standard of Iraqvs 

more 

and more serious judge? How did the judge allow 
thrice and then four times to talk 


more experienced general prosecutor 


he used the judges 

and the 

he let Saddam continue and 
and the 


he said to the judge: Who are you and who do you 


we cannot find a justification 


Iraqi civilization 
with 
technology 


rather than the farce we watched 
2005.\" 
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10/23) 
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10/23) 

10/23) 

10/23) 

Stable and Prosperous\" (Al- 
10/23) 


independent 


the Arab League\'s Secretary General 


his visit was easy and most battles 


what will it look like when 


affiliated with the pro-coalition Iragi Media 
published this front-page editorial by Muhammad 


they are against the constitution and they 


Column 4 


they did not fire a single bullet 


they did not assassinate people. but 


they decided to be honest with themselves and with 


not ethnic or religious sects) 


this is the why we 


but rather he is a convicted criminal 


which 
because what could he possibly 


Column 4 


weekly 


published this page-three unattributed 


because 


although they respect the role of 


Column 4 


pro-coalition 
published this page-four editorial by Abdul 


which oppose all the 


Halabja 
the destruction 
and the beheading of groves of date palms 


no one 


and even if he 
his presence in the cage to face crimes 


independent 


Amr Musavs visit to Baghdad on a mission to 


Column 4 
Iragi-Arab political 
and international organizations. Both the visit 


causing chaos 


with 


more 
more than one opinion and the ability to 


the U.S. governments attitude as an 


independent parties 


in the 
about an Iraqi national 


it would be better for the 
its National Assembly and the 


Column 4 
commitments to the Arab League compact and 


this government 


Stable and Prosperous\" 
KDP 


stable 


they overlook the fact that national unity 


the noble Iraqi people are the only ones making 


secure and thriving Iraq--one whose land is shared by 


before the situation become 


stability and cooperation with 


as is any surplus 
which would provide 


Column 4 
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simultaneously releasing the results of the 


000 names from the list. 


and others 


Column 4 


Perelli warned 


it should be delayed for at least a 


per 


she 
or very 
OCV in the December election. Perelli and Avery 


but 
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he asked 


Column 4 
what were the charges 


he asked. 

or persons who would not want their 

much of this same information 

insisting that he did not have access to such 


even for 


including 
| again urged the President to 


he said 


but | cautioned that we would not be 


they appeared 

out 

Murage confided that V'the President 
he\'s just not acting. V" 


who is widely 


would be a politically savvy move by Kibaki. It 


Column 4 

international organizations and NGOs for its poor 
sacking Murungaru would add a little 

clearly 


as some suggest 


who abhors 
just can\'t stomach the idea of a one-on-one 


is that Murungaru\'s 


beyond that 
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a center-right daily 


\"Fried is the highest official to visit Armenia 
Bush himself visited Georgia 
the 


\"It is 
and 


an oppositionist daily 


VWhy is Evans 


\"No outside forces can tell 
\"Aravot\" comments 

who 

V is actively propagandizing 


Column 4 

a Russian-language newspaper 

\"Speaking about 

Fried refused to express 

mentioning that on the eve of the referendum 
we want to remind our readers that the head of 
John Evans 

2005 

as in that case people could take to the streets 
during a September 1 


\" Ambassador Evans 
\"We have already made it very clear in a number of 


Ambassador Evans stated 

the Council of Europe 

these two newspapers took A/S Fried\'s remarks 
\"It is not for any outsider 


\" Assistant 
\"Without taking any position on 


itis also 


executive branch 
democracy requires not 
but other 


these comments subtly emphasized 


\"It should 


we 


Column 4 


\"On the evening of October 18 


Mediamax News Agency was 


thus 


\"It is 


when former Prime Minister 


who at the time was serving as the Senior 


Public TV asked A/S Fried 

the chairmen of the opposition 

A/S Fried 

V'It is important that Ukrainians acted consistently 


but the 


we have seen no/no mention in any local press 
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Column 4 

giving away 

the LDF captured 32 

while the UDF won only 18. The BJP 


the LDF lead was stunning; they bagged all 


beleaguered Congress 
facing relentless 


and Karunakaran 


the DIC-K had formed a 


BUT CAN BE CRUCIAL 


but 


where small margins are enough to tilt the 
even a 5 percent vote shift becomes critical" 
a senior journalist with The Hindu at 


the Bureau Chief of Kerala\'s 
the Malayala Manorama. The Dubai 


000 jobs) 


Column 4 

facilitating Cochin PortVs 
and the expansion of 
are some of the 


they provide opportunity for 


G. Vijayaraghavan (former 


he found 


but they don\'t care\" 


Chief Minister Chandy would 


all 

slated for November 18. A three- 

between the UDF 

a local Congress youth 

is an upper-caste (Nair) Hindu while the LDF 


said Gouridasan Nair 


and was a close third 


overall the party commands only about 6 percent 


\"because that will create a huge 


Column 4 


\"even if the UDF retakes the 


belonging to one of the many 


particularly after 
an upper caste Hindu 
an 


as state party leader has not fully helped to reco 


Pinarayi Vijayan and V.S. Achuthanandan. 


who 


both 
in the highly literate state 


particularly in the 


Column 4 
is the natural option for 
particularly as they view the 


Chandrababu Naidu 

as resulting from their V'excessive reformist 
Kerala Chief Minister Oommen Chandy\'s 
even if he decides to play pro-poor 


the 
in that game. At this point 
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whether divisions are 
including 

well-organized program. END 


PAS hosted a roundtable discussion on 
led by Bayano Valy 


V and used the roundtable to present his 


citing high income and educational levels. In 
Iranian-Americans are among the most successful 
he averred 


now outnumbering Jews and many individual 


SORT OF 
however 
growth 


American mosques encompass 


Column 4 


thus 
he told Muslims 


and to begin to see that 


suggested Valy 


Valy noted 

particularly among youth. 

rather than their 

American converts 

simply don\'t care about Old World 
American Muslims of all backgrounds 
not Sunnis or Shias. 


however 


but 


Muslims remain a minority in a predominantly 
the 


Valy called for more and 
he said 
both practical 


their education is not limited to 


and most 


itis 


Column 4 


he 

women work within the home. The question is not 
it is rather what kind of work they 

and the country and Islam will move 

and they will hold back the 


but a long-term blessing in disguise. The 


and that they too were 
therefore 


a Maputo radio station for the Islamic 
000 

noting also 

a 

000 listeners 

an 

000 


Valy made one criticism of the 


butasa 

choosing to focus on American Muslims 
socially 

he has 


assisted by our highly 


Column 4 
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Ministry of Justice 
Muslim NGOs 


one Arab ambassador noted 
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Slovakia concluded that most 


with a minority of 


S office 


the Chairman of the 


s Human Rights Committee and someone who 


has invited Belarus opposition leader 
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by special correspondent 


OTE 
by correspondent in New York Philippe Bolopion 


Column 4 
by Arnaud de 


by Thierry Oberle 


by Laurent Zecchini 


by Arnaud De La 


BY Jeran Dominique Merchet 


by Arnaud de La Grange 


GBAGBO WILL STAY ON AS PRESIDENT" 


by Patrick de Saint Exupery 
BER 
By Karene Basompierre in Abidjan 


AN 
by Catherine Rebuffel 


by Catherine 


by Richard 


SAHELIAN COUNTRIES INTEND TO 
by Laurence Caramel 


Column 4 
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Assistant Secretary 

his aide 

Assistant Administrator 

to geneva (October 25-26) 


EU 


DHS/TSA 


International Programs 


Column 4 


TSA HQ 571-227-1021. TSA greatly appreciates 
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but commented that the government would still have 


COM and PolMiloff met with ITF Director 


or with the support of other ITF donors. 


it would be beneficial for the GOS 


in a subsequent aside to PolMiloff 


2006. Marsic 


and is expected to confirm ITF 


COM told 
the PM 


Column 4 

but noted that he feared he would not be able to get 
Erjavec said he thought not. Erjavec said his 

and 


however 


as a first step 
s contribution to the NTM-I. Erjavec 
particularly 


would be the 


Erjavec told COM he had 


to run on the party 


and Rous 


but had refused. 

Erjavec said he had first been 
but then was offered a 
Transportation 

although he noted the 
including the 

S since independence and 


given all the 


a top supplier in the field 


Column 4 


but spoke highly of Motorola 
S proposal to build an 


COM spoke to MFA 


and COM responded that it would 


COM raised the ITF 
saying he 


ITF can send demining and/or EOD 


as is Marsic\'s willingness to lobby the opposition 
however 

and Jansa has on several 

we will use every bit of leverage available to 

GOS interlocutors have often expressed concern that a 


PM Jansa told COM (see 


but was concerned his own coalition might not fully 


Column 4 
we hope to mitigate any negative public reaction as 


we will employ postVs public 


10/24/2005 7:55 


but Taiwan Has to Face a Lot More 


pro-status quo V'China Times" [circulation: 
000] editorialized (10/22): 
Taiwan 


[we should pay attention to] how Taiwan 
a ‘nest of virusesV viewed by 


Taiwan 


and cross- 


i.e. Taiwan\'s 


it becomes a hot potato 


Column 4 


China 


000] 


and they have not only showed 

but have actually 

on the other hand 

they express the attitude that Taiwan has 
and the island could no longer survive; but 


they show the feeling of 
[with business] chances 


and it should review the problem 


Due to the Reason that Taiwan 


000] 


the P.R.C. has 
the 


such as the name and the constitution of the R.O.C. 


the U.S. Senate passed the "Taiwan 


Column 4 
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as compared with 91 
Qatar 


INGO and 


Secretary of the 
noted that a lack 


the 
000 rupees (USD 1 


Ojha underscored. Ojha admitted that Nepalese 


Ojha concluded. 


the 
home to 


Ojha revealed. The 


particularly to discourage 


Ojha admitted to the group. 


Joint Secretary 
added that migration is one component 


Column 4 


\" Aryal admitted 


policies should include protection and 
pre-departure information 


Aryal 
to determine the extent of the problem 


INGOVS AND NGO\'S: MIGRATION TOUCHES ALL NEPALESE YOU 


Pracha Prasat 


therefore 


radio programs 
and the non-formal education sector. 


Prasat stated (ref 
and was planning a series of studies on migration. 


United Nations Development Fund for 
explained the measures her 
particularly migrant workers 

and also to lift a 


and won 


and the Labor Ministry\'s Ojha agreed 


Column 4 


\" Pankaja Bhattarai of 


it was important 
which would make 


it worked with local partners 


Bhattarai noted 


other organization representatives noted that 


funded by USAID 
which included 


stated that 


who issued passports at the district level 


\" which would be published soon. 


stated that his 
which represented 450 member companies 


Gurung 

and incidents of sexual and other exploitation were 
particularly to those coming out of rural 

it 

NGOs and INGOs to provide a 


security 


Column 4 


he continued 


it was time Nepal did more to help its 


particularly in the context of the 
must be balanced with NepalVs need to 


and from Nepal to India and 


increasing numbers of migrants are leaving Nepal 


the people 
non-state 
labor and sexual 
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journalist Irina Khalip 
organized a 

political 


100 
\"If we organize 
we will be able to bring people 


a Minsk judge agreed to hear the New Life 


Column 4 


Supreme Economic Court (SEC) Deputy 


the SEC annulled the BYR 155 
000] in taxes the tax authority insisted 


1994 


if the SEC 


short animated films poking fun at 


a crime punishable by 


the International Confederation of Free 


the ICFTU accused Lukashenko of V'stifling 


the Belarusian 


the Ministry of Justice will 


Column 4 


BCDTU head Aleksandr Yaroshuk 


a Gorodok court rejected Belarusian 


Lukashenko ordered his government to 


Transparency International (TI) announced 


Palestine 


the Al-Baath Arab Socialist Party and the 


Column 4 


Lukashenko signed a decree 


customs 


the GOB and the GOU signed 


which Ukraine needs to meet EU and 


after his advisors presented him with 
Lukashenko 


| will see how effective you were during the 


| need a[n 


Column 4 
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Seredich was 
not political 


Grodnikow\'s 
possibly including 


what really 


police confirmed privately to the family that 


Veronika 
whose murder Belarusian authorities have yet to 


so far 


who was killed exactly one year ago. 
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Iwu made the same 


Nigeria\'s INEC could be headed for a repeat of 


Column 4 


Independent National Elections Commission (INEC) chair 
laid out his strategy to organize a 


the highlight was Iwu\'s presentation 


which would include an electronic voting system 
electronic voters 
electronic balloting 


(GIS) to 
\" he said. 
however 


and costs. Few details were forthcoming 


which is to use the current 
Iwu said it would be 


although he slipped 


first by approving 


EU and Japanese delegations were 


which 


more general group will meet again 


Column 4 


logistical 
and computerization of 


was \"basically 


Y he said. Iwu could offer no idea of 


but rather pointed to the need 


he suggested 


as a consequence 
for example 
inexplicably reversed itself on the contentious 


INEC defended the result of the 2003 


indeed 


Column 4 
reversed itself and appealed this 


sidelining potential competitors or critics 


this does not change the 


serious changes to 
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Iraqi media have also covered the UN report on 


had commented on the body burning incident as of 


and their reporting is 


and 
according to FBIS 


Al Jazeera carried balanced factual reporting 


Column 4 
post does not 
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\" was met by Egyptian authorities at the 
following a 


El-Laithy was released and returned to 


he remains under 


El-Laithy alleged that he 


a paraplegic 
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adding that the government would 


while remaining in the ruling coalition 


Labor has found it difficult to achieve its goals 
according to Peres. 
he added 


Peres said that the GOI would not truly be out of 


Column 4 
Peres continued 


Peres said that 


Peres characterized Hamas as 


no one will be inclined 
according to Peres. For 
attracting private investment to fund a vital West 


Peres 


and the establishment of industrial parks 


and not just in 
but in the region as a whole. He declared that a 


moderates cannot 


Saudi 


Peres 


this generation of Saudis shuns foreign influences. 


despite 
but it needs help. He 


Column 4 


according to 
is the lack of leadership in the PA 


Jewish 
he asserted. 
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HaVaretz quoted a senior State Department 


who 
was quoted as 


The Jerusalem Post reported that a senior 


the source was quoted as saying that Israel 


Column 4 


the U.S. administration has accepted 


the U.S. prefers not to take far- 


including President Bush and Secretary 
as saying during the weekend 


compiled by the UN special envoy to 
with a view to implementing 
will focus on arms smuggled from 


the daily quoted a 


two armed 


Luai Saadi 


the media reported that the IDF 
one 


have been arrested. They reportedly trained in 


Column 4 
Maariv highlighted a 


the newspaper cited 


the PA announced 


Yediot quoted associates of PM Sharon as 


Yediot cited the belief of senior officials 


Maariv cited Knesset Member Binyamin 


the Jewish Agency 
000 shekels (approx. USD 21 


HaVaretz and Jerusalem Post reported that on 
President Bush announced his intention to 


Steven Rosen and Keith Weissman. 


The Jerusalem Post reported that William 
a Republican activist with bipartisan ties 


Column 4 


a 


was killed there during an attempted robbery. 


left-leaning HaVaretz editorialized: 


it should be seen as an attempt to 


left-leaning HaVaretz editorialized 


he said it might 

in order to 

itis 

Israel\'s desire to take Hamas 
as punishment for Hamas\'s 


will only further weaken Abbas. 
at least 


Column 4 


it should be seen as an attempt to 


itis clear that no diplomatic process can be 
and his intention to achieve 


left-leaning HaVaretz editorialized: \"A 


independent Jerusalem Post editorialized: 
we hope 


left-leaning HaVaretz editorialized 
which has done more than any 
including the United States 

to free itself from Syria\'s hold 


which 


at least holds out 


especially regarding Syrian 
however 


Column 4 


independent Jerusalem Post editorialized 


given an international climate of 
victimized nations 


of course 


Damascus may have taken its 


pluralist Yediot Aharonot: \"Should Israel 
within a few months 


pluralist Yediot Aharonot (October 23): 


following 
the Americans have 


Column 4 


within a few 


that the American companies are upgrading the F- 
then we would become 
not a 


the U.S. State Department has thanked 
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she 


\"less likely to panic\" in the event of market 


the Central 


a KSE entity that will serve as the 
these 


Column 4 


including recommendations to strengthen 
a problem she 
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leader of the Christian Democratic 
warned that \"islamophobia\" 


or believing there was simply 
Bartholomew used language that was stronger 


and placed the ecumenical status issue among his 


itin fact makes no reference to 
another event may soon 


co-sponsored by the Patriarchate to 


Column 4 
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This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.141348Z Oct 0 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.141434Z Oct 0 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.141440Z Oct 0 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


This record is a partial extract of the original cable. The full text of the original cable is not available.141450Z Oct 0 
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Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.141516Z Oct 0 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available.141616Z Oct 0 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.141622Z Oct 0 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.142055Z Oct 0 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.142131Z Oct 0 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
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Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.151323Z Oct 0 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available.151508Z Oct 0 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


This record is a partial extract of the original cable. The full text of the original cable is not available.151517Z Oct 0 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.160706Z Oct 0 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.160731Z Oct 0 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.161214Z Oct 0 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available.162254Z Oct 0 
This record is a partial extract of the original cable. The full text of the original cable is not available.170102Z Oct 0 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.170534Z Oct 0 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.170807Z Oct 0 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


and India 


This record is a partial extract of the original cable. The full text of the original cable is not available.170914Z Oct 0 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
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This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.171028Z Oct 0 
This record is a partial extract of the original cable. The full text of the original cable is not available.171035Z Oct 0 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available.171102Z Oct 0 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.171129Z Oct 0 
This record is a partial extract of the original cable. The full text of the original cable is not available.171132Z Oct 0 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available.171150Z Oct 0 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.171257Z Oct 0 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.171317Z Oct 0 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available.171334Z Oct 0 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.171344Z Oct 0 
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Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.171413Z Oct 0 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available.171447Z Oct 0 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.171449Z Oct 0 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available.171509Z Oct 0 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available.171520Z Oct 0 
This record is a partial extract of the original cable. The full text of the original cable is not available.171530Z Oct 0 


Column 9 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.171535Z Oct 0 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


This record is a partial extract of the original cable. The full text of the original cable is not available.171546Z Oct 0 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.171630Z Oct 0 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.171708Z Oct 0 


Column 9 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available.171817Z Oct 0 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.171835Z Oct 0 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available.180050Z Oct 0 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.180202Z Oct 0 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 
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This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available.180820Z Oct 0 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.180834Z Oct 0 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.180847Z Oct 0 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 
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Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.181105Z Oct 0 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.181118Z Oct 0: 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available.181133Z Oct 0 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.181149Z Oct 0 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.181153Z Oct 0 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.181215Z Oct 0 
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Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable 


This record is a partial extract of the original cable 
This record is a partial extract of the original cable 
This record is a partial extract of the original cable 
This record is a partial extract of the original cable 


. The full text of the original cable is not available. 


. The full text of the original cable is not available. 
. The full text of the original cable is not available. 
. The full text of the original cable is not available. 
. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available.181309Z Oct 0 


Column 9 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


This record is a partial extract of the original cable. The full text of the original cable is not available.181328Z Oct 0 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.181352Z Oct 0 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 
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Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.181448Z Oct 0 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available.181455Z Oct 0 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.181457Z Oct 0 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.181509Z Oct 0 


Column 9 
This record is a partial extract of the original cable. The full text of the original cable is not available.181514Z Oct 0 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available.181630Z Oct 0 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.181646Z Oct 0 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.181810Z Oct 0 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.181811Z Oct 0 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.182309Z Oct 0 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.190050Z Oct 0 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.190225Z Oct 0 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.190416Z Oct 0 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.190631Z Oct 0 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.190831Z Oct 0 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.190857Z Oct 0 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.190919Z Oct 0 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.190920Z Oct 0 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available.191012Z Oct 0 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.191036Z Oct 0 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.191042Z Oct 0 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.191115Z Oct 0: 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable 
This record is a partial extract of the original cable 


This record is a partial extract of the original cable 
This record is a partial extract of the original cable 
This record is a partial extract of the original cable 
This record is a partial extract of the original cable 


. The full text of the original cable is not available. 
. The full text of the original cable is not available.191142Z Oct 0 


. The full text of the original cable is not available.191143Z Oct 0 
. The full text of the original cable is not available. 
. The full text of the original cable is not available. 
. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.191206Z Oct 0 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.191238Z Oct 0 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available.191300Z Oct 0 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 
This record is a partial extract of the original cable. The full text of the original cable is not available.191425Z Oct 0 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
VZCZCXRO3022PP RUEHKWDE RUEHAK #6325 2921442ZNR UUUUU ZZHP 191442Z OCT 05FM AMEMBAS: 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.191626Z Oct 0 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.191732Z Oct 0 
This record is a partial extract of the original cable. The full text of the original cable is not available.191755Z Oct 0 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.191828Z Oct 0 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.191843Z Oct 0 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 

This record is a partial extract of the original cable 
This record is a partial extract of the original cable 
This record is a partial extract of the original cable 
This record is a partial extract of the original cable 
This record is a partial extract of the original cable 


. The full text of the original cable is not available. 
. The full text of the original cable is not available.192055Z Oct 0 
. The full text of the original cable is not available. 
. The full text of the original cable is not available. 
. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
VZCZCXYZ0014PP RUEHWEBDE RUEHKU #4516/01 2930630ZNR UUUUU ZZHP 2006307 ОСТ 05FM AMEMI 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


VZCZCXRO3743PP RUEHDEDE RUEHKU #4517 2930637ZNR UUUUU ZZHP 200637Z OCT 05FM AMEMBASS 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.200801Z Oct 0 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


VZCZCXYZ0009PP RUEHWEBDE RUEHRB #2173 2930936ZNR 00000 ZZHP 2009367 OCT 05FM AMEMBAS 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.200943Z Oct 0 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.201054Z Oct 0 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.201111Z Oct 0! 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available.201140Z Oct 0 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.201224Z Oct 0 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.201239Z Oct 0 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


VZCZCXYZ0003PP RUEHWEBDE RUEHRB #2177 2931244ZNR UUUUU ZZHP 2012447 OCT 05FM AMEMBAS 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable 
This record is a partial extract of the original cable 


This record is a partial extract of the original cable 
This record is a partial extract of the original cable 
This record is a partial extract of the original cable 


. The full text of the original cable is not available. 
. The full text of the original cable is not available. 


. The full text of the original cable is not available. 
. The full text of the original cable is not available. 
. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 
VZCZCXYZ0004RR RUEHWEBDE RUEHAK #6349 2931409ZNR UUUUU ZZHR 201409Z OCT 05FM AMEMBA: 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
VZCZCXYZ000000 RUEHWEBDE RUEHAK #6351 2931435ZNY CCCCC ZZHO 201435Z OCT 05FM AMEMBA 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.201443Z Oct 0 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available.201519Z Oct 0 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 

This record is a partial extract of the original cable. The full text of the original cable is not available. 

This record is a partial extract of the original cable. The full text of the original cable is not available. 

This record is a partial extract of the original cable. The full text of the original cable is not available.202134Z Oct 0 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


and 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.210410Z Oct 0 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


This record is a partial extract of the original cable. The full text of the original cable is not available.210631Z Oct 0 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.210820Z Oct 0 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.210913Z Oct 0 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. ACTION АҒ-0С 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available.211040Z Oct 0 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available.211128Z Oct 0: 


Column 9 


VZCZCXRO532300 RUEHKWDE RUEHSK #1284/01 2941128ZNY CCCCC ZZHO 211128Z OCT 05FM AMEMB 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


P 211331Z OCT 05FM AMEMBASSY TUNISTO SECSTATE WASHDC PRIORITY 9045INFO ARAB ISRAELI COL 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


This record is a partial extract of the original cable. The full text of the original cable is not available.211340Z Oct 0 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available.211348Z Oct 0 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
VZCZCXYZO065RR RUEHWEBDE RUEHSK #1286/01 2941421ZNY ССССС ZZHR 2114217 OCT 05FM AMEMI 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


This record is a partial extract of the original cable. The full text of the original cable is not available. ACTION OES- 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.211531Z Oct 0 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.211606Z Oct 0 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. 
This record is a partial extract of the original cable. 
This record is a partial extract of the original cable. 
This record is a partial extract of the original cable. 
This record is a partial extract of the original cable. 
This record is a partial extract of the original cable. 
This record is a partial extract of the original cable. 


The full text of the original cable is not available. 

The full text of the original cable is not available.211635Z Oct 0 
The full text of the original cable is not available.211635Z Oct 0 
The full text of the original cable is not available.211635Z Oct 0 
The full text of the original cable is not available.211635Z Oct 0 
The full text of the original cable is not available.211636Z Oct 0 
The full text of the original cable is not available. 


VZCZCXRO578100 RUEHTRODE RUEHRB #2192/01 2941640ZNY CCCCC ZZHO 211640Z OCT 05FM AMEM 


Column 9 


This record is a partial extract of the original cable 
This record is a partial extract of the original cable 
This record is a partial extract of the original cable 
This record is a partial extract of the original cable 
This record is a partial extract of the original cable 


. The full text of the original cable is not available. 
. The full text of the original cable is not available. 
. The full text of the original cable is not available. 
. The full text of the original cable is not available. 
. The full text of the original cable is not available. 


Column 9 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.212004Z Oct 0 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


VZCZCXYZ003000 RUEHWEBDE RUEHBO #9963/01 2942141ZNY ССССС ZZHO 2121412 OCT 05FM AMEM 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.212150Z Oct 0 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.212243Z Oct 0 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


VZCZCXRO6215PP RUEHDEDE RUEHKU #4519 2950450ZNR UUUUU ZZHP 2204507 OCT 05FM АМЕМВАЅ‹ 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


000 


VZCZCXYZ0000PP RUEHWEBDE RUEHKU #4528 2950929ZNR UUUUU ZZHP 2209297 ОСТ 05FM AMEMBAS 
This record is a partial extract of the original cable. The full text of the original cable is not available.220946Z Oct 0 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


VZCZCXRO6327RR RUEHDEDE RUEHKU #4531 2951320ZNR UUUUU ZZHR 221320Z OCT 05FM AMEMBAS: 


Column 9 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
VZCZCXRO6332PP RUEHBC RUEHDA RUEHDE RUEHIHL RUEHKUK RUEHMOSDE RUEHKU #4532/01 2951 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available.230311Z Oct 0 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.230512Z Oct 0 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
VZCZCXRO647500 RUEHDEDE RUEHKU #4534 2960643ZNR UUUUU ZZHO 230643Z OCT 05FM AMEMBAS 


VZCZCXRO6476PP RUEHDEDE RUEHKU #4535 2960643ZNR UUUUU ZZHP 2306432 OCT 05FM AMEMBASS 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


000 
000 


000 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.231121Z Oct 0 


Column 9 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available.231214Z Oct 0 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.231318Z Oct 0 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.231558Z Oct 0 
This record is a partial extract of the original cable. The full text of the original cable is not available.231626Z Oct 0 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.240315Z Oct 0 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


VZCZCXYZ0001RR RUEHWEBDE RUEHSK #1289 2970548ZNR UUUUU ZZHR 240548Z OCT 05FM AMEMBA: 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


This record is a partial extract of the original cable. The full text of the original cable is not available.240645Z Oct 0 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
VZCZCXRO6857RR RUEHCD RUEHFL RUEHLA RUEHMREDE RUEHSK #1291/01 2970824ZNR UUUUU ZZHI 


Column 9 


VZCZCXYZ0008RR RUEHWEBDE RUEHSK #1292 2970829ZNY ССССС ZZHR 240829Z OCT 05FM АМЕМВА: 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.240846Z Oct 0 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


VZCZCXRO6935PP RUEHDEDE RUEHKU #4552/01 2970924ZNR UUUUU ZZHP 240924Z OCT 05FM AMEMB/ 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.241015Z Oct 0 


and 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.241042Z Oct 0 
This record is a partial extract of the original cable. The full text of the original cable is not available.241043Z Oct 0 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


VZCZCXRO7127PP RUEHDE RUEHJODE RUEHKU 44559 2971136ZNR UUUUU ZZHP 2411367 OCT 05FM ΑΝ 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 10 


CONFIDENTIALSECTION 01 OF 02 DOHA 001721 SIPDIS NEA/ARPI FOR STHORNE E.O. 12958: DE! 


Column 10 


CONFIDENTIALSECTION 01 OF 03 TAIPEI 004159 SIPDIS STATE PASS AIT/W E.O. 12958: DECL: 10, 


Column 10 


UNCLAS SECTION 01 OF 02 PARIS 006994 SIPDIS DEPT FOR INR/R/MR; IIP/RW; IIP/RNY; BBG/VOA; IIP/W 


Column 10 


UNCLAS SECTION 01 OF 02 PARIS 006995 SIPDIS SENSITIVE STATE FOR EB/OIA - WES SCHOLZ AND JA 


Column 10 


UNCLAS GENEVA 002450 SIPDIS DEPARTMENT FOR IO/SHA AND L/HRR E.O. 12958: N/A TAGS: PHUM, US 
CONFIDENTIALISTANBUL 001766 SIPDIS DEPARTMENT FOR EUR/SE E.O. 12958: DECL: 10/10/201! 


Column 10 


UNCLAS SECTION 01 OF 02 MAPUTO 001323 SIPDIS DEPARTMENT FOR AF/PD (LMING); AF/S (HTREGER) 


Column 10 


UNCLAS АПАМА 000179 SIPDIS E.O. 12958: N/A TAGS: PREL, PINS, PGOV, PHUM, TU, АПАМА, Press Sumn 
CONFIDENTIALSECTION 01 OF 02 SANAA 002956 SIPDIS E.O. 12958: DECL: 10/05/2015 TAGS: PRE! 


Column 10 


CONFIDENTIALSECTION 01 OF 03 SANAA 002957 SIPDIS E.O. 12958: DECL: 10/10/2015 TAGS: PRE! 


Column 10 


CONFIDENTIALSECTION 01 OF 02 SOFIA001741 SIPDIS E.O. 12958: DECL: 10/11/2015 TAGS: PREL 


Column 10 


CONFIDENTIALSECTION 01 OF 08 LAGOS 001573 SIPDIS E.O. 12958: DECL: 10/10/2015 TAGS: PGC 


Column 10 


UNCLAS SECTION 01 OF 02 MUSCAT 001524 SIPDIS STATE FOR NEA/ARPI, NEA/PPD, NEA/P, IIP/G/NEA E 


Column 10 


UNCLAS MUSCAT 001525 SIPDIS DEPT FOR NEA/PPD (AFERNANDEZ, CWHITTLESEY), NEA/ARPI (SSTEI! 


Column 10 


CONFIDENTIALSECTION 01 OF 02 PRAGUE 001455 SIPDIS EUR/NCE FOR FICHTE Е.О. 12958: DE( 


Column 10 


SECRET SECTION ΟἹ OF 04 KUWAIT 004400 SIPDIS STATE FOR S/CT, EB/ESC/IEC, INR/EC, DS/ITA LON 


Column 10 


UNCLAS KUWAIT 004401 SIPDIS STATE FOR NEA/ARPI SWALKER, LONDON FOR LTSOU, ISLAMABAD FO 
UNCLAS SECTION 01 OF 02 АПАМА 000180 SIPDIS E.O. 12958: N/A TAGS: PREL, PINS, PGOV, PHUM, TU, y 


S EC R ET MUSCAT 001532 SIPDIS NOFORN DEPT FOR DS/IP/NEA, DS/IP/ITA, NEA/ARPI, NEA/EX DEPT 
UNCLAS SECTION 01 OF 02 KUWAIT 004402 SIPDIS SENSITIVE STATE PLEASE PASS USTR FOR PBURK 


Column 10 


UNCLAS TORONTO 002631 SIPDIS SENSITIVE E.O. 12958: N/A TAGS: PGOV, PREL, KPAO, CA SUBJECT: ` 


CONFIDENTIALSECTION 01 OF 03 VILNIUS 001093 SIPDIS KIEV FOR USAID E.O. 12958: DECL: 10/ 


Column 10 


UNCLAS SECTION 01 OF 05 SANTO DOMINGO 004606 SIPDIS SENSITIVE DEPT FOR WHA, WHA/CAR, W 


Column 10 


UNCLAS SOFIA 001748 SIPDIS SENSITIVE STATE FOR L/LEI (JACOB COGAN) AND EUR/NCE (SCOTT BR/ 


Column 10 


CONFIDENTIALANKARA 006181 SIPDIS E.O. 12958: DECL: 10/04/2015 TAGS: PREL, PTER, TU, US SI 
UNCLAS SECTION 01 OF 02 SANAA 002961 SIPDIS DEPARTMENT FOR NEA, NEA/ARP, NEA/PD, NEA/RA, I 


Column 10 


CONFIDENTIALABU DHABI 004305 SIPDIS STATE FOR S/I AND МЕАЛ, NEA/ARPI, NEA/PPD E.O. 12€ 


Column 10 


UNCLAS SECTION 01 OF 02 SOFIA 001749 SIPDIS DOL/ILAB FOR TINA MCCARTER DRL/IL FOR LAUREN F 
UNCLAS SECTION 01 OF 03 THE HAGUE 002756 SIPDIS DEPARTMENT OF DEFENSE FOR DASD WHELAT 


Column 10 


CONFIDENTIALTHE HAGUE 002758 SIPDIS E.O. 12958: DECL: 10/11/2015 TAGS: PREL, OPDC, SCUI 


SECRET DUBLIN 001255 SIPDIS E.O. 12958: DECL: 10/27/2014 TAGS: MOPS, PREL, PTER, KAWC, PHUI 


UNCLAS ASUNCION 001279 SIPDIS E.O. 12958: N/A TAGS: PHUM, PREL, MOPS, PA SUBJECT: PARAGUAY: 
CONFIDENTIALSECTION 01 OF 02 ABU DHABI 004306 SIPDIS STATE FOR ΝΕΑ, NEA/ARPI STATE Ft! 


Column 10 


UNCLAS SECTION 01 OF 04 ANKARA 006182 SIPDIS DEPARTMENT FOR INR/R/MR, EUR/SE, EUR/PD, NE/ 


Column 10 


UNCLAS SECTION 01 OF 03 ASUNCION 001281 SIPDIS SENSITIVE STATE FOR INL ABBY SMITH E.O. 129 
UNCLAS SECTION 01 OF 02 MANAMA 001484 SIPDIS SENSITIVE NEA FOR PDAS CHENEY, DAS CARPEN 
UNCLAS SECTION 01 OF 02 MAPUTO 001332 SIPDIS SENSITIVE STATE FOR AF/S - TREGER USDOC FOR 


Column 10 


UNCLAS SECTION 01 OF 02 TORONTO 002634 SIPDIS STATE FOR EB TONY WAYNE STATE FOR WHA/CA 


Column 10 
UNCLAS SECTION 01 OF 05 TORONTO 002638 SIPDIS STATE FOR EB A/S TONY WAYNE STATE FOR WH/ 


Column 10 


CONFIDENTIALKUWAIT 004403 SIPDIS STATE FOR NEA/ARPI, LONDON FOR TSOU, PARIS FOR ZE 


CONFIDENTIALSECTION 01 OF 04 ISLAMABAD 015316 SIPDIS E.O. 12958: DECL: 10/12/2015 TAGS: 
UNCLAS SECTION 01 OF 02 SANTO DOMINGO 004611 SIPDIS SENSITIVE DEPT FOR WHA, WHA/OAS, W 
UNCLAS SECTION 01 OF 02 PARIS 007012 SIPDIS DEPT FOR OES, EUR/RPE, EUR/WE WHITE HOUSE FO 


Column 10 


CONFIDENTIALBAGHDAD 004208 SIPDIS E.O. 12958: DECL: 10/11/2015 TAGS: PGOV, PNAT, PREL, I 
CONFIDENTIALSECTION 01 OF 02 MANAMA 001485 SIPDIS NEA/ARPI USTR FOR J. BUNTIN E.O. 1 


Column 10 


UNCLAS SECTION 01 OF 02 BAGHDAD 004209 SIPDIS STATE FOR INR/R/MR, NEA/PPD, NEA/PPA, NEA/AC 


Column 10 


UNCLAS SECTION 01 OF 04 BAGHDAD 004210 SIPDIS STATE FOR INR/R/MR, NEA/PPD, NEA/PPA, NEA/AC 


Column 10 


UNCLAS SECTION 01 OF 02 WELLINGTON 000784 SIPDIS SENSITIVE STATE FOR EAP/ANP - DAN RICCI | 


Column 10 


UNCLAS SECTION 01 OF 02 LIMA 004393 SIPDIS STATE FOR R JCURTIN, WHA/PDA MDCONNERS/GADAN 


Column 10 


CONFIDENTIALSECTION 01 OF 02 LIMA 004394 SIPDIS G/TIP FOR LINDA BROWN DRL FOR SCHEC 


Column 10 


UNCLAS TEGUCIGALPA 002109 SIPDIS DEPT. FOR WHA/PD; IIP/G/WHA DIPASQUALE; AND IIP/T/ES DEP] 


Column 10 


UNCLAS SAN SALVADOR 002793 SIPDIS STATE FOR EB/IPE STATE PASS USTR FOR DMULLANEY STATE 


UNCLAS SECTION 01 OF 02 WELLINGTON 000785 SIPDIS USDA FOR FAS/FAA/YOUNG, USDA/FS/SANDR/ 


Column 10 


UNCLAS SECTION 01 OF 02 WELLINGTON 000786 SIPDIS USDA FOR FAS/FAA/YOUNG, USDA/ARS/JAME¢ 


Column 10 


UNCLAS SECTION 01 OF 02 WELLINGTON 000787 SIPDIS USDA FOR FAS/FAA/YOUNG, USDA/ARS/JAME¢ 


Column 10 


UNCLAS SECTION 01 OF 02 WELLINGTON 000788 SIPDIS USDA FOR FAS/FAA/YOUNG, USDA/ARS/SPA/H 


Column 10 


CONFIDENTIALSECTION 01 OF 02 TAIPEI 004160 SIPDIS STATE FOR EAP/TC, ALSO PASS AIW/W E 


Column 10 


CONFIDENTIALSECTION 01 OF 03 TAIPEI 004161 SIPDIS DEPT FOR EAP/TC, EB/TRA DEPT PASS A 


Column 10 


UNCLAS WELLINGTON 000790 SIPDIS STATE FOR IIP/G/EA - SPRIETO AND RFHOLDEN; EAP/PD - AEGRII 


Column 10 


UNCLAS SECTION 01 OF 02 WELLINGTON 000791 SIPDIS USDA FOR FAS/FAA/YOUNG, USDA/ARS/JAME¢ 


Column 10 


CONFIDENTIAL COLOMBO 001800 SIPDIS STATE FOR SA/INS E.O. 12958: DECL: 10/13/2005 TAGS: 
CONFIDENTIALWELLINGTON 000792 SIPDIS STATE FOR ISN/MNA AND EAP/ANP USUN FOR POL C 


UNCLAS SECTION 01 OF 02 WELLINGTON 000793 SIPDIS STATE FOR IIP/G/EA - SPRIETO; EAP/PD - AEGI 


Column 10 


UNCLAS SECTION 01 OF 04 ANKARA 006183 SIPDIS DEPARTMENT FOR INR/R/MR, EUR/SE, EUR/PD, ΝΕΑ 


Column 10 


UNCLAS ANKARA 006185 SIPDIS SENSITIVE DEPARTMENT FOR DS/IP/EUR, DS/DSS/ITA, EUR/EX, EUR/S 
CONFIDENTIALSECTION 01 OF 03 WELLINGTON 000794 SIPDIS STATE FOR D (FRITZ), EAP/ANP, E 


Column 10 


UNCLAS SECTION 01 OF 03 HANOI 002655 SIPDIS USMISSION FAO ROME PRIORITY USAID/RDM-A/BANC 
UNCLAS SECTION 01 OF 02 ATHENS 002684 SIPDIS E.O. 12958: N/A TAGS: ECON, EFIN, GR SUBJECT: GF 


Column 10 


UNCLAS SECTION 01 OF 03 YEREVAN 001829 SIPDIS SENSITIVE E.O. 12958: N/A TAGS: PGOV, PHUM, PI 


Column 10 


UNCLAS ANKARA 006190 SIPDIS DEPT PLEASE PASS USTR FOR ERRION USDOC FOR RUSNAK USDA F( 


Column 10 


UNCLAS MUSCAT 001533 SIPDIS SENSITIVE STATE FOR NEA/ARPI E.O. 12958: N/A TAGS: AEMR, ASEC, 
UNCLAS ANKARA 006191 SIPDIS DEPT FOR EUR/PRA MAZEVEDO DEPT FOR ISN/ECC JHARTSHORN Е.с 
UNCLAS SECTION 01 OF 02 ADANA 000181 SIPDIS SENSITIVE NOT FOR INTERNET DISTRIBUTION, STAT 
UNCLAS ADANA 000182 SIPDIS SENSITIVE NOT FOR INTERNET DISTRIBUTION. E.O. 12958: N/A TAGS: F 


Column 10 


CONFIDENTIAL BEIRUT 003341 NSC FOR ABRAMS/DORAN/POUNDS Ε.Ο. 12958: DECL: 10/12/201£ 


Column 10 


CONFIDENTIAL TAIPEI 004176 SIPDIS DEPT PASS TO AIT/W AND USTR DEPT FOR EAP/TC, ЕАР/ЕР, 
CONFIDENTIALSANAA 002962 SIPDIS E.O. 12958: DECL: 10/13/2015 TAGS: PGOV, PREL, YM, IZ, DE 
CONFIDENTIALKUWAIT 004405 SIPDIS E.O. 12958: DECL: 10/13/2015 TAGS: PGOV, PREL, IZ, KU SL 


Column 10 


CONFIDENTIALCAIRO 007860 SIPDIS NSC STAFF FOR POUNDS E.O. 12958: DECL: 10/12/2015 TAC 


Column 10 


UNCLAS SECTION 01 OF 02 PARIS 007023 SIPDIS DEPT FOR OES, EUR/RPE, EUR/WE WHITE HOUSE FO 


Column 10 


CONFIDENTIALSECTION 01 OF 02 KINSHASA 001705 SIPDIS LABOR FOR DOL/ILAB TFAULKNER E 


Column 10 


UNCLAS MADRID 003575 SIPDIS PLEASE PASS TO ELIZABETH TAYLOR AT BLS; ALSO PLEANCNUX 202-6 


CONFIDENTIALDOHA 001726 SIPDIS STATE FOR NEA/ARPI, NEA/RA AND NEA/IPA E.O. 12958: DEC 


Column 10 


UNCLAS CHENNAI 002441 SIPDIS DEPART FOR DS/IP/SA DAN MAHANTY, DS/DSS/ITA FOR STEVEN CAPE 
CONFIDENTIALMUSCAT 001534 SIPDIS STATE FOR NEA, МЕАЛ, NEA/ARPI E.O. 12958: DECL: 10/1: 


Column 10 


UNCLAS SANTO DOMINGO 004620 SIPDIS DEPT FOR WHA/CAR, WHA/EPSC, EB/TPP/IPE; USDOC FOR U 
CONFIDENTIALSECTION 01 OF 02 BAGHDAD 004213 SIPDIS E.O. 12958: DECL: 10/10/2015 TAGS: F 


Column 10 


UNCLAS SECTION 01 OF 02 PARIS 007030 SIPDIS DEPT FOR INR/R/MR; IIP/RW; IIP/RNY; BBG/VOA; IIP/W 


Column 10 


CONFIDENTIALMANAMA 001486 SIPDIS E.O. 12958: DECL: 10/13/2015 TAGS: PGOV, PREL, BA, IZ SI 
UNCLAS PARIS 007031 SIPDIS PASS SEC FOR SBOONE PASS FEDERAL RESERVE STATE FOR EB AND E 


Column 10 


UNCLAS ADANA 000183 SIPDIS SENSITIVE NOT FOR INTERNET DISTRIBUTION E.O. 12958: N/A TAGS: P 


Column 10 


UNCLAS SECTION 01 OF 02 AMMAN 008144 SIPDIS STATE PASS USAID E.O. 12958: N/A TAGS: SENV, EAC 
CONFIDENTIALSOFIA001765 SIPDIS E.O. 12958: DECL: 10/12/2015 TAGS: MARR, MOPS, PREL, IZ, | 


UNCLAS SECTION 01 OF 02 MAPUTO 001334 SIPDIS SENSITIVE STATE FOR AF/S HTREGER USAID FOR E 
UNCLAS SECTION ΟἹ OF 03 CAIRO 007877 SIPDIS SENSITIVE STATE FOR NEA AND PM E.O. 12958: М/А” 
UNCLAS SECTION 01 OF 03 CAIRO 007878 SIPDIS SENSITIVE FROM REGIONAL REFUGEE COORDINATC 
UNCLAS DUBLIN 001259 SIPDIS Ε.Ο. 12958: N/A TAGS: ЕТАР, ОРОС, PREL, SCUL, UNESCO, BHUM SUBJ! 
UNCLAS DUBLIN 001260 SIPDIS IO/T (JCOWLEY) E.O. 12958: N/A TAGS: SCUL, UNESCO SUBJECT: IRELA 
CONFIDENTIALSECTION 01 OF 02 BAGHDAD 004214 SIPDIS E.O. 12958: DECL: 10/11/2015 TAGS: P 


Column 10 


UNCLAS BRASILIA 002724 SIPDIS SENSITIVE NSC FOR CRONIN TREASURY FOR OASIA - DAS LEE AND | 


CONFIDENTIALBANGKOK 006511 SIPDIS E.O. 12958: DECL: 10/12/2015 TAGS: PREL, PHUM, PGOV, 


Column 10 


CONFIDENTIALSECTION 01 OF 02 BAGHDAD 004215 SIPDIS E.O. 12958: DECL: 10/12/2015 TAGS: F 


Column 10 


UNCLAS SECTION 01 OF 02 LAGOS 001581 SIPDIS DEA FOR OI,OID, OE,OEE, OSE, SARI SECSTATE FOR 


CONFIDENTIALSECTION 01 OF 03 CAIRO 007885 SIPDIS NSC FOR ABRAMS E.O. 12958: DECL: 10, 


Column 10 


CONFIDENTIAL DJIBOUTI 001026 SIPDIS STATE FOR AF AND NEA LONDON/PARIS FOR AFRICA WA 
CONFIDENTIALLAGOS 001585 SIPDIS TRANSPORTATION FOR FAA DAKAR PLEASE PASS TO FAA 


UNCLAS SECTION 01 OF 02 LAGOS 001591 SIPDIS DEA FOR OI,OID, OE,OEE, OSE, SARI SECSTATE FOR 


CONFIDENTIALNEW DELHI 007967 SIPDIS E.O. 12958: DECL: 10/13/2015 TAGS: PREL, PHUM, PGO\ 


Column 10 

UNCLAS CAIRO 007889 SIPDIS SENSITIVE FROM REGIONAL REFUGEE COORDINATOR DEPT FOR PRM/ 
UNCLAS ALMATY 003750 SIPDIS SENSITIVE STATE FOR EUR (ASTERLING), EUR/CACEN (JMUDGE), EU 
UNCLAS CAIRO 007890 SIPDIS SENSITIVE E.O. 12958: N/A TAGS: EAGR, ECON, ETRD, KIPR, EG, WTO SI 
UNCLAS SECTION 01 OF 02 DOHA 001733 SIPDIS STATE PLEASE PASS TO USTR - J. BUNTIN E.O. 12958; 
UNCLAS MADRID 003580 SIPDIS E.O. 12958: N/A TAGS: PHUM, SP, UNGA SUBJECT: SPAIN ASKS FOR US 
SECRET DJIBOUTI 001028 SIPDIS NOFORN DEPT FOR DS/IP/AF, DS/ITA, INR/IC, DS/ICI/CI NAIROBI FC 
UNCLAS PARIS 007037 SIPDIS FROM USMISSION UNESCO PARIS E.O. 12958: N/ATAGS: SCUL, SENV, 


Column 10 


CONFIDENTIALPRAGUE 001461 SIPDIS E.O. 12958: DECL: 10/13/2015 TAGS: ETRD, OPDC, PREL, S 


CONFIDENTIALSECTION 01 OF 02 DOHA 001734 SIPDIS STATE FOR NEA/PD, NEA/ARP INFO NSC I 


Column 10 


CONFIDENTIALSECTION 01 OF 02 ANKARA 006229 SIPDIS DEPARTMENT FOR EUR/SE E.O. 12958 


Column 10 


UNCLAS SECTION 01 OF 02 GENEVA 002465 SIPDIS STATE PLEASE PASS USAID FOR GARVELINK AND D 
UNCLAS SOFIA 001767 SIPDIS SENSITIVE DEPT FOR EUR/NCE, SCOTT BRANDON AND S/BFLU, C. LITTL 
SECRETOTTAWA 003065 SIPDIS E.O. 12958: DECL: 10/12/2015 TAGS: KAWC, MOPS, PREL, PTER, PHL 
UNCLAS LILONGWE 000905 SIPDIS SENSITIVE STATE FOR AGRICULTURE STATE FOR AF/S MELINDA TA 
UNCLAS TORONTO 002680 SIPDIS SENSITIVE E.O. 12958: N/A TAGS: PGOV, PREL, KPAO, CA SUBJECT: š 


CONFIDENTIALLILONGWE 000906 SIPDIS STATE FOR AF/S MELINDA TABLER-STONE TREASURY F 
UNCLAS ANKARA 006230 SIPDIS SENSITIVE E.O. 12958: N/A TAGS: PARM, PREL, MASS, UP, TU, NATO SL 


Column 10 
UNCLAS ANKARA 006231 SIPDIS SENSITIVE E.O. 12958: N/A TAGS: ETRD, EPET, PREL, TU, IZ, Iraq SUBJE 


UNCLAS ANKARA 006232 SIPDIS STATE FOR EUR/RUS, OES/STC, EB/TPP/ATP, EB/TPP/BTA HHS FOR WS 
SECRET SECTION 01 OF 03 ANKARA 006233 SIPDIS TREASURY FOR OTI - RLEBENSON NSC FOR MCI 


Column 10 


UNCLAS MADRID 003584 SIPDIS E.O. 12958: N/A TAGS: OTRA SUBJECT: COUNTRY CLEARANCE REQUES 
UNCLAS SECTION 01 OF 02 BRASILIA 002729 SIPDIS SENSITIVE DEPT FOR EB/IPE, WHA/EPSC AND WH 
SECRET PARIS 007043 SIPDIS E.O. 12958: DECL: 10/13/2022 TAGS: KCRM, PTER, EFIN, PINR, PREL, FF 
CONFIDENTIALCAIRO 007900 SIPDIS FOR NEA, NEA/ELA, NEA/I E.O. 12958: DECL: 10/13/2015 TAG 
UNCLAS SAN SALVADOR 002795 SIPDIS E.O. 12958: N/A TAGS: ΕΕΙΝ, ELAB, PHUM, SNAR, KCRM, KJUS, E 


UNCLAS BAGHDAD 004218 SIPDIS SENSITIVE E.O. 12958: N/A TAGS: ECON, ETRD, EFIN, EAGR, PREL, Iz 
UNCLAS SECTION 01 OF 02 SAN SALVADOR 002796 SIPDIS SENSITIVE STATE FOR EB/ESC/TFS - JCLAR 


Column 10 
UNCLAS SECTION 01 OF 02 RABAT 002139 SIPDIS DEPT FOR NEA/MAG, NEA/OFI AND INL/AAE DEPT ALS 


Column 10 


CONFIDENTIALSECTION 01 OF 02 KUWAIT 004406 SIPDIS STATE FOR NEA/ARPI, LONDON FOR ТЕ 


Column 10 


CONFIDENTIALSECTION 01 OF 02 BAGHDAD 004219 SIPDIS E.O. 12958: DECL: 10/13/2015 TAGS: P 
UNCLAS LIMA 004411 SIPDIS STATE FOR WHA/PDA (MDCONNERS/GADAMS/SLEBENS) E.O.12958: N/A T/ 
UNCLAS BOGOTA 009715 SIPDIS Е.О. 12958: N/A TAGS: ЕТАР, MARR, PGOV, CO, Demobilization SUBJECT 


UNCLAS SECTION 01 OF 03 OTTAWA 003069 SIPDIS STATE FOR WHA/EX, WHA/CAN WHITE HOUSE FOF 


Column 10 


UNCLAS SECTION 01 OF 03 BAGHDAD 004221 SIPDIS STATE FOR INR/R/MR, NEA/PPD, NEA/PPA, NEA/AC 


Column 10 


UNCLAS SAN JOSE 002386 SIPDIS Ε.Ο. 12958: N/A TAGS: PGOV, КОЕМ, CS SUBJECT: ELECTION SEASOTF 


CONFIDENTIALSECTION 01 OF 02 SAO PAULO 001158 SIPDIS E.O. 12958: DECL: 10/12/2015 TAGS: 


Column 10 


UNCLAS SECTION 01 OF 02 BAGHDAD 004222 SIPDIS STATE FOR INR/R/MR, NEA/PPD, NEA/PPA, NEA/AC 


Column 10 


UNCLAS SECTION 01 OF 07 KINGSTON 002332 SIPDIS STATE FOR WHA/CAR/ (WBENT), WHA/EPSC (JSL 


Column 10 


UNCLAS SECTION 01 OF 07 KINGSTON 002333 SIPDIS STATE FOR WHA/CAR/ (WBENT), WHA/EPSC (JSL 


Column 10 


UNCLAS SECTION 01 OF 02 SAN JOSE 002389 SIPDIS SENSITIVE WHA/CEN EB FOR WCRAFT, BMANOG 


Column 10 


SECRETASUNCION 001290 SIPDIS STATE FOR INR-B, WHA/BSC E.O. 12958: DNG: CO 10/12/2016 TAG 
CONFIDENTIALSECTION 01 OF 02 BOGOTA 009727 SIPDIS E.O. 12958: DECL: 10/11/2015 TAGS: Kul 


Column 10 


UNCLAS SECTION 01 OF 02 LIMA 004441 SIPDIS SENSITIVE E.O. 12958: N/A TAGS: SNAR, PGOV, PINS, P 


Column 10 


UNCLAS SECTION 01 OF 02 TAIPEI 004178 SIPDIS STATE PLEASE PASS AIT/W AND USTR STATE FOR E/ 


Column 10 


CONFIDENTIALSECTION 01 OF 02 BANGKOK 006519 SIPDIS E.O. 12958: DECL: 10/13/2015 TAGS: F 


Column 10 


CONFIDENTIALSECTION 01 OF 03 BAGHDAD 004223 SIPDIS E.O. 12958: DECL: 10/13/2015 TAGS: P 
CONFIDENTIALSECTION 01 OF 06 BANGKOK 006524 SIPDIS E.O. 12958: DECL: 10/11/2015 TAGS: K 


Column 10 


UNCLAS SECTION 01 OF 02 GENEVA 002471 SIPDIS DEPT FOR IO/T PASS TO HHS E.O. 12958: N/A TAGS 


Column 10 


UNCLAS BANGKOK 006527 SIPDIS E.O. 12958: N/A TAGS: AMGT, OTRA, BM, TH, Country Clearance, BURM; 
CONFIDENTIALYEREVAN 001835 SIPDIS DEPT FOR EUR/CACEN, IO, DRL/MLA E.O. 12958: DECL: ` 


Column 10 


UNCLAS RANGOON 001174 SIPDIS STATE FOR EAP/MLS; PACOM FOR FPA E.O. 12958: N/A TAGS: PGOV, 
SECRET VIENNA 003358 SIPDIS DEPT FOR NP/CBM, EAP/CM, EUR/AGS, AND EUR/PRA E.O. 12958: DE 


CONFIDENTIALSECTION 01 OF 08 SINGAPORE 003017 SIPDIS G FOR RENATA WOJTASIEWICZ AN 


Column 10 


UNCLAS GENEVA 002480 SIPDIS FOR FSC CHARLESTON RM/GFS/F/AO - BRETT GREEN E.O. 12958: N/A 
UNCLAS SECTION 01 OF 02 ANKARA 006236 SIPDIS STATE FRO EUR, EB/TPP/ATP, EB/TPP/BTA STATE PA 
UNCLAS MADRID 003592 SIPDIS PLEASE PASS TO NASA/OER: LISA HACKLEY, E-MAIL: LISA.M.HACKLEY( 
UNCLAS MADRID 003593 SIPDIS E.O. 12958: N/A TAGS: OTRA, SP, Country Visits SUBJECT: SPAIN COUNTF 
CONFIDENTIALSECTION 01 OF 03 TAIPEI 004187 SIPDIS DEPT PASS TO AIT/W AND USTR DEPT F( 


Column 10 


UNCLAS SECTION 01 OF 02 TAIPEI 004188 SIPDIS DEPARTMENT FOR INR/R/MR, EAP/TC, EAP/PA, EAP/P 


Column 10 


UNCLAS GENEVA 002481 SIPDIS DEPT FOR DS/IST/STO, DS/PPB/FMD FRANKFURT FOR ESC E.O. 12958 
CONFIDENTIALSECTION 01 OF 08 GENEVA 002483 SIPDIS USUN FOR MALY; BRUSSELS FOR MEZ 


Column 10 


CONFIDENTIALSECTION 01 OF 02 GENEVA 002484 SIPDIS PRM FOR АМЕ AND ADMISSIONS E.O. : 


Column 10 


CONFIDENTIALSECTION 01 OF 02 ATHENS 002693 SIPDIS E.O. 12958: DECL: 10/12/2015 TAGS: EC! 


Column 10 


UNCLAS CHENNAI 002446 SIPDIS SENSITIVE BUT UNCLASSIFIED E.O. 12958: N/A TAGS: ETTC, TSPA, PF 


Column 10 


SECRET SECTION ΟἹ OF 02 GENEVA 002487 SIPDIS DEPT FOR DS/STO/OSB, FRANKFURT FOR ESC E 
UNCLAS MAPUTO 001343 SIPDIS SENSITIVE STATE FOR AF/S - TREGER E.O. 12958: N/A TAGS: CVIS, PGC 
UNCLAS SECTION 01 OF 02 NEW DELHI 007984 SIPDIS E.O. 12958: N/A TAGS: AEMR, KISL, PTER, PGOV, 


Column 10 


UNCLAS SECTION 01 OF 02 PRAGUE 001469 SIPDIS SENSITIVE EUR/NCE FOR FICHTE E.O. 12958: М/А” 


Column 10 
CONFIDENTIALSECTION 01 OF 02 ISLAMABAD 015463 SIPDIS Ε.Ο. 12958: БЕСІ: 10/13/2015 TAGS: 
CONFIDENTIALSECTION 01 OF 02 KINSHASA 001717 SIPDIS DEPT OF TREASURY FOR OPIC E.O. 


Column 10 


UNCLAS SECTION 01 OF 07 TEL AVIV 006075 SIPDIS STATE FOR NEA, NEA/IPA, NEA/PPD WHITE HOUSE 


Column 10 


UNCLAS PRAGUE 001470 SIPDIS SENSITIVE E.O. 12958: N/A TAGS: PREL, EZ, UN SUBJECT: ACTION REC 
UNCLAS SECTION 01 OF 02 PARIS 007057 SIPDIS DEPT FOR INR/R/MR; IIP/RW; IIP/RNY; BBG/VOA; IIP/W 


Column 10 


CONFIDENTIALSECTION 01 OF 05 NEW DELHI 007990 SIPDIS STATE FOR ΤΕΡΚΟΊ AND SA E.O. 12 


Column 10 


UNCLAS SECTION 01 OF 02 NEW DELHI 007992 SIPDIS E.O. 12958: N/A TAGS: AEMR, KISL, PTER, PGOV, 


Column 10 


UNCLAS SECTION 01 OF 03 TORONTO 002697 SIPDIS STATE FOR EB A/S TONY WAYNE STATE FOR WH/ 


Column 10 


CONFIDENTIALSECTION 01 OF 03 DUBLIN 001264 SIPDIS EUR/PPD (ACERVETTI) EUR/UBI (NNOLZ 


Column 10 


CONFIDENTIALSECTION 01 OF 02 ANKARA 006245 SIPDIS E.O. 12958: DECL: 10/14/2015 TAGS: PTI 


Column 10 


UNCLAS ANKARA 006246 SIPDIS E.O. 12958: N/A TAGS: PREL, TU SUBJECT: OCTOBER 7 LETTER TO SEC 
UNCLAS SECTION 01 OF 03 PRETORIA 004181 SIPDIS DEPT FOR AF/S/MTABLER-STONE; AF/EPS; EB/IFD 


Column 10 


SECRET SECTION 01 OF 03 TAIPEI 004189 SIPDIS STATE PASS AIT/W E.O. 12958: DECL: 10/14/2015 T/ 


Column 10 


CONFIDENTIALSECTION 01 OF 03 TAIPEI 004190 SIPDIS STATE PASS AIT/W E.O. 12958: DECL: 10, 


Column 10 


UNCLAS SECTION 01 OF 02 GENEVA 002489 SIPDIS STATE PLEASE PASS TO DHS CUDDIHY AND USAID 


Column 10 


UNCLAS SECTION 01 OF 04 VILNIUS 001100 SIPDIS STATE FOR EUR/NB, DRL/IL, PRM/ENA SENSITIVE E 


Column 10 


UNCLAS SECTION 01 OF 02 GENEVA 002492 SIPDIS FOR DS/SPC/MSG - WAYNE MASTRIANO FRANKFUR 
UNCLAS YEREVAN 001842 SIPDIS SENSITIVE DEPT FOR DRL AND EUR/CACEN E.O. 12958: N/A TAGS: P 


UNCLAS SECTION 01 OF 02 GENEVA 002493 SIPDIS USEU FOR MEZNAR, USUN FOR MALY E.O. 12958: ^ 


Column 10 


CONFIDENTIAL YEREVAN 001844 SIPDIS DEPARTMENT FOR IO/UNESCO JANE COWLEY, EUR/CAC 


UNCLAS SECTION 01 OF 02 GENEVA 002494 SIPDIS USEU FOR MEZNAR, USUN FOR MALY E.O. 12958: ^ 


Column 10 


CONFIDENTIALSECTION 01 OF 03 KATHMANDU 002229 SIPDIS DEPT FOR SA/INS NSC FOR GREE 


Column 10 


SECRET SECTION ΟἹ OF 02 ANKARA 006248 SIPDIS Ε.Ο. 12958: DECL: 10/03/2030 TAGS: KNNP, MNUC 


Column 10 


CONFIDENTIAL ROME 003442 SIPDIS E.O. 12958: DECL: 10/15/2015 TAGS: PGOV, PREL, IT, ITALIAT 


Column 10 


CONFIDENTIAL YEREVAN 001845 SIPDIS DEPT FOR IO/UNP RAYMOND HOTZ, EUR/CACEN E.O. 12 


UNCLAS HO CHI MINH CITY 001073 SIPDIS SENSITIVE E.O. 12958: N/A TAGS: PGOV, PREL, SOCI, SNAR, 


Column 10 


UNCLAS SECTION 01 OF 02 NEW DELHI 008006 SIPDIS SENSITIVE E.O. 12958: N/A TAGS: PGOV, PREL, ¢ 


Column 10 


CONFIDENTIALNEW DELHI 008007 SIPDIS DEPT FOR SA/A PMOON E.O. 12958: DECL: 10/13/2015 ` 


Column 10 


UNCLAS NEW DELHI 008008 SIPDIS SENSITIVE DEPT FOR SA/A PMOON E.O. 12958: N/A TAGS: PGOV, P 
CONFIDENTIALSECTION 01 OF 03 ANKARA 006251 SIPDIS E.O. 12958: DECL: 10/13/2015 TAGS: PR 


Column 10 


CONFIDENTIALSECTION 01 OF 02 BAGHDAD 004224 SIPDIS E.O. 12958: DECL: 10/14/2015 TAGS: F 


Column 10 


UNCLAS BRASILIA 002745 SIPDIS OFFICIAL-INFORMAL FOR TREASURY D/S KIMMITT, U/S ADAMS AND D; 
CONFIDENTIALANKARA 006255 SIPDIS E.O. 12958: DECL: 10/13/2015 TAGS: PREL, MOPS, TU, IZ SL 
CONFIDENTIALSECTION 01 OF 08 NEW DELHI 008010 SIPDIS E.O. 12958: DECL: 10/14/2015 TAGS: 


Column 10 


CONFIDENTIALSECTION 01 OF 02 NEW DELHI 008011 SIPDIS E.O. 12958: DECL: 10/14/2015 TAGS: 


Column 10 


UNCLAS DUBLIN 001267 SIPDIS USDA FOR FAS/DLP AND ITP DIVS; FAS/FAA/BLEGGI E.O. 12958: N/A TAC 
SECRETANKARA 006258 SIPDIS DEPT FOR ISN/PTR MICHAEL CURRY E.O. 12958: DECL: 10/14/2015 T 
UNCLAS SECTION 01 OF 02 PARIS 007062 SIPDIS FROM ARS STATE FOR AF/PD; AF/RD/RA; IIP/G/AF; I/RI 


Column 10 


UNCLAS SECTION 01 OF 02 ANKARA 006259 SIPDIS DEPARTMENT FOR INR/R/MR, EUR/SE, EUR/PD, ΝΕΑ 


Column 10 


UNCLAS SECTION 01 OF 02 ANKARA 006262 SIPDIS DEPT FOR NP/ECC- PVANSON, ACHURCH, VLE, JHAI 
CONFIDENTIALSECTION 01 OF 03 BAGHDAD 004225 SIPDIS E.O. 12958: DECL: 10/14/2015 TAGS: P 
CONFIDENTIALSECTION 01 OF 03 VILNIUS 001103 SIPDIS DEPT FOR EUR/NB, DRL, EUR/UMB, EUI 


Column 10 


SECRET SECTION ΟἹ OF 04 AMMAN 008166 SIPDIS STATE FOR S/I, МЕАЛ, AND NEA/ARPI TREASURY F 


Column 10 


CONFIDENTIALSECTION 01 OF 08 NEW DELHI 008012 SIPDIS E.O. 12958: DECL: 10/13/2015 TAGS: 


Column 10 


CONFIDENTIALSECTION 01 OF 03 ISLAMABAD 015513 SIPDIS KABUL - PLEASE PASS TO CFC-A DE 


Column 10 


CONFIDENTIALSECTION 01 OF 02 WARSAW 003608 SIPDIS E.O. 12958: DECL: 10/13/2020 TAGS: PI 


Column 10 


CONFIDENTIALAMMAN 008167 SIPDIS E.O. 12958: DECL: 10/12/2015 TAGS: PREL, PGOV, PTER, MA 
CONFIDENTIALSECTION 01 OF 02 AMMAN 008168 SIPDIS E.O. 12958: DECL: 10/13/2015 TAGS: ECC 


Column 10 


CONFIDENTIALAMMAN 008169 SIPDIS E.O. 12958: DECL: 10/12/2015 TAGS: PREL, IZ, JO SUBJECT: 
CONFIDENTIALSECTION 01 OF 03 AMMAN 008170 SIPDIS E.O. 12958: DECL: 10/02/2020 TAGS: KTF 


Column 10 


UNCLAS VIENNA 003375 SIPDIS STATE FOR IO/UNESCO AND EUR/AGS - VIKMANIS-KELLER E.O. 12958: | 
UNCLAS MADRID 003600 SIPDIS VISAS VIPER DEPT FOR CA/VO/L/C AND INR/IC/TIPOFF E.O. 12958: N/A 


UNCLAS MADRID 003601 SIPDIS VISAS VIPER DEPT FOR CA/VO/L/C AND INR/IC/TIPOFF E.O. 12958: N/A 


UNCLAS SECTION 01 OF 03 MINSK 001262 SIPDIS SIPDIS E.O. 12958: N/A TAGS: PGOV, PHUM, ECON, BC 


Column 10 


CONFIDENTIALASUNCION 001294 SIPDIS NSC FOR SUE CRONIN SOUTHCOM FOR POLAD DAN J( 


CONFIDENTIALSECTION 01 OF 02 SOFIA001785 SIPDIS E.O. 12958: DECL: 10/12/2015 TAGS: PGO\ 


Column 10 


CONFIDENTIALBAGHDAD 004228 SIPDIS E.O. 12958: DECL: 10/14/2025 TAGS: PGOV, PINS, РМАТ, |, 


Column 10 


CONFIDENTIALSECTION 01 OF 02 ISTANBUL 001780 SIPDIS DEPARTMENT FOR EUR/SE E.O. 129: 


Column 10 


UNCLAS THE HAGUE 002792 SIPDIS SENSITIVE E.O. 12958: N/A TAGS: PREL, PGOV, PHUM, NL, SU SUBJ 
UNCLAS MADRID 003608 SIPDIS E.O. 12958: N/A TAGS: ETRD, PREL, SCUL, SP, UNESCO SUBJECT: URGE 
CONFIDENTIALTELAVIV 006084 SIPDIS E.O. 12958: DECL: 10/14/2015 TAGS: KWBG, KPAL, PGOV, F 


Column 10 


UNCLAS MADRID 003609 SIPDIS E.O. 12958: N/A TAGS: AORC, PHUM, SOCI, SP, UNAUS SUBJECT: ΘΕΟΤΙΙ 


UNCLAS MADRID 003610 SIPDIS E.O. 12958: N/A TAGS: PREL, SP, UNGA SUBJECT: SPAIN ON THE HOLOC 
CONFIDENTIALBAGHDAD 004230 SIPDIS E.O. 12958: DECL: 10/14/2015 TAGS: ECON, ENRG, EPET, 
CONFIDENTIALTHE HAGUE 002793 SIPDIS STATE FOR EUR/UBI, 5/01, D/HS, INL DOJ FOR OIA - JL 


Column 10 


CONFIDENTIALBAGHDAD 004231 SIPDIS E.O. 12958: DECL: 10/14/2015 TAGS: ECON, ENRG, EPET, 


Column 10 


CONFIDENTIALSECTION 01 OF 02 BOGOTA 009759 SIPDIS DEPARTMENT FOR WHA/AND AND DS/ 


Column 10 


UNCLAS SECTION 01 OF 02 TEGUCIGALPA 002121 SIPDIS FOR WHA/PD, IIP/T/ES, IIP/G/WHA, OES, S/CT, 


Column 10 


UNCLAS SECTION 01 OF 02 BRASILIA 002758 SIPDIS E.O. 12958: N/A TAGS: PGOV, PREL, ECON, BR, Dorr 


Column 10 


UNCLAS TEGUCIGALPA 002125 SIPDIS STATE FOR WHA/CEN, WHA/PPC, WHA/USOAS, AND DRL/PHD ST 


Column 10 


CONFIDENTIAL PORT AU PRINCE 002568 SIPDIS SOUTHCOM ALSO FOR POLAD WHA ALSO FOR U 


CONFIDENTIALSECTION 01 OF 02 PORT AU PRINCE 002569 SIPDIS SOUTHCOM ALSO FOR POLAL 
UNCLAS SANTO DOMINGO 004650 SIPDIS SENSITIVE EB/ESC/TFS E.O. 12958: N/A TAGS: DR, PTER, KTI 
UNCLAS SANTO DOMINGO 004651 SIPDIS DEPT FOR IO, WHA/CAR; PARIS FOR USMISSION UNESCO E. 
UNCLAS SANTO DOMINGO 004652 SIPDIS DEPT FOR IO/SHA E.O. 12958: N/A TAGS: AORC, PHUM, SOCI 

UNCLAS PORT AU PRINCE 002570 SIPDIS STATE FOR WHA/CAR DRL S/CRS SOUTHCOM ALSO FOR POL 
UNCLAS SECTION 01 OF 04 SANTO DOMINGO 004653 SIPDIS STATE FOR WHA, WHA/CAR, WHA/EPSC, | 


Column 10 


CONFIDENTIALSECTION 01 OF 03 OTTAWA 003090 SIPDIS NOFORN FOR THE SECRETARY FROM 


Column 10 


CONFIDENTIALSECTION 01 OF 02 SAN SALVADOR 002811 SIPDIS E.O. 12958: DECL: 10/15/2030 TA 


Column 10 


UNCLAS OTTAWA 003091 SIPDIS SENSITIVE E.O. 12958: N/A TAGS: CA, ETRD, PREL, SCUL SUBJECT: UF 
CONFIDENTIALSAN JOSE 002410 SIPDIS DEPARTMENT FOR PRM/A (MESTETSKY) DHS FOR DHS/ 
UNCLAS SAN JOSE 002411 SIPDIS DEPARTMENT FOR WHA/CEN E.O. 12958: N/A TAGS: PGOV, ОРОС, С 
UNCLAS SAN JOSE 002412 SIPDIS DEPT FOR WHA/CEN JASON MACK E.O. 12958: N/A TAGS: PGOV, PRE 


Column 10 


UNCLAS SAN JOSE 002413 SIPDIS E.O. 12958: N/A TAGS: OPDC, PGOV, CS, UNESCO SUBJECT: COSTAR 
UNCLAS BOGOTA 009785 SIPDIS DEPT PLS PASS USTR RVARGO AND BHARMAN E.O. 12958: N/A TAGS: 
UNCLAS BOGOTA 009786 SIPDIS E.O. 12958: N/A TAGS: OPDC, CO SUBJECT: COLOMBIAN SENATE EXPR 
CONFIDENTIALSECTION 01 OF 02 BAGHDAD 004232 SIPDIS CAIRO FOR REFCOORD GERARD CH 
CONFIDENTIALSECTION 01 OF 04 ABU DHABI 004308 SIPDIS STATE FOR S/l, AND NEA/ARPI, NEA/ 


Column 10 


UNCLAS SECTION 01 OF 02 ISLAMABAD 015518 SIPDIS E.O. 12958: N/A TAGS: AEMR, ASEC, EAID, MASS, 


Column 10 


CONFIDENTIALSECTION 01 OF 03 BAGHDAD 004235 SIPDIS DEPARTMENT FOR S/S-O: IRAQI REF 


Column 10 


UNCLAS MUSCAT 001540 SIPDIS DEPARTMENT FOR NEA, NEA/I, NEA/PPD, AND NEA/ARPI E.O. 12958: N 


Column 10 


UNCLAS KUWAIT 004423 SIPDIS DEPT FOR EB/ESC/TFS JCLARK, S/CT TKUSHNER, INL/C/CP SPETERSO 
SECRET SECTION ΟἹ OF 02 MUSCAT 001541 SIPDIS NOFORN DEPT FOR DS/IP/NEA, DS/IP/ITA, NEA/A 
CONFIDENTIALKUWAIT 004424 SIPDIS FOR NEA/ARPI E.O. 12958: DECL: 10/14/2015 TAGS: PGOV, 


Column 10 


CONFIDENTIALKUWAIT 004425 SIPDIS FOR G/TIP, NEA/ARPI E.O. 12958: DECL: 10/14/2015 TAGS: | 
SECRETKUWAIT 004426 SIPDIS FOR NEA/ARPI E.O. 12958: DECL: 10/14/2015 TAGS: PREL, KAWC, OF 


UNCLAS KUWAIT 004427 SIPDIS FOR IO, NEA/ARPI E.O. 12958: N/A TAGS: ETRD, PREL, SCUL, KU, UNES 
CONFIDENTIALBAGHDAD 004238 SIPDIS E.O. 12958: DECL: 10/13/2015 TAGS: PGOV, KDEM, PNAT, 


Column 10 


CONFIDENTIALSECTION 01 OF 02 BAGHDAD 004239 SIPDIS E.O. 12958: DECL: 10/12/2015 TAGS: F 


Column 10 


CONFIDENTIALSECTION 01 OF 02 BAGHDAD 004240 SIPDIS E.O. 12958: DECL: 10/15/2015 TAGS: F 


Column 10 


CONFIDENTIALBAGHDAD 004241 SIPDIS E.O. 12958: DECL: 10/15/2015 TAGS: ECON, ENRG, EPET, 
CONFIDENTIALSECTION 01 OF 02 BAGHDAD 004242 SIPDIS CENTCOM FOR POLAD E.O. 12958: E 


Column 10 


CONFIDENTIALSECTION 01 OF 03 ISLAMABAD 015522 SIPDIS DEPARTMENT - PLEASE PASS TOU 


Column 10 


UNCLAS KUWAIT 004433 SIPDIS Ε.Ο. 12958: N/A TAGS: EAGR, ETRD, WTO SUBJECT: WTO AGRICULTURI 
UNCLAS SECTION 01 OF 02 AMMAN 008176 SIPDIS STATE FOR NEA/ARN, NEA/PA, NEA/AIA, INR/NESA, R 


Column 10 


UNCLAS МАМАМА 001490 SIPDIS E.O. 12958: N/A TAGS: PGOV, КОЕМ, KMPI, PREL, BA SUBJECT: WOME? 


Column 10 


CONFIDENTIALSECTION 01 OF 02 KUWAIT 004438 SIPDIS STATE FOR NEA/ARPI, LONDON FOR ТЕ 


Column 10 


UNCLAS ALGIERS 002114 SIPDIS SENSITIVE E.O. 12958: N/A TAGS: PGOV, PHUM, KDEM, КМРІ, AG, Press 
UNCLAS SECTION 01 OF 02 MANILA 004901 SIPDIS DEPT FOR EAP, EAP/MTS, EAP/MLS, ΙΝΗ/ΕΑΡ E.O. 12 


CONFIDENTIALALGIERS 002116 SIPDIS E.O. 12958: DECL: 10/16/2015 TAGS: PTER, KISL, IZ, AG, Te 


SECRET SECTION ΟἹ OF 03 MANILA 004905 SIPDIS NOFORN STATE FOR S/CT(MMILLER) AND EAP/M 


Column 10 


UNCLAS KUWAIT 004443 SIPDIS STATE FOR NEA/PPD (CWHITTLESEY, DBENZE), NEA/PI (CBOURGEOUI 


Column 10 


UNCLAS SECTION 01 OF 02 ISLAMABAD 015531 SIPDIS KABUL - PLEASE PASS TO CFC-A DEPT - PLEASE 


Column 10 


CONFIDENTIALKUWAIT 004445 SIPDIS DEPT FOR NEA/ARPI, LONDON FOR TSOU E.O. 12958: DE( 


CONFIDENTIALSECTION 01 OF 04 MUSCAT 001547 SIPDIS DEPT FOR ISB/ECC (J. COLLINS, K. CR( 
CONFIDENTIALSECTION 01 OF 03 CAIRO 007937 SIPDIS E.O. 12958: DECL: 10/16/2015 TAGS: PREI 


Column 10 


UNCLAS SECTION 01 OF 02 AMMAN 008198 SIPDIS NFATC FOR SLS/CTT - ILDIKO WATKINS E.O. 12958:1 


Column 10 


UNCLAS PORT AU PRINCE 002571 SIPDIS SENSITIVE STATE FOR WHA/CAR EB/IFD/OMA EB/IFD/ODF Wt 
CONFIDENTIALTAIPEI 004200 SIPDIS STATE PASS AIW/W AND USTR STATE FOR EAP/TC USTR FC 
CONFIDENTIALSECTION 01 OF 04 RANGOON 001177 SIPDIS STATE FOR EAP, G, DRL, S/P E.O. 12 


Column 10 


UNCLAS SECTION 01 OF 03 COLOMBO 001809 SIPDIS DEPARTMENT FOR SA/INS SENSITIVE E.O. 1295t 


Column 10 


UNCLAS SECTION 01 OF 02 ISLAMABAD 015550 SIPDIS DEPARTMENT - PLS PASS TO USAID KABUL -- PL 


Column 10 


CONFIDENTIALBANGKOK 006551 SIPDIS DEPARTMENT FOR EAP/MLS, PM/ISN E.O. 12958: DECL: 


UNCLAS SECTION 01 OF 02 SANAA 002986 SIPDIS E.O. 12958: N/A TAGS: PREL, PGOV, ECON, KMPI, KPA 


Column 10 


CONFIDENTIALSANAA 002988 SIPDIS E.O. 12958: DECL: 10/17/2010 TAGS: PREL, PTER, CJAN, IZ, Y 
UNCLAS SECTION 01 OF 04 HANOI 002700 SIPDIS SENSITIVE STATE FOR EAP/BCLTV AND EB/TPP/BTA/, 


Column 10 


UNCLAS AMMAN 008202 SIPDIS E.O. 12958: N/A TAGS: IZ, KCRM, KJUS, MARR, MCAP, MOPS, PGOV, PINF 
UNCLAS CAIRO 007946 SIPDIS NEA/PD FOR FRANK FINVER E.O. 12958: N/A TAGS: PGOV, KPAO, KMDR, 


Column 10 


UNCLAS SECTION 01 OF 04 TAIPEI 004205 SIPDIS PLEASE PASS AIT/W STATE FOR EAP/RSP/TC, DRL, G/ 


Column 10 


UNCLAS SECTION 01 OF 03 TAIPEI 004206 SIPDIS PLEASE PASS AIT/W STATE FOR EAP/RSP/TC, DRL, G/ 


Column 10 


UNCLAS SECTION 01 OF 03 TAIPEI 004207 SIPDIS DEPT FOR EAP/TC DEPT PASS AIT/W COMMERCE FOI 


Column 10 


UNCLAS MANAMA 001497 SIPDIS STATE FOR EB/ESC/TFS FOR BADKINS, S/CT FOR TKUSHNER, NEA/AR 
UNCLAS SECTION 01 OF 06 ISLAMABAD 015555 SIPDIS STATE ALSO PASS TO USAID USAID/W FOR А/АІГ 
CONFIDENTIALKUWAIT 004449 SIPDIS FOR NEA/ARPI E.O. 12958: DECL: 12/16/2015 TAGS: PARM, 


Column 10 


CONFIDENTIALSECTION 01 OF 08 ADDIS ABABA 003599 SIPDIS LONDON AND PARIS FOR AFRICA 


Column 10 


UNCLAS BANGKOK 006564 SIPDIS STATE FOR EB/IPE E.O. 12958: N/A TAGS: EAGR, ECON, ETRD, KIPR, 
UNCLAS SECTION 01 OF 02 HANOI 002708 SIPDIS STATE FOR EAP/MLS AND EAP/EP AND EB/TPP/BTA/AI 


Column 10 


UNCLAS SECTION 01 OF 03 HANOI 002709 SIPDIS FOR USAID/RDM-A/BANGKOK SENSITIVE STATE FOF 


Column 10 


UNCLAS SECTION 01 OF 02 MANILA 004929 SIPDIS SENSITIVE DEPT FOR DRL/IL, EAP/MTS, EAP/MLS, D 


Column 10 


UNCLAS SECTION 01 OF 05 GENEVA 002505 SIPDIS PASS USTR FOR ALLGEIER AND DWOSKIN EB/OT Ft 


Column 10 


CONFIDENTIALSECTION 01 OF 02 MANAMA 001498 SIPDIS FOR NEA/ARPI, NEA/PI E.O. 12958: DE! 
CONFIDENTIALSECTION 01 OF 03 TAIPEI 004210 SIPDIS DEPT FOR EAP/TC DEPT PLEASE PASS A 


Column 10 


CONFIDENTIALSECTION 01 OF 03 CAIRO 007963 SIPDIS E.O. 12958: DECL: 10/17/2015 TAGS: PREI 


Column 10 


UNCLAS SECTION 01 OF 03 HANOI 002715 SIPDIS STATE FOR EAP/MLS AND EAP/EP AND EB/TPP/BTA/AI 


Column 10 


UNCLAS DUSHANBE 001678 SIPDIS DEPT FOR NP/ECC - PVANSON, ACHURCH, AND ACUMMINGS DEP] 


UNCLAS VATICAN 000526 SIPDIS SIPDIS FSINFATC FOR FSI/SLS/CTT ILDIKO WATKINS E.O. 12958: N/AT 
UNCLAS SANAA 002994 SIPDIS E.O. 12958: N/A TAGS: KNNP, YM, IAEA SUBJECT: IAEA/BOG: U.S. POINT C 
UNCLAS SECTION 01 OF 03 TORONTO 002704 SIPDIS DEPT PASS NATIONAL HIGHWAY ADMINISTRATIO! 


Column 10 


UNCLAS NDJAMENA 001546 SIPDIS SENSITIVE DEPARTMENT FOR AF, AF/C, AF/SPG, D, DRL, H, INR, IN 
UNCLAS MUSCAT 001549 SIPDIS DEPT FOR NEA/ARPI, NEA/PPD, NEA/P, AND INR/R/MR LONDON FOR Т. 


Column 10 


CONFIDENTIALSECTION 01 OF 02 KUWAIT 004451 SIPDIS STATE FOR NEWARPI, LONDON FOR ТЕ 


Column 10 


SECRET SECTION 01 OF 04 NEW DELHI 008034 SIPDIS E.O. 12958: DECL: 10/16/2015 TAGS: PTER, PR 


Column 10 


UNCLAS SECTION 01 OF 02 NEW DELHI 008035 SIPDIS SENSITIVE E.O. 12958: N/A TAGS: PREL, PTER, F 


Column 10 


UNCLAS SECTION 01 OF 02 COLOMBO 001812 SIPDIS SENSITIVE STATE FOR SA/INS M. GOWER, AND C 
UNCLAS SECTION 01 OF 02 PARIS 007082 SIPDIS SENSITIVE STATE FOR EB/IFD/ODF, AF, AND EUR/WE 


Column 10 


UNCLAS SECTION 01 OF 02 COLOMBO 001814 SIPDIS SENSITIVE E.O 12958: N/A TAGS: ECON, EAID, ΕΙΝ 


Column 10 


UNCLAS AMMAN 008215 SIPDIS PARIS FOR UNESCO E.O. 12958: N/A TAGS: ETRD, PREL, SCUL, JO, UNE 
UNCLAS NDJAMENA 001547 SIPDIS SENSITIVE DEPARTMENT FOR AF, AF/C, AF/SPG, D, DRL, H, INR, IN 


Column 10 


SECRET SECTION ΟἹ OF 02 SANAA 002996 SIPDIS DEPARTMENT FOR PRM/WRA RICHARD KIDD E.O. 


Column 10 


UNCLAS ROME 003465 SIPDIS SENSITIVE E.O. 12958: N/A TAGS: EAID, PREL, AF, IT, AFGHANISTAN SUB. 
UNCLAS SECTION 01 OF 07 OTTAWA 003092 SIPDIS STATE FOR ECA/A/E/USS - BRIAN N. GIBSON; WHA, 


Column 10 


UNCLAS SECTION ΟἹ OF 07 ΤΕΙ AVIV 006103 SIPDIS STATE FOR NEA, NEA/IPA, NEA/PPD WHITE HOUSE 


Column 10 


SECRET SECTION 01 OF 03 SANAA 002997 SIPDIS E.O. 12958: DECL: 10/12/2015 TAGS: PREL, PTER, P 


UNCLAS SECTION 01 OF 05 TORONTO 002705 SIPDIS STATE FOR EB A/S TONY WAYNE STATE FOR WH/ 


Column 10 


UNCLAS SECTION 01 OF 03 PARIS 007085 SIPDIS DEPT FOR INR/R/MR; IIP/RW; IIP/RNY; BBG/VOA; IIP/W 


Column 10 


CONFIDENTIALNEW DELHI 008049 SIPDIS E.O. 12958: DECL: 10/15/2015 TAGS: PREL, KNNP, ENRC 


Column 10 


CONFIDENTIALSECTION 01 OF 02 KINSHASA 001731 SIPDIS E.O. 12958: DECL: 10/13/2015 TAGS: P 
UNCLAS DJIBOUTI 001039 SIPDIS STATE FOR AF AND NEA LONDON/PARIS FOR AFRICA WATCHER E.O. 
UNCLAS SECTION 01 OF 02 ASUNCION 001296 SIPDIS STATE FOR EB/IFD/OIA STATE PASS TO USAID FO 


Column 10 


UNCLAS KUWAIT 004455 SIPDIS STATE FOR NEA/ARPI, LONDON FOR TSOU, PARIS FOR ZEYA E.O. 1295 


UNCLAS SANAA 003003 SIPDIS STATE FOR NEA, NEA/ARP, NEA/PD, NEA/RA, DS/OP/NEA, S/CT ΟΕΝΤΟΟΙ 


Column 10 


CONFIDENTIAL ROME 003467 SIPDIS E.O. 12958: DECL: 10/16/2015 TAGS: PGOV, PREL, IT, ITALY N 


Column 10 


UNCLAS ADANA 000185 SIPDIS SENSITIVE NOT FOR INTERNET DISTRIBUTION E.O. 12958: N/A TAGS: P 


Column 10 


UNCLAS SECTION 01 OF 03 SAN SALVADOR 002818 SIPDIS SENSITIVE STATE PASS TO OPIC/USTDA/EX 
CONFIDENTIALMANAMA 001501 SIPDIS E.O. 12958: DECL: 10/17/2015 TAGS: PREL, PGOV, BA, IZ S 


CONFIDENTIALSECTION 01 OF 02 NEW DELHI 008053 SIPDIS E.O. 12958: DECL: 10/17/2015 TAGS: 


Column 10 


UNCLAS SECTION 01 OF 03 SOFIA 001795 SIPDIS AIDAC FSI FOR LMS/SPS - MCMULLEN E.O. 12958: N/ 


Column 10 


UNCLAS SECTION 01 OF 02 ANKARA 006291 SIPDIS STATE FOR EUR/RUS, OES/STC, EB/TPP/ATP, EB/TPI 
CONFIDENTIALSECTION 01 OF 02 NEW DELHI 008054 SIPDIS E.O. 12958: DECL: 10/17/2015 TAGS: 


Column 10 


UNCLAS SECTION 01 OF 02 ABUJA 001986 SIPDIS SENSITIVE E.O. 12958: N/A TAGS: PREL, PGOV, KAWC 


Column 10 


UNCLAS MANAMA 001502 SIPDIS PARIS PLEASE PASS US/UNESCO E.O. 12958: N/A TAGS: ETRD, PREL, 
CONFIDENTIALMINSK 001271 SIPDIS DEPT ALSO FOR INR/B SIPDIS E.O. 12958: DECL: 10/17/201£ 


Column 10 


SECRET SECTION 01 OF 02 DOHA 001744 SIPDIS NEA/ARPI FOR STHORNE E.O. 12958: DECL: 10/17/2 


Column 10 


CONFIDENTIALWARSAW 003613 SIPDIS E.O. 12958: DECL: 10/17/2015 TAGS: PREL, PGOV, PHUM, 


Column 10 


CONFIDENTIALSECTION 01 OF 02 SOFIA 001796 SIPDIS E.O. 12958: DECL: 10/17/2015 TAGS: МАН? 


Column 10 


UNCLAS SECTION 01 OF 02 CAIRO 007987 SIPDIS SENSITIVE NSC STAFF FOR POUNDS NEA/ELA FOR L 


Column 10 


SECRETMANAMA 001503 SIPDIS E.O. 12958: DECL: 10/17/2015 TAGS: KAWC, OPDC, PTER, BA SUBJE( 
UNCLAS SECTION 01 OF 03 MAPUTO 001348 SIPDIS STATE FOR AF/S:HTREGER, AF/PD:LMING, OIG: ЛА? 


Column 10 


UNCLAS VIENNA 003383 SIPDIS DEPARTMENT FOR CA/VO/F/P - DLOPES DA ROSA; EUR/AGS - VVIKMAN 
CONFIDENTIALAMMAN 008228 SIPDIS STATE PLEASE PASS TO USTR STATE FOR NEA FRONT OFI 
UNCLAS KUWAIT 004459 SIPDIS STATE FOR NEA/ARPI SWALKER, LONDON FOR LTSOU E.O. 12958: N/A 


Column 10 


UNCLAS SECTION 01 OF 02 ANKARA 006292 SIPDIS TREASURY FOR PLANTIER SENSITIVE BUT UNCLAS 
CONFIDENTIALSECTION 01 OF 02 BAGHDAD 004268 SIPDIS E.O. 12958: DECL: 10/16/2015 TAGS: F 


Column 10 


UNCLAS CAIRO 007997 SIPDIS E.O. 12958: N/A TAGS: PREL, PGOV, EG, IZ, Iraqi, Arab League SUBJECT: EC 
CONFIDENTIALSECTION 01 OF 02 HARARE 001418 SIPDIS AF FOR DAS T. WOODS AF/S FOR B. NE 
CONFIDENTIALKINSHASA 001734 SIPDIS LABOR FOR DOL/ILAB TFAULKNER E.O. 12958: DECL: 1C 
UNCLAS SECTION 01 OF 04 OTTAWA 003095 SIPDIS SENSITIVE STATE FOR WHA/CAN - BREESE AND Ht 


Column 10 


CONFIDENTIALCAIRO 007998 SIPDIS E.O. 12958: DECL: 10/17/2015 TAGS: PREL, PGOV, KPAL, MOF 


UNCLAS PRAGUE 001490 SIPDIS E.O. 12958: N/A TAGS: PARM, EZ, UN SUBJECT: CZECHS ARE CO-SPON 
UNCLAS MADRID 003629 SIPDIS FOR USAID E.O. 12958: N/A TAGS: EAID, OTRA, SP, Country Visits SUBJE 
CONFIDENTIALAMMAN 008229 SIPDIS E.O. 12958: DECL: 10/17/2015 TAGS: AMGT, CVIS, PREL, SY, 


Column 10 
UNCLAS SECTION 01 OF 04 ANKARA 006293 SIPDIS DEPARTMENT FOR INR/R/MR, EUR/SE, EUR/PD, NEZ 


Column 10 


UNCLAS ANKARA 006294 SIPDIS USDOC FOR 4212/ITA/MAC/CPD/CRUSNAK DOE FOR CHARLES WASHIN 


Column 10 


UNCLAS SECTION 01 OF 02 PARIS 007102 SIPDIS PASS FEDERAL RESERVE PASS CEA STATE FOR EB ar 


Column 10 


CONFIDENTIALSECTION 01 OF 02 WARSAW 003615 SIPDIS E.O. 12958: DECL: 08/12/2015 TAGS: PI 


Column 10 


CONFIDENTIALBRATISLAVA 000851 SIPDIS E.O. 12958: DECL: 10/17/2015 TAGS: EAGR, ЕТАР, LO, 


SECRET THE HAGUE 002802 SIPDIS E.O. 12958: DECL: 10/17/2015 TAGS: PTER, PREL, PINR, ЕРІМ, KC! 
UNCLAS BOGOTA 009790 SIPDIS E.O. 12958: N/A TAGS: EAID, PGOV, PREL, CO, Demobilization, OAS SUBJ 
CONFIDENTIALMADRID 003631 SIPDIS STATE FOR EUR A/S FRIED AND EUR/WE; NSC FOR HADLE 


Column 10 


CONFIDENTIALKUWAIT 004460 SIPDIS STATE FOR NEA/ARPI E.O. 12958: DECL: 10/16/2015 TAGS: 


Column 10 


UNCLAS SECTION 01 OF 03 ABUJA 001987 SIPDIS SENSITIVE E.O. 12958: N/A TAGS: PHUM, PGOV, ΕΟΟΝ 


Column 10 


UNCLAS DUBLIN 001279 SIPDIS E.O. 12958: N/A TAGS: EAGR, ETRD, WTRO SUBJECT: IRELAND: EU HAS 


CONFIDENTIALPARIS 007104 SIPDIS E.O. 12958: DECL: 10/17/2015 TAGS: PREL, PTER, KPAL, IS, FI 


Column 10 


UNCLAS OTTAWA 003101 SIPDIS SENSITIVE PARIS PASS UNESCO; STATE PASS USTR E.O. 12958: N/A 1 


Column 10 
CONFIDENTIALSECTION 01 OF 02 BAGHDAD 004270 SIPDIS E.O. 12958: DECL: 10/17/2015 TAGS: P 
UNCLAS OTTAWA 003102 SIPDIS SENSITIVE E.O. 12958: N/A TAGS: KISL, KDEM, PHUM, PREL, KPAO, KIF 


Column 10 


CONFIDENTIALBRASILIA 002767 SIPDIS E.O. 12958: DECL: 10/14/2015 TAGS: MOPS, PREL, PTER, F 


Column 10 


CONFIDENTIALSECTION 01 OF 02 BAGHDAD 004271 SIPDIS E.O. 12958: DECL: 10/17/2015 TAGS: F 


CONFIDENTIALWELLINGTON 000807 SIPDIS NOFORN STATE FOR D (FRITZ), EAP/ANP, EAP/EP, E. 


Column 10 


UNCLAS LIMA 004477 SIPDIS DEPT PASS TO DHS/CBP/INTERNATIONAL AFFAIRS - A. LEVY E.O. 12958: N 
UNCLAS SECTION 01 OF 02 NASSAU 001799 SIPDIS BRIDGETOWN FOR LEGATT E.O. 12958, N/A TAGS: | 


Column 10 


UNCLAS SECTION 01 OF 03 BAGHDAD 004272 SIPDIS STATE FOR INR/R/MR, NEA/PPD, NEA/PPA, NEA/AC 


Column 10 


UNCLAS SECTION 01 OF 03 BAGHDAD 004273 SIPDIS STATE FOR INR/R/MR, NEA/PPD, NEA/PPA, NEA/AC 


Column 10 


UNCLAS SECTION 01 OF 03 OTTAWA 003103 SIPDIS DEPARTMENT FOR EB/IFD, EB/OMA, WHA/EPSC, AN 


Column 10 


UNCLAS ALMATY 003790 SIPDIS SENSITIVE E.O. 12958: N/A TAGS: PGOV, KZ, 2005 Election, POLITICAL : 


Column 10 


UNCLAS ALMATY 003791 SIPDIS GENEVA FOR JCIC SENSITIVE E.O. 12958: N/A TAGS: PARM, KZ, KACT, 
UNCLAS SECTION 01 OF 03 ASUNCION 001300 SIPDIS FSI FOR LMS/SPS - MCMULLEN PASS TO USAID ! 


Column 10 


UNCLAS LIMA 004487 SIPDIS STATE FOR IIP/G/WHA (CBARONE), IIP/T/ES (GCHRISTISON), WHA/PDA (ME 


Column 10 


UNCLAS OTTAWA 003105 SIPDIS STATE FOR INL/CARROLL, JOINT STAFF FOR J5, COGARD FOR KEISER 
UNCLAS SECTION 01 OF 02 GUATEMALA 002395 SIPDIS Е.О. 12958: N/A TAGS: PREF, CVIS, SMIG, EAID, N 
UNCLAS SECTION 01 OF 02 WELLINGTON 000809 SIPDIS SENSITIVE STATE FOR EAP/ANP - DAN RICCI : 


Column 10 


UNCLAS SECTION 01 OF 02 COLOMBO 001817 SIPDIS DEPT FOR ECA, IIP, SA/INS (CAMP, GOWER) SA/PI 


Column 10 


UNCLAS AUCKLAND 000345 SIPDIS FOR INR/IC/TIPOFF, CA/VO/L/C, EAP/ANP E.O. 12958: N/A TAGS: KVF 
UNCLAS SOFIA 001799 SIPDIS E.O. 12958: N/A TAGS: EAGR, ETRD, BU, WTRO SUBJECT: BULGARIA: U.S. 


UNCLAS SANAA 003007 SIPDIS STATE - PASS ТО MCC. E.O. 12958: N/A TAGS: PREL, КОЕМ, YM SUBJEC 


Column 10 


CONFIDENTIALSECTION 01 OF 03 CAIRO 008009 SIPDIS NSC STAFF FOR POUNDS E.O. 12958: DE 


Column 10 


UNCLAS SECTION 01 OF 03 WELLINGTON 000841 SIPDIS SENSITIVE STATE FOR EAP/ANP - DAN RICCI : 


Column 10 


UNCLAS SANAA 003009 SIPDIS DEPARTMENT FOR NEA, NEA/ARP, NEA/PD, NEA/RA, NEA/RRU, DS/OP/NI 


UNCLAS SECTION 01 OF 02 ANKARA 006300 SIPDIS DEPARTMENT FOR EUR/SE E.O. 12958: N/A TAGS: F 


Column 10 


UNCLAS MINSK 001274 SIPDIS SIPDIS Ε.Ο. 12958: N/A TAGS: ETRD, PREL, SCUL, UNESCO, BO SUBJECT 
UNCLAS PRAGUE 001491 SIPDIS E.O. 12958: N/A TAGS: ETRD, PREL, SCUL, EZ, UNESCO SUBJECT: CZE( 
CONFIDENTIALSECTION 01 OF 02 ANKARA 006302 SIPDIS E.O. 12958: DECL: 10/18/2015 TAGS: PG 


Column 10 


CONFIDENTIALSECTION 01 OF 03 ADDIS ABABA 003619 SIPDIS LONDON AND ROME FOR AFRICA 


Column 10 


UNCLAS SECTION 01 OF 02 AMMAN 008236 SIPDIS ECA/PE/V/M (IZSOLDOS, SROBINSON); NEA/PPD (DB 


Column 10 


CONFIDENTIALSECTION 01 OF 02 RANGOON 001179 SIPDIS STATE FOR EAP/MLS, EB/TPP, ΙΝΗ/ΤΝ 


CONFIDENTIALSECTION 01 OF 02 MANILA 004934 SIPDIS DEPT FOR EAP, EAP/MTS, EAP/MLS, INF 


Column 10 


CONFIDENTIAL TAIPEI 004225 SIPDIS STATE PASS AIT/WASHINGTON E.O. 12958: DECL: 10/18/201! 


UNCLAS SECTION 01 OF 03 GENEVA 002515 SIPDIS IO/SHA, DRL/MLA, L/HRR E.O. 12958: N/A TAGS: PHL 


Column 10 


UNCLAS PRAGUE 001493 SIPDIS SENSITIVE STATE FOR EB/ESC/TFS (JCLARK), S/CT (TKUSHNE), ІМІ/С/ 
UNCLAS SECTION 01 OF 02 PRETORIA 004215 SIPDIS DEPT FOR AF/S/MTABLER-STONE; AF/EPS; EB/IFD 
CONFIDENTIAL BAGHDAD 004284 SIPDIS E.O. 12958: DECL: 10/18/2015 TAGS: PGOV, РМАТ, PHUM, 
UNCLAS YEREVAN 001856 SIPDIS SENSITIVE E.O. 12958: N/A TAGS: TBIO, KSCA, ECON, PREL, SOCI, AN 


CONFIDENT IALANKARA 006303 SIPDIS DEPARTMENT, FOR, G/TIP, G, INL, DRL, EUR/PGI, EUR/SE | 
UNCLAS SECTION 01 OF 02 NEW DELHI 008061 SIPDIS SENSITIVE E.O. 12958: N/A TAGS: PGOV, IN, Indiz 


Column 10 


UNCLAS KUWAIT 004477 SIPDIS SIPDIS FOR G/TIP, NEA/ARPI E.O. 12958: N/A TAGS: PHUM, PGOV, KU S 


Column 10 


UNCLAS SECTION 01 OF 03 MANILA 004935 SIPDIS Sensitive STATE FOR EAP/MTS, EAP/EP, EB/IFD STAT 


Column 10 


UNCLAS SECTION 01 OF 02 HO CHI MINH CITY 001082 SIPDIS SENSITIVE E.O. 12958: N/A TAGS: PHUM, . 


Column 10 


CONFIDENTIALSECTION 01 OF 02 NEW DELHI 008073 SIPDIS STATE FOR SES-O STATE FOR S/CT 


Column 10 


UNCLAS SECTION 01 OF 02 АПАМА 000188 SIPDIS E.O. 12958: N/A TAGS: PREL, PINS, PGOV, PHUM, TU, y 


Column 10 


UNCLAS SECTION 01 OF 02 ATHENS 002715 SIPDIS SENSITIVE E.O. 12958: N/A TAGS: CASC, TBIO, GR, / 


Column 10 


UNCLAS PARIS 007109 SIPDIS FROM USMISSION UNESCO PARIS STATE PASS USTR BLISS, MCCOY NS! 
CONFIDENTIALSECTION 01 OF 08 MANAMA 001506 SIPDIS E.O. 12958: DECL: 10/16/2015 TAGS: PC 


Column 10 


CONFIDENTIALSECTION 01 OF 02 BANGKOK 006595 SIPDIS DEPARTMENT FOR EAP, EAP/MLS, IN 


Column 10 


UNCLAS SECTION 01 OF 02 MADRID 003635 SIPDIS DEPARTMENT FOR G, EUR/WE, AND OES/IHA; HHS I 


Column 10 


UNCLAS COLOMBO 001822 SIPDIS DEPARTMENT FOR IO/UNP - RAYMOND HOTZ E.O. 12958: N/A TAGS: 
CONFIDENTIALSECTION 01 OF 02 COLOMBO 001823 SIPDIS E.O. 12958: DECL: 10/18/2015 TAGS: F 


Column 10 


UNCLAS SECTION 01 OF 06 BANGKOK 006596 SIPDIS SENSITIVE DEPT FOR EAP/BCLTV; OES/IHA (DSIN 


Column 10 


UNCLAS DUSHANBE 001695 SIPDIS SENSITIVE STATE FOR EUR/CACEN, EUR/SE, EB Е.О. 12958: N/A T; 
UNCLAS SECTION 01 OF 07 OTTAWA 003106 SIPDIS STATE FOR ECA/A/E/USS - BRIAN N. GIBSON; WHA, 


Column 10 


CONFIDENTIALSECTION 01 OF 03 KINGSTON 002346 SIPDIS DEPARTMENT FOR G, DRL, S/P, WHA 


Column 10 


CONFIDENTIAL CCOLOMBO 001824 SIPDIS STATE FOR SA/INS E.O. 12958: DECL: 10/17/2015 TAGS: 


Column 10 


UNCLAS GENEVA 002522 SIPDIS STATE FOR IO/SHA, DRL/MLA E.O. 12958: N/A TAGS: PHUM, UNHRC-1, C 
CONFIDENTIALCAIRO 008016 SIPDIS BAGHDAD FOR LITT, MNF-I MG BARGEWELL E.O. 12958: DE 


Column 10 


CONFIDENTIALKUWAIT 004479 SIPDIS STATE FOR NEA/ARPI, LONDON FOR TSOU, PARIS FOR ZE 


Column 10 


UNCLAS SECTION 01 OF 02 TORONTO 002737 SIPDIS USDOE FOR PI (Pumphrey, Ward and Deutsch) STAT 


UNCLAS SECTION 01 OF 02 PARIS 007118 SIPDIS DEPT FOR INR/R/MR; IIP/RW; IIP/RNY; BBG/VOA; IIP/W 


Column 10 


CONFIDENTIALSECTION 01 OF 03 SANAA 003018 SIPDIS E.O. 12958: DECL: 10/17/2015 TAGS: PRE 


Column 10 


CONFIDENTIALKUWAIT 004480 SIPDIS STATE FOR NEA ARPI, LONDON FOR TSOU, PARIS FOR ZE 


Column 10 


UNCLAS SECTION 01 OF 03 CAIRO 008024 SIPDIS FOR NEA/PPD DBENZE; ECA/A/E/USS JKREISER E.O 
UNCLAS SECTION 01 OF 02 KUWAIT 004481 SIPDIS SIPDIS LONDON FOR TSOU DOE FOR PRICE/PI ANL 


Column 10 


CONFIDENTIALSECTION 01 OF 02 BAGHDAD 004289 SIPDIS E.O. 12958: DECL: 10/14/2015 TAGS: F 


Column 10 
CONFIDENTIALSECTION 01 OF 02 BAGHDAD 004290 SIPDIS E.O. 12958: БЕСІ: 10/17/2015 TAGS: F 


Column 10 


UNCLAS DUSHANBE 001696 SIPDIS E.O. 12958: N/A TAGS: PREL, PGOV, PHUM, KDEM, TI SUBJECT: A SH 
UNCLAS SECTION 01 OF 02 MUSCAT 001564 SIPDIS SENSITIVE STATE FOR NEA/ARPI, NEA/PI, NEA/PPE 


Column 10 


UNCLAS SANTO DOMINGO 004668 SIPDIS SENSITIVE FOR IO/UNP, OES/IHA, WHA/EPSC, AND WHA/CAF 


UNCLAS MUSCAT 001565 SIPDIS DEPT FOR NEA/ARPI AND NP/ECC (TGROEN) ABU DHABI FOR W. WALL 
UNCLAS SANTO DOMINGO 004670 SIPDIS SENSITIVE STATE FOR EB, WHA/CAR-SEARBY, WHA/EPSC E 
SECRETSANTO DOMINGO 004671 SIPDIS STATE ALSO FOR WHA/CAR-DAVID SEARBY, S/CT E.O. 129 
CONFIDENTIALBAGHDAD 004291 SIPDIS E.O. 12958: DECL: 10/17/2015 TAGS: PGOV, PHUM, PNAT, 


Column 10 


UNCLAS SANTO DOMINGO 004673 SIPDIS DEPARTMENT FOR WHA/CAR SEARBY, L/LEI FOR TAYLOR ANI 
UNCLAS SECTION 01 OF 04 ANKARA 006308 SIPDIS DEPT FOR EB/TRA/OTP AND EUR/SE ROME FOR CB 


Column 10 
UNCLAS KUWAIT 004483 SIPDIS STATE FOR NEA/ARPI SWALKER, LONDON FOR LTSOU E.O. 12958: N/A 


CONFIDENTIALSECTION 01 OF 02 HARARE 001420 SIPDIS AF/S FOR B. NEULING SENIOR AFRICA 
UNCLAS PRAGUE 001496 SIPDIS E.O. 12958: N/A TAGS: EAGR, ETRD, EZ, WTRO SUBJECT: CZECH RESF 


UNCLAS MADRID 003642 SIPDIS SENSITIVE E.O. 12958: N/A TAGS: PGOV, SP SUBJECT: SPAIN: URGING 


Column 10 


UNCLAS KINGSTON 002349 SIPDIS STATE FOR WHA/CAR, EB/CBA E.O. 12958: N/A TAGS: ECON, ETRD,. 


Column 10 


UNCLAS SECTION 01 OF 02 ANKARA 006310 SIPDIS USDOC FOR 4212/ITA/MAC/CPD/CRUSNAK DOE FOF 


Column 10 


UNCLAS SECTION 01 OF 04 HELSINKI 001118 SIPDIS SENSITIVE E.O. 12958: N/A TAGS: PREL, PGOV, PHI 


Column 10 


CONFIDENTIALSECTION 01 OF 02 MASERU 000526 SIPDIS DEPT PASS TO MILLENNIUM CHALLEN 


CONFIDENTIALSECTION 01 OF 02 DUBLIN 001281 SIPDIS AF/SPG (TSMITH) AF/RSA (DSIMS), EUR/ 
UNCLAS SECTION 01 OF 02 NAIROBI 004328 SIPDIS STATE FOR AF/E E.O. 12958: N/A TAGS: KE, PHUM, 


Column 10 


CONFIDENTIAL ΡΑΗΙ5 007124 SIPDIS E.O. 12958: DECL: 10/17/2015 TAGS: PREL, PHUM, PGOV, FR, 
SECRET SECTION 01 OF 02 NAIROBI 004331 SIPDIS E.O. 12958: DECL: 10/13/2015 TAGS: PREL, ASEC, 


Column 10 


UNCLAS THE HAGUE 002827 SIPDIS SENSITIVE E.O. 12958: N/A TAGS: PREL, PGOV, SU, NL SUBJECT: N 


Column 10 


UNCLAS RABAT 002157 SIPDIS SIPDIS STATE FOR NEA/PPD, R, IIP, PA, NEA/MAG, BBG E.O. 12958: N/A 


Column 10 


UNCLAS SECTION 01 OF 02 GUAYAQUIL 001225 SIPDIS SENSITIVE E.O. 12958: N/A TAGS: PGOV, KDEM, 


Column 10 


UNCLAS SANAA 003023 SIPDIS E.O. 12958: N/A TAGS: PREL, ETRD, SCUL, YM, UNESCO, UNGA, DEMARC 
UNCLAS ANKARA 006311 SIPDIS E.O. 12958: N/A TAGS: OPDC, PREL, SCUL, TU, BHUM, ETRC, UNESCO S 
UNCLAS MADRID 003648 SIPDIS STATE FOR EUR AND NEA; NSC FOR ANSLEY; SECDEF FOR OSD/ISP E 


Column 10 


CONFIDENTIALSECTION 01 OF 02 MASERU 000527 SIPDIS DEPT PASS TO MILLENNIUM CHALLEN 


UNCLAS CAIRO 008032 SIPDIS E.O. 12958: N/A TAGS: PREL, PGOV, EG, UNSC, UNGA SUBJECT: EGYPT V 


Column 10 


UNCLAS CAIRO 008033 SIPDIS SENSITIVE NEA FOR FO, ELA, RA E.O. 12958: N/A TAGS: EAGR, ETRD, Et 


CONFIDENTIALSECTION 01 OF 03 CAIRO 008034 SIPDIS NSC STAFF FOR POUNDS E.O. 12958: DE 


Column 10 


UNCLAS CAIRO 008036 SIPDIS NEA FOR ELA, RA EB FOR TRA E.O. 12958: N/A TAGS: EWWT, MARR, ЕС: 
CONFIDENTIALWARSAW 003625 SIPDIS E.O. 12958: DECL: 10/18/2010 TAGS: PARM, ETTC, KNNP, I 


Column 10 


UNCLAS MADRID 003649 SIPDIS SENSITIVE STATE FOR EUR AND NEA E.O. 12958: N/A TAGS: EAID, PGC 
UNCLAS SECTION 01 OF 04 ANKARA 006312 SIPDIS DEPARTMENT FOR INR/R/MR, EUR/SE, EUR/PD, NE/ 


Column 10 


UNCLAS SECTION 01 OF 03 ANKARA 006313 SIPDIS DEPARTMENT FOR INR/R/MR, EUR/SE, EUR/PD, NE/ 


Column 10 


CONFIDENTIALSECTION 01 OF 02 HARARE 001421 SIPDIS DAS T. WOODS AF/S FOR B. NEULING I 
UNCLAS OTTAWA 003114 SIPDIS STATE PASS TO USPTO FOR D. LASHLEY-JOHNSON AND AMY COTTON 


Column 10 


UNCLAS MADRID 003650 SIPDIS FOR IO/UNP - RAYMOND HOTZ FOR NEA/WE CLEMENTS AND HALL E.C 
CONFIDENTIALSECTION ΟΙ OF 02 ISTANBUL 001804 SIPDIS DEPARTMENT FOR EUR/SE E.O. 129: 


Column 10 


UNCLAS BRASILIA 002772 SIPDIS E.O. 12958: N/A TAGS: ETRD, OPDC, UN SUBJECT: BRAZIL: URGENT DE 


Column 10 
CONFIDENTIALTHE HAGUE 002829 SIPDIS E.O. 12958: DECL: 10/18/2015 TAGS: PREL, PARM, KNNI 


CONFIDENTIALSECTION 01 OF 02 QUITO 002359 SIPDIS E.O. 12958: DECL: TEN YEARS TAGS: РС 


Column 10 


UNCLAS WARSAW 003627 SIPDIS Ε.Ο. 12958: N/A TAGS: PREL, PGOV, KDEM, IZ, PL, Iraqi Freedom Coaliti 


UNCLAS ALGIERS 002132 SIPDIS E.O. 12958: N/A TAGS: PREL, PHUM, SMIG, AG, MO, Algeria-Morocco Rel: 


Column 10 


UNCLAS SECTION 01 OF 03 PARIS 007128 SIPDIS SENSITIVE FROM USMISSION UNESCO PARIS STATE 


Column 10 


CONFIDENTIALSECTION 01 OF 02 TEGUCIGALPA 002131 SIPDIS STATE FOR EB/IFD, WHA/EPSO, || 
UNCLAS SECTION 01 OF 02 PARIS 007132 SIPDIS SENSITIVE FOR G, OES, OES/IHA, EUR/WE HHS FOR | 


Column 10 


UNCLAS DUBLIN 001285 SIPDIS E.O. 12958: N/A TAGS: PREL, PTER, KHLS, ASEC, EWWT, ETRD, EIND, M/ 
CONFIDENTIALSECTION 01 OF 04 BRASILIA 002774 SIPDIS NSC FOR CRONIN TREASURY FOR OA 


Column 10 


UNCLAS SECTION 01 OF 02 CALGARY 000622 SIPDIS STATE FOR WHA/CAN, EB/ESC/ISC, EB/EPPD USD 


Column 10 


UNCLAS SECTION 01 OF 03 BAGHDAD 004297 SIPDIS STATE FOR INR/R/MR, NEA/PPD, NEA/PPA, NEA/AC 


Column 10 


UNCLAS SECTION 01 OF 03 BAGHDAD 004298 SIPDIS STATE FOR INR/R/MR, NEA/PPD, NEA/PPA, NEA/AC 


Column 10 


CONFIDENTIALOTTAWA 003116 SIPDIS E.O. 12958: DECL: 10/18/2015 TAGS: PARM, KNNP, PREL, C, 


Column 10 


UNCLAS SECTION 01 OF 02 BRASILIA 002775 SIPDIS NSC FOR CRONIN STATE PASS USTR TREASURY F 


Column 10 


UNCLAS SECTION 01 OF 02 WELLINGTON 000810 SIPDIS SENSITIVE STATE FOR EAP/ANP - DAN RICCI : 


Column 10 


CONFIDENTIALSECTION 01 OF 02 PORT AU PRINCE 002576 SIPDIS STATE FOR WHA/CAR DRL S/C 
UNCLAS GEORGETOWN 001095 SIPDIS E.O. 12958: N/A TAGS: ABLD, ACOA, AMGT, ASEC, KRIM, KSAF, O 


CONFIDENTIALSECTION 01 OF 02 PORT AU PRINCE 002593 SIPDIS STATE FOR WHA/CAR DRL SO 
UNCLAS SECTION 01 OF 02 BRASILIA 002785 SIPDIS SENSITIVE STATE FOR EB/TRA - EKLOTH AND ВМА 


Column 10 


CONFIDENTIALOTTAWA 003120 SIPDIS E.O. 12958: DECL: 10/17/2015 TAGS: BO, KDEM, PREL, PHU 
UNCLAS SECTION 01 OF 02 SANTIAGO 002131 SIPDIS FOR WHA/BSC, WHA/EX, DS/IP/WHA, DS/IP/ITA, D: 
UNCLAS LIMA 004504 SIPDIS DEPT FOR D, WHA, EB USTR FOR B. HARMAN DEPARTMENT PASS TO NSC 
UNCLAS WELLINGTON 000811 SIPDIS STATE FOR INR/R/MR, EAP/PD-AGrimes, EAP/ANP-DRicci, EAP/P - t 


Column 10 


UNCLAS PANAMA 002095 SIPDIS SENSITIVE DEPARTMENT FOR WHA/CEN E.O. 12958: N/A TAGS: EAID, 


Column 10 
UNCLAS SECTION 01 OF 02 TAIPEI 004227 SIPDIS DEPARTMENT FOR INR/R/MR, EAP/TC, EAP/PA, EAP/P 


Column 10 


UNCLAS SECTION 01 OF 03 TAIPEI 004229 SIPDIS INFO AMEMBASSY TOKYO AMEMBASSY SEOUL AMEN 


Column 10 


UNCLAS TEGUCIGALPA 002138 SIPDIS STATE FOR WHA/CEN, WHA/PPC, WHA/USOAS, AND DRL/PHD ST 


Column 10 


CONFIDENTIALSECTION 01 OF 03 TAIPEI 004230 SIPDIS DEPT FOR EAP/TC DEPT PASS AIT/W CO 


Column 10 


UNCLAS WELLINGTON 000812 SIPDIS STATE FOR IIP/G/EA - SPRIETO AND RFHOLDEN; EAP/PD - AEGRII 


Column 10 


UNCLAS SECTION 01 OF 02 MANAMA 001523 SIPDIS STATE FOR NEA/PPD CWHITTLESEY, NEA/ARPI JJC 


Column 10 


UNCLAS HELSINKI 001114 SIPDIS STATE FOR EUR/NB E.O. 12958: N/A TAGS: PGOV, PREL, Fl SUBJECT: / 


Column 10 


CONFIDENTIALSECTION 01 OF 02 AMMAN 008259 SIPDIS E.O. 12958: DECL: 06/15/2015 TAGS: PRE 


Column 10 


CONFIDENTIALSECTION 01 OF 02 HELSINKI 001116 SIPDIS E.O. 12958: DECL: 10/06/2015 TAGS: PF 


Column 10 


CONFIDENTIALSECTION 01 OF 02 WELLINGTON 000813 SIPDIS STATE FOR D (FRITZ), EAP/ANP, E 


Column 10 


UNCLAS ADANA 000190 SIPDIS E.O. 12958: N/A TAGS: PREL, PINS, PGOV, PHUM, TU, ADANA SUBJECT: S 


Column 10 


UNCLAS SECTION 01 OF 02 TAIPEI 004235 SIPDIS DEPT PASS AIT/WASHINGTON DEPT FOR EAP/TC, INF 


Column 10 


UNCLAS MADRID 003652 SIPDIS E.O. 12958: N/A TAGS: EAGR, ETRD, SP, WTRO SUBJECT: REQUEST FOI 
UNCLAS SECTION 01 OF 02 ANKARA 006315 SIPDIS E.O. 12958: N/A TAGS: MARR, MOPS, PREL, PTER, 


Column 10 


CONFIDENTIALSECTION 01 OF 02 DOHA 001752 SIPDIS FOR NEA/ARPI: STHORNE E.O. 12958: DE 


Column 10 


CONFIDENTIALSECTION 01 OF 02 RANGOON 001186 SIPDIS STATE FOR EAP/MLS E.O. 12958: DE 


Column 10 


UNCLAS SECTION 01 OF 02 ISLAMABAD 015677 SIPDIS SENSITIVE DEPT - PLEASE PASS TO USAID KAB 


Column 10 


UNCLAS ABUJA 002006 SIPDIS USDOC FOR 3131/ITA/ANESA/OA/KBURRESS STATE PASS TO USTR FOR 


Column 10 


CONFIDENTIAL TAIPEI 004246 SIPDIS STATE FOR AIT/W STATE FOR EAP/RSP/TC AND NP/NE ALEX 
SECRET TAIPEI 004247 SIPDIS DEPT FOR ΕΑΡ/ΤΟ, EAP/EP, NP/ECC, NP/CBM DEPT PASS AIT/W Ε.Ο. 1 
UNCLAS VIENNA 003397 SIPDIS STATE FOR IO/UNESCO AND EUR/AGS - VIKMANIS-KELLER COMMERCE 
UNCLAS VIENNA 003398 SIPDIS SENSITIVE STATE FOR EUR/ERA AND EUR/AGS - VIKMANIS-KELLER CC 


CONFIDENTIALSECTION 01 OF 02 TAIPEI 004249 SIPDIS DEPT PASS AIT/W, USTR DEPT FOR EAP/ 
UNCLAS SECTION 01 OF 02 CALCUTTA 000372 SIPDIS SENSITIVE DEPARTMENT FOR SA/INS E.O. 1295t 


Column 10 


CONFIDENTIALSECTION 01 OF 02 TAIPEI 004250 SIPDIS STATE PASS AIT/W E.O. 12958: DECL: 10, 


Column 10 


CONFIDENTIALALMATY 003839 SIPDIS DEPARTMENT FOR EUR/CACEN (J. MUDGE) E.O. 12958: E 


Column 10 


CONFIDENTIALSECTION 01 OF 02 MANAMA 001524 SIPDIS E.O. 12958: DECL: 10/17/2015 TAGS: PC 


Column 10 


CONFIDENTIALBANGKOK 006618 SIPDIS SENSITIVE E.O. 12958: DECL: 10/19/2015 TAGS: PGOV, P 
UNCLAS SECTION 01 OF 02 NAIROBI 004343 SIPDIS DEPT FOR EB/TPP/MTA, AF/E, AF/EPS, AND AF/PD D 


Column 10 


CONFIDENTIALSECTION 01 OF 02 TAIPEI 004251 SIPDIS STATE PASS AIT/W E.O. 12958: DECL: 10, 


Column 10 


CONFIDENTIALPRAGUE 001498 SIPDIS PM/DTCC - FOR BLUE LANTERN COORDINATOR, EUR/NCE 
UNCLAS SECTION 01 OF 02 AMMAN 008268 SIPDIS Ε.Ο. 12958: N/A TAGS: ОМІР, ASIG, JO SUBJECT: VIST 
CONFIDENTIALSECTION 01 OF 02 BAGHDAD 004305 SIPDIS E.O. 12958: DECL: 10/17/2015 TAGS: F 


Column 10 


CONFIDENTIALSECTION 01 OF 02 ANKARA 006316 SIPDIS DEPARTMENT FOR EUR/SE E.O. 12958 


Column 10 


UNCLAS MADRID 003659 SIPDIS FOR EUR/WE DHHS FOR CDC STEIGER OGHA E.O. 12958: N/A TAGS: O 


Column 10 


UNCLAS MADRID 003660 SIPDIS STATE PLEASE PASS TO EPA/OIA:GCASTELLANOS E.O. 12958: N/A TAG 
UNCLAS MADRID 003661 SIPDIS FOR OES/SAT AND EUR/WE STATE PLEASE PASS TO NASA/OER:LISA H, 
UNCLAS MADRID 003662 SIPDIS DHHS FOR NIH/FIC E.O. 12958: N/A TAGS: KSCA, TBIO, OTRA, SP, Count 
CONFIDENTIALPARIS 007145 SIPDIS E.O. 12958: DECL: 10/18/2015 TAGS: PREL, PHUM, FR, CU SU 


Column 10 


UNCLAS SECTION 01 OF 03 PARIS 007146 SIPDIS DEPT FOR INR/R/MR; IIP/RW; IIP/RNY; BBG/VOA; IIP/W 


Column 10 


CONFIDENTIALSANAA 003027 SIPDIS E.O. 12958: DECL: 10/19/2010 TAGS: PREL, ACOA, KHLS, YM 


CONFIDENTIALBAGHDAD 004306 SIPDIS E.O. 12958: DECL: 10/19/2015 TAGS: PINR, KDEM, IZ, Elec 


Column 10 


UNCLAS PARIS 007151 SIPDIS SENSITIVE STATE FOR ISN E.O. 12958: N/A TAGS: KNNP, KTIA, MNUC, PA 


Column 10 


UNCLAS NDJAMENA 001552 SIPDIS DEPT FOR DRL AND AF/C E.O. 12958: N/A TAGS: КОЕМ, PHUM, CD, | 


Column 10 


SECRET PARIS 007154 SIPDIS FOR ISN E.O. 12958: DECL: 10/18/2025 TAGS: PREL, KNNP, PARM, MNU 
CONFIDENTIALSECTION 01 OF 02 BANGKOK 006619 SIPDIS GENEVA FOR RMA E.O. 12958: DECL: 
UNCLAS SECTION 01 OF 17 ANKARA 006318 SIPDIS DEPARTMENT FOR G/TIP, G, INL, DRL, EUR/PGI, EUF 


Column 10 


UNCLAS KUWAIT 004510 SIPDIS E.O. 12958: N/A TAGS: EAIR, KU, FAA SUBJECT: JAZEERA AIRWAYS TOL 


Column 10 


UNCLAS SECTION 01 OF 07 TEL AVIV 006124 SIPDIS STATE FOR NEA, NEA/IPA, NEA/PPD WHITE HOUSE 


Column 10 


UNCLAS SECTION 01 OF 03 SANTO DOMINGO 004689 SIPDIS STATE FOR WHA, WHA/CAR, INR/IAA, NSC 


Column 10 


CONFIDENTIALSECTION 01 OF 04 SANTO DOMINGO 004690 SIPDIS STATE FOR WHA, WHA/CAR, ' 


Column 10 


UNCLAS MANAMA 001529 SIPDIS SENSITIVE STATE FOR NEA/ARPI, IO/UNP-RHOTZ E.O. 12958: N/A TAG 
UNCLAS MANAMA 001530 SIPDIS SENSITIVE PARIS FOR USDEL UNESCO E.O. 12958: N/A TAGS: ETRD, 


CONFIDENTIALMANAMA 001531 SIPDIS E.O. 12958: DECL: 10/19/2015 TAGS: PARM, PREL, KTIA, BA 
UNCLAS PORT AU PRINCE 002596 SIPDIS STATE FOR WHA/CAR WHA/EPSCA EB/ESC/IEC INR/IAA/MAC S 
CONFIDENTIALKATHMANDU 002264 SIPDIS DEPT FOR SA/INS NSC FOR GREEN LONDON FOR PC 
CONFIDENTIALSECTION 01 OF 03 NEW DELHI 008120 SIPDIS STATE FOR SA E.O. 12958: DECL: 1( 


Column 10 


UNCLAS SECTION 01 OF 02 KATHMANDU 002266 SIPDIS SENSITIVE DEPT FOR SA/INS NSC FOR GREEN 
CONFIDENTIALSECTION 01 OF 02 SANAA 003032 SIPDIS USDOC - PASS TO ADVOCACY СЕМТЕН/( 
UNCLAS SECTION 01 OF 02 WARSAW 003632 SIPDIS DEPT FOR EUR/NCE DKOSTELANCIK AND MSESSL 


CONFIDENTIAL VIENNA 003402 SIPDIS STATE FOR EUR/UMB AND EUR/AGS - VIKMANIS-KELLER E 


Column 10 


CONFIDENTIALSECTION 01 OF 03 CARACAS 003113 SIPDIS HQSOUTHCOM ALSO FOR POLAD DE 


Column 10 


CONFIDENTIALISLAMABAD 015728 SIPDIS FROM THE AMBASSADOR KABUL PLEASE PASS CFC-A 
CONFIDENTIALSECTION 01 OF 02 TELAVIV 006127 SIPDIS E.O. 12958: DECL: 10/18/2015 TAGS: EC 
UNCLAS SECTION 01 OF 02 ABUJA 002008 SIPDIS SENSITIVE FROM US REPS AT INTER-SUDANESE PE/ 


Column 10 


UNCLAS SECTION 01 OF 02 MUSCAT 001577 SIPDIS DEPT FOR NEA/ARPI, NEA/PPD, NEA/P, IIP/G/NEA E. 


Column 10 


CONFIDENTIALBAGHDAD 004311 SIPDIS E.O. 12958: DECL: 10/18/2015 TAGS: PGOV, PNAT, PHUM, 


Column 10 


UNCLAS MUSCAT 001578 SIPDIS SENSITIVE DEPT FOR DS/IP/NEA, DS/IP/ITA, NEA/ARPI, AND NEA/EX DE 
UNCLAS SECTION 01 OF 04 LILONGWE 000913 SIPDIS AIDAC USAID FOR DCHA/FFP LANDIS, ANDERSO 


Column 10 


UNCLAS ANKARA 006323 SIPDIS E.O. 12958: N/A TAGS: MOPS, KPKO, PREL, TU, FR, AF, NATO SUBJECT: 
UNCLAS ADANA 000191 SIPDIS SENSITIVE NOT FOR INTERNET DISTRIBUTION E.O. 12958: N/A TAGS: P 


CONFIDENTIALSECTION 01 OF 02 ADDIS ABABA 003636 SIPDIS E.O. 12958: DECL: 09/08/2015 ТАС: 


Column 10 


UNCLAS SECTION 01 OF 03 OTTAWA 003121 SIPDIS SENSITIVE STATE FOR WHA/CAN E.O. 12958: N/AT 


Column 10 
UNCLAS VIENNA 003407 SIPDIS SENSITIVE STATE FOR IO/UNESCO AND EUR/AGS - VIKMANIS-KELLER 


Column 10 


UNCLAS AMMAN 008283 SIPDIS IO/UNP FOR RAYMOND HOTZ Ε.Ο. 12958: N/A TAGS: IS, JO, PREL, UNG/ 
UNCLAS ANKARA 006324 SIPDIS E.O. 12958: N/A TAGS: OPDC, PREL, SCUL, TU, BHUM, ETRC, UNESCO S 
UNCLAS ANKARA 006325 SIPDIS SIPDIS E.O. 12958: N/A TAGS: PREL, IZ, TU SUBJECT: TURKISH FOREIG 
UNCLAS BRATISLAVA 000853 SIPDIS FOR EUR/NCE, INR/B, AND S/ES-O E.O. 12958: N/A TAGS: PGOV, PII 
CONFIDENTIALSECTION 01 OF 02 VILNIUS 001121 SIPDIS FOR SECRETARY RUMSFELD FROM AN 


UNCLAS MASERU 000531 SIPDIS E.O. 12958: N/A TAGS: EAGR, ETRD, ECON, KIPR, LT, WTRO SUBJECT: | 


Column 10 


UNCLAS SECTION 01 OF 02 MADRID 003667 SIPDIS VISAS VIPER DEPT FOR CA/VO/L/C AND INR/IC/TIPC 
UNCLAS MADRID 003668 SIPDIS VISAS VIPER DEPT FOR CA/VO/L/C AND INR/IC/TIPOFF E.O. 12958: N/A 


SECRET DJIBOUTI 001046 SIPDIS NOFORN DEPT. FOR DS/CC, DS/DSS, DS/DSS/IP, DS/IP/AF, DS/IP/IT/ 
UNCLAS MASERU 000532 SIPDIS SENSITIVE DEPT FOR IO; AF/S; AF/RSA E.O. 12958: N/A TAGS: ETRD, F 
CONFIDENTIALSECTION 01 OF 02 LILONGWE 000914 SIPDIS STATE FOR AF/S MELINDA TABLER-€ 


Column 10 


UNCLAS CAIRO 008077 SIPDIS SENSITIVE E.O. 12958: N/A TAGS: PGOV, ECON, KDEM, EG, corruption SUI 


Column 10 


UNCLAS PARAMARIBO 000679 SIPDIS DEPT FOR WHA/CAR: LLuftig E.O. 12958: N/A TAGS: EAGR, ETRD, 
UNCLAS MADRID 003671 SIPDIS FOR EUR/WE - CLEMENTS AND HALL FOR EUR/PPD - WALKER E.O. 12! 


CONFIDENTIALALGIERS 002138 SIPDIS NSC FOR ABRAMS E.O. 12958: DECL: 10/19/2015 TAGS: PI 


Column 10 


UNCLAS CAIRO 008078 SIPDIS SENSITIVE E.O. 12958: N/A TAGS: PREL, PGOV, EG, UNGA, UNSC, UNESC 
CONFIDENTIALSAN SALVADOR 002853 SIPDIS E.O. 12958: DECL: 10/19/2025 TAGS: PREL, PGOV, E 


Column 10 


UNCLAS OTTAWA 003122 SIPDIS SENSITIVE E.O. 12958: N/A TAGS: EU, XF, PREL, EAID, PGOV, PHUM SU 
UNCLAS SECTION 01 OF 02 OTTAWA 003123 SIPDIS DEPT FOR WHA/CAN AND AF/SPG E.O. 12958: N/A 1 


Column 10 


UNCLAS SAN SALVADOR 002857 SIPDIS DEPARTMENT PASS USTR E.O. 12958: N/A TAGS: ETRD, ES, PR 
UNCLAS PARAMARIBO 000680 SIPDIS SENSITIVE DEPT FOR WHA/CAR - LLUFTIG CARACAS FOR LEG 
UNCLAS CALCUTTA 000373 SIPDIS DEPT FOR SA/INS E.O. 12958: N/A TAGS: PGOV, PHUM, SOCI, CASC, 


Column 10 


UNCLAS SECTION 01 OF 02 KINGSTON 002359 SIPDIS STATE FOR WHA/CAR (WBENT), WHA/EPSC (JSL/ 
UNCLAS SECTION 01 OF 02 OTTAWA 003125 SIPDIS SENSITIVE DEPT FOR S/CRS E.O. 12958: N/A TAGS 


Column 10 


CONFIDENTIAL PARIS 007174 SIPDIS E.O. 12958: DECL: 10/17/2015 TAGS: PREL, IZ, FR, UNSC SUB 


Column 10 


UNCLAS PORT AU PRINCE 002604 SIPDIS STATE FOR WHA/CAR DRL S/CRS SOUTHCOM ALSO FOR POL 
UNCLAS SECTION 01 OF 02 BAGHDAD 004319 SIPDIS STATE FOR INR/R/MR, NEA/PPD, NEA/PPA, NEA/AC 


Column 10 


UNCLAS KINGSTON 002360 SIPDIS E.O. 12958: N/A TAGS: PREL, JM SUBJECT: DELIVERY OF PRESIDENT 
UNCLAS SECTION 01 OF 03 BAGHDAD 004320 SIPDIS STATE FOR INR/R/MR, NEA/PPD, NEA/PPA, NEA/AC 


Column 10 


CONFIDENTIALSECTION 01 OF 02 PORT AU PRINCE 002605 SIPDIS STATE FOR S/CRS SOUTHCOI 


Column 10 


CONFIDENTIALBAGHDAD 004321 SIPDIS E.O. 12958: DECL: 10/19/2015 TAGS: PGOV, PHUM, KDEM 
UNCLAS PORT AU PRINCE 002608 SIPDIS STATE FOR WHA/CAR DRL S/CRS SOUTHCOM ALSO FOR POL 
CONFIDENTIALBRASILIA 002798 SIPDIS E.O. 12958: DECL: 10/19/2015 TAGS: PREL, PARM, KNNP, B 
CONFIDENTIALOTTAWA 003127 SIPDIS STATE PASS USTR FOR SCHANDLER, JMELLE, JMENDENt 


Column 10 


CONFIDENTIALBAGHDAD 004322 SIPDIS E.O. 12958: DECL: 10/19/2015 TAGS: ECON, ENRG, EPET, 


Column 10 


CONFIDENTIAL PORT AU PRINCE 002609 SIPDIS E.O. 12958: DECL: 10/18/2015 TAGS: PREL, PGOV, 


Column 10 


UNCLAS SAN JOSE 002435 SIPDIS DEPT FOP DS/IP/WHA AND DS/IP/FPO E.O. 12958: N/A TAGS: ASEC SL 
CONFIDENTIALSECTION 01 OF 07 ASUNCION 001312 SIPDIS FBI FOR DIRECTOR MUELLER Ε.Ο. 


Column 10 


UNCLAS SAN JOSE 002436 SIPDIS WHA/CEN EB FOR WCRAFT, BLAMPRON E FOR DEDWARDS WHA/EP 


Column 10 


UNCLAS SAN JOSE 002437 SIPDIS WHA/CEN EB FOR WCRAFT, BLAMPRON E FOR DEDWARDS WHA FO 


Column 10 

UNCLAS ASUNCION 001313 SIPDIS STATE FOR IO/UNP (RAYMOND HOTZ) E.O. 12958: N/A TAGS: PREL, I: 
UNCLAS ASUNCION 001314 SIPDIS STATE FOR IO/UNP (RAYMOND HOTZ) E.O. 12958: N/A TAGS: PREL, I: 
UNCLAS ASUNCION 001315 SIPDIS E.O. 12958: N/A TAGS: KDEM, KPAO, PREL, PGOV, IZ SUBJECT: PARA( 
CONFIDENTIALSECTION 01 OF 02 LIMA 004521 SIPDIS STATE FOR E, EB A/S WAYNE, WHA AA/S St 
UNCLAS LJUBLJANA 000737 SIPDIS SENSITIVE ROME PLEASE PASS TO DAS R. DICARLO DEPT FOR E 


Column 10 


UNCLAS SECTION ΟἹ OF 04 ISLAMABAD 015730 SIPDIS STATE ALSO PASS TO USAID USAID/W FOR A/AIE 
CONFIDENTIALSECTION 01 OF 02 ISLAMABAD 015731 SIPDIS E.O. 12958: DECL: 09/19/2015 TAGS: 


Column 10 


UNCLAS SECTION 01 OF 02 WELLINGTON 000816 SIPDIS STATE FOR EAP/ANP/RICCI AND EB/IPE/WILSC 


Column 10 


UNCLAS BANGKOK 006627 SIPDIS PARIS FOR UNESCO E.O. 12958: N/A TAGS: ETRD, PHUM, SCUL, ΤΗ, | 


CONFIDENTIALSECTION 01 OF 02 TELAVIV 006133 SIPDIS E.O. 12958: DECL: 10/20/2015 TAGS: PT 


Column 10 


UNCLAS SECTION 01 OF 02 AMMAN 008284 SIPDIS STATE FOR NEA/ARN, NEA/PA, NEA/AIA, INR/NESA, R 


Column 10 


CONFIDENTIALSECTION 01 OF 03 ISLAMABAD 015736 SIPDIS E.O. 12958: DECL: 10/18/2015 TAGS: 


Column 10 
CONFIDENTIALSECTION 01 OF 02 MANILA 004962 SIPDIS DEPT FOR EAP, EAP/MTS, EAP/MLS, INF 


Column 10 


CONFIDENTIALBRATISLAVA 000854 SIPDIS E.O. 12958: DECL: 10/19/2015 TAGS: PGOV, PINR, PREI 


Column 10 


UNCLAS DUSHANBE 001700 SIPDIS DEPARTMENT FOR DS/C/DC FRANKFURT FOR FRDCD E.O. 12958: | 
UNCLAS KUWAIT 004516 SIPDIS SENSITIVE SIPDIS E.O. 12958: N/A TAGS: AMED, CASC, KSCA, SENV, TE 


Column 10 


CONFIDENTIALSECTION 01 OF 02 ANKARA 006326 SIPDIS E.O. 12958: DECL: 10/20/2015 TAGS: PG 


Column 10 


UNCLAS KUWAIT 004517 SIPDIS SENSITIVE SIPDIS STATE FOR NEA/ARPI SWALKER, LONDON FOR LTS 


Column 10 


UNCLAS SECTION 01 OF 02 WELLINGTON 000821 SIPDIS STATE FOR D (FRITZ), EAP/ANP, EAP/EP, EAP/F 


Column 10 


SECRETSOFIA001808 SIPDIS E.O. 12958: DECL: 10/20/2015 TAGS: PARM, PREL, MASS, MARR, BG SU 


Column 10 


CONFIDENTIALSECTION 01 OF 02 BAGHDAD 004323 SIPDIS E.O. 12958: DECL: 10/20/2015 TAGS: F 


Column 10 


CONFIDENTIALBAGHDAD 004324 SIPDIS E.O. 12958: DECL: 10/20/2015 TAGS: PGOV, PHUM, KJUS, 


CONFIDENTIALDUSHANBE 001701 SIPDIS E.O. 12958: DECL: 10/20/2015 TAGS: PGOV, PHUM, KDE 
UNCLAS CAIRO 008081 SIPDIS SENSITIVE NEA FOR FO, ELA, RA NEA PLEASE PASS USTR E.O. 12958: ^ 


Column 10 


UNCLAS SECTION 01 OF 02 HARARE 001440 SIPDIS AID/W FOR AFR/SD/HRD, G/PHN/DAA G/PHN/POP, G, 
UNCLAS MANILA 004971 SIPDIS SENSITIVE DEPT FOR EAP, EAP/MTS, EAP/MLS, INR/EAP, DS E.O. 1295t 


Column 10 


UNCLAS SECTION 01 OF 07 TEL AVIV 006146 SIPDIS STATE FOR NEA, NEA/IPA, NEA/PPD WHITE HOUSE 


Column 10 


UNCLAS SECTION 01 OF 05 NEW DELHI 008140 SIPDIS AIDAC AID/W FOR DCHA/OFDA FOR DCHA/FFP, I 


Column 10 


CONFIDENTIALSECTION 01 OF 02 WARSAW 003642 SIPDIS DEPARTMENT FOR WHA/CCA AND EU 


Column 10 


CONFIDENTIALSECTION 01 OF 02 BANGKOK 006639 SIPDIS DEPARTMENT FOR EAP, EAP/MLS, EZ 


Column 10 


UNCLAS RABAT 002173 SIPDIS SIPDIS E.O. 12958: N/A TAGS: EFIN, PREL, UNSC, MO, IZ SUBJECT: IRAQI 


SECRET DUSHANBE 001702 SIPDIS STATE FOR EUR/CACEN, SA, DRL, EB NSC FOR MERKEL Ε.Ο. 1: 


Column 10 


UNCLAS SECTION 01 OF 04 HANOI 002760 SIPDIS STATE FOR ΕΑΡ/ΜΙ 5; INL/AAE; G/TIP E.O. 12958: М/А” 


Column 10 


UNCLAS SECTION 01 OF 03 TAIPEI 004262 SIPDIS SENSITIVE STATE PASS AIT/W E.O. 12958: N/A TAGS: 


UNCLAS SECTION 01 OF 04 HANOI 002762 SIPDIS USAID WASHDC USAID/RDM-A/BANGKOK PRIORITY € 


Column 10 


UNCLAS PARIS 007182 SIPDIS STATE FOR PM/DTCC - BLUE LANTERN COORDINATOR ABUJA FOR POL-I 


Column 10 


UNCLAS SECTION 01 OF 02 HANOI 002763 SIPDIS SENSITIVE E.O. 12958: N/A TAGS: PREL, PGOV, VM, A: 


Column 10 


UNCLAS SECTION 01 OF 02 ATHENS 002735 SIPDIS SENSITIVE DEPT FOR EUR/SE, EUR/PD, DS/ISI/PII, Г 


Column 10 


UNCLAS MASERU 000534 SIPDIS FOR IO/UNP - RAYMOND HOTZ; AF/S E.O. 12958: N/A TAGS: PREL, IS, L 
UNCLAS NEW DELHI 008150 SIPDIS SENSITIVE E.O. 12958: N/A TAGS: PREL, PGOV, KDEM, KPAO, IN, Ind 
UNCLAS SECTION 01 OF 03 HO CHI MINH CITY 001091 SIPDIS SENSITIVE E.O. 12958: N/A TAGS: PGOV,I 


Column 10 


CONFIDENTIALSECTION 01 OF 02 KATHMANDU 002293 SIPDIS DEPT FOR SA/INS NSC FOR GREE 


Column 10 


UNCLAS SECTION 01 OF 02 HO CHI MINH CITY 001092 SIPDIS SENSITIVE STATE PASS USTR ELENA BR' 


Column 10 


UNCLAS NDJAMENA 001556 SIPDIS SECSTATE FOR AF/C, AF/EPS, OES ACCRA FOR USAID/WARP REO, 


Column 10 


UNCLAS SECTION 01 OF 02 KATHMANDU 002295 SIPDIS SENSITIVE STATE FOR SA/INS LONDON FOR P 


Column 10 


UNCLAS SECTION 01 OF 08 ISLAMABAD 015766 SIPDIS STATE ALSO PASS TO USAID USAID/W FOR A/AIE 
CONFIDENTIALKINSHASA 001757 SIPDIS E.O. 12958: DECL: 10/20/2015 TAGS: PGOV, PREL, KPKO, 
CONFIDENTIALISTANBUL 001825 SIPDIS DEPARTMENT FOR EUR/SE E.O. 12958: DECL: 10/19/201! 


CONFIDENTIALSECTION 01 OF 02 COLOMBO 001830 SIPDIS STATE FOR SA/INS E.O. 12958: DECL 


Column 10 


CONFIDENTIALSECTION 01 OF 02 COLOMBO 001831 SIPDIS E.O. 12958: DECL: 10/20/2015 TAGS: F 


Column 10 


CONFIDENTIALSECTION 01 OF 02 COLOMBO 001832 SIPDIS STATE FOR SA/INS E.O. 12958: DECL 


Column 10 


UNCLAS TORONTO 002770 SIPDIS E.O. 12958: N/A TAGS: SCUL, PGOV, KPAO, PHUM, SOCI, CA, Educatior 


Column 10 


UNCLAS SECTION ΟἹ OF 02 PARIS 007188 SIPDIS DEPT FOR INR/R/MR; IIP/RW; IIP/RNY; BBG/VOA; IIP/W 


Column 10 


CONFIDENTIALBAGHDAD 004329 SIPDIS E.O. 12958: DECL: 10/18/2015 TAGS: PGOV, PINR, IZ, Eleci 
UNCLAS SECTION 01 OF 02 MUMBAI 002076 SIPDIS SENSITIVE E.O. 12958: N/A TAGS: PGOV, ECON, PIN 


Column 10 


CONFIDENTIALYEREVAN 001881 SIPDIS DEPARTMENT FOR IO/UNESCO JANE COWLEY, EUR/CAC 


CONFIDENTIALSECTION 01 OF 08 MADRID 003677 SIPDIS E.O. 12958: DECL: 10/20/2015 TAGS: PRI 


Column 10 


CONFIDENTIALSECTION 01 OF 08 ANKARA 006337 SIPDIS E.O. 12958: DECL: 10/20/2025 TAGS: PG 


Column 10 


CONFIDENTIALSECTION 01 OF 08 NEW DELHI 008162 SIPDIS E.O. 12958: DECL: 10/06/2015 TAGS: 


Column 10 


UNCLAS AMMAN 008299 SIPDIS PARIS FOR UNESCO E.O. 12958: N/A TAGS: ETRD, PREL, SCUL, JO, UNE 
SECRET SECTION ΟἹ OF 02 ROME 003512 SIPDIS E.O. 12958: DECL: 10/19/2015 TAGS: PREL, PTER, PI 


Column 10 


UNCLAS RABAT 002177 SIPDIS SIPDIS STATE FOR NEA/MAG, DRL SENSITIVE BUT UNCLASSIFIED E.O. 


Column 10 


CONFIDENTIALBAGHDAD 004330 SIPDIS E.O. 12958: DECL: 10/18/2015 TAGS: PGOV, PTER, KDEM, 
UNCLAS SECTION 01 OF 02 NEW DELHI 008163 SIPDIS SENSITIVE STATE FOR SA E.O. 12958: N/A TAGS 


Column 10 


UNCLAS VIENNA 003417 SIPDIS STATE FOR EUR/OHI AND EUR/AGS (VIKMANIS-KELLER) E.O. 12958: N// 


SECRET SECTION 01 OF 02 ISLAMABAD 015769 SIPDIS DEPT - PLEASE PASS TO USAID KABUL- PLEA 


Column 10 


CONFIDENTIALTHE HAGUE 002845 SIPDIS E.O. 12958: DECL: 10/18/2015 TAGS: PREL, PHUM, PGO 


Column 10 


CONFIDENTIALSECTION 01 OF 02 BAGHDAD 004332 SIPDIS E.O. 12958: DECL: 10/20/2015 TAGS: F 


Column 10 


UNCLAS SECTION 01 OF 02 DOHA 001764 SIPDIS STATE FOR NEA/ARPI, NEA/RA E.O. 12958: N/A TAGS: I 


Column 10 


UNCLAS SAN SALVADOR 002862 SIPDIS STATE PASS WHA//CEN DESK OFFICER PAUL DEGLER AND PM/ 
UNCLAS VIENNA 003418 SIPDIS STATE FOR IO/UNP - HOTZ AND EUR/AGS - VIKMANIS-KELLER E.O. 129! 


CONFIDENTIALANKARA 006339 SIPDIS DEPARTMENT FOR EUR/SE AND ISN/CB E.O. 12958: DECL 
UNCLAS DJIBOUTI 001051 SIPDIS E.O. 12958: N/A TAGS: ETRD, PREL, SCUL, DJ, UNESCO SUBJECT: URC 
CONFIDENTIALSECTION 01 OF 02 DOHA 001765 SIPDIS STATE FOR NEA/PD, NEA/ARP INFO NSC I 


Column 10 


UNCLAS TEL AVIV 006160 SIPDIS SENSITIVE STATE FOR OES/OHA, OES/PCI, NEA/IPA AND NEA/RA HHS 


UNCLAS VIENNA 003420 SIPDIS STATE FOR IO/UNP - HOTZ AND EUR/AGS - VIKMANIS-KELLER E.O. 129: 
UNCLAS ROME 003514 SIPDIS STATE FOR EB/TRA, EUR/WE, NEA/ELA, CA/VO E.O. 12958: N/A TAGS: EA 


Column 10 


UNCLAS SECTION 01 OF 03 BRASILIA 002804 SIPDIS DEPT FOR WHA/BSC AND EB/TPP STATE PASS TO | 


Column 10 


UNCLAS ANKARA 006348 SIPDIS SENSITIVE E.O. 12958: N/A TAGS: PREL, IS, TU, UNGA SUBJECT: ISRAE 


Column 10 


UNCLAS SECTION 01 OF 02 CAIRO 008110 SIPDIS SENSITIVE FROM REGIONAL REFUGEE COORDINATC 


Column 10 


UNCLAS MADRID 003679 SIPDIS STATE PLEASE PASS TO DINT/USGS/JSAFFER E.O. 12958: N/A TAGS: K: 
UNCLAS SECTION 01 OF 02 ATHENS 002742 SIPDIS EUR/SE FOR PARENTE/YOUNTCHI INL/CTR G/TIP FC 


Column 10 


CONFIDENTIALSECTION 01 OF 03 PARIS 007195 SIPDIS E.O. 12958: DECL: 10/18/2015 TAGS: FR, P 


Column 10 


CONFIDENTIALSECTION 01 OF 02 CAIRO 008111 SIPDIS E.O. 12958: DECL: 10/20/2015 TAGS: PREL 


Column 10 


UNCLAS BAGHDAD 004335 SIPDIS SENSITIVE E.O. 12958: N/A TAGS: EPET, ENRG, ECON, EFIN, KCOR, I 


Column 10 
UNCLAS ANKARA 006349 SIPDIS SIPDIS E.O. 12958: N/A TAGS: PREL, TU SUBJECT: TURKISH MND REQL 
CONFIDENTIAL PARIS 007197 SIPDIS E.O. 12958: БЕСІ: 10/13/2015 TAGS: PREL, PHUM, KSCA, SOC 


Column 10 


CONFIDENTIALPARIS 007198 SIPDIS E.O. 12958: DECL: 10/20/2015 TAGS: PREL, PHUM, SU, CD, FF 


Column 10 


CONFIDENTIALSECTION 01 OF 03 CAIRO 008112 SIPDIS NSC STAFF FOR POUNDS E.O. 12958: DE 


Column 10 


CONFIDENTIALPRAGUE 001502 SIPDIS E.O. 12958: DECL: 10/21/2015 TAGS: PREL, ETTC, EZ, IR, El 
UNCLAS PRAGUE 001503 SIPDIS SENSITIVE E.O. 12958: N/A TAGS: ETRD, PREL, SCUL, EZ, UNESCO, EL 
CONFIDENTIALANKARA 006351 SIPDIS SIPDIS E.O. 12958: DECL: 10/18/2015 TAGS: PREL, TU, CY, 


Column 10 


CONFIDENTIALSECTION 01 OF 02 AMMAN 008303 SIPDIS E.O. 12958: DECL: 10/19/2015 TAGS: PGC 


Column 10 


UNCLAS TEGUCIGALPA 002154 SIPDIS STATE FOR IO/UNESCO, IO/T, IO/UNP, WHA/PPC, AND WHA/CEN F 
CONFIDENTIALSECTION 01 OF 02 THE HAGUE 002850 SIPDIS STATE FOR EUR/UBI, S/ST, D/HS, IN 


Column 10 


UNCLAS TEGUCIGALPA 002155 SIPDIS DEPT. FOR WHA/PD; IIP/G/WHA DIPASQUALE; AND IIP/T/ES DEPT 


UNCLAS PRAGUE 001504 SIPDIS SENSITIVE E.O. 12958: N/A TAGS: PGOV, PREL, EINV, EZ SUBJECT: CZE 
CONFIDENTIALSECTION 01 OF 08 HARARE 001446 SIPDIS AF/S FOR BNEULING NSC FOR SENIOF 


Column 10 


UNCLAS BRASILIA 002805 SIPDIS E.O. 12958: N/A TAGS: ETRD, SCUL, UNESCO SUBJECT: BRAZIL: URGE 
SECRETPRAGUE 001505 SIPDIS E.O. 12958: DECL: 10/19/2015 TAGS: PHUM, PREL, MOPS, EZ SUBJEC 
UNCLAS SECTION 01 OF 03 BRASILIA 002806 SIPDIS SENSITIVE STATE PLEASE PASS TO USTR NSC FO 


Column 10 


CONFIDENTIALWARSAW 003650 SIPDIS DEPARTMENT FOR CA/VO/F/P, DRL/CRA, DEPARTMENT A 


Column 10 


UNCLAS SECTION 01 OF 04 ANKARA 006352 SIPDIS DEPARTMENT FOR INR/R/MR, EUR/SE, EUR/PD, ΝΕΑ 


Column 10 


UNCLAS SECTION 01 OF 04 ANKARA 006353 SIPDIS DEPARTMENT FOR INR/R/MR, EUR/SE, EUR/PD, NE/ 


Column 10 


UNCLAS THE HAGUE 002853 SIPDIS SENSITIVE STATE FOR IO/UNP - RAYMOND HOTZ E.O. 12958: N/A 1 


SECRETABUJA 002020 SIPDIS E.O. 12958: DECL: 10/20/15 TAGS: SNAR, PREL, PGOV, NI, NARCOTICS 
CONFIDENTIALSECTION 01 OF 03 PARIS 007201 SIPDIS E.O. 12958: DECL: 10/20/2015 TAGS: PREL 


Column 10 


UNCLAS MADRID 003681 SIPDIS DEPT FOR WHA/AND AND EUR/WE E.O. 12958: N/A TAGS: PREL, BL, SP 
UNCLAS SECTION 01 OF 03 ACCRA 002150 SIPDIS FSI FOR LMS/SPS - MCMULLEN FSI FOR DEAN M. GUI 
UNCLAS SECTION 01 OF 03 QUITO 002386 SIPDIS DEPT FOR WHA/AND, WHA/PPC, EB, AND DRL/IL. USD 
UNCLAS MADRID 003682 SIPDIS STATE FOR EB/ESC/TFS - JEAN CLARK S/CT - TODD KUSHNER INL/C/CF 
UNCLAS GEORGETOWN 001106 SIPDIS FOR OBO/OM/FAC/PS - LURCH Ε.Ο. 12958: N/A TAGS: ABLD, ACC 


UNCLAS SECTION 01 OF 03 BAGHDAD 004336 SIPDIS STATE FOR INR/R/MR, NEA/PPD, NEA/PPA, NEA/AC 


Column 10 


UNCLAS SECTION 01 OF 02 BAGHDAD 004337 SIPDIS STATE FOR INR/R/MR, NEA/PPD, NEA/PPA, NEA/AC 


Column 10 


CONFIDENTIALSECTION 01 OF 02 BOGOTA 009896 SIPDIS SOUTHCOM FOR POLAD E.O. 12958: E 


Column 10 


SECRET SECTION 01 OF 02 BAGHDAD 004338 SIPDIS E.O. 12958: DECL: 10/20/2015 TAGS: PGOV, PHU 
UNCLAS KINGSTON 002382 SIPDIS STATE FOR WHA/CAR (WBENT), EB/IPE (SFWILSON) E.O. 12958: N/A 


UNCLAS KINGSTON 002383 SIPDIS STATE FOR WHA/CAR (WBENT) E.O. 12958: N/A TAGS: EAGR, ETRD, 
UNCLAS KINGSTON 002384 SIPDIS DEPARTMENT FOR WHA/CAR, IO/T E.O. 12958: N/A TAGS: ETRD, PHI 


UNCLAS LIMA 004538 SIPDIS DEPT FOR WHA/AND, EB/TRA/AN FAA FOR MIAMI MONTREAL FOR ICAO E. 


Column 10 

CONFIDENTIALOTTAWA 003153 SIPDIS STATE FOR EB/ESC/TFS (JEAN CLARK), S/CT (TODD KUSF 
CONFIDENTIALSECTION 01 OF 02 LIMA 004539 SIPDIS DEPT FOR EAP/CM, WHA/AND, WHA/EPSC 
UNCLAS ASUNCION 001321 SIPDIS E.O. 12958: N/A TAGS: ETRD, PREL, PHUM, SCUL, UNESCO SUBJECT 
UNCLAS SECTION 01 OF 02 SAN SALVADOR 002873 SIPDIS E.O. 12958: N/A TAGS: ETRD, PREL, ES, CAF] 


Column 10 


UNCLAS SAN JOSE 002451 SIPDIS DEPT FOR WHA/CEN JASON MACK E.O. 12958: N/A TAGS: PREL, PGC 


UNCLAS TEGUCIGALPA 002169 SIPDIS E.O. 12958: N/A TAGS: EAGR, ETRD, ECON, HO, WTRO SUBJECT: 
UNCLAS TAIPEI 004264 SIPDIS SENSITIVE STATE FOR EAP/RSP/TC, G, OES/IHA STATE PLEASE PASS TC 


Column 10 


UNCLAS SECTION 01 OF 03 SAN SALVADOR 002875 SIPDIS SENSITIVE DEPT PASS USTR E.O. 12958: N, 


Column 10 


UNCLAS WELLINGTON 000826 SIPDIS DEPT FOR EAP/ANP DRICCI E.O. 12985: N/A TAGS: OTRA, NZ, Cou 
UNCLAS SECTION 01 OF 02 TAIPEI 004272 SIPDIS DEPARTMENT FOR INR/R/MR, EAP/TC, EAP/PA, EAP/P 


Column 10 


UNCLAS SECTION 01 OF 02 BANGKOK 006650 SIPDIS EAP/MLS FOR HIGGINS E.O. 12958: N/A TAGS: OT 


Column 10 


UNCLAS SECTION 01 OF 02 BANGKOK 006653 SIPDIS SENSITIVE DEPT FOR EAP/MLA - WEYER E.O. 12! 


Column 10 


CONFIDENTIALSECTION 01 OF 02 BAGHDAD 004339 SIPDIS CENTCOM FOR POLAD E.O. 12958: E 


Column 10 


UNCLAS WELLINGTON 000827 SIPDIS STATE FOR IIP/G/EA - SPRIETO and RFHOLDEN; EAP/PD - AGRIME 
UNCLAS BANGKOK 006663 SIPDIS HHS FOR OGHA - STEIGER, ELVANDER, BHAT E.O. 12958: N/A TAGS: | 
UNCLAS ADANA 000192 SIPDIS E.O. 12958: N/A TAGS: PREL, PINS, PGOV, PHUM, TU, ADANA SUBJECT: S 


UNCLAS SECTION 01 OF 03 HARARE 001447 SIPDIS DCHA/FFP FOR LANDIS, WELLER, MUTAMBA, PETEI 


Column 10 


UNCLAS PRAGUE 001506 SIPDIS SENSITIVE E.O. 12958: N/A TAGS: PREL, IS, EZ, UNGA SUBJECT: CZEC 


CONFIDENTIALSECTION 01 OF 03 COLOMBO 001837 SIPDIS E.O. 12958: DECL: 10/21/2015 TAGS: F 


Column 10 


SECRET SECTION ΟἹ OF 04 THE HAGUE 002855 SIPDIS Е.О. 12958: DECL: 10/20/2015 TAGS: MARR, PF 


Column 10 


UNCLAS SECTION 01 OF 08 TEL AVIV 006166 SIPDIS STATE FOR NEA, NEA/IPA, NEA/PPD WHITE HOUSE 


Column 10 


UNCLAS MADRID 003683 SIPDIS E.O. 12958: N/A TAGS: OTRA, SP, Country Visits SUBJECT: SPAIN COUNTF 
CONFIDENTIALSECTION 01 OF 03 PARIS 007202 SIPDIS E.O. 12958: DECL: 10/20/2015 TAGS: PREL 


Column 10 


UNCLAS SECTION 01 OF 02 TAIPEI 004290 SIPDIS DEPARTMENT FOR INR/R/MR, EAP/TC, EAP/PA, EAP/P 


Column 10 


SECRET SECTION ΟἹ OF 03 ADDIS ABABA 003657 SIPDIS DEPARTMENT FOR AF/FO, AF/E, AF/RSA LON 


Column 10 


CONFIDENTIAL ALMATY 003857 SIPDIS DEPT FOR EB/ESC; EUR/SNEC (MANN); EUR/CACEN (MUL 


Column 10 


CONFIDENTIAL NDJAMENA 001560 SIPDIS SENSITIVE DEPARTMENT FOR AF, TREASURY FOR O: 


Column 10 


CONFIDENTIALSECTION 01 OF 03 TAIPEI 004292 SIPDIS STATE PASS AIT/WASHINGTON E.O. 129! 


Column 10 
CONFIDENTIALSECTION 01 OF 08 RANGOON 001198 SIPDIS STATE FOR EAP/MLS E.O. 12958: DE 


Column 10 


CONFIDENTIALSECTION 01 OF 08 RANGOON 001199 SIPDIS STATE FOR EAP/MLS, SA E.O. 12958: 


Column 10 


UNCLAS DUSHANBE 001708 SIPDIS STATE FOR EUR/CACEN, SA, DRL E.O. 12958: N/A TAGS: PGOV, PHI 


Column 10 


UNCLAS LJUBLJANA 000746 SIPDIS E.O. 12958: N/A TAGS: PREL, PARM, ETTC, KSTC, SI SUBJECT: COU 
CONFIDENTIALSECTION 01 OF 02 TORONTO 002778 SIPDIS E.O. 12958: DECL: 10/20/2015 TAGS: E 
UNCLAS SECTION 01 OF 02 ROME 003521 SIPDIS SENSITIVE FROM THE U.S. MISSION TO THE UN AGEI 


Column 10 


UNCLAS GABORONE 001539 SIPDIS SENSITIVE AF/S FOR MUNCY E.O. 12958: N/A TAGS: PGOV, PHUM 


Column 10 


UNCLAS SECTION 01 OF 02 HARARE 001448 SIPDIS AF/S FOR B. NEULING NSC FOR SENIOR AFRICA DIF 
CONFIDENTIALKINSHASA 001765 SIPDIS E.O. 12958: DECL: 10/10/2015 TAGS: PGOV, PREL, KPKO, 
UNCLAS SECTION 01 OF 02 PARIS 007213 SIPDIS DEPT FOR INR/R/MR; IIP/RW; IIP/RNY; BBG/VOA; IIP/W 


Column 10 


UNCLAS KATHMANDU 002306 SIPDIS STATE FOR SA/INS; STATE FOR INR; LONDON FOR POL/GURNEY,; | 
UNCLAS SECTION ΟἹ OF 03 PARIS 007216 SIPDIS SENSITIVE E.O. 12958: N/A TAGS: ЕЛІН, ЕТАР, ASEC, í 


Column 10 


UNCLAS SECTION 01 OF 02 NEW DELHI 008185 SIPDIS FOR DEPT FOR OFFICE OF INTERNATIONAL AFF. 
UNCLAS SECTION 01 OF 02 GENEVA 002567 SIPDIS USEU FOR MEZNAR, USUN FOR MALY E.O. 12958: N 
UNCLAS SECTION 01 OF 02 MADRID 003684 SIPDIS SENSITIVE EUR/WE FOR GARY CLEMENTS STATE F 


Column 10 


CONFIDENTIALSECTION 01 OF 04 MINSK 001284 SIPDIS SIPDIS E.O. 12958: DECL: 10/19/15 TAGS: 


Column 10 


UNCLAS ASUNCION 001322 SIPDIS STATE FOR WHA/BSC, WHA/EPSC ALSO FOR EB/IEC STATE PASS TC 
UNCLAS BRASILIA 002811 SIPDIS NSC FOR CRONIN USTR FOR SULLIVAN TREASURY FOR OASIA - DAS | 
CONFIDENTIAL YEREVAN 001885 SIPDIS DEPT FOR EUR/CACEN E.O. 12958: БЕСІ: 10/21/2015 ΤΑΙ 


UNCLAS SECTION 01 OF 02 АПАМА 000193 SIPDIS E.O. 12958: N/A TAGS: PREL, PINS, PGOV, PHUM, TU, y 


Column 10 


UNCLAS ISLAMABAD 015856 SIPDIS E.O. 12958: N/A TAGS: CA, EAID, PK, PREF, PREL, SENV, Earthquake š 
UNCLAS SECTION 01 OF 02 ATHENS 002748 SIPDIS PASS TO CELESTE CONNORS EUR/PGI E.O. 12958: 
UNCLAS THE HAGUE 002859 SIPDIS STATE FOR L/LEI AND EUR/UBI JUSTICE FOR OIA/JFRIEDMAN E.O. 


Column 10 
CONFIDENTIALSECTION 01 OF 02 ANKARA 006370 SIPDIS E.O. 12958: DECL: 10/20/2015 TAGS: PR 


Column 10 


UNCLAS SECTION ΟἹ OF 02 TEL AVIV 006170 SIPDIS STATE FOR OES/PCI, NEA/IPA AND NEA/RA Е.О. 12€ 


Column 10 


UNCLAS VIENNA 003424 SIPDIS DEPARTMENT FOR CA/VO/F/P - DLOPES DA ROSA; CA/EX - JARZT; CA/P, 


Column 10 


CONFIDENTIALNEW DELHI 008188 SIPDIS E.O. 12958: DECL: 10/19/2015 TAGS: MOPS, PREL, PTEF 


Column 10 


UNCLAS NEW DELHI 008194 SIPDIS SENSITIVE E.O. 12958: N/A TAGS: IN, KNNP, PARM, ENRG, Energy SU 
UNCLAS SECTION 01 OF 03 KATHMANDU 002307 SIPDIS STATE FOR SA/INS; STATE FOR INR; LONDON F 


Column 10 


UNCLAS SANTO DOMINGO 004724 SIPDIS IO/UNP FOR RAYMOND HOTZ; WHA/CAR FOR DAVID SEARBY 
UNCLAS ACCRA 002168 SIPDIS SENSITIVE E.O. 12958: N/A TAGS: GH, UNSC, UNGA SUBJECT: GHANA\'S 
CONFIDENTIALPARIS 007220 SIPDIS STATE FOR S/CT AND C E.O. 12958: DECL: 10/20/2015 TAGS: 


Column 10 


CONFIDENTIAL TUNIS 002353 STATE FOR NEA/FO (GRAY), NEA/MAG (LAWRENCE), NEA/PPD (FEF 


Column 10 


CONFIDENTIALTHE HAGUE 002860 SIPDIS E.O. 12958: DECL: 10/21/2015 TAGS: AEMR, ASEC, EAID 


CONFIDENTIALTHE HAGUE 002861 SIPDIS E.O. 12958: DECL: 10/21/2015 TAGS: PGOV, PREL, MAR 


Column 10 


UNCLAS SECTION 01 OF 06 BRASILIA 002813 SIPDIS DEPT FOR EB/IPE SWILSON, AMADAMO AND WHA/ 


Column 10 


UNCLAS KATHMANDU 002308 SIPDIS SENSITIVE E.O. 12958: N/A TAGS: EPET, ENRG, ECON, ETRD, EFIN, 
UNCLAS PARIS 007223 SIPDIS BRUSSELS PASS USEU FOR AGMINCOUNSELOR STATE FOR OES; EUR/E 


Column 10 


UNCLAS SANTO DOMINGO 004725 SIPDIS DEPT FOR WHA,DRL E.O. 12958: N/A TAGS: ELAB, PHUM, Ραί 


Column 10 


UNCLAS SECTION 01 OF 02 ASUNCION 001324 SIPDIS STATE FOR WHA/BSC, WHA/EPSC ALSO FOR EB/I 
UNCLAS HELSINKI 001128 SIPDIS NEA FOR MALLORY; EUR/ERA FOR BONO ALNEA COLLECTIVE E.O. 12 
UNCLAS ISTANBUL 001839 SIPDIS SENSITIVE COMMERCE FOR ITA/OTEXA MARIA DVANDREA USTR FOI 


Column 10 


CONFIDENTIALPARIS 007225 SIPDIS E.O. 12958: DECL: 10/20/2015 TAGS: PREL, PHUM, KDEM, EAI 


Column 10 


SECRET SECTION 01 OF 02 BAGHDAD 004341 SIPDIS CIA PASS TO SPECIAL ASSISTANT TO THE DIRE 


Column 10 


CONFIDENTIALBAGHDAD 004342 SIPDIS E.O. 12958: DECL: 10/20/2015 TAGS: PGOV, KDEM, PINS, | 
CONFIDENTIALMINSK 001286 SIPDIS SIPDIS E.O. 12958: DECL: 10/21/15 TAGS: PREL, PINR, ECON 


Column 10 


CONFIDENTIALBAGHDAD 004343 SIPDIS E.O. 12958: DECL: 10/20/2015 TAGS: PGOV, KDEM, IZ, Shi 


Column 10 


UNCLAS SECTION 01 OF 02 SANTO DOMINGO 004743 SIPDIS SENSITIVE STATE FOR WHA, WHA/CAR, V 


Column 10 


CONFIDENTIALTELAVIV 006171 SIPDIS DEPT FOR NEA/IPA AND EUR/AGS E.O. 12958: DECL: 10/2: 


Column 10 


UNCLAS SECTION 01 OF 03 PARIS 007226 SIPDIS BRUSSELS PASS USEU FOR AGMINCOUNSELOR STAT 


Column 10 


CONFIDENTIALLIMA 004544 SIPDIS DEPT FOR WHA/AND Е.О. 12958: DECL: 10/21/2015 TAGS: KDE 
UNCLAS SECTION 01 OF 02 SANTO DOMINGO 004744 SIPDIS DEPT FOR WHA/CAR, WHA/EPSC, ЕВ/ТРР/ 


UNCLAS NDJAMENA 001561 SIPDIS PARIS AND LONDON FOR AFRICA WATCHERS, ROME FOR FODAG., 


Column 10 


CONFIDENTIALMADRID 003691 SIPDIS E.O. 12958: DECL: 10/21/2015 TAGS: PREL, PK, SP, NATO SL 
UNCLAS BRATISLAVA 000860 SIPDIS E.O. 12958: N/A TAGS: OIIP, LO, NATO SUBJECT: Country Clearance c 


Column 10 


CONFIDENTIALSECTION 01 OF 08 PRAGUE 001514 SIPDIS SENSITIVE E.O. 12958: DECL: 10/21/20 


Column 10 


UNCLAS ROME 003536 SIPDIS SENSITIVE E.O. 12958: N/A TAGS: OTRA, KNNP, ENRG, PTER, GM, IT SUB. 
CONFIDENTIALSECTION 01 OF 02 ATHENS 002759 SIPDIS DEPARTMENT FOR EUR/SE E.O. 12958 


Column 10 


UNCLAS MADRID 003692 SIPDIS E.O. 12958: N/A TAGS: PHUM, SP, UNGA SUBJECT: SPAIN SEEKS US SUF 
UNCLAS SECTION 01 OF 02 PARIS 007230 SIPDIS FROM USMISSION UNESCO PARIS STATE PASS USTR 


Column 10 


CONFIDENTIAL VIENNA 003427 SIPDIS STATE FOR EUR/RPM AND EUR/AGS - VIKMANIS-KELLER E 
CONFIDENTIALMADRID 003694 SIPDIS E.O. 12958: DECL: 10/21/2015 TAGS: PREL, PGOV, SP, Ameri 


Column 10 


CONFIDENTIAL VILNIUS 001136 SIPDIS STATE FOR EUR/NB E.O. 12958: DECL: 10/20/2015 TAGS: AI 
UNCLAS SECTION 01 OF 04 NASSAU 001827 SIPDIS STATE FOR WHA/CAR WBENT, S/GAC AMBASSADOI 


Column 10 


UNCLAS PARIS 007234 SIPDIS FROM USMISSION UNESCO PARIS FOR IOA, IO/S, ШОМА Ε.Ο. 12958: N 
SECRET SECTION 01 OF 02 PRAGUE 001515 SIPDIS E.O. 12958: DECL: 10/21/2015 TAGS: PREL, KNNP, 


Column 10 


CONFIDENTIAL PORT AU PRINCE 002617 SIPDIS STATE FOR WHA/CAR DRL S/CRS SOUTHCOM AL 


Column 10 


UNCLAS LAGOS 001636 SIPDIS DS/IP/AF, AF/EX, DS/IP/OPO, DS/ICI/PII, DS/DSS/ITA Е.О. 12958: М/А TAGS 
CONFIDENTIALSECTION 01 OF 02 LAGOS 001637 SIPDIS STATE FOR AF/W STATE FOR INR/AA E.C 
CONFIDENTIALSECTION 01 OF 02 LAGOS 001638 SIPDIS STATE FOR AF/W STATE FOR INR/AA E.C 
CONFIDENTIALSECTION 01 OF 02 LAGOS 001639 SIPDIS STATE FOR AF/W STATE FOR INR/AA E.C 
CONFIDENTIALSECTION 01 OF 02 LAGOS 001640 SIPDIS STATE FOR AF/W STATE FOR INR/AA E.C 
CONFIDENTIALSECTION 01 OF 02 LAGOS 001641 SIPDIS STATE FOR AF/W STATE FOR INR/AA E.C 
UNCLAS LAGOS 001642 SIPDIS DS/IP/AF, AF/EX, DS/IP/OPO, DS/ICI/PII, DS/DSS/ITA E.O. 12958: N/A TAGS 
CONFIDENTIALSECTION 01 OF 03 RABAT 002192 SIPDIS SIPDIS DEPARTMENT FOR NEA/MAG E. 


Column 10 


UNCLAS LIMA 004548 SIPDIS SENSITIVE Ε.Ο. 12958: N/A TAGS: PGOV, PINR, PE SUBJECT: NEW LABOR I 
UNCLAS PARAMARIBO 000687 SIPDIS E.O. 12958: N/A TAGS: PREL, PGOV, NS, PKAO SUBJECT: TOWAR 
UNCLAS MADRID 003695 SIPDIS FRANKFURT/IFO FOR VALERIE VANLANDINGHAM Ε.Ο. 12958: N/A TAGS 
UNCLAS PARAMARIBO 000688 SIPDIS DEPT FOR WHA/CAR: LLUFTIG, ЕВЛРЕ: SWILSON, USDA FOR FAS 
CONFIDENTIAL PORT AU PRINCE 002618 SIPDIS SOUTHCOM ALSO FOR POLAD WHA ALSO FOR U 


Column 10 
UNCLAS PORT AU PRINCE 002620 SIPDIS STATE FOR WHA/CAR DRL S/CRS SOUTHCOM ALSO FOR POL 


Column 10 


CONFIDENTIALSECTION 01 OF 02 BAGHDAD 004344 SIPDIS CENTCOM FOR POLAD E.O. 12958: E 


Column 10 


UNCLAS SECTION 01 OF 02 CALGARY 000631 SIPDIS STATE FOR WHA/CAN, EB/ESC/ISC, EB/PPD USDC 


Column 10 


SECRET SECTION 01 OF 02 BAGHDAD 004345 SIPDIS E.O. 12958: DECL: 10/20/2015 TAGS: ECON, ENF 


Column 10 


UNCLAS SANTIAGO 002168 SIPDIS E.O. 12958: N/A TAGS: ETTC, PARM, PREL, KSTC, EAID, ЕСІМ, ETRD, í 


UNCLAS PARAMARIBO 000690 SIPDIS E.O. 12958: N/A TAGS: КІСІ, PREL, NS, ΡΚΑΟ SUBJECT: PRESS F 
UNCLAS SECTION 01 OF 02 PORT AU PRINCE 002623 SIPDIS SOUTHCOM ALSO FOR POLAD E.O. 12958 


CONFIDENTIALSECTION 01 OF 05 OTTAWA 003169 SIPDIS STATE FOR WHA/CAN-BREESE AND HC 


Column 10 


UNCLAS SAN SALVADOR 002878 SIPDIS INL FOR LUIS DIAZ-RODRIGUEZ AND AIMEE MARTIN FBI FOR IN 
UNCLAS OTTAWA 003170 SIPDIS Ε.Ο. 12958: N/A TAGS: CA, PK, EAID, PREF, PREL, SENV SUBJECT: PAKI. 


Column 10 


UNCLAS SECTION 01 OF 02 QUITO 002405 SIPDIS DEPT PASS TO USAID E.O. 12958: N/A TAGS: SENV, E, 


Column 10 


CONFIDENTIALBOGOTA 009963 SIPDIS SIPDIS E.O. 12958: DECL: 10/19/2015 TAGS: PGOV, PHUM, 


Column 10 


UNCLAS SECTION 01 OF 02 SAN JOSE 002460 SIPDIS SENSITIVE WHA/CEN EB FOR WCRAFT, BLAMPR( 


Column 10 


UNCLAS SECTION 01 OF 06 TEGUCIGALPA 002172 SIPDIS STATE FOR DRL/IL (GRIGG), EB, WHA/PPC, AN 


Column 10 


UNCLAS SECTION 01 OF 02 TEGUCIGALPA 002174 SIPDIS DEPT. FOR WHA/PD; IIP/G/WHA DIPASQUALE 


Column 10 


CONFIDENTIAL QUITO 002409 SIPDIS E.O. 12958: DECL: TEN YEARS TAGS: PGOV, PINS, EC SUBJE 


Column 10 


CONFIDENTIALSECTION 01 OF 03 BAGHDAD 004347 SIPDIS E.O. 12958: DECL: 10/21/2015 TAGS: F 


Column 10 


UNCLAS KUWAIT 004519 SIPDIS SIPDIS STATE FOR NEA/ARPI SWALKER, LONDON FOR LTSOU E.O. 12! 
UNCLAS SECTION 01 OF 02 KUWAIT 004527 SIPDIS STATE FOR NEA/PPD (CWHITTLESEY), IIP/T/IS (DBEI 


Column 10 


UNCLAS KUWAIT 004528 SIPDIS SIPDIS TREASURY FOR ELLEN GANO E.O. 12958: N/A TAGS: ECON, AS 
UNCLAS SECTION 01 OF 03 MUMBAI 002093 SIPDIS SENSITIVE DEPARTMENT FOR DRL/IL, G/TIP, INL AN 


Column 10 


CONFIDENTIALMANAMA 001547 SIPDIS STATE FOR NEA/ARPI AND S/WCI E.O. 12958: DECL: 10/19 
UNCLAS SECTION 01 OF 02 ALGIERS 002145 SIPDIS E.O. 12958: N/A TAGS: ECON, EINV, EIND, ETRD, BE; 


Column 10 


UNCLAS KUWAIT 004531 SIPDIS SENSITIVE SIPDIS STATE FOR NEA/ARPI E.O. 12958: N/A TAGS: PGOV, 


Column 10 
SECRET MUSCAT 001580 SIPDIS NOFORN DEPT FOR D, P, M, DS, S/CT, CA, INR, NEA/ARPI, NEA/EX D 
UNCLAS SECTION 01 OF 02 KUWAIT 004532 SIPDIS SENSITIVE SIPDIS STATE FOR NEA/ARPI E.O. 12958 


Column 10 


CONFIDENTIALALGIERS 002147 SIPDIS NSC FOR ABRAMS E.O. 12958: DECL: 10/22/2015 TAGS: PI 


Column 10 


UNCLAS ALGIERS 002149 SIPDIS E.O. 12958: N/A TAGS: PREF, PHUM, AG, WI, Polisario SUBJECT: TALKINC 
UNCLAS SECTION 01 OF 10 ISLAMABAD 015860 SIPDIS STATE ALSO PASS TO USAID USAID/W FOR А/АІГ 
CONFIDENTIALISLAMABAD 015862 SIPDIS DEPT - PLEASE PASS TO USAID KABUL - PLEASE PASS 
CONFIDENTIALLAGOS 001643 SIPDIS TRANSPORTATION FOR FAA; DAKAR PLEASE PASS TO FAA 


UNCLAS SECTION 01 OF 03 KUWAIT 004533 SIPDIS STATE FOR NEA/ARN, NEA/PA, NEA/AIA, INR/NESA, F 


Column 10 


CONFIDENTIALLAGOS 001644 SIPDIS TRANSPORTATION FOR FAA; DAKAR PLEASE PASS TO FAA 


Column 10 


SECRET SECTION ΟἹ OF 03 ALGIERS 002155 SIPDIS STATE FOR S/WCI E.O. 12958: DECL: 10/19/2015 
UNCLAS KUWAIT 004534 SIPDIS SIPDIS STATE FOR NEA/ARPI SWALKER, SA/FO FOR JGASTRIGHT, LON 


UNCLAS KUWAIT 004535 SIPDIS SENSITIVE SIPDIS STATE FOR NEA/ARPI SWALKER, SA/FO FOR JGAST 


Column 10 


UNCLAS SECTION 01 OF 02 MANILA 004984 SIPDIS SENSITIVE DEPT FOR EAP/MTS, G/TIP, EAP/MLS, EA 


Column 10 


UNCLAS KUWAIT 004546 SIPDIS STATE FOR NEA/ARPI SWALKER, LONDON FOR LTSOU E.O. 12958: N/A 


UNCLAS DJIBOUTI 001056 SIPDIS STATE FOR IO/UNP - RAYMOND HOTZ E.O. 12958: N/A TAGS: PREL, DJ 
UNCLAS ALMATY 003861 SIPDIS SENSITIVE E.O. 12958: N/A TAGS: PGOV, KZ, 2005 Election, POLITICAL : 


Column 10 


SECRET SECTION 01 OF 02 BAGHDAD 004356 SIPDIS E.O. 12958: DECL: 10/21/2015 TAGS: ENRG, EPE 


Column 10 


UNCLAS SECTION 01 OF 02 KUWAIT 004550 SIPDIS STATE FOR NEA/PPD (CWHITTLESEY), ECA/A/S/A (M 


Column 10 


UNCLAS CAIRO 008124 SIPDIS E.O. 12958: N/A TAGS: TBIO, ECON, PREL, SOCI, EG, WHO, KSTH, Avian In 
UNCLAS SECTION 01 OF 02 DHAKA 005329 SIPDIS E.O. 12958: DECL: N/A TAGS: ECON, ETRD, EINV, BG € 
UNCLAS SECTION 01 OF 03 AMMAN 008330 SIPDIS SENSITIVE STATE PLEASE PASS TO USTR STATE FC 


Column 10 


UNCLAS AMMAN 008340 SIPDIS For IIP/G/NEA/SA (SCOTT); NEA/PPD (BENZE) E.O. 12958: N/A TAGS: OIIF 


Column 10 
CONFIDENTIALSECTION 01 OF 02 DJIBOUTI 001057 SIPDIS DEFENSE FOR ISA AFRICA DEFENSE / 


UNCLAS MANAMA 001553 SIPDIS SENSITIVE STATE FOR R, NEA/ARPI, S/WCI E.O. 12958: N/A TAGS: ΚΑΙ 


Column 10 


CONFIDENTIALAMMAN 008343 SIPDIS E.O. 12958: DECL: 10/23/2015 TAGS: PTER, MOPS, JO, IZ, M( 
CONFIDENTIALLAGOS 001645 SIPDIS TRANSPORTATION FOR FAA; DAKAR PLEASE PASS TO FAA 
UNCLAS SECTION 01 OF 02 MUSCAT 001582 SIPDIS SENSITIVE STATE FOR NEA/ARPI, EB/ESC/IEC, INR; 


Column 10 


CONFIDENTIALABUJA 002030 SIPDIS FOR CA/OCS, DS/CC, DS/IP/AF, AF/EX, AF/W E.O. 12958: DEC 
CONFIDENTIALSECTION 01 OF 02 ABUJA 002031 SIPDIS DEPARTMENT FOR DS/CC, DS/IP, DS/IP/A 
CONFIDENTIALSECTION 01 OF 02 CAIRO 008134 SIPDIS NSC STAFF FOR POUNDS E.O. 12958: DE 


Column 10 


SECRETSANAA 003046 SIPDIS E.O. 12958: DECL: 10/18/2015 TAGS: PREL, PTER, KDEM, IZ, YM, COUN 


S E C R E T SANAA 003048 SIPDIS NOFORN DEPT FOR DS/IP/NEA, DS/IP/ITA, DS/ICI/CI, DS/ICI/PII, 5/01, N 
CONFIDENTIALAMMAN 008349 SIPDIS E.O. 12958: DECL: 10/22/2015 TAGS: PGOV, PREL, KISL, JO, 


UNCLAS CAIRO 008136 SIPDIS SENSITIVE E.O. 12958: N/A TAGS: PREL, PGOV, PTER, EG, SY, LE, MEPN, 


Column 10 


UNCLAS SECTION 01 OF 02 CAIRO 008137 SIPDIS NEA/PD FOR FRANK FINVER E.O. 12958: N/A TAGS: P! 


Column 10 


UNCLAS ABUJA 002032 SIPDIS TRANSPORTATION FOR FAA, STATE FOR AF, CA, DS E.O. 12958: N/A TAG: 
CONFIDENTIALLAGOS 001646 SIPDIS TRANSPORTATION FOR FAA DAKAR PLS PASS TO FAA REP 
UNCLAS SECTION 01 OF 04 BAGHDAD 004367 SIPDIS STATE FOR INR/R/MR, NEA/PPD, NEA/PPA, NEA/AC 


Column 10 


UNCLAS SECTION 01 OF 05 BAGHDAD 004368 SIPDIS STATE FOR INR/R/MR, NEA/PPD, NEA/PPA, NEA/AC 


Column 10 


CONFIDENTIALSECTION 01 OF 02 BAGHDAD 004369 SIPDIS CENTCOM FOR POLAD E.O. 12958: E 


Column 10 


UNCLAS SECTION 01 OF 02 TAIPEI 004295 SIPDIS STATE FOR EAP/RSP/TC, G, OES/IHA STATE PLEASE P 
UNCLAS SAN SALVADOR 002896 SIPDIS STATE PASS WHA//CEN DESK OFFICER PAUL DEGLER AND PM/ 
CONFIDENTIALNAIROBI 004384 SIPDIS DEPT. FOR AF/E, CA/VO, AND INL/C/CP E.O. 12958: DECL: 


Column 10 


UNCLAS SECTION 01 OF 02 YEREVAN 001886 SIPDIS EUR/PPD-CFITZGERALD AND JBASEDOW, EUR/CA 


Column 10 


UNCLAS SECTION 01 OF 02 SOFIA 001826 SIPDIS SENSITIVE E.O. 12958: N/A TAGS: PGOV, BU SUBJECT: 
UNCLAS SECTION 01 OF 03 CHENNAI 002480 SIPDIS SENSITIVE E.O. 12958: N/A TAGS: PGOV, PINR, IN, | 


Column 10 


UNCLAS SECTION 01 OF 02 MAPUTO 001372 SIPDIS DEPARTMENT FOR AF/PD (LMING, PEHRNMAN); AF/ 


Column 10 


UNCLAS MINSK 001289 SIPDIS SIPDIS E.O. 12958: N/A TAGS: PREL, PARM, KNNP, BO SUBJECT: NSG-Indi 
UNCLAS THE HAGUE 002870 SIPDIS DEPT FOR EUR/PPD, EUR/UBI, IIP/G/EUR, ECA/PE POSTS FOR PAC 


CONFIDENTIALBRATISLAVA 000861 SIPDIS E.O. 12958: БЕСІ: 10/20/2015 TAGS: PREL, PHUM, KDE 


UNCLAS MANAMA 001555 SIPDIS E.O. 12958: N/A TAGS: KPAO, KISL, PREL, BA SUBJECT: AFGHANISTAN I 
UNCLAS SECTION 01 OF 02 PARIS 007236 SIPDIS FROM ARS STATE FOR AF/PD; AF/RD/RA; IIP/G/AF; I/RI 


Column 10 
UNCLAS MADRID 003696 SIPDIS E.O. 12958: N/A TAGS: EAIR, OTRA SUBJECT: COUNTRY CLEARANCE RI 


Column 10 


CONFIDENTIAL LJUBLJANA 000748 SIPDIS DEPT FOR EUR/RPM - ABAIRD, EUR/NCE - VTRIM, PM/ 


Column 10 


UNCLAS SECTION 01 OF 02 TAIPEI 004299 SIPDIS DEPARTMENT FOR INR/R/MR, EAP/TC, EAP/PA, EAP/P 


Column 10 
UNCLAS SECTION 01 OF 03 KATHMANDU 002315 SIPDIS SENSITIVE DEPT FOR SA/INS, SA/RA, G/TIP E. 


Column 10 


UNCLAS ROME 003539 SIPDIS SENSITIVE STATE FOR EB/ESC/TFS:JEAN CLARK, S/CT:TODD KUSHNER, 
UNCLAS SECTION 01 OF 03 MINSK 001291 SIPDIS SIPDIS E.O. 12958: N/A TAGS: PGOV, PHUM, ECON, BC 


Column 10 


CONFIDENTIALMINSK 001292 SIPDIS SIPDIS E.O. 12958: DECL: 10/19/2015 TAGS: PGOV, PHUM, В 


CONFIDENTIALSECTION 01 OF 02 ABUJA 002037 SIPDIS E.O. 12958: DECL: 10/21/2015 TAGS: PGO' 


Column 10 


UNCLAS BAGHDAD 004371 SIPDIS E.0. 12958: N/A TAGS: OPRC, PREL, MOPS, KPAO, IZ, Media SUBJECT: 


Column 10 


UNCLAS SECTION 01 OF 02 TAIPEI 004305 SIPDIS SENSITIVE DEPT PASS AIT/W, USTR, AND FMC DEPT 
CONFIDENTIAL CAIRO 008143 SIPDIS FOR S/WCI, ШРМ, AND NEA/ELA Ε.Ο. 12958: DECL: 10/23/20: 


CONFIDENTIALSECTION 01 OF 02 TELAVIV 006176 SIPDIS E.O. 12958: DECL: 10/20/2015 TAGS: EC 


Column 10 


UNCLAS FRANKFURT 007722 SIPDIS DEPARTMENT FOR G/TIP SENSITIVE E.O. 12958: N/A TAGS: SMIG, 
UNCLAS SECTION ΟἹ OF 07 ΤΕΙ AVIV 006177 SIPDIS STATE FOR ΝΕΑ, NEA/IPA, NEA/PPD WHITE HOUSE 


Column 10 


UNCLAS SECTION 01 OF 02 KUWAIT 004552 SIPDIS SIPDIS STATE FOR NEA/ARPI SWALKER, LONDON F 


Column 10 


UNCLAS SECTION 01 OF 02 MANAMA 001558 SIPDIS STATE FOR ECA/PE/V/F, NEA/PPD, NEA/PI, NEA/ARP 
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[ICAL RELEASE TO THE GOVERNMENT OF EGYPT OF MK48 MOD 4M AND MOD 6AT HEAVYW 
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COMPROMISE REF: STATE 188987 Classified by DCM Stuart E. Jones for reasons 1.4 (b) and (d 


4 1. (U) Sensitive but unclassified; not for internet distribution. 2. (SBU) In a meeting with EconOffs 
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NTION -- SEC. GUTIERREZ LETTER DELIVERED TO AUSTRIA REF: A. (A) STATE 189518 B. 
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NATION OFFICER REF: STATE 175637 The reftel requested information on Embassy\'s Terrorism 
1 AGREES TO SUPPORT U.S. POSITION ON UNESCO TREATY 1. The Ambassador spoke by tel 
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. Econoff met October 17 with Czech Ministry of Industry and Trade (Department of EU Multilateral 1 


EFIN, ETTC, PREL EZ SUBJECT: TERRORISM FINANCE COORDINATING OFFICER FOR CZEC 
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¡TE 179062 (U) On October 18, Pol/Econ Chief delivered ref A talking points and Secretary Guiterrez 
. ANKARA 5531 We delivered Secretary\'s letter ref A on UNESCO Cultural Diversity to Turkish MFA 
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WAN WANTS TO EXPLAIN EXPORT CONTROL SYSTEM REF: TAIPEI 4091 Classified By: AIT Di 
TRD, PREL, SCUL, AU, UNESCO SUBJECT: UNESCO CULTURAL DIVERSITY CONVENTION -- F 
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-DAY GOALS REF: STATE 183776 1. (SBU) Summary - Two issues will dominate our relationship v 


27 (SBU) Polcouns delivered reftel demarche October 19 to Jamal Al-Shamayleh, acting chief of the 
В. ANKARA 5531 C. STATE 184292 Р. ANKARA 6311 E. STATE 192656 1. PolCouns del 
| the following press statement October 17 on the Iraqi constitutional referendum. Informal Embassy | 
J) Following the resignation of Ludovit Kanik (reftel), President Gasparovic approved the appointmer 


AL), Visas Viper SUBJECT: VISAS VIPER SUBMISSION 1. POST WISHES TO SUBMIT AND/OR 


2, АТЕР, 5-2 AND JSTOF S-2, EMBASSIES FOR RSO E.O. 12958: DECL: 10/18/2015 TAGS: ASEC 
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PRAGUE 000183 Classified By: Political Officer Scott Harney for reasons 1.4 b«d 1. (SBU) A Reute 
B. PRAGUE 1491 C. PRAGUE 1461 (SBU) On Oct 19 post delivered reftel A dip note urging ' 


JUS, HO, UNESCO, UN SUBJECT: HONDURAS GIVEN SECRETARY GUTIERREZ\'S LETTER ON 


3 Rath, currently President of the Czech Medical Chamber, to replace Milada Emmerova as Minister ‹ 


delivered on October 19 reftel demarche as a diplomatic note to the Ministry of Foreign Affairs and th 
B. PRAGUE 01446 Classified By: Poloff Sarah C. Peck for reasons 1.4(b) and (d). 1. (U) Actio: 


Campbell for Reasons 1.5 (b), (d) REFS: A) Abuja 1956, B) Lagos 1427 1. (S) Summary: Presider 


36 Poloff delivered reftel demarche to MFA Deputy Director for the Andean Community, Juan Carlos 
LDING SUCCESSES REF: A. SECSTATE 182307 B. ACCRA 00889 C.ACCRA01644 D. 
PEZ AND B. HARMON. E.O. 12958: N/A TAGS: ELAB, PGOV, EC, Labor SUBJECT: ECUADOR LA 
СОН OFAC - PAUL LURIE E.O. 12958: N/A TAGS: PTER, ΚΤΕΝ, KVPR, EFIN, ETTC, PREL, SP, Cc 


JA David Satterfield for reasons 1.4(b) and (а) 1. (C) SUMMARY: The first trial of Saddam Hussein k 


:F: SECSTATE 190748 1. (U) On October 18, Polcouns transmitted reftel talking points and USTR fe 


AREASSESSMENT REF: STATE 191200 1. As requested in Reftel, we met with Roberto Rodrigue 


¡Y OFAC (PAUL LURIE) NSC (KEMERSON) E.O. 12958: DECL: 12/30/2015 TAGS: EFIN, ETTC, PF 
, EFIN, PE SUBJECT: CHINESE INVEST IN PERU,S ENERGY SECTOR REF: A. A) LIMA 3743 
N REF: A. STATE 184292 B. STATE 189518 C. STATE 192656 Econoff delivered Ref. A. letter and 


), Post delivered reftel talking points and USTR fact sheets to GOH Minister of Agriculture Mariano Jii 


/ requests country clearance for Political Officer Tod Duran to travel to Apia, Samoa from October 24 


